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Field of the Invention

[0001] The present invention relates to a data processing
apparatus, an information processing method, and a program.
Description of the Related Art

[0002] An information processing system is known which is
capable of going into a power saving state to reduce power
consumption in a waiting state. Such an information
processing system may include, for example, a controller
(main contreller) including a main CPU and a network
controller including a sub CPU. In the power saving state
in such a system, supplying electric power to modules in the
main controller is stopped, while maintaining supplying
normal electric power to modules in the network controller
which does not consume much electric power, during a waiting
operation. In such a system, when a particular type of
packet is received via a network, the network controller may
respond to the received packet while maintaining the state

in which no electric power is supplied to the main



apparatus, an information processing nethod, and a program
Description of the Related Art [0002] An information processing system
is knowmn which is capable of going into a power saving state to
reduce power consunption in a waiting state. Such an information
processi ng system may include, for exanple, a controller (min
controller) including a main CPU and a network controller including a
sub CPU. In the power saving state in such a system supplying
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wakeup packet, the network controller outputs a wakeup signal to the

mai n conthardled ty the main controller and thus whether the main
controller is to be returned from the power saving mede. In
a case where the network contreller determines, from the
data pattern, that the received packet is an ARP request
packet, the network controller transmits, as an ARP response
packet, transmission data stored in a transmission data
register over a LAN (i.e., the network controller performs
proxy response). On the other hand, in a case where it is
determined from a data pattern of the received packet that

the received packet is a wakeup packet, the network

contreller outputs a wakeup signal to the main controller to



make the main controller return fromthe power saving node. [0003]1n
t he conventional technique, a device including a network controller
has fi xed data indicating various kinds of data patterns used in a
pattern matchi ng process to determ ne a process to be perforned, such
as a proxy response process, a wakeup process, or the like. On the

ot her hand, a recent trend is to renotely manage many ki nds of

devi ces by an application or an OS (Operating System using a
managenent protocol such as an SNVP (Si npl e Network Managenent
Protocol) protaocol. Thus, packets received by devices are different
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Management Protoccl) protocol. Thus, packets received by
devices are different in type depending on user's devices or
operation environments, and therefore it 1s difficult to
predict the type of packets received by the respective
user's devices.

[0004] Therefore, even when data patterns are registered
in advance in devices thereby to determine an operation to
be performed, such as a proxy response operation, a wakeup
operation, etc., there is a possibility that a device is
unpredictably returned from the power saving state without
performing proxy response depending on the manner in which
the device is operated. Depending on a situation,
unexpected matching with a data pattern may occur, which may
cause the power saving state to be cancelled unnecessarily.
To avoid such an unnecessary operation, all possible data

patterns may be registered. However, in the power saving



SUMVARY OF THE | NVENTI ON [ 0005] I n view of the above, the invention
provi des a technique to nore properly manage information associ ated
with controlling power nodes. [0006] An enbodi nent provides a data
processi ng apparatus including a first control unit configured to
control the data processing apparatus, a registration unit configured
to register definition information including identification

i nformati on and process information, the identification information
identifying a packet received froman external apparatus via a
network, the process information indicating a process to be perforned
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supplying of electri 0 such that, el ectric power plied to
the f1rsteehtra yumhp eﬁ'ee&tﬁam?wmm rPc?&é’ GChpERyTRe e

el ectric §§y%%ié %ﬁ%%d ra 85&1§ #fﬁi %%@Eegl ?Uﬁin ﬁl
power saving no Y cond con Unit i'gared When

packet iSpév@&Pié/&%quQ%hbeaﬁ&t @flﬁ@llépp@rc?itfﬁdﬂt to register all

possible data patterns.
SUMMARY OF THE INVENTION

[0005] In view of the above, the invention provides a
technique to more properly manage information assocliated
with contrelling power modes.

[0006] An embodiment provides a data processing apparatus
including a first control unit configured to control the
data processing apparatus, a registration unit configured to
register definition information including identification
information and process information, the identification
information identifying a packet received from an external
apparatus via a network, the process information indicating
a process to be performed on the packet, an electric power
control unit configured to control supplying of electric
power such that electric power is supplied to the first
control unit in a normal power mode and supplying of
electric power is stopped at least to the first control unit
in a power saving mode, and a second control unit configured

to, when a packet is received from the external apparatus in



t he power saving node, identify definition information corresponding
to the packet based on the identification information included in the
definition information registered in the registration unit, and then
performa process according to the process information included in
the identified definition information, the second control unit being
further configured to control registration such that definition
information including identification information and process
information is newWwy registered in the registration unit according to
an instruction given fromthe external apparatus, the identification
i nf or mat i O IRBIRY SEVHGIarpadeket derert Y cte FirghirRe iakPERARI CBppar at us
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[ 0009] Further features of thé present invention w
process according to the process information included in the
identified definition information, the second control unit
being further configured to control registration such that
definition information including identification information
and process information is newly registered in the
registration unit according to an instruction given from the
external apparatus, the identification information
identifying a packet received from the external apparatus
via a network, the process information indicating a process
to be performed on the packet.
[0007] Note that the invention may also be embodied in a
method, a program, a system, a storage medium, etc.
{0008] According to embodiments, it is possible to more
properly manage information associated with controlling of
power modes.
[0009] Further features of the present invention will
beceme apparent f£rom the following description of exemplary

embeodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS



beconme apparent fromthe followi ng description of exenplary

enbodi nents wth reference to the attached draw ngs. BRI EF

DESCRI PTION OF THE DRAWNGS [O0010JFig. 1 is a diagramillustrating
an exanpl e of a network systemincluding a personal conputer and a
mul ti function device. [0011]Fig. 2 is a diagramillustrating an
exanple of a

[0010] Fig. 1 is a diagram illustrating an example of a
network system including a personal computer and a
multifunction device.

[0011] Fig. 2 is a diagram illustrating an example of a
configuration of a multifunction device.

[0012] Fig. 3 is a diagram illustrating an example of a
software configuration (a configuration of functional units)
of a multifunction device.

[0013] Fig. 4 is a diagram illustrating an example of a
set of pattern setting values.

[0014] Fig. 5 is a diagram illustrating an example of a
set of pattern setting values.

[0015] Fig. 6 is a diagram illustrating an example of a
set of pattern setting values.

[0016] Fig. 7 is a flow chart illustrating an example of
an import process.

[0017] Fig. 8 is a diagram illustrating an example of a
pattern list.

[0018] Fig. 9 is a flow chart illustrating an example of a
process performed in response to receiving a message.

[0019] Fig. 10 is a flow chart illustrating an example of
a process performed in response to receiving a packet.
[0020] Fig. 11 is a diagram illustrating an example of a

screen.

[0021] Fig. 12 is a diagram illustrating an example of a



configuration of a nultifunction device. [0012]Fig. 3 is a diagram
Il lustrating an exanple of a software configuration (a configuration
of functional units) of a nultifunction device. [0013]Fig. 4 is a
diagramillustrating an exanple of a set of pattern setting val ues.
[0014]Fig. 5 is a diagramillustrating an exanple of a

screen.

DESCRIPTICN OF THE EMBODIMENTS

[0022] Embodiments of the invention are described below
with reference to drawings. Note that the invention is not
limited to the embodiments described below. Also note that
all parts, elements, or processing steps described in the
embodiments are not necessarily needed to practice the

invention.

First Embodiment

[0023] In a first embodiment described below, a technique
1s discussed in terms of maintaining a power saving mode in
a multifunction device which is an example of a data
processing apparatus. More specifically, a description is
given below as to a configuration of a multifunction device
and processes including a proxy response process performed
in response to receiving a particular type of file or packet
from the outside, a process performed in response to
inputting of a pattern setting value defining a wakeup
process or the 1like. Fig. 1 is a diagram illustrating an
example of a configuration of a network system including a
multifunction device 101 and a PC {Personal Computer) 102.

The multifunction device 101 and the PC 102 are connected to



set of pattern setting values. [0015]Fig. 6 is a diagramillustrating
an exanple of a set of pattern setting values. [0016]Fig. 7 is a flow
chart illustrating an exanple of an inport process. [0017]Fig. 8 is a
diagramillustrating an exanple of a

each other via a network 103 to allow them to communicate
with each other. Fig. 2 is a diagram illustrating an
example of a hardware configuration of the multifunction
device 101. The multifunction device 101 includes a main
controller 210 and a network controller 230. The main
controller 210 is connected to the network 103 via the
network controller 230.

[0024] A main CPU 211 executes a software program
assoclated with the main controller 210 to control a whole
apparatus (main controller 210). A RAM (Random Access
Memory) 214 is used by the main CPU 211 to temporarily store
data in controlling the apparatus. A ROM {(Read-0Only Memory)
213 is used to store a boot program of the apparatus and to
store a fixed parameter or the like. An HDD ({Hard Disk
Drive) 215 is used to store various kinds of data. An NVRAM
(Non-Volatile RAM) 216 is used to store various kinds of
setting values associated with the main controller 210. An
operation unit I/F (InterFace) 217 controls an operation
unit 240 to display various operation screens on a liquid
crystal panel disposed on the operation unit 240 and
transfer a command input via the operation screens to the
main CPU 211. A scanner I/F 218 controls a scanner 250. The
scanner 250 reads an image on a document and generates image
data. A printer I/F 219 controls a printer 260. The printer

260 prints an image on a recording medium according to the



pattern list. [0018]Fig. 9 is a flowchart illustrating an exanple of
a process perforned in response to receiving a nessage. [0019]Fig. 10
iIs a flowchart illustrating an exanple of a process perfornmed in
response to receiving a packet. [0020]Fig. 11 is a diagram
illustrating an exanple of a

image data. A USB (Universal Serial Bus) I/F 220 controls a
USB 270. The USB 270 recognizes a nonvolatile USB memory
inserted from the outside, and controls, in cooperation with
the USB I/F 220, a file system in the USB memory to
recognize a file or a directory. An expansion I/F 212 is
connected to an expansion I/F 232 of the network controller
230 so as to make it possible to control data communication
with an external apparatus (such as the PC 102} on the
network 103 via the network controller 230.

[0025] A sub CPU 231 executes a software program
associated with the network controller 230 to contrel the
whole network controller 230. A RAM (Random Access Memory)
234 is used by the sub CPU 231 to temporarily store data in
controlling the network controller 230. A ROM 233 is used
to store a boot program of the network contrecller 230 and to
store a fixed parameter or the like. Note that the RAM 234
is alsc used to store matching data for use in classifying a
packet received via the network 103 into one of groups
including a group of packets to be discarded, a group of
packets to be transferred to the main controller 210, and a
group of packets to be responded to in a proxy response mode.
The expansion I/F 232 1is connected to the expansion I/F 212
of the main controller 210 and the expansion I/F 232
controls data communication between the main controller 210

and the network controller 230. A network I/F 235 is



screen. [0021]Fig. 12 is a diagramillustrating an exanple of a
screen. DESCRI PTI ON OF THE EMBODI MENTS [ 0022] Enbodi nents of the
i nvention are described bel ow

connected to the network 103 and controls data communication
between the multifunction device 101 and an external
apparatus (such as the PC 102) on the network 103. The main
controller 210 is capable of operating in a mode selected
from two modes, i.e., a normal power mode (which is an
example of a first power mode) or a power saving mode (which
is an example of a second power mode) in which power
consumption is smaller than in the normal power mode. When
the mode is switched from the normal power mode to the power
saving mode, supplying of electric¢ power to the main CPU 211,
the HDD 215, the NVRAM 216, etc., is stopped. On the other
hand, the network controller 230 is realized in an ASIC
(Application Specific Integrated Circuit) disposed
separately from the main controller 210, and supplying of
electric power to the network controller 230 is maintained
even after the mode goes into the power saving mode.

[0026] Fig. 3 is a diagram illustrating an example of a
software configuration (functional units) of the
multifunction device 101. In Fig. 3, each block provides a
function realized by executing software (program) by a
controller unit disposed in the multifunction device 101. A
power saving controller 307 controls switching between the
normal power mode and the power saving mode. An inter-CPU
communication unit 305 transmits/receives data to/from

functional units of the network controller 230 via the

- 10 -



with reference to drawings. Note that the invention is not limted to
t he enbodi nents described below. Also note that all parts, elenents,
or processing steps described in the enbodi nents are not necessarily
needed to practice the invention. First Enmbodi nent [0023]1n a first
enbodi ment descri bed below, a technique is discussed in terns of

mai ntai ning a power saving node in a nultifunction device which is an
exanpl e of a data processing apparatus. Mre specifically, a
description is given below as to a configuration of a nultifunction
device and processes including a proxy response process perforned in
response ¥Patedalyildg d1papnd chltarexpansisn ﬂVFeZSQ-péﬁkémtﬁﬁbﬁPﬂhe
outside, a process ,perforned in response to anutting of a pattern
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connect ecF other via a ne ow themto

communi calsh tdin HAGM30ERRErold ta Fhdi®etd (HaAQRABLE LA PBEASH Nih an
exanpl e of a hardware configuration of the nultifunction device 101.

The mul tidgmecition gevireemdlby nehaldestwomain rcastl olldfe 2hAtandea

network controller 230. The main controller 210 is connected to the

net wor k 103wdrk tIHeE nehtwookleondtdlHey i2Z@rmation indicating
whether the main controller 210 is currently operating in
the normal power mode or the power saving mode. In a case
where the main controller 210 is currently operating in the
normal power mode, the network I/F controcller 303 transfers
a packet received wvia the network 103 to the main controller
210. On the other hand, when the main controllexr 210 is
operating in the power saving mode, the network I/F
controller 303 transfers a packet received via the network
103 to a proxy response processor 301.
[0027] The proxy response processor 301 receives the
packet transferred from the network I/F controller 303 in
the power saving mode. Note that the proxy response
processor 301 receives packets only when the main controller
210 is in the power saving mode. In the normal power mode,
packets received by the network I/F controller 303 are
transferred te the main controller 210 without being
transferred to the proxy response processor 301. The proxy

response processor 301 classifies packets received in the

- 11 -



[0024] A main CPU 211 executes a software program associated with the
main controller 210 to control a whole apparatus (main controller
210). A RAM (Random Access Menory) 214 is used by the main CPU 211 to
tenporarily store data in controlling the apparatus. A ROM (Read-Only
Menory) 213 is used to store a boot program of the apparatus and to
store a fixed paraneter or the like. An HDD (Hard Di sk Drive) 215 is
used to store various kinds of data. An NVRAM (Non-Vol atile RAM 216
is used to store various kinds of setting values associated with the
main controller 210. An operation unit I/F (I nterFace% 217 controls
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Serial Bus)addif @2y denbeoksried/SFh s onliatdhBngd70at &CoOOMt &S
nonvol atile USB nenory inserted fromthe outside, and controls, in
cooper at i tdre W@ 233%e oSBhE/ FiR20, a file systemin the USB nmenory to
recognize a file or a directory. An expansion I/F 212 is connected to
an expansi@®8) F 2Backits Heo et doskacdndrare éth@g0 wdchsmey heke it
possible to control data communi cation with an external apparatus
(such as ¥IP5sE (B4Rt AR RetRRRIE 163 NRCESERE Yheffotk 2d1tS01A er

230. [0025] A suh CPU 23 f1 ted with
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ROM 233 iediseld @astkereiad BootariLar a@befcewet@%wﬂérfs%&&@bl g5 230
and to store a fixed paraneter or the like. Note that the RAM 234 is

al so usedtHe nitior ecit-ohilag 2ot safortnise ith dkassbiiyttgd acpanhet
received via the network 103 into one of groups including a group of
packet s tmrdyesdi stdcedayabgraipf iofulgadicefos perlfernednsfikyr red tthe t he
main controller 210, and a
network controller 230. When a packet of this group is
received, the proxy response processor 301 switches the mode
of the main controller 210 into the normal power mode from
the power saving mode and transfers the received packet to
the main controller 210. Packets to be responded to by
proxy are those to be responded to by the network contreller
230 by proxy for the main controller 210. When a packet of
this group is received, the proxy response processor 301
generates a response packet in response to the received
packet and transmits the generated response packet to a

sender of a request for the response to the packet (i.e., a

sender of the packet) on the network 103 via the network I/F
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group of packets to be responded to in a proxy response node. The
expansion |/F 232 is connected to the expansion I/F 212 of the main
controller 210 and the expansion |I/F 232 controls data comruni cation
between the main controller 210 and the network controller 230. A
network 1/F 235 is connected to the network 103 and control s data
comuni cati on between the nultifunction device 101 and an external
apparatus (such as the PC 102) on the network 103. The main
controller 210 is capable of operating in a node selected fromtwo
nodes, i.e., a normal power node (which is an exanple of a first
power nDdéwTQﬁOLiegoﬁéﬁ saving node (which is an exanple of a second
power in which power consunBtlon is smaller than in the normal

power m)d .Oz\men thd GeSSOKi CERdS T POt Y HEFSSbriPalr e FERER Frode to

217, "t e BB 215 S ThaP RS 16 e HEfspptes the TP hand,
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controller 230 is maintained even after the node goes Into the power

savi ng nogse iV BYFitBe BrbsyarddeHaingrddeskbat B0Y an examdwerof a
saving mode. The UI processor 308 transfers the pattern
setting value input from the outside to a pattern generator
306. A USB processor 309 is configured to acquire a pattern
file including a pattern setting value from a file stored in
a USB memory inserted from the outside. The USB processor
309 reads out the pattern setting value from the acquired
pattern file and transfers the pattern setting wvalue to the
pattern generator 306. Based on the pattern setting values
received from the UI processor 308 and the USB processor 309,
the pattern generator 306 generates a pattern list including
one or more pieces of pattern information for use in the
process performed by the proxy response processor 301. The
pattern list is described in further detail later with
reference to Fig. B. The pattern generator 306 transmits
the generated pattern list to a pattern management unit 302
via the inter-CPU communication unit 305 and the inter-CPU
communication unit 304. The pattern management unit 302

stores the pattern list in the RCM 233 or the like and

manages the pattern list.

- 13 -



software configuration (functional units) of the nmultifunction device
101. In Fig. 3, each block provides a function realized by executing
software (program by a controller unit disposed in the nultifunction
device 101. A power saving controller 307 controls sw tching between
t he normal power node and the power saving node. An inter-CPU

communi cation unit 305 transmts/receives data to/from functional
units of the network controller 230 via the expansion I/F 212 and
the expansion I/F 232. An inter-CPU comuni cation unit 304
transmts/receives data to/fromfunctional units of the main

control | ef0BA] vi alihPTOHYaFSISERNFLFP232eoFRr tHE ®RFdRgmenal PEEDIM A
network I/F controller 303 controls a packet transm ssion/reception
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controller 210. On the other hand, when the main controller 210 is
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transfers a packet received via the network 103 to a proxy response
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group. For example, in a case whexe the proxy response
processor 301 determines in the pattern matching process
that the packet is to be responded to by proxy, the proxy
response processor 301 generates response data (a response
packet) using information described in the received packet
and proxy response data included in the pattern information
corresponding to the received packet. The proxy response
processor 301 transmits the generated response packet to a
sender of a request for the response to the packet while
maintaining the power saving mode.

[0031] An SNMP processor 310 receives an SNMP packet from
the PC 102 when the main controller 210 is in the normal
power mode, and the SNMP processor 310 analyzes the received

SNMP packet and generates a transmission/response packet.
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power saving node into three groups, and nore specifically, a group
of packets to be discarded, a group of packets to be transferred to
the main controller 210, and a group of packets to be responded to in
t he proxy response node. The classifying is perforned based on

mat ching data stored in the ROM 233 or the like. [0028] Packets to be
di scarded are those which may be ignored (because no response is
necessary) as in a case a packet is not addressed to the present
apparatus. In a case where a received packet is classified in this
group, the received packet is discarded. Packets to be transferred to
t he mai n BentSYH erozédsare3ihose tapdie.eswl ectipdlring soamel gurodassls
which may be difficult to be perforned only by the network controller
230. Whertf igdeka@atdprnt ppeagedupy ithe awdiny ggntrreélpr o0 rexPoridet
processor 301 swi,tches the npde of the main controller, 210 into the

normal pdr ARTHE FEFoANERETPOWRR RN iRfy URsde 1andePrEasieg hithe

i ved ket. ' |l 21 Pack ded
Lo by pr G CRGB4TPOLREST Sabttia £ BY (RES TELUEH 1 oRERBRNEr

230 by pra%%L{Eﬁ%ath%t”%EBmC&% roh | £do Ay ?g%”méiﬂa%ﬁ{ré’fléﬁ‘iﬁogr oup

is received, proxy response processor generates a response

packet ind 63PAREE nbemhlepbREL! NG PaGiLlRNEnbapsateSsdNe3 gener at ed
response packet to a sender of a request for the response to the

packet (iamalyz@sSehderetbitvde packeidclyt tdndl gehwwaked 03 via the

network 1/F controller 303.
transmission/response packet. The SLP processor 311 is
capable of acquiring various kinds of information managed by
the main controller 210 such that the acquired information
may be used in generating the transmission/response packet.
The main controller 210 manages information in terms of, for
example, varicus kinds of setting data used in operating the
main controller 210 itself, the number of remaining sheets,
and other information which is dynamically updated during
the operation of the main controller 210. The information
managed by the main controller 210 also includes
specifications of parts of the printer 260, the scanner 250,
and the like, and information in terms of an exhaustion
level, a state, an error, etc. of the parts.
[0032] Fig. 4 1s a diagram illustrating an example of a
set of pattern setting values. The set of pattern setting
values includes matching data for use in mainly identifying
a received packet, process data defining a process to be

performed on the received packet that matches the matching
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[ 0029] A U processor 308 is configured to receive a pattern setting
value fromthe outside (via the operation unit 240 or the like). The
pattern setting value nmay be infornmation defining a process to be
performed on a packet received by the proxy response processor 301 in
t he power saving node. The U processor 308 transfers the pattern
setting value input fromthe outside to a pattern generator 306. A
USB processor 309 is configured to acquire a pattern file including a
pattern setting value froma file stored in a USB nenory inserted
fromthe outside. The USB processor 309 reads out the pattern setting
val ue frottehe HeFBi Bt phit ttdyen MRitIcE 18FdPEPERST erds ddiePdnasian 1s

setting value to the pattern generator, 306. Based on the pattern
setting \B;ﬁ’ifé’sf”&eélcé"rgvgfi FPbFﬁ‘tH‘Pet‘iii-’-’Ibrld’éé’§§6|tl§68m%ﬂh%etp‘1%§a0k9t

processor, 308, the pattern general or, 306 gengtales,a pattern st

i ncl udi ng-one or more piéces”of patter

process perdnredrhy *Qﬁu RS orl‘?L.%POP% BERGESS U3l gE'E%eQ ttern

list is described in turther detai ater with reference to Fig. 8.

The patt ejdideReraloes398chr aNstRdse tiha Benaratednpaigery dd sthdo a
pattern managenent unit 302 via the inter-CPU communication unit 305

and the ingwior@PdotorBuneea2 3oN 41d tthibatthenpgeheratsmrEgenment unit
302 stores the pattern list in the ROM 233 or the |ike and manages
t he patt eyamdragtes pEO086H Thef pradd aresipariselipgonessibin@Cdatper f orns a
pattern process data, and the like based on the pattern setting
values. Thus, the matching data is an example of
identification information for use in identifying a packet,
the process data is an example of process information
indicating a process to be performed on the packet, and the
pattern information (the pattern list) is an example of
definition information including identification information
and the process information.
[0033] Destination port number information 401 includes
matching data (a destination port number "161" or the like)
indicating a port number which is a subaddress of a packet.
By setting the pattern information to include the
destination port number information 401 indicating the
destination port number, it becomes possible for the proxy
response processor 301 to compare the destination port
number of the received packet with the destination port

number in pattern information thereby determining whether

the packet matches the pattern information. As for the
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mat chi ng process on the packet received froma renote apparatus (PC
102 or the like) via the network I/F controller 303 based on the
pattern list acquired fromthe pattern managenent unit 302. In the
pattern matchi ng process, the proxy response processor 301 determn nes
whi ch group the received packet belongs to, the group of packets to
be di scarded, the group of packets to be transferred to the main
controller 210, or the group of packets to be responded to in the
proxy response node, and the proxy response processor 301 perforns a

process defined for the group. Fpr_exanple, in a case where the proxy
response %ﬁﬁﬂﬂﬁﬁonsé?r&ePBWE?ﬁeﬁn#?FW ﬂ&aﬁpérnanﬁiBﬁ?%bt%ﬂ%%ess

that the packel 1o 4o be tesponded 1auby. BIQXL, Lhe Proxy, [ esponse
processor generat es responsé data (a response-packet )~ using

i nformatign descrdhied iA gt pesiﬁ_fﬁﬂy&ﬂ W%hrﬁgqspaeéyﬁﬁ@fmemdat a

included in the pattern information corresponding to the receilved

packet. Thee HLOLrMESRERSRaRE 88 ESHREn38ldbEaNsatsn e Wenahatedr
response packet to a sender of a request for the response to the

packet whi | e=daividipaichkgtt he poweticavitg omedes [003d:ApniGNMRdn
processor 310 receives an SNVWP packet fromthe PC 102 when the main
control | gpoXl Cuimbeins,t hé ner mapapdeerthaodeheaneceheeSNMR:pFtocessor
310 anal yzes the recei ved SNWP packet and generates a
t ransm sgndress fdves Pagieret infapeatshwp pPEeEcsel B® (i1 ieapabienof
acquiring %grjo s ki nds og_infgrnation nan%% d bé the main controller
210 such t¥atit SqiRrEH A 57 Mt 1D P TR G288 PSR aTHY )t he
transm ssio /rQ§ponse @%%kgt An SLP. Ry ocessar 311 recEives an SLP

[

packet fromiiia PC ToFTARSACT A MBI F ColtTSiordy P225°rS '%S?%el%or nmal
power node,, ald (g $|}|I¥Be959ﬁ§5§19é anal yze eﬁ@faf,ecae'néﬁgogﬁwp

packet and generates a transnission/response packet. The

processorpdklbdsl Gapakhecebdagapenditt \GH itPlds dkkRdgaelch hordmat i on
managed by the main controller 210 such that the acquired information

may be usedihiey.genBeatfage} hel tHeaanandeskanAt eSpopSE: paskeir. ofha mai n
controller 210 manages information in terns of, for exanple, various
ki nds of maitdardy dare megdbendeperdisth@s lze vadiind eehting | exlil0
itself, the nunber of remaining sheets, and other information which

i s dynam E34) updRErdurithdnirengperat 1oh Diditatatmian éonupef|ley
210. The informati on managed bX_the mai n controller 210 al so includes
speci fi cdt iIRFHE G Hﬁ‘Pﬁgeﬁgth‘é br i e EGnaeRadsBaRherabse! ofnd t he

LS LIRS LR LREER, AL SRERLAR) Lokl et

exanpl e (gofidetermines which piece of pattern information matches
the received packet for each pattern ID. Pattern setting
validity/invalidity information 404 indicates whether a set
of pattern setting values is valid or invalid. The pattern
setting validity/invalidity information 404 may be set for
each pattern ID. In a case where based on the pattern
setting validity/invalidity information 404, the pattern

information is set to indicate that a set of pattern setting

values 1is valid, the proxy response processor 301 uses this
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set of pattern setting values. The set of pattern setting val ues

i ncl udes matching data for use in mainly identifying a received
packet, process data defining a process to be perforned on the

recei ved packet that matches the matching data. Note that in the
mat chi ng process, a determnation is performed as to which pattern

i nformati on matches the packet based on the matching data and data
included in the received packet. The nmain controller 210 sends a set
of pattern setting values such as those illustrated in Fig. 4 to the
network controller 230, and the pattern generator 306 generates
pattern iRFgrRR i1 orA@r&@NngD nAtBH HYL EaPEOCFPEcESE daP3ckend t he

i ke based on, the pattern setting, values. Thus,, the matching data is
an oxanpl G Ve £PEaPPBRT| AT OHHATTNR f 0P LbRS | N HSreri ey Ag &

packet. 1015, Pases0 (A3LA bR B CARLE, QR Beess LATOLAR M arey

i ndi cating @ process to be per e cke a e pa

infOFnBtifHE&%ﬁﬁﬁﬂ?%t%%ﬁU Ehét%a£§efﬂ‘l &iQh 96 LBELLON nyscate

i nformation 1 ing identification information and the process

i nformat gt [DAI3] BesbhRatkANs PO indWHIRes NE0RABLI 08, 40He ig¥ddes
mat chi ng data (a destination port nunber "161" or the ilke)

i ndi cat i nEespgiyd prokeesowhBoh dses rsatbanddr €8s sobagtpasketifofation
setting the pattern infornmation to include the destination port
nunber i nfroravetatorii4@l prndesat foy & aadest inegkiigrdpont tineindmmsrer it
beconmes possible for the proxy response processor 301 to conpare the
dest i nat | AV igEr Moggnbel¥o? Rt rrEssirgdgspaekeVhekier ttHe destinati on
port nunber_in pattern information thereby deterniningnmhether t he

packet et tHITAHE P AECEFALRAT bR nBRS dIREEAT Y dpfpR@ation 1ndicates a

set of pattern setting values being wvalid or invalid, the
pattern information is held and managed by the pattern
management unit 302.

[0035] Operation type information 405 includes process
data {information such as "0" or the like indicating a
process) indicating a type of an operation which is to be
performed when it is determined that a received packet
matches some pattern information. The operation type
information 405 may be set so as to indicate one of types.
Operation types settable in the operation type information
405 may include "discarding a received packet (discarding)",
"exiting the power saving mode and transferring a received
packet to the main controller 210 (transferring)”, and
"responding, by the network controller 230, to a received
packet by proximity for the main controller 210 while

maintaining the power saving mode". The operation type
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destination port nunber information 401, a plurality of pieces of
destination port nunber information nmay be set. In this case, al
destination port nunbers are included in the pattern information.
When a destination port nunber of a received packet is identical to
one of the destination port nunbers, it is regarded that the received
packet matches the pattern information. Protocol nane information 402
i ncl udes matching data (a protocol nane such as "snnmp") indicating a
protocol name of a network protocol used in transmtting/receiving

th ket. _| ) | t k t | i, | ected d di

the dest i SO GR A05nBRY. 1HHGHEF of B ORRATAR §o4e8tifatton port
b t . i i i .

(o054] par e F g0 Ur TR BE AORCLIAA AnAgH b BELLLAY AL M

managenent oy ts 302 J hdRnagi figk @ Lgeacltiihgo%dgmﬂa SapPd AL Rb1e

i nformation. The proxy response processor 1 determ nes which piece

of pattermfdddiRdd anenahehestébevieaaiyvad paclkat oles eachpdatd ern
ID. Pattern setting validity/invalidity information 404 indicates

whet her apstetenf ipaidreran iset gengryaddidsasessi wal iad sett bAvabhtterdhe
pattern setting validity/invalidity information 404 may be set for
each patteettirmy vajugscasBhahptetdassttdnnghepgatiey resdild /idgsable
validity/invalidity information 404, the pattern information is set
to i ndi catREARtIENsd060f ipdiraEangeth¢HiF v dituds PI1lodpadto trIdahcoxy

response processor 301 uses this ttern information,in . a tchin
progess fﬁ%tEfﬁﬁnﬂaéPrpégéPOelen“?% Wi 5dvi 1§ ﬁﬁﬂé?e€5ﬁégkp%ﬁhgr

hand, 'in e Cagllslleo %reeﬁ?:%%gg Ogngfggﬂgé‘%%{?r% pacy toivggw itten.with a

validity/inv Ity 1 nrormation e pattern information is set

to indi calg, that, A ;set-nef spattern setting values is invalid, the
proxy response processor 301 does not use this pattern information in

a mat chi NOEBEICESSIACE EafAGkRird et yadteint S PR usRiRg node.
Not e that regardl ess of whether the information described in the
pattern iedarltdizablediicdbenatiset iofseaticealleet bvagwyatires fet ng
valid or invalid, the pattern infornmation is held and managed by the
pattern maragEtsrydingogzeation generated based on a new pattern

setting value and also for already existing pattern
information having the same pattern ID as that of the.-new
pattern information, the already existing pattern
information is overwritten with the new pattern information
and the already existing pattern information is invalidated.
That is, the new information of the pattern setting value is
set to be valid. On the other hand, in a case where the
pattern setting updating enable/disable information is set
not to allow overwriting for new pattern information
generated based on a new pattern setting value and also for
already existing pattern information having the same pattern

ID as that of the new pattern information, the already
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[ 0035] Operation type information 405 includes process data
(information such as "0" or the like indicating a process) indicating
a type of an operation which is to be perforned when it is determ ned
that a received packet nmatches sonme pattern information. The
operation type informati on 405 may be set so as to indicate one of
types. Operation types settable in the operation type information 405
may i nclude "discarding a received packet (discarding)", "exiting the
power saving node and transferring a received packet to the nain
controller 210 (transferring)", and "respondi ng, by the network
control | 2¥¥EEN% @aétﬁéé‘ewg‘élr%%k@l By r]fﬁ?%)@"@i‘—‘i”?#-éﬁ“t%@%ﬁhﬁ new
controller 210 whil e nmi ntai ni t he power saving node". The

oper at i orP3YFEF™ iAEGIRELTER - 4@%?&#%’n5\lﬁﬂéd8ei“’n’r% HRa O U PRg an
operation_gof "discarding receiv acket .and.exiti t he ,power

savi ng ntPaagt't.erlyatste%rtgngeff %H% 'hspdg% ﬁ:go E’neaﬁné’/a&iléablfg%] %fcr?arpi on 406
i ndi cat es %ﬂq Lt 115 S @ Updatie pat tecn i r i

gener at ed astergaeg#dtgtéeg %%‘Q%gg{%fr)sn set tll%ng va?ﬁgg.ﬁlgﬁeﬂﬁt%&erl#de

setting upgatdtey anabl-Rbdisabl faiMOriPtdR 488ceikAdi 888 1A0: Mhet her
it is allowed to update pattern information, is used when it is

det er m negi twheithkersaime ghteowrhhep piod tier md rfeQrefrati, orian eoverwritten
with a new value in the future. [0036]1n a case where the pattern
setting uptlteste) émdbkreAtiicsnbie seif drovdia @ssiestsdt fop méw qrattern
overwiting for new pattern information generated based on a new
pattern setiqufptignugeangabpdoPIrd A1 cadeverprstrapy paEtre value,

i nformati on havi ng .t he sane Eattern I D as that of the.new pattern

i nf or mat i DFeaHe X SEA089 BRFSEF A PEIRTWH A PG AR bhei 2By Rkt en

with the fiew pabLer il olor ki on. ald, the-already existing pattern
information 1°s T nvali dat éd. 1S, the newinformtion of the

pattern seitdagMalueihgtsgt to be valid. On the other hand, in a
case where the pattern setting updating enabl e/ disable information is

set not tmea7jow ayersdd tiFe ek 18aWs pat { 8l Ncd tEPrAPLIFFREED8N Bk sk
based on a new pattern setting value and also for already existing

pattern ianfpaaratti.onMbbyi siged i c2an®, pahkebif s& asntdiadatdiont R@7new

pattern information, the already
indicates the location, as measured in number of bytes from
the start of a received packet, of data to be subjected to
the matching process. Pattern matching value information
408 indicates a pattern matching value used in making a
confirmation in terms of matching with a received packet.
That is, the pattern matching value is used in determining
whether matching of data (data of interest) is achieved at
the offset location of the received packet. Comparison mask
value information 409 indicates a mask value. The
comparison mask value information 409 defines a location

expressed in bits at which the pattern matching value is

compared with data at the offset location in the received
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existing pattern information is not overwitten with the new pattern
information. That is, the new information of the pattern setting
value is set to be invalid. The pattern setting updating
enabl e/ di sabl e informati on 406 may include "delete" information
indicating that pattern information with the sanme pattern IDis to be
del eted. When the "delete"” information is set to be asserted for new
pattern information generated based on a new pattern setting val ue,
al ready existing pattern information having the sanme pattern ID as
that of the new pattern information is deleted/invalidated.

[ 0037] OF fR¥EKGthf o At PO 2P iendildasésakRdoinsBig v uarofchvpdcket .
Mre specifically, the offset ipformation 407 indicat the | ocation,
as measurR§S 161 H?i‘é% FF e 6t & Y3dPea Pégé?]v%gp%acket,

of data tg _be supjected h i rocess., Pattern .matchin
Val e | ni QPN 508 TRANEACSE T gAY R REEeh ReCUarhe TR e e
making a PG el Qnﬁ?EH@ s maahidg %éédgst regel ved packet.

That is, the pattern nmatching value is used In ‘'erm ni ng whet her

mat chi ng ot dadidatdahaaqf tbNtgE apdtcHihpTH %‘ﬁ%dﬁéi:téjﬂﬁ? phfsqtation

| ocation of the received packet. Conparison mask val ue information
409 i ndi cpd emde RPendahygeon Tilee iospaldtsortmesk vakser i detmid &@F 409
defines a location expressed in bits at which the pattern nmatching
val ue i s tonparced weidt padiet a$ ¢dnea offes €0x382a006A" i n Ruheheeneireed
packet. In the exanple illustrated in Fig. 4, an actual pattern

mat chi ng a&alidd ussrgiteen ipyFagdyat ue 906332 PFOPOttebhad pledl g v uesul t
of an AND ocperati on bhetween the pattern matchi ng val ue and t he nask

val ue. ThEtCiWlest Re PdBTEI A Hatt ot & Yo Hvd SRaCERFRGPOIIYME Wattern

i nformation is made dependi whet her _data, at_the of fset |ocati
of  tho. 1 GRBRFGY BRCRBECEe ol | A CrOVSEbT000D T FUTerGFS, ae

11 ustrated ddy Flge 4, obherpel. ofa DALt of DafeLLinG,Vabigs Jncluden o

plurality of sets of 'tabl &s correspon to respective’ pattern

Each table£ rgafk vaghddesrdhregivainugsckbee. whal £11 sei1ual 4g, aa
pattern matchi ng val ue, and a mask val ue. For a given packet, when

all val uesable adtablre setchse, neHeRgderd PR cletenspasyetdéd ggar ded
as matching pattern information. Wien even any one of values in a

t abl e setmdtschiogl patttked, inhermpaiciaet. | Fhepgaverdags oret afatvehiuag
pattern information. Note that the offset value, the pattern matching
val ue, and tthéavdsk seil 4é Bpe BXEFhs the PRCERENgS daggarded as not

matching pattern information. Note that the offset value,
the pattern matching value, and the mask value are examples
of matching data.

foo3s] Fig. 5 illustrates another example of a set of
pattern setting values different from the example
illustrated in Fig. 4. A following discussion focuses on
differences from the example illustrated in Fig. 4. Packet
type information 501 includes matching data indicating a
packet type (a packet type "1" in the example illustrated in

Fig. 5). The packet types may include a unicast packet, a
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[0038]Fig. 5 illustrates another exanple of a set of pattern setting
values different fromthe exanple illustrated in Fig. 4. A follow ng
di scussion focuses on differences fromthe exanple illustrated in
Fig. 4. Packet type information 501 includes matching data indicating
a packet type (a packet type "1" in the exanple illustrated in Fig.
5). The packet types may include a unicast packet, a broadcast
packet, and a nulticast packet. By setting the pattern information to
i ncl ude packet type information 501 indicating a packet type, it
beconmes possible to determ ne whether a received packet matches the

patt ern iPFAIRRI 0PI Ler ABMOR PhE IR PATHSE: |BY stlitilng the

I nf ti ' d wi,th the, t |, tt I nf ¢ ti
502, oo TRt ELCMa868" Bq eHTE @ATHEE HPSr MALP B S0 wiry
d di ng. on. t f . .Ln .
Gopen s g0 1 e Sy 10e Dk BUSE ol LB XMl

thus set tjNg HdY & TRIIFehNph kOB Rt diis RHQL ?%‘Elteirﬁ SPESHEA G drP 13LP-

[ 0039] The request type information 502 i ndicates a
terms of the packet type. In setting information associated
with the protocol, request type information 502, scope
information 503, and service type information 504 vary
depending on the type of the network proteocol. In the
example illustrated in Fig. 5, SLP (Service Location
Protocol} is used, and thus setting information in terms of
the protocol is specific to SLP.
[0039] The request type information 502 indicates a
request type (such as Service Request, Attribute Request,
etc.) of SLP. By setting the pattern information to include
the request type information 502 indicating the request type,
it becomes possible to determine whether a received packet
matches the pattern information in terms of the request type
(whether the packet is an SLP packet of the request type of
interest). The scope information 503 indicates a scope of
SLP. In SLP, in general, a received packet is subjected to
processing only when a device of interest is in the
specified scope, and packets from devices out of the scope
are lgnored. By setting the pattern information to include
the scope information 503 indicating the scope, it becomes

possible to determine whether a received packet matches the
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request type (such as Service Request, Attribute Request, etc.) of
SLP. By setting the pattern information to include the request type
information 502 indicating the request type, it becones possible to
determ ne whether a received packet natches the pattern information
in ternms of the request type (whether the packet is an SLP packet of
t he request type of interest). The scope information 503 indicates a
scope of SLP. In SLP, in general, a received packet is subjected to
processing only when a device of interest is in the specified scope,

and packets from devi ces out  of the scope are %gnoted. By. settin%ﬁthe
pattern iRfdrSHD iidforgatierude FHENS MhdhenfEPRE! il dne 503 R sidietattitg

th it b ible to det ] whet h i ket
mat chos, (HEPDAR G PG AR LBRL |1 10 COF (REMSEORE-TI 1€ 2\ilet her
the scopens d i%%”%iygﬁ gggﬁrﬁﬁ'ﬂgo y564hem'@1'cﬂt%9”5rQél:fics%@p'e e
service type informatron Indicat es a Service type o **n

general, yfen a,dguheeal LCRMMES A v2B PREKELesthE SlEvi LR Rer f ORAS
processi ng and/or “‘returns a response according to the service type

and the sgwide prirtfioirbidt rotetbend eaed And Rackek. aByesgdhdag the
pattern information to include the service type information 504

i ndi cat i ng-ddmliser ticc@hkypervite begmnmemdadsl Beevioedet er ibute: witet her
a received packet matches the pattern information in terns of the
servi ce tiipe ydced.vednpechker -t Yy s@triipg thpepattehe Sufinrmativhatohel d
by the main controller 210). [0040]In Fig. 5, by way of exanple, the
servi ce t{peluds dhPatesN 1504 YRR LAt TR o8 S8AVEREIEFRENY sthfescri bed

in the pattern iqéprnatkog. Addi tionally, .a eEvice attritute may be
descri bed T t4fe WAL of pHEERFR® RYTT IS 40uEE LS TRk REETS i bl e to
check ”atfé(]de“l%e'rg‘ ta%%%% %FEHS .Sfﬂé’ |G AL Iipllf#l?‘mal:?o}lhfn e,%@;g f
illustrated in |§{ , a plaralifty pieces of séetting informtion
are defingfl idbrvice type (i.e., whether the service type is the same
as that held by the main controller 210).
[0040] In Fig. 5, by way of example, the service type
information 504 indicating the service type is described in
the pattern information. Additionally, a service attribute
may be described in the set of pattern setting values to
make it possible to check matching in terms of the service
attribute. In the example illustrated in Fig. 5, a
plurality of pieces of setting information are defined in
one set depending on the packet type, the protocol type, etc.
for each pattern ID However, for example, as for the service
type information 504, a plurality of service types may be
defined for each pattern ID.
[0041] In the present embodiment, it is determined that a

received packet matches pattern information only when the
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one set depending on the packet type, the protocol type, etc. for
each pattern I D However, for exanple, as for the service type

I nformation 504, a plurality of service types may be defined for each
pattern ID. [0041]In the present enbodinent, it is determ ned that a
recei ved packet matches pattern information only when the received
packet matches the pattern information in terns of all itens

I ncl udi ng the packet type, the protocol type (port nunber), and the
setting information associated with the protocol type W th respect to

the val ues_d bed in the patt f the oth
uhon' eventr Ttk FrHee we?cﬁ%suﬁt%gﬁt”mtierra”ﬁae%rméonfﬁﬁ Protse

type (portlwtﬂ Qun%’i%d&ﬁg gRL %]g]a%es t't%t% %%%QSEéieg%d{béﬂe

pr ot ocol ype O a recelve ack a corres

i tem deschifged-ji N de pat fs%rtﬂlhaf%f@ﬁﬁaoﬂoﬁ *&%s%%&%%d' §1Ef~?9@{é19d as
not mat chi ng the pattern information. Note that the packet type, the

request typssoddle tSpRP&itaNdetpeceetyi @ WHledl 8ee¥aBea@Si®fthe

mat ching data. [0042]Fig. 6 is a diagramillustrating still another
pattern information. On the other hand, when even any one
of items including the packet type, the protocol type ({port
number}, and the setting information associated with the
protocol type of a received packet does not match a
corresponding item described in the pattern information, the
packet is regarded as not matching the pattern information.
Note that the packet type, the request type, the scope, and
the service type are examples of matching data.
[0042] Fig. 6 is a diagram illustrating still another
example of a set of pattern setting values different from
the examples illustrated in Fig. 4 and Fig. 5. A following
discussion focuses on differences from the examples
illustrated in Fig. 4 and Fig. 5. In the setting
information of the packet, request type information 601,
scope information 602, and service type information %03 vary
depending on the type of the network protocol, as with the
request type information 502, the scope information 503, and
the service type information 504. In the example
illustrated in Fig. 6, SNMP (Simple Network Management
Protocol) is used, and thus the setting information of the

packet is specific to SNMP. The request type information
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exanple of a set of pattern setting values different fromthe
exanples illustrated in Fig. 4 and Fig. 5. A follow ng discussion
focuses on differences fromthe exanples illustrated in Fig. 4 and
Fig. 5. In the setting informati on of the packet, request type
information 601, scope information 602, and service type information
603 vary depending on the type of the network protocol, as with the
request type information 502, the scope infornmation 503, and the
service type information 504. In the exanple illustrated in Fig. 6,
SNWVP (Si npl e Net wor k Managenent Protocol) is used, and thus_the
setting i Mbrindicatest at REAPaket YRS &Kt AiScGeb BRUFLSThedF sist

type information 601 indicates. t ot h as Get Request
of "o, ) STy HPRePRAEEER ni RS ST oL GTF RO AB S e Fbtieet
o et or M nmenar e ofic BT, B bl A R retOBs DufFe T pRARE €

o P AT AP Ok sLher e Mo Louehat ey ahaled i

i nf or mat i Qi 1602 iiRdicgakesold $680PErms of the request type (whether
the packet is an SNMP packet of the request type of
interest}).
[0043] The scope information 602 indicates a scope
(community in the present example) of SNMP. In SNMP, in
general, when a received packet is processed and responded
to only when a device of interest is in the specified
community, and packets from devices in different communities
are ignored. By setting the pattern informaticon to include
the scope information 602 indicating the scope, it becomes
possible to determine whether a received packet matches the
pattern information in terms of the scope (i.e., whether the
community is the same as that held by the main controller
210). The service type information 603 indicates a service
type (object ID) of SNMP. Object information 604 indicates
information corresponding to the service type information
603. As for the service type information 603, a plurality
of service types may be defined for each pattern ID. As for
the object information 604, a plurality of pieces of
information may be described as index values. In general,

when a device receives an SNMP packet, the device performs
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(community in the present exanple) of SNWMP. In SNWP, in general, when
a received packet is processed and responded to only when a device of
interest is in the specified comunity, and packets from devices in
different conmunities are ignored. By setting the pattern infornmation
to include the scope information 602 indicating the scope, it becones
possi ble to determ ne whether a received packet matches the pattern
information in terns of the scope (i.e., whether the conmmunity is the
sanme as that held by the nmain controller 210). The service type
informati on 603 jindicates a service type (object I1D) of SNWP. Qbject

i nf or mat | BFPETEINiagek €§SPANEERGL Fon TOITESdRdi RETEBSPARGTT ite

type i nformation 603. for the service type information 603, a

b bral 4 yA okt b iseeThay Bo Gt I TRas HBE RACKEhattern ID. As for
t he obj ect.d nfor ion 604 | ur.al.i of -pieces of__infar [ may
be descri L%ddms rﬁ% xs%tg?luﬂ&.% npﬁgﬁg%}él ,lngﬁrérﬁa%lo e\ﬁocé“nr églgfgvggean
SNVP pac t e : oGessd e i .

i nf or mat ik%énr%loérgrae \én ?‘Eggﬁéegﬁﬁo (j%ect I%a&gg??gggd§|@%9?%§gtr)%'i vletd
packet. [KQ4MBY pelsliila thedpabifime W a0Retai 88! piedihe
service type information 603 indicating the service type, it becones
possi bl e ot cletertnen@anitetrhetnfcresei sedirpaekels olEt ehesséhei gatdgien
information in terns of the service type (i.e., whether the object ID
i s the sahe. eas tWimtthesl dhienobhechalh tonthreolslage 2:0khatorekbXainpltde
when a received packet is determned to match certain pattern

i nf or mat iHLn jgontiyeldart éLA) i nfRamEriEdwlendrbanes 1ergivest prgket
response”, is,. specified as the operation type, the information of

t he obj ect® iqﬁt&rﬁﬁﬂeﬁln EEoBALSht FEhsH T (R TG Ta 18ERIBRT &Pt Het pritsent
packet.lr1€%case ere therefﬁ{e t WO .Qr_.mr.e Qieces of imnformation

corrgsporPuEf n.g“'3 o J’tnhé’I(r)“f'i’jtt‘%(?_f1 t THeET nt B 6H5 HdF%gP%?%aclns i ndex
and i nf ordisld;on £OICSRNDLBGE Lok Nyl dehe WheB AL EERI ypARACKeL s

determined to match certaih pattern 1'nformation, ere is an
obj ect | Rmyekd N rindtacR0BH BSPOHNER NbriiNdRy tbnhosBREELTLSPREM fied

by the index 605 is transmtted to a sender of the present packet.
However, ms:asrith palagkeitnf oImred | b es peirkl eteby dhe by eat morfeor mat i on
604, the information is transmtted only when the pattern information
i ndi cat epidvas "gff dxformgpbdagecorsesponding to the object ID, the
index 605 indicates each index and information corresponding
to the index. When a received packet is determined to match
certain pattern information, if there is an object ID and
there is a corresponding index, information specified by the
index 605 is transmitted to a sender of the present packet.
However, as with the information specified by the object
information 604, the information is transmitted only when
the pattern information indicates that "proxy response" is
specified as the operation type. Note that the request type,

the scope, and the service type are examples of the matching

data.
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specified as the operation type. Note that the request type, the
scope, and the service type are exanples of the matching data.
[0045]Fig. 7 is flow chart illustrating an exanple of a process (an

i mport process) perfornmed in a case where a set of pattern setting
val ues such as that illustrated in Fig. 4, Fig. 5, or Fig. 6 is input
fromthe USB 270 to the main controller 210. A program and data used
in the process illustrated in the flow chart are stored in the ROV
213 or the like, and the programand the data are read out into the
RAM 214 and execut ed by the main CPU 211. Wien a set of pattern
setting vERUAY is Fhput’ flr%rﬁltof"r'eCUSBtZ?élW%Flrl%aé‘t@ﬁiagﬁ’éﬁ of hd

main CPU 211 reads oyt th ut set of pattern setti n val ues

pattern fﬁ?ﬁoe‘")esrsrorﬂ“t HE‘PBEE DI The R G FarPePn 88¢ ]hegr%ﬂ &%éi

read in thi d e S t, 44 ed._i

4, Fig. 5 t%qf %ftt%égt %@?ﬁégt E%&g?%% tl’%%@ :erlzatlldﬁ‘r’L'%%ﬁggjl % aﬁé yzes
the patteﬂqseattld}g Rgl.ugs1Le H]%Q&thlfcfnpmhteh%sblsﬁ?g7goaﬂ§je genef ates a
pattern lis Fig. 8).In step 5703, the main CPU 211 transfers the

gener at Ed:d}airtcﬂfll‘éﬂ Izato t op theJieideink eabkr 94é@r iR 3he/ ipgtocBker - CPU
comuni cation. Fig. 8 illustrates an exanple of a pattern Iist

gener at edi iyustthe tew AnCPhe2ilow Raid = redenfsaoratli an 804 REM a@l Fxanpl e
of a pattern list generated in step S702 by the main CPU 211 based on
the set ofhepdtitker,naget thagpvedras and usia aleée pueFrgad 4outPalnter rehe
information 802 is an exanple of a pattern list generated in step

S702 by tHE! n?é14n aeﬁueszubage*ay ofne He e CEYF 234t t SMEs&t Sielg©bal ues

illustrated . in
pattern Q%ttlng values is input from the USB 270, then, in

step 5701, the main CPU 211 reads out the input set of
pattern setting values (a pattern f£ile) from the USB 270.
The set of pattern setting values read in this step is, for
example, such as that illustrated in Fig. 4, Fig. 5, for Fig.
6. Next, in step $702, the main CPU 211 analyzes the
pattern setting values read out from the USB 270 and
generates a pattern list (Fig. 8). In step 8703, the main
CPU 211 transfers the generated pattern list to the network
controller 230 via inter-CPU communication. Fig. 8
illustrates an example of a pattern list generated by the
main CPU 211. Pattern information 801 1s an example c¢f a
pattern list generated in step §702 by the main CPU 211
based on the set of pattern setting values illustrated in
Fig. 4. Pattern information 802 is an example of a pattern
list generated in step S702 by the main CPU 211 based on the

set of pattern setting values illustrated in Fig. 6.
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[0046]Fig. 9 is a flow chart illustrating an exanple of a process (a
process perforned in response to receiving a nessage) perforned by
the network controller 230 when a pattern list is transmtted, in
step S703, to the network controller 230. A program and data used in
the process illustrated in the flow chart are stored in the ROV 233
or the like, and the program and the data are read out into the RAM
234 and executed by the sub CPU 231. In step 3901, the sub CPU 231
receives, via inter-CPU conmuni cation, the pattern list transmtted
in step 3703 fromthe main controller 210. In step S902, the_sub CPU
231 checkEO%HE: herFithe ¥ eiceiavdd oWnrBrrEpUl heslstfel % 28 fE3Bage of a

(registration req(uestr) reguest' n]g?%r;%igztrati on of a gattern list. In
a case WRETETHe 'SubrepB°53rHE? TP CRe tPetef Ve HeSsage i s
not a regj i,on_requ W Eh rocess..is. end e .ot her hand,
in a casgn%%%a%)i £ eirgg %[% ér Pr?’nghdg trh%fiw?%ke croélgglg\gléﬁg]rrzeéés]a"géel} $a

regi stration £,equest, i%h%rgﬁ%ff‘lﬁec?,r AGPeded 87988P3% % ddb AP
3903, the sub CPU 231 acquires the pattern’list received In step

3901. In &394, 2t sabpKdfld A3 hnacadtheasedei patieL gt olskr om t he
acquired pattern list and checks it with respect to pattern |ist

stored i niihestAMed34n Maeerspectidaldns staeesiubn Chhk 28dM ciec s
whet her the pattern list stored in the RAM 234 includes a pattern ID
that is tthe sldnee,asndhéhacguegean patd ethe dBtal ara tezé awerimttchéhsub

CPU 231 determnes that there is no identical pattern ID, the
process prteetts ang srepusodely e HelotAFer 28and, In FteRe &98TwhERE t he

sub CPU 231 determ.nes that there js an identical pattern I.D, the
process priteais 200 SEEH15985. V1BOMATT epoB68: R HORUFRSU 231
checks nggt(gf&lyist transmitted in step 3703 from the main
contreller 210. In step S92, the sub CPU 231 checks
whether the received inter-CPU message is a message
(registration request) requesting registration of a pattern
list. In a case where the sub CPU 231 determines that the
received message is not a registration request, the process
is ended. On the other hand, in a case where it is
determined that the received message is a registration
request, the process proceeds to step S$903. In step S903,
the sub CPU 231 acquires the pattern list received in step
S801. 1In step 5904, the sub CPU 231 acquires one pattern ID
from the acquired pattern list and checks it with respect to
pattern list stored in the RAM 234. More specifically, the
sub CPU 231 checks whether the pattern list stored in the
RAM 234 includes a pattern ID that is the same as the

acquired pattern ID. In a case where the sub CPU 231
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pattern setting updating enabl e/disable information in pattern
information of the identical IDin the pattern list stored in the RAM
234 is set to enable updating of the pattern information. Mre
specifically, for exanple, the sub CPU 231 checks whet her the
"pattern setting updating enabl e/ di sable information" has an
attribute of "1" or "0". In a case where the sub CPU 231 determ nes
that updating is not allowed (i.e., when the "pattern setting
updati ng enabl e/ di sabl e i nformation" has an attribute of "0"), the

process proceeds to step S907. On the other hand, in a_case where the
sub CPU 2At{ididyes ﬁ@éttﬁ&?rﬁpﬂ§tP?mf#%PQﬂQQ$N@étFFFE.FDmh@HEthe

"patt tti ti | e/ di bl i ti " h .

PRt BTSSR0 ARTRLLAS S12PLe! Shsedl Byl BLETTBLL O e caso,
th b d i 1] i piied. h i.r.ed
(e oub, LAY AR, Rsbesay BLOLTBIARD BT RS DYs) e e

where t h?a"@ﬁéﬁ{ o, NEREMBLLeAsE SpPYSIMMd tLRrchhgogyerwitten is
performed for the pattern infornmation i1dentified by the identical

pattern | [pod7 stepn S9p 3918 ,SuheCBUL288y CheT kshahe! hethbe paétern
list acquired in step S903 includes nore pattern IDs (unchecked

pattern Ifsjtetrherettthagy tbhdseiadresdyl oftickéde infoepatdO4.id n a case
where the sub CPU 231 determ nes that there is an unchecked pattern

| D, the sA-iGRW Z3Forapsars thethpe ooty faadmlidt ép SBe4pdorerme ist
unchecked pattern ID. On the other hand, in_a case where the sub CPU
231 det erFied tifatthehBAY £34ndS nttte th&IetkedvpdeEsra PDstha he

ds .t t .S908.. | 1 .S908, . th b CPU.231
P oment t PRSI Y GE RO ag T BPE L CRhAY paf Sor SR ATRE v 5PEhe
ansm t L5 "ERE Pegi 5Eh RE 50Phe
e vou S |G 251 ¥hBlD! fhefRek CHITAREEA" el b End biladting

di spl ays d:he,1168MlsbraB tRcPREE BbAOMAidn 24@+:1H0048 Fhe PG 10 s

capable of transmtting a pattern |list via a network transfer

operati omus Nghse Woeke ERR, sWbbchbasesi sriteiragnedr thle hpdees inthe sPC
102 is also capable of transmtting a pattern |ist update request

t oget her nott Rl setd dfi.palt ehansetd i 'gptwalrmesestthgaspddnaing
illustrated in Fig. 4, Fig. 5 or Fig. 6. Fig. 10 is a flow chart

i |1 ustratgniple/plicedds (afproeeien’pérdFvmaredtinibetponte" 't + €d@ vi ng
a packet) performed by the network controller 230 for a packet (a
pattern |REACHTRTOCEEHGesP BFCR M22G ] kePt FARSPFRS e d¥bmiR PefBER

pover - saVlTF g, SREF S Pons o SRUC ort P (ORE CORS Gl ¢ {Prgttesh

between the oroGess ehet PEaLLow, chalds d hipdtthg§deh BTl fus &yand the
information" has an attribute of ™"1"), the process proceeds
to step 5906. In step S806, the sub CPU 231 adds pattern
information identified by the acquired one pattern ID to the
pattern list stored in the RAM 234. In a case where the
pattern information is overwritten, the overwritten is
performed for the pattern information identified by the
identical pattern ID. 1In step 5907, the sub CPU 231 checks

whether the pattern list acquired in step S$903 includes more
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process of the flow chart illustrated in Fig. 9. In the case of the
process of the flow chart illustrated in Fig. 9, the process is
performed in the normal power node when a pattern list is received
fromthe main controller 210 via the expansion I/F 232. On the other
hand, the process of the flow chart illustrated in Fig. 10 is
different fromthat illustrated in Fig. 9 in that the process is
performed in the power saving node when a pattern list is received
fromthe PC 102 via the network I/F 235. A program and data used in
the process illustrated in the flow chart are stored in the ROM 233,
and the R3grarn dF t(vechgchedreaedin olts)i ptberhéhRAM Dae ghlgready
execut ed t he sub CPU 23% First, when 8Ub CPO 23ulb5r eceives, in the
pover saViHFHSHED SEERCREP A r R th&EAPE ¥HSLEntRe epB1500 2 he
process p eq:ceeds tsot%ta%ptglool. In step 5 001}3&%26 su‘lP]:)CPtL{1 231 bchecks

whet her the eprartr(l: et refei vea vi a®thie Wetwor edl 35" 57a pa? tern |ist

updat e r eguMeSi3; !f’ép%a%gs%h\QhQEgcégg sub, GR 2%%0936%85”.{1‘1‘@511&%{;&%150&&9

recei ved packet i's not an update request, the process procee

step S1007a+ttQ@vd hey 0t bET thanshnd M rrkBSenWaeESsé tyhsrdalRr Mudedpihat
the received packet is an update request, the process proceeds to

step S100331 ldetstrein250@Ratt bresabi £ 2k caagheeReihpapdferind,i st
fromthe ROM 233 or the like and perforns a pattern matching process.
Mor e spectilie qaidogss pracease wheseep ESEUbD TRUsR83 ¥ ,e tihe sabched
pattern information, the sub CPU 231 determ nes which operation of
"di scar diFRJF ,23% ta3smaitEng" reant "o Pvhdiadd sy apierytoishapeci fi ed
as the operation type, and perforns the determ ned ogerati on. On the
other harRPti5Fh Jiite SRnENE PRLN SN Ert 1931 2flePesi ShRBT etk hed

attern informatiqQn, the.recejve t is,.for exanple, .discarded.
Po045] | 'n DS ERTont ner iRt A AT, neRaib el PR s R 58hne
recei ved vor 4 C, . | S [ a
ot Cof CpafPatt waand AReckey IBEHRAN L CIRIN A Bi3pRAYL il iluily

Fig. 5 oin Rk RedatidncagecWpese the sub CPU 231 determ nes that
the data is a set of pattern setting values, the process proceeds to

step 3100¢00431 t herioé e 1Hend,s icapabtaser whedesriiter isigh aCBEt231n
determ nes that the data is a pattern list, the process proceeds to
step 31005.s rvist epn@1@04k thansibr CRie231 coomsh.obsat heohai FTP,
controller 210 to return to the normal power node fromthe power
savi ng nofRdrRead £83VEFS t e B¢ bikpat FBRNPSel 7 nf vl SfeSanegdPr ed
fromtheacg)fcket to the main contro]]er 210 via inter-CPU

comuni cdth ¥ NGRS iRg: At RATREFR EPUF 2PPaleocegsBs tt FeIF BN VEF et

of PALLeT SRUYAGNALYR Bgeerdlng.iQd Nkl QY ehattsihipstraled i n
Fig. 4, Fig. 5, or Fig. 6. Fig. 10 is a flow chart
illustrating a process (a process performed in response to
receiving a packet) performed by the network controller 230
for a packet (a pattern list update request or the like)
transmitted from a remote apparatus (such as the PC 102)
when the main contrcller 210 is in the power saving mode. A

following discussion focuses on differences between the

process of the flow chart illustrated in Fig. 10 and the
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[0050] I n step 31005, the sub CPU 231 extracts a pattern list fromthe
packet received in step 31000. In step 31006, the sub CPU 231
acquires one pattern ID fromthe obtained pattern |list, and checks
whet her the pattern list stored in the sub CPU 231 includes a
pattern ID that is identical to the acquired one pattern ID. In a
case where the sub CPU 231 determ nes that there is no identica
pattern I D, the process proceeds to step 31008. On the other hand, in
a case where the sub CPU 231 determines that there is an identica
pattern I D, the process proceeds to step S1007. In step 31007, the
sub CPU BBroqafecied whet ﬁEPWt fBapht +elystg@techdnupddt i g In the

enabl e/ di sabl e jnformation in tte informatiion of the jdenticagl ID
Tn the pdid%h o1 (LF BEGFEAS AL HEE RASNAT SAtUPrRRSHI LR ot (g

of the palfer). Jfar mat ig%fo'rrﬂ?éacrﬁ‘z@aeéé‘f‘nerrﬁaﬁh ovip ok e

det er ni nes 1 Hat_ Gpdating i s°Ho 8 pFGLess" proceeds T o step

L0000 oAl il S CEUZRIE el s

[0051] I n {erx2HQ8 ont e FSpEB2 CPYRIhe 8@hst-ehen@AtERE hrocess of
the flow chart illustrated in Fig. 10 is different from that
illustrated in Fig. 9 in that the process is performed in
the power saving mode when a pattern list is received from
the PC 102 via the network I/F 235. A program and data used
in the process illustrated in the flow chart are stored in
the ROM 233, and the program and the data are read out into
the RAM 234 and executed by the sub CPU 231. First, when
sub CPU 231 receives, in the power saving mode, a packet
from the PC 102 in step 51000, the process proceeds to step
51001. In step S1001, the sub CPU 2321 checks whether the
packet received via the network I/F 235 is a pattern list
update request. 1In a case where the sub CPU 231 determines
that the received packet is not an update request, the
process proceeds to step S1002. On the other hand, in a
case where it is determined that the received packet is an
update request, the process proceeds to step S1003. In step
81002, the sub CPU 231 acquires the pattern list from the
ROM 233 or the like and performs a pattern matching process.

More specifically, in a case where the sub CPU 231 there is

matched pattern information, the sub CPU 231 determines
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information identified by the acquired one pattern IDin the pattern
list stored in the sub CPU 231. In a case where the pattern
information is overwitten, the overwitten is perfornmed for the
pattern information identified by the identical pattern ID. In step
S1009, the sub CPU 231 checks whether the acquired pattern |ist

i ncludes nore pattern IDs (unchecked pattern IDs) other than those

al ready checked in step S1005. In a case where the sub CPU 231
determ nes that there is an unchecked pattern ID, the sub CPU 231
repeats the process fromstep S1005 for the unchecked pattern ID. On
the ot herVIhsHYy cRsfadicgsefnhet ecardingb Cpyapsiegeiveni M that there

i , hegcked pattern,|Ds, the p ds 1o step S1009.
In Step STOUCONTEGHY BEO*I31TT r SRA T ot OBF ¢ ot dglidir at i on

of the p r j t . t t ( JAYA

net wor k ﬁﬁ%f%S%%ggg@%ﬁ%ﬁs Iga%(\itlé)gldat@%gg}gefz Oéc\ﬂp?g"t %’gﬁﬁ'l i st
I's issued;yhendhe R ¢aBt 50b! @by 21 iThdr tiQenB%%éhé’@‘ék%ttr%&
the request is handled as follows. First, the network I/F 235
transf er sidhernaqvest ther repdatédgpnikdihe Patroer Bxhinfle § odide rRIdN
CPU 211 via inter-CPU communi cation. The main CPU 211 acquires data
attached [@049le relweisetb (Jiddi3e rtaguesd, CADAZ Thecksiweet Hetat he
acquired data is a pattern list or a set of pattern setting val ues
such as tataghddudior dhedrenefbvegd Hackity. #d gheFkg. wisether aheagiata
where the main CPU 211 determnes that the data is a pattern |ist,
the mai n BP¥ PRLYSETS Sl t AE profleset BRI SPE51PE YR HHRT sTUFh@S

pattern ljist ta.the sub CPU 231 of the network controller 230. On the
ot her hantiat i B UGESE RAeIB Fhe- b rFiGPU 21 PZIELEr nPnedt Raf™Ffie dat a

oL oo A SSh PAUSR B LA [, 3Rk BhcPALL S ygeld 0

mai n CPU 2Ll D&Y Q8 nlgh 62 RhOS €S58S ﬂfbcgs%ofégggeagdt§7§§ep Byi004q.

perform ng these processes, the main CPU 211 generates a
On the other hand, in a case where the sub CPU 231
determines that the data 1s a pattern list, the process
proceeds to step S51005. In step 51004, the sub CPU 231
controls the main controller 210 to return to the normal
power mode from the power saving mode and transfers the set
of pattern setting values acquired from the packet to the
main controller 210 via inter-CPU communication. Note that
the main CPU 211 processes the received set of pattern
setting value according to the flow chart illustrated in Fig.
7.
[Q050] In step 51005, the sub CPU 231 extracts a pattern
list from the packet received in step 51000. In step S1006,

the sub CPU 231 acquires one pattern ID from the obtained

pattern list, and checks whether the pattern list stored in
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pattern list fromthe set of pattern setting values and transmts the
generated pattern list to the network controller 230. [0053] Accordi ng
to the present enbodi nent, as described above, it is possible to
change a pattern list used to control proxy response or the |ike
dependi ng on user's operation environnents. This nakes it possible to
prevent the power saving node from bei ng unnecessarily cancelled. In
other words, it becones possible to properly maintain the power
savi ng node. Furthernore, according to the enbodi nent descri bed

above, 11 becoUes.Rp99ble 4 QqUDAal e, & Al LYY Bylist by Lhes et woy k

controller whi'l'e mai nt ai ni Ng main controller e power

saving Mofee dOdisi Rk el baRPSPADLS. ! AnPar bALE 9nOAL LA U €BLNG

process for a received packet using a newest pattern I'ist whi
mai nt ai ni NgL tder DOVRIesS 2%ERIL ABEE, i aKb tisdilcaheparesrROosS) bl t o

properly maintain the power saving node. Second Enbodi nent [0054]1In a

second enboskeEntpraesedsbed beépws1®8. On the other hand, in a
case where the sub CPU 231 determines that there is an
identical pattern ID, the process proceeds to step S1007.
In step S1007, the sub CPU 231 checks whether the pattern
setting updating enable/disable information in pattern
information of the identical ID in the pattern list stored
in the RAM 234 is set to enable updating of the pattern
information. In a case where the sub CPU 231 determines
that updating is not allowed, the process proceeds to step
51009. On the other hand, in a case where the sub CPU 231
determines that updating is allowed, the process proceeds to
step 51008.
[0051] In step 51008, the sub CPU 231 registers pattern
information identified by the acquired one pattern ID in the
pattern 1list stored in the sub CPU 231. In a case where the
pattern information is overwritten, the overwritten is
performed for the pattern information identified by the
identical pattern ID. In step S1009, the sub CPU 231 checks
whether the acquired pattern list includes more pattern IDs
(unchecked pattern IDs) other than those already checked in
step S1005. In a case where the sub CPU 231 determines that

there is an unchecked pattern ID, the sub CPU 231 repeats
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di scussion is given as to inputting of a pattern setting value via
the operation unit 240. In the follow ng description of the second
enbodi nent, the description focuses on differences fromthe first
enbodi ment descri bed above. In the present enbodinent, it is assuned
by way of exanple that a pattern list held by the network controller
230 is read out and displayed on a screen of the operation unit 240
to allow the pattern list to be updated or regi stered. Note that the
process may be performed differently. For exanple, a process may be
performed sinply to register a pattern setting value. [0055]Fig. 11
|IIustrai%hﬁaﬁfQ9@ﬁﬁmﬂ§°@fS§e§c$g%%5fiﬁrtkh@|W@C@éﬁ#ﬁﬁnaa§t%%ﬂ gt-

pattern setting values. In a field in ajgﬁttern | D colum 1101, a

pattern |9 iRt ha&@?lﬁ@dafﬁ?s%dﬁﬁa &€ SpsEYefAl i nf or mati on.

fiel f I 02
packet fogeb"ersmﬁlﬁfre?i%&g A R R et M T
Fig. 11, o%’é%@@' €o 88 °§P§6’]§ nafe u ?oéo %S%“bb%pbhe
pr ot ocol ype |n e protoco? épe col'um 1iE§p %f er'na |ver, a port

nunber rr%lbecltbs}g% tlsN a8 rbkgh € b & 6FeyiGR ra¥RBnCBkURRe IdD% et
service type requested by the PC 102 is described. For exanple, when

SLP i s defidtedtd i adhnidegdofnthBepdeiedtoc@c t1yYpRe €akutne 1d&Zvork SEMEVI Ce
type described in a corresponding field in the service type colum
1103 specdiies the service type of SLP. On the other hand, in a case
where SNWP is defined in a field in the protocol type colunn 1102, a
servi ce tiPEdescriber a reuuesty &opolaragirg «H 3 rPattWéer’ellWéelepe
colum 1103 specifies_an object ID (AD. In afield in a detailed

SLt ] but & S ETO P Sanaeh aFPRE G 19T [Ae 16 iindby feral pover

mode, the reguest is handled as follows. First, the network
I/F 235 transfers the request for updating of the pattern
list to the main CPU 211 via inter-CPU communication. The
main CPU 211 acquires data attached to the received update
request, and checks whether the acquired data is a pattern
list or a set of pattern setting values such as that
illustrated in Fig. 4, Fig. 5, or Fig. 6. In a case where
the main CPU 211 determines that the data is a pattern list,
the main CPU 211 perform the process in step S703 to
transfer the pattern list to the sub CPU 231 of the network
controller 230. On the other hand, in a case where the main
CPU 211 determines that the data attached to the received
update request is a set of pattern setting values such as
that illustrated in Fig. 4, Fig. 5, or Fig. 6, the main CPU
211 performs the processes in step 5702 and S703. By

performing these processes, the main CPU 211 generates a
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defined for the service type defined in a corresponding field in the
service type colum 1103. In a field in a description colum 1105, a
description of the detailed attribute of a correspondi ng service type
is described. [00567An add button 1106 is a user interface (U) used
to add pattern information (set of pattern setting values). If the
add button 1106 is clicked, the screen is changed to a screen
illustrated in Fig. 12, which will be described in detail later. A
del ete button 1107 is a O used to delete pattern information. |If the
del ete button 1107 is clicked in a state in which one or a plurality
of pi ecesPaFteEr tlerst T8y Flei 6AtI 8f kA Eeq ey Sedtanpi gplesdidated in
Fig. 11, the selected pattern information is deleted fromthe screen.
A det ai | sSPERRRYGTSL 108 96ngTBFHsBAt Eor R Sifitay a5 PELEPLpat tern
infornatigg. | f ttmaiﬁgajls button 1108 is clicked, the screen is

changed t0 TS 5 F e lustrated in Fig. 12, which wll be described

0 detail 0g4er. AoOK OIS O, 1309 - URe ek oG SRR O PR RLBbea

i nfornmati on i ned on the  screen ustr at ed

via an opgi&td,onPerd Yomdnhy 8oUsRingd he fdtthuht aRsi1Q8e4sc&l so used
to make a final decision on perform ng an operation such as deleting

of patt ergontfalr td:gn.relsbohbe OK bhié t Dikel i ansliaki ekedsethen, for
exanple, a U processor 308 transfers the defined information as a
set of patperatiset tamyg reaimgesst o This patkeer htgpoesdbbe BDGrekepitocess
perfornmed after that is simlar to that according to the first

enmbodi mentheldadh e valygyv Bodiet Areef e bt ainnedeisgarilyr cangelbed.and
thus a further description thereof is omtted. A cancel button 1110

is a U tH Afier@siscattePeSeRes nigPH LRI &0 BGOBPTLHT BRHREI Uh Hisput
D) 8 Vool G Tk LS o it B dnd Sl RRLET 0
described above, it becomes possible to update a pattern
list by the network contreller 230 while maintaining the
main controller 210 in the power saving mode. This makes it
possible to perform a pattern matching process for a
received packet using a newest pattern list while

maintaining the power saving mode, and thus it becomes

possible to properly maintain the power saving mode.

Second Embodiment

[0054] In a second embodiment described below, a
discussion is given as to inputting of a pattern setting
value via the operation unit 240. In the following
description of the second embodiment, the description
focuses on differences from the first embodiment described

above. In the present embodiment, it is assumed by way of
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appears when the add button 1106 or the details button 1108 is
clicked. This screen is used to add new pattern information (pattern
setting value) or to change details of pattern information displayed

on the screen illustrated in Fig. 11. A protocol type selection box
1201 is a U used to select a protocol type of a packet to be
subjected to a pattern matching process. In the exanple illustrated

in Fig. 12, the protocol type box 1201 is configured such that a user
is allowed to select a protocol nanme. Alternatively, the protoco
type selection box 1201 may be configured such that a user is_allowed

to i nput PRIe il FRTASHROL 68BI Neldl gt ttdien ngspiprkgeontroller
val i dat e/ inyal i date, box 1202 .i.s U .used to sel ect.iyely set the
pattern sl iy el eR b Sho e aPTATRE I 1 T B8 04l FASoPErRIA Y. A
packet type. i 0 3.0 I S pnformation
used in dlgrt?let?%lﬁf#gf %]Tq%’ejcéfg gggggﬁgtl%gcsotm%tet gl_hg%trtg!rjn {)ﬁe PC 102.
In the pagkefs{dne selgeli ORaP0nd 303 cdsls maypeégp@fﬁﬁn?e&el ect one
of packet types including unicast, nulticast, and broadcast. A
request typEf&ai@cly.oNrboXed2fdé s A ddocesedmt9 5€! 86k f drf a1ty pe
for each protocol type. For exanple, when the protocol type is SLP, a
Servi ce Reguesiistaar At pathetre Retuesd,va&lwe. may be sel ected using the
request type selection box 1204. On the other hand, for exanple, when
t he prot ot@@53lype FEg SNWP, itlistiradessent ppenple exf i dreen1 204 way be
used to select a Get Request, etc. [0058] An operation type selection
box 1205 1% dEHnifded S&tsefePrtERTBpRREHITWh od UBE - pett ot i@ 1Y) itthe

t k troll 30 ket i f, th C 102, in,th
netuor K SOMIGILST 2000t BBRCKE GBS LLOTNSES 402k e

| ecti 05,: It | A f i ,
2ol ot one e, b alhoued \psonlagenersl o gy

i nput box, A20%-d1S Hp'd dIefint 21bPPUL S SERRA Aypeehb¥i §epiOkdE to be
provided in response to a request fromthe PC fBZ. For exanpl e, when

SLP is dedumtpsbtiad ad ial gdticbrhh@a pewieg Prdome cel ugBct2Pdd. amservi ce
scope of SLP is input in the scope selection box 1206. On the other
hand, forFixardl,ebywwary blfeepanpbdepla tyys: aedcnialmedisnusbde s ot ocol
type colum 1201 is SNWP, a conmunity nane is input in the scope

sel ect i ordgRrikEOGheApsotoiced type impihe bettzol tyra chlumed ¥Q2.

i nput a service type of service to be provided in response to a
request fALRENFEIPELY022 PEFTeREHPFE, MAhdif tUF€dpr ot BcdI T 845k in 2

descri bed, L Lhe B0t 0g9l.nhYRE0so! 4D 120% 1558 Raofe 2ELY 55 LIPH
102 is described. For example, when SLP is defined in a
filed in the protocel type column 1102, a service type
described in a corresponding field in the service type
column 1103 specifies the service type of SLP. On the other
hand, in a case where SNMP is defined in a field in the
protocol type column 1102, a service type described in a
corresponding field in the service type column 1103

specifies an object ID (OID). In a field in a detailed

attribute column 1104, a detailed attribute or index is
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in the service type input box 1207. On the other hand, when the
protocol type described in the protocol type colum 1201 is SNWP, an
O D my be input. A detailed attribute input colum 1208 is a U used
to input a detailed attribute or an index of a service type input box
1207. A setting value input colum 1209 is a U used to input a val ue
or information for each detailed attribute described in the detailed
attribute input colum 1208 for the service type input in the service
type i nput box 1207. A description input colum 1210 is a U wused to

i nput a desgription each detajled attribute of the service type
but el R By B REEE “HoE S b oBef At ACr SRS o
button 1211 .48 I, U : Q€ St gmatigg 1| nputti i :setting

col ums izélgeFJi%.ﬁlg.hel ?%?nggu?gpn%ﬁc i nputlogsljt t% 512%%31{ e itacked,
the patt edds@eRanid0o3QRnacads | €8 Jedd Ot ilknnds ehel 8é041BLd Oon about
the nultifunction device 101 fromthe SNWP processor 310, the SLP
processorattdibwieC of Bncberaspofidied tdayyidat aypkhesnaeberimdd.
remai ni ng sheets, specifications of parts, and information in terns
of an exhEU¥iGlon |Aveldd puttaine 1186 épraryuset cintofrfidoe [dalt susddeto
pattern generator 306 transfers the acquired information to the U

pr ocessoradbgatigenyingpsbesior 898 dihs Hadfernheethiog nalwaslrecéfved
fromthe pattern generator 306 in the respective setting boxes or

like in FiRf aps PpREoRufoRft i Fhigttehutthén SEFeni $Sushpneed to a

screen illustrated in Fig. 12, which will be described in
detail later. A delete button 1107 is a UI used to delete
pattern information. If the delete button 1107 is clicked
in a state in which one or a plurality of pieces of pattern
information is selected in a list illustrated in Fig. 11,
the selected pattern information is deleted from the screen.
A details button 1108 is a UI used to display details of
pattern information. If the details button 1108 is clicked,
the screen is changed to the screen illustrated in Fig. 12,
which will be described in detail later. An OK button 1109
is used to register pattern information defined on the
screen illustrated in Fig. 11 or Fig. 12 via an operation
performed by a user. The OK button 1109 is also used to
make a final decision on performing an operation such as
deleting of pattern information. If the OK button 1109 is
clicked, then, for example, a UI processor 308 transfers the
defined information as a set of pattern setting values to

the pattern generator 306. A process performed after that
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in a state in which a protocol type and a service type have already
been input in the protocol type input box 1201 and the service type

i nput box 1207, respectively. Wien the autonmatic input button 1211 is
clicked, automatic inputting is perforned at | east for the packet
type i nput box 1203, the scope input box 1206, the detailed attribute
i nput colum 1208, and the setting value input colum 1209. [0060] An
K button 1212 is a U used to tenporarily store the information
input in Fig. 12. The information input in the respective setting
boxes in Fig., 12 is registered in the network controller 230 when and

only whent% iR FuttCon P08 FerURE K. P hE Cancél BRPEYRe213 is a U
used to discard all_.infor ion.input i.n Fi,a. 12. By.proyidin he
SRt B RREr e el oSS B 1 GBS

Us inth EsCriThed “fa 9]

| abor of Aan: ARSLA! Qfe Qf 5 lEEerT.’B&Fe&f‘ii ﬁ:ﬁ&iﬁt%%.iﬁ%ﬁ%%ﬁ%ﬂay be

setting val ues. e screens i1llustrate

di spl ayed) piy tihe G102 E@mﬁ@@@ei;ﬁ_ PAR bl L@ ngnBYt ga1seinPfoPat tern
setting values using the PC 102. The U's configured in the

above- desti fdedh yTRimndmhpate bys ef uberNopathé Cskdderd oL IR 1Satedaiparigrn
list used in a pattern matching process in the power saving node.
QG her Enbbdioweritisy.[ A@61] The main control ler 210 described above is a
first [0057] Fig. 12 illustrates an example ©of a screen which
appears when the add button 1106 or the details button 1108
is clicked. This screen is used to add new pattern
information (pattern setting value) or to change details of
pattern information displayed on the screen illustrated in
Fig. 11. A protocol type selection box 1201 is a UI used to
select a protocol type of a packet to be subjected to a
pattern matching process. In the example illustrated in Fig.
12, the protocol type box 1201 is configured such that a
user is allowed to select a protocol name. Alternatively,
the protocel type selection box 1201 may be configured such
that a user is allowed to input a port number of a protocol.
A pattern setting validate/invalidate box 1202 is a UI used
to selectively set the pattern setting values disposed in
Fig. 12 to be wvalid or invalid. A packet type selection box
1203 is a UI used to select information used in determining
a type of a packet transmitted from the PC 102. In the

packet type selection box 1203, it is possible to select one

of packet types including unicast, multicast, and broadcast.
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i nformati on processing apparatus (an exanple of a first conputer),
and the network controller 230 is a second information processing
apparatus (an exanple of a second conputer). [0062] The enbodi nents
descri bed above nake it possible to nore properly manage information
associated with controlling of power nodes. [0063] Aspects of the
present invention can al so be

A request type selection box 1204 is a UI used to select a
request type for each protocol type. For example, when the
protocol type is SLP, a Service Request, an Attribute
Reguest, etc. may be selected using the request type
selection box 1204. On the other hand, for example, when
the protocol type is SNMP, the request type selection box
1204 may be used to select a Get Request, etc.

[(0058] An operation type selection box 1205 is a UI used
to select an operation to be performed by the network
controller 230 when a packet received from the PC 102 in the
power saving mode matches pattern information. In the
operation type selecticon box 1205, it is allowed to select
one of operations, "discarding", "transferring”, and
"responding by proxy". A scope input box 1206 is a UI used
to input a scope of service to be provided in response to a
request from the PC 102. For example, when SLP is defined
in a filed in the protoccl type column 1201, a service scope
of SLP is input in the scope selection box 1206. On the
other hand, for example, when the protocol type described in
the protocol type column 1201 is SNMP, a community name is
input in the scope selection box 1206. A service type input
box 1207 is a UI used to input a service type of service to
be provided in response to a request from the PC 102. For
example, when the protocol type described in the protocol

type column 1201 is SLP, a service type of SLP may be input
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realized by a conputer of a system or apparatus (or devices such as a
CPU or MPU) that reads out and executes a programrecorded on a
menory device to performthe functions of the above-descri bed

enbodi ment (s), and by a nmethod, the steps of which are perforned by a
conputer of a system or apparatus by, for exanple, reading out and
executing a programrecorded on a nenory device to performthe
functions of the above-descri bed enbodi nent(s). For this purpose, the
programis provided to the conputer for exanple via a network or from

a recordin di um_ af variqus S S {N1g as e nor y__devi ¢
(e.g., co}rrgutf &f -Teadan e fedi-l 9 ?ﬁ%ﬁ\hi ?3 %ﬂ% P %"—eﬁ}aqdﬁv E‘Finon
has been i i th.r.e 3 0; I odi,gEN [0 QYS9 o)
be underéggi :é atcﬁagypﬁvg%%?ggﬁ?giﬁgt ||&?F§€%?§ gkggd%é%ﬁééé%ﬁn

exenpl ar y; endqelh e ©IpThayseepenght ! he tekhonedda et Aivt:d Sidgudbe
accorded the broadest interpretation so as to enconpass all such

nodi f i cat¢onanrand osquisval emt useéd utd W sutand detadtieanattr bt Mo .arA

data processi ng apparatus conpri sing:
index of a service type input box 1207. A setting value
input column 1209 is a UI used to input a value or
information for each detailed attribute described in the
detailed attribute input column 1208 for the service type
input in the service type input box 1207. A description
input column 1210 is a UI used to input a description of
each detailed attribute of the service type input in the
service type input box 1207.
[0059] An automatic input button 1211 is a UI used to
enable automatic inputting in setting columns in Fig. 12.
If the automatic input button 1211 is clicked, the pattern
generator 306 acquires various kinds of information about
the multifunction device 101 from the SNMP processor 310,
the SLP processor 311, etc., in terms of setting data, the
number of remaining sheets, specifications of parts, and
information in terms of an exhaustion level, a state, an
error, etc. of the parts. The pattern generator 306
transfers the acquired information to the UI processor 308.
The UI processor 308 displays the information received from

the pattern generator 306 in the respective setting boxes or

like in Fig. 12. The automatic input button 1211 is usable
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a first control unit configured to control the data processing

appar at us; a registration unit configured to register definition
information including identification information and process
information, the identification information identifying a packet
received froman external apparatus via a network, the process
information indicating a process to be perfornmed on the packet;

an electric power control unit configured to control supplying of
electric pomer such that electric power is supplied to the first

control u east%{ hikRE 98:: dvf_\,%{a“ A 19 <@y SCEQ RN

i's stoppe e frr con In a omer S

and f)@é%%é&ﬁtm%tuaht tAENbLGUESS ttcype\AH%u% Béﬁkféoi

received fromthe external apparatus in the “power saving node,

identify dedisdidviane ityiper TapuenbeRr 1 2SPONEl i did vieh . pasient thased on
the identification information included in the definition information
regi st er eshtamdthies riegigt batiton 0ai1, isnd idiend panftenaticpt OeesiSing
according to the process information included in the identified
defini ti obs ipgofammabrt tlkessefondtbeomadieturivpebdinpytf boxhez03,
configured to )
the scope input box 1206, the detailed attribute input
celumn 1208, and the setting wvalue input column 1209.
[0060] An OK button 1212 is a UI used to temporarily store
the information input in Fig. 12. The information input in
the respective setting boxes in Fig. 12 is registered in the
network controller 230 when and only when the OK button 1109
is clicked. A cancel button 1213 is a UI used to discard
all information input in Fig. 12. By providing the UIs in
the above-described manner, it becomes possible to reduce
labor of an operator of the device in inputting a set of
pattern setting values. The screens illustrated in Fig. 11
and Fig. 12 may be displayed on the PC 102 to make it
possible to input a set of pattern setting values using the
PC 102. The UIs configured in the above-described manner

are useful in particular to register a pattern list used in

a pattern matching process in the power saving mode.
Other Embodiments

[0061] The main controller 210 described above is a first

information processing apparatus {an example of a first
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control registration such that definition information including
identification informati on and process information is newy
registered in the registration unit according to an instruction given
fromthe external apparatus, the identification informtion
identifying a packet received fromthe external apparatus via a
network, the process information indicating a process to be perforned
on the packet. 2. The data processing apparatus according to
claim1, wherein the second control unit perforns one of processes
according_to the proce informatjon, th ro es i.ncluding a
process of &SeHdi nagncf?l%“epgﬁ‘é“fjfkac%?%%%s ero%%\%rséﬁsﬁi F?Fﬂﬁ‘? in
response | 0r i, PAGK Hracd J300056a PACKEL (4P Tt BN saphag al us,
and a process of swtching t p r savi ng node"to the normal power
node. computdie, data processing apparatus according to claiml,
wherein the second control unit receives, fromthe first control

unit, defimdé2pn i nher &mhibddimGanecrisedibadt ABoReM@Eke POV sERBe cbased
on information input in the first control unit such that the second
control umdte rmomerdy tmamadef inifbroat it cassddiatelr etthheofitrsiling
control unit before the nornmal power node is switched into the power
savi ng noe&.power modes.The data processing apparatus according to
claim1l, wherein the second_control unit receives definition

i nfor mat i BAOPFbom t hePexterdalthi preseas LRAVERRIPOVEIN sBAENMFemode.

5. The datg ﬁroQﬁgfingcaggaEatug according to claim1,  wherein the

defi ni ti onc T ht BT et 6h PEREETEICF r Bt Y He e ARRPTA5HAr APhsTF WG iiies

i nfor mati gn.y Nl GAlERE MNRERST LhEE Aeld i ORI TQLIBLEEN, | 548 ¢

val i dat ed and
recorded on a memory device to perform the functions of the
above-described embodiment (s), and by a method, the steps of
which are performed by a computer of a system or apparatus
by, for example, reading out and executing a program
recorded on a memory device to perform the functions of the
above-described embodiment{s). For this purpose, the
program is provided to the computer for example via a
network or from a recording medium of various types serving
as the memcry device (e.g., computer-readable medium).
[0064] While the present invention has been described with
reference to exemplary embodiments, it is to be understood
that the invention is not limited to the disclosed exemplary
embodiments. The scope of the following claims is to be

accorded the broadest interpretation so as to encompass all

such modifications and equivalent structures and functions.
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i nformation indicating whether updating of the definition information
I s enabl ed.

CLAIMS

1. A data processing apparatus comprising:

a first control unit configured to control the data
processing apparatus;

a registration unit configured to register definition
information including identification information and process
information, the identification information identifying a
packet received from an external apparatus via a network,
the process information indicating a process to be performed
on the packet;

an electric power control unit configured to control
supplying of electric power such that electric power is
supplied to the first control unit in a normal power mode
and supplying of electric power is stopped at least to the
first contreol unit in a power saving mode; and

a second control unit configured to, when a packet is
received from the external apparatus in the power saving
mode, identify definition information corresponding to the
packet based on the identification information included in
the definition information registered in the registration
unit, and then perform a process according to the process
information included in the identified definition
information,

the second control unit being further configured to



control registration such that definition information
including identification information and process information
is newly registered in the registration unit according to an
instruction given from the external apparatus, the
identification information identifying a packet received
from the external apparatus via a network, the process
information indicating a process to be performed on the

packet.

2. The data processing apparatus according to claim 1,
wherein the second control unit performs one of processes
according to the process information, the processes
including a process of discarding the packet, a process of
transmitting, in response to the packet, a response packet
to the external apparatus, and a process of switching the

power saving mode to the normal power mode.

3. The data processing apparatus according to claim 1,
wherein the second control unit receives, from the first
control unit, definition information generated in the normal
power mode based on information input in the first centrol
unit such that the second control unit receives the
definition information from the first control unit hefore

the normal power mode is switched into the power saving mode.



4. The data processing apparatus according to claim 1,
wherein the second control unit receives definition
information from the external apparatus in the power saving

mode,

5. The data processing apparatus according to claim 1,
wherein the definition information received from the
external apparatus includes information indicating whether
the definition information is to be wvalidated and
information indicating whether updating of the definition

information is enabled.



