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Background [0001] The present application describes systens and

t echni quewo ®loatssmg t o network intrusion detection, for ea@EMWS08/02185
integrated network intrusion detection. [0002] A nachine network is a
col l ection of nodes coupled together with wired and/or wrel ess

communi cation |links, such as coax cable, fiber optics and radi o frequency

bands. A machi nmﬁﬁm@lﬂﬁymmw%mws@bh PEFEeRIER I on  of
networks (e.g., ki ng

protocol s, including internetworking protocols (e.g., Internet Protocol
(I'P)). These protocols define the manner in which information is prepared
for transm ssion through the ne%&g&ﬁmd%%g_typlcally i nvol ve breaki ng data
into segnents generically known aS‘paCkETS' (e.g., IP packets, ATM
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netmorklng protocol s are ca y organi ze 3 nefwork architecture
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to as a[08685000|AS%%8 195 DELVAL fgaQKCOTQSEElSQCQflﬁ esogougfeé
together with wired and/or wireless communication links,
such as coax cable, fiber optics and radio frequency bands.
A machine network may be a single network or a collection
of networks (e.g., an internetwork), and may use multiple
networking protocols, including internetworking protocols
(e.g., Internet Protocol (IP)). These protocols define the
manner in which information is prepared for transmission
through the network, and typically involve breaking data
into segments generically known as packets (e.g., IP
packets, ATM (Asynchronous Transfer Mode) cells) for
transmission. A node may be any machine capable of
communicating with other nodes over the communication links
using one or more of the networking protocols.
[0003] These networking protocols are typically organized
by a network architecture having multiple layers, where each
layer provides communication services to the layer above it.
A layered network architecture is commonly referred to as a

protocol stack or network stack, where each layer of the



WO 03/ 067847 PCT/ US03/ 02185 stack has one or nmore protocols that provide
specific services. The protocols may include shared-1ine protocols such
as in Et heonestosrsat wor ks, connection-oriented switching prratmocssbs2ssich as
in ATM net works, and/or connectionless packet-swtched protocols such as
in IP. [0004] As packets travel through a network, they are typically

encaps ul EaHE Washi motdiemeee kete-andlts fieit ipmsidEngsasiiiag i on enabl es
data to travel froma source process on one node to a destination process
on anot FETHews - t itwugrahdaald enaye tiworlkslel ol £ 1 M rdHiAepl s and
addr essi ng _schemes, without the two end nodes knowi ng anything about the

i nt er medivate agddire S¥ihay retthemesicarias, prootreend isn {004 Machjine mieignor ks may
provi de powerful communication capabilities, but also may increase the

di ffi culbrptelcors muaimiamy icomiM erctsyatem seelfidrt dihdmkidid ety st ens and
data nore accessible. Mst networks are susceptible to attacks or inproper
use, 'botlRckesmsivigicde dampdotfacmhsowtisinde st He, et wor K. Attacks incl ude
attenpts to gain wunauthorized access to data, destroy or bring down a

conput erl08psdiem psevenicetisheravilonhaetess kN ed woyk, emand , at tenpts to
take control of a system For exanple, sone network intrusions exploit

appl i catiypncaidyakenespealgaicd wa€BesSotbed @ﬁ%k%%%aﬂﬁlkﬁbg%ttﬁhe@tth a
conput er virus, such as Code Red or N nba.

Encapsulation enables data to travel from a source process
on one node to a destination process on another node,
through multiple networks using different protocols and
addressing schemes, without the two end nodes knowing
anything about the intermediate addressing schemes and
protocols.

[0005] Machine networks may provide powerful
communication capabilities, but also may increase the
difficulty of maintaining computer system security by making
systems and data more accessible. Most networks are
susceptible to attacks or improper use, both from inside and
from outside the network. Attacks include attempts to gain
unauthorized access to data, destroy or bring down a
computer system, prevent others from accessing a system and
attempts to take control of a system. For example, some
network intrusions exploit application anomalies to gain
access to a system and infect it with a computer virus, such

as Code Red or Nimba.



2 WD 03/067847 PCT/ US03/ 02185 [0006] A conmon techni que used to inprove
network security is toinstall a firewall, which restricts and controls

t he fl ow w0 @roafsdsvc bet ween networks, typically between a@CTAUR080OPISESe
network and the Internet. Firewalls typically nonitor incom ng and
outgoing traffic and filter, redirect, repackage and/or discard packets. A
firewal [088§] seriecasmanptexinagde mayeénfortepandver gabwaaki on' s security
policies. [0007] Frequently, network adm nistrators enploy systens to

det ect metwoikyi nsrusi bnstadli apfovewarl wovkiskecuestyictdraddti onal network
intrusion detection (NID) systens attenpt to exam ne every packet on a

net wor kcontootierthe fieveof tnéffiscobstwddeseetNidxiyst eppicaylpe

i npl enented as standal one systens (e.g., NFR (Network Flight Recorder),
provi dedebye&hsen Sys¢epsisémetwdbriBaandosiee Gatéfoeni a) Fivewalbey nay be

i npl enent ed as di stributed node-based systens (e.g., BlacklCE, provided by
Net wor Kt ysec £ poneah 1 oor of nSamnind/bire SatdddidiegafPDraveng Peseerptions
[0008] FIG 1 is a conmbined flowhart and state diagram illustrating a

met hod pédimatt priagacleayor kndfef fdtst¢oHrd dedeiedt s nt rASE ORswal D0QQ) FI G 2A
is a block diagramillustrating a system inplenenting integrated network
i ntrusi edrdet 8€td oproxy and may enforce an organization’s security

policies.

[0007] Frequently, network administrators employ systems

to detect network intrusions to improve network security.

Traditional network intrusion detection (NID) systems

attempt to examine every packet on a network in order to

detect intrusions. These NID systems may be implemented as

standalone systems (e.g., NFR (Network Flight Recorder),

provided by Cisco Systems, Inc. of San Jose, California), or

they may be implemented as distributed node-based systems

(e.g., BlackICE, provided by Network Ice Corporation of San

Mateo California).

Drawing Descriptions

[0008] FIG. 1 is a combined flowchart and state diagram
illustrating a method of monitoring network traffic to
detect intrusions.

[0009] FIG. 2A is a block diagram illustrating a system

implementing integrated network intrusion detection.



3 WD 03/ 067847 PCT/US03/02185 [0010] FIG 2B is a block diagram
illustrating another systeminplenenting integrated network intrusion
detectionwO (300284} FIG 3 is a conbined flowhart and st atRETdSIg02085
illustrating a method of servicing network requests in an application rule
enforcer_conponent of an integrated network intrusion detection system
[0012] W1 is FEontihe fa dwdndt td kst at el uk mgrtaimg i dnastent i ng a
met hod of filtering network comunications in a network traffic enforcer
conponertY Bfean ik eepiiew indtegra ddhtnalsiork dettentdiom systemid®9013] FI G
5A is a conbined flowhart and state diagram illustrating a nethod of
det ecti nlP A%l usi FLGr & vdes amohbined ’Wicwchdrt arfd radadet@cioragonponent
of an integrated network intrusion detection system [0014] FIG 5B is a
conbi ned fliusioterinarad rsttdtcel difagreamididgstamatdng eqmidad of et ecting
intrusions in a second detector conponent of an integrated network
i nt r usi Grppldetadcitdrorslyes teeriofd@3] Horfpld@erft i aurbliotleqdiag@mMddddigt rat i ng
an exanple data processing system [0016] Details of one or nore
enbodi nEmts uariers ete Hegrttilon igysttleen.acconpanyi ng drawi ngs and the description
bel ow. Oher features and advantages nmay be apparent fromthe description
and draviodge] and Hicam4t e @l alioMbined flowchart and state diagram

illustrating a method of filtering network communications in

a network traffic enforcer component of an integrated

network intrusion detection system.

[0013] FIG. 5A is a combined flowchart and state diagram
illustrating a method of detecting intrusion preludes and
intrusions in a first detector component of an integrated
network intrusion detection system.

[0014] FIG. 5B is a combined flowchart and state diagram
illustrating a method of detecting intrusions in a second
detector component of an integrated network intrusibn
detection system.

[0015] FIG. 6 is a block diagram illustrating an example
data processing system.

[0016] Details of one or more embodiments are set forth
in the accompanying drawings and the description below.
Other features and advantages may be apparent from the

description and drawings, and from the claims.



4 WD 03/ 067847 PCT/ US03/ 02185 Detail ed Description [0017] The systens and
techni ques described here relate to integrated network intrusion

det ecti onwoliseethascri ption that follows frequently di scusxEsUsonnzissi on
detection in the context of IP networks, but the systens and techni ques
described apply equally to nultiple types of nmachine conmmrunication

net wor ks and operating systemenvironnents. [0018] As used herein, the
term "application” nmeans a Bethtwaed pesgrapriwvhich is a collection of
conputing operations enbodied by a set of instructions (e.g., one or nore
bi nary objGktls, orEh®rsystens cndtissctanitiiois aes ©F i 8 ehetdt I PHEL abl e
prograns). The term "conponent” neans a software program designed to

oper at e wh timtatdrert abrpeneitls imnd{OiorapHigaticans. The &8 iy aaess”
means an executing software program The term "execution context” means a
set of trenceRsiNgr yRAREIGIVBN dit N 8T riiich afe e di@d®dn i1h & he

mul titasking operating system Both an invoked application and an invoked
conponeniorafes A e Nar aled wHaes butt ek idysdd@ adaunddignalidy is
interrelated and they share a single execution context. For exanple, an
appl et argbai\Bea Rropiselequal NIt rhhe idRRl el Jdins ang aaclit a process. The
term "applet" neans a conponent designed specifically to be run from

W t hi n aprpplicedtican neth ey Mnd Radt iMRARS & R dnyvOfofnaiffd war e

programthat is given its own execufion
[0018] As used herein, the term “application” means a

software program, which is a collection of computing
operations embodied by a set of instructions (e.g., one or
more binary objects, one or more scripts, and/or one or more
interpretable programs). The term “component” means a
software program designed to operate with other components
and/or applications. The term “process” means an executing
software program. The term “execution context” means a set
of processing cycles given to a process, such as a task in a
multitasking operating system. Both an invoked application
and an invoked component are a separate process, even if
their functionality is interrelated and they share a single
execution context. For example, an applet and a Web browser
in which the applet runs are each a pbrocess. The term
“applet” means a component designed specifically to be run
from within an application. The term “thread” means a part
of a software program that is given its own execution

context.



context. 5 WD 03/067847 PCT/US03/02185 [0019] The term "intrusion" neans
an attenpt to break into and/or m suse a conputing system The term
"intrusi owo (@Broets4de” neans communi cation activities that teqicsBloyissprecede
an intrusion. The term"intrusion signature” neans a conmunication pattern
identified as corresponding to a known type of intrusion, including

patter nd00A&1 nay The tkound inmrusdion’doaansackets tangbtpatet dmesikt hat may be
gl eaned fromanalyzing nmultiple packets. [0020] The present inventor
recogni Zedot kedgotrentisalse advantagdsgofyistieegr atlieg thirmewaldt fuditoar i ng
information wth network intrusion analysis. In typical network

envi r onperilsderfostanet wonkuhiabiiion sdcegitieat ehand tgpliyad lysmal | portion
of network comunications may contain intrusions. By performng intrusion
anal ysi prerncgdacket snthhecked byha fietrewelint riuatons isgnpitelrdde ey be
detected (including detection using fabricated responses to bl ocked

net wor kar egueshsratand pattiecul ddesgUfdes ak retwekloncamauriccat i ons may be
singled out for greater scrutiny. Thus, an overall anmount of network

traf fi ckhbah BReeESofoiherusasint onadl1may nbe pheduead, theal nliyMe Nt rusi on
detection may be inproved, and nore information about an intruder and the

intrudefbanayahemhaﬂd&auameﬁw@k@t@aﬁnaep@bt@&ﬁgdthb@O%A& e addiahian,

firewall functionality nay be
from analyzing multiple packets.
[0020] The present inventor recognized the potential
advantages of integrating firewall filtering information
with network intrusion analysis. In typical network
environments, most network traffic is legitimate and only a
small portion of network communications may contain
intrusions. By performing intrusion analysis on packets
blocked by a firewall, intrusion preludes may be detected
(including detection using fabricated responses to blocked
network requests), and particular sources of network
communications may be singled out for greater scrutiny.
Thus, an overall amount of network traffic that needs to be
monitored may be reduced, real-time intrusion detection may
be improved, and more information about an intruder and the
intruder’s system and/or network may be obtained.
[0021] In addition, firewall functionality may be
integrated with intrusion detection on end nodes (e.g.,

servers and hosts) in a network, such as an enterprise

network, to further improve intrusion detection and network



integrated with intrusion detection on end nodes (e.g., servers and hosts)
in a network, such as an enterprise network, to further inprove intrusion
det ect i onwanab/oaes4nor k 6 WO 03/ 067847 PCT/ US03/ 02185 securrdIyusoBozisexanpl e,
a networked nmachine may include an intrusion detection systemthat
functions in part as a dynamc firewall for the networked machi ne. [0022]
The i ntsastoht@det eEdbt oaxsyslem aaye tuctiusle mdclkene caspoiealsde Tae fir st
conponent nmay be an application rule enforcer that authorizes network
servi ceitienuesss deosrt appl &gt dmnshanvolked: Oong hen nesnor keda machi ne and
identifies abnormal behavior by an invoked application. The second

conponedynarayc bei Bewel Wof &r t fiad f het woflosd anadhate moni tors i nbound net wor k
comuni cati ons and bl ocks those comunications that fail to correspond to

an authpgdzef netMOrknseiyise degiesSion THestdhrdaolpenedé fmyedbe an
intrusion detector that npbnitors the bl ocked communi cations and identifies

abnor medoaRPhéeas | ONTRENAVEOF dSnSGhShiN My Mhesn agehtienad ohrahidc
nonitoring is needed to detect an intrusion. Thus, the total nunber of

conmuni &3t dAASr (Endt , auPREKEES AddloAk esexpbbed-iByshg reghced while
intrusions my be detected nore effectively. [0023] FIG 1 is a conbined

fl owchagt, N Siahe Phagkam oh | { st et i Hek & "RIAQO Of 2 BN §OKE DEi gt wor k
traffic to detect intrusions. The nethod begins by identifying one or

abnormal behavior by an invoked application. The second
component may be a network traffic enforcer that monitors
inbound network communications and blocks those
communications that fail to correspond to an authorized
network service request. The third component may be an
intrusion detector that monitors the blocked communications
and ildentifies abnormal application behavior to determine
when additional traffic monitoring is needed to detect an
intrusion. Thus, the total number of communications (e.g.,
packets) that are examined may be reduced while intrusions
may be detected more effectively.

[0023] FIG. 1 is a combined flowchart and state diagram
illustrating a method of monitoring network traffic to
detect intrusions. The method begins by identifying one or
more applications invoked on a machine (100). This
identification may be performed for an application by
examining network communications generated by the
application, system records for the application, and/or a

set of instructions embodying the application.



nore applications invoked on a machine (100). This identification may be
performed for an application by exam ning network comruni cati ons generat ed
by the awdi3pats4on, systemrecords for the application, ad/usosa2isset of
instructions enbodying the application. 7 WD 03/067847 PCT/ US03/ 02185
[0024] Next a default state 105 is entered, in which inbound traffic
(i.e., [ab24hd nellant kacdafianitcastans)iabhdisteatéredcotneshbedi ng to a
watch list are nonitored. These network conmunications are nonitored to
det ect anbouhdustaffipr éiude, otnasundt nesvonk dmeanteathths) phedl evel s of
nmonitoring may be inplenented in the default nonitoring state 105. [0025]
When a nesfappl ceatéspohdihgveked, whbehneist appei eehioores. i denéséi ed
(100). When a request is received for network service (i.e., a network

i nput / onépudrk | L&hmuhegaesbhsl ho8 asni bypkedcappétcati en, iatehetkni s made
as to whether the request violates a network policy (110). The network

pol i cy pRylide! tideand systesipnli cyosoehoF, afulepplécatiensspecific policy.
[ 0026] For exanple, the request may include information such as

dest i nahb@t bFiRgdnes She desbl BabhO8 POR t £th8 08 £8ul POhbnabdrixge of request
(e.g., bind, connect, accept, Ilisten, send, receive, etc.). The network

policy geytel ngt ude application-specific rules such as

[0025] When a new application is invoked, the new
application ig identified (100). When a request is received
for network service (i.e., a network input/output (I/O)
request) from an invoked application, a check is made as to
whether the request violates a network policy (110). The
network policy may include a system policy and/or an
application-specific policy.

[0026] For example, the request may include information
such as destination IP address, destination port, source
port and type of request (e.g., bind, connect, accept,
listen, send, receive, etc.). The network policy may
include application-specific rules such as
Application=Internet Explorer, destination port=Any,
destination address=Any, source port=80, request=Listen,
action=Allow. This rule states that the network policy
allows any inbound traffic for the Internet Explorer
application from any remote server through port 80. 1In
addition to permissive rules that specify allowed

communications, the network policy may also include



Application=Internet Explorer, destination port=Any, destination

addr ess=Any, source port=80, request=Listen, action=Allow. This rule
st at es t hato a3we7s3et wor k policy allows any inbound traffi cedmousoshzissnt er net
Expl orer application fromany renote server through port 80. In addition
to permssive rules that specify allowed communications, the network
pol i cy maptalisdivackutles 8t M&:-08H867847BahhSO3L D3hB5theestirechbye rul es
that specify communi cations that are not allowed (e.g., a Deny action).
[0027] &llobhedr ¢eegvedarpgugsacdoes)not violate the network policy, the
request is designated as authorized (115). Then, a comuni cati on channel

for theloeguegst isf enablede(¥28) regidsBDALESI hOE ¢0BLhBEEShe[ 0028] Rul es
simlar to the policy rule above may be dynamcally added to and renoved

froma netwerk pbliey, €hréveeqghesepes asdighesedcesmuntral-ieagchannel s.
Such filtering rules identify authorized network fl ows associated with

i nvoked (app) i, cathens. al BomiuhPcAei ¥R KnaAnehansel tABY reh8este@kEd by
speci fying an open channel for a network flow wusing five values: (1)

source éR;BUdRE$520( 2) aB8QUNERi PO  ng E3htdgsténation | P address, (4)
destination port, and (5) protocol” Additional and/or alternative val ues

may be gggdgyto Sﬁ@bééy%ﬁtai@afntsh@ﬁ@%ai@@%ﬁ%b&%nﬂagfhsecreati on of

an open channel, 1 nboun
dynamically added to and removed from a network filter

driver to open and close communication channels. Such
filtering rules identify authorized network flows associated
with invoked applications. In an IP network, a channel may
be created by specifying an open channel for a network flow
using five values: (1) source IP address, (2) source port,
(3) destination IP address, (4) destination port, and (5)
protocol. Additional and/or alternative values may be used
to specify an open channel.

[0029] Following the creation of an open channel, inbound
traffic that corresponds to the open channel is allowed,
whereas inbound traffic that fails to correspond to an open
channel is blocked in the monitoring state 105. Moreover,
outbound traffic may also be monitored in the monitoring
state 105, and disabled channels may also be created, such
as by using the Deny action discussed above. Blocked
traffic is monitored to detect an intrusion prelude, for
example, a system scan, a port scan and/or an operating

system (0S) fingerprinting. The blocked traffic may be



traffic that corresponds to the open channel is allowed, whereas inbound
traffic that fails to correspond to an open channel is blocked in the

noni t or i NnYos3&@ke4105. Moreover, outbound traffic nmay al sedreuswwmissred in
the nmonitoring state 105, and disabled channels nmay al so be created, such
as by using the Deny action discussed above. Blocked traffic is nonitored
to det e¢hegirachtforsipert yemeisuddatl epanexaripliplea coymtemcstamnsa port scan
and/ or an operating system (0OS) fingerprinting. The bl ocked traffic nay be
9 WO 03067847 "RAT/1IgSE3/0ateH i celtd cke dhaamefiat t(er.ns ,t hatl tsigdre nul tipl e
communi cations and/or nultiple communication channels (e.g., nultiple
TCP/ | P TTPAAST (SsiaosnCenmtionl CBndatrodoProtriodr HetinPrateeol ) connecti ons).

[ 0030] When an intrusion prelude is detected, a source of the intrusion

pr el ude Pirstiodedt) icores otiz2hg,) .For exanple, a source |P addresses nay be
extracted froma packet that is part of the intrusion prelude. This source

i s then[added to waemteh ihistsfion phrenredsed smeeicteticay Gl3Qurcands
nonitoring continues. Al packets fromthe identified source may then be

noni t or etleandtichedenpaekausiemiy beeahecked f(ansi)nt r gsi-oRxafipdRAt Wre(s) .
Additionally, multiple sources may be associated with each other, both in

i ntrusi ebupcel U@e addeeeektkomagnbel BxsBSEEUE Fi-olintr BoicRRrdetget iign, to

counter distributed attacks.
part of the intrusion prelude. This source is then added to
a watch list for increased monitoring (130), and monitoring
continues. All packets from the identified source may then
be monitored and these packets may be checked for intrusion
signature(s). Additionally, multiple sources may be
associated with each other, both in intrusion prelude
detection and in subseqguent intrusion detection, to counter
distributed attacks.
[0031] If a received request violates the network policy,
the request is designated as unauthorized (135). A
determination is then made as to whether the application
that generated the unauthorized request is behaving
abnormally (140). This determination may be based on the
number of unauthorized requests and/or on the severity of
the unauthorized request generated by the application. For
example, in one implementation, a single unauthorized
request may be treated as abnormal behavior by an
application. If the requesting application is behaving

normally, monitoring continues.
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[0031] If a received request violates the network policy, the request is
desi gnated as unauthorized (135). A determnation is then nmade as to

whet her tWe® @pptdscati on that generated the unaut horized rrEqUESB/O21SS
behaving abnornmally (140). This determ nation may be based on the nunber
of unaut horized requests and/or on the severity of the unauthorized
request [@@EIEr at edityn tdne appl i cat ian. bdoavesxaiopbenalbhypne lapeknent ati on,
a single unauthorized request may be treated as abnormal behavior by an
appl i catdit ot ind heor etiuesappiiapplocat & oinesedhebdvings) noanal | vy,

nmoni toring continues. 10 WO 03/067847 PCT/ US03/02185 [0032] Wen an

appl i cahdoit dehay esobioisal | yrFoR éemeplof thonaperiogtion wde lapplication
is increased (145), and nonitoring continues. For exanple, the application

My be a@dsedcd 0n awyeEiE 1146t £doinnt 1ded emsnidoLndgoof neekvdk k
conmmuni cations both to and fromthe application. This nonitoring nmay

i ncl udecsgrichtgi Packesshf oo ap@l feahi e SPETida€iontrughos signatures.
[0033] FIG 2Ais a block diagramillustrating a system inplenenting

i ntegr %&@if@ﬁﬂ%&n&ﬁ?iﬂéi@@edﬁéﬁﬁéﬂlﬂﬁg Pacleet yofkedappehiaei @0 includes a
net wor k st ack, ichis a set of |layered software nodul es inplenmenting a

def i nedsp g Of D€ 0l nist@6Kon THEgRLPREEs and conposition of layers in the
network stack will vary with machi ne and network

[0033] FIG. 2A is a block diagram illustrating a system
implementing integrated network intrusion detection. A
networked machine 200 includes a network stack, which is a
set of layered software modules implementing a defined
protocol stack. The number and composition of layers in the
network stack will vary with machine and network
architecture, but generally includes a network driver 205, a
network transport layer 210 (e.g., TCP/IP) and an
application layer 220.
[0034] An intrusion Aetection system (IDS) 230 may be
implemented between the network driver 205 and the network
transport layer 210 so that all incoming packets may be
monitored. Packet-level intrusion detection may be
implemented in an NDIS (Network Driver Interface
Specification) intermediate driver in a Windows environment.
In addition, the IDS 230 may have additional components 232
placed elsewhere in the network stack. System-level
intrusion detection may be implemented in one or more TDI

(Transport Driver Interface) filter drivers, and

11



architecture, but generally includes a network driver 205, a network
transport layer 210 (e.g., TCP/IP) and an application |ayer 220. [0034] An
i ntrusi onwdeis@etd4on system (1 DS) 230 may be inplenented lretmveses/orise
network driver 205 and the network transport |ayer 210 so that al

i ncom ng packets may be nonitored. Packet-level intrusion detection may be
i mpl enmedtoed lige taorNDieS e(INetmiorues iDmi \dert dattienf acy Spdcifliaadriten) in
internediate driver in a Wndows environnent. In addition, the IDS 230 nay
have ad@ing onalmagrempomporsi23? plplcek d welts dsfieve amd Adre jnettwains isteack.
System | evel intrusion detection may be inplenmented in one or nore TDI
(Transpéie Brpplercativer flayer 220t el .dr.i,verss paatd ol AMAD3/O67 847

PCT/ US03/ 02185 application-level intrusion detection may be inplenented in
one or noterdemeodebtspliaced just bel ow and/or just inside the
application |ayer 220 (i.e., as part of a network interface library).

[ 0035] Iffooaslappl iICabnopppavelatdempareril 23tponcnted 3as i Pafdediad he | DS
230, network services requested by applications 224 go to the

appl i capiaat- logvehecamgonent, 234 wolrk ServA%es lelsi ldh@yappl i cation-1 evel
conponent 234 knows which application requested which network service. In

a W ndowppapenationg Spat e@ envichen ickite cappliveat iRmpdrve! 2samponent

234 may be inplenented as a WnSock (W ndows
first. As a result, the application-level component 234
knows which application requested which network service. 1In
a Windows operating system environment, the application-
level component 234 may be implemented as a WinSock (Windows
Socket) Layer Service Provider (LSP) and/or as a TDI filter
driver. WinSock is an Application Programming Interface
(API) for developing Windows programs that communicate over
a network using TCP/IP.
[0036] Alternatively, or in addition, application-level
components 236 may be used for intrusion detection. Such
components 236 load and run with each new network
application 224 in an execution context 222 for that network
application. These components 236 may perform authorization
of network requests and application-specific intrusion
signature detection such that the processing time consumed
by these techniques affects only corresponding network
applications.
[0037] The networked machine 200 is coupled with a

network 240 that may provide communication links to a
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Socket) Layer Service Provider (LSP) and/or as a TDI filter driver.
WnSock is an Application Progranm ng Interface (API) for devel oping

W ndows pwapusaw®s4r hat communi cate over a network using TERIES030DB36]
Alternatively, or in addition, application-|level conponents 236 nay be
used for intrusion detection. Such conponents 236 |oad and run with each
new net aeckrappl bpatreonof2denhean2éeentli anpoorhextl22@tfoderhat4net wor k
application. These conponents 236 nay perform authorization of network
request sThadsapplkicst bparapeonf centatr as4Romagi gnaiude deteantirah such that
the processing tine consunmed by these techniques affects only

corr espsadungtpebwetkr.apphrtattoaterf008¥E1Ehaanebwotuked tachhae 200 is
coupled with a network 240 that may provide conmunication links to a 12
WO 03/ 06384Z3PCT/ UhB3£02318bt 3eculEkt yapperaygep hengykterdd and a potenti al
i ntruder 244. The security operation center 242 may include a central

securi tyofsétvelingVathous, akgtubel gvekssnay be wead t8 the skbGr28). These
alert levels may trigger heightened nonitoring states, cause alerts to be

sent tocpbeaBeeHr tkiteoperal i andgent eni4dreandfgingnbEi akewbergi ng of
network activity, locally and/or with the central security server, for

}2ﬁer f eeensieyanabysisy £RQ28F whenl Bhe238ntuntt kepsrasyasdyfas, c firewal |
for later forensic analysis.
[0038] The IDS 230 functions as a dynamic firewall for
the networked machine 200. The IDS 230 monitors network
traffic to block traffic that violates a network policy and
monitors blocked traffic to detect an intrusion prelude.
The IDS 230 monitors traffic from the potential intruder 244
when an intrusion prelude is detected. The IDS 230 may
track behavior of applications 224 using a network policy
that specifies behavior criteria (which may be application-
specific) to identify abnormal application behavior. The
IDS 230 may monitor traffic from an abnormally behaving
application 224a to identify an intrusion, including e.g. an
intrusion connected with a Trojan Horse in the application.
[0039] FIG. 2B is a block diagram illustrating a system
implementing integrated network intrusion detection. A
networked machine 250 includes a network stack, as described
above, and generally includes a network driver 255, a
network transport layer 260 (e.g., TCP/IP) and an

application layer 270. The networked machine 250 also
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t he networ ked nmachi ne 200. The IDS 230 nonitors network traffic to block
traffic that violates a network policy and nonitors blocked traffic to
det ect anwioni3rogss4on prel ude. The I DS 230 nonitors traffic FaQTowsoBlziss
potential intruder 244 when an intrusion prelude is detected. The IDS 230
may track behavior of applications 224 using a network policy that

speci fi eschebayian tnttesion (diedt my dyestappldratdod- ispecifitey to

i dentify abnormal application behavior. The |IDS 230 nay nonitor traffic
from ancatpwonemt &y doehbwt ngsiappletcatian 220a 4 oneicedtk f yrabfiat r usi on,
including e.g. an intrusion connected with a Trojan Horse in the

appl i cagntowrce 00RD] &hds a2Bapsl fedt Dok dibkgrantotdestzedi ng a system

i npl enenting integrated network intrusion detection. A networked nachi ne

250 i ncloges] a nethesk StasknemsSs desey ider, 2doveay angs peaeral fowdncl udes a
network driver 255, a network transport |ayer 260 (e.g., TCP/IP) and an

appl i cast afird @y 2HAh TReedeiyideete MRS TEs 250r@t SOxdmo MO 031467847
PCT/ US03/ 02185 includes an intrusion detection systemdivided into three

conponeiisrusibn &St Odr 088 @ChHf 280l ude NEINEFKe1 réddpénegnfiHer 282, and
an application rule enforcer 284. [0040] These conponents 280, 282, 284 may

resi de #dsf@Verin o EHLM Shodled Wiviea fofiaaiSriodid es: - Ratr exadpl e, the
i ntrusion detector 280 may include a kernel component that resides in a

first moghul e tihd hentel sk ddfdd s S OILRI0 may include a user
component that resides in a second module with the
application rule enforcer 284. Additionally, the
application rule enforcer 284 may be a component that is
invoked separately with each of multiple invoked
applications 274, as described above.
[0041] The networked machine 250 is coupled with a
network 290 that may provide communication links to a
central security server 292 and a potential intruder 294.
[0042] As each application 274 requests network I/O
service, the request is either authorized or rejected by the
application rule enforcer 284. If the request is
authorized, corresponding authorized communications 272 are
allowed to pass from the application 274 to the network 290,
and from the network 290 to the application 274. If a
request is rejected, this rejected request is communicated
to the intrusion detector 280.
[0043] If a request 276 is rejected, the intrusion

detector 280 may determine that an application 274a is

14



282, and the intrusion detector 280 also may include a user conponent that
resides in a second nodule with the application rule enforcer 284.

Addi t i onaioy3/oetsa7 application rule enforcer 284 may be a roanmysesenisst hat is
i nvoked separately with each of nmultiple invoked applications 274, as
descri bed above. [0041] The networked nmachine 250 is coupled with a

net wor Kog98v 1 rptabreyr i O deared Nt i Lrad hodt dnk ndescd e Z@Mtmay tSesurity
server 292 and a potential intruder 294. [0042] As each application 274

I equestisedied Widiki 14 n$ esvh&e, cdhtut Beiteisdng L 88 ther e heusgesk or rej ect ed
by the application rule enforcer 284. If the request is authorized,

cor r espasish N adhorized comgin&@t ¢ Doise 2 febomiiteor hd oyed to pass fromthe
application 274 to the network 290, and fromthe network 290 to the

appl i catdfutiidatidn 2 TEaBStihFoT R ettt i Adi Sor €486t Pt poest is
comuni cated to the intrusion detector 280. [0043] If a request 276 is

rej ect eghed @i d MAUSIObN C@é#@étﬂﬁr@@,o wecrdelsf mbdedghahi & Bppl i cation
274a is 14 WD 03/067847 PCT/ US03/ 02185 behavi ng abnormally, and the

i ntrusippp el ecton 280 ddy: tdensebedi 1y, E-tF idgp ot her communi cati ons 278
for the suspect application 274a. This additional nonitoring of

comuni EREAPNS 278 dTBYe d YOk Vie- SRELKI D1 10 e 2P 3 GRbh DFsr§ PEGddth Snd Nt T USi ON

si gnatures, which may be dynam cally
network traffic. If an inbound communication 262 fails to
correspond to an authorized request (i.e., the inbound
communication was not effectively pre-approved by the
application rule enforcer), the communication is dropped
(i.e., blocked from passage to another layer in the network
stack). Additionally, the network traffic enforcer 282 may
monitor outbound communications in a similar manner. For
example, the network traffic enforcer 282 may check all
packets (both from‘the network 290 and from the applications
274) to see 1f they match a channel opened by the
application rule enforcer 284.
[0045] Moreover, the network traffic enforcer 282 may
also drop other communications in a manner similar to a
firewall. For example, the network traffic enforcer 282 may
drop malformed packets and packets used for system scanning
(e.g., ICMP (Internet Control Message Protccol) echo
requests) . Communications that are dropped by the network

traffic enforcer are sent to the intrusion detector 280.
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| oaded fromthe central security server 292. [0044] The network traffic
enforcer 282 nonitors incomng network traffic. If an inbound

comuni canioons/d@7fails to correspond to an authori zed r equesl03f2188., the
i nbound communi cation was not effectively pre-approved by the application
rule enforcer), the communication is dropped (i.e., blocked from passage

t o anotfheurejayer TiHa tihe ruetwer Ketsicack) 2 sdddixamdmald ythet erapetewbrk traffic
enforcer 282 may nonitor outbound comrunications in a simlar manner. For

exanpl eorih@ ikeitweis taflibok erfroreeite2dd mEynehdely ald irpacieston (both from
the network 290 and fromthe applications 274) to see if they match a

ChanneEx%Q%@%d byrdrhexaaprle, C &theoA it i Aleteict2d4 2d00dh] Mdakeover, the
network traffic enforcer 282 may also drop other communications in a

nanner s lidhalt dnd Rearfd r@Wa.l,. piel)expaie . sdahes net.\work tarfdvre enf or cer
282 may drop mel fornmed packets angipackets used for system scanning (e.g.,

| CVP (| (Rt RfelonGanition ) Veagage thr atraedlgheRnho eticeqyesis) .ogCommuni cat i ons
that are dropped by the network traffic enforcer are sent to the intrusion

det ect @r 280, 15 MAL3/ g%%én%@};/ WS03/R218k r LOQA4G 1Thedrdwsi on det ect or

280 exam nes "the dropped comunications to look for patterns signaling an
I ntr us's%%nrﬁrn%l %%ra'"—tﬂ'bn%x%lﬁplae1sytsl%%ni,morru$da@d_%cg%trsﬁ;e&tnﬁrss%%%§my l ook for
e. -

syst em scans g., ping), port Scans (e.g.,
before an intrusion is launched. These operations may be
detected by the intrusion detector 280 as an intrusion
prelude.
[0047] Additionally, the intrusion detector 280 may
encourage these operations by generating fabricated
responses to the dropped communications to catch the
intruder 294. A fabricated response to blocked traffic may
be used to gain knowledge about a potential intruder and
their system for later use. For example, by selectively
generating one or more fabricated responses to blocked
inbound traffic, which would otherwise be blocked silently,
significant information concerning a potential intruder’s
system and network may be obtained for use in later forensic
analysis. If the potential intruder later turns out to be
an actual intruder, this collected information may be
associated with the detected intrusion and may be especially
useful, such as for use in prosecution of the intruder

and/or other legal action (e.g., legal action requiring an
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(synchroni zation), TCP-FIN (finished), etc.), and OS fingerprinting.
Frequently an intruder 294 will perform scanning operations on a system
or nmake swoe3me®Ereps, before an intrusion is |aunched. THOI%ES08PEISAL i ONS
may be detected by the intrusion detector 280 as an intrusion prelude.
[0047] Additionally, the intrusion detector 280 nmay encourage these

oper at iiantsrudeenenat ¢ Nge f adsitwisde Praespansessro tdetahoppedion,

comuni cations to catch the intruder 294. A fabricated response to bl ocked

traffi guay adeldsethd of @aire kiwetgesaboites potent | ahtiwder)der and
their systemfor |ater use. For exanple, by selectivelyy generating one or

nore fafyjast ed nESRENSEsihordd Rekes-eluthound déwddted, Wwheh woul d
ot herwi se be bl ocked silently, significant i nf or mat i on concerning a

pot ent il Hid Fdtdede SectsySt £40 b et ki feys hendbtag NedefHra use in |ater
forensic analysis. If the potential intruder later turns out to be an

actual dftrddesgatdis £0F1egd ethi Al Bl d oAb deindSseshaiBeggW th the
detected intrusion and nay be especially wuseful, such as for use in

prosecutd on,of cdtheod 1t FHARTcnAN U Al hes d@@@éta&ﬁlﬂw@sg@n. | egat action
requiring an 16 WO 03/067847 PCT/U803/02185 intruder's Internet Service

Provi defy, {37, tiohd aﬁ%%@i&@ detSielb RS2 R AP G d T Er et Wor k- Sfryi ces to

t he |ntruder) [ 0048] When an intrusion prelude is detected, the
potential intruder to look for packet level exploits such as

launching intrusions using packet fragments (e.g., tear
drop, Boink, etc.). Thus, the intrusion detector 280 may
support packet reassembly to detect fragmentation related
intrusions.

[0049] If the intrusion detector 280 detects an intrusion
(e.g., a packet exploit), it may block the traffic and/or
report the intrusion to the central security server 292.
Additionally, the intrusion detector 280 may log the
communications associated with a detected intrusion and
intrusion prelude for forensic analysis.

[0050] FIG. 3 is a combined flowchart and state diagram
illustrating a method of servicing network requests in an
application rule enforcer (ARE) component of an integrated
network intrusion detection system. The method begins when
an application and the ARE component are invoked (300). The
ARE component then identifies the invoked application (305).
[0051] To do so, the ARE component may determine the full

path (directory and file name) of the loading application
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intrusion detector 280 then identifies and registers a source address for
the intruder 294 and begins exam ning conmunications fromthat source to
det ect anwiond3rog®s4on. For exanpl e, the intrusion detector PRAQUSW@Y218at ch
traffic froma potential intruder to | ook for packet |evel exploits such
as launching intrusions using packet fragnments (e.g., tear drop, Boink,
etc.). dhasytdihesi bt raisj onC débPeogoam 280 esfApslppariopAcket reassenbly to
detect fragnmentation related intrusions. [0049] If the intrusion detector
280 detaspbi@atidi remseon, 4€eagine anpaicked exptont)iont emyodyook t he
traffic and/or report the intrusion to the central security server 292.
Addi t i otiad | 3ppl reat b use of. det&ep b c2BTomeyxe 0y tdeidenthiini clat i ons
associated with a detected intrusion and intrusion prelude for forensic
anal ysi sppl 0850 oif) Gnd/ b8 ma g otbd fiechd dlowehas t 1 dat S At et tomge airh
illustrating a nmethod of servicing network requests in an application rule
enf or cef i [ ARRopenpDae i nBbrdit 1 ok coF@diedas NEAM®) ksl né rasd ovegei@ct i on
system The net hod begi ns when an application and the ARE conponent are

i nvokedn ey . THeamARME orponeathihen neenidtiess they i tvekede appl i cation
(305). [0051] To do so, the ARE conponent may determne the full path

(di rectosy1 @il fd lies fame)n@f 1 dhecd ogish NgoFPRbd €8dHh 08 d:le WD AS1HETS47
PCT/ US03/ 02185 executable (e.g., "C /Program Fil es/ Application/

generate a condensed representation (or hash value) of the
executable. This hash value may then be compared with
predefined hash values for known applications to identify
the invoked application.

[0052] The hash function may be a message digest
algorithm with a mathematical property that effectively
guarantees that for any size message, a unique value of a
fixed size (e.g., 128 bits) is returned. The hash function
may be part of a standardized message digest specification
(e.g., Secure Hash Standard (SHA-1), defined in Federal
Information Processging Standards Publication 180-1).

[0053] Once the invoked application is identified, an
application-specific network policy is loaded (310). This
network policy information may be loaded from a local
repository and/or from a remote repository of network poligy
information (including dynamic loading from the remote
repository to the local repository to keep the network
policy information up to date as network policies change) .

Then, the ARE component enters an idle state 315.
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application.exe"), exam ne machine instructions enbodying the application
(e.g., "application.exe") to identify the application, and/or may
crosschecwa dsios7s4dent i fi cation with file properties inforroarvseso2zssch as
nane, size and version nunber. Exam ning the nmachine instructions may

i nvol ve applying a hash function to the application's executable to

gener at | gs £londengesh rLpiasantiatl an fajudmsh v aldty wf dhe execut abl e.
Thi s hash value may then be conpared with predefined hash val ues for known
appl i catgginscd i dlenind Yredussi nwwkeshpnpdd cattdlorchd G52l iddweidrash functi on
may be a nessage digest algorithmwth a mathenatical property that

ef f ect igtpd i £ R8s ddiatef o3 Ay, Size HRs SRde.cyd iigiei smiae of a
fixed size (e.g., 128 bits) is returned. The hash function may be part of

a standeygized; essags diaesti Spacidicat | Qre ) @disporRaatlr 8 Hash St andar d
(SHA-1), defined in Federal |Information Processing Standards Publication

180-1) .nd00531g %eoﬁé}? 4 nvokedappld@at | ol st td fi£dnesHhge

application-specific network policy is |loaded (310). This network policy

| nfor M phdraye e doaded, f{pm adocdl 15 eRppidDly andorcd nip@, renot e

repository of network policy information (including dynam c |oading from
the rempig ; OPOS 105 Vaddfrddle, | DG s 8RASI P60 HRER thiotsdawork  policy

information up to date as network policies change). Then, the ARE

conponent,- egggrgp&ped dhestate 315, 18
[0055] If the policy is not satisfied, an intrusion
detector component is notified of the rejected request
(335). Alternatively, the notice may be that the
application is behaving abnormally. For example, a single
violation of network policy may be considered abnormal
behavior for the application. Alternatively, the
application-specific network policy may be multi-tiered,
such that certain violations are logged, but repeated and/or
more gevere violations of network policy constitute abnormal
application behavior.
[0056] Such policies may include configurable thresholds
for one or more characteristics of network communications.
The configurable thresholds may be set directly by the
intrusion detector, and/or by a network administrator, after
analysis of communication statistics for the application.
Thus, network administrators may set the configurable
thresholds, such as by including them with intrusion

signatures provided by security service providers, and/or
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WO 03/ 067847 PCT/ US03/02185 [0054] Wien a network 1/0O request is made by
the application, the request is conpared with the application- specific
net wor k pwela @ye(320). If the policy is satisfied (325), a@arewsesnkssraffic
enforcer (NTE) conponent is notified to open a channel (330). For exanple,
a nessage may be sent specifying a source |IP address, a source port, a
dest i natfieoredit iafldrasise Ehrestio et inety oy tawerwd corpfichacedld orsudie opened
channel . [0055] If the policy is not satisfied, an intrusion detector
conponeyy bys matiddechpicdiiuliejacicrt ragiess a (B3hnedNdimeaati vely, the
notice may be that the application is behaving abnormally. For exanple, a
singl e wiHidwat i on of network policy may be consi dered abnormal behavi or
for the application. Alternatively, the application-specific network

policy mpyshe Mulyied i & &Shen LHhridiati Saricidn vilanmnsaglagged, but
repeated and/or nore severe violations of network policy constitute

abnor malg APl cad | 9N hehavi s 1 PQERInch ) ) ci es may i ncl ude
configurable thresholds for one or nore characteristics of network

conmuni GRidans.  Fhe, confd qurable {1y eshalds e Selcdidfeddam by the

intrusion detector, and/or by a network adm nistrator, after ~analysis of
Commniiclaﬂ%dﬂ ald st 'rﬁétﬂ&% die qgﬂf:ﬁ'?é | Q0 wo IO USoml §1 MR thi BT i strators
may set the con |é%rab e t reshgl s, such as by including themwth
intrugé”hetwork traffic enforcer (NTE) component of an integrated
network intrusion detection system. The method begins in a
monitoring state 400, where communications are monitored to
block unauthorized communications. When a notification of
an opened channel is received, the opened channel is added
to an authorization list (405), and monitoring continues.
[6059] When an unauthorized communication is received, a
copy of the communication is sent to an intrusion detector
component (410). Then the unagthorized communication is
blocked (i.e., dropped) (415), and monitoring continues.
When a notification of a closed channel is received, the
closed channel is removed from the authorization list (420),
and monitoring continues. Thus, network communications that
have not been pre-approved by the ARE component are blocked
and copied to the intrusion detector.
[0060] FIG. 5A is a combined flowchart and state diagram
illustrating a method of detecting intrusion preludes and
intrusions in a first detector component of an integrated

network intrusion detection system. The method begins in an
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signatures provided by security service providers, and/or 19 WO 03/067847
PCT/ US03/ 02185 the configurable thresholds may be auto-configurable, such
as by nonwoonsioagg4comruni cations during a defined tinme w rawsoponB3] Wien
an open channel is closed, the NTE conponent is notified of this closing
channel (340). [0058] FIG 4 is a conbined flowhart and state diagram

i |l ustriafliengayetduad ofwHdd terdng-keel wanknodroamicrationsedaivead net wor k
traffic enforcer (NTE) conmponent of an integrated network intrusion

det ect iion isy sireBkether setirad-bemprdl e Matdaariang(siHEt € 40h wher e
comuni cations are nonitored to block unauthorized conmunications. Wen a
notifi ettt madn iopenetk dcarl egRinmededrhearopered channel is added
to an authorization list (405), and nonitoring continues. [0059] Wen an
unaut horizpd-emuitigation is received, a copy of the communication is
sent to an intrusion detector conponent (410). Then the unauthorized

communi gafdiqn i s a klipcked d infle & RADNIGALIE AN DAL ng conti nues.

When a notification of a closed channel is received, the closed channel is

renoved,,fd19/ad hey athonizatdan | i ste (A420) 2 ARt trddigconti nues. Thus,
net wor K conmruni cations that have not been pre-approved by the ARE

conponeqd: e il acked randh,Gapi &d 4 dde il Anetaet e 060] FIG SA
is a conbined fl omchart and state di agram

(515). If so, a fabricated response is generated and sent

to the potential intruder (520). Then, or if a fabricated

response wag not needed, the present communication activity

is logged for future use in detecting intrusion preludes

(525) .
[0062] If an intrusion prelude is detected, the source of
the intrusion prelude is identified (530). The identified

source 1s a potential intruder, and thus communications from
the potential intruder are monitored in an active monitoring
state 535. This active monitoring may involve checking for
packet level exploits, such as intrusions using packet
fragments, as described above. When a blocked communication
is received, it is checked for intrusion prelude patterns,
as before (505). Thus, additional sources may be added to a
list of potential intruders to be monitored in the active
monitoring state 535,

[0063] If an intrusion is detected, a remedy is provided

(540) . For example, the intrusion activity may be logged,
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illustrating a method of detecting intrusion preludes and intrusions in a
first detector conponent of an integrated network intrusion detection
system Th® setsad begins in an 20 WO 03/ 067847 PCT/ US03/ (xud&Eso3foziise st at e
500. When a bl ocked communication is received, it is checked for intrusion
prel ude patterns (505). Such patterns may include system scan, port scan
and OStHd ngesfridntiang.bd QA1) Awiteckndssursde ay dst esrmpheyeéd an i ntrusion
prelude is present (510). If not, a check is made to determne if a

responsthd fomegded d:a engowagemn idty usrurdiihb)opdfatsioon acdmater cat ed
response is generated and sent to the potential intruder (520). Then, or
if a fafyjeat ed rRPYPIEE WEEI MY Heeded.addes esem  Ldemiit ted i on
activity is logged for future use in detecting intrusion preludes (525).

[0062] ddu-adke | "MHUSIHE g8 dde-d Sy iief erdethhd heo sl ces dfogdd® faut r usi on
prelude is identified (530). The identified source is a potential

i nt r uderge ady fUs COMAHYE Gatd asuddOBpddier ROt @b ity r fisherciage
nonitored in an active nonitoring state 535. This active nonitoring may

i nvol ves qhecking J@Jmir%?cce!@_ti)é@y)e.l expl i, 1S Ut asadtt sMsiONS Usi ng
packet fragnents, as described above. When a bl ocked comrunication is

ocel VIR SRS Ml SRS Pt oo et or e (305

method returns to the idle state 500.

[0065] FIG. 5B is a combined flowchart and state diagram
illustrating a method of detecting intrusions in a second
detector component of an integrated network intrusion
detection system. The method begins in an idle state 550.
When an unauthorized request occurs, the unauthorized
‘request is compared with one or more configurable thresholds
(555) . These configurable thresholds specify the type
and/or number of requests that constitute abnormal
application behavior. The configurable thresholds may be
set ag described above.

[0066] A check is then made for abnormal behavior (560).

If the application is not behaving abnormally, the
unauthorized request is logged for later use (565). If the
application is behaving abnormally, monitoring parameters
for the application are loaded (570). These parameters may
include application-specific intrusion detection signatures.
[0067] Then, a monitoring state 575 is entered, in which

network communications for the application are monitored
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|ist of potential intruders to be nonitored in the active nonitoring state
535. [0063] If an intrusion is detected, a renedy is provided (540). For
exanpl e, Woeosioats4asi on activity nmay be | ogged, 21 WO 03/ ®&nBS03/02185

PCT/ US03/ 02185 the traffic may be cut, counterneasures may be enpl oyed
and/or an alert may be sent to a security operation center. [0064] If a

pr e- defugiaty tilee ebapsd pdramateddentif isad istoowsieon the deoretosdd activity
for the source is logged for |I|ater analysis, and the source-specific

moni t ordengedyorid hetovsded ce4 ) I ermmadetnfBdb)thd fidthissient he | ast source
being nonitored in the active nonitoring state 535, the nethod returns to

t he i dle-tstattey 900, HO0ER)gdd G LibB dsaBf comunase fdwwchart and state
diagram illustrating a nmethod of detecting intrusions in a second

det ect olripane duds amy e d et Nk amtalustOma@dabecsdnn syst em
The met hod begins in an idle state 550. Wen an unauthorized request

OCCUr S,a tde- heisd Zeeh ot @ERteSdr | S T ar&tkdy thawne= or nore confi gurabl e
threshol ds (555). These configurable threshol ds specify the type and/or
nunber HpIratiesss-dh@di cionstitute abnormal application behavior. The
configurable thresholds may be set as descri bed above. [0066] A check is

t hen rm,]qﬁ,g‘gar abnor mal o hefei g (560 -e1ddsdde APRInLatian is not behaving

abnormal ly, the
intrusion is detected, the monitored communications for the
application are logged for later analysis (585). Then, the
method returns to the idle state 550.
[0069] Although FIGS. 3 to 5C show methods being
performed in four separate components, these methods may
also be combined into a sgingle component or two or more
components. For example, a first component, being a
combination of the NTE component and the first intrusion
detector component, may perform a combination of the methods
shown in FIGS. 4 and 5A. A second component, being a
combination of the ARE component and the second intrusion
detector component, may perform a combination of the methods
shown in FIGS. 3 and 5B.
[0070] Various implementations of the systemsg and
techniques described here may be realized in digital
electronic circuitry, integrated circuitry, specially
designed ASICs (application specific integrated circuits),
computer hardware, firmware, software, and/or combinations

thereof. These various implementations may include
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unaut hori zed request is logged for later use (565). If the application is
behavi ng abnormal ly, nonitoring paranmeters for the application are |oaded
(570). Thexeosparsameters may i nclude application-specifi c RAYUIOSODISS
detection signatures. [0067] Then, a nonitoring state 575 is entered, in
whi ch  network conmuni cations for the application are nonitored 22 WO

03/ 067 84np 1IRGEHISEN R 185 onssicny nidie |cxaged qanametesnss dHatarmyentrusion is
detected, a renedy is provided (580). For exanple, the intrusion activity

may be dxeggathbilidia ttafdierdaBle bt eutproqmumisdyine asuytasn naye lhelirgken,
and/or an alert may be sent to a security operation center. This renmedy

my be arapRlddatdanspagdimtabldHRlcdFsar prvedet neds theresmapslesyr i n whi ch
no intrusion is detected, the nonitored conmuni cations for the

appl i cfdren-ar euaand, feuddetanalasive (RED) andemsthetimidhod returns
to the 1dle state 550. [0069] Although FIGS. 3 to 5C show net hods bei ng

per for e N i S eRArali € TRANGHS i ddesevmidodso My swdsmde conbi ned
into a single conponent or two or nore conponents. For exanple, a first

componefisc hei it a Lbid i o f ddhie NIE pamanentasndddendtigud i ntrusion
det ect or conmponent, may perform a conbination of the nmethods shown in
FIGS. fand oA A second conponent, being a conbination of the ARE
conponent and the second intrusion

[0071] FIG. 6 is a block diagram illustrating an example
data processing system 600. The data processing system 600
includes a central processor 610, which executes programs,
performs data manipulations and controls tasks in the system
600, thereby enabling the features and function described
above. The central processor 610 is coupled with one or
more communication busses 615.

t0072] The data processing system 600 includes a memory
620, which may be volatile and/or non-volatile memory, and
is coupled with the communications bus 615. The system 600
may also include one or more cache memories. These memory
devices enable storage of instructions and data close to the
central processor 610 for retrieval and execution.

[0073] The data processing system 600 may include a
storage device 630 for accessing a medium 635, which may be
removable. The medium 635 may be read-only or read/write
media and may be magnetic-based, optical-based or magneto-
optical-based media. The data processing system 600 may

also include one or more peripheral devices 640 (1) -640(n)
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detect or conmponent, may perform a conbination of the nmethods shown in
FIGS. 3 and 5B. [0070] Various inplenentations of the systens and

t echni quewadBsaersdbed here may be realized in digital el e®amowsos/ozisscuitry,
integrated circuitry, specially designed ASICs (application specific
integrated circuits), conmputer hardware, firmmvare, software, and/or

conbi natea@insscttiherigof .dehhisses vad 0 Jousaridrpiresrert atdonscaormyrohicdusde 23 WO

03/ 067847 PCT/ US03/02185 inplenmentation in one or nore conputer prograns

t hat arsndgxecd=adieadsd nter prsiaid enoni rec arfegreanimahttel qyst ermliencl udi ng  at

| east one programmabl e processor, which may be special or general purpose,
coupl edidi dear ed e mikat dbearngid itStonad insradd algviarek tand rededind tasdat a and
instructions to, a storage system at |east one input device, and at |east
one outquBcridt oD dihdd Gtdrdge araactiadagramdddrtsdd atritg an
exanpl e data processing system 600. The data processing system 600

i ncl udesnputc evidde Pracesisoroddiut Wi weilceaxecut es prograns, perforns data
mani pul ati ons and controls tasks in the system 600, thereby enabling the

featurego@ngd funcidonsfasas ided mapouthdie GRIMtU@ DIESRRSOIcLldb S
coupled with one or nore comruni cation busses 615. [0072] The data

pr ocessi N spteem AP0 W AES] RrdTeiBHtvaR2indMiLin ey the vol atile and/ or
non-vol atile nenory, and

transferred, in the form of gignals 654 over a channel 652,
between the system 600 and external devices, networks or
information sources. The signals 654 may embody
instructions for causing the system 600 to perform
operationg. The communication interface 650 may be a
network interface designed for a particular type of network,
protocol and channel medium, or may be designed to serve
multiple networks, protocols and/or channel media.

[0075] The system 600 represents a programmable machine,
and may include various devices such as embedded controllers
and Programmable Logic Devices (PLDg). Machine instructions
(also known as programe, software, software applications or
code) may be stored in the machine 600 or delivered to the
machine 600 over a communication interface. These
instructions, when executed, enable the machine 600 to
perform the features and function described above.

[0076] As used herein, the term “machine-readable medium”
refers to any medium or device used to provide machine

instructions and/or data to the machine 600. The various
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is coupled with the communi cations bus 615. The system 600 nmay al so

i ncl ude one or nore cache nenories. These nenory devices enabl e storage of
i nstruct i woso3@maB4dat a cl ose to the central processor 610 Havusvemziseval and
execution. [0073] The data processing system 600 nay include a storage
devi ce 630 for accessing a nedium 635, which nmay be renovable. The nedi um
635 mayinhe anead-anilon o rdgsadi/ivwd tadbovee disarearick am\p dees aregprkthyc -wras ed,
opti cal -based or magneto- optical -based nedia. The data processing system
600 mayf adxsongIneldides ordmatorie nperd tpher.al Tews cesctO( 1) - 640(n) 24 WO
03/ 067847 PCT/ US03/02185 (collectively, devices 640), and one or nore

cont r oldr@¥sd i et Dmapd gy aricHior fireoBabpy dtdre arel fawiaid orisaiidhe

devi ces 640 nay be additional storage devices and nedia as described
above, other storage interfaces and storage units, input devices and/or
out put devices. [0074] The system 600 may further include a conmunication
interface 650, which allows software and data to be transferred, in the
formof signals 654 over a channel 652, between the system 600 and
external devices, networks or information sources. The signals 654 may
enbody instructions for causing the system 600 to perform operations. The
communi cation interface 650 may be a network interface designed for a
particul ar type of network, protocol and channel medium or may be
designed to serve
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mul ti pl e networks, protocols and/or channel nedia. [0075] The system 600
represents a programmabl e machi ne, and may include various devices such as
enbedded wani3roetd4ers and Progranmabl e Logi ¢ Devi ces ( PLDPCT/D46k2188
instructions (also known as prograns, software, software applications or
code) may be stored in the machine 600 or delivered to the mnachine 600
over a communication interface. These instructions, when executed, enable
t he maginare i@0Qt0 mageerdor mthe features and function descri bed above.

[ 0076] "AS used herein, the term "nmachi ne-readable nmediun refers to any

nmedi um or devi Cew%%fbﬂi%eofi%@ném@a Rt HIE g iisiand/ or data to the
machi ne 600. The various 25 03/ 067847 PCT/ US03/0218 i npl enent ati ons

descri bed a%\é%ihﬂ‘gﬁ]%hegt%s%ﬁ%éﬂwdﬁd’ R XA 8. A0 Sk ot

limtation. Thus, er ~enbodi nents may be within the scope of the

fol I oweng £ 1A MBvorefy W3 A/ Qe484y, PCT/ US03/ 02185 What is clained is: 1. A
machi ne-i npl enmented net hdd conprising: receiving requests for network

communi cat i QL IRQIMINGES, ddLPAR il AR, appliitatiin i wel addudds
desi gnating each of the recéeived requests as authorized or unauthorized

based qn ap, 3R L8 | QR G RE s R iaqy;aﬁﬂqmation—

specific network policy; and
monitoring inbound network communications, based on the

authorized requests, to detect an intrusion.

2. The method of claim 1, wherein monitoring inbound
network communications comprises:

blocking the inbound network communications that fail
to correspond to an authorized request; and

monitoring the blocked inbound network communications

to detect an intrusion.

3. The method of claim 2, wherein monitoring the
blocked inbound network communications comprises:

examining the blocked inbound network communications to
detect an intrusion prelude;

identifying a source for a detected intrusion prelude;
and

initiating monitoring of inbound network communications

from the identified source.
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moni toring i nbound network communi cati ons, based on the authorized
requests, to detect an intrusion. 2. The nethod of claim 11, wherein

noni t ori nya o3wewsad net wor k communi cati ons conpri ses: bl oddmgsoBlziss nbound
network communi cations that fail to correspond to an authorized request;
and nonitoring the bl ocked i nbound network comuni cations to detect an
intrusion. 3. The nmethod of claim2, wherein nonitoring the blocked

i nbound networ k conrmuni cati ons conprises: exam ning the bl ocked i nbound

net wor k conmuni catieOnsetiitnd def agiaian 3 Ntwhistaaim pexedmdeing demt i fyi ng a
source for a detected intrusion prelude; and initiating nonitoring of

i nboundb IR K gyl i et werls cdnimaum i deet i alenta el sedircescRidND 03/ 067847
PCT/ US03/ 02185 4. The nethod of claim 3, wherein exam ning the bl ocked

i nbound: gietpma te EOIMBTH G 1h @ NEU IGOIMINd Sesmelecdd tigond or patterns spanni ng
mul tiple comuni cations. 5. The nmethod of claim4, wherein nonitoring the
bl ocked i nbound network comruni cations further conprises generating
fabricated responses to the bl ocked i nbound network comruni cations. 6. The

met hod of clai m 3mahgdEhdy tde Jmid of | Nhdfein monitoring the
blocked inbound network communications further comprises
generating fabricated responses to the blocked inbound

network communications.

6. The method of claim 3, wherein the monitoring of
inbound network communications from the identified source
comprises checking the inbound network communications from

the identified source for packet-level exploits.

7. The method of claim 1, further comprising
increasing a monitoring level for network communications for
the invoked application in response to one or more

unauthorized requests.

8. The method of claim 7, wherein increasing a
monitoring level for network communications for the invoked
application comprises initiating monitoring of the network
communications for the invoked application using an

application-specific intrusion signature.
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i nbound networ k conmuni cations fromthe identified source conprises
checki ng the i nbound network communi cations from the identified source for
packet - | ewel 03@6pi40i ts. 7. The nmethod of claim 1, further campusosiorigs
increasing a nonitoring |level for network conmunications for the invoked
application in response to one or nore unauthorized requests. 8. The

met hod of clai m 7Thahesehadi ofreasimgs o fubthéorcogptkeyehgf or net wor k
comuni cations for the invoked application conprises initiating nonitoring

of the he&tmolkyigonmai Cavbeas applidetiowokederppi hiagi ansasiof an
application-specific intrusion signature. 28 WO 03/067847 PCT/ US03/ 02185

9. The ieiheeeofogs abmbSdyingt bee corpkesi agplieatidying the invoked
application by exam ning a set of instructions enbodying the invoked

application. 10. The nethod of claim9, wherein nonitoring of the network
communi cations for the invoked application conprises nonitoring in an

i ntrusion dei@ctiphe SystBOHCOAPONE 9] NVIRKesdi i hdntberinyokedeiagpl i cati on.
11. The method of claim 10, wherein the intrusion detection system

conponentt @il t Bemhiiy 0kedi 8R! FSAL0E 1Mok & t HbPl fcst DEhecexBEUEEON
context. 12. The method of claim9, wherein examning the set of
I NSt ruchs@NS- LoD 18€8n intrusion detection system component

invoked with the invoked application.

11. The method of claim 10, wherein the intrusion
detection system component and the invoked application run

within a single execution context.

12. The method of claim 9, wherein examining the set
of instructions comprises:

applying a hash function to the set of instructions to
generate a condensed representation; and

comparing the condensed representation with existing

condensed representations for known applications.

13. A machine-implemented method comprising:

identifying an invoked application;

receiving requests for network communication services
from the invoked application;

selectively designating each of the received requests

as authorized or unauthorized based on an application-
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applying a hash function to the set of instructions to generate a
condensed representation; and conparing the condensed representation with
exi sting woorsderssed representations for known applicati on®CTIB03/H2185

machi ne-i npl enented net hod conprising: identifying an invoked application;
recei ving requests for network conmmuni cation services fromthe invoked
appl i caspeni f sel estwoek ypdesegnati ng each of the received requests as

aut hori zed or unauthorized based on an application 29 WD 03/ 067847

PCT/ US03/ 021i8bocispegi f£hisoumed woe kweok | cymminh bekt hons nbloaindf ast woe k

comuni cations that fail to correspond to an authorized request;

nmoni t or ¢ ogré feodd ok edn | aboluodl ped woedkuesiuni cati ons to detect an
intrusion; and initiating nmonitoring of network comunications for the

i nvoked applteritoningi fige anl apped chtbomd pestbork i adbmusnboat sognat ure in
response to one or nore unauthorized requests. 14. The nethod of claim 13,
wher ei nc oAkt OFt Ngn t et rb D6k edahdbound net wor kK conmuni cati ons conpri ses:
exam ni ng the bl ocked i nbound network comuni cations to detect an

i ntrusion prehigestigenhbhytsging SOErtectork acsetest edt i ohe usoéontipes el ude;
and
invoked application using an application-specific intrusion

signature in response to one or more unauthorized requests.

14. The method of claim 13, wherein monitoring the
blocked inbound network communications comprises:

examining the blocked inbound network communications to
detect an intrusion prelude;

identifying a source for a detected intrusion prelude;
and

initiating monitoring of inbound network communications

from the identified source.

15. The method of claim 14, wherein identifying the
invoked application comprises examining a set of

instructions embodying the invoked application.
16. The method of claim 15, wherein examining the

blocked inbound network communications comprises checking

for patterns spanning multiple communication.
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initiating nonitoring of inbound network communi cations fromthe
identified source. 15. The nethod of claim 14, wherein identifying the

i nvoked apul 03patd40on conpri ses exam ning a set of i nstructhamssosnbissyi ng
the invoked application. 16. The nethod of claim 15, wherein exam ning the
bl ocked i nbound network communi cati ons conprises checking for patterns
spanni ng nuhti,.pl eheomatthiodabiforl a3t W6, 08heG2847 me@Ltd30302185 17. The
nmet hod of claim 16, wherein nonitoring the bl ocked i nbound network
comuning alcikeds ihwouher nesnpiiks esmmaedenationg fabtheat edmpesgesses-to t he
bl ocked i nbound network comuni cations. 18. The nethod of claim 15,

wher ei Bt 0hibN a0k i caftledu ie spehweik too kenbdaickeds ifntemriche i denti fi ed
source conprises checking the inbound network conmunications from the

i dent i hieeehosRUEeRNLRN cRaGlkels-.| evel exploits. 19. The nethod of claim 18,
wherein exam ning the set of instructions conprises: applying a hash
function to the set of instructions to generate a condensed
representation; and conparing the condensed representation with existing

condensed rgpreseniaticensd & kiewm app! wkaiiedms me2Q.tckiegreithod of claim
19, wherein monitoring of the network comunications for the invoked
appl i catiRREOMRELSS8% communications from the identified source

comprises checking the inbound network communications from

the identified source for packet-level exploits.

19. The method of claim 18, wherein examining the set
of instructions comprises:

applying a hash function to the set of instructions to
generate a condensed representation; and

comparing the condensed representation with existing

condensed representations for known applications.

20. The method of claim 19, wherein monitoring of the
network communications for the invoked application comprises
monitoring in an intrusion detection system component

invoked with the invoked application.
21. The method of claim 20, wherein the intrusion

detection system component and the invoked application run

within a single execution context.
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nonitoring in an intrusion detection system conponent invoked with the
i nvoked application. 21. The nethod of claim20, wherein the intrusion
det ect i onwgymstosra4conponent and the i nvoked application rurrctwdoBiomisa si ngl e
execution context. 31 WD 03/067847 PCT/US03/ 02185 22. A system conpri sing:
an application network policy enforcer, which services network requests
froman appl i%hti dh syslokedomwalgweredi ne, identifies the network requests
that fail to satisfy an application-specific network policy, and
identifies thn arkMordd reyuestworharokaty sfyfdtheemppihtel i sexrspees fic
network policy; a network traffic enforcer, which bl ocks i nbound network
traffic tdonesquisttorfespan dpplimnietmorkvokedjuest s maenthdéj ed by the
application network policy enforcer as satisfying the application-specific
net wor k 1gsitiiciiesaaritheamettonlsienusttectidigt e ich tesqpontisty caithe net wor k
requests identified by the application network policy enforcer as failing
t o sati sfgp i tappl H e d ok pedidock pretienr K apal i icdentanth i €he r esponds to
t he inbound network traffic blocked by the network traffic enforcer. 23.
The systrahwifrkc|lm@Eqne2ds wierteignttdef y nthral sipyl i cdet iei-Sp&OPid Ses:

network policy;

a network traffic enforcer, which blocks inbound

network traffic that does not correspond to the network

requests identified by the application network policy

enforcer as satisfying the application-specific network

policy; and

an intrusion detector, which responds to the network
requests identified by the application network policy
enforcer as failing to satisfy the application-specific

network policy, and which responds to the inbound network

traffic blocked by the network traffic enforcer.

23. The system of claim 22, wherein the intrusion
detector comprises:

a first component that responds to the network requests
identified as failing to satisfy the application-specific
network policy by monitoring traffic for the invoked
application, wherein the first component shares a software
module with the application network policy enforcer; and

a second component that responds to the blocked traffic

32



a first conponent that responds to the network requests identified as
failing to satisfy the application-specific network policy by nonitoring
traffic fwodashe7ssnvoked application, wherein the first caqrsssb2shares a
software nodule with the application network policy enforcer; and a second
conponent that responds to_the blocked traffic 32 WO 03/067847
PCT/ USO3P0 RS Lot pent ¥af F g £9Bf pRcidont biiledepeureedofoance of an
intrusion prelude detected in the blocked traffic, wherein the second
conponemieHa? ¥ PLDF {GRr e hpdee it bhe Helogikkedotkaffadfi ¢henébncer. 24.
A system conprising: nmeans for servicing network requests from an
appl i catih $IRVUKE IR GRE hererepransoforareithedi ke ngithethet wor k
requests using an application-specific network policy; nmeans for bl ocking
traffic RHaN© e%r¢ﬁ£1Qxﬁmﬁ%$@@m-to an aut horized request; neans for
nonitoring blocked traffic to identify an intrusion prelude and to
identify abnormal application behavior; nmeans for detecting an intrusion
in response to an identified intrusion prelude; and neans for detecting an
i ntrusion in 4%espdhsystemicwmyisiny abnor mal applicati on behavi or.
means for servicing network requests from an
application invoked on a machine;
means for authorizing the network requests using an
application-specific network policy;
means for blocking traffic that does not correspond to
an authorized request;
means for monitoring blocked traffic to identify an
intrusion prelude and to identify abnormal application
behavior;
means for detecting an intrusion in response to an
identified intrusion prelude; and

means for detecting an intrusion in response to

identified abnormal application behavior.

25. The system of claim 24, wherein the means for
detecting an intrusion in response to an identified
intrusion prelude comprises means for detecting packet-level
exploits for traffic from an identified source of the
identified intrusion prelude, and wherein the means for

detecting an intrusion in response to identified abnormal
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25. The system of claim 24, wherein the nmeans for detecting an intrusion
in response to an identified 1intrusion prelude conprises neans for
det ecti ngwoamsloets4revel exploits for traffic from an i dentidi/esh3sossce of
the identified intrusion prelude, and wherein the means for detecting an
intrusion in response to identified abnormal 33 WO 03/067847 PCT/ US03/ 02185
appl i cat 2Pl bexbveorbeloapt o3 esomprinse § oneaes ebot ndet@appingat i on-specific
intrusion signatures for traffic corresponding to an abnormally behavi ng
appl i catdpmp! 1edheionysperi fict hetreohpni sigmpturanstéortgeféiati ng a
fabricated response to blocked traffic to gain know edge about a potenti al
i nt rudergornespomedirsg for amspondimgliy belietaoy esbphicasion, 26 A
machi ne-r eadabl e nmedi um enbodyi ng machine instructions for causing one or
nor e nacsy siesm t Duperdoraomppes Atdg ons conpri sing: identifying an i nvoked
application; receiving requests for network comruni cati on services from
the i nvoked apgngaféonngesetaicinyed yfaesi gnadd ng: easihsof & el seeed ved
requests as authorized or unauthorized based on an application- specific
net wor k tpod Tl thd apddmgkiavhbetigl nebowt ka gesaamd AL | DRSrddat; fanhd to
correspond to an authorized request;

means for responding to a detected intrusion.

26. A machine-readable medium embodying machine
instructions for causing one or more machines to perform
operations comprising:

identifying an invoked application;

receiving requests for network communication services
from the invoked application;

selectively designating each of the received réquests
as authorized or unauthorized based on an application-
specific network policy;

blocking inbound network communications that fail to
correspond to an authorized request;

monitoring the blocked inbound network communications
to detect an intrusion; and

initiating monitoring of network communications for the
invoked application using an application-specific intrusion

signature in response to one or more unauthorized requests.

27. The machine-readable medium of claim 26, wherein
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nmoni toring the bl ocked i nbound network comuni cations to detect an
intrusion; and initiating nonitoring of network comruni cations for the
i nvoked awul 03pats40on usi ng an application-specific intrusi @CT/BS0g0ABEr € i N
response to one or nore unauthorized requests. 27. The machi ne-readabl e
medi um of claim 26, wherein 34 WO 03/067847 PCT/US03/02185 nonitoring the
bl ocked Momddgrd nge thver o logiadniiadouoks netowpki sesmuadadEtiions t he bl ocked
i nbound networ k conmuni cations to detect an intrusion prelude; identifying
a sour cechwrigeget ected intrusion prelude; and initiating nonitoring of
i nbound network communications fromthe identified source. 28. The
machi ne- r eada&lasmimsdiouthef bdloaikmd2 1 nbatede ing t wiogtdn tcichyriumg. dette. armsy dkee d
application conprises exanmining a set of instructions enbodying the
i nvoked depeicitc ani dmtr2@ictheredcliene- r eadabl e nmedi um of cl aim 28, wherein
moni toring of inbound network comuni cations fromthe identified source
conpri ses chedkentd fiyhag sbewudceetfwar k detrmoiieidc dhitens ifonomrddieidedent i fi ed
source for packet-level exploits. 30. The nachi ne-readabl e nmedi umof claim
29, wheweidn exam ning the set of instructions conprises:

initiating monitoring of inbound network communications

from the identified source.

28. The machine-readable medium of claim 27, wherein
identifying the invoked application comprises examining a

set of instructions embodying the invoked application.

29. The machine-readable medium of claim 28, wherein
monitoring of inbound network communications from the
identified source comprises checking the inbound network
communications from the identified source for packet-level

exploits.

30. The machine-readable medium of claim 29, wherein
examining the set of instructions comprises:

applying a hash function to the set of instructions to
generate a condensed representation; and

comparing the condensed representation with existing

condensed representations for known applications.
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applying a hash function to the set of instructions to generate a
condensed representation; and conparing the condensed representation with
exi sting woorsderssed representations for known applicati onCT3EMRBI/ 067847
PCT/ US03/ 02185 31. A machine-inpl enented net hod conprising: bl ocking
i nbound network communi cations that fail to correspond to a network
policy, - det®ttiry eagotestimplemenusd onepred ucenprosinge bl ocked i nbound
network communi cations; selectively generating a fabricated response to the
det ect ed pot Mt ingtinkowrd pretweles eomnureos vicgs | tifot nB&i Dntabout a
potential intruder in response to the generated fabricated response. 32.
The net FEFWTsRIRA mBE nwHorailn pdielaget-wor k policy conprises an
application-specific network policy, the nmethod further conprising:
receiving re & iy enetatmTi iedimiunt ot i on ey Mide s rd arpan | nvoked
application; selectively designating each of the received requests as
aut hor | Zd@dredunachod zed wrade damurhiessapplriscat i on- speci fi c network
policy; nonitoring the bl ocked i nbound network conmuni cations to detect an
i ntrusion; arelesgdoiedlyi mprtche tinforanedion ahed ddpaientd alhe
detected potential intrusion prelude; and
receiving information about a potential intruder in

response to the generated fabricated response.

32. The method of claim 31, wherein the network policy
comprises an application-specific network policy, the method
further comprising:

receiving requests for network communication services
from an invoked application;

selectively designating each of the received reguests
as authorized or unauthorized based on the application-
specific network policy;

monitoring the blocked inbound network communications
to detect an intrusion; and

associating the information about the potential

intruder with a detected intrusion.

33. The method of claim 32, wherein monitoring the

blocked inbound network communications comprises:

examining the blocked inbound network communications to
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intruder with a detected intrusion. 33. The nethod of claim 32, wherein
nonitoring the blocked i nbound network conmuni cations conprises: exam ni ng
t he bl ocked a3rletadnd net wor k conrmruni cations to 36 WO 03/ 0@PCa#TS03/02185

PCT/ US03/ 02185 detect an intrusion prelude; identifying a source for a
detected,intrusion prelude; and initiating nonitoring of inbound network
communi CHRGTHs 2% rob Ut e arte ¥yl source. 37

identifying a source for a detected intrusion prelude;

and

initiating monitoring of inbound network communications

from the identified source.
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