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TI TLE OFTHE | NVENTI ON AUTHENTI CI TY
VERI FI CATI ONMETHCODS. PRODUCTS ANDAPPARATUSES

WGB2ORKEWIBNDOFTHE | NVENTI ON The i nventi on r el at BGT/GB2005/000922

security methods, nore especially verification of
authenticity of an article sug_ as an personal
identification (I D) card, vendabl e product, inportant
docunment or other item Many traditional

aut hentication security systens rely on a process

TETEE OF THE INVENTION anybody ot her than the
manuf acturer to perform where the dlfflculty rmy be

PRI Y VER RS AT AP RRIFUSES

rta KTOWTTOWOf P v A o4l '

the provision of a watermark in bank notes and a
BQGEGNOUN]POMHEC{NWNTIOP@SSPOV ts. Unfortunately,
crimnals are becom ng nore sophisticated and can
reproduce virtually anythi ngqet hat ori gi nal

Whe Ufvention é?rl%te%ﬁ)nseébﬂtYB@@thg mggfre eppesially ysrificatipnpf authenticity

AERL A PRYEE S h 2o BUbTRbEROF (PG Vo PR ey important

BoQeeSS opeer ied. by | aws of nature which results in

each token being unique, and nore inportantly havi ng a

uni que characteristic that is neasurable and can thu

Meany deaditipnah aphentication seqBiie §UEems valy iopi & BopeH, which is  difficult
Ccor ther ttﬁh‘f P Pr{a?l E%&k%nger%r% r(gﬁléllé afid ld[fﬁgul%p gnay be

rreasé’rg

fhpdsed twr bﬁpdn@e o'ff@pﬁbllaé@.ﬁpﬁléhﬁtdoﬁqﬂ@ﬁtyt be fechicslt bidd-how or
in a conputer database, or otherw se retained. Tokens

preferpbly hofheExamplse asoriteqi @Eqyision (hen pufarmark iy banky gotes and a
gglggram %%ncgel:njcgE Card ?%ggsrp%)ﬁel Qnﬁ)%gate Hu?ang are lbecommg more

ment sequen carrier e can
EGsdticagdagaicin fd@ﬁodtﬁe vireasy Taﬁﬂhﬁ@&hﬁ(ﬁr na$ hiaGufacturers can do.
conpared with the characteristics stored in the
dat abase to establish if there is a match. Wthin this
Besrsa of Apr harensia knpsdn spREpach orsheaticgiansecyity fsysteRs which

P&%?'o%atreglfuﬁge gé&lnty tokens using some process governed by laws of nature

which results in each token being unique, and more importantly having a unique
characteristic that is measurable and can thus be used as a basis for subsequent
verification. According to this approach tokens are manufactured and measured in a
set way to obtain a unique characteristic. The characteristic can then be stored in a
computer database, or otherwise retained. Tokens of this type can be embedded in the
carrier article, e.g. a banknote, passport, ID card, important document. Subsequently,
the carrier article can be measured again and the measured characteristic compared

with the characteristics stored in the database to establish if there is a match.

Within this general approach it has been proposed to use different physical effects.
One effect that has been considered is to measure a magnetic response characteristic
from depositions of magnetic materials, where each sample has a unique magnetic

response as a result of naturally occurring defects in the magnetic material which form
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One effect that has been considered is to neasure a
magneti c response characteristic from depositions of

wOor@aesssss mat eri al s, where each sanpl e has a uPCTIG82005/000922

magnetic response as a result of naturally occurring
defects in the magnetic materjal which formn an

i rreproduci bl e manner [1]. An®ther effect that has

been considered in a nunber of prior art docunents is

to use | aser speckle fromintrinsic properties of an

dn tan direproduqible mabaen[ I nAoptkerciffecathinehasshden .codd@e@ 24 a number
870 A [2],discloses a nethod in which . a security )
FEPrCE ,[ﬂ‘fztéiﬁ&‘:wn%&ts S50y e g spegkIp o RBFiGsiR REOPSTe il n artcle to
75RaS £ UnRfe tharadBst{cor m of the token is a structured
surface derived froma master. The speckle pattern

fromthe |light scattering structure is unique to the

el 2621870 A [drdefcboses ¢ anethod imwhihrasstcunity plevice, such as an ID card,

Eofeevebi F & b oy R g Lo oRB 4D dPo Pk i fuped surtace
WRHGE Hem PmhASEThE OpecBRMRIEH RSy %eﬁ_%ﬂ? Ec%ﬂ&rhﬁ??ﬂlcqgre% unique
I I d er) and a

si ze roughly equal to the token (2 I anet
detlzcmester andctherzéora cambe gedsuealipl mdve entheic{tCODthe token on the
t he, speckl e pattern creafed b

detectar,. f neasur i )
R AetiggTsriobT v B SRy BEGRR 5 DRStIRE b GBReT THth has a
NERHIfs) BehetlRld 4 ORGSR G8Hr of @ _rsiiéeﬁdéltg% o gm‘i tt%ken (2 mm

security device can be placed int r an
rderoetein cansipe aleteetgrattdr as i grasgedcompdade devdgai(@€D)adetector, for

simlar recorded signal fr ref erence vi.ce .
Shvdie TecimerHE e sreetEPy Dusheadibroal Ty dfser beam with the
46185 TTRE PesBNind! daf B 3Edo¥Ged! Porkhita ,%kskgjargg%ﬁw Sah Be placed

reflection froma specially prepared sur
gnrthetreader and ihiredordgplegictide paktter sgnalr eompatdagaimsed similar

int sm ssion froma specially prepared transparent
ireqeefed Steel ang)f Bemf%fanqerf%p@ﬁﬁw@éif%m e seeanisnni que
IS to prepare epoxy tokens of di nension approximately

s 81584214 13] dbs%ﬂ)égrhngdl@ﬁﬁ_tﬁ@ﬂﬁﬁs@ﬁg i%e@kl% 8848 6h rdfi&tion from

tokens are prepared by m xing the glass spheres in a
codpeoially Iprepasgdesvsfaoe sirnctare] inqwhathpapeside patterhs ate imstead used in

EF—%@QIB%FI&ES tté(?fgl;:ﬁ);l geg%aﬁg&ptrép%]e% oIralgslggregtl afc’o ersf.p h%Lg S'prcfenred

implementation of this technique is to prepare epoxy tokens of dimension
approximately 1 cm x 1 cm in which glass spheres are embedded. The tokens are
prepared by mixing the glass spheres in a colloidal suspension in a liquid polymer,
which is then cured to fix the positions of the glass spheres. The unique ensemble of
glass spheres is then probed using a coherent laser beam in transmission with a CCD
detector positioned to measure the speckle pattern. In a modification of this approach,
a known identifier is encoded on a reflective surface which is then stuck to one side of
the token. The probing light passes through the token, is reflected by the known
identifier and passes through the token again. The glass spheres thus modify the

speckle pattern so that a unique hashed key is generated from the known identifier.
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gl ass spheres is then probed using a coherent |aser
beamin transm ssion with a CCD detector positioned to

worews8ss33 he speckl e pattern. In a nodificati oPCDGBRIVES00922

approach, a known identifier is encoded on a

reflective surface which is then stuck to one side of

t he token. The probing |ight passes through the token,

is reflected by the known identifier and passes

t hrough the token again. The glass spheres thus nodify
Kilovepkd lriefly eepratsnthabint thetl 980'swthees disahdid Negipnals Laboratories

SPET S Sl RO ARG St BHRE G g i
chBppednal opieRIahaé 8F A8pedkle pRRrYSo1Rd BE hdXBREEL fotd t{n optical fibres

O
speci al” banknot e paper which was i npregnated w
apfl cpgigtialiypsigpadi watsidn of ¢lsis phinggsk ek h dbapmtle @nnthe cided ofehe note.

Gk KebiRrb e s dh b idea QufCastbaindgflar gk plopers. because
thd gl fibR8 Wi oo fnd thE RpQUEE géﬂ?e?ﬁ’ H%%xcggg 2& itBE% $vhen the

i dea coul d not be nade to work prop Y,
bepkriatawas tineudatedvervang oo wean Jihlisemaand thdtehes speckle @attern measured

o8t 46 BrGal SfigiT B st SEhERos e IESt Rtcheq dhs pussade, so the
bRAkdck BollB3RUbSEer O TiHARLHORE] 6B fﬂegsrggélg% ptgtkt]éé}n Y5 efhe intended

banknote no | onger matched the barco
npgmRinot e coul d no | onger be authenticated fromthe
speckle pattern in the intended manner. Anderson [5]

RSP R 0 5y L8 e
beesGilRe Stheihe 6 atat @6schibkd M) RAvbRc YSERAh{cAs TOdH F5X f;f?)gitoring

arnms control agreenents. Anderson observes that man
apras epntedl sigresmentsy rAmdeasont dizseras éhainnanyemateritly dtave asubfaces that

offiafiordly e B8 il Trbotiroghod B s Sy Enplasie ofree. This
iE i RERRKke SH Gzi’sPra_ﬁo neavYy aagtital le§hipmetDSEB ésfjﬁéyi/g%ﬁ‘ﬂiﬂry, where

each gun barrel is enough to prevent cheating
igantifieng panht guntarael iaremsugio to peivesgrheatienby eitimatqugonto an arms

ts that th rface pattern of . the gun barrel is )
HER e PR sDER POk e B e BaTeR Plobprigpn barrel is
mASREABink Nastr $8c106 thhRfBE hnkiQither recorded in a log or attached to

the device as a machine-readable digital signature.

Instead of using laser speckle, there is a more-straightforward group of proposed
schemes that simply image an article at high resolution and use this high resolution
image as the unique characteristic, which can then be re-imaged subsequently for
verification of authenticity. This may be regarded as an adaptation of the conventional

approach used for fingerprint libraries held by police forces.

US 5,521,984 [6] proposes using an optical microscope to take an image of a small
area of a valuable article, such as a painting, sculpture, stamp, gemx or specific

document.
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t he device as a machi ne-readabl e digital signature.
I nstead of using | aser speckle, there is a

wOoree0s/08essxi ght f orward group of proposed scheneBCT/G&2005/000922

sinmply image an article at high resolution and use

this high resolution imge as,the unique

cbi aracteristic, which can thén be re-inmged

subsequently for verification of authenticity. This

may be regarded as an adaptation of the conventiona
dpplesac H5Lse page 252 iafdes 20D httext i Hookrrepmtshiblad pbstalpsysieras were
forces, US 5,521,984 [6 rogoses,. usi ng an optica X
e Ring PinSE Aot i Besolror cisheh faghis, Bt ersilopes with a
VALNRRR. R EpbRed &ah8 bk f’b?é%LBf%]Lér Selope is made,
stanp,Igen# é% s%eggfﬁgﬁggghnentb dékson [5 noﬁoggé%nule 2
Daterafextracted® @A rdcerdedlin die pospabframskindmbrkp odiichl is digdtadlysigned.

wer e considering schenes of this kind based on direct
i s .reported

Ittig? ’i3 ggrlgirgé 2’\%0% f@%&%&hgg% rgtglic’cgl?rg gﬂ t({glfq(,gqlgﬁlgg pa apart of a

%ﬂﬁble%io@ﬁh&rﬁrf&l&%ih%%_“shﬁﬂar s®fdnd ecorded in the postal
franking mark, which is digitally signed. US 5,325,167

[ 7] proposes imaging the grain structure of toner
paweughl ths pyevious waukt thefe areviakinabilesirdole deatwtes thuit lawapparent for

a simlar.schene. Through this previous work, there
ﬁPéé%LV?rbe@ l%g‘ﬁ’iﬁ’ﬁ’&r e features that are apparent for
an ideal verification schenme. The reported magnetic or

%@QEﬁ(ﬁteBQﬁz?gﬁeﬁ@6P§ﬁe_@lé1%%a§é2ﬂ@éﬁni%&s BEpadRABE Bapfble of providing
providing high security levels, but require special .
rheghesecutlity levely dupregpiae specjal maperialby toﬂmrprpyaaeﬁ [lcdl 3] for practical
i, enentation to ensure |long-termstability of t
PRSI RG of (e PR im SRELESELSE PRbet Pt £ dn many
tcde8 NinkddtRioh T lokése iflo e REicRe6 WeQEcréd MORvd-frividl aParticularly,
Particularly, integration of a resin token or a

reiggretipi Of hirgsin frkpn e wagnstic ¢hipan papy arotarddmesd iambt easy and

i.nvol ves significapt cost..For.integration with r

el et shy- ToRdBieRitis Wih qal ) pitgRIddap ke should
/fgé&uyl B Printabld. NRAALIbSaIB! SRerdNisi AL B NMnhERAY sbdu¥ity | 8% of an
of an

attachable token-based approach in that the token is potentially detachable and
attachable to a different article.

The reported direct imaging techniques [5, 6, 7] have the advantage that they obtain
their digital signature directly from the article, obviating the need for special tokens.
However, their intrinsic security is low. For example they are vulnerable to fraudulent
access to the stored image data which may allow fabrication of an article that could be
verified incorrectly as being authentic, or to forging by simply using a high resolution
printer to print an image of what would be seen under a microscope when viewing the
relevant part of the genuine article. The security level of direct imaging techniques
also scales with the volume of the image data, forcing use of expensive high

resolution imaging equipment for higher security levels. This may be acceptable in



attachabl e t oken-based approach in that the token is
potentially detachable and attachable to a different
W@ras088533 The reported direct imagi ng techni qUBGT/GB2006/000922
7] have the advantage that they obtain their digital
signature directly fromthe ticle, obviating the
need for special tokens. HoweVer, their intrinsic
security is low. For exanple they are vulnerable t o
fraudul ent access to the stored i mage data whi ch may
abmevapphibationst sush af pastalasdriiog eort batknowubetifiations bt 60 many
in ectl as bein uthentic, or to forging by
ﬁlﬁabmﬁrqs‘iv ]gbeu%Fifleﬂbg‘sol ution printer to print an
i mge of what woul d be seen under a m croscope when
viewi ng the relevant part of the genuine article. The
security level of direct inmaging techniques also
scales with the volume of the image data, forcing use
of expensive high resolution inmging equi pnent for
hi gher security levels. This nmay be acceptabl e i nsone
applications, such as postal sorting or banknote
verification, but in nmany applications wll be
unaccept abl e. SUMVARY OF THE | NVENTI ON The present
invention resulted fromthe inventor's work on
appl yi ng aut hentication techni ques using tokens nmade
of magnetic materials, where the uniqueness is
provi ded by unreproduci bl e defects in the nmagnetic
material that affect the token's magnetic response
[I]. As part of this work, nmagnetic materials were
fabricated in barcode format, i.e. as a nunber of
parall el strips. As well as reading the unique
magneti c response of the strips by sweeping a nmagnetic
field with a magnetic reader, an optical scanner was
built to read the barcodes by scanning a | aser beam
over the barcode and using contrast fromthe varying
reflectivity of the barcode strips and the article on
whi ch they were fornmed. This information was
conpl ementary to the magnetic characteristic, since
t he barcode was being used to encode a digital
signature of the unique magnetic response in a type of
wel | known sel f authentication schene,
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for exanple as al so described above for banknotes [4].
To the surprise of the inventor, it was discovered

woL@s/088s8g t his optical scanner that the papePCT/GB2005/000922

background material on which the magnetic chips were
supported gave a uni que optigal response to the

scanner. On further investigation, it was established

that many other unprepared surfaces such as surfaces
dboard and plastlc show t he

N S YN has been established by the

i nvent or that t he uni que characteristic arises at

| east in part from speckle, but also includes

TIenspeak i®/c06H kdshitéd &% thetinP@RotshWerkP88 N e}ﬁﬁé’%ﬁfh@ﬂtwa‘tmn
that it is possible to gain all the advant

teghaiquee Usinge tokens inadpuof migrietiot mhtmvitlng Wherastheauniqueness s

PR b onPRRp Rl PR 1 PR Palrlahg e dheppokens

maefic agos! [APOAS pahtBraniapstkf Bié@ﬂetfcorrﬂi'téfﬁléja)efﬁ@abncated in

characteristic scattering si gna s from a coherent
blarcgﬁe Tzt 1.6 cast haumbai glipamdligl steips. shgwatlline seatimg biee unique

RO RS ioE o o i B e B 5 BBAIBR rdarils & sugRr e roader,
ahﬁﬁﬁ@ﬂssch!ﬁﬁ@ WallbuBle 6/ Fdal ¥ I BMEGRS Bg%%ﬁrnﬁ%od RSePRSE over the

on illumnating the whole of a tok
baesore aed veing comtrasy frbm:ms odryingaeflectbdgrofathd Hanage B and the

B iope Bith, B4 W oo f?éqgﬂe?élatﬁqgi ﬁé@i%ﬁ?ﬁh@m@ fo the
n%2A6Md ChaPRERID, SitRIRe Blrcddesyds ety us it E) Hﬂ%e 3 a%%ﬁﬁl%?gnature

array of data p0|nts The reader i nv
off hesunigie wpgesicgesponshinsa type né Welllktnowaesself authergicagb® scheme,

channe e hot ot ransi stors) which
o FagR uafszflaﬁoxff 3?&@1@%3‘5% Qgﬁl?éct only four signal
conmponents fromthe scattered | aser beam The | aser

TRaBEsuPrifOSUHE thileltod, B RAL dﬁ%fé@@h&ﬁ&s‘ln@ tlYi@ n}ﬂtl&{m&nner that
part of the surface. Signal is collected

thy panst baekgrowd| mstetialapre sdhichrihe neaguatid ah:l@sbwelbprpmmd gave a
ui qﬂg lostlgalf ?e%Bglllse(iioe %heecstcgr{nsér n %urt‘l?ner investigation, it was established that

many other unprepared surfaces, such as surfaces of various types of cardboard and
plastic, show the same effect. Moreover, it has been established by the inventor that
the unique characteristic arises at least in part from speckle, but also includes non-

speckle contributions.

It has thus been discovered that it is possible to gain all the advantages of speckle
based techniques without having to use a specially prepared token or specially prepare
an article in any other way. In particular, many types of paper and cardboard have
been found to give unique characteristic scattering signals from a coherent light beam,
so that unique digital signatures can be obtained from almost any paper document or

cardboard packaging item.
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spot is scanned over the surface. The characteristic
response fromthe article is thus nade up of
w0 pabspgasaent neasurenments froma | arge nunber PCT/GB2005/000922
(typically hundreds or thousands) of different
| ocalised areas on the artigje surface. Al though four
phot otransi stors are used, analysis using only data
froma single one of the phototransistors shows that a
uni que characteristic response can be derived from
Tthﬁiag)owiﬁg%be@h&f#maﬂ sneskleIreadsiensand foni sgerEtty sleviges appear to be
els. | ' r e . f.qur
RRUTHE BRSBTS of MR wARCR Bl B hntiogsed. laser
beme adfiaapingfa tigeificameslid cihglehpirtionsoft thesSreflavt @pctkdNpattern
apparatus for determ ning a signature froman article
“&ﬁ’r HeGE2 Al sherehyptrigning|aspeckle Bagserndmege of thedgkensmpgde up of
raki rent beam a detector arrangenent for
a%%%?%@%l %%dagaéogpﬁbf data points from signal s obtained
when the coherent beam scatters fromthe reading

Thelrewder uyddelsyeihe idvdni@rdoet nonegerat inhthidaiaAndroltnises four single
relate to scatter fromdifferent parts of the reading
chyinghetedipry EPvaatmBplsdleiadiansigarsa ahish gee aaguieylnsaged apart to
1 0j ' [ t .
ot §5 08 PR AR L s 8 Gbf ST,y

fodwatd o 4 bpotatovednpesnl9fa vdre sthatlpapobntise sietaat eSilehal is collected
scatter fromdifferent parts of the reading volunme by

figmmydifigrenglogalised geeas op theatrsfperyby the fopneinslschpangdeigciors as the
sHRYE s0¢&hEd gt)% ﬁlg '%lgxlf{\]c%. )fﬁxl-: Uika& stfch ?esggxlﬂst%r (EHH tF? AN s thus
[ 0 stantrally

nmensi one ave a Cross-section s

ndalupesf inbependeqrngBateh@ntsofrorh eTaege indgnbéd (typreailp handreds or
pl ane normal to the coherent beam so that the coherent

themsandsargll diffeaents lacabisedpareps oF thee articheli swgfage| vvdough four
pggt@g%nsgﬁ%ﬂs o&ﬁoflsetdh eang{yhiafu%%g g%n(il}% 'hééig%nﬁ%rrp % Q{n%ne' do%g of the

ectric notor eam over

paototrehsistdri3hows tHae h dinfqus @Elaradtegstity respoidetah Heddrife®rotn this
rvog notor, free running notor, stepper notor or an

swgle ehsnesl st Hoyisaer, highet prspritieyelstaie oftfained i€ Suteprisaes of
tﬁ@ap%ha&lﬁe@?{g“ﬂ{%&?&t inrtﬁeal%?;?gns for exanple, the operator
co an the bea

uld sc m-over e readi ng vol une by noving

According to one aspect of the invention there is thus provided an apparatus for
determining a signature from an article arranged in a reading volume, comprising: a

source for generating a coherent beam; a detector arrangement for collecting a set of
data points from signals obtained when the coherent beam scatters from the reading
volume, wherein different ones of the data points relate to scatter from different parts
of the reading volume; and a data acquisition and processing module for determining a

signature of the article from the set of data points.

In some embodiments, it is ensured that different ones of the data points relate to
scatter from different parts of the reading volume by providing a drive for causing the
coherent beam to move over the reading volume and the coherent beam is

dimensioned to have a cross-section substantially smaller than a projection of the
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carriage on which the article is mounted across a
stati c beam The coherent beam cross-section wll

w@iswalssssbhe at | east one order of magnitude (prerf/eBal®EP00922

at least two) smaller than the projection of the
readi ng volume so that a siggificant nunber of

i ndependent data points can be collected. A focusing
arrangenent may be provided for bringing the coherent

beaminto focus in the reading volune. The focusi
readizg yelumet innmplape 1ouAR; §UPe FORTCH b B Ehetophe qofrent beam

beam t I : ' [ > i -
spgles g at PR st obbile MAS ARG HeRurtle Y& tve may
Hﬁ&foﬁgﬁﬁﬁ}nﬂl MebtFEdioy thatdhoves theieahy @S weasticle that tseheld fixed.

or axi's of the elongate focus. An elongate focus
Tendroenmetst eotdybda sprvevineles fife WaingyMPREy SERPer) BRI or any

or. _equi val ent mrrol o
SR % o EROERTSO I o ot e, o

éx?ﬁlpfé?ttl"i’e BRéHioP cofldadcan tthe Be@hicker ticoreadinkf eoknte pameving a
0 he reading volune, in that the detector

Cﬂlﬂﬁ@agmgwhicm the| ardds in mpsjugted| 4orgss oF stgk¢ beatay Theasnhereat beam
arr
?@%%ggg%gﬂg P?@@{’ Ié’g#& E%Ft: §n62 erﬁsrﬁoefsrrﬁ@ingtﬁﬁ% Eé%?%rﬁtély a.%_flﬁasst two)

é}eamep ?hﬁcﬁfee;%‘x%ﬁc%ﬁ laf dhe estingnadlusietsecthay 8, sigmifiahnt number of
collection of signal with optical fibres or other

i:méqsmdaﬁ.daw phintdi cas drei elattedepdiopwsing arangemegnt may be provided
ocal i sed collectiqgn of.signal,.trie r :
oA ot b Sl b0, AR, Pl BE P usin
&%ﬁ%@m@ﬁ Bhfbe _‘éoﬁ’ﬂg\rbd kdIBinatR ddherenhbéen s@ml ¢loggate focus, in
vol une. Directional detectors could be inplenented b

fvhich siasg tHeedides isf prefedabily configuaeth & wioye the gefeiept beam over the
relatio

to, the detector el nts.. N [
808 S0NHE Foh STRCETORR R [ 0F o ioRts S th® FREERe Thous. An
FﬁBX@ (SRR cah TR ESEntRy BO ?ﬁdvﬁkﬁsdf With acepinaadat ieng, af equivalent
east a part of the detector arrangenent and having a
red@ok argng@eentur e agai nst which an article isplaceable
so that it is positioned in the reading volune. For
field use, i t is envisaged that the reader will be a

?gg%lélﬁgﬁﬁcﬁii&@&sﬁﬂ bdn RASRHreA RMNGIT&eAdsS BYt M 8dta oints relate to
scatter from different parts of the reading volume, in that the detector arrangement
includes a plurality of detector channels arranged and configured to sense scatter from
respective different parts of the reading volume. This can be achieved with directional
detectors, local collection of signal with optical fibres or other measures. With
directional detectors or other localised collection of signal, the coherent beam does
not need to be focused. Indeed, the coherent beam could be static and illuminate the
whole sampling volume. Directional detectors could be implemented by focusing

lenses fused to, or otherwise fixed in relation to, the detector elements. Optical fibres

may be used in conjunction with microlenses.

The reader may further comprise a housing for accommodating at least a part of the

detector arrangement and.having a reading aperture against which an article is
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aperture. An article to be authenticated, e.g. by a
custons officer or trading standards officer, can then

wheoophsssasl in a set position over the readi ng BEEGBA08/000922

The reading aperture will typically be covered by a

transparent wi ndow to avoid ingress of dirt into the
optical conponents. O her f orhs of the reader may be

nore suitable for production |ine use. For exanpl e,

the reader may further conprise an article conveyor

me:eemw sdthatilt ispbsitibsedoidashe tdading olotured tFop €zt usel inBredvisaged
i kely a succession of simlar articles. |

. . . n a‘. . .
preb dicteader Wil be antelfrrontaingd wiinasedrayada heypingewith a reading
%%&Ldrglﬁp fcpeetoqaret a{u?llle%?lceﬂ@&f %%2 raoclﬁgtlén{stdffigeqror CAINS Standards
packagi'ng boxes of perrtume ass by on a convey
afficdr,S@h then pBtplaed ih Al @F pedtiord oh@r the aBidhg hpGRie PTAMreading
A physical |ocation aid for positioning an article of
apgyturewill bipigalls ba cpystedibps gprspaient windswatojayaidiiagrase of dirt into
r.eadi.ng volunme will be useful in many cases. It wll
§§(’Eﬁ%é€' Oggu§hat only a small portion of an
article, such as an item of packagi ng or a piece of
paper, or a passport, wll usually be used to obtain
Qtkerdprmmefithe readonsiel be marg syitablesfor pprsiuption liphese- For example,
U 586 DA A R 38 I EOLIRERR bRl ot Bt e
Qblhcdémtabdayn, di0 ndwsilHelyt Bi sucBRYidhCall sinif@tdrBEledi BAS aC pfbduction
be useful. Various detector arrangements could be _
gswonment,; the gokarens| heamomasaheestatigerd tis| asti¢lenmevedytlaieugh it. For
t he etg&%on a&rq&gﬁne%% consistsbo% %ﬂg V& sig
GEYBET P CRSP T SC HET B0 FERE U™ RVt é
Atk 364 ATRAzoktARhsE ®alhi ses a group of detector
el ements angul arly distributed and operable to coll ect
a group of data points for each different part of the
readi ng, vol une.. preferably a small . .group.of a few e
dobiaisteal Togpishotie 26 RSt i oL faReR 8yt figg position in
Wgtlor ©ehs k@B feUoRuh G POARFESN ctma@lzr&bgdsbm iR e fapPreciated that

e

conpari son between data points of t
only a small portion of an article, such as an item of packaging or a piece of paper, or

os(reet height and

a passport, will usually be used to obtain the signature. Consequently it is important
when re-reading an article for authentication that the same part of the article is

measured as was done originally. To assist this physical location aids can be useful.
Various detector arrangements could be used.

It is possible to make a workable reader when the detector arrangement consists of
only a single detector channel. Other embodiments use a detector arrangement that
comprises a group of detector elements angularly distributed and operable to collect a
group of data points for each different part of the reading volume, preferably a small
group of a few detector elements. Security enhancement is provided when the
signature incorporates a contribution from a comparison between data points of the

same group. This comparison may conveniently involve a cross-correlation.
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same group. This conparison may conveniently involve a
cross-correl ation. Al though a worki ng reader can be

wore@e/088585h only one det ector channel, there arBCT/GB2005/000922

preferably at |east 2 channels. This all ows
cross-correl ations between tjhe detector signals to be
made, which is useful for the signal processing
associated with determ ning the signature. It is

envi saged that between 2 and 10 detector channels wl|
be suitable for nost applications with 2 to 4

rrent| ei | d . '
SR YoPSpARARLRALRE RALSOBRYUDAG, Sl e o
flefefblpht RlagMBrdhande By anbwg emsskyrrelatiandemween theedetector
in a plane intersecting the reading volunme wth each .
Snigmberco dfe mmdepaihicthds mgefahdon e yiggpk (ProdseriRg asspctaied with

ane . n.relation to the c i :

rEP S IR R o TRy BF LB et chggnels wil

5 9etble FhenkRaEpaidatond ON@VRIto AQrBhtiy aeinget@sidered as the
arrangenents are al so acceptable. The use of

eptiveym belanes) betivermsapphratuseimplipia|aad seusithed from t he
di fferent detectors has been found to give val uabl e
data for increasing the security levels and also for

Bhd QMbASr EIBRIcRIs GG bV RfgtSusDeai@iged i@ lliedhlayplane intersecting the
reproduci ble over tine. The utility of the

weadisg volmeewith icarsmPmbecfdlnair being ensilaiy distibuisd in the plane

scientifi oi,nt [ ' k

FoERon to POl et G FERTTIE MEBEE FAROE AR Bl Fiamens
&IRMSRRPOSAR RN bRis] MoldeerPabh-Pladhe dbidctot RAENIWAICHS, are also
for a speckle pattern there will by definition be zero

acggisbleor rel ation between the signals fromthe
different detectors so long as they are not arranged
at equal magnitude angles offset fromthe excitation

RS Bld Herbéh-rPHHAS ob liRNEgralt! 6¥tSaed g thbaliffxent &tédists has
| ocation. The val ue of using cross-correlation

beent foubdttoogive ttadpableodataj fotiiiecaeasing Higt seghritynjsyeisatnd also for
BB 55 b A OB Ry o M i iy o oo
E@8ULdrre@diidis I BCEorsGatiak Qlpridfngafrdi| hUsteertiCiot pdhi B9 view, since
contribution, froma conplex surface, such as

speckle patterns are inherently uncorrelated (with the exception of signals from
opposed points in the pattern). In other words, for a speckle pattern there will by
definition be zero cross-correlation between the signals from the different detectors so
long as they are not arranged at equal magnitude angles offset from the excitation
location in a common plane intersecting the excitation location. The value of using
cross-correlation contributions therefore indicates that an important part of the scatter
signal is not speckle. The non-speckle contribution could be viewed as being the result
of direct scatter, or a diffuse scattering contribution, from a complex surface, such as
paper fibre twists. At present the relative importance of the speckle and non-speckle
scatter signal contribution is not clear. However, it is clear from the experiments

performed to date that the detectors are not measuring a pure speckle pattern, but a

composite signal with speckle and non-speckle components.
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paper fibre twists. At present the relative inportance
of the speckle and non-speckle scatter signal

W@owbH084383 i on i s not clear. However, it is cl ereT/GCBROUS/000922

the experinents perfornmed to date that the detectors

are not neasuring a pure speg»le pattern, but a

conposite signal with speckle and non-speckl e

conponents. I ncorporating a cross-correl ati on conponent

in the signature is also of benefit for inproving

security. This is because, even if it is possible

sing hi.gh resol uti rinting.t.o ke an article that_

PR 2 T BheleR oot o s NETaRHR 1S afSp ol PeBefit for

GRBrIRI O @riey. U THES Qs Yebiuge WoWnditNRtis b;?‘os%'%leg u%ﬁg TRSIE Resolution
y

the cross-correl ation coefficients obtaine

Puiating tyntake agertiglnthatrepiasiuees the cohteastmariatemb odéembe syrface of
the det ect or. channel.g ar de up of discrete detectar. |,
Uit 2t BRCPUR ron Pe &Plkip diaseh s Fatsesoselafien coeticients
GhheiedYyRhmitd &6 eh@ns fReRNENt s coul d be used such as

PI N di odes or photodi odes. Integrated detector

conmponents, such as a detector array could al so be

S al.t ho .this wuyld add to the cost and .

i‘bﬁﬁ‘% & ;Fffg%g{%‘tu it @%@Ct@r g]?ﬂ“i“ﬁ]ist"?rﬁl megen Bp jGheHigcgete detector
Wb BndiRtinf the Edian off dimBiebl . t &

on ?hrcle artni cfe to b(le glg nntedgl?niﬁt&ggslegﬁ%ggﬁn%ﬂe?oﬁ%@ééo onents
icopldrheangedi suclp aadNcdioddsatr phvgodiadasr Iitegmtet] sletetir demiponents,

approximately normal .to the surface bei.ng scanned |n
SPtS & §ogpiph pHenCod alierhsrised athoRg] this,iogll add to the cost and

ceppRikaglY HERRSMEEd fromthe same surface with little
change, " even when the article is degraded between

measurenents. At |east some prior art readers use

dovin duitial expedeente whidh matifethe pitueiniatior dygle bf the ddséctmtam on the
see vious,, but it is clearly not. inmediatel i
T b 8, e teony (i rwbria iororesine i lggebeam s
$Redenk Qltpﬁﬁﬁﬁﬁétﬁlty' MSihdadl it Ghd REtraQf béﬁ% &chined! in arheR obtain a
i ndeed e first prototype reader burlt by the

Chareetestic THak cam\bentepeatsdlfyi medsupdofrotny e samel surfadet with little

OB ST S RSB mibl, st some rc
art readers use oblique incidence [2]. Once appreciated, this effect seems obvious, but
it is clearly not immediately apparent as evidenced by the design of some prior art
speckle readers including that of Ezra et al [2] and indeed the first prototype reader
built by the inventor. The inventor's first prototype reader with oblique incidence
functioned reasonably well in laboratory conditions, but was quite sensitive to
degradation of the paper used as the article. For example, rubbing the paper with
fingers was sufficient to cause significant differences to appear upon re-measurement.
The second prototype reader used normal incidence and has been found to be robust
against degradation of paper by routine handling, and also more severe events such as:
passing through various types of printer including a laser printer, passing through a
photocopier machine, writing on, printing on, deliberate scorching in an oven, and

crushing and reflattening.
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degradation of the paper used as the article. For
exanpl e, rubbing the paper with fingers was sufficient

W@ 2008/a86583 si gni fi cant differences to appear upRCI/GB2005/000922

re-nmeasurenent. The second prototype reader used

normal incidence and has bee found to be robust

agai nst degradation of paper” @y routine handling, and

al so nore severe events such as: passing through

various types of printer including a laser printer,

passing t hrough a photocopi er machine, witing on,
scorching in an ov

& SR Pl et diin int B tSrreseroPaig < Coherent beam

el uatht RISV S Mat It@ﬁll%ﬁﬂ(re%‘ﬁ ﬁt%l@%lﬁl(?leﬁﬂ ﬁcﬁﬁltcll fnlaﬁence. By
coherent beamonto the reading volune so t I't

s k@rrath imnidencé eneans HSné@uor R0rdegtecs.nAltetamiely, Bhy bB&falcan be

APERRA 4t Pt SPL bR melianee i il ove A bl have  negative

AtdASin (6 LABTRS 1RLAPis ) GFer tllhrficigh || usual |y

have a negative 1 nfluence 1n the case at the beamis
scanned over the article. It is also noted that in the

YR GHoORSIET Flah b et drictingb i e decsleBerdiption, the detector
gﬁﬁﬁg‘etméh@% %Haﬂébdb?f; ﬁfﬁe%ﬁ&ﬁ & %@tec{ 9%815’[[})% hg3d! §ca%?1ﬁ:g from the

vol une. However e article ransparen

dedegt wisme.diibwdevee, ifitheamigelel i trantspzaa;amhsﬁletwtord EouldBe arranged
of .enbodi nents, the data acquisition and

%Hs §‘§1°‘Sﬁ‘§1 modul e is operable to further analyse the

data points to identify a signal conmponent that

foll ows a predeterm ned encodi ng protocol and to

treowy givep af embediaras, teghiat 4cgeisitidar-al pasvessiiemodule is operable

h eristic of the predeterm ned encodi ng protocol
?% ?%‘%\‘ﬁfsaé’& e tthe Hatappeigls B HleaBiy paxgnal jcomposenit thay follows a

t artlcu
gfoe%etgfnr?ﬁ%% gﬁ@dn}g ﬂg‘ggﬁgﬁe{rngﬁg‘%gﬁ%rﬁgg Eiéeredlgg gnatu tk%rlfffrom The
theeradbenistic oxfethe q:rcﬂeltesrtr&mlaméncoﬂﬂﬂg rp&vbﬁ:»@oﬁféPéﬂv@sdgé@ td B€ based on
article.in the formof stripes in the case o

BAESHel s SCHSF eSigBHp Isgin%lét il WOstf @mbedDmernr IICOlaiaétlcular a
Ehviehfichaf 33 colid Hroled A 2% Y std 0 wHih the bar code is printed or

otherwise applied to the article in the form of stripes in the case of a 1D barcode or
more complex patterns for a 2D bar code. In this case, the data acquisition and
processing module can be operable to perform a comparison to establish whether the
reference signature matches the signature obtained by reading an article that has been
placed in the reading volume. Consequently, an article such as a piece of paper, can be
marked to bear a digitally signed version of its own characteristic, such as a barcode.
The reference signature should be obtained from the article's characteristic with a one-
way function, i.e. using an asymmetric encryption algorithm that requires a private
key. This acts as a barrier to an unauthorised third party with a reader, who wants to
read fake articles and print on them a label that represents the reader's scan according

to the encryption scheme. Typically the bar code label or other mark would represent a
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processi ng nodul e can be operable to performa
conparison to establish whether the reference
WG @Ha8838E mat ches the signature obtai ned by rReOGBV0&1000922
article that has been placed in the readi ng vol une.
Consequently, an article su%h as a pi ece of paper, can
b e marked to bear a di gitéi 'y signed version of its
own characteristic, such as a barcode. The reference
signature should be obtained fromthe article's
cryphiegramt dciptietablenby b pabliankeyyamd fthenptivate, kdy. wouldshenggsenved for
asymmetric encryption algorithmthat requires a
th‘?)?‘itb%séd%tiﬁ.uowlg’-acts as a barrier to an unauthorised
third party with a reader, who wants t o read fake
articles and print on thema |abel that represents the
Ardedbase of eanontc escdided dignatines emayr ket providedhevherein the data
Typi cally the bar code | abel or other mark uld
acqigisitioncand RIEFeFHAY FRAvICHs GPSFbIGIl AccEys Sheptaiphase jgag perform a
.t he i : | . t .

ol i IR Whe e hsBed GREINED bl Glne sigpatore of an
arfi€l6 @ad Gek bdePpidcad &5 theryadinpevqinmy. Tied databaseenay bepartiaf amass
acqui sition and processing nodule is operable to i
stefagedeviendayiorap R3w o e 15eder gPPATAUS 0 A HIY D5t gremote location

st abl | t her a e ¢o ' : t
oufi FEebR RE OF bl THFAME A R ST PRLEY [k The
teleB&mARabatignsy GhkiiBay ke ahgtabhassiomly foempandludihg aviteles and
storage device that forms part of the reader .
fixadp links, uand gnaynky diailehle overnbe cinfeagt | bhe £t fcqwsitien and

pr?éé(qséigg %nrécﬁt?% éjta& RE %%?J{AR%, Erlfcgl%z?s? g{gﬂ@{:’] gﬁ)te.ka‘?f(])ﬁaj fn@ﬁes', 18 8110w the

ons conventi ona

sifiitire th beladdedie thierdatbase i@md rhatdeds Founds Thanfhcitity Wil usually
avai | abl e over the internet. The data acquisition and

ondy be abewerhtoravtharisedragrsans fopdyvipisdcasqns| east in sone
operational nodes, to allow the signature to be added
to the database if no match is found. This facility

Witich lusiagUatatib38) i diditinl towestirgotha igatineeid npr slom be fuseful to
obvi ous reasons. Wien using a database, in addjtion to
asseainte ept sigaawreyindheidaiabase with ofhes énfgiematian gpoytghe article such as

associate t ' re i a | t :
« SRRBFAZD LB oo ThHpRRE 2 pho i OF GBS Po o) B8kis on the
place and time of manufacture of the product, or details on the intended sales

destination of vendable goods (e.g. to track grey importation).

Reader apparatuses as described above may be used in order to populate a database
with signatures by reading a succession of articles, e.g. in a production line, and/or in

order subsequently to verify authenticity of an article, e.g. in field use.

The invention allows identification of articles made of a variety of different kinds of

materials, such as paper, cardboard and plastic.

The invention allows it to be ascertained whether an article has been tampered with.

This is possible if adhesively bonded transparent filnas, such as adhesive tape, cover
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a scanned copy of the docunent, a photograph of a
passport hol der, details on the place and tine of

worecwaNssssur e of the product, or details on thePCnGBa@sem00922

sal es destination of vendable goods (e.g. to track

grey inportation). Reader apE%ratuses as descri bed

above may be used i n order "t'® popul ate a dat abase

wi th signatures by reading a succession of articles,

e.g. in a production line, and/or in order

thebsampedrdréayused tv ercafeythasignetuté. df the tape snustabe tealoged to tamper

e.g. in fjeld use. The inyention allows jdentification

ithsps pigclese feigonsn p Packaginechay. Bie adnesie Repding Gapde selected so
. I . . . .

R ey P R e D A B R B v simlar

aapt ichsed hassdxt ee Hoxntiey will e ddtectdble.s is possible if

adhesi vel y bonded transparent filns, such as adhesive

tape, coverthe scanned area used to create the

ThEnEkch plolight B (PAakut ol SANER, Kol HIRGEr o deitbourd

acthpsding dxpodngtheqapeds cedveatded dhetehdadlation ddllecting a set of

inevitablyqnvdify t he underlying surface

defn Pebeiha| peaspigaqatiar of the qoaﬁremgr@éiaﬁgn froyingrinsicesiagiure of the
LS. Wb t i nvent d

EASS A S thd P S bkt 1P By PUPR' 1 ot or e

p

apet or cardboard, conprising: exposing the paper or
cardboard to coherent radiation; collecting a set of
data points that neasure scatter of the coherent

o . oM Ut '
BRI RSkt MG Sl GRAPRAY gy v
bf & inheufaciire 0 thegebiyadishgiti shinByvem stiuonit Cspstificdllyup@vided for
mean structure that the article inherently wll have )
BREUIES PWIROSSS, Sl aneiFietue eiies byttplans 9y agificaal igrasdpgasporated in
A\eSLructure specifically provided for security
purposes, such as structure given by tokens or
artificial fibres incorporated in the article. By
aper or cardboard we nmean any article nmade from wood
N8P A cartboartyee pigpepny article'made from wood pulp process. The paper

or cardboard may be treated with coatings or impregnations or covered with
transparent material, such as Cellophane (TM). If long-term stability of the surface is
a particular concern, the paper may be treated with an acrylic spray-on transparent

coating, for example.

Data points can thus be collected as a function of position of illumination by the
coherent beam. This can be achieved either by scanning a localised coherent beam
over the article, or by using directional detectors to collect scattered light from

different parts of the article, or by a combination of both.

The invention is considered to be particularly useful for paper or cardboard articles

from the following list of examples:
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or cardboard may be treated with coatings or
i npregnations or covered with transparent materi al,

W@ awk/0ses3LCel | ophane (TM. If |ong-term stabilipgr/oB210k800922
surface is a particular concern, the paper may be
treated with an acrylic spray-on transparent coating,
for exanple. Data points canthus be collected as a
function of position of illum nation by the coherent
beam This can be achieved either by scanning a

1l omhlabbedoanhmtsrﬁucheasn dwgr ceftificates; dills, of layhngsl pagsports,
di.recti onal tectors to col qLect Slcattered l.i

[
dllrtﬁagpg?mﬂﬁa freption, p stalis; (qriving, iggfces, c%?hi?l%a{?wosfﬁuness
b%ﬁrﬁcﬂ%@ ank e R oT%ut‘ﬁQﬁ@dl%er ed to be particularly

useful for paper or cardboard articles fromthe
2f ain!y aacugerti fst tmémgmnmckamg Ipurpesksiahd. endabapes fos nwilctystems,
shar e ce i ficates, ] s of Iading, passports,

&PdPh n?“é?rc?m@éttt}”aé N8st at utes, driving
[ rthiness certificates, any
ﬁgﬁ%ﬁ?ﬁf‘é@%?ﬂ@?ﬁ%@@&@”

enticity 2. any docunent for
41 raaidrigbels on desigiien goqulst pohes fashiqy iteersvel opes for nai |
systens, banknot es for |law enforcemsnt tracking 3.

pef@R]&')@l“}ggo tspsetifapamareigals L pthes PEfHCS abel s on
6d%99§& Dwﬂath& bk ﬁleacﬁsl{ﬁs%w e, h%@% cémreas#@&ma S%LS

cosnetics armaceuti ca or “ot her products.
and DVD s elther on the disk itself, e.g. near the
centre, or on the cas nventlon al so §§OVI es a

Th%tlm?é‘t@? ¥ ATV iy Tigiolf of dfienHugs agti ¢ of plastic,
11'1 eQEosugﬁ(ﬁlgigilﬁbglcttg oRdreRt fafialiOn:G3NESH @ set of data points

a set of data points
tmtea&:am.'e scatet ef thaf cdﬂeﬁenc odtateomt fromdm&hnsmnsfructme of the plastic;
intrinsic structure_ of the plastic; and determ ning a
anq deferminiae geignarire,pk the peicle gﬂmtth%seé 8t 442 P@ARtS: poi nt s.
If the plastic is opaque to the coherent radiation,
the scatter will be fromintrinsic
If the plastic is opaque to the coherent radiation, the scatter will be from intrinsic

surface structure of the plastic, whereas if the plastic is transparent, the scatter may

arise from any part of the article impinged upon by the coheren.t radiation.

The invention is considered to be particularly useful for plastic articles from the
following list of examples:

1. plastic packaging, for example of pharmaceuticals

2. ID cards, including bank cards, staff ID cards, store cards - including the signed

strip on an ID card, especially a bank or store card

Particularly useful applications may be scanning over the sigmed strip of an ID card,
i.e. after signing, so that digital signature used for authenticity is specific to the signed
card and is formed from a combination. of the person's signature and the surface

structure of the underlying strip.
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plastic is transparent, the scatter nmay arise from any
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radi ation. The invention is considered to be

particularly useful for pl as@l c articles fromthe

followng list of exanples: pl asti ¢ packagi ng, for

exanpl e of pharmaceuticals 2. ID cards, including bank

cards, staff ID cards, store cards - i ncl udi ng the
Irsthgn:@sﬂ eft an 1D @Wﬁlchaananng ar;dlotcesqyecqfail bygrsan lfwhichanag be aeplastic

I35 oFwnsy Bra i s ap b yePatt Hppoe Wt forthe
réad&NoN@an el IR pHbtEHirhgH pat SPRIUITE cHSE ‘ésécp‘ﬁfate from scanning the
authenticity is speC|f|c to the signed card and 1Is
céer ged blanknpager andiashthiab no edmpdrimgdes sosvusredi @hmtlsj because, if a
and the structure of t eund
ofiffoe ARl g W O Sranh amiup SRS o Iairidle ol must be
rddedvearh (a%kg"e? iBMePt fix Rl fRSS ﬁlﬁ)tég@&}ﬁﬁfﬂoqle ﬂ)%ﬂ?&%f’flﬁmype of
ot her rmt erial such as a paper passport) It m
fargafywouldbe idestifiedtipn reales daplemering tlee plests gnvaqmluop,asince the
of he | D car sep e from scanni ng the cover or a
gy & Qtoglgﬁg)woggdé‘a eas‘{%[f”i?ﬁ C¢ SIHSBE™ng has occurr ed.
This is because, if a coating or adhesive filmis used
to attach a photograph to the ID article, it nmust be
Itr mnenpedtedythat fugy géireri materieletype owdll ke aideakiﬁabl&obpghaﬁhvention

i nt art| e. This t forgery uId
pichifei il Beg it Pl sufecy ﬁﬁpéﬁ%ﬁ%ﬂ%ﬁ@pﬁ% fave Very smooth
surBie b Qrﬂmcﬁis&glﬁc 1121 R Héh&{sﬁﬁélﬁ@ Bs WRul 4, uél materials that
different surface structure. IS expe ted any

harteheeveryrdeagr dndlortupgtebini sbffadme(eigdﬁeﬁce mzedetiel)by t he
i nvention provided that it has suitable surface
structure. Material types that have very sm)ot h

TRY rlfl@e%i%n 3 soPal vy f&%ﬁﬁﬁbzﬁlﬁ)h eYChrtibBY oAea U\Q& %i: g;ég?nt types,

may be opaque materials that have a very p
inchslimghpaek aging, aloeurpents, anflickeltiegmat eri al ). The i nvention
also allows identification of articles o a variety of

di fferent types,

The invention provides a method of identifying & product by its packaging,
comprising: exposing the packaging of the product to coherent radiation; collecting a
set of data points that measure scatter of the coherent ra diation from intrinsic structure
of the packaging; and determining a signature of the product from the set of data

points.

The relevant part of the packaging exposed to the coherent radiation may be made of
paper, cardboard, plastic (e.g. Cellophane (TM) shrink wrap), metal or other material
with suitable intrinsic surface or internal structure. The article may be contained in the
packaging, and optionally the packaging may be sealed in a tamper-proof manner.
Alternatively, the packaging may be an appendage to the article, such as a tag secured

with a connector that cannot be released without being visibly damaged. This may be
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i ncl udi ng packagi ng, docunents, and clothing. The
i nvention provides a nethod of identifying product by

W0 2®50885BRQgi ng, conpri sing: exposing the packaptTngBeG05/000922

t he product to coherent radiation; collecting a set of

data points that neasure sc er of the coherent

radiation fromintrinsic structure of the packagi ng;

and determ ning a signature of the product fromthe

set of data points. The rel evant part of the packagi ng

esppoalbouse il forephaohggentical paativatsi cmsrrm@y goedyramdepesfume, and spare
cardb asti.c ophane (TM shrink

%’Egﬁ’rwf?&fﬁw PgB’Eﬁ@ rﬁﬂ’c‘%liggi é%w Suitable intrinsic

surface or internal structure. The article may be

contai ned in the packagi ng, and optionally the

Placinseitivg prayidéea metiod f identiftizgrp docymeant.f comgmising; exposing the

BT o B L TR R A e o
tthQ %h@@ﬂpfétd1a?i%nrﬁ$rﬁQﬁ§ﬁsW sttHJQHfre e 'tﬁ@ a¥buhdiey a&ﬁﬁ&gﬁﬁnmg a

his may beespecially useful for pharmaceuti cal
ﬁgxmﬂmretoﬁ theahsumentdrgo dedseaofdgpepdioise, and spare parts
for aircraft or land or water vehicles, for exanple.
The invention provides a nethod of identifying a
S8 Ao, SAUBENRISS KR0S Wl 9 JORIU i o ot
byhatagrreased thestatdoamprisingt ¢xposinpdlicetiag to echieatnit oalidtionprollecting

intripsic structure of the doc nt;  and ermning.a. .

3iSghat drlé BN HBay BeatER SRS R nﬁ% cobgregt ﬁ?@%gf’ﬂ’?glmnsm
t

O Rl BRI Sy IR T g S S b e Poins.

Therpgi msaynioe thexpomahgndifiedbrand tay leey. hstic,anhirditoant) attached to

collecting.a set of data points that neasure scatter

@FC%W@H%%@%‘KWW adiation fromintrinsic structure of

the tag; and determning a signature of the tag from

the set of data points. The tag may be the nornal

Themdiehticdalbs provideacy methgd qfl idsitifging cadidhosauch ,as a CD or DVD,

attached to the clothing or fogtne
comprising: exposgng the dlsi( to coherent rad?atlon collecting a set of data points that

measure scatter of the coherent radiation from the disk; and determining a signature of

the disk from the set of data points.

In summary, the signature can in some cases be obtained from something ancillary to
a vendable product, such as its packaging, and in other cases obtained from the object
itself, such as from surface structure of a document, or a vendable product. The
invention may find many practical applications, for example to control grey market
importation or counterfeiting. For such applications, portable readers could be used by

customs officers or trading standards officers.

The signature is envisaged to be a digital signature in most applications. Typical sizes

of the digital signature with current technology would be in the range 200 bits to 8k
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The invention also provides a nethod of identifying a
di sk, such as a CD or DVD, conprising: exposing the

wale@k/osss3xoherent radi ati on; collecting a set PET/GB2@5/000922

poi nts that nmeasure scatter of the coherent radiation
fromthe disk; and detern1qi§g a signature of the disk
fromthe set of data points.” In sumary, the signature
can in sone cases be obtained fromsonething ancillary
to a vendabl e product, such as its packaging, and in
bitst Wherecagestlybispratstatie trhavhe digijadsignpimesedite ofahet Hsbits for
hfﬁon1§¥rface structure of a docunent, or a vendable

15 8HYEL: The invention may find many practical
applications, for exanple to control grey narket

i nportation or counterfeiting. For such applications,
Apotherabipectr efither mventidnd prayides el msyhasiuef dabellomgf arc ertisleomith a
.trading standards.offi.cers, The signature is.env%saged
sigpstyfe chagsrlGriet OF g ITIGRE STHCHiFs CORBRPPES P Binine the Setanre
by ¥iHIFiRE asy &€e AboveRetlb8l sBlieRtifRAAbM RdWhArking Yhd £hikle with a
t echnol ogy would be in the range 200 bits to 8kbits,
labtlgh® encwdee titel sjygriature scqordifie tabinachipe-hendebls edé¢aglitgaprotocol.
signature size of about 2k bits for high security.

Anot her aspect of the invention provides a nethod of

Th@RghhiuRY isapre@érsfmszl Schiidd i af BPal USiBg CPALRRLRELS tdneryption
of I'ts intrinsic Structure, conprising: obtaining the

al_gd)@tﬂlal_; LE(E eb_mn@ﬂ:fpltyd: d@)@hn_yawfregrmnabgqrgptngl;am)dgcimerable by a
PO SRR kRS E) AAEgE Alh  Bhgmre

LAes j : i ture is
e B Bl O e T ¢

encryption algorithm For exanple, the | abel may
r.epresent a.cryptogram decj pherable by a public key i
1135 BBt oy Honate e ahorypronpays fafpardbdind 3 e abel
- ALt ' ; ' may be encoded in the
1si%.|gsl§ &gg ér?gh%(ld %V_E/tﬁﬁé%ﬂ? ?gggiflt{cc‘réilspt ion algorithm It is

hi ghly convenient for many materials, especially paper

Ta«;fahg]:nrlg\? ﬁc))eg{llgl;tgbel, fstgggggl!scac%g,l ori irslvigl%lei, re”fg ler% g(!liet? gf (I:leittae gn a smart

chip when the article is a smart card.

The invention also relates to an article labelled according to the above labelling

method.
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The | abel may be visible, e.g. a bar code, or
invisible, e.g. enbodied as data in a smart chip when
W b@sasessxl e is a smart card. The invention al BOI/GB2005/000922
relates to an article |abelled according to the above
| abel I'i ng met hod. BRI EF DESCRH%TICN OF THE DRAW NGS For
a better understanding of the I nvention and to show
how t he same nmay be carried into effect reference is
nomrnade b ] of exanple to the acconpanying
Rt vl gt HHED NGdhemat i ¢ si de vi ew of
a reader apparatus enbodyi ng the invention; Figure 2
is a schematic perspective view show ng how t he
TRaal fegeMV@tlddrtinaingtdfahe BRERIOonMRIAAD AL Ho%r BRTRILE Qnd}' be_carried
times by scanning an el ongate beam across it; Figu
iigtoefigpigeferanet énmaw made Ay mapof exarple o thctacmmpanymg drawmgs in
gnents of the reader apparatus; Figure 4 is a
perspective view of the reader apparatus showing its
external form Figure 5 is a schematic perspective
f [ '
e e Gy B R R bl Bl ARG By nyengion
an alternative imging arrangenent for a reader

jpb dyji ng tg% i nventi on based on directional |ight
BBYTE & 150 SN RAPECHYY VigPnehovang PWgﬂi’Pere@Bn& telygne of the

FEDRTBERbL chBE LN L5 00k SOl Bl ML, ©

enbodyi ng the invention in which directional detectors
e used in c Lnatron wth |ocalised illumnation

%rlglﬁe niSet E’r?ggt% waalif diggigm ef the fungtional cempepents phgee reader

Qppétafp@per surface with the imge covering an area of

Figure 4 is a perspective view of the reader apparatus showing its external form;

Figure 5 is a schematic perspective view of an alternative embodiment of the reader

apparatus;

Figure 6A shows schematically in side view an alternative imaging arrangement for a
reader embodying the invention based on directional light collection and blanket

illumination;

Figure 6B shows schematically in plan view the optical footprint of a further
alternative imaging arrangement for a reader embodying the invention in which
directional detectors are used in combination with localised illumination with an

elongate beam,;

Figure 7 is a microscope image of a paper surface with the image covering an area of

approximately 0.5 x 0.2 mm;
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approximately 0.5 x 0.2 mm Figure 8A shows raw data
froma single photodetector using the reader of Figure

wdamkiogdssxzonsi sts of a phot odetector signal aneCEGB2005/000922

encoder signal; Figure 8B shows the photodetector data
of Figure 8A af ter I|near|sa&bon wi th the encoder
signal and averagi ng the anpFYtude; Figure 8C shows
the data of Figure 8B after digitisation according to
the average level; Figure 9 is a flow di agram show ng
how a signature of an article is generated froma

scan ure 10 js fl ow dj agram showi ng how a .

E}%F%?ﬁrsgww ray iﬁ% ﬁeinea Sl Hoipdeiesior 5B aspdengf Figure 1

¥ dhfdoﬁgist@%?hEsﬁ&toﬁetéét?f‘ﬁ%ﬂ{l%n(ﬁjgﬁ A& sigdgure 11 is a
emati c vi ew of a card bearing ‘a barcode

Iabel that encodes a digital signature obtai ned from
an i nt rinsic neasured surface fhar acteristic;

]f'iguff‘s 5B %‘%n@?i@%‘?d&ﬁcwe%wop SO D S Renearis it with the
){11 g}gma@gﬁ@a@@é}m? adesingedi gital signature
ta|ne rom an Finsiic measured surface

character| stic; and Figure 13 is a schematic plan view

of a warranty document bearln% two barcode | abel s that

Eieverd 8Cashamgi thadaky oh Kigire SBtlisr dagitisation acroiding fnthecaverage
Eggﬁured surface characteristic. DETAI LED DESCRI PTI ON
gure 1 is a schematic side view of a reader
apparatus 1 enbodying the invention. The optica
reader .apparatus 1 is for measuring a_signature from
Eiguss P it Elopndipeiamotivyving haw geipnanite of anarticd aensratcgfirom a
.apparatus. The reading volune is forned by a
reading aperture 10 which is a slit in a housing 12.
The housing 12 contains the main optical conponents of

the apparatus. The slit has its major extent in the x
g}gu&gg dfa flow diagram showing how a signature of an article obtained from a

scan can be verified against a signature database;

Figure 11 is a schematic plan view of an ID card bearing a barcode label that encodes

a digital signature obtained from an intrinsic measured surface characteristic;

Figure 12 is a schematic plan view of an ID card with a chip carrying data that
encodes a digital signature obtained from an intrinsic measured surface characteristic;

and

Figure 13 is a schematic plan view of a warranty document bearing two barcode labels
that encode a digital signature obtained from an intrinsic measured surface

characteristic.
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(see inset axes in the drawing). The principal optica
conponents are a |aser source 14 for generating a

W@ oGve0g8383 | aser beam 15 and a detector arrangeP@€nGB1®5/000922

made up of a plurality of k photodetector elenents,

where k = 4 in this exanple, habelled 16a, 16b, 16¢

and 16d. The | aser beam 15 |§ focused by a cylindrical
lens 18 into an el ongate focus extending in the y
direction (perpendicular to the plane of the draw ng)
DETALLFD DESCREPTIQONe of the reading aperture hi an
exanpl e prototype reader, the elongate focus has a

maj or axi s di nension of about 2 mmand a m nor axis

il $1i09 sgﬁelﬁg’t%"&déglem 6f @ PBIdeL S aﬁlﬁ%q QISR the invention.
C onents are contained in a sub%%s 20. Ié tﬁe

The opticah readeeadpactitusenis fot heashiong a dghamrmﬁromlaammmls (not shown)
16a...d are djstributed either si he beam ax

arpaget 152 Eﬁag‘rnér\éﬂ‘t‘m“aﬁg RERG S éF igg valugee 1s formed by

C

RELFRABROC 10 SR 3 EAT Sk doF Thi B6hiig 92 bontaing e main
opichl mgm‘pohm of the @pammrrffhe skt hdsoittsy pajortelieenoid get x d1rect1on
angles are - +30 and, +50 degrees. The angl es
ésets fRSet Segdn Qfe 4%\65%&5%6%%%1( PUEAbRERPIEIE S faspiggoutce 14
15 EatRlnER ollfont BS T, B0 P adyRRh: EdeEne 1P ridfle up of o

ahﬁangeﬁ klphoa)demmm mlepimtsewha'ﬂedc pHoihatiRtegaiple, EHbellahi, 16b,

det ect ht scattered_from an artlcle | aced
30 il 1A BRerlgS oA FilscBREFL Y hEARaEaERs 4 fgen clongate

0
5 AR NP5 LAELALON, I, SN 8 i)
llying frethe pitine @€ theoRadisg apdmn‘re it amvekdmysie prdcetypeireattn, tleelongate

in the readi ng aperture at normal incidence.. CGenerally
ifgcus élaeégraa%w imepsipn ef gyt B nep and @ainps a}flaﬁg‘éenssoa of about

t4631tn Pd?%{ et 'sff s@ '2) gSa1ich ﬁ)gﬁen@sr &Je%ﬁtaﬁl%ﬁ'lﬁ Qb A e By 708 n the
rection resu1n I'n signifticant changes '
ﬁlﬂlﬁtﬁtedenﬁodtﬂmmhﬁa four detcbier pleawatsdbal.dare @alﬁiﬂbn@d either side of

aperture. In an exanple pratotype, the depth offocus

ﬂ%e ReapY 5k pdged Fl_ﬁ/dléfe@nhﬁﬂam igjgn ﬂ%te@e&lfaﬁ@ %ngemwﬁrf@@ the beam
%Q%C&)&QP ?&Htt%?ed iEh&rRAS cfﬁl 33{101? }%J&P fn the reading

cus nuner aperture an nce are
volume. In an example prototype, the offset angles are -70, -20, +30 and +50 degrees.

The angles either side of the beam axis are chosen so as not to be equal so that the
data points they collect are as independent as possible. All four detector elements are
arranged in a common plane. The photodetector elements 16a..d detect light scattered
from an article placed on the housing when the coherent beam scatters from the
reading volume. As illustrated, the source is mounted to direct the laser beam 15 with
its beam axis in the z direction, so that it will strike an article in the reading aperture at

normal incidence.

Generally it is desirable that the depth of focus is large, so that any differences in the
article positioning in the z direction do not result in significant changes in the size of

the beam in the plane of the reading aperture. In an example prototype, the depth of
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I nterdependent, resulting in a well known trade off
bet ween spot size and depth of focus. A drive notor 22

w0 g00a088883)ed i n the housing 12 for providi ng | PEEE&B2005/000922

notion of the optics subassenbly 20 via suitable

beari ngs 24 or other neans, i ndi cated by the arrows

26. The drive notor 22 thus S®&fves to nove the

coherent beamlinearly in the x direction over the

readi ng aperture 10 so that the beam 15 i s scanned in

doahisrie epponximatalys@.&rmm whichhe snijopmtlgxdageab prbduce good results.
ongat e focus. ,Sinc he coherent beam 15.is i

g‘JihﬁeI??gf‘IBﬁf@EP’ At depth fogc'%fgust d‘“ﬁ%?\‘)‘églaa%“s 28d cvorsipg distance are

iRErdtpe eﬂf] Gedddif waélpﬁncgﬁr@%ﬂkg))fftMeénsfﬂHﬂ Sfe and depth of

smal l'er than a projection of the reading vol'une In a

fbase normal to the coherent beam i.e. in the plane

of the housing wall in which the reading aperture is

set, a scan of the drive notor 22 will cause the

0 . . hf . 1:nar .

FEGHEBhoBF AT id Ao P RN ol ioP pRie R iRg ki of the

loptcy subAssesnbly A0ude duitablé lbeariitgs Xdeort bther aram, iamgndicaded by the

is a schematic perspective view show ng how t he

PERSHE- AP drive MOpRdBUSerYSRER Moye Sicrhetrgt bgpm linearly in the x
PoeteR 5y QBT GER e oo QS0 T BiyR e 5158 edin b fection
apeasiendectou tidemaie taxtnoDthet dlenghtd ¥erub.sSihep ks eotieecht hygam 15 is

the adj acent rect angl es nunbered 1 to n which sanple .

simensaepedrat fits §oqus trhayrp Glosr-sectien alhg Xg Mlanedplags 2})@6 drawing)
| @

TR, PSR Salef el bRt SRR NPT Tplpe normal o e

Cohaeniuissain, \.e. én geqlarcef e hbuxng wadltia witichtis ®ading aperture is
collected that relate to scatter fromthe n different
iSet @sicam of dhe, drive mptor B Wil £avsegthg qoherent pgagy 15 to sample many

SHRAN TR RIETS Sk B £0h 30AR ARGl ™

10 along the x direction, i.e. the scan direction. An
exanpl e, spaci ng between the marks in the x-direction . )
iFigmo@ it i8e @ dluphatsethipesepepling and den3| €hemgticapergpective view

%EO\LHI% l'ﬁ)lvxp Hﬁ%zﬁinflgoﬁzrgg‘ is%&pﬂd%vﬂiﬁgs 6}%@11&%@%%&)%%&8 Beam across

it. The sampling positions of the focused laser beam as it is scanned along the reading

aperture under action of the drive is represented by the adjacent rectangles numbered 1
to n which sample an area of length ' and width 'w'. Data collection is made so as to
collect signal at each of the n positions as the drive is scanned along the slit.
Consequently, a sequence of k x n data points are collected that relate to scatter from
the n different illustrated parts of the reading volume. Also illustrated schematically
are distance marks 28 formed on the underside of the housing 12 adjacent the slit 10
along the x direction, i.e. the scan direction. An example spacing between the marks

in the x-direction is 300 micrometres.
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of the data in the x direction, as is described in
nmore detail further bel ow. The neasurenent is

wp@esoosssesl by an additional phototransistor 19r@GBR0SH00922

a directional detector arranged to collect light from

the area of the marks 28 adjacent the slit. In an

al ternative enbodi nent, the arks 28 are read by a

dedi cated encoder emtter/detector nodule 19 that is

part of the optics subassenbly 20. Encoder

Fhesetmarkd eteesanapledrbyl @l teid ofithe alergdtd fochnand prowidedabnearisation

J d, A HED: 0
ohae Ralapole BrAIEORBb el TEREeCH FRiTh Gt HETEL BEpY- The
aRdsRhaAtAde gﬁ%%ed bhén 'EGQMloﬁalsplﬁ)@&kanbétofr 99 WRERis D ﬁlrectlonal
PIC ADC as an extra detector channel. Wth an exanple

detactor akirareged ito nolddct tiplt ffao te avéa dﬂhmnarksr@taelna;:pntah@l slg.

scan length in the x direction of 2 cm n=500, giving

2000 data points with k = 4. A typical range of val ues

pr kaﬁe n%f#\?@%ﬁ@doaan@fn IS ih&fs Sz%Clafe tré’adl | 8¢ ezL dearctateal Encoder
type, of detector channel's 'k’
éaﬁ:ltantdstacmrenpduleewtthatbas pad ef khex optu;s Mba@mmblytZ(h alsncoder

al so been found_that ingcreasin
gitEL{dsiestor mpdies %P&‘fﬁ@ 2 gofen ﬁ%rﬁ»%.wmak Pigdhave used an

ARt f
%%;ﬂguglﬁﬂ'ﬁg %do%é&tﬂé AREisdRE RS | fd?:ﬂsé?l llgtthlﬂ Emftih 8 o@e (LED) and

nandling, printing etc. practi ce,
photodétg@res Tedndduledaigaal & fadl mt«»fthd: HIGbADE ahan ebdma detector
total nunber of independent data points, i.e. k x n,

§P¥WEl be 500 or nore to give an accept ably hi gh

security level with a wide variety of surfaces. Figure

3 is a block schematic diagram of the functional

Gitip an erdmplefminbe dinsadem afpha featis ©f 40 mecrontetars, 2Bdiasscan length

oL G OR 1 BB 08 Eigd008 oS UET & A ypicH range
] 9 4,80 BB L 1000 EGDBEL g, e o
tdeteator @halnetpuk* dmidethert fattoesois\egpeared (0NRXC)0G kat X ns< ﬂ)@,Ot)O It has
%{sot Qcaeenplfgln?ao thzﬁ\ 1Sn|01r‘2a|51?1;g t%l er(iltlr;llbecralof Cd%?erc]:’?o% Iko rgllsloI improves the
insensitivity of the measurements to surface degradation of the article through
handling, printing etc. In practice, with the prototypes used to date, a rule of thumb is
that the total number of independent data points, i.e. k x n, should be 500 or more to

give an acceptably high security level with a wide variety of surfaces.

Figure 3 is a block schematic diagram of the functional components of the reader
apparatus. The motor 22 is connected to a programmable interrupt controller (PIC) 30
through an electrical link 23. The detectors 16a...d of the detector module 16 are
connected through respective electrical connection lines 17a...d to an analogue-to-
digital converter (ADC) that is part of the PIC 30. A similar electrical connection line
21 connects the marker reading detector 19 to the PIC 30. It will be understood that
optical or wireless links may be used instead of, or in combination with, electrical

links. The PIC 30 is interfaced with a personal computer (PC) 34 through a serial
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21 connects the marker reading detector 19 to the PIC
30. It will be understood that optical or wrel ess

WO R0vE®S88F8Y be used instead of, or in conbi natiPCT/GBRIVS/000922

electrical links. The PIC 30 is interfaced with a

personal conputer (PC) 34 through a serial connection

32. The PC 34 may be a deskt O%ft‘or a |laptop. As an
alternative to a PC, other intelligent devices may be

used, for exanple a personal digital assistant (PDA)
coniectdedideaThe PE) 8¢ tmaynbecs deskitdp o hdagPbe ADamallerRiiivddio a PC,
collectively forma data acquisition and praqcessi ng

fﬁtpau@e%@emo@evm angy be §da ‘§|ei§ﬁ1§i>l9r3ep‘3ﬁoﬁah digifal assistant (PDA)
e

aodquisicibh @nd PBodessing d&idalba%fc(rdﬁierﬂaﬂung hsighatuad ad Ehe%tlcle from
may be resident on the PC 34 in %anr stored on

dhg $eé of Halpdwints ppYestadiny %Mytecqorﬁel@at 8 FC43 hanyacerss Through
aﬁq}?treﬁaéer ?dHn%&‘P P@ %4a aiﬁfajb &jj ’[l?r)é cfﬁdta{tﬁ% eéﬁﬁm n)g/be resident on
el epho

onmuni cat1on exa nobi | e

$1§i=f PCGasin Ghierdomy 6leét6téﬁ anC@ﬁve&h&&ofJ ellwaiKivelyAKe dafabase 40 may
conbination with the internet. Mreover, the database
ko waptp&on dieelC Ftapd yAcenssach By Predess. gagamunication, for example

RSEOSIHL Yol oadet! M. BTN 00UELE: pdliBa. 4 AN) in

gbase 4 NS & T braf pr evi ou record

sbgibatatioa svithlihe iiteindd NMsrepva@gihe MaRbaseol(t fiay bé stokedQodally on the
accesses the database 40 and perforns a conparison to

51 b bus perjprieadlyrdompdoadiad Sloasreapte seHed-ns a match to

the signature of the article that has been placed in
the readi ng volunme. The PC 34 nay al so be programred

tTheaddtabs@ 40| GARIAY £ libParPpef shyorecbeled aignbass®. The T 34 is
match is found. This node of use is reserved for use

Pyosammmsdi sochatuigetss ibpreesray tl}@edaéahaﬁq 80} an¢ peaferys appmparison to
; ht%B H& ét?lelb&lelﬁ%?a%aée%(}:hgnt;j' q’naetéﬁ: { ut% \éggé%iufreo bt the artlcle that

Verllfll caP| on purposes

Ofas béh pleadah tl@dh@@ﬂl@? bt'&lulnes thPﬂQM Ifnéy @IX:@) Bé pﬁigrefrﬂhéﬂ to allow a
The housing 12 and slit-shaped readi ng aperture 10 are

signgayse to /bepwiﬁgﬂctw (B lstabaisn fahel et 3 Kng. dpjsamedr of use is
?Qs%rve% 3L %%(: g(i %uth%ns@cp &se?s gI{H &gy 30 o?rh{téf %rgmogys%m%'tﬁae[ are to be

ormi
used in the field exclusively for verification purposes.

Figure 4 is a perspective view of the reader apparatus 1 showing its external form. The
housing 12 and slit-shaped reading aperture 10 are evident. A physical location aid 42
is also apparent and is provided for positioning an article of a given form in a fixed
position in relation to the reading aperture 10. In the illustrated example, the physical
location aid 42 is in the form of a right-angle bracket in which the corner of a
document or packaging box can be located. This ensures that the same part of the
article can be positioned in the reading aperture 10 whenever the article needs to be
scanned. A simple angle bracket or equivalent, is sufficient for articles with a well-

defined corner, such as sheets of paper, passports, ID cards and packaging boxes.



10

15

20

25

30

position in relation to the readi ng aperture 10. Li
the illustrated exanple, the physical |ocation aid 42

w0 g005/0885Be f orm of a right-angle bracket in whPChGBR®5/000922

corner of a docunent or packagi ng box can be | ocat ed.

This ensures that the sane pai of the article can be
positioned in the reading apefture 10 whenever the

article needs to be scanned. A sinple angle bracket or

equi valent, is sufficient for articles with a

Heldogeshente feeder newld beiprovideds e ensurof thpta fer article placement was

FRFBFR Tor FRBEDlN J0F qentab ey dOfR iy SRR forma for
BbAGRER NealiRSs, GIRTIDRA or E@Jun‘i‘éf@'ﬂ?in‘ﬁgeﬁlélﬁ sHRBME aEdtSpackaging

could follow any conventional format fTor doCunent
sozem ems altghatiec spult deoto povideeat suitabla garign thoky Soegsample a

For akain boxes, natrnalve uld be to .
%ff)gb‘g” ‘gSF%‘ “ghcd% ?‘E@Cﬁ‘%ﬂ g tﬁ‘%l’asémgﬁﬁ?‘éa%ﬁutlar box or a circular
Eﬁfs& RBGHYnAo1& f&%%cegﬁﬁé b RObLa Ll ABERRLL. QQllﬁd},%ap&)%?
a rectangul ar X Oor a circular cross- sectlon hol
for accepting the base of a t ubul ar box (i .
lindrical box LS mat i.c pe ect i
Bl of 5o ScRariAisabr R B SR e IBHAge R
Qi@f ?ﬁgé?atﬁ 11 iRcRAGLEh: s&reerﬁﬁ% %ﬁﬁhébgofbcﬁ‘ﬁ&&e th@freader is based ona
ar reader based on a conveyor belt 44
mnv.dyoaﬂ)bltc44een m"hlpiaaktm@pan paokapieg p:laad@dplamull, ymkyncme artlcle 5

r1|c e 5 illustrated for, si
GlErirase R PR g teD: Ao e 10 prthg apicle 5 s

me&% BYst&icStaddr Heatn®Fehs th@am&észﬁ sfe@%n W e o'ébeu 44. The
passes g e conveyor belt 44. Th faser beam 1 %
gaesaebeamdSby gandrated bysolasassofirbedrdr armpeed fixxdth position beside the
positi on beside the conveyor belt 44, The_l aser .sourc
i‘Aan‘é’QY I“at 'g%er ifFeYbSQHFﬁeflé‘c*t?éuaﬁdn‘ie%W% b?%tfo%lﬁ’&ﬁﬂinsf@?t shown)

gH) ﬁaa ﬁ&ﬁﬁ'l e 18 cOB até@b!:%n'f%ﬁ%a@@l@qhttf?@tz direction (i.e.
travel s | |rect|on ori zont al
ﬁbnnor)tal o pas flooneto pdse avenviey oonvegdt bdd 44t ataa Ihelgghth' thereby

"h', thereb |nter ectlng the article 5 at
nggﬁ?tmaqw%ot S AitB it 4 h@gheéldr% §aar QT fep reaging as%aah‘? The

e T

Beais@noli mgma rextdneling oh thec;t doect{oa. @.g. prodived dvith i:nlnegral cylindrical

I nte l'i ndri cal
lens). gA?thou h only one article is shown, it will be appreciated that a stream of

t sﬁowing a

similar articles can be conveyed and scanned in succession as they pass through the

beam 15.

The functional components of the conveyor-based reader apparatus are similar to
those of the stand-alone reader apparatus described further above. The only difference
of substance is that the article is moved rather than the laser beam, in order to generate

the desired relative motion between scan beam and article.

It is envisaged that the conveyor-based reader can be used in a production line or

warehouse environment for populating a database with signatures by reading a
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| ens). Although only one article is shown, it will be
appreciated that a streamof simlar articles can be

W@ 303858 and scanned in succession as they paBGI/GB2005/000922

t hrough the beam 15. The functional conponents of the
conveyor - based reader apparatys are simlar to those
of the stand-al one reader appdratus described further
above. The only difference of substance is that the
article is noved rather than the | aser beam in order
duocegsivar @it atitlhe Alesicoetol; eacht arviclenay be strneg egris tanerify that
eam and article. |t is_epvisage hat the .
8 FRroydd Btstre can e R Bt G b dgngs P e sEvems pRerating
Alse MBS, SRS 8¥S‘?&M kﬁr@ﬂ%?%ﬁicfh%ractp Rl ds 08 1#idaBaRRGnning could
wi th signatures by readi ng asuccession of articles. AS
Aschatapplied sgehintasfisatd @By obesisg anaabir appdratus that gas bysed on
t hat the recorded signature can be verified. This
ROY eauipEedb ARMHPRSHIS: wo syst ens operating in series, or
one system t hrough which each article passes tw ce.
Bat ch scanning could al so be applied at point of sale
TROoveadesudbatigerabodiadars ap pasedt ars Idchidedvaxsititameditiva coherent
PCS equi pnent. conponents. The above-descri bed X \
g bgrmenitseall GO RSP QOBPARIUOBIVIEK dstecprs shat fpdept Light signal
n [ forsdRlak ; - sectlL.on,, st :
SRR v Pl BB er ST Bl 010, BRPIpRER of excitation. 1t 3s
pazsible fedesiptes fananoaslly equiedlemropsichlhattennwhictiés instead based on
| ocal area of excitation. It is possible to desi%n,a, )
ditaseionangstesiordntstiert lefstantn frogy kicahiedareas 1p combination with
' ' tional detectors that collect
‘%’.{éfg’fﬁﬁggﬁféif‘%?nﬁﬁgfc{{%sed areas in conbination with
excitation of a nuch larger area. Figure 6A shows
schematically in side view such an imagi.ng arrangenent
Figren6 A shaws Sehepsdgalhgineide YIRYSHER ah IipgiRS arapegmerlfop 4 reader
' N iqk L lLecti . to ik | i
SHOREGERAL Pl SR bl BRHRCABA 1t UMCRO o8 planket
ilnndaaten atithancolickdnt deaml Amdarrayadetedtor 48 énarragedyn d@mbination

so that adjacent strips of the detector ,arra¥ 48
with a cylindrical microlens array 46 so that adjacent strips of the detector array 48

only collect light from corresponding adjacent strips in the reading volume. With
reference to Figure 2, each cylindrical microlens is arranged to collect light signal
from one of the n sampling strips. The coherent illumination can then take place with

blanket illumination of the whole reading volume (not shown in the illustration).

A hybrid system with a combination of localised excitation and localised detection

may also be useful in some cases.

Figure 6B shows schematically in plan view the optical footprint of such a hybrid
imaging arrangement for a reader embodying the invention in which directional
detectors are used in combination with localised illumination with an elongate beam.
This embodiment may be considered to be a development of the embodiment of

Figure 1 in which directional detectors are provided. In this embodiment three banks
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only collect light fromcorrespondi ng adj acent strips
in the reading volune. Wth reference to Figure 2,

W@ 2wk/088583 ndrical mcrolens is arranged to col PEDGB2005/000922

light signal fromone of the n sanpling strips. The
coherent illum nation can th;& take place wth bl anket
illumnation of the whole reading volune (not shown in

the illustration). A hybrid systemw th a conbination

of localised excitation and | ocalised detection may

ofl dicechienal slefegkors ars pryideals esch Bagfjubeing mgbtod\so collect light from

.ggermtlcall in plan viewthe optigcal rint
S ERTRDGART et Rk W kit ey She solflifppte fom the plane
@I”éﬂ@%’dcfgrgg {/&ﬁrﬁ@%%b% Wwith ﬂ&tegi {-d @8 Ahat SCHRE IS of, for

are used in conbination wth ocalse ['um nati on
svatiiplea?, deteotvyaicollbmalight Bignal frommatie oppdr pmetyormf the exc1tat1on strip,

considered to be a devel gpment of the enhodi nent

@:ﬁegevggan i of %?%ws&Pﬁ 3 PBhy e from o pud r@? BSO8R &&oemtaﬂon
étﬂ Lhis tlﬁgﬁjgﬁilgsf‘ etbd? %oﬁ@&gﬁ ht ﬁibﬁl%glﬁw%f‘ ?Bﬁt @ﬁto? EeOLRitation

provi ded, eac a bel ng Targete
ttng hEadhr teamk difT deteeats ipahdwartmvalgom girttler éo’ll}ecmbn area of diameter
excitation strip. The collection ar afromth pl ane, )
YIPrPtiwate g)éHFh g™MhE e éﬁ% DURRRR qx“mu divisiongoef; g excitation strip,
' l.es, [ a e
{gié{,rg Cltﬁor gslgoth@a]g e?enlft e&ﬁx{npﬁ g t [t%ehﬁeﬁﬂupégz?f%ndeptendent data

pints feen bx drictaaised by satfactpx; ofamier:m gdreh acda lehgttldt Actescabed further

caollects light signal froma niddle portion of t
Bslevt gRg R mQrs Bl %ngFr%Ptt Panky Ha ‘%Re%‘f’n%le@f‘é%‘%t?ﬁss"an be used for a

s T

cier cfitharbaalcd eyt bheomsedrte &oﬁéctdl@meigaal mppmyldpsatr&stexd for barcode
1/m. where mis the nunber of subdjivisions of th

wapnipgt If Gus sithecasej gvill ggperally pp spi{icient furdhat t@%hﬁw@tam only
f
%Igi (?eﬁ%c?%r\gg}é%ﬁ; E;E/‘erg%pg%% ' a éffvﬁlgn&g Bﬁﬁﬂhngéﬁoé‘s Q&Q%tfbng %ﬂaen only

ctor en scan
dcandiag desonirbed further bel ow, one or nore of
di fferent banks of directional detectors can be used
for a purpose other than collecting light signal that

Elgﬁﬁ %rgrg%ege e @ﬁh& anStl‘uFR{r e(ﬁ)mgnts ARhE ﬁfH‘cuBHaq components

ect SI gna In a
optariaus &dacfer) apparaasede suitable for carrying out the invention, the numerical

processing used to determine a signature is now described. It will be understood that
this numerical processing is implemented for the most part in a computer program that

runs on the PC 34 with some elements subordinated to the PIC 30.

Figure 7 is a microscope image of a paper surface with the image covering an area of
approximately 0.5 x 0.2 mm. This figure is included to illustrate that macroscopically
flat surfaces, such as from paper, are in many cases highly structured at a microscopic
scale. For paper, the surface is microscopically highly structured as a result of the
intermeshed network of wood fibres that make up paper. The figure is also illustrative
of the characteristic length scale for the wood fibres which is around 10 microns. This

dimension has the correct relationship to the optical wavelength of the coherent beam
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scanning. If this is the case it will generally be
sufficient for that bank to contain only one detector,

wa@wsestsbere wi Il be no advantage obtaining  PCT/GB2005/000922

cross-correl ati ons when only scanning for contrast.

Havi ng now descri bed the pringgipal structural

conponents and functi onal co'ﬁ‘g'onents of various reader
apparatuses suitable for carrying out the invention,

the numerical processing used to determ ne a signature
tos:am/dlﬂ’@@bom bed henge spetkle pand alsedidfuse deatieeing fich has a profile

f th
tﬁ#@%!e% RPN HB oM MOra b ehamseciast i i Eiher i to
! REBAES f&%ﬁ%&(ﬁﬁ@%ﬁ%ﬁ’ of BoddiethRlvavdfingf GUh€1aéer Gande tailored to
m croscope inmage of a paper surface with the inage

thowenitny fanuzr sze of tipplagxohgadsisyto beScan@d2ItritnalsPevident from

re uded .to illustrate that croscopi cal.l
thp S hRebR ol mi il pEesbh ity T HREREAT b Bt in tha
i H&félnﬁs §h hy& i BliAHuA WoJd BHEORICrRagtE A piete Er is thus no
the surface is mcroscopically highly structured as a
diffsxeht frof 4 I;mmaﬂllyeurmxsch éekeneswbrds thé spma:l résib teleens Ioatmagnetic
make U The fiqure | sg illustrative.of th
e fesbRrornd Srigt ploianes B Trisus otict 5 icigsdrrosute of
it DeMoOHAL SEQRSovdihkd by HRAfARRS Thd Sari®apSisds
1r glea?l onsh‘%%a?cr) thesgggtl callﬁlvvavel engt h of thae cgggr entt0 many
dtberrtypescduseelai f f racti on and hence speckle, and al so
di ffuse scattering which has a profile that depends
upon the fibre orientation. It wll thus be
RRAAGSH G C{hé n%nt& s [dRREFEred Bhak @ 18 %s&%ﬁmwg@inﬁ@srs t8 go to the
specific class of goods, the wavel ength of | aser
affort bmd expeney eﬁrrtakntgw@estaﬂyqir@paeecf wkens, evisinzmigfe ¢hagacteristics

class of, goods to nned. It is also evident fr
#RORFADE R 2T S ERmatier Stow SRS vae 6F Sty sy brtices.

’Eﬁ@&ﬁ Qb1 RABR an W ﬂ\llmé?ﬁaPPfOGé's%lﬂgrbft Dalattet si gﬁﬂecﬂﬂstaﬁé% advantage

owt e 1 ndividual wood bres "are arranged I ece
off thp apteral sisudtinesofran adii¢lé's seafidcef (ppnintaricape thealakey of:ﬂrmnnmon) is
tok uch as the special resin tokens or nagnetic
ﬁcé‘f’ ‘ﬁeposits of the prior art, in that it has
structure which is unique as a result of it being nmade
by a process governed by | aws of nature. The sane
Eigptei 8% shioovsmawydata from a single one of the photodetectors 16a...d of the reader

of Figure 1. The graph plots signal intensity I in arbitrary units (a.u.) against point
number n (see Figure 2). The higher trace fluctuating between I = 0 - 250 is the raw
signal data from photodetector 16a. The lower trace is the encoder signal picked up

from the markers 28 (see Figure 2) which is at around I = 50.

Figure 8B shows the photodetector data of Figure 8A after linearisation with the
encoder signal (n.b. although the x axis is on a different scale from Figure 8A, this is
of no significance). In addition, the average of the intensity has been computed and
subtracted from the intensity values. The processed data values thus fluctuate above

and below zero.
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ot her types of article. In other words, the inventor
has di scovered that it is essentially pointless to go

wa eooslgssed f ort and expense of mmki ng speci al | yP@r/epanneo0922

t okens, when uni que characteristics are neasurable in

a straightforward manner fronp,a w de variety of every

day articles. The data collec¢tion and nuneri cal

processing of a scatter signal that takes advantage of

the natural structure of an article's surface (or

Figtieer 8Grshows tthe datased Iigure $Bs aftersdigitisatien.nbiye digitisation scheme

SPIEH o S, BP0 S T LR, AR08 0 e
dnd J@%egémn@ngiﬁvaﬁie@ﬂ;ﬁle skidteRed. ywill B@a@r@&ia&ar‘twat multi-state

units (a.u.) agai'nst point nunber n (see Figure 2}.
digeishtiorh eoult rtzcesefl| ingeads bngnpeneednmany: other @Beiblesdigitisation

th jgnal . data f hot qdet ect.ar 16a. The, |
sRPRRashes "N omaRdBuRrRt derivee e A eRSaosis REehu L e same
gi%itﬂsﬁt% §hEME §s pblivéShsibend. around | = 50. Figure 8B

ows the photodetector data of Figure 8A after
l'inearisation with the encoder signal (n.b. although
he x axis is,.on a different scale fram Fi gure 8A,
B 9  BongliagteishowaRg BV o Heasierton ie 5 aimed from a
nt Ne intensity has been conputed and subtracted from
the intensity values. The processed data val ues thus
fluctuate above and bel ow zero. Figure 8C shows the

SEhanotsmeRctaisiEn SFom cbPE TG SeoPFAP B oo of the

ﬁﬂggb&été’c‘?mjs n{ eORkEY a%;ﬁlb'i%at%ffe 8 185 N@nYehd A llléd%lé of scan.

atlvelntenlty al ues are set at zero. It w
Sipmlentatshd theharodarlsigna isamuitedas a Saidtion of dhed Tie noted that if

used i nstead, or. any one of. nany.oth i bl
thegicnp SaRtprofiiss e lgess of HECHINIH AGOIESrE & dartid grstepper

b3 rﬂ}e&htﬂn%aii%aﬁ& bB thERIRA Yndyidk bb QS(%U?I%E. THE Ghdali$ 8dudRd by the
sche I's appl 1 edconsistentl’y. Figure 9 is a flow
BIG 80 eakirghdana frgmhtbevAR G i3d nEheid&a pbirdnararttansfesred $n real time from
%ener at ed fr%@? ) ) ) ,
e PIC 30 to the 4. Alternatively, the data points could be stored in memory in
the PIC 30 and then passed to the PC 34 at the end of a scan. The number n of data
points per detector channel collected in each scan is defined as N in the following.
Further, the value ay(i) is defined as the i-th stored intensity value from photodetector
k, where i runs from 1 to N. Examples of two raw data sets obtained from such a scan

are illustrated in Figure 8A.

Step S2 uses numerical interpolation to locally expand and contract a(i) so that the
encoder transitions are evenly spaced in time. This corrects for local variations in the

motor speed. This step is perfortmed in the PC 34 by a computer program.

Step S3 is an optional step. If performed, this step numerically differentiates the data
with respect to time. It may also be desirable to apply a weak smoothing function to

the data. Differentiation may be useful for highly structured surfaces, as it serves to
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scan. Step Sl is a data acquisition step during which
the optical intensity at each of the photodetectors is

W@ e@aiossse3 appr oxi mately every | ns during the ePCT/G82005/000922

| engt h of scan. Sinultaneously, the encoder signal is

acquired as a function of tige. It is noted that if

the scan not or has a high déggliee of linearisation

accuracy (e.g. as would a stepper notor) then

linearisation of the data may not be required. The

awneate sincargrlited doftyibutiensHironB thet sighal gretiéive t6 rcometatasl (speckle)

ADC.31. The data points are transferred in real tine

$GHRUERRS- P c 30 to the PC 34. Alternatively, the data

points could be stored in nmenory in the PIC 30 and

then passed to the PC 34 at the end of a scan. The

$apiSdris a sep iol &ﬂ]éclp dorrgash photadeteetirothe oean | the odcoatetiesignal is
each sc as. N.in the foll ow ng. .

it R o NPtk (10 Shoh b oHefpoigs, \Hoes jalue ds spptrected

%x&heﬁlis 'otf%hé’ Qllafée (f)lfi{%”%cp Rk OGR! &fth Ofre KiistMPREE dbohit Qéro intensity.

rom 1lto N. es of two raw data sets obtained

Reforenses qmmads dxaiﬁlme 8Bl Whithr sttosdd am efamgpleeof8A scit dgta S@t after

Uses nuneri c i nterpolation to |ocally expand and

linsaisagiop agg gy tr%BOQH&CQ%ut@ﬂ@Bﬂéget ransitions are

evenly spaced in tine. This corrects for | ocal

variations in the notor speed. This step is perforned

$teptIte dRxGissd thy aaalogm) phetodpteotr adata $d) Eqmnﬁﬁltd @ digital signature

optional ste erfor med, this s rrerl aI I
wPreseNERtE oéttﬁ%sqaﬂ Reagigitdl %lanat@@pté yn%PP Yipg ﬁ&‘ymle a(i)
4 ARpLEyRhaEl Bk PRI e @@9@%&@? Ut i

ddfinedt asr dgi)s whéc ES’unairdnh $etovAs Thfatsignaumd: eof the artlcle may

uncorrel ated contri butions fromthe ghal relatjve. t
Wyrp@seAvsly 1(!%%*@@1%7%@4@%%9%@&@&@ a%it“é‘ﬁfl toythedigitised, 51gnature

binh it d%l'fa BesPRBIL G8eEE tRiher IdpB oA oriturk rE%m onents are
itk 7 ks

recor sta en over theN ata pol nts.
mhesmhbédeet ector, this mean value is subtracted from
all of the data points so that the data are

di stri buted about zero intensity.

Step S6 is an optional step in which a smaller ‘thumbnail’ digital signature is created.
This is done either by averaging together adjacent groups of m readings, or more
preferably by picking every cth data point, where ¢ is the compression factor of the
thumbnail. The latter is preferred since averaging may disproportionately amplify
noise. The same digitisation rule used in Step S5 is then applied to the reduced data
set. The thumbnail digitisation is defined as tx(i) where i runs 1 to N/c and c is the

compression factor.

Step S7 is an optional step applicable when multiple detector channels exist. The
additional component is a cross-correlation component calculated between the
intensity data obtained from different ones of the photodetectors. With 2 channels
there is one possible cross-correlation coefficient, with 3 channels up to 3, and with 4

channels up to 6 etc. The cross-correlation coefficients are useful, since it has been
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Ref erence is nade to Figure 8B which shows an exanpl e
of a scan data set after linearisation and subtraction

w@P008/08838put ed average. Step S5 digitises the BCHGBWS/000922

phot odet ector data to conpute a digital signature
representative of the scan. Jhe digital signature is
obt ai ned by applying the rule:™ a ) >0 maps onto binary
1" and ak(i) <=0 nmaps onto binary O. The digitised
data set is defined as dk(i) where i runs from1l to N
foned ghag tiwly wreegafd indieatarst dfah&tenimycypeﬂ\F@nﬂagapl@sfcy a particular type
Ei‘in rporate further corrpgnents in addition to
éﬁ’%@&l PRy A8 AUPASSRIET Phé ST HRS: ¢ 350 PF&%‘F P"ﬁ‘P‘?r the cross-

o C
BSRS890t 10 CATARANAcon
vdttetdrion canmklcelculatadiiebwednl 4 (iplhgd b)), whepdtAlaad kd vary across all
created. This is done either by averagi ng together
gﬁtjha@bmodqmglp@la@ﬂelmmm Ade nosmaligndccrpysegasieiasion fgnetion I is
g\gc ng every cth data point, where c is the

s

ion factor of thethurrbnail The latter is
pr ef erred since averaging pr portionately
anplify noise. The sama di gi rule used in Step

S5 is then appliedrr) et. The

t hunbnai | digitisation 3%% VE @Kal) where |
runs 1 to NNc and c is t i%% flactor. Step S7
is an optional step appl ftab Al nultiple detector

channel s exist. The additional conmponent is a
cross-correl ation conponent cal cul ated between the

Anbes aipecidef eheodrvai-dvetldtioanfuditidre riemtcanrtesstofedt foe use in later
phot odetectors. Wth 2 channels there i's gne possib
vorfication is e &tl@tawf dhrepgakdn dhg crogs-carreaiom Hrstion. for %ample the

ﬁtll @Mh Waﬁ&éﬁlﬁlgﬁpgﬁ*e’ flfl\{f)g Th u@e eétcthe-@i]fss correlatlon coefﬁclents in

Ccross-corr i'ents are us

hasfidadienpaisadingtiatedchibyd Anrthegioddwi ndi cat ors of
material type. For exanple, for a particular type of
docunent, such as a passport of a given type, or |aser

f kﬁ@f?s gﬁ&ﬂ&r o;%tfog’rﬁ stdp oﬁlﬁ%ﬁg% thc?chjl[}?gte?agsﬁ%‘l .ise.ciin%,rﬁgﬁy average value
falioxele aﬁchecs&grﬁs ednsY distigution. This may be an overall average of each
of the mean values for the different detectors or an average for each detector, such as a
root mean square (rms) value of ax(i). If the detectors are arranged in pairs either side
of normal incidence as in the reader described above, an average for each pair of
detectors may be used. The intensity value has been found to be a good crude filter for
material type, since it is a simple indication of overall reflectivity and roughness of the

sample. For example, one can use as the intensity value the unnormalised rms value

after removal of the average value, i.e. the DC background.

The signature data obtained from scanning an article can be compared against records
held in a signature database for verification purposes and/or written to the database to

add a new record of the signature to extend the existing database.
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can be cal cul ated between ak(i) and ai (i), where ki
and k,| vary across all of the photodetector channel

wWovb08%8533 The nornal i sed cross-correl ati on funk€T/GB20D5/000922

i s defined as Anot her aspect of the cross-correlation
function that can be stored gfr use in later

verification is the wwdth of*the peak in the
cross-correlation function, for exanple the full width

hal f maxi mum (FWHM) . The use of the cross-correlation
Agefif databasg xecoml wié]rinélu«beamb digifat sigegvigigbtaimed s Steplfifdas well as

f urt hﬁ}s gg%lg‘taﬁ(erat a V}%ﬁ{@%t Q@&g&g r§a[ %atf)h gch photodetector
%Ighﬂhﬁlatthé’ Rr&k- Joﬁ%laﬁblg "L%L:fficﬁ;n%" %'ofaYnéH Siﬁ rStEgt $P "‘and-”fﬂeS average

e an overall average of each an val ues
Yaue(sh ebdinefleine Btepd®d.eAltemati @y, aihe aﬂmnaigmlﬁ anagdeh stored on a
detector, such _as a root S I 'S |l ue o
spaaje ditibash 6 HeirantbPRIBIES e ARG qlamﬁ?a-ap (B ot the data
§g€iﬁdlﬁé HRAGIRbnAilRS PH%%% ﬁaﬁaﬁa@et he reader described

an average for each pair of detectors may be
used. The intensity val ue has been found to be a good

crude filt f mat eri al since it is a_si
Fisiec 0 isoh SO Qi F1onans BEF: % SIgYatLifRy °¥ b GHide ob ified from
J%]ﬁcﬁﬁl L &ifidder ﬁ{g@{rg nrBAGiabas. use as the intensity

e unno ised rns value after renoval of the
average value, i.e. the DC background. The signature

dat a, obt ai ned from scanni ng an ticle can be conpared
Hyashag! eﬁ’é‘@%ﬁn%félt%‘épdthlerﬁﬂ bgsegmﬁi 51a0tBl b seséeheg o 1ind  match

Hfsreﬂf gﬁ'& RiNsp OF ﬁgg& ﬁzeaé%ﬁe( owivkl t&8pbd § ﬁledwg':trﬂﬁﬁﬁ@n process,
to a new reco S|gnatureto ten

thei pfocen;g pd@fémb@smseé\ the vmdlddrathambnaitsc andl pré-kéreening l]uzieed on the
t he d%(gual nature obtained in gj S5 as wel |

Py PYeyaaet\sa icsan §HoSy PRIFARHION coEHPHR b BRwideestites

Step S6 for each phot odetector channel, the
cross-correlation coefficients obtained in Step S7 and
Vesfieatipmefyep Well isehs Jirolotepiafabe verifitagipnSaocess, Wthh is to scan an
Al ternatively, the thunbnails nmay be staqored _on

agtisleracerdig; ta shesroesss derstibeiovedis: ﬁ?@éﬁoméﬁcwh%ﬁeas S1to S8.
searching, and the rest of the data

Verification Step V2 takes each of the thumbnail entries and evaluates the number of
matching bits between it and t(i+j) , where j is a bit offset which is varied to
compensate for errors in placement of the scanned area. The value of j is determined
and then the thumbnail entry which gives the maximum number of matching bits. This

is the 'hit' used for further processing.

Verification Step V3 is an optional pre-screening test that is performed before
analysing the full digital signature stored for the record against the scanned digital
signature. In this pre-screen, the rms values obtained in Scan Step S8 are compared
against the corresponding stored values in the database record of the hit. The 'hit' is

rejected from further processing if the respective average values do not agree within a
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(i ncluding the thunbnails) on a main database. Figure

10 is a flow di agram showi ng how a signature of an
W@ea0s/088830bt ai ned from a scan can be verified BOUHGBG058000922

signature database. In a sinple inplenentation, the

dat abase coul d sinply be seayched to find a match

based on the full set of sig?éture data. However, to

speed up the verification process, the process

preferably uses the smaller thunbnails and

predefped emngerbhebatield inthen hgedetpuradvaiferdfe. jmhptsVearfication

%o%s arrel t| onl oefficients as now descri bed.

P Vi 204 5B fadk e is the first step of the

verification process, which is to scan an article

according to the process descri bed above, i.e. t o

Yerfication StenVstiepsurBier toptiGtal puesdrédning tosh tiBt ép pMﬁormed before

aryg]zllgetgqcpq%lé{l%l%ﬁq glétngt:d?e;) Eﬁ@ﬁg%gﬁegg éﬁ%glfq%\é%bfre t1on CO&flCICntS

f
1501 1 oty 7 Bl okt SRS LABERTEAE, o e
diitatjasé secokelt it Inie Chartdt' iswejectededrdnh Gnrtheaiprogssing ifithe cdfspectwe

gi ves the maxi pum nunber of matching bijt Thi s

¢rﬁ$s_r¢01‘{?§aé'ﬁ’nfq9|3fﬁf°&ﬁnf%%? ng 8ES é’Ylﬁ’é“ a\Ripqgfineg; Tagge- f@pamcle is
|

2y 30 LR L, REHPEY LGS S oihaRend i

the record against the scanned digital signature. In

this pre screen, the rnms val ues tained in n
AgotBebches hpléﬁr@dfhsggpwsqo oa gt eH gt ity g?@ﬁi& erfbrmed in
V@Jhﬂ&?log @t&@ev{' Z%?aéh@cl{ ORI of E}ﬁa bak idh@e dbls-cdrilation
rejecte urt processing If the respective

ﬁmeﬂic&g ewhead tiescrdes- mrﬂeaigjne&inmmhlsne\ahraedbfoiympaaimgethe value
The article is then rejected as non- ve{ll fied (i

stened Troan eroriefiahecan in Seap>teR S 4aboveswddhe a5 Pca\négwl)le
Verification Step V4 is a further optiona

pre-screening test that is perfornmed before anal ysing

the full digital si gnature NIn 5%(1% Ere screen, the
cross-correlation coeffici i 1 di/hed in Scan Step

S7 are conpared adhi (Bt g stored
val ues in the

If the width of the re-scanned peak is significantly higher than the width of the
original scan, this may be taken as an indicator that the re-scanned article has been
tampered with or is otherwise suspicious. For example, this check should beat a
fraudster who attempts to fool the system by printing a bar code or other pattern with
the same intensity variations that are expected by the photodetectors from the surface

being scanned.

Verification Step V5 is the main comparison between the scanned digital signature
obtained in Scan Step S5 and the corresponding stored values in the database record

of the hit. The full stored digitised signature, (i) is split into  blocks of g adjacent
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dat abase record of the hit. The "hit' is rejected from
further processing if the respective cross-correlation
w@ombNsssBEnt s do not agree within a predefi nedPCEHGH2005/000922
The article is then rejected as non-verified (i.e.
junmp to Verification Step VBAPnd issue fail result).
Anot her check using the cros¥tcorrel ation coefficients
that could be perfornmed in Verification Step V4 is to
check the width of the peak in the cross-correlation
bitsioe kidetectomblarendlfid.ec thess aeaykr Bitseper dviD0kun°ctypmal value for g is 4

PR L AR R e o
A e A B e

ttecambet lof mattﬂymg éifs akidin alse block mwigreateoor ¢quat td imne pre-defined

re-scanned article has been ta d.with or
e herdsime: JBSPIRs B wbe »fefrm%tﬁ%lﬁ-g%@c B 8 lacreREgieda b dvRical value

f&eze}l ;,Eis fl@ aygst 6L réé‘%gteﬁtf&e Lh16&s aBlis &lﬂﬁ lﬁ%&;e%qsb}’epeated for
At | a bar code or ot er pattern wt e sane
dlffe“rﬁm sffkgt vaht ¢sadfi jo tscdryadnsate dorcotpes ireplatymdnt ef the scanned area,

phot odet ectors fromthe surface, being scanned

uRidl 3 FREEYT USRS ofsnatehipg, blacks is ‘ouRSa PebBmEdendbs maximum
tal t

ol oSG, BICkED b PNy 2P B REfchil HAR ¥ Elotizted by

evalgaing: of the hit. The full stored dlgltlsed

signature, dk db(i) is split into n blocks of q

adj acentbits on k detector channels, i.e. there are gk

bits per block. A typical value for qis 4 and a

typical value for kKfjngytypically 16 bits per

bl ock. The gk bltsggMé ch:? edwagalnst the gk

corresponding bits in the's ored digital signature d

b(i+j). If the nunber of natchlng bits within the

WHeRCKis! the QFRFRLityOST AHiddneal SR4TEN Bét&fegﬁffahﬂ &fo blocks (which in

t hreshol d Zt hresh, then the nunber of matc bl ocks

tirg depende wpen ke chosepiabel ofveakega)f lszhch n@@hﬁrsoflraawhm@locks

d f bl ock
<p g BT B R Pl o BB 1 SntGhE pRESGEER. TR vatue o
s; ?g;g&&mh&i b9T cRhpAink block uanEhe Bka 555@ S6@ANReSs of different

objects of similar nnaterials, e.g. a number of scans of paper documents etc. For the

case of g=4, k=4 and Zyresnois=13, we find a typical value of s is 0.1. If the gk bits
were entirely independent, then probability theory would give s=0.01 for zu,esnors=13.
The fact that we find a higher value empirically is because of correlations between the
k detector channels and also correlations between adjacent bits in the block due to a
finite laser spot wiclth. A typical scan of a piece of paper yields around 314 matching
blocks out of a total number of 510 blocks, when compared against the data base entry
for that piece of paper. Setting M=314, n=510, s=0.1 for the above equation gives a

probability of an accidental match of 107177,

Verification Step V'6 issues a result of the verification process. The probability result

obtained in Verification Step V5 may be used in a pass/fail test in which the
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until a maxi mum nunber of matching bl ocks is found.
Defining Mas the nmaxi mum nunber of natchi ng bl ocks,

wo b@spsssbabi | ity of an accidental match is cal peil/aBe@s/000922

by evaluating: p(M = |V (Il - ) CWH Mwere s is
the probability of an accideptal match between any two
bl ocks (which in turn depends upon the chosen val ue of
Zthresiwd) Mis the nunber of matching bl ocks and
(NL is the probability of Mor nore blocks matching
&m\; warkt iaaipye- daﬁ@d\mpwﬂw thyesheldy dn ingase ﬂletgrobablhty threshold

he data base.fr
BRTREehit Bufet ey the by G BT S g YRRERE sl o teve

éﬁos&?gﬁ heQfse @H&Enz@@@lynﬁﬁtp?o&bﬁ}ty Fe@.ﬁlttnlftﬁl BeAsipffio Betuser as a
k=4 and Zthreshoid =, find %/plcal value of sis

corfidende Jehel, qithdmungaweﬁoenastthfr eIOJva ifitje feahllontin at medﬁed form

PR e S o R 4B o gt ) RESleh Bty or

Qﬁglaa%lfgfau&grrel ations between the k detector
channel s and al so correl ati ons between adjacent bits
in the block due to a finite | aser spot width. A

ical scan. of i ece of er |eI ound 3
bt Br gbbrgiake Bl oo vesBar el HeoPumiticgnsiead of
WoRMCRERAS S LoABRLOS obifigicdRl A zpﬁl%esc?é%hrdbrﬁ e thaley could be
pi ece of paper. Setting M=314, "=510, 5= or the

tibaseck t@qﬂm vath thevdigitiaed nrtimasby Idlatayasoparanf do mdt&nsighature For

nmat c 10 177. Verlf a.tl on

Srectie Bperossicohelabin soublcat Soa BB ol el flodupie dletisea
%@it? Qkal The/BFdsd-LGAARh SeBiidhits BHMA RfoURed gitiBedon their own
pass/ test i n which thebenchmark is a pr e- def i ned
gncbimldltb |gblyeraﬂa rbetsshnhgs orl the tike thS@uidwdlep helsatichéd ip the same

t hreshol d. et. a aIe el e syste r,.nay

b 55 QSrornt Ao Gt ool ot hafiscEhipleBi o i "orcer 1o
He8the st ernatively, the probability result may be

output to the user as a

A further implementation of the invention is now described.

Figure 11 shows an ID card 50 bearing a barcode. The ID card may also bear an
independent security element 54 such as a photograph, hologram or contain some
biometric information specific to an individual. The barcode is shown as part of a scan
area 56. This is illustrated with a dashed line, since it is featureless on the ID card.
The scan area is subdivided between a lower area 52 containing the barcode and a
blank upper area 58. The ID card 50 is designed to be scanned by a reader apparatus of
the kind illustrated in Figure 6B, where one of the directional detector banks is used to
scan the barcode area 52 and the other two banks to scan the upper area 58. In this
embodiment, the barcode encodes the signature obtained by scanning the blank upper

area using the method of the invention.
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confidence level, either in raw formas the
probability itself, or in a nodified formusing
WO 200anssse3 terns (e.g. no match / poor match / BODGEB2005/000922
mat ch / excellent match) or other classification. It
wi ||l be appreciated that many variations are possible.
For exanple, instead of treatling the cross-correl ation
coefficients as a pre-screen conponent, they could be
treated together with the digitised intensity data as
Inpathér words hihe roatavde ivgn asrigieallyFappliedaatphe tideeof manufacture of the
cross-correl ation coeffici ent? could be digitised a}ln(a
{ thod of the

D) ersd Py ssaniiae dieghler's BRPFniteh OF (i eatel accopfips to the me
inERRA S0 el Bhihefs ARAA6ACBAD BOUbHALRE SDETHL IIRPH thus
on thelr own an sed to generate bit strings or the
labélled whh ahsigoaniie dhamotelristicest th édrinsic tshectasymanely te surface
descri bed above for the thunbnails of the digitised
styyetUss d) the URRSIRA$4 % der to find the hits. A further
i npl enentation of the invention is now descri bed.
Figure 11 shows an I D card 50 bearing a barcode. The
Itishaed thahthy batcdde bagiitsalf benged dodérearisaiourdf the ehe mrestdad of or
54 such_ as a phot ograph, hal ogram qQr contai n _soneg

inpeasRRination With dheraerasic slinsarirqtion; magks qeseriRadarpare. Fhig may be
PR R R o R P, DAL ARy T8 ot ave

of getkin@ luess iroautohated ReTladg mathimes (AMMy) efar egample. Tolerance to
subdi vi ded between_a | ower area 52 containing the .
dupges ctfepepidinganiyatill alloye e rerdss (e Be ingospqriged 4f gagy cp reading
[ 0 anp s
SSRSH B0 ARSI B BB RS ok, or cven

dething aharkings, Gey ®etppintddaok shé cardusialy tfor hegrurpde of linearisation
barcode area 52 and the other two banks to scan _the

anghpelrusgd dar 8w, encpyptipn ateth daithatnease Yraification ganld hegepsformed
. e p

o8 LR § SRBADGP  AA TASSPURDTe g o

etdneplOBY Cliley duds fromi pihipgl(borcaliyd snedt édrdt. he time of
manufacture of the I D card by scanning the bl ank upper
area of the card according to the nethod of the

It will be appreciated that this basic approach can be used to mark a wide variety of

articles with a label that encodes the articles own signature obtained from its intrinsic
physical properties, for example any printable article, including paper or cardboard

articles or plastic articles.

Given the public nature of the barcode or other label that follows a publicly known
encoding protocol, it is advisable to make sure that the signature has been transformed
using an asymmetric encryption algorithm for creation of the barcode, i.e. a one-way
function is used, such as according to the well known RSA algorithm. A preferred
implementation is for the label to represent a public key in a public key/private key
encryption system. If the system is used by a number of different customers, it is

advisable that each customer has its own private key, so that disclosure of a private
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i nvention and then printing the barcode onto the | ower

area 52. The ID card is thus labelled with a signature
W@h@smgtses i stic of its intrinsic structure, naPEl/GBRGV8/000922

surface structure in the upper area 58. It is noted

that the barcode may itself_ e used for linearisation

of the scan instead of or T conbination with the

separate linearisation nmarks described above. This may

be especially useful when the reader has a drive with
keyowill bnllyeffffeict yne susthmess Eher lalHebrthaly eneodes thehpubdinkey and the

use utonated .telli chin ATMs) for exanple.
privgieaieae optsd dpqugaty Wihithe ﬁ»}g@?ﬂﬁ?ﬁ@%rg?% will allow a

reader to be incorporated in many card readi ng devices

such as ATMs with m ni num nodi fication. |Indeed, a
Abanatbaty, the esargptioduwrould baskhmgsric.nbythizecase ithe Bely could bhe held

card solely for the purpose of |inearisation and é
segiely InglampREPERE F%F&E‘?% (9L PYPLGYPIOCESROR FRATt CALS on the document
S%ﬁﬂ %lcatlon could be perfornmed using reference to a

tabase or by taking data from another part of the

card, for exanple by taki ng data froma chip

%W$ called smart card). aﬁEpr ci ated t hat
Adrither paErtyed gdvasags of e lséella@gcﬁppﬁp i%that g aser goyld be
ur&(va?er bt b SR A B0 Erild 8t %H&l%q{egpécpﬁ Kb Wlid be

ure obtalne omits rntrinsi

namurﬁpﬁjr ttheesser foodssexaipk eheavydenr ap]iaaimhfwas Slln;ilyea barcode scanner,
|nclud|n% paper or cardboard articles or plastic

anglit yas the. a@‘)@@ﬁla{?ﬁ’ésb‘ﬂﬁgﬁ‘@nﬁﬁflure of the barcode or
ot her label that follows a publicly known encoding
protocol, it is advisable t o nake sure that the

InSingRahmple, faCIVg VDS ansther ffﬁﬁlteuﬁbe’@mgMnﬂcsyﬂhmeigmhﬂnre is on the
encr t|on algorithmfor creation of the_ barcode,

digk 3 dsArypson keyifor stheragas o dacodigk-nbhe §sk P.léyer then
e t#%rﬂ% Tifauit gk ?&%@a@éﬁf%ﬂﬁ%% e publ i

key/private key encryption system |f the syst emis

used by a nunber of different custoners, S
The labelling scheme could be used to alloww articles to be verlfled without access to a
database purely on the basis of the label. This is a similar approach conceptually to the

failed banknote scheme reported in the priox art [4].

However, it is also envisaged that the labelling scheme could be used in combination
with a database verification scheme. Foxr example, the barcode could encode a
thumbnail form of the digital signature and be used to allow a rapid pre-screen prior to
screening with reference to a database. Thiis could be a very important approach in
practice, since potentially in some database applications, the number of records could
become huge (e.g. millions) and searching strategies would become critical.
Intrinsically high speed searching techniques, such as the use of bitstrings, could

become important
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advi sabl e that each custoner has its own private key,

so that disclosure of a privatekey will only affect
wop@sossssdrer. The | abel thus encodes the publ PCT/&89005/000922

and the private key is |located securely with the

aut hori sed persons. Alternat vely, the encryption

could be symetric. In this é%se the key could be held

securely in tanper-proof nmenory or crypto-processor

smart cards on the docunment scanners. A further

Area eltreativediatht dgecode enbaslingbdhiubugik i bareddei @©r oHwr label)

Bulth ety Fixeprabeatie fo e oatieR) o Btky I CqfpRs geed to
Qgggﬁﬁﬂm& cbR¥ct %igaam&% tﬁ@da%%é@?ortfhﬁﬁertchﬁ ReRAer

tus was sinmply a barcode scanner, and it was the
barcode that was being scanned. I n one exanple, for

tgggﬁgt‘gﬁ\r@nﬁ gﬂo{yﬁtohp?:ﬂqugc%t @Et tﬁ%al%qu gﬁ%o%%? hathlrllr%bnajl signature
\glﬁ‘éﬁ ¥RE iRNudeYtof 94t i%tgﬁtvﬁthofba%}?abf@ it ndiBig H'c%hfldenlfe if a

pl ayer then reads the speckle signature fromthe
datdbase is @atavailablade. gatbmpof’élmday bEfHae| o:n@le scAneing is beihg dbee in an
used.to allow articles to be ve rlg fgﬂmnthout acgcess
‘0

yrgsupllydempiedacalian ey ok I FRCALEPS (Y dyimbnascag then be
%@d RorSial gldl ﬁﬁoﬂpl%eﬁ hwit ﬁotﬁé)lnﬁﬁﬁ ld¥tabgetiP ﬁlef @el]télﬁge is available,

anknote schene rep rt e prior art
dHowengex higher oo&ﬂdémxe veriticamged bt ipatfotnheel. | abel ling
scheme could be used in conbination with a database
verification schene. For exanple, the barcode could

ﬁg&@ @ é&}igﬁ&ﬁ’d blaﬁ% of at M8 iP5 Wnichi 9AAUWBe@BFaR card

e use to alTow a rap| pre-screen prior to screening
that incorpbetesnc dath caaryihgt cipSd. Théidatacoutial by the clep 354 includes

i, mpor t ant ppr oach in practi si.nce ent |

sighalirg 5(1%%13 daigninpt gGodes 2 cf igital SignsE % égﬁjf%‘ﬁ an'intrinsic
Iﬁeéghfédbs%&%@ecﬂzlv%%bgac 9f (O 1D L0f %b OB SRS Q's@&n area 56 which
Strategi es wo ecome critical. Intrinsically h

is festateleesincthisexatrpddad opdiceted hywhb datted heesube amﬁld be decorated

bitstrings, could becorrE| ﬁaqtantAs an alternative to
NREY HEYiIe8 FEYe ACCUNHY 2 RLPREIBREICT X3mRehar code (or
ot her | abel)

Figure 13 is a schematic plan view of a warranty document 50. The scan area 56
includes two barcode labels 52a, 52b arranged one above the other which encode a
digital signature obtained from an intrinsic measured surface characteristic, similar to
the ID card example of Figure 11. The barcodes 52a, 52b are arranged above and
below a digital signature scan area 58 for a person's signature 59 as schematically
illustrated. The area 58 at least is preferably covered with a transparent adhesive

covering for tamper protection.

Many other commercial examples will be envisaged, the above Figures 11 to 13 given

by way of example only.
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could encode a record locator, i.e. be an index or
bookmar k, which can be used to rapidly find the
W@ 0050845351 gnature in the database for furtherPCT/GB2005/000922
conpari son. Another variant is that the barcode (or
ot her | abel) encodes a thu ail signature which can
be used to get a match with T easonabl e but not high
confidence if a database is not avail able (e.g.
tenporarily off-line, or the scanning is being done in
Fram theuzhost |detailedutescriptiontit ovillvtiet insigrstoask bowiean ariiede sjade of
That sa t hunbnail can then be used for rapid record
matgash S 81 PR G dHR: L chptigo ity b eiBP fak B Pdsing the
mﬁ%ﬁ%ll t@tgoﬁfreﬁ{ %ag‘ﬂtf?nﬁ, @0113:'09}?5 OB 4 AL PERY Bt hieSRlifeOdatter of
to be pertornmed. Figure 12Z7is a schermatic plan view of
tharcoh@entaralifidnwiromhintsnsic stuctatel efd ttenmateriehrabd kigtermining a
.ncorpgrates a_data carrying chip 54. The data carried
mgymﬁﬁéfgﬁﬁﬁ“@ﬁﬁpﬁbﬁﬁégéﬁQ?@%§Wﬁ?e encodi ng data t hat
encodes a digital signature obtained froman intrinsic
nmeasured surface characteristic of the ID card 50
It ®lill alspéd Understamdshatrthas@a 256 wiessehtialty drbdtany @l sarssiof its size

this exanpl e as indicated by th tted |i , but
ordggAtign o AR At Ilédleil"’lFF%aﬁl‘? S&é% ol gg& Ineg el sipiRd o cover a
1o OB hsi Al X 30PAGmpld. oUr e 13 15 a schematic plan
ew of a y

\ war r ant ocunment 50. The scan area 56
i ncludes two barcode | abel s 52a, 52b arranged one

above the other which encode a digital signature .
MOROAP T GIF BAIAASTR QPR A%, B s G IEs {3 MEBLLY a product by its
.act eri st i iy I : -
PR SHSG 5, IL5 b Breabem A eigt 1 conern
radiatiohedodectinga gettod|datmi it thiae neesure acatar bBthe@olerent radiation
person's signature 59 as Séhematj cal Ié il 1ustrated.

fromednigingls stCHe plothis prticle. 3pd deleEpinnebYgRalEe gl e product from
§ . .adhesi ve covering for tanper protection.

th%/asgtl}%git%ﬁa:é&%t%mrer cial exanples will be envisaged, the
above Figures 11 to 13 given by way of exanple

only. From t he abo detailed d [ i [ '
P et s noneot e uregiaal ocesing l will b ' und2Rtood that

degradation of the beam localisation (e.g. beam cross-section enlargement in the

reading volume owing to sub-optimum focus of the coherent beam) will not be
catastrophic to the system, but merelly degrade its performance by increasing the
accidental match probability. The apparatus is thus robust against app aratus variations
giving a stable gradual degradation in performance rather than a sudden unstable
failure. In any case, it is simple to perform a self test of a reader, thereby picking up
any equipment problems, by performing an autocorrelation on the collected data to

ascertain the characteristic minimum feature size in the response data.

A further security measure that can be applied to paper or cardboard , for example, is
to adhesively bond a transparent seal (e.g. adhesive tape) over the scanned area. The
adhesive is selected to be sufficiently strong that its removal wwill destroy the

underlying surface structure which it is essential to preserve in order to perform a
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materi al, such as paper or cardboard, or plastic, can
be identified toy exposing the material to coherent

w0 awb5m88580, col l ecting a set of data poi nts the€T/GB2005/000922
nmeasure scatter of the coherent radiation from
intrinsic structure of the terial, and determining a
signature of the article fromthe set of data points.
It will also be understood that the scan area is
essentially arbitrary in ternms of its size or |ocation
verifieatioar sdanl Fhe Ishmdeagipraadh cahebes sppliedotgl depisitian | affezpsparent

scan rastered to cover, a.|larger - di.ensi.onal, ar.ea,
N A R e T
can be applied to identify a product by its packaging,
a docurment or an itemof clothing, by exposing the
A ddsciiteedt aboea ke ratenmali tet snomdiebin apcippargtua degignedyspecifically
data_ points that nmeasurge scatter of the.cqherent .
tp AEAPIATSSN the SCRIPR- RS ProtPtR 106 E9ET DL B Jqviagd by fgding
idlend ' i€t00%n hpparls QRHEhally Q88 $ME WA another
E%ﬁkﬁggg‘%%?ﬁ?%?b%@gﬁ?}he 5%6@% %es?rip??d% ogéthe e
fotdtinbkigl inpnimde swihngg, a photaddpierbmachinte deotwoentt ssanner, document
degradation of th eam | lisation.(e.g. beam
%%%mg%ﬂs&m’e%@gr%éﬁémp‘ iy @ﬁeﬂ?k@%\é}%f&gﬂﬂofi%rﬁefe%%f g other
;caub-optimum focus of the coherent beanm) will not be
ca%aétrophic to the system but nerely degrade its
performance b increasing the accidental match

probability. The apparatus is_thus r.obust agai a .

Mpmy gthey yiariationsf @‘P\/‘PYF@‘“&”S‘Y%F% anla%ﬁﬁawydgljr g@l&dl g%m 1n

RGN UTBUEE Gl HenliBAR dodden unstable failure.
nany case, It 1s°sinple to performa self test of a
reader, thereby picking up any equi pnent probl ens, by

perform ng an autocorrelation on the collected data to

ascertain the characteristic mninmumfeature size in

the response data. A further security nmeasure that can

be applied to paper or cardboard, for exanple, is to

adhesively bond a transparent seal (e.g. adhesive
tape) over the scanned area. The
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adhesive is selected to be sufficiently strong that
its renoval will destroy the underlying surface

W@ 00808858 Which it is essential to preserve i PCDGBR@S/000922
to performaverification scan. The sanme approach can
be applied to deposition of41transpar ent polyner or
plastic filns on a card, or-its encapsulation wth
simlar materials. As described above, the reader

maybe enbodi ed i n an apparatus designed specifically

REFEREN@ES®Nt the invention. In other cases, the reader
w || be designed by addi ng appropriate ancillary

conmponents to an apparatus principally designed with

[1?”0?@1‘/0%9@%'99773&36%%&” m nd, such as a photocopi er

machi ne, docunment scanner, docunent nmnagement system
[2PPOS Gie2i22¢ 870N\ EzarHare &k Bogdieyar di ng card reader or

T R0 DSt SRRt S o (e e o
[4L2_??%§8@ Civblaeal |t%oﬁﬁﬁéé P4 o%‘gq}zbe-fgéﬁﬁﬁgmséal&h News, 2

03917 - wburn [ 2 221 870 A - Ezra,
Har eOdothtn @02y [ 3] US 6, 584, 214 - Pappu, Gershenfeld &

ROy R PRAGENG +38gET 83602 BBl Risuiouta
And " i [ IoN&] g4 dmnebui | di ng
depgﬁgg@fe%%gtzp?%&%% %535{5&%&\3\’0 ?’Z;l/gg%m, pages

[6P51-1253,5RBBBK 0- 471-38922-6 [6] US 5,521,984 [7] US

5,325, 167CLAIM5S 1. An apparatus for determning a
[7%i gﬂé$ 8@~ lfdm an article arranged in a reading

vol une, conprising: a source for generating a coherent
beam
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a detector arrangenent for collecting a set of data

poi nts from si gnal s obtai ned when the coherent beam
w@eatngsss3 from t he readi ng vol une, wherei n di fPET/6B2006/000922

s of the data points relate to scatter fromdifferent

parts of the reading volung,, and a data acquisition

and processing nodul e for determi ni ng a signature o f

the article fromthe set of data points. 2. The

apparatus of claim1, wherein it is ensured that
COHAINMESr ent ones of th& data points relate to scatter

fromdifferent parts of the reading volune, in that a
dri_Ue is pro

i ded for causi the coher eam. .
1o gere el SRGhEise HRaAE R i e BT R rending
vo‘fﬁrﬂ?%hﬁ%ﬁ@ﬁ to have a cross-section substantially
smal’ler "tt gn a projection of the reading volune in a

pl anesonceerfat ganerating acohaediteaiseam so t hat t he coherent
beam sampl es different parts of 't readi ng vol u .
ook SR mregat et Ton o By £horof San P ot qiainea

! |59 fRdnf BfeUthditds FoluAkd YRRlin HFferent f
W%ernl %‘gftﬁg&% tméér ent beaminto %ocgil:?n then rezaeé?nné)nes ©

the dhta peintsirelatéie sappe ot diffsfent paitsoi3the vadingivielurhes and
focusi_ng arrangenent is confi ed tp bring the
coneh BRI GRARDS A TEvengaE b Gl & eraee o the
ﬂﬁglggﬁd&eg%ﬂ(ﬂ&aﬁgmg.o nove t he coherent beam over the

reading volume 1n a direction transverse t o the mgjor
axis of the elongate focus. 5. The apparatus of claim

1, wherein it is_ensured that.diff t f th
2.dat A BoARRRRISTHA, b Wheseindf isrqmsiwethatieient gnes of ghe data

pdil§ @dﬂo%aﬁ\f&l diff&eh st d¥erhd b REAL GolBmE AROBAER dri ve is

Includes a plurality of detector channels arranged and
proofiki dor exhsing the webersutabdagr té muver @sp et feadingi ¥dlemeand the

parts_of the_ readi ng volunme.6. The .apparatus.of a
Qi PR P MY eR, (O RAVE o FrostRO8 HY A RUY ST gran 2
pl%fe%ﬁmﬁ el f%gdigé vbRASL infa ?ﬁﬁ& n8fmAINS Rt &Rtk beam so that the

arrangenent and” havi ng a teadi ng aperture agai nst )
coletenh beam sarhpled diffeenppatsaditheregdingvatunie undsr gasiontof hreadrive.

in the readi ng
3. The apparatus of claim 2, further comprising a focusing arrangememt for

bringing the coherent beam into focus in the reading volume.

4. The apparatus of claim 3, wherein the focusing arrangement is configur-ed to
bring the coherent beam to an elongate focus, and wherein the drive is configured to
move the coherent beam over the reading volume in a direction transverse t© the

major axis of the elongate focus.

5. The apparatus of claim 1, wherein it is ensured that different ones of the data
points relate to scatter from different parts of the reading volume, in that the detector
arrangement includes a plurality of detector channels arranged and configured to sense

scatter from respective different parts of the reading volume.
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vol une. 7. The apparatus of any one of clains 1 to 5,
further conprising an article conveyor for noving an

Ww@raososss3past the coherent beam 8. The appar ap@EGB2005/000922

any preceding claim conprising a physical |ocation
aid for positioning an article of a given formin a
fixed position in relation o the reading volune. 9.
The apparatus of any one of clains 1 to 8, wherein the
det ect or arrangenent consists of a single detector
channel . 10. The appar atus of any one of claims 1 to

, wherein the tector r.rang C ri ses .a group.
O detie pR AR HaHDCOMGhTBI | i St FITGE ST RRg0e & Roting for
%@?{nﬂﬂdﬁﬂﬁ af WakeG tpait OF %bod%ctg?taﬁaﬂgérﬁgn% aﬁlerhaﬁ)ﬂfé'a reading
erent part of the reading volune. 11
geparahgadnso fwhidlaamaittle ishglaesiahlet vethgt grlatp@lslaoned in the reading
i ncorporates a contribution froma conpari son between
P&Cpoi nts of the same group. 12. The apparatus of
claim 11, wherein the conparison involves a
crosscorrelation. 13. The apparatus of any preceding

Tl ai nThevappaitns tofi eanyoouiec of ichim®unted, thartikirr gotprisiez an article
coherent beam onto, the readi volune so that it wll
QIVPRY fanmgying @p artiglg pash H@Pﬁ%ﬁeafnnm dence. 14. The

appar atus of any preceding cI aim wherein the detector
arrangenent is arranged in reflection to detect

gadi aTheapfeaks sCaiyt preeetidg clainh tm)rm;&issﬁingg phydicatdocatién aid for
The apparatus_of any preceding.c g wherein.the ql
BRSHAINE B ATARIODA G o o Gked pesiEipR i BPlation, fo the reading

er analyse the data points to identify a signal
conponent that follows a predeterm ned encodi ng
protocol and to generate a reference si gnature

therefrom 16. The apparatus of claim rein the
Bat a ABY aPRATAPH AL ARHoRT eteladnny tqrédmhgreln the etector arrangement

consists of a single detector channel.

10.  The apparatus of any one of claims 1 to 8, wherein the detector arrangement
comprises a group of detector elements angularly distributed and operable to collect a

group of data points for each different part of the reading volume.

11.  The apparatus of claim 10, wherein the signature incorporates a contribution

from a comparison between data points of the same group.

12.  The apparatus of claim 11, wherein the comparison involves a cross-

correlation.

13.  The apparatus of any preceding claim, wherein the source is mounted to direct
the coherent beam onto the reading volume so that it will strike an article with near

normal incidence.
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IS operable to performa conparison to establish
whet her the reference signature nmatches the signature

W bioaiossse3 by reading an article that has been PCHC8B005/000922

t he reading volune. 17. The apparatus of any preceding
claim further conprising a gftabase of previously
recorded signatures, wherei n*tthe data acquisition and
processi ng nodul e is operable to access the database

and perform a conparison to establish whether the

dat abThe appupatas 0§ aay mateetingoclbine wheyeiat the eleteCtonarrangement is
article that has been pl a_ceg iin the readi ng vq|l une

aanged én Eeflsetion tasletset wRdiafian back spAdsTed fropHie geadipg volume.
acqui sition and processing nodule is operable in to
all ow the signature to be added to the database if no

Bt ChThe dpparaghs d0 anygreceliinghelapppahateirs thd datay aapisitidn and
clainms 1 to 16 in order to popul ate a database with .
piogpssingr medyy iy epernblg ta fanthes daalysm ther datg ppiafsgte idepjify a signal

0 . t [

o eieph 4G ARPE LR R cRERIGE Ptk ol togfncke ateforence
sidgatafnraéeirom. of any one of clains 1 to 16 in order to
ascertain whether an article has been tanpered
with.22. A nethod of identifying an article made of

per r _cardho . C .ng: - .
@g'r dboar R%f)&gso ecgaelﬁnt r’a(ﬁleaétnlg]%lﬁ3 ;CEC o%ﬁgg?‘ }Otrrf&ﬁ callgg%t% £Scl) module
gabperiisle 1tb Spekfoah ARampatsEHCRE aiblizh Wheheother @fdrence signature
radiation fromintrinsic structure of the paper or .
owichien dhel sigapttired ebt@inefl Mhepading; oh attiple thit hapbegp tnlaged in the
fr mth? set of data points. 23. A nethod of
F@§W§ﬂFVPﬁ% an article made of plastic, conprising:
exposing the plastic to coherent radiation; collecting

a set of data points that measure scatter of the
ddher dhe appaiatusi of any preceding claim, further comprising a database of

previously recorded signatures, wherein the data acquisition and processing module is
operable to access the database and perform a comparison to establish whether the
database contains a match to the signature of an article that has been placed in the

reading volume.

18.  The apparatus of claim 17, wherein the data acquisition and processing module

is operable in to allow the signature to be added to the database if no match is found.

19.  Use of the apparatus of any one of claims 1 to 16 in order to populate a

database with signatures by reading a succession of articles.

20.  Use of the apparatus of any one of claims 1 to 16 in order to verify authenticity

of an article.

21.  Use of the apparatus of any one of claims 1 to 16 in order to ascertain whether

an article has been tampered with.
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fromintrinsic structure of the plastic; and
determning a signature of the article fromthe set of

waladoa/ogsssnt s. 24. A nethod of identifying a predi/GB20§/000922

its packagi ng, conprising: exposing the packagi ng of

t he product to coherent radi{gi on; collecting a set of
data points that nmeasure scatter of the coherent
radiation fromintrinsic structure of the packagi ng;
and determ ning a signature of the product fromthe
set of data points. 25. A nethod of identifying a

her e SR oF SBRH A NGO BB oo
t hat é‘x‘?@ﬁHg ei&?&t&rca{%fboﬁﬂaeb%gﬁb%rﬁ'}ﬁdlﬁﬁﬁi ation from

intrin ure of docunent; and determ ning a
si gnatolieetingf a tséteofddata peints fhab menkiae seattepfof da gohenémitrgdiation

6. .A net hod of entif n i of clothing or
é%t%l&?lcw‘é%% eApF %“%ﬁ&‘)@’f‘{a rTﬁi]]:on‘pri si ng: g.
eXposidig 1#‘%9%@% tdﬁr&mﬁé Sicld B6thatd QB of @2@25 Fﬁig&s'. ng a

set o ca s that neasure scatter of
coherent radl atlon fromintrinsic structure of the

125 RREL PR3 R0 SLplE SR i

i k. oSCOURE L {10icRW AR ridigid oK 0 Coner ent

radi at| ecting a set of data points that

meas uccdlesitiag b aet off dath ot trae mieaswrd i sastiep rof fthe wohdrent radiation
di sk; and determn gl gﬁ%ature of the disk fromthe
Gep ipringigsiueigrefdhe plgsticaantht hod of | abel Ii ng an

arti Cé&ermlhlﬂga sHndRAL U Be SRRIGEERthS et 6f ta bbiits.

intrinsi

24. A method of identifying a product by its packaging, comprising:

exposing the packaging of the product to coherent radiation;

collecting a set of data points that measure scatter of the coherent radiation
from intrinsic structure of the packaging; and

determining a signature of the product from the set of data points.

25. A method of identifying a document, comprising:

exposing the document to coherent radiation;

collecting a set of data points that measure scatter of the coherent radiation
from intrinsic structure of the document; and

determining a signature of the document from the set of data points.

26. A method of identifying an item of clothing or footwear by a tag secured
thereto, comprising:

exposing the tag to coherent radiation;

collecting a set of data points that measure scatter of the coherent radiation

from intrinsic structure of the tag; and
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structure, conprising: obtaining the signature by
applying the nethod of any one of clains 22 to 27; and
wOoraook/sss33 he article with a | abel that encodespP€Ti6B2005/000922
signature according to a nmachi ne-readabl e encodi ng
protocol. 29. The nethod of claim 28, wherein the
signature is encoded in t he¥Pabel usi ng an asymmetric
encryption algorithm 30. The nmethod of claim 29,
wherein the | abel represents a public key in a public
key/ pieteraingngesigenareydtheotag Syt anse3H. daip@intet hod of
claim 28, wherein the signature is encoded in the
| abel using a symretric encryption algorithm 32. The

Zﬁgt h%im% hoa%}‘n(%ﬂﬁgg %ghﬂkn& 1s§ .32, wherein the

bel”"I's an i a printing process.
33. Ampevingd mbalslkabebhadltaadmmm ng to the nmethod of any
one of clainms 28 to 32.
collecting a set of data points that measure scatter of the coherent radiation
from the disk; and

determining a signature of the disk from the set of data points.

28. A method of labelling an article with a signature characteristic of its intrinsic
structure, comprising:

obtaining the signature by applying the method of any one of claims 22 to 27;
and

marking the article with a label that encodes the signature according to a

machine-readable encoding protocol.

29.  The method of claim 28, wherein the signature is encoded in the label using an

asymmetric encryption algorithm.

30.  The method of claim 29, wherein the label represents a public key in a public

key/private key encryption system.

31.  The method of claim 28, wherein the signature is encoded in the label using a

symmetric encryption algorithm.

32.  The method of any one of claims 28 to 32, wherein the label is an ink label

applied with a printing process.

33.  Anarticle labelled according to the method of any one of claims 28 to 32.



