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[0001] This patent application claims the benefit of U.S. Provisional Patent
Application Serial No. 61/240,152 entitled “Method and Apparatus for Secure
Distribution of Digital Content” filed September 4, 2009 which is incorporated by

reference in its entirety herein.

BACKGROUND OF THE INVENTION

(1) Field of the Invention

[0002] The invention relates generally to digital rights management and more

particularly to securely distributing digital content.
(2) Description of the Related Art

[0003] Various content protection schemes have been devised. One example is High-
bandwidth Digital Content Protection (HDCP). HDCP cryptographically manages
transmission of content from a HDCP content source to a HDCP content sink. A HDCP-
compliant device should contain forty 56-bit confidential cryptographic keys and use a
40-bit key selection vector (KSV) to assist with key selection. However, HDCP imposes
a limit on the size of the KSV first-in-first-out (FIFO) buffer in HDCP-compliant devices.
Also, some HDCP-compliant devices do not support repeaters or otherwise limit the
number of KSVs supported. The inability to support repeaters can impose undesirable

constraints on system topologies.

[0004] Furthermore, HDCP limits the levels of HDCP-compliant devices that may be
interconnected to seven. Latency increases as the number of levels increases, and the

seven-level limit allows passing KSVs from across all seven levels within a five-second



bandw dth Digital Content Protection (HDCP). HDCP cryptographically manages
transm ssion of content froma HDCP content source to a HDCP content sink.
A HDCPcompbizant028vi ce shoul d contain forty 56-bit confipdentseal/002385
cryptographi c keys and use a 40-bit key selection vector (KSV) to assist

w th key, .sel ecti an. wever. 2 ses a limt on the size of the KSV
i rote it SR ThYHa Sy B heRBEAtodmBPe roRJEins ol T80, | some
HDCP-conijo@d%i/egjevi ces do not support repeaters or otherwise limt the
nunber of KS Vs supported. The inability to support repeaters can inpose
undesirabl e constraints on system topol ogi es. [0004] Furthernore, HDCP
linits tRO0SEy el Addingamem: doyigd daynstigam; atcpaientsopreseforggs er connect ed to
seven. L . e S - Qf . N

even- 1 cleushk R RAIIRCR ohitR IR St ik 8RS ah Rp R oY bt 1
five- secoeigg providedist those HDCPIdvaitehE vidRs.| Eed, sdantteds redumifigyativnsd aisypeses
constraints_on systemtopol ogi es. [0005] Addi ng a new devi ce downstream from
a cont entoRREYCIE PPbPreEntlyRssiRlent | cati on of HDCP content sinks, which

i ntroduces an interruption of any content being provided to those HDCP
content gg . T ' -add Vet JalsTol¥] LS not
present | ;dmpygzsi bpgﬁrf%%g% ’EIZ Ce%ugg&ggvnb tg%?ér?gtg%ggiaé’gwﬁ%% %era\/elgces %gxg%pear,
whi ch, asanlfgce rdaethentication of AIDEP comentesinktsh dilus,csatifcbhimgafevidoCParc causent

sinks. Thu swit ching devices, can cauge.systemw de interruption of
content FUREmBYde fRlFTpRel foBtaBh i bR heis Ripeente apdoperalion ipGRORPT i ¢ ed
interface speeds, such as limted inter-integrated-circuit (11 C interface

speeds, ¢ei0Fy | aLBRItdSMtcdfact Specdhlistbh &AIMItBE IR@SIAtdgAdteneYcliP(IRT) ext ent
where prescribed time-out periods area exceeded. Such increases in |atency

can constmgifecesspsedsatielap brggKy, lifto odatisin ipteass latsney tosarevrdentarhsror
sanpl i ng p{:e%ng)é(fat%mé-%%y i[)ehr‘laon s'a(r:e%te'x%ge&]:i. §|1:1)cc:ﬁincreases in latency can constrain

system topologies.

OF
fove

[0008] Switching color spaces and/or sampling requires reauthentication of HDCP
content sinks, which, as noted above, causes content to be interrupted not only for HDCP
content sinks that are switching color spaces and/or sampling but also for other content

sinks receiving the same content.

[0009] Thus, a technique for securely and reliably distributing content over a complex

system topology is needed.
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illustrating apparatus in accordance with at |east one enbodi nent.
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[0011] - FIG. 1is a flow diagram illustrating a method in accordance with at least one

embodiment.

[0012] FIG. 2 is a block diagram illustrating apparatus in accordance with at least one

embodiment.

[0013] FIG. 3 is a block diagram illustrating apparatus in accordance with at least one

embodiment.

[0014] FIG. 4 is a block diagram illustrating apparatus in accordance with at least one

embodiment.

[0015] FIG. 5 1s a block diagram illustrating apparatus in accordance with at least one

embodiment.

[0016] FIG. 6 is a block diagram illustrating apparatus in accordance with at least one

embodiment.

[0017] The use of the same reference symbols in different drawings indicates similar

or identical items.
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DESCRI PTI ON COF THE | NDETAIOND DESSRAP TN @F BHE [ADIANEIQN f or secure
distribution of digital content is provided.

[0018] A method and apparatus for secure distribution of digital content is provided.
In accordance with at least one embodiment, an intermediate device maintains an
authorized content sink list which it uses to allow reauthorization of a first content sink
for access to first content from a first content source when the first content sink has a first
content sink entry on the authorized content sink list. In accordance with at least one
embodiment, reauthorization is conditioned upon a first content sink entry currency status
having not yet expired. In accordance with at least one embodiment, the intermediate
device allows authentication of the first content sink by the first content source when no
first content sink entry exists on the authorized content sink list or when the first content

sink entry currency status has expired.

[0019] In accordance with at least one embodiment, cryptographic authentication, for
example, KSV checks, can be performed at some or all lower levels in a multi-level
system. In accordance with at least one embodiment, an intermediate device coupled to a
content source and a content sink can receive and process system renewability messages
(SRMs) instead of requiring the content source to receive and process all SRMs. In
accordance with at least one embodiment, the intermediate device can build a KSV list by
passively watching authentication with each endpoint. For example, if the intermediate
device observes that a KSV from a content sink has been authenticated by an |
authentication process of a content source, the intermediate device can add that KSV to

an authorized KSV list.

[0020] In accordance with at least one embodiment, the intermediate device processes
or monitors KSVs one at a time as normal interaction between content sources and
content sinks occurs over time. In accordance with at least one embodiment, the
intermediate device processes or monitors KSVs in groups based on the number of KSVs

a product supports.

[0021] In accordance with at least one embodiment, during "inactive" times, either
scheduled or detected KSVs in the authorized KSV list can be cycled through in a
sequence, for example, round robin order, to be verified by the content source. In

accordance with at least one embodiment, the date and time of the last validation can be
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operate independently of interaction with sources and repeaters. In accordance with at
least one embodiment, such lower level authentication can be accomplished by allowing
sink devices to have access to messages such as SRMs that contain device

authentication/revocation information (i.e. blacklists).

[0025] In accordance with at least one embodiment, sink devices are allowed to have
access to SRMs. In accordance with at least one embodiment, intermediate devices check
each sink device, over time, with the content source and see if the corresponding sink
device is valid. Such checking creates, over time, a list of good keys (which can be time

stamped to force another check of those keys within a finite time). In accordance with at
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sour ce d&/MabY swischsn403,and matnx swilehes0aas squpled fodestingtion dgKices4Q0sn swi t ch
t he cont I i A ,8,~ed] : Vi a
it chor 0, Matfi ¥ Endabs Chy KAAO Wrei (BTt ROmHSTR ol oflbat Qvibds 1) 2
Sour ce dd0i-@84608nyoralbofdestnatdn deyi®@0906:469coupl ed to matri x switch 610.

Matri x switch 610 can switch content streans fromeither or both of source

devi d . _all of var] devi. h i 613
T ot 1 0002105 P55 8 2 M indtam Myptfine Pyt i Shortiiet el 1S5t et or
614. [ 003fbbainiét O APPRGRISWOD R oRtprisEASfur R vRRIOY] KB xpaRdd¥B0DOShd-QRBY | Ses

receiving device; forwarding the first cryptographic public key )
i nf or mat device or devi¢asst03 ¢ Ethentevasior deyvicanpdi3 eanbegany combsnatigotofdavicesat i on

response fromthe first content source: ining fir ut henti cation

| f o e oSl riicaitts, SR o R e oA 9 M Bheh ArRlor HRIRRL The i st
authentication infornmation as stored first authentication informati on; and
usi ng t heoe33pr edFfd.resis adilbdredihgrant illstratigQippiratudrin hedordaay iy dtdedst ome of
the first content sink. In accordance with at | east one enbodi nent, using
the st or mbpdimgnt s ApRanatys OHPicomprisesoyonEes dsyice§01, waeadaviceL02080UEe t he
first co ! r i r{ f-abhe first
but hent 1 Gefibk 663 LutdldeDEt 669 /HEhIAF Rdaptlhalbs oL di e o0, ShHEné oo

aut hent i satrcedeviné 608yabuIen deaine 60 anatrik awitch 6O dyca tsaiings 601, switcher 6 K2,

o the. 1 PRElSInU BB HARCTA: Bplecys 15 PP s O GrrtchsAtey §1F Stowent ent.
sour ce. h@@%é_lsbmsa@% r&%&qﬁgg&yitaifaa rls@s’?}%shigpg c%ﬂﬁngélftmm dibh\gy 8B4 BRdlto

further conprises determ ni nput 'is fromthe first content source;
and when mdtex swigch 61& Gontehitrfoomtsherce idegice 60htante displayer orskecali display 6@guest

behal f_of the fir. tent. sink | d with at |east
one. onbodMighEa e avidied 5 malrx nertch Sh 19 SRu fhef ARG KreXamPHor | zat | on
of the fidisplayBInteREwRENYs mldh&#of:é&)esphmomg&hmm1@Lw1b;e\viaa{spmytziaaﬁ'e¥ed

content sinks; and if the authorization of the first content “sink would not
exceed t 8&4f Spurce davise f0hfsouneeidgrice 683 camdtsentce devike 604 argpioapleddot he

aut hori zat i the. fi.rst content. .sink. 36].Ln, a r danc i § t | east
one. enboaMiieh 207 Bfich i Sper e eiaE shiieh 20 Stlh@aia SO PREANSAReR, of ¢ he
first coffioaninysofdoursetedicey 662604 o fah igut BOMAGHX Sfit@é 1) hidhtcanaswieht
sinks, refusing the authorization of the first content sink. I n accordance

with at thegontenho amberdilhefianops devieesh i examplsedisplomel 3 yiasswifghen612
i i ¢ : < . .
cont ant - S/BEaR} of dIfof Ak SRR 617 8 ARBILARBRER) £ OSREL BioPBOERRY, B,

[ 0037] | nsancederdoe 60Marelzoapled enafatrineviecho®id). atrix svitthtdl0dan ewjtth ses
detecting a new device using hot plug detection; starting authentication
using 1o ame'b‘o%tﬁea@_ﬁmaf&mgowspar%éyvm@m@ﬁ;toaey@fﬁﬂ af MEIOUS fi r st
devi ce CiyRtagsad Hs(‘digﬂﬁl 613 &g%ﬁ&&b&%@t 8/t 'an bPal@Bf&%l‘ﬁ%bFﬁ@lﬂ&t and i f
first device cryptographic public key in ormat} on’ meet st ¢ rrency

r equi r endsplay adhptehel4.i r st devi ce cryptographic public key information is
in the authorized list and neets currency requirenments, deternmining if

: 2]}? gﬁ rrlats |[(£¢?%T sai Oaijcﬁér ’anc':&!c w}tg'%t lfelasrtsotne%?n\f)loﬁl?ne%rt,yap Itng E) %grln%n éjsbrle}:é:lv#l%y



determning if a maxi num nunber of devices has been exceeded; if the first
devi ce cryptographic public key information is in the authorized |ist and
nmeet s curweroy/mezyai renents, the input is fromthe soureer/iaadobssiaxi mum
nunber of devices has not been exceeded, conpleting authorization and

addi ng the rst devic r aphi.c blic .k informat.ion to a current
Sutpus | CEyicpPryEingfe B LRI ARk PSR B2 b Bathobtl, o e
net hod f widni@kng ATRE! AFentidhteth fefonké Fdin M6 fir& RoffelPicudée2 BbiatniRg! Akt C key
information is not in the authorized list or does not neet currency

requir err@hthgntwaé@nanﬁonngtl@ubmd pnéhd fmt whwglcatl@omsn@serstpmggﬁmfﬁstc public
key |nfor tlo a . one, enbodl od
furt hor _Ushiuioh iy BERE AT Toh Wi Hhine AR RS ERARSH: T osipk ghic WBed

i nf or nat if@&t autheAtitation ihfdematidh riréRthdriZation bf thediistudhtdie sink C Ui AcJd€dance

requi renents, determning if authorization passes. [0038]1n accordance with
at | east voHeatdeasbengembodipgat using the stered disst autheatigasiongpEosmation el i ¢ key

| nf Or MU kOfhcRiARbn bRmkMFRHRAT AR fudled LoRbrileRnBRh (IBGIC UL EBE N

reqw r enent V% ?’IOI‘I za I oNn asses {] 8 rrses i ng

new devi desttaatiehtcationtinformation lsSdurI&ﬁt;i uSing g agred ﬂistvaudemcalcmnt ry int he
authorlzed list with a date and a tine. In_accordance with at | east one

embodi medRformatiqn; @nd when thesurreacy piaps o thepfiistaybenticatign pformationds i on i s not

in the aulhotd 6 ﬂgﬁﬂ when

aut hori zat?‘on éogesél ot p%}fg%ﬁ;fﬂ H;? met hjggdﬂﬂﬁfﬁg&ygéﬁgﬁé@g@%%l cating the
new devi e¢eformation/talthelfirgt 00@0htl sousecor dance with at | east one enbodinment, if
the first device cryptographic public key information is in the authorized

list and rrenc nts a t.he i IS fromthe source,
the. ot nd00Rh « Hb hinr St SERER e B bttt P melip el G iser r cam
devi ce aﬂ@tef@ﬁﬁﬁ%ifﬁﬂptﬁ i$ ﬂﬁﬂQﬁé Girst |c8nt@ﬁ@§2)'h§l§én§ﬁd %Erhtlfétmfnﬁ4§ hotOfA6m the

enbodi nent, if t first device crypto r aphi information is in
the aut hdirstzentent squreg dendieg & resuestondie alé qﬁtheefirretmosltentt wiakjupptoeani.sIf r om t he

source, an unber evi.ces en exceede t he. net hod
P re: ABkift TR S, Pﬁ%eq“h%ilmgm el AR Eh PSR reriGa T |
accor danagathotiziticit of the sitst 0ot efNdMIE VBRIt ex cédtl AMBRIMAINH Hus®EP6 T ffforased

i nternedi ate devi ce adaﬁted to be coupled to a first content source and a

first coNPRiSRt ipkf andyid %mﬁh@lh@tiomoérthﬁeféﬁsm@t%ﬂww nebexesedithedirshor i zed

cont ent k for
nccess. t SubetbFduiyc chfit GRS HRb|eARE Wby Morlzdfon bf B Rt S

content sink entry currency status has not yet expired. In accordance with
at | east [@0836] enbhdaccerdancevvih at feastfdnesmbodinen] the nrdthatofastheotonymisesa fir st
content sink entrﬁ on t he q} orized co si nk |IS{ wth a fjrst content

ten
si nk ent Pepthe athorization of thefirst ¢pntery sinkyqu t“éﬁ’b‘feFéélhe ey AP Hedi at e
devi ce MBiHbALad SH M Sinkal deRf3ir tht Q@thf)hﬁa?fon('(ﬁ'f'l?@ﬂfst Softéntnit hg first
content source and, when authorization of Irst content sink by the
first corat:mdars@lm&eatll@assQm:esbcbdlment e tethed frethencemgeisésgwhanlds t he first

cont ent SI tr thorlz d.content sink |ist. 0 cordance
otn ot PulSrThide'sniBe B oRen R T HOBpleli Hpss i senlent SheRT BT | ¢ o
cont ent mmﬁrse&hftmts@uﬁce@o tHetihor dogght Si@Rt ent sink list, the internedi ate
device stores expiration data to determ ne when the first content sink
entry currency status has not yet expired. In accordance with at |east one
enbodi nret@037 he Imcsprdancewith ablengteong embadiment,a methiod somprisest detersingiar st

cont ent r t r I ormation

el enent s%‘?lﬁetlge uﬂmgth‘é'i gidlg &é{e%{mﬁ sYzBJnﬂg ﬁﬁltglgllétgcra gﬁ(k:l (Ealﬁ%lﬁ?%l g{;‘&l east one

enbodi nestyptédraphiapeablickkyanfortatos;aderrommgg iftfirst devidd drgptogaaphizpubdicnk entry
to ot her devlces I n accordance mnth(f | east. one enbodlnent the
i nt er medK&Y BferEmation 1§ iman.aut mzeédtsm if dustdsyice sTyrtpgirphue §P bligkednvol atil e

menory. 'iﬂfoﬂﬁ&tﬁ{ndrﬂgétﬁ’ lWrérQ! 4%ts°'i‘ﬁh€‘ﬁ‘?§i’%0?é@hyp%eﬁ eb ﬁﬁ?@ké&l e device

acts as a content sink ITst content source g and
decr ypt i mfoonaticans i tlmmuthwzéd tisttandan¢etn¢urssnay cajuirsimegtsi dld:temmamgaif ephevi ce

cryptogr ic public i nf.or.mat i on aut henti cat ed t he content source
Pt PO bRk Aameec it st OQUEe Bl K BIRIIC sy R Rl WGt cont ot

sink using first content sink cryptographic public key infornmation.




[ 0042] Thus, a nethod and apparatus for secure distribution of digital
content is described. Al though the present invention has been descri bed

Wi th respwot2oticn2g®nt ai n specific enbodinents, it wll becCTlusarono3shose
skilled in the art that the inventive features of the present invention are

appl i cabl . ot h i as wel |l . all of which. | ntended to fall
o thi -t RGBT FRARSHENBert dRicruh® veef iR RIS RENED 18 T A
net hod cemptogiplic publéckesi inforfrakivh iCinthé A@heFUddisp il m@ets @yUrrendyor nat i on
froma first content sink at an internediate device; forwarding the first
crypt ogr AHiEmsnts the ippyt is fpey thespwse.tand she maximup pimker efrdavicees hapnett or i ng

o L1 e SRR AR b3 RGNy A o o
r esponsekeg irformaionhte afdufieht eutptielist f@ahé soureedflaracesrdamceasitls holesd oher st
el B oy e Bk st b
“key information is not in the authorized list or does not meet currency requirements,
restarting authorization using a source cryptographic public key information. In
accordance with at least one embodiment, the method further comprises, when the first

device cryptographic public key information is not in the authorized list or does not meet

currency requirements, determining if authorization passes.

[0038] In accordance with at least one embodiment, when the first device
cryptographic public key information is not in the authorized list or does not meet
currency requirements and when authorization passes, the method comprises adding the
new device to the authorized list and stamping a new device entry in the authorized list
with a date and a time. In accordance with at least one embodiment, if the first device
cryptographic public key information is not in the authorized list or does not meet
currency requirements and when authorization does not pass, the method further

comprises indicating the new device is invalid.

[0039] In accordance with at least one embodiment, if the first device cryptographic
public key information is in the authorized list and meets currency requirements and the
input is not from the source, the method further comprises sending a request for an
additional upstream device and receiving a response. In accordance with at least one
embodiment, if the first device cryptographic public key information is in the authorized
list and meets currency requirements, the input is from the source, and the maximum
number of devices has been exceeded, the method further comprises indicating that

authentication has failed.

[0040] In accordance with at least one embodiment, an apparatus comprises an
intermediate device adapted to be coupled to a first content source and a first content sink,
wherein the intermediate device maintains an authorized content sink list and allows

reauthorization of the first content sink for access to first content from the first content

10



2. The nethod of claim1l wherein using the stored first authentication

I nformation for reauthorization of the first content sink further

conpri seswoi2b112028270r ency status of the first authenti caPCoseomoosesi on i s
current, using the stored first authentication informtion; and if the

currency 3 frrst thentication information i once
cga - perTistist T} At Pan et UnsR) bRl ndh GRS pRr e iR

i nf or mat mm dt Gedshénd emtsddlmeﬁﬂ; @/hien Sefil§econdent $ihk dves AGtchadt a(ﬂr§tI donfent ur t her
conprising; determ nin input is fromthe first content source; and if

the i npusinkgenirgonitheayt gﬁ@zqdr qogtent sink dist with g firet cog@narlnlg eRirY EWRASY SHAHHS t he
f
irst co Eﬁa‘? H£§ ﬁdt[yéhé'ﬂﬁlterdeﬁ@mtépngcﬂgte ;E%Q %o‘ﬁﬁ @kr{sﬁréﬁ&% gf'@%ex 3 ee(&j;{e%'t ng:

determ nin orizatiron o COI’]

maxi num smlrthgrtheﬁmubnlitenu soaftecmd] @hén suthérszation @f thef firsheoneest Bimkitaeathe on  of
the first, content sink would not exceed the fjrst _ nunber of authorized

cont ent ;f}r%n@gnteeb%?ﬁr%lﬁ ﬁb“@??éu lntheratermedipig deyice pads the dgst coptenksink epik. 5.

The neth f onprisin if the authorization of the first
afing EH LB God hﬂél m g.
cont ent srhkau 0 ef%égq ! irst nunmber of authorized content sinks,

refusing the authorlzatron of the first content sink.
[0041] In accordance with at least one embodiment, when the intermediate device

adds the first content sink entry to the authorized content sink list, the intermediate device
stores expiration data to determine when the first content sink entry currency status has
not yet expired. In accordance with at least one embodiment, the intermediate device
allows reauthorization of the first content sink for a plurality of cryptographic public key
information elements of the first content source. In accordance with at least one
embodiment, the intermediate device propagates the first content sink entry to other
devices. In accordance with at least one embodiment, the intermediate device stores the
authorized content sink list in nonvolatile memory. In accordance with at least one
embodiment, the intermediate device acts as a content sink to the first content source,
receiving and decrypting content from the first content source using intermediate device
cryptographic public key information authenticated by the content source and the
intermediate device acts as a content source to the first content sink using first content

sink cryptographic public key information.

[0042] Thus, a method and apparatus for secure distribution of digital content is
described. Although the present invention has been described with respect to certain
specific embodiments, it will be clear to those skilled in the art that the inventive features
of the present invention are applicable to other embodiments as well, all of which are

intended to fall within the scope of the present invention.
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6. The nmethod of claim5 further conprising: if the conpleting the

aut hori zation of the first content sink has occurred, passing a content
stream f rem2oh@28i70st content source to the first cont emCTAISAKO/00238A net hod
conprising: detecting a new device using hot plug detection; starting

aut henti cation using |ocal port cryptographic public key information;
determning if first device cryptographic public key information is in an
authorized list and if first device €k\MSgraphi c public key information
meets currency requirenents; if the first device cryptographic public key
i nf or mat WWHATSIS OLARGERVidori zed i st and neets currency requirenents,
determning if input is froma source; if the first device cryptographic
public key |nfor tion is . in the authorized |list and neets currency
requiremnts &h GOHISINGS frontthe source, determining if a maximm

nunber of devi g&mgﬁrtﬁmt@g&sﬁﬁég & ko) MforflafiSh f8YA AR COMBHOGHRRIE

public key |nfrormat onisnt orlze rreets currency
requirenents, the iinfeahedistefdevives he source, and the maxi mum numnber of

devi ces has n n e feded co etHﬂ% aut. frlzatlon nd addlEg t he
irst device APYBTOBRINNIE! HUBIGECaRS PR HHIOGHAG © & 0R BHUCHIOHSE: | | st
for the sour C‘?1‘1on1tor1ng a first authentication response from the first content source;
obtaining first authentication information based on the first authentication
response;
storing the first authentication information as stored first authentication
information;
using the stored first authentication information for reauthorization of the first

content sink.

2. The method of claim 1 wherein using the stored first authentication information
for reauthorization of the first content sink further comprises:
if a currency status of the first authentication information is current, using the
stored first authentication information; and
if the currency status of the first authentication information is expired, once again
performing the forwarding of the first cryptographic public key

information to the first content source.

3. The method of claim 2 further comprising:
determining if input is from the first content source; and
if the input is not from the first content source, sending a request for the first

content sink upstream.

4, The method of claim 3 further comprising:
determining if authorization of the first content sink would exceed a maximum

number of authorized content sinks; and

12



8. The method of claim7 further conprising: if the first device

crypt ographic public key information is not in the authorized |list or does
not neet worpEMR§270equi rements, restarting authorizati oRCEAISAEOAISBSIr Ce
cryptographic public key information. WD 2011/028270PCT/ US2010/ 002385 9.

IS TR O AR bl e RS0 0

public key i nf 'St Oor 'does n

currency requirenenfuthorized esitemti sigks| orapletiny iheauthonizatdasehe fitst cdheniet hod
of claim9 further conprising: if the first device cryptographic public key

information i s not Sitk-the authorized list or does not meet currency

requi rements and when aut hori zati on passes, adding the new device to the
aut hori zed list and stanping a new device entry in the authorized list with
a date afd a tlihganethad ofi¢lainné finsher spmprigingi 10 further conprising: if the

first device t ogr aphi c | i.c K | nf. | .on LN th thori zed
list or does gf)%e%g‘ton%{'}ﬁneﬁgee ﬁé%ﬁgl)r{tgrﬁte%@gs&gﬁlg \Aﬁéeﬁl tglgﬁqﬁ%ﬁu?gtlrgﬁ does not
pass, indicating thathorized bemestayileerdfssingthalauthoriz@ionldfaheatdtedntehit cl ai m 11
further conprising: if the first device cryptographic public key
information is in tH& authorized |ist and neets currency requirenments and

the input is not fromthe source, sending a request for an additional

upstream devi ce and receiving a response.
6. The method of claim 5 further comprising:

if the completing the authorization of the first content sink has occurred, passing a

content stream from the first content source to the first content sink.

7. A method comprising:

detecting a new device using hot plug detection;

starting authentication using local port cryptographic public key information;

determining if first device cryptographic public key information is in an
authorized list and if first device cryptographic public key information
meets currency requirements;

if the first device cryptographic public key information is in the authorized list and
meets currency requirements, determining if input is from a source;

if the first device cryptographic public key information is in the authorized list and
meets currency requirements and the input is from the source, determining
if a maximum number of devices has been exceeded,;

if the first device cryptographic public key information is in the authorized list and
meets currency requirements, the input is from the source, and the
maximum number of devices has not been exceeded, completing
authorization and adding the first device cryptographic public key

information to a current output list for the source.

- 8. The method of claim 7 further comprising:
if the first device cryptographic public key information is not in the authorized list
or does not meet currency requirements, restarting authorization using a

source cryptographic public key information.
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13. The method of claim 12 further conprising: if the first device

crypt ographic public key information is in the authorized |ist and neets
currency wequiwvesents, the input is fromthe source, an@#CThiS20m0002385 nunber
of devices has been exceeded, indicating that authentication has failed.

14. Appar,at us .Sk ng. ient.ernedi at e _devi ce adapted to be coupled to a
first cor?t ent @%Eﬁ@ég%ﬁgdgﬁwrﬁérﬁhe(go%ﬁ?]@ﬁ?m% nk, wherein the internediate
devi ce mai nt aiiftheditstalevivercryregraphit ublickékinfdratatiohds wdtlin vk ddsHARAliszat i on
of the first content sink for access to first content fromthe first
content source wherPTtdRES Rtaget cuimerayregRiFpmens dgtermining Hoythongatiotk entry
on the authorized %ggegnt sink list and a first content sink entry currency
status has not yet ‘explred. WD 2011/028270PCT/ US2010/ 002385 15. The
apparatus of claim 14 wherein, if the first content sink does not have a
first content sink r n e .aut hori.zed content sink list with a first
cont ent glbhk enerrg}etgg&rPgﬂgﬂ}né?‘ﬁlﬁ%c{)ﬁlgﬁw& not yet expired, the

i nternmedi at e dethedRstdenide@t¥ptégrapisic ipubli¢ Rey iaforitatioh iid Adt it e fitlioridetifisby t he
first content source and, when authorization of the first content sink by
the first content SWsogenotynestcemerdyequirgienthans yhen aithorigalion asseds t he
first content sink ri . A N . The
apparatus of cl ai ma?@’%ﬂe‘% geile‘&ltag}/?gwgleiaﬁ& ce$rr1 %gglhgt{%ld?e%gé gg’a‘év](ﬁ‘{lec-gfl rst
content sink entry dntrytiheheaiitiiaized ¢6t withtaclate Sidnktihest, the internedi ate
device stores expiration data to determ ne when the first content sink
entry currency status has not yet expired. 17. The apparatus of claim 16
wherei n tihe i Miem@HbdbEcldiy i 6 urtlidr @vmptisiapt hori zation of the first content
source for a plurality of cryptographic public key information elenents of
the first contibthe fg&ﬁéwe crgtogmphig pybliakemsingermatian as nod inphe aytprized list

i nternedi ate devic r J . i AV

devices. 19. The aS"ﬁéar" g?ﬁ%q}é%? gﬁ%lgr}é}}ll{ga%éeh?%ﬁ%&i%gh%?@E%%alngPgggg&gtce
stores the authori zeds,inditating thatrtke hévsdevice isaavalidati | e menory. 20. The
apparatus of claim 14 wherein the .internediate device acts as a content
sink to the first content source, receiving and decrypting content fromthe
first content Heuhétodsf clgin M iR icamprisiagi ce cryptographi ¢ public key
information authenticated by the content source and the_ internedjate device
acts as a contibthe fughdeviceisyntographic publipkexinforgiatipn isinihe putherizedhtand si nk

cryptographi ¢ publ irﬁeéf?c\furjréﬁfc? li'&ﬁlrif-eﬁ{’énts and the input is not from the source, sending

a request for an additional upstream device and receiving a response.

13.  The method of claim 12 further comprising:
if the first device cryptographic public key information is in the authorized list and
meets currency requirements, the input is from the source, and the
maximum number of devices has been exceeded, indicating that

authentication has failed.

14. Apparatus comprising:
an intermediate device adapted to be coupled to a first content source and a first
content sink, wherein the intermediate device maintains an authorized
content sink list and allows reauthorization of the first content sink for
access to first content from the first content source when the first content
sink has a first content sink entry on the authorized content sink list and a

first content sink entry currency status has not yet expired.
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15.

16.

17.

18.

19.

20.

The apparatus of claim 14 wherein, if the first content sink does not have a first
content sink entry on the authorized content sink list with a first content sink entry
currency status that has not yet expired, the intermediate device monitors
authorization of the first content sink by the first content source and, when
authorization of the first content sink by the first content source is successful, the
intermediate device adds the first content sink entry to the authorized content sink

list.

The apparatus of claim 15 wherein, if the intermediate device adds the first
content sink entry to the authorized content sink list, the intermediate device
stores expiration data to determine when the first content sink entry currency

status has not yet expired.

The apparatus of claim 16 wherein the intermediate device allows reauthorization
of the first content source for a plurality of cryptographic public key information

elements of the first content source.

The apparatus of claim 15 wherein the intermediate device propagates the first

content sink entry to other devices.

The apparatus of claim 15 wherein the intermediate device stores the authorized

content sink list in nonvolatile memory.

The apparatus of claim 14 wherein the intermediate device acts as a content sink
to the first content source, receiving and decrypting content from the first content
source using intermediate device cryptographic public key information
authenticated by the content source and the intermediate device acts as a content
source to the first content sink using first content sink cryptographic public key

information.
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