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29 JULY 2003 "215215* 11 1111211111211212171 121 111121 11111
11111112112111111111 1 A Portable Data Storage Device The invention relates
‘to a portable data storage device, and in particular, a portable data
storage device for a conputer. 5 Conventional data storage devices
generally fall into two categories. The first category is electronic,

solid-state nenory devices SpuQ@Pprishlé Data Stdra FWc}’e (ROM and random access
[ energ l'y 1!

menory (RAM . These nenory devices are g Itted within the
conputer. They are not intended to be renovable or io portable so that they
may be used on different conputers, for exanple, to permt the transfer of

data from ong, CRuRMidT re‘a?e?@ceg P@&aﬁf@ﬂ?ﬂéts?érﬁg%g?viég,%nItp\éﬁfcu%{; gevice is

surface based data storage vices 1n whic ata I's sto pically, on

t he surface | » surface 15 storage devices are
magneti c di sﬁéﬂag)rlléga%é%éagﬂgﬁa@%@@%%ge devi ces require a nechani cal

drive nmechanismto be installed in or coupled to the conputer to permt the
data on the storage device to be read by the conputer. In addition, such

menory devic re limte t he. surface at f. the, storage, device, and
The_conbi nat Faneptopaidaty otaes' dirRE R f il lnf b WrusdelRR S g Bt

category is electronic, solid-state memory devices such as read only memory

(ROM) and random access memory (RAM). These memory devices are

generally fitted within the computer. They are not intended to be removable or

10 portable so that they may be used on different computers, for example, to

permit the transfer of data from one computer to another computer.

The second type of device is surface based data storage devices in which data
is stored, typically, on the surface of a disk or tape. Examples of surface

15 storage devices are magnetic disks and CD ROMs. Such data storage devices
require a mechanical drive mechanism to be installed in or coupled to the
computer to permit the data on the storage device to be read by the computer.
In addition, such memory devices are limited by the surface area of the storage
device, and the combination of the storage device and the drive mechanism for

20 reading data from the storage device is generally bulky and/or delicate due to
the moving parts that are required within the drive mechanism and/or storage

device.

In accordance with the present invention, there is provided a portable data

25  storage device comprising a coupling device for coupling to a computer serial




20 reading data fromthe storage device is generally bulky and/or delicate
due to the noving parts that are required within the drive nechani sm and/ or
'storage device. In accordance with the present invention, there is provided
a portable data 25storage device conprising a coupling device for coupling
to a conputer serial 2 bus, an interface device coupled to the coupling

device, a mesw, ¥n@RBEAG déles @@p@éﬂoéhé\@@upqmF%*ebibe, & flenfor§ cahteolMENDI Y
device; the nenory control device being coupled between the interface

device and tHsideRdRY ¥ nE8VbeRIctsR1ig0tE AMenidtg dblied! tRE ntkathéryfdoRtrb diRidgENr Y
device to the coupling device. 5 An advantage of the invéntion iIs that by

provi ding a ahd 8dlited!Bé e e fiferfiRd! dedice AR the hitingty BBUEL 1O Boftfey! ce Wi LR

an interface device, nenory contro evi ce and a non- atile solid-state

menory devi GRe fibly d %&Mh@mteﬂqd%Bx&iéééétgefbghg@ﬂe%%@ storage device

. a ; )

whi ch may be coupl e? to a conputer” havin us port and which
does not ;ncl ude noving parts or require a nmechanical drive mechanismto
read the data fromthe data storage device. Preferably, the non-volatile

lid- ' ’ i ; deyi h

Flash memor A neg e e IRentSh § S/ dolhBoRERBIp B clondés " Saalwi te

devi .th rol, deyi |s the fl f data t d
g oyt Mg BRI Bl VBK A PR Bb ghite reoRl et 1© °
wnien wri ;e e RSB Rl te Bty AevEn e dukRy
position in whj iting of data,to the nenor evice is prevented.

] {
porla% e c\i'\gta s&orgge device which may be couplgd 0 a computer P\avmg a

10 serial bus port and which does not include moving parts or require a mechanical

drive mechanism to read the data from the data storage device.

Preferably, the non-volatile solid-state memory device may be a read/write
memory device, such as a flash memory device.

15
Preferably, where the memory device is a read/write memory device, the

memory control device controls the flow of data to and from the memory device.

Typically, the data storage device further comprises a manually operated switch
20 movable between a first position in which writing of data to the memory device
is enabled, and a second position in which writing of data to the memory device

is prevented.



3 Preferably, the nemory control device may include a read only nenory
whi ch stores a programto control the operation of the nmenory control
‘device. Preferably, the nmenory control device is a mcro-controller.
S5Typically, the interface device conpriges a universal serial bus (USB)
driver to convert data between a USB format and a PC format, and the

coupling devg bS5 méq,#' =Y . y, the
interface deﬂ’/ﬁé&?eg&@%%i sesargl\%ﬁrger dgpﬂ?‘gEEN@g&’e? Eionﬁlvm&@@)%w\g%?ht ocol ,

and the cou ' I | i An exanpl e of
dat a st or a2 REHER OGRLCER el R DT MRfite e
described t gpﬁ%i‘ igure 1 is a schematic
bl ock di agrgplrehnfg ggg@rta b&g:aﬂfrﬁl‘ﬂé;v?% '%Ia l\\?@cée:&tle}‘g'ﬁre 2 is a flow diagram
showing the initial setup of the data storage device by a software
supplier; Figure 3 is a flow diagramshowing the initial setup of the data

cLorage o X%Tﬁg%*&atﬂs‘?@?ﬁ%eééva%?e%& el fiuversd el U;gﬁ@ﬁg?rsggrﬁ. ce
h t
2. ?ﬂécusé”?#agﬁg%@feﬁwﬁea%%‘? S0 PR Lorwetraagé REPUAING eNEni on i 5

coupled to a fl ash The mcro-controll er
P comprises %"Qé coupllng c?elvce

Alternatively, the interface device comprises a driver for IEEE 1394 (Firewire)

10  protocol, and the coupling device comprises a Firewire coupling device.

An example of a data storage device in accordance with the invention will now

be described to the accompanying drawings, in which:

15 Figure 1 is a schematic block diagram of a portable data storage device;
Figure 2 is a flow diagram showing the initial setup of the data storage
device by a software supplier;

Figure 3 is a flow diagram showing the initial setup of the data storage
device by an end user; and

20 Figure 4 is a flow diagram showing operation of the data storage device.

Figure 1 shows a data storage device 10 which includes a USB plug 1 which is
coupled to a USB interface device 2. The USB interface device 2 is coupled to

a micro-controller 3 which is coupled to a flash memory 4. The micro-controlier



3 includes a read only menory (ROM) 5 which stores a programto control the
operation of the mcro-controller 3. The operations perforned by the
mcro-controller 3 include conparing 5 passwords entered by a user with a
correspondi ng password stored in the flash nenory 4 to determ ne whet her
the user is authorised to access the contents of the flash nenory 4. The
program st or ®hciudes AeeROWh rAémory(ROM©OS hichetstas a grogrant © conthof them t he
flash nenory 4 and can al so detect whether the conputer to which the nenory
device 1 is gsuaicCoflRS nidtdicdhtremers0f t war e prograns which 10 correspond to
passwords stored in the flash nmenory 4. The micro-controller 3 can
automatically retrieve passwords fromthe installed software to conpare
with passwords stored in the flash menory to verify that a user of the

conputer is 'ﬁ#@éﬂ%rhm%\ﬂ tﬁé‘%ldrH%oﬁﬁﬁle?@fiﬁ&@tﬁ@c rhgar"i’r%gi tion, the

program stored 1n the permts the setting o sword in the

flash menmpry, éé%@c\déf%rﬁés?ﬁgg‘ﬁ @WM £Eortdd @H&h@??&%r’d%tér@@ W%ﬁf?@f}g

contained in so user. Typi the pass

y
correspond tﬂe@'&@ 2% H@tlerrﬂM@%{etlﬁr trf\jéﬁ?ércg LUfRbRs dT{&%JcEQ?%%'ﬁYErXS g s

typically divi into a nunber eren sec I ons or

Typi cal 1y, the sbLasilByar ieSrbbshfisthddTh hd WO SURD @RoRARD gapne has a
Y g e Rl goM Bl s

uni que passmord evi ce suppti h~packaged

passvrd Lo w?ﬁ{%mﬁgiﬁé %m@%@?ﬁ%ﬁﬁ%&iaﬁsﬁ@e&q&é P bsobiel zone.
e R el N T b
ancryp i bh, SRR PassREcs FOGET MY TR RamORE o Bt BLe5P-COPEOIRF managed
access menors C°£éa§n‘%'a{scw.r%tnev%pg%é’mioi%ﬁ?%&ﬁe rpliag dofvet Coopaem .
functioning of the mc¢ro-controller 3. In addition, a manual switch 7 is

coupl ed bet WEhPRssWOr %%tﬁrq'?e’ﬁﬁ'?%/f'aﬁrh'ﬁﬁmpﬁétorﬁeé'fyothé%#‘ﬁ% ¢fdhe gomputer nanual

swwtch 7 is novable between a first position in
is authorised to access and run the software. In addition, the program stored in

the ROM 5 also permits the setting of a password in the flash memory by a
15 software supplier to correspond to the password contained in software supplied
to a user. Typically, the password may correspond to the serial number of the

software.

The flash memory 4 is typically divided into a number of different sections or

20 zones. Typically, the flash memory is divided into two zones and each zone
has a unique password. If the data storage device 10 is supplied with packaged
software, the software serial number can be set in one zone to be the password
to permit a user to access and use the software. The other zone, which can be
used typically for storing a user's data, may have a separate password which is

25 set by the user. Typically, the passwords are stored in a secure location of the



which a user may wite data to the flash nenory 4 and a second position in
- which data is prevented frombeing witten to the flash nenory 4. 10 The
~devi ce 10 al so includes a USB socket 8 that is coupled directly to the USB
plug 1 and permits other USB devices tosbe coupled to the USB via the
device 10. For exanple, if a user wi shes to increase nenory space, a USB

5 B gure 2 T e e PO R kB0 B 1B, 0 o c

15 Figure 2 is a fl i agra ure Tor the device

10 for a SOfédWoﬁaﬁd’B@'Bi Brbto Pé}etéﬂ‘??%%fgtteﬁ%&ggéw&uc%ﬁgbﬁgr ds to supply the

device as an authentication device ware. Frrstly, the plug 1 of
the device 10 is plugged into 20 to a USB socket on a conputer. After the
devi ce 10 has been 20 plugged into the USB socket on the conputer, a

o twar e sup DI EBROE 351 nPRLES Bhadaliy S0 S BURENE, £ W Bonpuc o1
sel ect s phshe L8y Bkl ol tttofipert Ui mEo B8 RIRE R ehe” P ™"
e al - nunberdcl BIREAT RITEY el Eveah e defn Tament BT ce 10 1 s
Stored 27 i R oPTERT dedbry e aEpafin B Mevapis peean Fy SISO g ¢ he
initial set-u asswor of 5t hgaf l.ash rrermrgitigfn Il%y an end

user. The deWFiﬁgglL{a?eFE‘atyﬁftggg%togﬁgg?%b@em% nd a second po
which data is prevented from being written to the flash memory 4.
10
The device 10 also includes a USB socket 8 that is coupled directly to the USB
plug 1 and permits other USB devices to be coupled to the USB via the device
10. For example, if a user wishes to increase memory space, a USB plug 1 of a

second memory device 10 may be connected to the USB socket 8.

Figure 2 is a flow diagram showing the set up procedure for the device 10 for a
software supplier when the software supplier intends to supply the device as an
authentication device for the software. Firstly, the plug 1 of the device 10 is
plugged into 20 to a USB socket on a computer. After the device 10 has been
20 plugged into the USB socket on the computer, a communication is established
21 between the computer and the device 10. The software supplier has pre-
installed installation software on the computer which is run by the operator.
From the pre-installed software, the operator selects password set up
installation 22, in response to which the pre-installed software requests the

25  operator to enter a password or serial number corresponding to the software



driver software that is |oaded by the user onto the conputer prior to
set-up of the device. To set-up the password for zone 2 the user plugs in
20 the device 10 into a USB port on the conputer and conmunication 21 is
est abl i shed between the conputer and the device 10. The user then runs the
driver 10 software and the driver software enters a password installation

set-up node @it ivBich2RE Bevice 10 IR suppfied EPRE basstbrad oP?éﬁ‘eﬁh]ﬂ]bggﬁt they

wi sh to use to prevent unauthorised access to zone 2 o menory 4.

The passwor dth@ﬂ%ﬁ&&ﬂtéd%ﬁf}ﬁﬁd‘st%%ﬁﬁﬁﬂ%ﬂgslff"ﬁ’l@ yed 30 in the flash nmenory

4. 15 After an end user has pertorne e Initial password set up procedure
descri bed above and shown in Figure 3, when a user plugs in 20 the device
10 to a USB port on a conputer, the conputer will establish a conmmrunication

21 0011, e, AN DD bl BT el LEbRARA e, 9

stored in the (see , the

devi ce 10 O%nga?ﬂg”%ﬁ)ﬁ}gﬁ‘[bgr%”é Lé& tﬂetd%gicggléqggfpﬁcoa”}'%gpme%rvﬁ;hcont roller

3 the instruc O 1SSue a requ user to sel ect

the zone they.w | is "N evi does not
out put - an » Ve RdyWhs RS ogdsedin Ll e b RarTpugdh ok KEpdRE° T
response to the request 35 for zaone selectio t he user .s cts 36 either
zone 1 or zotﬁ?g df.wcg?ef? s?blf‘Pet%f qagsggr'djggéme ﬁ'ﬂé‘ %&P@@siﬁségﬁ@%\@e{ hat the
user wi shes . ns software on the conputer which is stored in the

f ash nenory Gniha Uke a8 bt 158 CoRBuer Snd SR muBlcatidn S SsahRbER |t on
that the user is aythorised to jnstall the software. The m cro-controller 3
recei ves t heP§Wes CURRERLaNg thefleyice 1@52‘?’,‘3 LFS@fV\,?h"é\fé’Estﬂ??edrtV@ﬁe 1 password
stored in the flash nenory 4, decrypts the zone 1 password and conpares it
with thel‘basmeéﬁf’g?eegﬁl‘{ﬁ? spﬂ\gar ers @ RASSWArA ingta{lationsselipede £%e user
is authorised to install the software. If the Easswords do not match, the
devi ce 10 prGhBERE £ndNeSBLNER enters 28 adassword that they wishutodisedp pravenbasswor d
again. 10 If the password entered by the user matches the password stored
in the flashunasiRariped aceess teizops2fiite Bashanemont 4r The passwrsd Shtarefise
installation fromthe flash nenory 4 to the conputer. In order to install
sof twar e, thibéesenpiyptad 25anstoreda3q indbe flash meowmydnd in USB format to the
m cro-controller 3 for 15data, the mcro-controller 3 retrieves the
requested data fromthe flash nenory 4 and sends 41 the data to the driver

2. The driver 2 converts 42 the data to PC
15 After an end user has performed the initial password set up procedure

described above and shown in Figure 3, when a user plugs in 20 the device 10
to a USB port on a computer, the computer will establish a communication 21
with the device 10 and firstly, checks 33 an installation status flag stored in the
flash memory 4 (see Figure 4). If the status flag is “Y”, the device 10 outputs 34

20 an “OK’ flag to the computer. The micro-controller 3 the instructs the computer
to issue a request 35 to the user to select the zone they wish to enter. If the
status flag is “N”, the device does not output an “OK” flag to the computer, and
goes straight to step 35. In response to the request 35 for zone selection, the
user selects 36 either zone 1 or zone 2.

25



format and outputs the data to the conmputer through the USB plug 1. The
- mcro-controller 3 then checks 43 whether the software installation is
.conplete. If the operation is not conplete, the operation returns to step
40. If the 20installation of the software is conplete, the status flag
stored in the flash nmenory 4 is changed to "Y" and the device 10 may then

be removed 4 i Sitedtst tﬁé’gEﬁEe% a%%@%’f)ﬂ%?ﬁ?t&&érfwi%ééstsrins?ﬂ ects zone

2, the micro-controller 3 sends a comran conputer to request 46

the user to &pwire Bh?né)eétﬁié‘ﬁsltrefwf\%ﬁ i€ SBFedin tw}ﬁ%ht rﬂgmogx Hsaﬂgirroﬂe@iss the

password, the conputer sen e password to € m cro-con Fr ﬁ The
' - i . . , ash nenor
%, decr ypt s T EHEPESHEE BERIE (S IEMSoD Yot Frd %Jg@@?xb?%dh htered by ©
. .ed by t 1S, t 5 operation
£ gte ulrjflgr t oI P %%ﬁg%a%dﬁ%rge?g%% toécf%Frgrg]%eésjﬁsegg'XI%g {%gg%ggl%% 6’?tefqe§’ebypa§ swor d
in. . h i t, th h ccess
o zone 2 of MBS QORI Trisspualt Hored e Pt fEane eSS 3BR0Rp 4 and to
[ flash 4. Hov dat b itten to
the. f1 ash meBAT™S PRSP AR ARG Rdlps B FE ppifata ARPT Ph A WS it dat a
i h h 4, | d t d ite data f r
to the fl asrvibiEie e S ARetaT B kel o dairando rStdhe sabwa. (Fbecomput er 1 n
i - I 3. | to th d it
commnd ¢ he TASSHEBGIR RN ghe Seuie PHBDRIEe 6mpyted oL PshAT HE 11 ash
menory 4 and sends it to the driver 2 for conversion 50 to PC format and
then to be O{REHIR eRiEr hePasswpis @3ailr receives data fromthe driver to wite
it to the flash nenory 4. The m cro-controller 3 then determ nes 51

whet her the read or wite operation is 20conplete. If the operation is not

conplete it returns to step 48. If the operation _
If the password entered by the user matches the password stored in the flash

memory 4, the micro-controller 3 starts 39 the software installation from the
flash memory 4 to the computer. In order to install software, the computer
sends 40 a read/write command in USB format to the micro-controller 3 for

15 data, the micro-controller 3 retrieves the requested data from the flash memory
4 and sends 41 the data to the driver 2. The driver 2 converts 42 the data to PC
format and outputs the data to the computer through the USB plug 1. The
micro-controller 3 then checks 43 whether the software installation is complete.
If the operation is not complete, the operation returns to step 40. If the

20 installation of the software is complete, the status flag stored in the flash
memory 4 is changed to “Y” and the device 10 may then be removed 45 from

the USB socket on the computer.

If a user selects zone 2, the micro-controller 3 sends a command to the

25 computer to request 46 the user to enter the password for zone 2. When the



is conplete the operation term nates 52. The device 10 descri bed above is
+ for coupling to a universal serial bus (USB). However, the device 10

rcould be nodified for use with IEEE 1394 (Firew re) 25protocol by _
substituting the USB plug 1, USB interfgce device 2 and socket 8 9 with a
Firewre protocol conpatible plug, interface device and socket

respect i vel yuseNen@ty 8t si8wetd, the calapiite PsditisdRe pabfRstdad Meemictot hat 1t

provi des a portable 5 data storage device for a conputer i ch does not

require a nmegdhuliead. @H@ﬁﬁér@%aﬁﬁé@r@éﬁ’[}e}véé fie [Sja%‘é%?d for Qoﬁgggwn?fhe the

device 10 has no noving parts. This enables to data storage device 10 to be

mor e compact fidshafleiBH e HecRIB 4P fHel A RoRPARY Sdifib4EE ln;&ﬁg{ tﬁgggas&&d%' VS

1. A portabl e data storage _ :?to at UsB
socket of a t n ' ' ] : ernative
to a mgneti%ﬁ%gkﬁgp @&%‘? W?n%swﬁ:ﬁﬁtkéec%g%ﬁgg% %&°g'fefﬁgh§of é war e for
Sinstallatio ; r...of Vi sjoring user's data

pr esent ?gn tébe&%b&n@%{%ﬁgg&ndtg&hl Cﬁ'ﬁégﬁ%@?‘b ggepge%%gtsp4(ﬁtéuef%gr ﬁoéﬁtbef i ng
directly to ;?ag%ds %t on a conputer, an interface device coupled to the
USB plug, a rresrmrgl %@ ﬁ'rol device and a non-vol atile solid-state nenory

devi ce; the nenory control device being coupled between the interface
device and the nenory device to

If the password entered by the user is correct, the user has access to zone 2 of
the flash memory 4 to read data from the flash memory 4 and to write data to

10 the flash memory 4. However, data can only be written to the flash memory 4 if
the manual switch 7 is in the position to permit data to be written to the flash
memory 4. In order to read or write data from or to the flash memory 4 a read
or write command is sent 48 by the computer in USB format to the micro-
controller 3. In response to the read or write command the micro-controller 3

15 either retrieves 49 data from the flash memory 4 and sends it to the driver 2 for
conversion 50 to PC format and then to be output to the computer or receives

data from the driver to write it to the flash memory 4.

The micro-controller 3 then determines 51 whether the read or write operation is
20 complete. If the operation is not complete it returns to step 48. If the operation

is complete the operation terminates 52.

The device 10 described above is for coupling to a universal serial bus (USB).
However, the device 10 could be modified for use with IEEE 1394 (Firewire)

25 protocol by substituting the USB plug 1, USB interface device 2 and socket 8



10 control the flow of data fromthe nenory device to the USB plug. 1A A
portabl e data storage device according to Claiml that is nore conpact than
_a conventional magnetic disk or CD-Rom storage device. 152. A device
according to claim1l1l, wherein the non-vglatile solid-state nenory device is
a read/wite nenory device. 3.A device according to claim2, wherein the
read/wite le'fﬂ)éFl@ﬁ/#é‘b?otbéol%ofﬂp%ﬁﬂewg)weﬁﬁé 8&ic?hd dockdt devi ce
according to claim?2 or claim3, wherein the nenory control device controls
the flow of @Qg@cthél and from the menory device. 5. A device according to
any of clains further conprising a manually 11 menory device is
enabl ed, and a second position in which witing of data to the nenory
device is prevented. 6. A device according to any of the preceding clains,

wherein the AROBhtads theldeditY 1BUeSEMd sifoveds Ratlt Préidls £ bbfdble
5 data storage device for a computer which does not require a mechanical
operated reading/writing device. In addition, the device 10 has no moving parts.
This enables to data storage device 10 to be more compact than conventional

portable data storage devices.



7. A device according to any of the preceding clains, wherein the coupling
devi-ce conprises a universal serial bus coupling device and the interface
- device conprises a USB driver. 10 8. A device according to any of the
precedi ng clains, wherein the USB plug and USB socket are replaced by an

| EEE 1394 (Firewire) protocol plug and a Firewire protocol conpatible
socket respectively, and the interfaceLAmygce is a Firew re protocol
driver. ABSTRACT A Portable Data Storage Device A portable data storage

device (10) {.ncl ydpsrianie Bhtedtodlge ARVca wHkkScAnUSire@y Plugadddayiagsg ) and
an interface device (2) is coupled to the USB coupling device (1). The

por tabl e _dat gkbPERIEAEMEFSnd WAk 8Serafifd 8TaRctBNERIE HidiARtiveb adevi ce (3)
d phtien g

and a non-volatile solid-state nmenory device e nmenory control device

Lo cont rol t REIReY oLEP ROMEENFRAIREY LaParlelr QB FANEREREY Ush coupl i no
device (1). jnstallation to the computer or of receiving and storing user's data present in the
computer and which comprises a USB plug for coupling directly to a USB
socket on a computer, an interface device coupled to the USB plug, a memory
control device and a non-volatile solid-state memory device; the memory control

device being coupled between the interface device and the memory device to

10 control the flow of data from the memory device to the USB plug.

1A. A portable data storage device according to Claim 1 that is more

compact than a conventional magnetic disk or CD-Rom storage device.

15 2. A device according to claim 1, wherein the non-volatile solid-state

memory device is a read/write memory device.

3. A device according to claim 2, wherein the read/write memory device is a
flash memory device.

20
4, A device according to claim 2 or claim 3, wherein the memory control

device controls the flow of data to and from the memory device.

5. A device according to any of claims 2 to 4, further comprising a manually

25 operated switch movable between a first position in which writing of data to the



WO 01/ 61692 PCDSQ)0/ 00029 2 / 3 C211.4 In Establish Conmuni cation between
PC /. Device 11 r Select Password Setup .1 Installation Enter password or
'serial numnber V Encryption by password Store encrypted

10

11
memory device is enabled, and a second position in which writing of data to the

memory device is prevented.

6. A device according to any of the preceding claims, wherein the memory

control device comprises a micro-controller.

7. A device according to any of the preceding claims, wherein the coupling
device comprises a universal serial bus coupling device and the interface

device comprises a USB driver.

8. A device according to any of the preceding claims, wherein the USB plug
and USB socket are replaced by an IEEE 1394 (Firewire) protocol plug and a
Firewire protocol compatible socket respectively, and the interface device is a

Firewire protocol driver,
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passworda Figure 2 Est abl i sh Comuni cati on between PC / Device- -,

12
ABSTRACT

A Portable Data Storage Device

A portable data storage device (10) includes a universal serial bus (USB)

5  coupling device (1) and an interface device (2) is coupled to the USB coupling
device (1). The portable data storage device (10) also includes a memory
control device (3) and a non-volatile solid-state memory device (4). The
memory control device (3) is coupled between the interface device (2) and the
memory device (4) to control the flow of data from the memory device (4) to the

10  USB coupling device (1).



T

Sel ect Password Setup Installation "WEnter password cf password Store

T enryPhgusieed 9Ure 3

PCT/SG00/00029

1/3

[/IO

USB Conhecto r ] )

T

yy A
z

|

D12 (Driver): ] ROM

A
Y

gf\/

1 Hard-lock Switch

A

| Micro-Controller ‘ RAM %‘6

Flash Memory

<

Additional

USB pO[‘t f\/g

p

Ficure



‘WO '01/ 61692 | ' CT/ S@0/ 00029 3/3 ao Send read/wite command in US fornmat
- 'to MCUwe@biseda Driver convert data back tof PC format and return to PC 43
.General Status Flag Plug Qut PCT/SG00/00029

2/3

P

—
Pleg In -
90 220
— a4
Establish Communication between l
PC/ Oevice_

1 T :
~ 2 [
Select Password Seatep |

Installation »’J,\/ Q o

-
Enler passwocd or
sedal number 4~ 32 5

.’-/

.
Encryptionby |
- password ™~ P 6

.

Store encrypted |
passwwoard

L
ol 7

Figure ?

ST
|

- Y
Establish Communication teteaen |
PC t Device ‘
-
i \
i ST
. Seiect Password Seive |
Instzilation T™~273
" .
-
Enter sasswore | - )
™ A%

|

¥
Encryprionct .
Fassword /,\/ <9
7
Slore enrypled | .
p33:‘71‘|0rt: /J!\/ 2 O

Figure 3



Get Data From Flash menory and return it back to drlver V Plug Qut
“Fi gure vo au61692

3 4—)

Returmn OK

flag To PC

1
,

3/3

PCT/SG00/00029

'&o

Establish Communication

Between PC/Device T~ 2 |

Check Installation
Status Flag

Request For ~_
Zone Selection

v 6.,

373

£y

b—igReclques-t For Pa;wmrﬂ\ gy
N v 29
_.—-———'-“'—"—'f—_
== DecrypUAulhenticzte

Etar{ Sofhuare'lnstallation)[\_ 3 q

Y

USH format to M

).[gend readiwrite command in

L
| Request For Password

|

b7

Decrypt/Authenticate

| ¥

Y
Send readfwrite command in P 11(.?

US3B format to MCU for data |

CU fordata T~ 4O

4

Get Data From Flash memory
and retum it back to driver Z,Lq

Get Data From F
and relurn It ba

lash memory
ck ta driver T~ L}- (

r

Driver convert data back ta

N

e

comple

Opecation

PC formal and return to PC| (i~ 9‘-

43

te?

|
General Sta

tus Flag r}\, 41- (7(_

{ Plugvom 2) \ Z;,S’

Figure ¢

5
Driver conver datz bazk to
PC format and retum to P S’Q

Operation
complete?




