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CERD 8| W¥sapofaomooo0a* Fl ELD OF THE | NVENTI ON The present inventi oh br &A% 4403
generally to smart cards. Mdire specifically, the 5 present invention

relates to inplenentation of a value-added file structure on smart cards.
BACKGROUND OF THE | NVENTI ON Many busi nesses currently nmake use of so-called
"l oyal ty" prograns that reward custoners for frequent purchase of the

busi ness's products orLovALTYELESIRUGIUREFORBMART (JARD ans i n

frequent flyer m | eage prograns, frequent guest prograns at 10 gmmﬁmnum""l"l“"l
prograns to reward frequent purchases at food narkets, etc. Many |oya Y.

py ograns nmake use of a credit card-sized plastic card with an enboss&¥Y?
custoner numnber to hel p keep track of a custoner's purchases. (Qthers even
use smal ler cards that may at FELD OF BIRSVENLION Ot hers use a magnetic
stripe card which can magnetically store information such as custonmer nane
and identificaljon nunber, .nu r of rchases, 15 ints d etc.

Still other | otyrhﬁ’ vaﬁ%"rﬁ&%n FFEQG}ES %Cé‘&%ﬂwﬁ?)ﬁréﬁ‘iﬁ?é& %f%ﬂ’cgﬂ%%’qg%ar din

conj unctg gl%séﬂ't meﬁﬁ&?@% 890 ifpleindniidhlof 2 YRREARE SleRtrdsitredin st HR8S -

Al t hough Sone types o oyalty prograns have been successfully inplenmented
to date, there are a nunber of disadvantages with the way these prograns
are currently inplenented. For exanpl e, E%revi ous loyalty prograns require
fixed or preestablished 2BACKGRAIND QS Thid IBGENEIPNyal t y operator and an
i ssui ng bank. These previous prograns have no flexibility and nmake it

di fficult forMahgblsigessescunpatipimke ise ofsbraatiedt\byalty’l progtanmsahatoewardor oved

| oyalty applications. Fox one ex e, consider a |large t chain that
wi shes toclw&mrﬁﬁorafrqq&wwqufmmvm18@9%‘& s S'{W"bgﬂ"‘dﬂcti on with
a regiona ] t af. i I 1 t he bank
o provi aievEBf gtk HERIERER: ybiafieEpRieaind MOuAIRERTPRIgd A

magnet i1Q0 BdtelsQsrografii)io réwd Greqiiérd parchades af foadl adrieds, etcc Viamynidgalhhat t he

| oyalty operator's term nal can execute in the course of inplenmenting the

| oyal ty aproBtasmstmae ustieba sradioard tized padicicrrd with ap embessed cystoraergimRer ur e

| WI W ~0~4. 1 8.. MAR 2003 wi i ' I lication
sof tar ¢ BaTSTR et &t pivieronsalbateh (s brip P syl IBR AT

sof twar e ftachs &K kbycledi) Oithérs @e AMrdaBnétitastdpd Rrdiwhichlcad thaghélicalye@psls it has
specified to be present on the card to be issued by the regional bank. All
of this niefrmation suchasdustpmer hdmeandidentification nymben nembgr of purchasesand noney.
In fac once an i SSuj ank specifies rticular file.structyre and
|t er § 48P =5 fiey S ol Rl Progrerin i orn S Rapnieq Spide « FBattan ¢ ake

up to ni ngrdRilodfurkcRbn Wit 2 t@%n%ﬁﬁlaét‘i%ﬁlt&fd#exta%rts%l% Jreashas! Wigduggnbedded

in smart cards, and finally returned to the banK for issuance to Custoners.
Furt her coongatypel afdoydity progrbine levesbdeh aticaebsfullninsenrentkd to ddtgitheraerelad | i ke
to have I O any_and _all of (is custgoners take part in i,ts new |oyalty

pr ogr am aekesef %&%@%FW the W e OBRBIrEreCHFFatHmBleRieRied. ar e

i ssued fromthe regional bank. It would not be feasible for the narket to
negoti ate W t hggaghmand ﬁmgmgﬂg Forsith & L afir 4 t may appear one
day in one ofh‘?ts ma?k’e?s. The “ma l?e%?v\ou%g L?Egét%lc%g&a%Pgsetdo accept any

smart Qarrdlatienshigm/betweencd loyalty epesdtonardsandisshinppbankt Theseqretioneprogrnes | ed i n
the market's I S Joyag%é program re%ard ess, of which bank the custoner

|
uses. Corféveae flgxibiity srd make &t dificyltJorthe lqyalty pperatoz tdeling and rolf gat neXst er n

bank bec ' vi de: us| i s h frequent
flyer m fdé@‘g‘@;‘?’g? lm&gﬁ P 12%? 5%% tﬁr r@k %? c@g’i %o@x_@ﬁg{/%%ré%ourggp{%a}gﬂ t?:lgtst omer

l'i ves andyisheds develéph ldyaltiipfograrh forsitsfabil kkes ih BatjusdionGhith Hfegiitial nesses he
or she patroni zes would have set up a loyalty programw th 20 the |arge
east ern Bunk Bbe masket must fishnegotistennragtdementwith ge bank t¢ provides partiailyr t hat

the Caljf,0r nj a.busi i || tiated wth l'ocal ks t d
oot oazh ot B BRiCHER oY arhart S (rSRneBt Sip e, ARt A SR o bs can -
make use #ailaHPtaRRhdPthhOtaidy4It) bREH s t&niffl\¢hs Execlite ih eoc,%?gglhi f t hat

each cust oner could maintain a collTection of smart cards from erent
banks t hamplementing thelayslhasppliostimnerhetroarketrmist spetifyteepariiouddrtfile structure
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25 prodrans _of any nunber of businesses. Realistically, though, cus ,
W I‘P bal k %SWé“'%’EPea of carrying a | arge nunber of cards sinply in} 3?@@? 2003
to take part in many loyaltiy prograns. Therefore, a technique is desired

that would al,low ]| oyalty operatprs. to enroll cust rs having.smart cards
o aoy !  afinphich 2 Birlo S By Riioh R are ch itk T ey Reh AT (PSS o,
need for a 7 : ¢ 1 by M i I

further be OGRS HARARE sANEE 16 Sofl imoBfihBrol it Bkile SPUtRre ahd cHldfas
gener at e r évieas spedifiaitolbeypadseyt qar theg catdso berjskwxddytthelregionahtemk. @dl efthisssued by

the issuer, yet relieve the issuer fromhaving to negotiate agreenents or
fr em havi ngeg¥iaden aah spegification tales 2 grept deal ofitpig.andmaancysia fach onge #hi que -

woul d furgther. all |t V. i i j{¢ oyal ty
or ogr am aharpiBesRal XY aeliSPF % Sl i ieRiade R 0B BfufaiR Ak R
SUMVARY  OF y3tith WVEDMT! dabl, Ticas ¢4keqipo nitR fhiéHtROR 1 intexdteditiroaietodance with

t he purpose of the present invention, a loyalty file structure for snart
cards i s dnsmbfistoed, lembeddediintsmert chds,and dinkBy reuroctbtogherbankdfor jsswmauce énged
agreenents between card issuers and |oyalty operators. 10 The present

i nventi on &SPHORESf | exibility in inplenenting loyalty prograns by a loyalty
operator and elimnates the need to have custom prearranged file structure

definitions begypgy c%nlggﬁﬁdiﬁg/ﬂﬁgwt%lﬁéﬁris ﬁﬂﬂh@?&%éﬁﬁfk‘ét it wbuld ik 9 fhde/

operator no |onger needs to hegotlate an agreefrent wth each and every
si ngl e | Hsdry andalbofits custonieas/take pat irsituew lbyalty progmarpidant necesdaaily mgal ty
program of the operator, | smart card need not be 15 custom made for

each | oyal thospERsiemess Whﬁ’é‘a'ﬁg 'é@é‘%f’arﬂﬁbsé‘?ﬁdl Hederigeal bankelt sowldprtdst ages

d feat o i di ' t d,
Moyal ty. opdrsibly/foP bipfkOiia Ao HWER oth and¥er ball 1SinP B ol SR AR
regar dl esspfaly abpéar DA Hay inQife\WTiits Maklbuts, CRicdn2iRét waAd HRe tollseyabld t6 dep&t ahpr S

can define their own loyalty application software and determ ne their own
| evel 20 ofmsrtcandiusgd by eneef itsustomers dndihiang thabcystamisfenredled isthe mmarkst’s evel

before the,card is issued, A l.oyalt erator is also allowed access to a
| oyal ty 1& }Oé'ai%pg)gg%ﬁgagg?sa °fﬁ&°@§%‘“¥ USIOMGEUSESy it ting a customer to be
enrolled and data to be transferred to or fromthe card while the custoner

is waiting. A CoNalidra RBRARE Vho@sss DénsRt CRPRERABYEI Targe \WistBRTRNR bekugs
access to a file and can decide their own | evel of security needed for a

part i cul ar thiat is¢he bakprhatiaisorproyides the chetgmenseittufrempientilyes snileagelfopdismrdrer t he

parties. The,.pr nt inventio | so_provi.des mer ou vant.ages..fromt he
Pasuerss porie dheanicenpva Monph G oeBgr s and e 23 Collort, S SShkpy " ar
inreal ti mé;eg Adcl Qﬁk?%ﬁxi i I files
avai |l abl e ?%tr enﬂtﬁgg%é;kégglg%gui ckl fmﬁ]ﬁgﬁgehﬁzfge{t?‘ gq?@é%%%(ml | of
its car @ thedarge pastergbankt becausefthitioank samt afithe ardao &t mone Higely that hesaPQO 4. wo

1 8 MAR 20Q3.t he cardhol der or the |loyalty erator. Furthernore,_ the
i ssui ng ba&ﬁhﬁt‘@“? By§iness Wik pays mﬁsepﬁeg Pihdoga fropsodycen qustomy layaly filg y

s B ! s .
agr coment < uep e B ARHRR B 0 MRkt Al B 8 AR 1PVt 1 e

present i nyepianNOf edtitse) ittHpossitlle thayedch Yustbrh@cowld thaibtait AesiRcaoh 8B¢R4rt
information and variables are inplenented in a nenory of a smart card

bef or e t hecasdsfromdifferentbanks thetwowld allowdhas sastomante egralliothe loyalty a 1 oyal ty

known b& o SRAE B0 FEBre L8 Relres SHEAATE, Bhbeh, biomes Sl balkaiied, °
loyal ty opiefbPédryiipd laedenud@er bOPiridsim@Waintarde Rtake phrt ﬁf‘mﬁ% iomtﬁ- Wen a

custoner uses a smart card in conjunction with a nmerchant, nmer chant
term nal oprogramsnes whether a loyalty file is available for use. If so, the
terminal is able to go on-line inreal tine to communicate with the issuer

to receive a ssword to,allo cce to the. selected loyalty file and
ot her ild\énti f%%ﬁﬂ&m%ﬁ\g eﬁ"?‘iﬁ’?“?’%‘élaiagﬂ‘yI?’f?i‘yi"?graé’ﬁ'ﬂ?é?r‘l?(lkeep contr ol

over the ¥ Is ; ck of
o ch | oyl bR eerERAlinL gl oy Bomany i 1l TRy SpGater S MEyaltF Bosrid

progr ans0 wWitkout tlyesteeyt f61 4 preanarighé, fored rélatiqshipi withageissueni It albutd fivthetbe by
the loyalty application software of the | oyalty operator and in exchange,
the |oyalty operator nakes a payment tq,the issuer. Fromthis point on, the
| oyalty operator nmakes use of its own |loyalty application software to read
fromand/or wite to the loyalty file on the smart card any data it
desires. 20 In another enbodinent, a loyalty file on a card is used with
el ectronic ticketing to store information pertaining to a purchased ticket
over the Internet. Upon later presentation of the card at an airline
boardi ng gate, stored information in the loyalty file is conpared with the

o - - o o o o o L,
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-4 . W SAP014. WBAp 1P WHAR Q03 ° FIG | illustrates a card issuance
scenari o according to one enbodi nent of the present invention. FIG 2A
illustrates synbolically the flow of information within a loyalty program
i mpl ement-ati on Sy&dsRaBI¥GH AN dssaBmG be@Bledo igtndite seveheifrom loyaltypedgrans nplembmted
first time 5 before the custoner is enrolled. FIG 2B illustrates an,
exanpl e of a ter namehart ¢drds isgieid blyuka issutensychrelioxatip issuerffram heyjag topnegpiate

PLG 4 L1l ust 1 ot ErReTBANG: ArnE o AmiEs SopopHavAllyAE sPUGER. Suehe e
tored 1Q withi ile. ' : i | ]
onbod ment of |t harpHIERHeE aliok lofakopeialt «SALKBH CHAE thelrowiPibialy Pmahfand to

with software, peahfphaient Iaditpagplicatioesbftvaaratcisévatiking™l G 6 is a flow
chart illustrating one technique by which a customer is enrolled in a

| oyalty program 15 FIG 7 is a flow chart illustrating an exanple of how a
custoner enrolled in a nerchant's | ogyalt rogram may nake use of that
program FIG 8Aillustrates a queMQQﬁmMm@N oyalty file as
to whether that particular file is available for use by the merchant. FIG
8B illustrates the trkowchisve the fardgoingl and inmecaxdance pa putpdsemfitle present nal
to a 20 card. FIG 8C illustrates. an encrypted password I n assed bac
to a Loyarty fi1cnyerigneadoyalbhie 3 ok HRag fe's itlced Paf bl Re et tor
alternative enbodj e e YsleiiBhits BEWeBRSES 18098 Snd j.Ces
froma nerchant g{ré@%g%g repabrl%ﬁt- f con\s/eni ence ah t%g% Pgélgop%gﬁtéﬂs.
recei ves those goods and/or services by show ng appropriate authorization.
-5 VI SAP014. Y@ °~ DHRApkdsEntDRGaRbR 211600 DEXiBHEy inNkipiéhictting toyalty programchy ar
enbodi ment of the present invention, a file structure is inplenented on a

smart card in sudpyaitywigrates apd elinynatrsdhe pesd dorhavesuptorm prearganged lersfrughuesyr am
b hant . | A . | fl t t,
oY ecent 5 1 nvent (S REREReBEANGyalt Yoelal i Bt cet ok . 144ty Sperld go tonger

virtually any si hdedsiteRegdliate an agreement with each and every single issuer in order to have the

b

Ji

issuer’s card accepted in the loyalty program of the operator, i.e., a smart card need not be

15 custom made for each loyalty program.

The present invention provides numerous advantages and features. By providing
any number of loyalty files on a smart card, a loyalty operator is able to enroll a customer
in their loyalty program regardless of the bank from which the card was issued. Loyalty
operators can define their own loyalty application sofiware and determine their own level

20 of security needed, without having to predefine a security level before the card is issued.
A loyalty operator is also allowed access to a loyalty file on a smart card in real time, thus
permitting a customer to be enrolled and data to be transferred to or from the card while
the customer is waiting. A loyalty operator can also choose their own password for
access to a file and can decide their own level of security needed for a particular file.

25 Furthermore, no key exchange is required between the parties.

The present invention also provides numerous advantages from the issuer’s point
view. By allowing access to a loyalty file on a smart card in real time over an on-line
connection, the issuer can make loyalty files available for rent easily and quickly, thus
generating revenue from all of its cards issued, regardless of the geographic location «
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i MAR 2003 which a merchant or other entity desires to rent, |ease

cohtrol, onsamchewd se nake use of a file on a smart card access to whifcMARs 2003
initially controlled by the issuer of the smart card. As used herein, "

| qyalty" refers not only to those traditional |oyalty progranms that have

been i npl ¢hecdrdibldéndr tixd logaltyoopemators i Funthemuore,ithe ishiighbankieraliesed from ot her

entity desires to, ]l O make use of the_file structure of the presen

i nvent i on.haVWgttﬂﬁgh‘?éﬁ’i"ég & Fstom L’é’épﬂ ﬁ{erf’%m‘{edﬁ’ ta¥or of asmarkeasided fil e
structure. j i 5Qa§ i ion is

pr esent ed aggag\lfv?@géoe%%g?@%c?%’%&%n 1@%&%% SO d@g@%@é{(@ﬁ_o illustrate

ohe possible use of the invention, use of a rented file in a loyalty
program of a nMpobadamboditeht fthe predrt hadntiel, any nimbtetofildyalt} HileSMARI CARDS The
present invention is applicable to smart cards. Al so termed chip cards,

i Nt egr at 2dtandardtierdes apigomatinsrandyvacablgsare implemenied oy 2 am@sy ofa spst eardard i s

typi cal | di t d: si.zed, pl ast | that ingl ud
Suh cond eGP et Rifba R £8lsnerS e bt BER SRRy BRCwRmERE, ¢
vari ous t \agSndds fiseaab inBdFhdelwitbthe foyakty Hildire kRl Béfdfehdfl BPleisartt QRd 2

credit or debit application, a loyalty application, cardholder information,
etc. Al t hdssgbrsabyaauiring teaks) and by loyalty pperatotsshate developingloyaty f or snart

cards, it is_.contenplated. that a snart card may, al so. be.i nplenented in a
o o | GPRIED Sh R, VO BRI Ohes A SAFLEH B ORGP A BBt
small a I g d rt of a
orsonal? SRR nfinel dchRires GRberEloyalty fIoTCal MRUERANES LAD, BT D

bel ow desgé¢rinrhal dalle evgalesline irepealntithetoadontnnemigateswith ke isduermenteeivéaa smart
card, although the present invention.is a%I icable to a wide range of types

of smart ®asyerd fo alipgy accessia thesplecied)lovadly dileqnd fherddentidying formrtipnadiess
d -val atj L. ti
Toaul & ( of N fashife HaTler %ol (M ovld O Mo of by GuIEIORANy ARE off Bl O7

Q her f ealchyids andReepeacRof whikh 18V4lly dperaitt hew enrdlled whichr@istonvéds ih ToyMAR 2003
- storage, flash EEPROM FRAM a cl ock, a random nunber generator,

i nt er r ubt pragnams| Theloyalhofilel amghe smart card ismagnaavgilable fasuse by thedeyaltys, and
interface cqntacts that | qw the card to.co ni cat i.th the outside
wor L. G a5gireaen Soft of e apeiict b i ehiRitis Bh Tonll Onesfor B Reed
not necesyaghby th B indier. AFrhhRYRRVASAE 16YaltP bhGhtof BAkEY 88 of its BwhNe

m croprocggsggr i's anly suitabl e central pr%gspﬁgounit foroeigcuti ng
comuands #oylty applicatibn saftwire taleead frem kdryeaite &stha doyaliynfide on thestnartaged f or
calculated results and as stack nenory. ROM stores the operating system
fixed dat 30y <33 ¥ out i nes, 1 ook up tables and ot her pernmanent
informati on. Non-vol atile nmenory (such as EPROM or EEPROV) serves to store
| nf or mejg on ¢ ki enfbBlinRie| 811 oh BRA0AE Hedatwitl AEARMRCAGAnAPd T Om
power source, but that rrulst a’Iasosrabéhgl toer aglfae t% accommbdat e &ca?éggoeci fic
t o indi vi stosd infernmtion pertdining ¢s a puchased écket evertthelntarnet. [Upoatlatee. Thi s
information includes, a card identification nunber, a personal

i denti fi cBESSEHatRMRIdhe card ahwt apline boarding aate; storedpiopmption-iadhe lavalty filg isni t s,
and ot her | : I i P 1] ryption
nodul e i sc%rﬁf;%% I oé#\’gﬁe 'Hagt?édl\?ar ea?rglgg ‘;é&ﬁg%g%gl? &\éegr%%égn&rt\ﬁé%p@tggiéty of 15
encr ypt i omatthgadicatess valid pechise end £b64riipE ipess isRyuedl S0 be performed in
software. applied Cryptography Bruce Schneier, John Wley & Sons, Inc.,
1996 di scusses suitable encryption algorithnms and i s hereby incorporated by
referenge. The card reader. | inc ggﬁ thﬁ $oftware and hardware
necessdry for comruni ca%m%aﬁg#ﬁﬁﬁlb&é# v i de var i ety of
interfaces are possible. By 20 way of exanple, the interface may provide a
contact interfgefwesti HePWith Sekthdr LaY y Pﬁbq;xﬁgr.ﬁd% ace,
or a variety of oévﬁerd}il’ﬁ)t%grfaces. Wth&‘éafnc ﬁsf%lgﬁebgnt r egtce, Sl g#la s-from

t he i nt egreftremtecto tifollowing descripgbnttaken im vodjenctioh witithé acofipasyiagon t he
outside of the card which conme in physical contact with simlar contacts of
a card reH@ngsdyMuch: A spart card may include a traditional magnetic
stripe to provide conpatibility with
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25 traditional card reader devices and applications, and may al so mBVMﬂﬁ a
cBpy ofvishRolggnetic stripe information within the integrated circ 2003
itself for conmpatibility. Various mechanical and el ectrical characteristics
of a smart card and aspects of its interaction with a card reader device
are descri F8@. i pllGtrates acarddssuanciossenarioqccmding taeue wbgdientyof thehn Wley &
Sons, Ltd. @97 .and are defined by the follow ng 30 specifications, all of
whi ch AFERERXFHINcor porated by reference: Visa Integrated Gircuit Card
Specification, Integrated Circuit Card specification for Pa en YS,

VI SAPO14. WMWY A linh Raakeas@RbEliclyithe Bow Sf AFoHhdtidh wilBE b idyadyipesprh@r Paynment
Qystems, EWV Integrated rcuit "Card Application Specification for Paynent
Syst endmplénsemtdtionesystami volreal a Seart/¢are isizeseoteditd @ metdR bt foathe finat tmaat i onal

St andard I dentification ngc;ls Integrated Gircuit(s) Cards with Contact
Par t s> efpre fhacustomer dveroltgdandar ds Or gani zation 5 1987-1995. OVERVI EW The
recent advent of smart cards has nade it possible for |arger anmounts of
data to be Oﬁﬁqm?stﬂrafes%ﬁrQarﬁgﬂoff%errrﬁ‘fal.card to perform nore sophisticated
processing. Tt Ts rea |ze3t t smart cards provi de many advantages to
merchants, custoners and issuers: 10 faster and nore secure transactions,
val ue adde®I6e3 llustratep ar sxarnple of & heyalty fidk suitable ftn usetwith anei paptiedent a

vari ety of appl i% tions, etc.,K Enbodi ments of the present invention can nake
use of cmbedunehg g@tﬁ?seﬁﬁ‘?&?ﬂté’@es provi ded by smart cards through the use
of an inproved loyalty file structure. FIG 1 illustrates a card issuance
scenario a r gli Sbadi i gon. In this
enbodi nent ??gh&l?lggg%@s%gpl ssugxls a hééc?fitﬁ%?yéo%ﬁﬁ?%??agﬁ%ﬁ%«? t hat

cont a0 Rethin h dysaltyfilé.i | e structure according to an enbodi nent of the
invention. Issuer 102 may be any suitable issuing entity such as a bank,
financial ipstitutjon, a service association, nmer chant or . ot her

or gani zat | 60- dis i’eb‘é‘ﬁ chart H@éﬁet%qqeﬁg@g}m% of &?d%‘fe.nu% Y"Ltcgradmlaé’h

i ncl ud | : Frivhfes -1 jated with its
own paggrv?g%?aﬂgﬁpﬁ%ﬁg oagg%ﬁ)l%ﬁgsmr ap%@a&%ﬁﬂ@qgﬁﬁéﬂ% %lrs'&sgg% ‘loyalty file
on a given smart card, preferably each password is distinct for every

| oyal ty fi [FEG0OS is;a Bomachart Hludtratit¥ponedeatmsgue iy whisles custamér is enrgllédin a n

conj unié)}jgg with a loyalty operator's business, a particular loyalty file
will b #TB3Mnpl enent an enbodi nent of the invention. As used herein, a
| oyal ty operator may be any nerchant, conpany, 25 business, individual or
SiMRT {YRRGONI tlo Btirt RSHA dultxaBBIeIFERy AodseR krolegi M For 11
custonmers or other entities wt Ich®i't perforns transactions. The bel ow

descri pierehant$ loyalty pesprarh endyanake use b thatprogfant. ease of expl anati on.
Cardhol der file 120 is any suitable database file such as are known in the

i ch 1 seuBlCih hsbens aueu i a ainatin a BYalh e S0aORBIGRL r ccord 122
11 uSt b ates1PARA b AR foPude 5P ol 1 8 VAR 2003 _g_

FIG. 8B illustrates the transfer of a loyalty operator password from a terminal to a
20 card.

FIG. 8C illustrates an encrypted password being passed back to a loyalty filein a

card via a terminal.

FIG. 9 illustrates an alternative embodiment in which a customer purchases goods
and/or services from a merchant at a customer point-of-convenience and then later

25 receives those goods and/or services by showing appropriate authorization.
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VI SAP014. W) ~ 1 a MAR ° particul ar cardholder found in file 120. Sh

associ at ¥IBPARPHW®@ he cardhol der's primary account nunber (PAN) are pﬁggmdgﬂm
126- 132 that correspond to the passwords stored in conjunction with |oyalty
files 106-1 12 on smart card 104. Passwords may be generated by the issuer
for particular |oyal tREFAILED BESCRIFEIQN O HHE HQTJON de variety of

manners. I n one enbodi nent of the invention, a password is derived for a
particular loyalty file using the cardhol der’'s PAN and a uni que nunber

cor r espondi nip dne patrtecular\eaiboginient ef the presérit snventiom 12, filastouvitgrads password i s
generated for each loyalty file. Because.a passwoyd for. a giyen file can be
deri ved FRRIMENEd pAARSTRRCrdIR Fuch #WaY 2H{GHmR sé@afemeptag% Pga¥9¥él%assvmr ds

( nJ oSt
dosi r o, PRBIEDy B BECnL S AIRE sl Ry Ble SR PRSI O0 L o
associ 3t petdnis bpplivablé rot by té FkltppRgBARCHE!E Sirtidlly afgsiamkiyn khown to, the

i ssuer allows an Issuer to retain control over the use of a particular
| oyal ty Wwhich.a mserchant onother erdity desiresite rertslease, cantrodror othepwise make use ofg wi se

derive revenue froma loyalty .f.ile when use ar.t of | oyal t

oper at or 116 9o Smar{ 8 6‘@“1%%0 ‘?éafh @d?%ﬁ’( %‘f@é’ﬂe‘?ﬁﬁf Bﬁdﬁ&ﬁ‘ioﬁh‘%‘?‘%ﬁﬁt §Xr6li scl osure
such renjalcod 1RAgAN 1B 148 @nBfto Pads@¥aditivnd dya1yipkderiiRs s Biveed to
generi ca{%?gsegs&?eﬁg’n??%wot he Sfl?bliefﬁfF?G S2A il Illljst r}gttg? sgrynb?)l i cal Iey t he

fl ow of bethdmpletientedybitialso ta ahpgialatipn pr which amerghaathemndthér eatitysdesiresto200 when
a smart card 104 is_presented o a neychant for, the first ting and the

car dhdPdapke usepsthe fle sipstyra fdhg presenbinyention, fn this segse, the present pypntion

| nf or mat j_ap: 4i 1S, 7} S ReTalcTa |ty operator
term nalérggghi?g&ggégarégu@gga %ﬁé%&%@dﬁﬂ%%ssuéﬁﬁ%gTer m nal 202
may be adonfisdaticibis présented belows aatiother embodionaeare alsb descaibed.f Qo illastetiteig from
and witing to, a magnetic stripe card, a smart card, or the |like. By way
of exanpine possiblginsepl the Inventign,tuse af heenteddie ercloyalbapegrayeef § wewhaly per com
NCR, or oIl er g 25.%@ oe‘lvct u%egr.lthat produces a simlar termnal. An exanple
of a ter¥illdesgrpedbelovy ‘in FIG 2B. For ease of explanation, the

bel ow description will discuss use of the invention with a nerchant

term ngl. Conmuni cations net wor kKSRIRTEARDIS any suitabl e comruni cati ons
network that allows conmunication between a nerchant term nal and issuer
10Z. For exanple, 30 conmmunication via nedia such as tel ephone |ines,

cabl-e, fi berThsmresent inventinnds applicablete smart cards. Also {armped ghip ogrdsy 8 MAR 2003

etc., . ExjSt ] e r t : . I net or

o e BB LR Sy AR TSR Syl d kSt o,
204 i s idard-sipenplasticuatdthalinSRiliey onedi nfofé Sdrhibendib@b Altegihted tirfidtsaMhe

settl enent system provided by Visa international Service Association (Visa

| nt er natsimsstzdayd oy be pragrarameq withaiaripes types. offuntionalifyrauch asarstoredvalug used in
merchapt termnal 2 i e . that,t cardhol der Js,nat .enrolled in the
ror cnaherbftaoRs 6oR op i SppPetiod: ¢ oy &P m ik P RQORHERRBH 1 e

| oyal Ly o ORRYHelh fIAGERA if CARARANTREEARNE chdick & dafid, feiom ter mi nal
202 to issuer 102 ich then prepares appropriate 1nformati on and comands
t o al | owohtempiatedthaha srhart badinmyr st berignpienpmmtdd in alsaralleofoahtfyctéd, fer 106 on
card 104. Thjs.information and 10 commands are then sent back fromissuer

102 to FERERENE Mayatiapihio dkey i anpese saell gs ¢ ehip madulen A smart carddnapi nt | t he
dhol i i . . nar
oyal vy o SHIERIGIAR S35 o Aetspn il sl (OIS el o™ °

assi gp®domh.nThebelowlhiesiription pedvidd3anienatapie iof the possible Bjenitdits ofa smidrh thi s

i nt er chan eﬁ’fﬂ?{{ sonetime soon thereafter, or even beforehand), the nerchant
nmakes anrgly ugh the presrat inventigipis ppplicable te pyride rapge effypesnf smakicardse of a
particular loyalty file on card 104. Preferably, the loyalty file is for

mor chant s A ey anBAE Stbroprob Y Bl Wi A el RAMTRAI' 7 ca

tine, a@dly:hanbgsawmb,&l@w&atn@nfeﬁﬁﬁ,uﬁemygwhtmwﬂe (B lak iR &teathid, lbgyal ty

file available. Furthernore, these loyalty files awaliting use may

present anéagasd regdes (oftemminal) interfage; Othen feabyresmyy BOpivactit such dsiaptingli al
institution, and there is no need for the nerchant or the issuer to jointly
specify a loyalty file structure or 'gg_negoti ate an agreenent beforehand.
In other enbodi nents, no fee for rental is required, or other rental terns
may be used. FIG 2B illustrates an exanple of a termnal 202 suitable for
use with an enbodi nent of the present invention. In general, the present
invention is applicable for 25 use with a wide variety of termnals. Al so
termed interface device (I1FD), chip-accepting device (CAD), chip card
reader (CCR), smart card adapter and card reader device, a term nal may be

g, o o Y o Y



1 8 MAR 2003 ~ VI SAP014. W conplex as a merchant term nal that includes a
processor YISABpI4%@t i on software, and the ability to communicate ovef §gaMAR 2003
network. Term nal 202 includes a card reader interface 2S0, a processor
2S2, a nenory a_security m)dlflqﬁ? 2S6,. a communi cation interface 2S8 and

234
an opti ondpragediash REPRGOMeFBAM, axcleck, @ randgmepumber genesatar, sgrmuptceptral an

i nserted i e 4 cal i mnal to
| nser L ed SO, AR, Bt ithe S BRARE B B MiGy Uy
conmuni cagdr@ o SsthiaAitafeMAIE e buititie wadTOTaburds, ateh2f daed mh§ &6 Mfléffented
Processor 2S2 may be a sinple mcroprocessor or a single-chip conputer.

Pr ocessorimganyways; ehdnesdmdt necessarily mckude amicrpgwcessandmitberdeatureser
interface 260, establishes a connection 10 to a higher |evel system and in

general _contrgQl s operation .of ter.mpal 2. Menory . may..be any syitable
Sype of Semor JEHETOLEc AT 1 aek Fiffhleep R oSN B SBFPH0E SPBRTS a 1y
applicati kb icd. "RARNERDY '

Opt i onal £s)rglcurl tgﬁ{%g%fig%%é% cont aieﬁsag %n}gﬁ ﬁgggﬁ]%gr?q g#l%ﬁ%%%%%rsglﬁgﬁq a'Eshm;
and is tystackahbyorye AAM states yhecoperating systemafixed datyp standard foutimes, ook gst  of

term nal 202. Mddule 15 2S6 nay be a single-chip conputer_in protective
housi ng o‘iabl%éﬂfla%ﬁ%@%%td%@ﬂ%i@ﬂ?%@ﬁmpmm ch agER n?‘f’ﬁél ude an

e £ EPRONS defAl 1 BBASTH AL Aot GOTRIY Bl mEbaiSh BRAGRRcred
connecti on Vi nmodem (or cellular O a renote server conputer. I'nterface
2S8 may 0afr6f ajfowdiBberaE;But that Fiusales heedltetid wockoghmsdae ditadpedifictoonave,
radio, infrared, etc. User interface 260 includes a keyboard and di spl ay

screen. Tagdividwal cards oochanges passiblei aver g sard 1ietime.t This infogaxtiondneladei mal may

t ake any of vari ety of .physical f.qr such as a st.and al ope .unit

| nt ogr a st eEECihmbs Shedougeticale nithE Ao gt o
PCMCI A Caflances, cPad@ i, lahd bihek thférmldtioR at fa§lreéd Hhabigt dvet GRRDI A of bei ng
read froma disk drive of a conputer, etc. Furthernore, a termnal my al so

be enbodi edryptionmodudy isabloptidual hexlwaremodde asedfot perfamingapariaty of a cel | ul ar
t el ephqpe, or .any. variety.of a personal digit assi st ant DA) such as

t hose. NadeBPIRBHIEETEB b PEFoUTHh ErcivRies IRPHEE Pe s RSO

VI SAPO14. W Brue¥6hnbier Johk WX MIdenk 1., Pod6 disttbied s8Rat1e
exanple of a Toyalty file 300 suitable for use with one particul ar

enbodi mengncofptivh elgoridteesnand is\hereby anmcorforated by refférerce300 i s one exanpl e of how
aafile my |look; those of skill in the art will appreciate that such a

file may be organi zed in.- a .n er. of different ways. For anple, a
bar i cut ar 1 oy et iendetiasgtiadh BElRs (e putfiam S BB Hsre R e | oy 1y
pr ogram 4 u : s aat t gl but es
associ at 3% W t Ea-‘?’mﬂ?? %‘ﬁg)?l ﬁ?@grégcﬂ%gigﬁeﬁw@Erﬁﬁgiédg?g?%ﬁ@%r?gbl es

di rect 9 way ¢f exainpée, thd iatepfacernmy ptovide 4 donsazt inerfaeb) aadosercompledintesfaes, a

| ocation so long as the variables are stjll assqciated with the file. 10
Associ at SEMterpuplsdnterfacs, op a yanety of gthspintsrfices. Jh pegntactinisriace apl y
initially: I b S ‘]@ﬂ:‘%? | |y
stored ng%%ﬂ%oﬂ{érﬁghg%xbéé?iﬁﬁ& gr?]%{ﬁtre%%géhxft %ﬁ?‘ I |s$€{rhe e?%% e ?‘?&Sg;ggs\?\%% d 302
i s st or echfitiie card sihivtadornd nqilysiosl opatact witls siililar ecitauts 6ff ehrdrdalder davidel y fi l e
300. Included within |oyalty file 300 are a file nunber 304, a |abel 306, a
Bool ean fA s@arkeptdansy mghides tradijinnal wagnetig stripg e provideicomprtibilipawithbl e 312

d i . Fil mh i i  abl
Sent 1 £ drictel it Sbapk dcioes nd aRiTRns Ry B pRYdeERGPRMBRE, on -
gi Ven SNBhigref ShripBinfoRMatitn WRERhEintdakdt6 AtRSscB dmpatiBiigfe of a

sequential series of nunbers for loyalty files on a smart card. For
exanple, if there are ten loyalty files on a smart card, these files could

be nﬁrrbter ed 1-\1£houlsaﬂts&ldm§9ﬁ aﬁﬁ_eie‘étlxﬁal c%}ﬁﬁi&’léeitnfsﬁ?_r?ftafbﬂiérﬁ&}d)ﬁld &pE&i@Bfit;f»)é tﬂe
nerchant ..WnN0 Nas rented,a Rartil cul ar ovyal t. 11 e a — S0U e
mar kot e HAeRolSR wifi i feallE eyl gt dosfesi saeoart SiandhSaa SEIRBE voul d

be repl acad VyEffing, JubmdWilea BeSans, Ltdy 1907,0md areldefined bgthd followhgg ner chant, a

dont 1 74 Spesifiitiont it WK Bohkdty iBURHEd B bteroel Wil S BT
&arg Spegificatiopakl egraled il

whet her s : Larcut Clard Spetitcation fdydRawmentSvstemsy a
merchant and is being exclusively used- oy the loyalty program of that
merchant. Alternatively, nmultiple.nmerchants and/or |oyalty operators may
arrange so that nore than one nerchant may have access to a file, and a
suitable variable would indicate this situation. One nerchant or |oyalty
operator may also rent nore than one file. 30 Length 310 indicates the
total length in bytes, words, bits, or other suitable unit of loyalty -12
VI SAP014. W) 1 8 MAR 2003 ' file 300. In other enbodi nents, |ength 310

o " Y b1 o o e . . N -

o




10, readin fronbnor witing to, a fixed file needs to know the filefgnﬁ
and the"lI VR thin the file fromwhich data will be read or to wh AR 2003

data will be witten. It should be appreciated that other file formats may
al so be used and varl abI e 312 may |nd| cate any of a vari ety of formats.
AlthOug & : i anl Systificatiovmvfor Paane

;giegg % d that any nunber

conj unct]

of othe | unc IOI’TWI file 300 to
assi st ﬂxrtemﬁmrmlrémmﬁasn@aﬁlmb&%tm ntsmatinnal : feation Gards he needed
or nodi fieak oritadi ' ehitéiﬁitﬂﬂl‘dpﬁgnda?&sci)réhﬂﬂahb‘ﬁt rates

ohe par anple € type of data that may be stored within a

| oyal t%/19$7é9953ata section 3 14 of file 300 may include a wide variety of
20 information pertaining to the cardhol der, any nunber of merchants,
purchasing history, etc. By way d®VERX®We data section 314 includes: a
| oyal ty number 402 indicating to a nerchant's loyalty programthe

identificat | gr 0 0]

cust omer 408 0e KR e il Sthaf e R Rl REFBI BB AR Bt O

i nf or Mabk idrdiesith B9d RAGRS Mic el perfofin &viré SphistiBASS plkcessidpalit @ great deal
of other custoner 25 and nmarketing-type information may be included within

file 30@ealidédsthat smdrticheds mpwids mahy ladvadtages to raerohants tysterhers afiid issutrson

pertajhi.ng to,a custo 'S habi articul rch Ear exanpl e,
PE & Ve gihagia ot Shaie taosechin antug pdpe Bpbes prssend op TS Eaffdhe ebifih, 5

cust onef, ﬁ%ﬁaﬂaﬁ%&aﬁbtyeofa ﬁlmﬂgwetch@mﬂoa»men&mtnymesém AfveRGbH ks 414 a
cust oner s accumul ated {(such as frequent fl mles, nunber of nights
st ayed atakeutendfdheseand ojher advaﬂ&gaa/movidcrbbm$m1 d&t&s thmhghath«: ugg of apot ent i al
award that the custg{nar has accunul at ed; preferences 420 indicating

cust omenpPEsElo¥bE evﬁtrl“ﬁtuf"@?;gard to a particular product or -13

VI SAP0O14. W 1 B MAR 2003 - service of the nmerchant; and a credit value 422
| ndi cating Rregietihbrddic GiE RiHREo BRfarll ddBoiditbloh nBbafRLEARE. FOr those
mer chant s Ich se ets or other passes to a custoner Tor an event,

servi Eeprekérﬁvxﬁkntlm. Cln, thisleﬁib@ﬁundmi ahiszherd24es sshas cady 04 mé ar mat i on
pertaining to that ticket. - 5 For exanple, for purchase of an airline

ti cket , custarpenthaticontams adoyaltyrfflp gmchﬁeﬁ%@rdm&&m emkadgmprtal theonf i rmat i on
nb file 300. It
Ing aF;ol voss:ljjbIlgs %?l&z’amc Hggﬁ\ya? &ﬁisgﬂ@g E Poredﬂ;&?hl H&?e I308 for use

by a cubk@tion, e yehviee dsebestiong a eRadhantVr oSk viganiTatidm oP evenl dttagbriCactifg
i ncrenented when a custoner | oads cash value onto the card, and is

decr enmefor en isshern Smast eand 1 Ohincludesanysugthen of IOHalweﬁhilioﬁ-bl%@ﬂ@ihase goods or

f h h f 428 and
as0" iy sosranen Bl tav e alinabiiiegh BptanBH 218y melRE TR B <hing o
hel p esl"o?fﬁltj 12 dnQY@hér sarP edrd rﬁeféﬁdbﬁgeaﬁl?gﬁdd%ﬁl 19‘211&1?1% fef gv???loya fryention

wi Il definé a particular file structure beforehand I Cation of the
def i nedfifeidfe ssiartieatd, rWheth e oisfornéraisedsmartehed dhinl @hjlmcmm withailogpltyanks, 15

acquirin anks and to ner nts i n a loyalty program |n one
eriod Lo usgheg, A ARG Lok e b fo lﬁ%erttﬁp@mbg B A nt
associ t @Eﬁ, n?;%ﬁg FIG 5is a
flaw cﬁ%‘lﬁ?‘%ﬁ stégkl%ér?g@{)éﬁlg’aggg%% nltt 0 thein;nventl dn |8 ich a smart 20
car d 26 sbusinesy, ardivideal or Ismdhfcﬂypmdntit}sthﬁttdumes to paplement 4 logaltyppdgrasfed to a
custoner. The steps, descr.i bed bel ow need not necgessarily be perfornmed in
Che. or discugiomers BEAnGUBeL b BEIal PR v Conerionty o e erngor,

manuf acalnGises %?ﬂ%&aﬂngﬁﬂﬁﬁ? ea?é‘@ééiﬁ{anﬂ?& In step S02 a card

manuf act urer I'pinto a smaft card. Those of skill in the art
will appreciate that this step can be perforned by any suitable card

manuf act ur eCardbolderifilg 12015 iy saitatds datibasefilei sutleas &b kdowh icthetast fand i n many
di fferent ways. By way of exanple, the chip enbedded into the smart card is

any sui%oaimng rﬁcegisat anfoanation nertalﬁmgi tg emhéﬁed:l@mey tawhichdssuerol02dEsp t hat
cont %b Esudd n‘!n%r O?oxp&%ﬁﬁ)?e, carlfziﬁglggr récord 25 ﬂhP E’ates a porrtrl%x of arecord fora

-8-



be used are those manufactured by Hi tachi, Sienens, Mtorola, Thonpgqn

efflc. -14 VISAPSEPY®4. WO 1 8 MAR 2003 Furthernore, any of a variety of%cm 2003
manuf acturers may be used such as CGenplus, Schlunberger, Bull, G&D, etc. In
step 504 the chip qperating systemand any opti pplications_ desired

|
are i nst aPr@igulaneadrolderdapnd Bhiile20c ahepyn W@?lﬂﬁgg‘%@, 'ﬁﬁﬁm’é AST PriyRary

algorithmis also i i i I .

i nformati Sﬁcopﬂg?ur{l%egftgirﬂh%fleeéag%%@s ggﬁlﬁloplgte%’g{e? ‘ﬁ%ﬁg %?e o%%n%)rth |L (g)t%r%%lgt t he
card may thgiadtion with loyarg il 1060482 earshattcafl 10ancr ypti on standards and
techni ques may be used (such as those described in Applied CryntoQ anhv

r'ef erenced above), preferably the encryption algorithmdefined by the Data
Encrypti on St Easssouds(roiche geneatediby the isuenforpasticylatlayally fleyon o gmprteard

Gimbodi mehin S igE Ry Pspry. o P SEPRT Bl oF FE PR A PRVERE VALt hough
step 506 mm?géilﬁ%@gﬁﬂg@%ﬁ%@&rmd&*ﬁmxn@au@qaé alabéon, preferably

t hese conman ong wth the chip operating systemand form
a subset obrrésponding tadhietlyyaliytfile.nlit thistmamer, atuniyme psswend isTieasateddoneartis ar e

i npl ted by th ti 15 t f [ ' d

wr i mg § el s TR RRREEL Lo F 4n £ St dleay e bemsde PAS: tinigier

Avai | abl ' : | t
oper at or SRR HERaHEy PSR B SRR T TRRMRIce] DN ik il BhoP by YT 1Y

devi ce, 1 (D¥tofpds¥Rords ifdbRired) od thay gepéraeniém GheRHécded. Blvanigeonsle, havingement ed
by an issuer or other entity managing the loyalty file structure, or by any

of a wi depssswosltsyasssiciatechwith deptaltydiies the areigaverateddry, endpuly knewsto,dhtier smart
card interface,devices. For exa ., __SOftwar e.runni wi t.hin a r chant
Cor i nal * RS AGSE 58 FSLE ' R ATETPT PR ot b BRoid: valth fieg SHRE
cust omer’ EortR q116»0s f-.éﬂfssﬁ&rtmé}ﬁ,l ledsB! orhPRRE Aeidbe teVBRTRIN b Ieyalty!y al ty

pr ogram ese loyalty file structure commands nay be inplerfenfed in any
sui t abl e #heh aseguaapertwdadoynltytdperatdri sloyaityt pregrama rior camanince, daouglsnut or m a

wi de variety of functions. |t wll he apprecia Edﬁ}tﬁh t hese conmands

i |1 ust riat Bu§ disgjastes gchrﬁgta},&%mg&qg&q V&Lfgégo-‘("gtyi I‘"@aﬁ@ﬁfef?ﬁ%ﬁﬁr esent

i nvention “ i o sfic names are arbitrary and may change.

Furt her mg%l%ﬁg?lwg%t cggﬁ%aghd@g?ﬁrrﬁl enenting simlar functionality may al so be
used to inplement the present invention. In one enbodi nent of the

i nvention, thEKe 2A Hustrates syonbolically ths fldéA0fbdmaticrowithindsloyalty prdgrainhe

fol | ow ng, fLincti ons: Search Files, | nst%I | Password, Change Passwor.d,
Change Labsflemenigiigpesysicn ¢odwhenagmeg card 1944 Wesantedhia e aneTepant Brhe Frst | e
command i ! I . > t ave not yet
been rentgﬁg%‘q%&a&%ﬂr&%ﬁ%%ﬁ&éﬁt és&{)géléﬁ%@%?%g%%q%ﬂ g%rha’%énd does not -
5 necegvamférmatiofds easntined fropcshdtdagd $04thebughaloydityadperiforaetingitial 202! i st of
one or nore loyalty files found on the card that are available for use by a
ner chant . Vip@ canpmuheations netwosk 2detetisyer 10% i nvention, this command reads

t he Bool ean flag Rented? 308 of each file to determne if a loyalty file is
already in u . | i to
install the ?g? |1%§1%g%sr@\}§?é os?'h%%ggez%w %i?gl y Ti O@nolﬁ\ﬁﬁae %¥65§§%6ﬁ cal ly,
this is afrpa|aaihwtitizgtd, @mapmetiasnedpe sad, Dshart Eitd fdiehd Blsd) By wbgaf&mnﬂa,rd is
in a personalization machi ne before issuance to a custonmer. This comrmand

accepts al§rpinghia02s edemminalnannfzatured by Vissifongotypereom: INGR| exethery file and

t he | oyal fdl.e n er on the rd. .Th ut put .of .this.c nd i ndi cates
whet he?goélxxﬁ%f? Ctlsrr?g k%??%otd?%?f b C‘%&Bﬁ‘é‘%ﬁu‘?% lepfats %W@“aﬁcﬁmn

Wi th per siarFEG. 2B! FoRedse of eRpandion, B below EsaiptioRasRHRicls@e oparn used by
the issuer to set the initial password for afile, it can no | onger be used
by anot heinveniiontwith Fiviescheaf egumaltl prevents an unaut horized party from
gaining access to a loyalty file by resetting the password Should a

mer chant or future termnal.gttenpt to this command, th mart card
will reject fﬁé‘mwmﬁ@ls networfit( Z(ﬁ may be any smléaﬁc commum%atlons network that

allows communication between a merchant terminal and issuer 102. For example,

)

30 communication via media such as telephone lines, cable, fiber optic, microwave, satellite,
-9.-



20 The Change Password command is used with authorization by the issuer in
reéal tinevisapohwge the password for a particular loyalty file on d 8nMAR 2003
card while the card is present in a nerchant termnal. This conmand al | ows
the initial password installed by the issuer to be replaced by a password
known t o teteg nhayted uspd.oBristingnetworltsisach ashATMmebivdris, dhelnddroet orpyopiniety n t o use

the loyalty file on the card. Thjs,co d .takes as input 25 paraneters a
new passwoFyoRkmaY beysads yn Pp¢ %mh‘fﬂ‘rﬁ‘é?m n%@ﬁﬂﬁﬁlf“ﬁ?f?‘&%és HH&FWGP@ tion

of whet hey, 06 VAN G &ilA 'mapéxemhnﬁmgatw&%@#gm&eﬁwVisﬁ’r eferably,

. [
this corrmanlg i's gl ven usi ﬁgga secure-nmessagli ng tec ue to“ensure that it
may only DftetmaichalMServicUAd0ciati@! (Vise Inteprimtiohsl) ofRaster CitynCaliforeiabodi ment, an
encryption key shared only between the issuer and the card (to be added
during personalization) is used to 30 ensure that this command is

aut hori Zed by Whea smazt(ard 104 ig used iapgrehant iggminal 2Qgikimay b that thecgardhodder ape

comand al| . , ! i f ..an

i dent i ficht ’F°\§%“‘l8?1%§ k“eé‘?ig’}%ﬂ?%% L?‘@& ?‘rs"fgh%’gv %&%&S@ﬁ%"ﬁ%ﬁ%ﬁ '%ertﬁielmg‘ﬁf Thi s
conmand aﬁﬁﬂ@%’ﬂtﬂﬁogﬂﬁi}h réquesiirdn? B métithnbis!t@Yahitted fioneteRriHaP202 1 out put

i ndi cates whether or not ' the command was successful. The command may al so

be used t isseerd92 whichetheh prepares apprapiiste inforoation andecammandsdo RHow(the 0 an
initial state. The Change Rented? co ows R ed?. f.l 308 to, be
changed t BT HAPLIS e AR § RRTpCular oy e A6 Y Frrt B Tisintpaihdni, 1 or
use. Thg G&E@g@s A€ GRRtsSniack TR iséhel PO IYerENanEteRHHALI0PRA iehRiily tan

i ndication o uccess. I n one enbodi nent, once the loyalty operator has
been aut hoardA6d. tAd thie pbint;¢hd ¢rediiolder asssessing daut 104 ip ableite tdkamdvayagetof fil e

with one of its o usi ng secure, nessagi he o or. na hen gi ve the
Change. LB ERERER Iy REC SR Poing I e 199 oif ook § 0 Pt heFUSMSERI: rrent
each of the: n e a6 I R A ds may
only be e?(%]cgﬁgg'dﬂﬁ?ﬁa nerc g%@terﬁﬁgpﬁwgﬁg%%g%per aﬁ%ﬁ%}%ﬁgatl on from

an i ssuer sotfiétiife Sevdilthéresfbe SerGivey befbfehsn) Mae merthahtausies aphymentitsiidsyerl5 al | ow
an issuer to maintain control over which loyalty files on a card are being

rent ed 5010hfmthemghtie rensendimakeuseof apartisnlsiloyaltnfle anccard 104 Freferatly, a

|l oyalty fjle are Qein roper |y _pai An i ssuer. al so take .ot.her steps
for - cont r e e B galfbr B oREhnte B S stshit oY o, 34 tif pifon
i nfor mat i @mefshiahBisABR tb thalteuse HOA Toiyalfy 18d 6n Afcustomey sbind ih tdatifne] arldsBe by a
merchant in inplenmentation of their loyalty program 20 The read data

command aissugpisabie to 1epeive paymigng foramaking supkia yaliy fileavailahle.o Furteermone; d

| ength, of, a yecord nunber depending upon whether .t he for,nat the file is
{1 ans par QoS RLBlgS SR De S5 RAN e P AR SCORE PEURAE FEOIRPRtPRBRY at ¢ hat
| ocat i o). patikr Wnah&alRstfnGH RO theteSis 18 Rekd Br NG ARbPHHdshiér o §h@ly POr ti on
314. As wth the Read Data command, the Wite Data command accepts as input
a | ocat i ospevify hiloyaliztfde stoxctire or 8inkgbiiat@ sn sgreerhent hefitrebandl Bl stheraccepts a new
data value to . be witf{en to that |ocation. An output indicates whether or
not the uﬁﬂ%&%@r%ﬂ:ﬁ?&g‘%@ .ISF‘Fﬂ“&'egr‘EP F?&tagfﬁg'ﬂﬂ?é’ WEdt he i nventi on,
the Read Data and Wite Data comands may only be executed by an authorized
entity. For epe%mm S ¥ bk & 49h% LNG: passwor d
associated with a pa}lﬁdcusl ar ﬁ?gl tf;qém naygl?{ehg%g?%é\glrtﬁ\%ﬁi te data

cont ai nedembddimentosfithe preSiht prvehticm I8 kénendl, thh ptestiatyinvdnyioh id appliCablé farn
arrangenent allows_information contained within a file to be kept private,

and engar&s Wikt wifln yanehorfdempnalh afilse termed icidacs sevics (IFDY, ‘{@P'accel?zng
obt ai ned Saick EABE SRS tael fe R S B8 R BPll FIHET R eBra "0

card. St eerrhid8l may bé ey suitable infeffaterdevite e Amedonstpaaasfepinfaiation ah@r of
loyalty files in a menmory of the chip on the card. In a preferred

enbodi mengonypandsdetwrea g smant cazd angd apser/and/ora computing devjemi Aderminalabayin i n
FIG 3, altho a.wmde variety of.other .fqrmats nmay al be ,used

Pr ef er abl gjso ]Ing%%f:f [P ¢ fague rsin?/ % %?%nﬁﬁ“%% W'Wéeﬁﬁﬁ dgacethat,

wr i tt eBot @maRthrbPRigs h6wEBto @kerd shdFhctkitafes kR tRLL @fmr@ﬁﬁﬁeﬁ,%%a?%/as the

|l oyalty files ‘are inplenented in an EEPROM on the chip. At thiS point, the
smart card is ready for delivery to the issuer for personalization and

| ater issuance to a custonmer. O cours it is conceivable 10 that the chip

manuf acturer or other entity may al so'g%'rformthe followi ng steps. In step
510 the card is personalized. A personalization step for a card will be




fam lliar to those of skill in the art and may be perforned in a varilIeQ];Mm 2003
manner s. VBRPMHAW®f exanpl e, card personalization includes enbossing the

card with the custoner nane, an account nunber and expiration date. This
and other information may al so be added to a 15 nagnetic stripe on the card
it presesomplemas a merabanttornpinalithat indledes aippoasssor,lapplication softwere, and the

personal i.zation steps |[nclude setting necessary paraneters for any

pr e- det AR CABR & QY§E2NeWOK-as credit, debit, or stored val ue.
Preferably, the issuer also adds an encryption key to a secure |ocation
within the in- ' chd t d the
i*ssuer. Thi ?%ﬁ‘é‘??%??%%dgggfg‘ka?gﬁﬁ{ Eﬁéﬁ@gﬂﬁ%g r'?%'rs a)lrz?? g’rbgggﬁgﬂzﬁﬁéssagi ng
bet ween 4 feustyahbédulelsi6,ardnirnicaion drterfdos258 vadrph eptiormmbusek interdace@S0y pt i on
key by the smart card allows the card to receive encrypted information from

the i s§uewd readqr interéase 2yP acqeptsaninsertadsaars card B praides elestrical or mat i on
and/ or Cc%ﬁ}’[@gg%% ﬁ:o%? Ee}%' 1ot o th e PRYSHREE g?ogy{c{éﬁ EodichiedY csHisg rlnﬁtF & By the

same token, cryp ormation recer ve e | ssuer hesmart
card camspereadey@imturivativh BebRednIBel€drd ditd efminabusifipoter eelatiywdsi on key with
the assurance that the decrypted information has been transmtted by a

val i d snRrocessenZ$2irnay bhasimplemiasoprpoestns on 2 isigleechip gompater. srgegssorZdZ nunber

ft ti k . d. | .enbodi . of th
Cnvent i Geal LR R LB TeT st B AR Gh SROUTRAGPacHeS) | o
d. 1l : “nd i : i t
passuny do IR el g e g o e 2O o S o ds on
t he car dnaynbeaaposiitabledypemfirherhdryisnch asshabt, ROM lang EEPROM] arl préfeeablysuer may

create passwords for, each loyalty file usi a variety of techniques. In a
pr ef er r stPrevAgyaityaRRlication saftwasg Hist ml?mamb%% meEghank s yaly proemne

cust onerA,S: ki :foéIH i . i :a suitable
passwordO @6@%%%@‘3&????0 n aﬂ&n%)rg 5%‘?&“2?‘?@%%?}%@%, mgna%ﬁa l§ password for
a parti aypiaslly myetanicafly bed elacteiesliysegaratedionh tielredt lof térdihad 202 .t Moduleyal ty file
nunber to produce a unique password for that loyalty file on the card. In
this fasAparay bae singlgchipgamputeria p PRAeAVE BOPINg|en §veB 2asmartraarkul ar passwor d
for a l £ ] J i Y ; ty file
namber Qe REHEEESE aY ilclfte s 3lealFRal & rBPu iSRS Rkl ¢ or

| oyal ty chirp@fer, dPélepHdte TBniREEN O atiSm e (d? @ElTul&Y) 8P4 Rinote Béerdnipierd | S

installed on the smart card in association with the loyalty file to which
it corr daterfaeis258 mayalse be smplethented usingother tsthndlegiessneh s oncrowaee,| nst al |

P d d .di d J . dt f this f ion.
e oS RSk iRt T BeaA oSt 55d Bl Sl it or
I's presenh athy ARFiRchbt 8 réll fithed@sckbeen 15 conpleted, the card is ready to be

issued to a particular customer for use in comrerce. Advantageously, the
above steps that make loyalty file commands available in a chip operating
system and Welepninapmeyrtake any lobg xhuisty f physical fooms suchas asstaidi ghoneaynith e

perfornmed b ny..entity in th t.card uf acturin i ssyance

pr ocess?rﬂé@%@?i 1@?8°‘P%§%6§?°§ﬁ€%ﬁ3?ﬁ?@"ﬂ‘§&i ‘i‘?&‘pé“esrnﬁgg HFHA i s now
ready t @uégitRRid a HBppy isk-8ied hit &pable 38 baRE PdadFrdhk b AR Hri W shes to
make use of the Ioa;/al y flisl es prese ta on tﬁgkcgr? Owet%émrlljé%i%?rato t he

mer chantomputeh @tc. dhirtherrmorene tesminal nhay glss be kmbodind int amygpodtablet devitelsaptal t y

file ruc&ure will be aba‘ﬁ to take part in that nerchant's |oyalty program

regard 88 lapton epumpulen 2 felliarirlephrne,priany yariety of A personal digitad aspistaant t o

negoti a J i an | . r the format used
for the@é&%@%i%ﬁ?ﬁ? u“irﬁs lgggﬁp %ﬁ?@%%gﬁpﬁsﬁg ?gﬁmare communi cat ed
to i ssuing banks, acquiring banks, and nerchants who wi sh to nake use of
the loyalty file structure to inplenent their loyalty program In one
enbodi nent, this specification is handled by Visa International. A nerchant
may then wite |oyalty application software using any software and of 30

any design that the nerchant desires. Preferably, this loyalty application
will be resident _ 19 VI SAP014. W)
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1 8 MAR 2003 within read-only nmenory within a nerchant termnal. As will be
abpr eci aVisaPi.Wose of skill in the art, any suitable application AuhrMAR 2003
within a nerchant termnal or on a card reader may be used to interact with

a smart card and to communicate on-line and/or in real tine with a card
issuer. By way of exanple, cLOYMTYCERRBXAMEIIh protocols for use 5

between a credit card termnal and an issuing bank may be used in a simlar

e, 1 B Bl AN A B L

application to'co nrcate W _ escri be the loyalty
appl i cat pgficEa dnfidembRiof theifiesehf infertiahl Bbyal§ffilk 300 édHerRampld Githoheye been
i‘nstalled in the chip operating systemto Inplenent the nerchant's loyalty
pr ogr am fiteGnas! lopk;@hose of skillow thehast will appeesiatathatsyich adile mal e grganigedwni ch a

custoner is enrqglled in a lqyalt rogram .ln this,scenario,.the,custoner
s e o mubeta dfergatarats: Foa PR AR ol oyialty TS REY B pRiicioned i
descri be i i r a

parti cul %‘fiﬁ%\r{@h%pe lﬁ%ﬂgper%%%% ﬁkedrgg? gﬁr§a+é;§'§lrr%%nﬁ ﬁtgg&ﬁﬁeégt erm nal .
Al t er nat anddniattriblites associardiwittsis. Burtieimere) eéhch oyaky file by stose variablesbe

presented to, ar otherw se passed by, .a_15 termnal. The card may be

i nser t eddirestly vathin thedde pemay storgibeseyariabiey inpsePaaly legatign §%?9n§tag? reasons.
For a typic : i the custonmer inserts the card into the
term nalp gieﬁgfy@%g&gar%hsp‘g%@%%%y be deducted fromthe card or so that a
credit paynent transaction may take place. Alternatively, the custoner is
nmeki ngot he passoeiatedwiith galby fildSi00 s passiword!3O2 hat ¢4 preferabiylittitidllycard i s bei ng
inserted into the termnal for the purposes of 2Q enrollpent_in the loyalty

pr ogr am supplied Bpthedspupn: Althaygh ppssvarkd Y direstly stored vithindile 4@9.dfer o
A gl e B SR fy Y O

ways and? prion ar exanp _ _
appl i catisgstisted wWimNeyadytile BOOTERBIMeRithialloyaAty 10300 202 fite umbeo3®s, kcal | y
ask the custoner whether he or she desires to take part in the 25

ner chantlakel (36628 BgolpamflagRentqd? 308svlengthi3d0; anspyreniéixad vavighlesd2and it is
deternined whet hey, any available loyalty files exist, whether the custoner
is al H]éafh‘gataemgéﬂ’\@é; or before any other information is determ ned.
Preferably though, the clerk and/or the loyalty application perforns a few

checks to detiRfiimtRr 9081y shitablemikber 8Pidentifer W04t helps té hﬂﬁﬁ%ﬁ&@&&f' s
enrol Il nent. For exanple, the bank identification nunber on the card can be

30 checHKeyrltydiladiom anathertonat givéinsmagistathdBy wey bHexempde; dilevniunbers3(mayuent i ng

t he merghant' s business often. It n e desirahle f a nerchant to
ol 01 t e SR AIPFBNE soesoL Egtbers pLiaps by lon o0 s g sy dor SxEBPpdan

CUSt OByl Grd ton WY alty AR Y srfttoaRil hedd iRARHTIAWelciitbefed! 1107 Diti1 B0 a short
period of tine. Al"so; if a custoner's card is due to expire soon, the

mer cha6tis amidentifienvthatthelps te jdentifyt the nterolrentawith asrented apartictlanipyalty fifeal ty fil e
on the card. Oher paraneters = and information nmay al so be checked before

this solfosexanpls shenld the market chain Safqwayrent & layalty fils on @smant card; labele

cust oner e i Il ,,qu : [, 7H i e

conpl et e3(9.6 R{EPJ](?P&%?MS%? gi#ﬁxe’(gﬂt %ﬁ’@g’e cus% oﬁrgr 'S ’%Sﬁ}h %gn és%?{afngﬁ ed, in
st ep 60Getrbicdde it isknowapsili estht herchantlof &1y ciherauablefdeatifienfor that fi | e 300
for the nerchant's loyalty programto use. O course, this step could al so

t ake pl dewchpst.ore solicitation in step 604 to nake sure 10 that a loyalty
file 300 is available. In one enbodi ment of the invention, the |oyalty

appl i gati on b, 4Fi q : |l e 300
Wnoseﬁﬁent eé@éﬁ% g%é@é@%%eﬁ&&?éé&ﬁd?&%@%}e %xlbrfog@% ?érti?gfa?%;?# f';endi cating
that al 1300ha$ beenlreitad by afhdréltnOindoia being Aclayi el Usddenif thy Idyalty peogtdmOt her
merchants) then card 104 is returned to the custoner. If one or nore

avai | ablod thayerehant. | Aléernatively, swnltiple merdhants andior loialty epraratbisimaap arofnges t he

t begi.n. Th t decj d | fil
300 7 or AU FrRER Ui oh? Sy HApBRY BV A4S I flseaiin pERPIENGRED AR e 111 e
i f avai liafibfe thiYSn¥68."NGRE nBRhaHES 161 QpBrafdh Sy 210 Ent 18R R ?ﬁé fifg. Wi th

the sanme password or with different paSswords. Tt is conceivable at this
poi nt 3@ Rengthnid@ indicatenthk sdthidefgth & bydes, werds, bits) oriothanduitable unit of loyalty

-12 -




20 nerchant's loyalty application software may be allowed to repl ace | abel
306 with HYISABPIGVEAL identifier, set Rented? flag 308 to true, changg MAR 2003
password 302 to a password known only to the nerchant, and to begin wi |?1g9
data to and readi n% data fromdata portion 314 of the card. In a preferred

€

efbodi menfile 396wdn ether embodimentsalength 310 indicatesdhelength of thy header infprmational t y
file i di at gl but t . i t i.zati th i 25
L L B RN R A 2 12,

the cust offRjihe shivdifle fortiolRY tHeGRE! ve the revenue for that rental due the
issuer. The followng steps illustrate one techni que by which a nmerchant

i'ndicates to an issuer a particular loyalty file that the merchant w shes
to rent, and Bsanspareriyfided vadahled1Z inticates whetherthe file is orgamingdime ability for

the nerchant to beqin ing the Joyalty, O .30 course ther simlar steps
Hnd t echnaBeRy TAee OB A3 HHinths 1. (il SRt ia ofF eederally

VI SAP014. ftx'zlﬂs%i" 0 A st eps
require n%é%gé}t%gégggar ee ne?p%refvﬂy\ieégr?%tﬁﬂ% qngllﬁigph%{rﬁ%}%g%ghdt %%iﬂgs uer and no
pr ear r angsdiviaey thabisagating fromAbswrititgt, & fild westinty lsbephe anme pf diediletd v

performed in real-tine while a custoner is wajting wt js or her card in
the ter mﬁamlacqmr@t%ﬁhmwf%ranéfmﬂwféﬁta t?éeéﬂﬁlFé‘P gccawéax WiHea | oyalty

program 5 _i.n r - $4 p i . i such a
Cervi oo apidimetgy; Unf L8R CERY kSBRALIR Bink Sodbfus, B SOt TUT % e
610 teng ﬁé&din% @dnE R gitingQo,| Ol file AERE & Riow B TNOhaé end thededddd withlie

| oyalty operator password is any suitable password that the nerchant uses

for i dentthe filefrowrwhick date will o iread; or o whish slatarvallbe|vayitan: It should B00. The
password may b fixed 10 password used by the I.C t, or,.it may be
gener at eoap8¥e°ba§?qa%{j°tgﬁ tl:hg ﬁnqq%wa%gﬂ? E%usée\ﬁraBa pzﬁtgﬁ)[le ? gi]ﬁléy Hbduﬁﬁl%é@)s/%“te)d . In
step 612 § hgiehPyfiolhateP AlhbfEh PRAEAVE oF spediffcOridiapRE hitel Ubeh Mfustrale iR S SWor d
for the a%/gilﬁlleg}.t;?{eol o?/al ty fi%e to prodtﬁﬂ(,:ela cor?bi ned regult.S Tk?i S result is
t hen r et wonpohction with loyaltyi fila300,Gbshoulidiei appreofatetiithattany nperbsmofi atberand t he
conmuni cati,og of th resulqti.back tqQ the issuer and the eventyal receipt of
a new pasERsplgs mavralio hepised By conjunction wi OES T RIRPIemeRigg ficet y of
manners. ; . t . i bel ow
W th o d et & et HE! b SRR et A LORIBANES VIRRELL BES 1
conbi ne tueentrodirlefly operator password with the loyalty file password is
preferably known to the issuer. Thus, because the issuer knows this
technique and_is also able to derive (or has stored) the particular loyalty

file password1G frallustrates one pasticular gramply of the,tyipg oF daia that mayhestared oper at or

password.,,: afy gﬁg} i r@qﬁs . assword is
ei t her er1v(‘§1|ru'3(/hf)tq gﬂ@%lﬁ’eﬂgﬁgﬁeom?ﬂg I %%%?%g%ﬁﬁ%é@ﬁggﬁﬁogal or the
der i veg0 Riforiseorspeataiting € e @ardhbides afiimanber loff therchanS| purtiinsiipdiifiory,
alternative enbodi nent, the nmerchant need not send the | ogal ty operator

passwor d e% Byway of geample, datasection 3 briarkides: aloyadty nuamebes 402 ingli¢ating 10 8suer
and the abiljty, to 2S repla the.fil.e ssword with the | o ty. operat or
password .mefﬁléarﬁY & @%ﬁ”r?&%g'%\?g‘ﬁe ﬁ%ﬁ\é‘?ﬁhfm B ﬁ%p%f"g‘"pﬁl&%‘?ﬁn%yi’ %%ngeé' hant

for use (404,ea%e dfeaviBmer 406)@RARERIE: of Ludtor?R08.1 Of bhisé, dihinaf thior war ds t he
conbined result along with the custoner primary account nunber, the loyalty

file nuntieformetidyenaedibeptesantcandrit/is sutinsly paskibledhat a gréas dealtdfothepaustomer t he
[T om t b Pl ek enEryPY o oo mayhy ingtadrd el St in S ptin e "
payment gt bew is@&&ﬁ&v?ﬁsi%%r&éﬁé‘ipﬁé’naiﬁ]%g ag%\% bR HRh APariRld N9 2

credit paynent -22 P014. W 1 8 usi ng an appl'ication of the
card. Thenerehami.nBér exaynpld, $ite 360 mayrabsoinchiden gumbedofivisitsidd 8pielistay12aifher
entity for, the purposes of increnmenti naggor decrenenting funds on the card

or for oftietapustomerrRurckasss G&- shonping hapin; temusiber ofpaints 414 asHstomer t he
conmmuni cat.| i f 1. in sult.c i ack onto
COMun 3¢ 8fed b SRR g6, AR Db SETnBLE GNP

30 award counter 416 indicating a potential award that the customer has accumulated;

preferences 420 indicating customer preferences with regard to a particular product or
-13-



anyway. In step 616 the issuer recovers the |loyalty operator password
ffomthéfIS?d’ﬁbiW@d result. Upon receiving fromthe term nal the conf:}ng;eMlAR 2003

result, the customer prinmary account nunber and the | oyalty file nunber to
be rented and by virtue of know ng the techni que by which the two

passwor desvieeof theanesehent and acreditoaiue 422 mdl%lgg@rcr@a ¢ eutbomer hag withea | oyal ty
file pagswor | n tf}l s fashion, the loyalty operator password has been

transm Pt“é‘& mg g‘g%we manner back to the issuer. O course, other secure
techni ques may be used. For exanple, the loyalty operator password and/or
the | oyal tyFbt thesdnehtewiRY selpEkebCor el padseftolaSdultnied ForainiCdvieRt, | on key
that is shared between the card and the issuer. In an alternative

enbodi nmservice; thavel, smemkcm;xfmmbm%mcs)qwemfopammﬁamng tocthatdicketint 15
term nal_ t hat the ter nal Ie to decr t ang\%ae as the new nerchant

passwor HOF eremple ferpur &IFFtﬁalﬂwj’ 1ght gumper, s yer . | n

step 6I ,ng to
el ace gt %?fiffrffoéf‘gﬁ@sfoﬂfﬁféﬁf ﬁr%éf“tﬂf%r O ey B ol C0
oper at o¥fflgF00s IPIsGilsolpaseible fgiea ¢adk value 426 wibelstaréd within fily 300 Yorfusedytad0 a

merchant identifier, and to set the Rented? flag to true. 20 In this
f ashi oncusteraer whenanurehasiag ggodsonseryices ashmalued2p s ingrsmented whens | at ed with

Fent va. opsorerdpad Ryl b ilcnfe. s Bioee R ST oo Rier el 21

Comartﬂsame 496 t dﬁlﬁ@h&@@%ﬂ)&fﬁ oREGVRESH R b fieretnt) OMebiRalsdharotitbrpefsoualt i on key

between the card and the issuer. Preferably, the issuer also returns the
or i gi nainfoasdien 438 and A3®mey also bb storsdron théreardt he script is genuine. In
anot her 25 enbodi ment, secure messaging is used to allow the termnal to

h th d th fil the t I
hen_change Raaiy 8 ratrenaR et s Lesb it BN Popantot, "L op 620 ¢ he
i ssuer aaRflss dfthSpRimt ﬁf%ﬁlﬁbﬂ wﬁm&a&wmﬂaﬂ%ﬁ%ﬁe&é Befadehind@pR! i cation

software wthin t%e terminal. In step 622 the term nal uses the script to
30 r epl speeifichttorpefthodefinedffile bteuchva shaxld &en by nialg availablevtp tissuingdanks;al t vy

Do v aed3 g gk o mersRslmpledieiinga JoySith BGEBE  BHOM CRPRGIRFRY ' ecei ved
fromt h@a %%tlo%ﬁgﬁﬁlﬂg fifelfil E’t‘?ucﬁﬁ‘@fseagr &Hcﬁgasg aﬁd?x dubh'gs vidaef erably, the

Change ange Labe Rented? commands are used. The

| oyal t yInt¢rpational.i on software W thin term nal 202 is prevented from changi ng
this information on its own 5 without authorization of the issuer because
of the secure nessaging te‘ﬂ&ﬂ ?&g}ﬁb the issuer and the card. In
a preferred enbodi ment of t :“g%ﬁ wﬁggf these three paraneters
associated with the loyalty file nust be changed successfully before the

loyal ty filgEans 9?10@%5&@11Maﬁt§oﬂeén%aﬁﬁem bi‘ﬂﬁriﬂvé?xﬁ%n%w’fﬁlﬁ

| abel and/or Rented? flag are not 10 changed successfully, then pref erably
t he &0rced sananufatured,doated avith sofievares perbanadizeédsanddssuat koaveuktomenn éﬁte a loyalty

file. at t asswQrd of the loyalty file has en .chan o0 that of
the' | oyfsylesied alonasea paecetsAaly ke peHaRmed i he oider depdbol AR oukhy
readi ngbea.ﬂk‘ijfo%bé Eﬁ\ﬂ'e&f ortuh]B.Im by a manufacturer, a card issuer, or another party.

In step 502 a card manufacturer embeds a chip into a smart card. Those of skill in
the art will appreciate that this step can be performed by any suitable card manufacturer
25 using any of a variety of integrated circuits and in many different ways. By way of
example, the chip embedded into the smart card is any suitable integrated circuit and is
preferably a processor chip that contains a microprocessor. Examples of chips that may

be used are those manufactured by Hitachi, Siemens, Motorola, Thompson, etc.
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‘| oyal‘ty file. In one enbodi nent the merchant has exclusive access; in other
elbodi meniSAP814i¥Pe t han one nmerchant may share a loyalty file, orl gnMAR 003
entity such as an issuer nay al so have access. Label 306 of the file
indicates via the nerchant identifier that the nerchant_is using this file
and al so Rurbermers, |lany o8 gatiginof eard manufagiuress may hapsed splbps G8MPBNs that this

fileis cyurrently i 0N . step 624 the nerchant, using any suitable

met hod, R e‘é’%m&@’t%‘é i ssuer 20 for use of the loyalty file. This
paynent may take place in any suitable manner such as by credit card,
check, debit ff Qg 804 Mechiy dperatingQystérA Aid 8y optichal dpplidating Uedireddre mbodi ment
of the invention,” the termnal sends a credit transaction to the issuer
from t he mmstatlediontoithe plaip ohdhe cdréd. Besferaiilytanentryptivn glgbrithe ishidosnstalieti t
transaction is sim|ar to.a credit_sent a} the end of the day froma

fer chantd PRPANGEAIRAoTHsE iR émtglsaﬂf%%th%gc &3@ a%cet"ﬁaﬁmhg% ENGRYREND 5

ret urned i y r i | J i updsqf rom
the i ssue&%&éﬁl{[&?gﬁ@? ?ag@dHagq{aﬁserﬂg'cgﬁpé‘f%‘gﬂggﬁﬁwﬁﬁgﬂ%%ﬁt , a scr edit
transact i gmd feelnilics rhdy e Wy (such abthobgdeverdisedfin Applibd Comntodraptiy eferempetr i ng
bank to the issuer. In this fashion, pa(tflrrent fromthe nmerchant to_the

i ssuer i sabayed pgeferaklythe sacryptioncalgerithp defined by tiglaata Epgryptioncitandard ansact i on
occurs dupl the sanme on-line transaction when the issuer is authorizing
use 30 of NPTy file by the merchant. Thus, a new on-line transaction
is avoided and the -24 VI SAP014. W ~ a MAR ZU i ssuer receives paynent

i mredi aigel y ugep 58k inudllzg vigieB5st dofinidnds thayat pirt of the dhip dpefatiigisyhtemito The
step of sending a credit transaction to the issuer may be perforned at any
time duriswpppttenesmbodiment ofithgdoyalty filmstmchee plthe present iavensione Althowgh tine in

b h de, hand, . b . d L di f.f f
payrent - B 505 Sbsre s el o o ity SATRPIAINAY prescepily ZEEE oRBREEH | ot o
file passymnetdiiiFdhgd iR BEF6Pating sy$iém!aRd fri/a Sibs& o@fuﬁd@i%nﬂﬁ?c hant)

until the nmerchant has 1 n 'sone way i ndicated a guaranteed payne to the

i ssuer f owithimethatfopardting aystgmf These calrneands aievmplemented bydhe hperatingsystemt ch a
nunber of card rentals and submt, them,on a reqular basis_.{o aggyegate
paynmentl? 1) FGFf%’?mi‘?“a“? 1156‘5]!1“8 pad priting funcligns with Fﬁ%p@i %T@V%f%ﬁfeﬁ 6‘99"&{ %@’Fo mer
havi ng a d ' ' r bl cSmitBhdsh ' 1 m may neke
use of thgta‘tfil&'plrﬁ%%rh}étyri'né E%ﬂteﬁ%ﬁlghs%—llﬁgqe‘}?&fs pr eiséﬁitag s&é&is&e%gfg@gﬁfl ow chart,
it is |i kepeyatbhagplisationsdoftveare loestedrinkaetetsimalodr othdr eyml reydepdedgeqg iyl nmedi at el y

upon enrolling in that program (i.e., during that sanme_ first transaction).
O cour seSofigyaErrunninganshiqrsonal campuien bysqfiwage Haplemsnied by @ yssnerorothegr am

any subse I t] i ; 02 a 15
ooet ooy AT e i Belbl Y o6t 29 WP o Wlad baer ot bt ol
purchage Rhnig@Mcofiputeds ot ¢thér sniagt dabd@itapfaté dévicdshBot epaatply, spftwgfeam or for
other simlar reasons as described in step 602. In step 704 the term nal

sear ches Iuheingarithip 8 megchapy terminal wpeld wae these commanss iBthe conse of or r esponds to
the nmerchapt i.n question. ln st 0p if ch a file.is,not,.found, ,.then the
201 oyal (perartiBe P S Rfupert HHER oo Rmapmalley pupses of imblegfarivg S Al 1 h
the merchg@bjrahflentifier is not found, this indicates that the custoner is
not currentlTy enrolled in the loyalty program of the nerchant. Accordingly,
steps 604 and/or 606 may be perforned to determ ne whether to solicit the
enrol | nent ofmeﬁélwakfﬁilfeﬁﬂ.’ucmw cemailsanayshesimplergstedion adgsuiteble be per f or med

h bef i d i i h i 604. h
vart ar 28 8T gE PR Ty e i, chihe e Bic 3Rq BRtoHRroR A R vecy o huible o
enrol | a 1eH3N BEBpprakifted kiR RRS é&fainlandslinuwaké intg%nmgl?%@hgﬂalﬁ ubdd o Step in

the process that ‘once a loyalty file has been i denti e card that
i s bei ng impidnecht ithe pregeat inventian, andthettheir spdcifec nanysslate/arbjtpkry amd nap sof t war e
within the nerchant termnpal is conmpletely free_ to_perform whatever

readi ng, Cgengﬁ‘ %Wﬁ’ﬁ@%ﬁd%@%@“’%@déﬂm@mﬁ?mlﬁﬁﬁ@m?ﬂ?@m&alﬁplbﬁi n that
loyal ty fijsk@td MplbdEntRHE PRSER irivefition. Tn one embodiment of the invention, these

-
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VI SAP014. W 1 8 MAR 2003 of inplenmenting the nerchant's loyalty a; %@ﬂ?‘ﬂﬁ
f'or ot heVIpAROYSWEs rel ated to a transaction with a custoner. By § 2003
exanple, if a loyalty file corresponding to the nmerchant is found, then in
step 708 the termnal reads the custoner | o altﬁﬁnunber fromthe loyalty

file to icammantlyinchule thafollowing fiapetions: deareh kiles, Install fasswrdrGhargs | oyalty 5

oval vy ASEMIEn R Ee bR ol RAAE A RARE PR i Balel ECT 20 0rd 202,

| abel 306 or Rented? flag 308 as these are under control of the issuer.
Simlarly, irmhe Seaueh®ileeebnuihabis e to find\eyalty fidEcomed Stharp asd Wit Gavdioti S
requi red when the |loyalty application wishes to either read or 10 wite
data in gatbeepaentedby ey fmerechant’pioyrly program. This somsiod deestnt ensures t hat
only the appropriate nmerchant who is renting a parti.cular |oyalty file can
of t her T OREESFIrLKPEREANY inpid ParamIctETs g s 7S Qe o ISt ot fog oRMmete. . ¢
measur e REGHIS: follid BY INERGN hill£L SAIRbI oridk By bHerhit OB prRfreine.

mer chant ,; -and “ensur es at e I ssuer receives'revenue for Toyalty files

t hat ar e epotiegent dhthe ilvention) thiseymalandredécihd Boolean lflag Rentetl? 368 of edch needed
for each 15 situation, dePendi ng_upon the card, business, custoner, etc.
Dat a wri ety determineif aloyplty fileisglreadyis usherftotnay be encrypted or not, at
the nerchant's desire. Further password protection, challenge-response,

etc., my b efh%ﬁ?%fﬁ%ﬁ%oﬁycohﬂﬁmﬁlgagﬁé 1s'r=,1§er(ijﬁ?ﬁf8{zﬁqhé ﬂﬁﬁ??ﬁ%ﬁév&r%?ort he

rented | oyal ty ant ageously eve securl e

det er njgegcitloyslhpfilgem duard. MBypidilie)hiitis 8 pergalizatich conirsndubed bhiyesit thef t he
custoner, and need not be 20 determi ned before the card is issued. In this
speci f i cissuerwhen the pard isin apegsonplication maghine befere issyanRRta® qmsgtomesodhind t o

read_the curragat nunber. of custprrer Visjits an tﬁer i@tfgg.rrrat‘i n fromdata
portion S9ZMag( gEeepts;ag np pRrgig pasEworgfor he Joyalty fle n the
loyal ty aplty $8d h@fiberdfdhd Ehrd.! TRe dukputlohis EdriinRAd indRfeds Shelee onHoer of

visits, shopping habits and other relevant 25 information in the loyalty
file. Animstdlatibrobthe phsswoppwas siccéssfubr Asisicommdmawithpersoealizetieh or updat ed

has been descri bed ove Wth ference to FIG 4. O course, othe

' or by PR QR PR PASARS FasoRE Aachy (e s o6t L5 AP RpSY OB

recor dedg i W:ﬂﬁ) gt f a%ﬂ may al so
occur i nfdﬁlrhafﬁzlg’qé#; Qg?de%gg%ggﬁ?d;b FI GSe.Y@%ﬁAt?thiglsl ust%gtﬂéa%%%ea?peci fic

t echni quanduhmized pary fromcguinihg aeesstoiaiealtnfil8by mseiting iecpdsswerdand recei ves
the ability to wite to and read fromthat file. In this specific -26

VI SAP014Shenld agnepphand orpnydutusgicaning] sdsmpg jo yse this command.dhe s@agt &aidhi que by

whi ch st 3 be inpl enmented. O course, other techni ques by

whi ch an%ggeg%?ﬂ%f%\%g' access to a file by a nmerchant are al so possi bl e.
FIGS. 8A-8C illustrate a portion of loyalty file 300 showi ng Rented? fl ag
308, I20yal t yThe ChanperRasswai@ éomaand sassdwritt aBthdriz4tion byQhe issherdh kel es a query
5 fromtermnal 202 to file 300 as to whether that partjcular file is

avai | abl Bmede change He naseword fonmpartiowlardeyalty file ap 2 smarticard whilethgeawkist o se,
the car dufehiftds piESafl @ubifal 9110 Ol 202000k Ghe sk bhUSAERLERYLIRy L Tans er

of | oyal ?y operator passwor romtermna rd 104

t hen conilierissuer 10b@!replaced Dy passwistd koAl todthé 1oyalth opexatdr sy tHat kiR 19pagor d 302
to produce conbined result 816. In this exa%g, the two passwords are 10
d

conbi nedoRgsatarmay bagirte ves the layalty fileronithe pard cofrunandrigkesed inmd ul t . Thi s
conbingd resujt 816 is th assed. fromterm,nal 202 t.o issuer 102. The
e, micEmtets T bisb O R E B gy 18 Mot TaR ol BT, oot g e
sane XORplatién 6fwRah&UFRbhEd chafpitd oﬁﬂcﬁpa&s«r&dl wakdlubdeséful. eplefgsppr d 302.

Loyalty file password 302 is known to the issuer either because ‘he i ssuer
has st or this ¢cammand isgiven usingjasaoire oressaging tedhniqua telensupe thatit ynayenhcoount

nunmber, or .because the issuer derives loyalty file password 302 fromthe
primary SEASH a‘ﬁ‘?ﬂﬂ?@”‘hﬁﬁ”‘tﬁ%‘%‘&%aﬁl?}’?&ﬁ@#]’ﬂ%&“ Wptep eyS@‘F‘ﬁl ustrates

that oncgnl Bevheat M MsudPSiAhe tad 3 BadeBhdili A REER A RPN UsES0

30 ensure that this command is authorized by the issuer.

-16 -



by the issuer, the encrypted password 820 is passed back to card 104 and to
| oyal t WISARME4.3@0 via term nal 202. Preferably, the password is enjrgqqm 2003
usi ng the encryption key 20 shared between issuer 102 and card | 04.

Password 820 can then be decrypted by the card and stored as the new file
passwor d 3(@hef@rangei.abel gomirand 316ws IEbESEE oR BREHANGHi OGS EMBEEON EMBODI VENT
FIG 9 illustrates apn alternative enbodi nent 900 in which a custoner

pur chadg4ecy s naﬁath of dhemerghant thatisnovessingthe loyalty fdesThiseempwindt - of

conveni r [ S 00ds.or. servjces b how ng
appr opralegtétbes %{}ﬂ %%t?‘l ?’%‘{?&ﬁmﬁ%léﬁﬁg ﬁ\é%zur% %’, ig%@&lﬁélﬁ‘&?ﬁwh? erpﬂﬁ\?‘:’eﬁasi ng an
ai 1l i nehd ¢orlbndWad suteessflls TREOEmARId Ay k6Bt Gsedlith Brade a2RMAf 902 havi ng
an associ ated card reader 904 to comunicate with an airline host conputer

910 o¥édendifierprioaainmnihe daticbiosanrinitiabstite 9 The ChangeRentdd? comneandedilowdl t hough
custo I S i,n this.exanpl.e . interacting wth a personal conputer
ineit p?e% qug ﬁ@gg‘\?ﬂg%?lﬁ“%d, t%tlﬂ‘iﬁgggﬂjtaé?l I"‘gﬁe L Wa‘Ps‘ﬁe’t(’éR%a‘ﬁﬂllé@é at a

ki osk, : : 5 = el f
Servi oo S ng ongiand aRieplsds i Rloyalty pioturdien e Mpps A AT e,

smart ewgcdssonmuni cate with a nerchant. Usi ng known techni ques for purchase
requests over a tel ecommuni cations network, custonmer 90l submts a purchase

request 918 to host,.computer, 910 j ncl udi information 5 such as a purchase
Fequest , a hPRGERGOLIEETN O A DUP PPEHEl TSP RLGAEP FoRIBhedRe t ne

cust QymBhsshiordlFif Alpalti b 16Y4KY Hie with Gne gfiﬁMuﬁﬂ%E@curmgsag@MEer 910 may
requi re paynment from custoner 901 using any of vari ety Known

t echni qperatos urdy then gise thefClaangebatiel and Gharge Reatéd? comntints. alagmct i on, debi t
fromstored value of a %régrt card, etc. Ind&}e}d, the smart card that

cust onghervativermbodiment; eachjof the{hange Barsworsh Lhange Label and-Shangeor al | of 10

above. " EAReAS R ol 38 Bt Al BB SERHEF 7o 0o 7

det er Mai@SriZdtoATRITA B is3h@ usig 3bduire fieksaging! THER vafiotSledeld @f sdcufify exanpl e, as
explained in FIGS. 6 and 7) and sends a response 920 to the custoner's

car di5 Rdewendssueto mantein qestrolgvep whishupypity\fles ant casd areheingentediof or | at er
use by the aitline in confirmng,that customer, 90 s in fact id 15 for
'he o eBR, a0 alYs bishiRe o rbhkdae 18 5 EHAER SRy RSt BekB Rt 7 | g
number »aid. $8AkaRs fiag MR thke Rh&GRMpE fotRbhesl MwebRd, a frequent flyer nunber,

etc. TRIS information is stored in loyalty file 926 that the airline is

currently renting fromthe issuer and will be used later to confirmthat
t he cust onBhe Read Datafcoomand;isiusedrto read any enfermatipnsontamsd|indafe portionhe

| i hi . . h k |
Carl P onla SR jayally o 7 Becty ¢ Buhithein hRRRREGOT ue Beis SRR BB oy " <
Sen%@mé%ah%&g%ogxﬁﬁaﬁ&ceﬁp@aéﬂ 1t 2586 SurkBér LRASPABES disPlabdifert 3ad | €nge by

encrypting the enge uUsing the shared encryption key (shared between
t he calahgtndr b hecordaumrber dapehdirgt uponiwhgtheh thecformat pf tet filleas tramsparentsorr esponse

929. Once_response 929 is receij Vetﬂ t I}ost C ter 910, e airline may
send t Bired.cHais cemmand sepms 28 opRIt Bg'(‘:tﬂ ?‘B‘dtqtngg’? G’é‘?n'f'gl?e %?ﬁ?ﬁ'ati on 25
that a_.val.i ] ks ¥ ponded to host
comput S5RGH SEel 16 Bahet SU S G PtiBRITS. ARSitTInG REkd DERED e

i nf or masrnfmantdy thé Witite Data¢dnemare] dceepio assiapypicd Iocativnl/ withih idetagioaticro3 intor ypt i on
key can further confirmthat hagst conputer 910 has engaged in a transaction

wi t 25abe ghanged.and alseccesptna pawy data yalue dmbe written to thaldoggtions 41 PWAMthas been

Cr ans e ke S RREEbpdsidua bty RN Rived ol SRS L0 o0

VI SAPO ifveMfilors IER bddf Dataahd Write Dakbcbnith&ids ok only beecstuei®s aho the | oyalty
file of the custoner's card. ]
authorized entity. For example, only an issuer or a merchant knowing the password

associated with a particular loyalty file may read data or write data contained within data .
30 portion 314 of that loyalty file. Such an arrangement allows information contained within

a file to be kept private, and ensures that only those merchants who have paid a fee (or
-17-



This information 932 stored within termnal 930 in conjunction w t{1 tmR
cust omer YBARHEAWGccount nunmber (PAN) 934 is used to confirm when fe 2003
custoner arrives at the =~ boarding gate that he or she is in fact entitled

to receive a boarding pass. 5 \Wen thﬁllacusto_rrer arrives at the boarding
gate, theVkaBivsmardeshmeothen pangsmensara¥gobiangd Permission) 1o e isSHEEMRYr ni nal
sear ches I the card corresponding to the airline, and
reads i nf%@{r?a'{s:f?%#?\n%&ﬁl{#a?ca??'l e regarding the airline ticket that the
custoner has purchased. The PAN fromthe card is also read as well. Next,

the PAN fromgigeseédhsiitds bihahérviseregeived Bpdce &b dnfaubiienbf Joyhlty filesfiea
conpared with the 10 corresponding information stored wwthin the term nal

for that memorysfithae chipapn thasstdyrilng prefenred ¢rabadimentof wla inmention; 8 loyalty dde es
t hat the .cardhol der .presentj rd,926..at the hoardin ate has,in fact
A1t eady S g PiEAREPS o opROR O aftBoebs idh v gy of BG el T ARRbG ven 1 o
the cust g4 - Plefirabily, 169415@&9# hmfﬂfcm_%ﬁt@&'id Mmo}f‘ﬁaﬂ?xﬁ%b@%ﬂl%vﬁ@é%' at ed

chal | enge-response pal T that Ts in possessiion o ost conputer 910 is
al so st orand reddtfrom, andrisrstatid inGa0ire. Abtlorayprafpeablls Itye loyaltynfitea lardittplementediot

i ncl ude conplicated and time-consum ng encryptjon al gorithm sofiware.

Ter i nal 1030 EEPROM %é%@“ﬁhéF&&i@fé“@g‘B SPRItCATALs Geagy %deé’é’f"ﬁ’rt@, ard 926
uses its. D | : t..eall € - response
026, hi BB RERSIA A kel Tiel S ERER i Bll. CORCREE 0 g BRAMEE, ,°T o
20 mer ef \hiteRShip hab@EBRIR of ber @BIRPNSGS alsb 6 theF3howing!shpss esponse it

has stored in its own nenory. If there is a match, this indicates that the

card currently in the terminal was in fact the card that had.grevi ously
been used t o Ipstep§A8 thecard ispersoraliged. nA psesppalizatiomstem fariacgaed Wilhber mat i on had

modul o mipaes fo/ed kil PlafelEnaThe K raRAIL T Re B BRENGE BIEn 25
0t 1 ¢t AT Ak petfoaton B 3803ssiin ob SABDNRS Mo 2003 -

ALTERNATI VE EMVBCDI S It should be appreciated that this enbodi ment

i || ust r ataeebunhnEni@r agd sxpitation datet Thisl apd tother infoymationanay dso b¢ addeddowi cket s,
but al to the purchase of..a great .variety of. goods,.and servi.c froma
ot chalt, TRAEHCRCHBIGST T ceid i Drepfaiap 4o Eerioh Pt b6 AP PRARE E41n GRS oer -
5 using Bi8oiihEsn StERiholfdd SettiitheBess Y af HRUGE frand ke bk hase goods
and/or s rv?cels?g?arnomégi rr%r chant “and t%&?’ecei ve ccﬁ???m&t ory |an ormation to
be st or edpplidations, sudhagatddyt, detlitcondtoteth @alnast omer' s smart card. At a later
date, or in a different |ocation, the custoner then nerely presents the
smart card having the confirmatqry inforpation stored within the |oyalty
file and thi EretriBWybeisHen %S%‘abg? ERFIYRION ke tora Sy logatign, withip the, 5

mer chant o Gh 4R We Sharb@bERes He2fiip) dh the€hrd'aH@thel i i ing the
card is 3{1}8 t‘ﬁe appropr‘?ate gogigs% gndgl/%r sgrv?c%sl%%ﬁg?%gggéwgéﬁf%&

ser vi cs camtheh be nseicfor Inter asmtic tnesshfiag dbetsweenrtire. sofantr daind amdihe issubd. Foenbodi ment

need not be limted to purchases, but may al so be used whenever i nportant
or sensi EXaaple.iise PhHeiHFYRERRKEY RY ﬁge smar cadiallows theragd 1o repeiie pocrypted ed

within a; ﬁg!l Rl I o hen be read
and conflulrfér?re tx{gﬁ ﬁ‘_ae\t%es&mdg?&egg&rec%% gllilftpé?sé%%? g‘%{eﬂlﬁsl%gmé@%ﬂ;rd r eader
devi ce. didor cndhindsiconiaingd withifRave ®eetbafihctized by tie/Biuey OBGNBE sanfdiSt Oner
profile, etc. In one enbodi ment a purchase by a custoner at a nerchant

tri gger stokew, ensryptaddnformativnxseeived yothp nguer fram the saxhgsrd oan bedeetyptedit i on of
hase! int. ted Ity file. Th t t t th

e t oy thiSerfy 58k 5 shett fohytion e W B RrefiiRon MRt mesb0oRIs cads ¢ he

pr evi ousinforphaAeR haé Ben tFRbMRHEd 3P VAliQ ¥indRSard daﬁrh%ﬁip}evti&;sﬁ;ﬂseem&he y. For

exanpl e, paynment for rapid tranSit using a smart card wth a rented’ | oyalty
file wouths issues eAmhsumbgyiofl typesnfércriptionkayd mapbpisede Imapoefpmwed i nt o t he

loyalty file,. The custoner then presents the smart card having the coupon
st or ed tFFBL%‘?lﬁ‘eﬁtﬁéﬁ?)’c’W@?n%W Typiiog key uging dhe lPata Boceyption Sﬁ“%?‘é’ge whi | e

riding t Jikus@ free bus transfer, free adm ssion to an 25 entertai riment
show, etC. The second termi nal that reads the el ectronic coupon directs a

term nal operator or conputer to provide the benefit to the custoner. The
el ectric coupon may then be erased fromthe loyalty file, its val ue
decrenmented, etc. A single nerchant may _control each of the term nals that
pl ace coupons and provide benefits, or any nunmber of nerchants nmay agree to
share a particular loyalty file and its password for 30 inplenentation of
this enbodinent. The loyalty file may al so be used to store a day pass or a
nont hl y pass good for passage on the rapid transit. Each tine the smart
card is -30



VI SAPO14. W 1 B MAR 2003 presented, the termnal reads the loyalty file,
acknow edgasArdie. W esence of- the pass, and permts the custoner to Fﬁ;[ WA‘F fﬂfB
time stanp (or other code) in association with the pass lets the termna
know for how | ong the pass is valid. Once the pass is used up, it nmay be

del et ed from tlnetdpdild) the ifsutrcrenfestd passveordiforadach loyalty fileorotheeardeanidodi nent, a

rented | oyalt ile serves ag an el ectronic versi.on of a custoner'

| Gont 1 1 cnstels arepaorords gk bietabingRsastien Wi hei fpsbeesve dRRFBReS. SThei b ar y
may rent | i Lol : ltﬂécthﬂﬂi% li brary
card nunbg?%ug%/ﬁlggrﬁg%hésﬁg%rg%ﬁg,%%%g%@d@g uglg g?,ahgﬁy& I nes %)sfjtsléltdandi ng,
and ot her prefetred embodintentsfthe tivenitiei, a OES Miyds usdiewithiteuBtomee’s prifgry 0

return books, the library's rented |oyalty file is read}ft;a/ al Otermnal
to assisf asceuntpumber n orgssito devivele syifable passwprsd far e Joyaity dileralp dy@oreead t o

) h i b h d hat . i due.
Uoi no-t i PEEN PR eGh s FSrd forhrar ibiad Soyaly i Wrsridee e tReblE ont oo
loyalty fipmenfaga ﬂféaaggfye%leimw &i;ﬁ@ddcle-udi@;eaﬁaeévt?&a bR filedndhOUP Of

merchants may agree share a particular 15 l'oyalty file for "an incentive
program \aah Inrthisdashion, emissfiertwill laterhetablestodletye a pattisslonpassword foeaf i r st
merchant, .a particular loyalty file,i nt or.this r pose. .\Wen the
Cust oner | eyl e i ving.a tpe tuspmer s BabGhadhy lvay RleniiEaadwiline | ne
rented {4l i isk SrchiepasEk &t ResPee New r
makes fggrﬁg%y%ﬁefdﬁg%egﬁsi gfpati ng rre‘?sgﬁ?an gﬁ%yspgno?a%rgergnge%?],w?he
mer chant s beay ereagd cendh ppsaword 1sdystdlied oA@hd sthat caxdin assacistien with gredoypaltyt ocol
for increnenting the counter. At the end_ of, program the custoner is

rewar ded Ve 1p whishdtqoarespands. Irra prgeeried smbedineat of bg envegtion.das Ingtall anount .

I n anot hey agﬂvpoqg 'cm%pr}and%igcﬁs}/s% L%ovfe!ﬁ Eseﬁgo ﬁer%m{ t?x.iscfﬁﬁ&idns Pféféglbi ho 3&de~SS
control . For ‘exanple, smart cards issued to enployees of "a conpany nay

st ore enplffune er wiitotonBfile ¢aliowed unligaits paskwbd ik prseried. "Dhce izGHphds Beaier t ai n
areas of the conpany. The loyalty file 25 structure used need not be

i mpl emeht sempieted; das card is readyite e tsyhed toaagiculas gustampr 195 upyin cogmerge.

enpl oyee's everyday credit or debit card, or corporate-issued card that

i ncludes an in j ' ' kDl j . t
nvent fon. Al OSUBREES, BRAbbye bl Rl oy TR R SRUBEREE.
detail, ifthip dﬂ_erdﬁhﬁ&ﬁiﬁézh&ﬁa helpdinplefidn@a Poyaltp Atesruende o dichipaady ®s may be
practiced within the scope of the 30 appended clainms. For instance, a

| oyal ty fipedomesd yeanyrgatiniaythesmart card maghfactuging epd jssuange process Hmetits. W

d | ' ted circuj d. Al tity. ot th
o sauer Wiy BBl ol Taae SSuar Atk hai pyapiey Yo PRI I RRY 01 o
access 3 P%Jﬁaxﬁiokﬁné?é’haﬁt Rf WHAK to4RikeRséBthe 16820 TS Teschilo #fdichtON.

enrol I ment and/or data update of a loyalty filé need not take place at a
mer chant Sinedendfitito teuherchand is thatadl customernhaldingsud a srnéwt card witht admrylty at  an

ATM at a kiosk, ticket counter, etc. A |oyal file and its gcontents ma
Fake onn Eestistur bl B AEIS A0 LAEF PBRGH fhat BPRbAY seyAlp Proferisanaice ohtbeo
card issu # i i Yol

corty by atg At B RS UR Skl fo MO el HBEotiE & pfidr sVl WIS

i ncl ude: wsiercl e identification, |icenses, passes, electronic paynent,
| uggage identification, etc. It should be apparent that the present 10

i nventign h t Jimitl f_applicati d that it would
bo. i A3cul ¢ PEFLeaeRy e domiat skl R i3RI 1U5 MBICBAARA Mo vaaledne

reader w 3] t?fﬂfrﬁ %ﬁg% ' ' t he
descri bedh}gr%%glﬁ lﬁn‘g!r:]%é&gﬁou g e ,ﬁ@ﬁﬁg@ﬁ%ﬁd%ﬁ%@?ﬁﬁﬁ%@e{og{éﬁﬁ ctive,
and the i ayesfithebyahy fillestiveturd® iiplnad thefr bidtydabgiahts I8ioneembodiaidnt but
shoul d be defined by the following clains and their full scope of

equi val enthis specificatign isgwadleg py Visa International.

A merchant may then write loyalty application software using any software and of

30 any design that the merchant desires. Preferably, this loyalty application will be resident
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- 1 8 MAR 2003 VI SAP014. W) CLAIMS 1. A systemthat facilitates

i pl ementvasArond. WO a | oyalty program by a nerchant, said system comgr' M

a smart card including a data file, said data file not accessible yﬂ 2003
mer chant wi thout authorization froman issuer; a card reader device that
reads fr witl*n'mx:badaohtyememm'ysmiﬁdn 8 meer¢haotteriaalkl Aswﬁ}slsmappmcimied\by thosenfl

mer chant ; .conmuni cati,o wor k connecti.n | r eader deV| ce;

and an i SEldp thedth af‘léF“'@gf? Blithdon GUGE LB TR § ’H’iPP\BMC

I ssuer c ant for
accoss | SR by BELI GBI £aRiF BN ol LAMER AP hIRL Rl 611
aut hor i z adal eithetwitisaicad ttet. Byadsl ofiR¥ple, dudreat tontmanicatisieprototdls fopuskccess
said data file of said smart card, whereby said nerchant ma% use said data

file fdr betwyser mmdsttcawrtemmsland anwumya@f Bgy daused ing simpiarchashien freat t ed i n

| 1 wh |
Sarul oo GPoThot ftihe bR venfith ocale™ A TBYER Bneio o kolhulite WiflG
aut hor i ngé'xégﬁ'er' rAsr&eénHea 'anaaﬂie balab &aﬁbfﬂ s&ﬁaﬁe &n&%yu&%ﬂwdﬂwopust omer

associ at said smart card is waitin . A systemas recited in

cl ai ms 1 therconndnels ¢hah have lteminstaliadin the alnpmpbmtmgsmm to seplement the edi t
transaction _using an existing settlenment systemin exchange for said

aut hor i zerdRnts PSS yer. 4. A systemas recited in any of clains 1-3
wherein said data file of said smart card is associated with a file
passwofdl t hafes S BATRISHalt BARGE Be RAlq mﬂfghq’cuéta Rl gi e
authorization fromsal d | ssuer udes a co to replace sal ile
passwor dloyialti progpam.c hrpthis spexssiopihd chdtarher is xmpmmsion oﬁ‘alsdxammanmr]mng wher eby
sai d ner chant gqal ns access to said data fi visa,.~oi4, wo 1 8 MAR

2003 ' Sloyalty fils strachie assleserahediahovghipt synot D’S‘i %olled@mgwéwrprearaal foRAd r eader
devi f
evi ce 'gmen &Ql%ﬂan i3 &y}gﬁ;‘gbz a@%ard'msg&g@n{o% r?a‘?pA'ltféﬂltaPQ@gsﬁ t war e

for inpl I 'ng sal y program mer ch termna

ar r angedcéritadtlesy idrt cad@ischsed; qheesuird hﬁybapﬁbsent't:&ﬁi,lef omad\nbe)paseﬂfby/,% sai d
aut hori zation fromsaid issuer inreal tine. 6. A systemas recited in any
of cl diSntermirgl.wWhks eardmegy be insgrted ifq or psesentgr do Mmmealrfar amcofipeasiotiy file

d, . know h { | d
Pentar | fEfeRsas: FraRish] bRt rREROn. T b OaREr Bt ik Padiald | O 200 5,
a mer chapgminal sobtha@ﬁlh@éﬂorqionﬁaﬁfa& Ibk @8Rt R PR cafd ofso WA @84t bayrAedtoyal ty

program conprising: accepting at a card reader device a smart card of said
cust oner tramsactibnsmay take plade. |Ah¢mah\fe@' &mrs'@nfer issmeaking thepayotentiviaessti, bl e by

aid car ead ce; ran r omruni cati on
oot wor ehlﬁqagf hﬁéétgeav 310 ih bR e o i Ve 10 BEBORISERA "t o

file o s fi Bekaiecei ving fromsaid issuer a second nessage
i ncl u?‘ ata t at a? gy\g %al d card reader device to gain access to said

dat a flle of said smart card, whereby said nmerchant may use said data file
for i npl emenknestépoGO4at isshteanirmsiwlmgheptocsgliainthe&usmmcetmmOﬁm thedoyady i n cl aim
7 wherein said elements of transm.ttin receivin occur in real time

whi | e Saprag@agt"glngptepgmxgqctneﬁgmglmg ﬁgP‘W ways pad mag gvembeeptional. 7 o g

further gQRLindle) e clerk or loyalty application software within memory 254 of terminal 202

may automatically ask the customer whether he or she desires to take part in the

25 merchant’s loyalty program. This solicitation may occur even before it is determined
whether any available loyalty files exist, whether the customer is already enrolled, or
before any other information is determined. Preferably though, the clerk and/or the
loyalty application performs a few checks to determine whether it is suitable to solicit the
customer’s enrollment. For example, the bank identification number on the card can be

30 checked to make sure that the customer is local and will be frequenting the merchant’s

business often. It may not be desirable for a merchant to solicit the enrollment of a
-20-



transmtting fromsaid nerchant to said issuer a credit transaction using
ah exi sti VgSAWI4Wenent systemin exchange for access to said dati émzﬁﬁl}
A nmethod as recited in any of clains 7-9 wherein said data file of |
smart card is associated with a file password that is _necessary to access
sai d dat a Buropsan gustomprowkq is ol preseat anddruying gpods pathin Galifomye farashegai d

I ssuer includes conmmand. to repl.ace .sa file. -34 - password
with a ne.PEﬂ%‘ﬁPf %ﬁg's%rod%taﬁélfmfns%r EHWS {l]% tga azr%goroghghﬁtr?{ér e?é@?/’ s;t;li d

mer chant gaig s§65&ﬁ1% tin®e &l Hortk§liA rdntih@ a 1dvhlty Ail68h BRta8E OBt pREmeRrany of
clainms 7-10 wherein said card réader device is a nmerchant term nal that

i'ncl udes lang ifosmationlmayealsobe chetkeddefore this solisiteiemodents. dhitds determyined y
program _said nerchant term nal Perform’ ng sai.d el ements of transmtting
and recel $¥Phig SoHCit thg customer. the pustasngr ds #af d and thedransapgion may henr 7003 12.
A et hod gg rF?é'dted in any of clains 7-11 wherein said data file of said
smart car PR Udes a file password and a rental indicator, said nethod
further conprising: reading said rental indicator of said data file to

det er mi ne t hatfi$ & detdafiedithatehé customier shadd be bolicitey, inatep 606nthe teaaihal devi ce;
and repl aci n%msai d file password of said data file with a merchant password

d
recei ved searehssdhesessd fr apsyailable loydhy Glg 390 ferthe merchants loyalbnprograsata wor d

bei ng known tQ.sai d h ' : [ ai d
dat ar i 1o r it L AGE S0ug MG HRBIBRbEIOFFLRMOR b AT BB BB T
card i ng wedes 16yaRlyHeBo0 % 9hilabds, Anfonk embbdiadenhofbie eRAtion, eheyalty ed, said
nmet hod further conprising: searching through said data files to find said

dat a fil eppplitiationinses th¢ $eardheFileg camamiand ko ok der aloyalty file30§ whose Rented? and

| aci ' d L.at. i.th .saj.d fj i th d
nown t o 8ag 4085 BREn aavaRang KEeif foubis ahrialiog R &1 a8 154 e o &
file. 14. cﬁd{f?ﬁ chﬁfen[l? gﬁ ?ﬁq)y‘ JthéWertants) MleAfard 104 it vétinded t&@RPr i Si ng:

accessing said first da Il € using said nmerchant password; and updating
dat a wi t htustermerd Iflabaorf mbre avhilabie bysltyefiles emrfdund omtherchad; fenicorollndnévfint t o

t ti bet i d t d ,d hant, .wh I.d
Ter chank FIECHORST B0 GBins A0 THERBHLREY L0 i BRERD Qi EAF 90 ffogr am
using sal fed diif hsq%@dﬁléﬁqné%-deédWQ%ch thiPLRI R AQilgble O REL Y Program

of a nerchant, conp
merchant may decide to protect more than one file with the same password or with

different passwords.

It is conceivable at this point that once an available file has been found that the
20 merchant’s loyalty application software may be allowed to replace label 306 with a
merchant identifier, set Rented? flag 308 to true, change password 302 to a password
known only to the merchant, and to begin writing data to and reading data from data
portion 314 of the card. In a preferred embodiment, however, the merchant is not allowed
to begin using a loyalty file immediately, but must receive authorization through an issuer
25 so that the issuer is aware of who is renting which particular loyalty file on the customer’s

card and may receive the revenue for that rental due the issuer.

The following steps illustrate one technique by which a merchant indicates to an
issuer a particular loyalty file that the merchant wishes to rent, and by which the issuer
returns authorization and the ability for the merchant to begin using the loyalty. Of

30 course, other similar steps and techniques may also be used to perform the same general

-21-



VI SAPO14. W) 1 8 MAR . 2003 ~ receiving at a card reader device a smart card
of a cust o¥eAPOIEXNY spart card including a plurality of data files ﬁaﬂz 03
havi ng an associ ated | abel and an associated file password; search\ g gl%n

data files_ of, said smart c]ar?hto find a first data file having a | abel that
mat ches wi fActign. ifbRRiagsislyothedaliering SCRRITAUIORR DICATTARECS agEscaiTahPetaSa wor d

t hat t ' f.id e : | LS f A& '
sard 11 r ot igmidtnthlt hEisBR BERC R alel Kby bl AlSBm@RARRECS. T
password adt%@\&ﬁe prefetettppetformed & redBiiing Svhile adastofier Havalting with iwéthdri | € and

wher eby said nerchant may inplenent said loyalty programusing said first
data fil e.catdbin the taeminsl Fhelity tferp marcharditorenroll afcystomer ircaloyeity pragram
transmtii.n . an issuer vi.a a co nicati pns network a first ssage
el coat | R T PaifrRnatle B8t BRRndEE YRlabe R e iie BEER S
card; and J&g@b%{t%d‘f& reahfinvestisgr @ second nessage including said

mer chant password That allows said card reader device to gain access to
said first data file of said smart card, whereby said smart card becones
enrol | ed i n sdndtepil0ixminal 3021 bangds predgyadiy optiatorpassdrd to cazd 164 Thel i n
clainms 15 or .16 wherein said card.reader device is a.nerchapt term nal that
"ol udes 1BV SPEERNIRAENATS s DY RifEIEP Sy Orc Bt RE METhATERR oy ol 1 y
program 1L mels ] ' ' tanaf | Sk arart
card for ég%nr@)?ggé nmer cfﬁg% C@E)‘%{Rrrp sgrrmé%?)ya g{?a%otoy %?83% am&s%%‘?c?(a %et od

conpri sil@gasswiit akdd Lythanerdhand, bf it noily be genaradd op derbviiddn ek timecanthe t 0
support said loyalty file structure; constructing a plurality of loyalty

files in enrallmanyisdieingpracessask tn sigp §12 Sedayalty opsraton ragavarg is ¢orakingdyi ng” a
dat ti e -V 14 \\D, .~ 03
ggngr g? |r n IJ%Q’ %‘? @%ﬁgf‘?}&g f °g§r§ ‘é\?\%!&h? loég?hﬁlg 1I © érglﬁggep%%(}s%\/\%}’%‘gr%éﬁn gﬁls

associ at egesittil tHeAet@ined &b thelt@itahdly ColbifatioR 8€ thelty passyvordd smdhe ng ,
i naccessi bl e wit hout knowl edge of said associ ated password; and installing

sai d passwomginication obticaesulsroagk torthe issurr and thessyoniypirgediphoflanew password  sai d
SRt B o MORLSY 007 b SRISHRAST ISRy bPmh RS B v or BEEESR, L2052 ¢

corresp

steps may be performed as described below with reference to FIG. 8. The particular
technique or algorithm used to combine the loyalty operator password with the loyalty
file password is preferably known to the issuer. Thus, because the issuer knows this
technique and is also able to derive (or has stored) the particular loyalty file password, the
20 issuer will be able to recover the loyalty operator password. In an alternative
embodiment, the loyalty operator password is either encrypted by the customer’s PIN
entered into the terminal or the derived DES key shared between the card and the issuer.
In another alternative embodiment, the merchant need not send the loyalty operator
password to the issuer, but still receives authorization from the issuer and the ability to
25 replace the file password with the loyalty operator password. The issuer may even

transmit the file password to the merchant for use (i.e., leave it unchanged).

In step 614 the terminal forwards the combined result along with the customer
primary account number, the loyalty file number to be rented and any other relevant
information back to the issuer in real-time over communications network 204. This

30 communication from the terminal to the issuer may also occur in conjunction with a

payment authorization, for example, should the cardholder be making a credit payment
-22-



19. A loyalty file data structure inplenented in a nenory of a smart card
conpri siVigpPod.Wabel indicator arranged to indicate a nerchant to \M"o HRR %03
|l oyalty file corresponds; a password field arranged to store a nerchant
password that allows exclusive access to said loyalty file by said

mer chantsing an@ppligatipn ¢f thgcard. dhedergurnl mayialggi heommunieating with thedssver d

| oyalty fil.e is.Dbei used by_.said a.nerchant; and_.a dat ortion for

St or | ntOEBEGHLEY derite PEPater AETRIERNE RESETRTTInG S potbp e of Rsvor d
being r ' ' BOthlsi fadhi LAY fy a
struct u?gﬁggﬁﬁggﬁ@g&iﬁ?\é g?g?@ns%gbﬁher el rfegg%?%ﬁ}eac@éﬂ i ngaitd(?gtﬂc#;ﬁ tdsjgligd
passwor gkshieradfdhecuintsiacdiresidheanl piggybacadmo a tmpsactidly thatwohldrtgeasconpmg

aut horization froman issuer of said smart card. 21. A systemfor

conf i rRRYVEY-pur chase by a custonmer froma nmerchant, conprising: a smart
card including a data file; a first card reader device that accepts said

Sert car d: 2. CORTKINeIAEARSoVIR! e IdyaliP B! PRekBr Rk hd Eatigal d T eader

device; a nerc conpu comuni cat1ons network, said
mer chantes@RMUB AT reddiviap Gieh the térifie] e cdnbinedraadt, tRuekdet peiflaty cust oner
associated with said -37 VISAPO4.W 1 B MAR 2003 - snmart card and to

t r ansni gcopuptnwrpkes @nd thedayaltyfile spmberdp barended; apd by witusof knawingthe i on

| at | . sai d t ot i.d data fi f .sai t d; and
O seolihRgf by pRNRRE Bk pEVERA et AP, B iRt cony
card ro%‘m6¥a®/ﬁle%a@wo?m9&%isqmﬁmgﬂﬁ%ﬁ]@%&ia;dg%mm Rigbegat i on from said

data file of said smart card and to conpare said confirmatory information
wi t h netreisamitted imd secnwetmanner bdcktortlte issuer. iDEcoatse, etheniscouredechaigues sraysai d

nmerchant is re| eased to, said customer when sgjd. canfirngtory infornation of
Sai d nhF Pseda Tier FEARRIEhS lavalty, peratanpRsSar: Anler S oy RleRes YR 38
system 1eGl ' ' r?c}Jqu | | I I d

cust onefgasclhsb%s%él%ls‘gltéﬁl Q}sggﬁhﬁa me toﬂskg#' aﬁgsr%ﬁxgﬁ!tb eﬁ%ﬁgﬂi@‘g%&dd fmg‘gfpg?ﬁ said

mer chanin awdftiaive efrbbditiicng thaisshepittay Baskarcetichyptedzssswoordita theaabrchante back
to said custonmer while said custonmer associated with_ said snmart card is

vai t i ifgterminal that theterminal 15 e tadecrypt andiuse@s she new morchpal Ressvard instepsi a il e
of said r S ' hLE file password that is necessary to
access ggl ﬂ&é@?fengfnﬁgﬁg)%mﬁo?gf%%%sgerbur chase authorization from said
mer chant conputer includes said file password, whereby said nerchant
conput er galmstep618; fire ikmesarcatesiasarufd serpt Wing skewy shassaghsg toaeplaecithen any of
clainms 21-23 wherein said snmart card is _arranged to receive a chall enge

fr om saloyaliefilapastwerd ppihesustomercard with the leyalty pperatar passwosd.do sBanESant

e MelBel FIRODT Y Rl a Wik antiddRtifd, A B's8tht RYRP ALY £ud Lhi rd

20 In this fashion, the issuer retains control over which password is associated with a loyalty
file, which is the file label, and whether or not a file is rented. In a preferred embodiment
of the invention, the information and commands within the script are encrypted using the
shared encryption key between the card and the issuer. Preferably, the issuer also returns
the original password to prove to the card that the script is genuine. In another

25 embodiment, secure messaging is used to allow the terminal to change the password of
the loyalty file; once changed, the terminal may then change the file label and the Rented?

flag on its own.

In step 620 the issuer sends this encrypted information back to the loyalty
application software within the terminal. In step 622 the terminal uses the script to
30 replace the password of the available loyalty file with the loyalty operator password
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25. A systemas recited in any of clains 21-24 wherein said second card
reader deVisa@oi4wbudes sai d chal |l enge-response pair and is arranged t¢> @ﬁ“%%
said challenge to said smart card and to conpare a received respons«l r

said smart card with said challenge response pair included in said second
card r eadeaceitted from the &ssuek, towhbnge laliel 36661 theifilejtosthe meodhastidoytiFeraecsivede r

Srart car OB g issud Bikdp seidhe B heicato trvet BERTHabL: e hanes Fesspromh o
files; -3y, %!L%Ep%ﬁd &R@u {elth B8mMhald £D3SR. rﬁgqgﬁ?{f@gﬁcm chant
r ng ai cha

conput er; “Tecei vl rom mer chant conputer a p authori zation

I ncl udi ngsefwdre withirtesminal 202rgprevented frain chgnging gds thfgriativaoa itsapest ;
storing in a first one of sajd data files of said smart card said purchase
aut hor | 2awitbeut aatherizationnfithryissier hecapsenfdhe seoureraesseging tsghpigue ysed spart card

of said custonep: .and r I ng,said confirmatory information stored in said
Hetw B s 06 ArR T .

first dat card to confirmthat said custonmer nmade said
pur chase request, whereby said purchase from said nmerchant may be rel eased

to said cust OfEd prefefred SmbBdIRRAL G5thE Bvehitsh, efchCdfahdbe Wre¥Paratiictersai d el ement s
of subm tting and receiving occur in real time while sald custonmer is

wai ting. aSocistedwiithdbie loyaltyefiletraust ba changedrsuceesstillybefone dheloyalgnfile danbet dat a
file of sand smart 1 MAR.20b3 card is assaocj gte it h il e password,
wher ei n s%ﬁ“_ﬁ?d}xr‘éﬁ%&’%&?ﬁ HB?*}YZ%%FP%I&?%W@ ai?‘g&ﬂg/é’\gﬁﬁnﬁg? bﬁ%ﬁ{e‘}? mput er

| ncl udegg é}?ahgcé gdceeseﬁ:ﬁgymé&gremlmﬂahﬁﬁt terBh R nd The HeRhbfids Hees sai d
file password to accesS said first data file of said smart card. 29. A

met hod asalicwedditederitia layajtydile.cl ai ns 26- 28 wherei n said second card reader
device is a nerchant termnal. 30. A nmethod as recited in any of clains

26-29 further_conprising:. transm tti t n issuer Vi ni.cati ons
network a fi r%I‘E".” swerde @%Y@%‘BB@%?@H&E“&&P# %8@&%@% d first
data fil e%;?efrataﬁfnqmﬁgxﬁ! the Si¥rchaRd wil Phdly HWJ%Q&& F5ORIHA L nd FREng 8€/IaYI Ng from
said i ssuer a second nessage I ncluding data that all©ows sal d” nmerchant
conput er Jogalgafile. dn onsembalimentcthé ineschantidtas exclugverdccsss; th sther dmbmlimientsher eby
said smart card becones enrolled in a nerchant purchase_ confirmation

pr ogr ark® mgw thavsone merchant nay share 4 Iayalty file, osgnother-entity such as an issuer may
. AHF. A[ FL, SAbF

oL %, A9. AU..A% AL A . . .
% AH. A3. A" A%@.eoﬂ?é&%t i{fggﬁﬁﬁﬁt@f%?}éd?a?ﬁﬁéa the mEshankideptifier that the
merchant is using this file and also Rented? flag 308 indicates to other loyalty

applications that this file is currently in use.

In step 624 the merchant, using any suitable method, makes a payment to the issuer
20 for use of the loyalty file. This payment may take place in any suitable manner such as by
credit card, check, debit from an account, wire transfer, etc. In a preferred embodiment of
the invention, the terminal sends a credit transaction to the issuer from the merchant to
pay for the use of the loyalty file. This credit transaction is similar to a credit sent at the
end of the day from a merchant through an acquirer to an issuer for goods that have been
25 returned by a customer. Unlike a payment transaction in which funds from the issuer are
transferred to the acquiring bank of the merchant, a credit transaction results in a payment
being made from the merchant’s acquiring bank to the issuer. In this fashion, payment
from the merchant to the issuer is made quickly and efficiently. Preferably, this credit
transaction occurs during the same on-line transaction whén the issuer is authorizing use

30 of a loyalty file by the merchant. Thus, a new on-line transaction is avoided and the
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software is not able to dn'ectly change password 302 label 306 or Rented? flag 308 as
these are under control of the issuer. Similarly, in a preferred embodiment, loyalty
operator password 302 is required when the loyalty application wishes to either read or
10 write data in data portion 314 of the loyalty file. This requirement ensures that only the
appropriate merchant who is renting a particular loyalty file can either read from that file
or can write to that file. Such a security measure protects the privacy interests of both the
customer and the merchant, and ensures that the issuer receives revenue for loyalty files
that are rented. The merchant may also decide the level of security needed for each
15 situation, depending upon the card, business, customer, etc. Data written to a loyalty file
by a merchant may be encrypted or not, at the merchant’s desire. Further password
protection, challenge-response, etc., may be implemented by the merchant if desired for
access to the rented loyalty file. Advantageously, the level of security may be determined

or changed by the merchant at any time after enrollment of the customer, and need not be

20 determined before the card is issued.

In this specific example, in step 710 the terminal uses the Read Data command to
read the current number of customer visits and other information from data portion 314.
Processing of this information may then occur within the loyalty application, and in step
712 the terminal updates the number of visits, shopping habits and other relevant
25 information in the loyalty file. An example of the types of information that may be read
or updated has been described above with reference to FIG. 4. Of course, other
information, transactions and/or financial arrangements may also be recorded in the

loyalty file. A wide variety of other updates may also occur in place of steps 708-712.

FIGS. 8A-8C illustrate one specific technique by which a merchant determines an
30 available file and receives the ability to write to and read from that file. In this specific
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password 302 to produce combined result 816. In this example, the two passwords are
10 combined using an XOR logic function to produce the combined result. This combined
result 816 is then passed from terminal 202 to issuer 102. The issuer is then able to
recover loyalty operator password 814 by using the same XOR function on combined
result 816 with loyalty file password 302. Loyalty file password 302 is known to the
issuer either because the issuer has stored the value in conjunction with the card’s primary
15 account number, or because the issuer derives loyalty file password 302 from the primary

account number and the loyalty file number 304.

FIG. 8C illustrates that once the loyalty operator password 814 has been recovered
by the issuer, the encrypted password 820 is passed back to card 104 and to loyalty file
300 via terminal 202. Preferably, the password is encrypted using the encryption key

20 shared between issuer 102 and card 104. Password 820 can then be decrypted by the card
and stored as the new file password 302 for loyalty file 300.

TICKET PURCHASE CONFIRMATION EMBODIMENT

FIG. 9 illustrates an alternative embodiment 900 in which a customer purchases
goods and/or services from a merchant at a customer point-of-convenience and then later
25 receives those goods or services by showing appropriate anthorization. In this example, a
customer 901 is purchasing an airline ticket on-line. Customer 901 interacts with a
computer 902 having an associated card reader 904 to communicate with an airline host
computer 910 over a telecommunications network 912 such as the Internet. Although
customer 901 is shown in this example interacting with a personal computer in either

30 home or office, this interaction can also take place at a kiosk, in a merchant’s store, at a
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U& () - +”$Qyﬁ1éﬂﬁ‘ﬁ(o}n customer 901 using any of a variety of known techniques such as use of a
debit card, a credit card transaction, debit from stored value of a smart card, etc. Indeed,
the smart card that customer 901 has inserted in card reader 904 may perform any or all of

10 these functions and may also include a loyalty file structure as described above.
Assuming the purchase request is accepted, host computer 910 determines an appropriate
loyalty file for use on card 104 (for example, as explained in FIGS. 6 and 7) and sends a
response 920 to the customer’s card. Response 920 contains any of a wide variety of
information for later use by the airline in confirming that customer 901 has in fact paid

15 for the specified airline ticket. For example, response 920 includes the flight number, a
seat assignment, a confirmation number, a frequent flyer number, etc. This information is
stored in loyalty file 926 that the airline is currently renting from the issuer and will be
used later to confirm that the customer has in fact paid for the ticket, The enrollment of

the customer may take place during this transaction, or may have taken place earlier.

20 As an optional level of security, host computer 910 may also send a challenge 928
to card 104. Card 104 responds to the challenge by encrypting the challenge using the
shared encryption key (shared between the card and the issuer) and returning the
encrypted challenge as response 929. Once response 929 is received at host computer
910, the airline may send this challenge-response pair back to the issuer for confirmation

25 that a valid smart card issued by the issuer has in fact responded to host computer 910.
Further comparison of the PAN, and or other customer information with the challenge-
response pair and/or the shared encryption key can further confirm that host computer 910

has engaged in a transaction with a valid card and/or a valid customer.

Once the transaction has been completed between customer 901 and host computer

30 910, the host computer transmits to a terminal 930 located at the airline boarding gate the
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5 When the customer arrives at the boarding gate, the customer smart card is inserted
into terminal 930. The terminal searches for the loyalty file on the card corresponding to
the airline, and reads information within that file regarding the airline ticket that the
customer has purchased. The PAN from the card is also read as well. Next, the PAN
from the card and the information from the loyalty file are compared with the

10 corresponding information stored within the terminal for that particular PAN. Assuming
that there is a match, this indicates that the cardholder presenting card 926 at the boarding
gate has in fact already paid for the ticket indicated and a boarding pass may be given to

the customer.

For an added level of security, the previously calculated challenge-response pair

15 that is in possession of host computer 910 is also stored within terminal 930.
Advantageously, terminal 930 need not include complicated and time-consuming
encryption algorithm software. Terminal 930 simply sends challenge 928 to card 926.
As before, card 926 uses its shared encryption key to encrypt challenge 928 to produce
response 929. This response is then transmitted to the terminal. Terminal 930 then

20 merely needs to compare the response from card 926 to the response it has stored in its
own memory. If there is a match, this indicates that the card currently in the terminal was
in fact the card that had previously been used to purchase a ticket and the same in which
ticket information had been previously stored. In an alternative embodiment, a secure
application module may be added to the terminal to allow encryption and decryption

25 within the terminal itself.
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It should be appreciated that this embodiment illustrated in FIG. 9 applies not only
to the purchase of airline tickets, but also to the purchase of a great variety of goods and
services from a merchant. In general, FIG. 9 illustrates a situation in which a customer

5 using his or her smart card and a card reader is able to purchase goods and/or services
from a merchant and to receive confirmatory information to be stored within a loyalty file
of the customer’s smart card. At a later date, or in a different location, the customer then
merely presents the smart card having the confirmatory information stored within the
loyalty file and this information is compared to information received from a merchant

10 computer to determine in fact that the customer presenting the card is due the appropriate
goods and/or services. The goods and/or services may then be released to the customer.
Furthermore, this embodiment need not be limited to purchases, but may also be used
whenever important or sensitive information needs to be transmitted to a customer, stored
within a loyalty file within that customer’s smart card, and then be read and confirmed at

15 later date or in a different place using a card reader device. The loyalty file may also be

used as a travel voucher, customer profile, etc.

In one embodiment a purchase by a customer at a merchant triggers the terminal to
place a “coupon”, “time stamp” or “confirmation of purchase” into a rented loyalty file.
The customer may then present the smart card at a later point in time to a terminal which

20 then reads the previously placed information and provides a benefit to the customer. For
example, payment for rapid transit using a smart card with a rented loyalty file would
cause the rapid transit terminal to place a coupon into the loyalty file. The customer then
presents the smart card having the coupon stored therein at another terminal to receive
free bicycle storage while riding transit, a free bus transfer, free admission to an

25 entertainment show, etc. The second terminal that reads the electronic coupon directs a
terminal operator or computer to provide the benefit to the customer. The electric coupon
may then be erased from the loyalty file, its value decremented, etc. A single merchant
may control each of the terminals that place coupons and provide benefits, or any number
of merchants may agree to share a particular loyalty file and its password for

30 implementation of this embodiment. The loyalty file may also be used to store a day pass

or a monthly pass good for passage on the rapid transit. Each time the smart card is
-30-
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customer’s identification card for a business or other entity. For example, a library may
rent a loyalty file on a smart card to store the customer’s library card number, the books
borrowed, their due dates, any fines outstanding, and other pertinent library information.
When the customer returns to return books, the library’s rented loyalty file is read by a
10 terminal to assist with book return. Upon check out, the loyalty file may be read to
ensure that previous books have been returned and that no fines are due. Using this

embodiment, any type of business or individual may use a rented loyalty file for customer

identification.

In another embodiment, a group of merchants may agree to share a particular
15 loyalty file for an incentive program. Upon presentation of the smart card by a customer
to the first merchant, a particular loyalty file is rented for this purpose. When the
customer makes a purchase, a “total sales” counter is incremented in the rented file. This
counter is incremented for each purchase the customer makes from one of the
participating merchants. By prior arrangement, the merchants have agreed upon a loyalty
20 file name, password, and protocol for incrementing the counter. At the end of program,

the customer is rewarded with a special gift if the counter has reached a certain amount.

In another embodiment, a loyalty file on a smart card is used for access control. For
example, smart cards issued to employees of a company may store employee information
in a loyalty file that permits access to certain areas of the company. The loyalty file

25 structure used need not be implemented on specially issued smart cards, but may be part
of an employee’s everyday credit or debit card, or corporate-issued card that includes an

integrated circuit suitable for implementing the present invention.

Although the foregoing invention has been described in some detail, it will be
apparent that certain changes and modifications may be practiced within the scope of the

30 appended claims. For instance, a loyalty file may be implemented on a magnetic stripe
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h& () - f a8/ perfedddt by Yasny(diffrediQPirtiek, 6y a single party, by a merchant or partially
over the Internet. Other applications include: vehicle identification, licenses, passes,
electronic payment, luggage identification, etc. It should be apparent that the present
10 invention has an almost limitless range of applications and that it would be difficult to
describe all of them in a single document; however, the reader will appreciate the broad
scope of the invention. Therefore, the described embodiments should be taken as
illustrative and not restrictive, and the invention should not be limited to the details given

herein but should be defined by the following claims and their full scope of equivalents.
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without authorization from an issuer;

a card reader device that reads from and writes to said smart card and is associated

with said merchant;

a communications network connecting to said card reader device; and

an issuer computer connected to said communications network, said issuer
computer being arranged to accept a request from said merchant for access to said data
file, and being further arranged to transmit an authorization to said card reader device to
allow said merchant to access said data file of said smart card, whereby said merchant

may use said data file for implementation of said loyalty program.

2. A system as recited in claim 1 wherein said request from said merchant is sent in
real time to said issuer computer and wherein said issuer computer transmits said
authorization in real time back to said card reader device while a customer associated

with said smart card is waiting.

3. A system as recited in claims 1 or 2 wherein said merchant transmits to said issuer
a credit transaction using an existing settlement system in exchange for said authorization

from said issuer.

4. A system as recited in any of claims 1-3 wherein said data file of said smart card
is associated with a file password that is necessary to access said data file, and wherein
said authorization from said issuer includes a command to replace said file password with
a merchant password that is known to said merchant, whereby said merchant gains access

to said data file.
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a rental indicator indicating whether or not said data file is being used by a

merchant,
7. A method of enrolling a customer of a merchant in a loyalty program, comprising:

accepting at a card reader device a smart card of said customer, said smart card

including a data file that is not accessible by said card reader device;

transmitting to an issuer via a communications network a first message indicating

the desire to gain access to said data file of said smart card; and

receiving from said issuer a second message including data that allows said card
reader device to gain access to said data file of said smart card, whereby said merchant

may use said data file for implementation of said loyalty program.

8. A method as recited in claim 7 wherein said elements of transmitting and

receiving occur in real time while said customer is waiting.
9. A method as xJecited in claims 7 or 8 further comprising:

transmitting from said merchant to said issuer a credit transaction using an

existing settlement system in exchange for access to said data file.

10. A method as recited in any of claims 7-9 wherein said data file of said smart card
is associated with a file password that is necessary to access said data file, and wherein

said data of said second message from said issuer includes a command to replace said file
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12. A method as recited in any of claims 7-11 wherein said data file of said smart card

includes a file password and a rental indicator, said method further comprising:

reading said rental indicator of said data file to determine that said data file is not

accessible by said card reader device; and

replacing said file password of said data file with a merchant password received in
said second message from said issuer, said merchant password being known to said

merchant, whereby said merchant gains access to said data file.

13. A method as recited in any of claims 7-12 wherein said smart card includes a

plurality of data files that have been preinstalled, said method further comprising:

searching through said data files to find said data file, said data file being

available for use by said merchant; and

replacing a file password associated with said data file with a password known to

said merchant, whereby said merchant gains access to said data file.
14. A method as recited in any of claims 7-13 further comprising:
accessing said first data file using said merchant password; and

updating data within said data file of said smart card with information relevant to
a transaction between said customer and said merchant, whereby said merchant password

allows said merchant to implement said loyalty program using said first data file.

15. A method of implementing a loyalty program of a merchant, comprising:
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file; and

accessing said first data file using said merchant password, whereby said
merchant password allows said card reader device to access said first data file and

whereby said merchant may implement said loyalty program using said first data file.
16. A method as recited in claim 15 further comprising:

transmitting to an issuer via a communications network a first message indicating

the desire to gain access to said first data file of said smart card; and

receiving from said issuer a second message including said merchant password
that allows said card reader device to gain access to said first data file of said smart card,

whereby said smart card becomes enrolled in said merchant loyalty program.

17. A method as recited in claims 15 or 16 wherein said card reader device is a

merchant terminal that includes loyalty application software for implementing said

loyalty program.

18. A method of implementing a loyalty file structure on a smart card for use by a

merchant to implement a loyalty program, said method comprising:

installing a plurality of commands on said smart card to support said loyalty file

structure;

constructing a plurality of loyalty files in a memory of said smart card, each of

said loyalty files having a data portion for use by a merchant; '
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a password field arranged to store a merchant password that allows exclusive

access to said loyalty file by said merchant;

a rental indicator arranged to indicate whether or not said loyalty file is being used

by said a merchant; and

a data portion for storing customer data relating to said merchant, said merchant

password being required to access said data portion.

20. A loyalty file data structure as recited in claim 19 wherein said label indicator,
said password field and said rental indicator may only be changed upon authorization

from an issuer of said smart card.

21. A system for confirming a purchase by a customer from a merchant, comprising:
a smart card including a data file;
a first card reader device that accepts said smart card;
a communications network connecting to said first card reader device;

a merchant computer connected to said communications network, said merchant

computer arranged to receive a purchase request from a customer associated with said
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transmits said purchase aythorization in real time back to said customer while said

customer associated with said smart card is waiting.

23. A system as recited in claims 21 or 22 wherein said data file of said smart card is
associated with a file password that is necessary to access said data file, and wherein said
purchase authorization from said merchant computer includes said file password,

whereby said merchant computer gains access to said data file.

24. A system as recited in any of claims 21-23 wherein said smart card is arranged to
receive a challenge from said merchant computer and to return a response to said

merchant computer, said response being derived using an algorithm known to a third

party.

25. A system as recited in any of claims 21-24 wherein said second card reader device
includes said challenge-response pair and is arranged to send said challenge to said smart
card and to compare a received response from said smart card with said challenge-

response pair included in said second card reader device.
26. A method of confirming a purchase by a customer from a merchant, comprising:
receiving at a first card reader device a smart card of a customer, said smart card

including a plurality of data files;
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storing in a first one of said data files of said smart card said purchase

authorization; and

accepting at a second card reader device said smatt card of said customer; and

reading said confirmatory information stored in said first data file of said smart
card to confirm that said customer made said purchase request, whereby said purchase

from said merchant may be released to said customer.

27. A method as recited in claim 26 wherein said elements of submitting and

receiving occur in real time while said customer is waiting.

28. A method as recited in claims 26 or 27 wherein said first data file of said smart
card is associated with a file password, wherein said purchase authorization received from
said merchant computer includes said file password, and wherein said element of storing

uses said file password to access said first data file of said smart card.

29. A method as recited in any of claims 26-28 wherein said second card reader

device is a merchant terminal.
30. A method as recited in any of claims 26-29 further comprising:

transmitting to an issuer via a communications network a first message indicating
the desire to gain access to said first data file of said smart card by said merchant

computer; and

receiving from said issuer a second message including data that allows said
merchant computer to gain access to said first data file of said smart card, whereby said

smart card becomes enrolled in a merchant purchase confirmation program.
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