PCT/US2022/014927

WO 2022/169862

1/13

Vi "Old

80BLIB)U| SUOIROIUNWILIO
oL LIB)u| suolel 9]
— $TdN
901 ]
- fay| ajenld
ed
- a|dd
coL 1 Jo|ddy
Aiows|
ple) ssopoejuoy 20k
10}
SN Eleq JUn0aoY ST~ Jepesy prep
9zl THT 19SMOJg 9B
e HOREN - suopeoyddy Joyio
0l o¢} TN voneayddy yunoooy
uoneayddy uoneanuayiny waishg Bunesedg
Riows ~eeh b~ <
- ™~ Alowsa|\ chl
JoAJBS uoneanuayINy cel 901A8(J 9|IqOIN
-0z 0Ll



PCT/US2022/014927

WO 2022/169862

2/13

gl "9Old
1 90BLS)U| SUOIRIINWIWO)
051 —
— $TdN
904
— fay| ajeAd
ed
|| dd
coL 19|ddy
Kows|
pIe7) $SB10BJUOY) 20l
~1L0L
dvl | [1-901 TdN
Y
sT4N BJe Junodoy 81— | Jopesy pien
9zl S 19SMOJg 9B
HOWEN. 7
foy| a1eAld 00l [ suopedyddy Jeyio
N\ €Ll
” oL | | N uoneoyddy Junoaoy
UOIedl|jady uonediusyiny 50T
[-90F THN /M Jsenbay
T wa)sAg Bunessd
Kiowsp ech ~lel PIS PHIERT0

JoMag UopEauayjny  ECH

-0zl

someq ajqoly ¢+

0Ll



PCT/US2022/014927

WO 2022/169862

3/13

oL Ol
| 90BUS)U| SUOIRIIUNWIWO)
051 —

— STdN

904
— fay| 81eAld

ed
- 9|dd

coL J9|ady

Kows|
pien) ssopjoejuoy 20k
10}
BJeq JUnoooy 8~ Jopeay pien
TH~L 19SMOJg 9B
5N
£y ajeAld ~  suoneoyddy Jayi0
Ny €L+
ol OEl N uoneoyddy Junoaoy
uoneoyddy co_HS_EE@\ 21 1UN000Y T
fiows|y ecl ~ivel SIS o o/N:
N
1BMBS UONBIRUSYINY ¢cl Jinsay uonheanusyny 99IA8(] 9|10
\~-0z) ~ovl 0L



PCT/US2022/014927

WO 2022/169862

4/13

ve Old |1 Jeujusp| jswojsn)
L0 —
] STHN
904 -
T ejeq pajdAlou
oL Jeq pajaiou
o Aay| 81eAll
oL M 8jenild
oL+ ! 10y
AIows
pIen) $SB10BIU0N 201
N L0)
dvL | [14ndweuig
! - 1ye
STHN BJB(] JUn02ay 8L~ Jopeay plen
ozl L eswoig aem
Vil
foy ajeAud N suopeoyddy ao
T el
ol OEl [N oneayddy juncooy
uonealddy uoneanuayiny
ezl 574 wa)sAg bunesadp
Kiowsyy 74N SlweuAq /M 1senbay e
N\
Joniag uoneaquayny ¢! ~lee S A
\-071 \0LL

(/cow



PCT/US2022/014927

WO 2022/169862

5/13

a¢ 'oOld
L1 Jayjusp| Jawoisn)
20—
— STdN
901 —] —
— ejeq psjaous
01— >
— 9| a]eAll
oL —"] 4 — d
|| 9
coL b J9|ddy
Alows|y
ple) ssopoejuony 20}
~10b
STAN BJeq Junodoy 8h T~ Japeay pien
ozl UL eswogoem
Vil
Koy ojeALd N suopeoyddysano
N el
ol o€} N uonealddy Junoooy
uoryel|ddy uoreanusyny EJe JUNCO0Y o
N wa1sAg Buness
fiowspy €cl Szvel SAS Ul o/N:
N
JOAIBS UoleanuayINy cel Iinsod co_ymo_zm,@/\ 90IA3(] 91O
ozl eve 0Ll



PCT/US2022/014927

WO 2022/169862

6/13

g¢ "Old

\\

J

Sem 4N S,pJeD InoA

@2

[ap)
—
-—

‘pejediusyiny

i$S900Ng
BT NETN
0} 1sanbal bulpuag

L

& 0 \K

J

‘ooueleg
JUNOJ2Y MOIA

0} p1eD inoA dej
juoneol|ddy
JUNO22Y

3y} 0] BWOBAN

ajeq uonelidxg )
awe Japjoypien
896 ¥€¢l 8199 vECL

pJe) Jews ﬁ
K_%_BE mo_vmuw .

L0l

L




PCT/US2022/014927

WO 2022/169862

7113

O¢€ "Old
0Ll

e )

[ap)
—
-—

aoueleqg
001$ ‘vETLXXX p1ed
alignd 'O uyor :sweN
:obed aWOH JUunoooYy

N =




PCT/US2022/014927

WO 2022/169862

8/13

r ®

gy "Old

L

LLLAAD

0¢/1 8keq dx3
618XXXCZ| BqUINN
:S|Ie19(] jpajelauss)
JSqUINN [eNUIA
ia19|dwon

"ejeq pajdAioug Buifyusp

ZAXEC1a0aviiwiy yne
/w09 a|dwexs mmm//:sdpy

J

.

\

@& ©

)

L— L0V

V¥ "Old
0Ll

\\

2\

/
©

cll

N3340S JNOH

E ©

Y,

\

ajeq uonelidxg )
awe Japjoypien
896 ¥€¢l 8199 vECL

pJe) Jews ﬁ
K_%_BE mo_vmvw .

L0l




WO 2022/169862 PCT/US2022/014927

9/13

500\‘

501~

| ASSIGN ONE OR MORE CARD IDENTIFIERS TO CONTACTLESS CARD I
505~ *

TAP CONTACTLESS CARD TO MOBILE DEVICE TO CAUSE CONTACTLESS CARD
TO TRANSMIT DATA

510~

| SELECT, BY CONTACTLESS CARD, URL COMPRISING CARD IDENTIFIER I
515~ !

| TRANSMIT, BY CONTACTLESS CARD, SELECTED URL TO MOBILE DEVICE I
520~ *

| LAUNCH APPLICATION BASED ON URL I
525~ !

| GENERATE, BY LAUNCHED APPLICATION, REQUEST COMPRISING URL I
530~ *

| RECEIVE REQUEST COMPRISING URL BY AUTHENTICATION SERVER I
535~ ‘

| EXTRACT, BY SERVER, CARD IDENTIFIER FROM URL I
540~ t

COMPARE, BY SERVER, EXTRACTED CARD IDENTIFIER TO ONE OR MORE
EXPECTED CARD IDENTIFIERS

945~ v
[ DETERMINE, BY SERVER, COMPARISON RESULTS IN AT LEAST ONE MATCH |
550~ !

DETERMINE, BY SERVER, AUTHENTICATION SUCCESSFUL BASED ON
COMPARISON RESULTING IN MATCH

555~ !

TRANSMIT, BY SERVER TO MOBILE DEVICE, INDICATION OF SUCCESSFUL
AUTHENTICATION, OPTIONALLY TRANSMIT ACCOUNT DATA

560~ *

RECEIVE, BY MOBILE DEVICE, INDICATION OF SUCCESSFUL AUTHENTICATION
AND ACCOUNT DATA FROM SERVER

565~ *
OUTPUT, BY MOBILE DEVICE, INDICATION OF SUCCESSFUL AUTHENTICATION
AND ACCOUNT DATA

END FIG. 5
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600
\‘ (_START )
605~ v
| TAP CONTACTLESS CARD TO MOBILE DEVICE TO CAUSE CONTACTLESS CARD TO GENERATE URL |
610~ v

|  GENERATE, BY APPLET OF CONTACTLESS CARD, ENC

RYPTED DYNAMIC CARD IDENTIFIER USING FUNCTION |

615~

A

/

GENERATE, BY CONTACTLESS CARD, URL COMPRISING ENCRYPTED DYNAMIC CARD IDENTIFIER

620~

A

TRANSMIT, BY CONTACTLESS CARD,

/
GENERATED URL TO MOBILE DEVICE

625~

A

y

OPEN, BY MOBILE DEVICE, APPLICATION COMPRISING ONE OF ACCOUNT APPLICATION AND/OR WEB BROWSER

RESPONSIVE TO RECEIVING URL FROM CONTACTLESS CARD
630~ v
| GENERATE, BY OPENED APPLICATION, REQUEST COMPRISING RECEIVED URL I
635~ v
| RECEVIE, BY SERVER, REQUEST COMPRISING URL I
640~ v
| DECRYPT, BY SERVER, ENCRYPTED DYNAMIC IDENTIFIER I
645~ v
| GENERATE, BY SERVER, EXPECTED DYNAMIC CARD IDENTIFIER USING FUNCTION I
650~ y
| COMPARE, BY SERVER, DECRYPTED DYNAMIC CARD IDENTIFIER TO EXPECTED DYNAMIC CARD IDENTIFER I
655~ Y
| AUTHENTICATE, BY SERVER, REQUEST REPSONSIVE TO DETERMINING COMPARISON RESULTS IN A MATCH I
660~ y
TRANSMIT, BY SERVER TO REQUESTING APPLICATION, INDICATION OF AUTHENTICATION, OPTIONALLY INCLUDE
DATA
665~ v
OUTPUT, BY REQUESTING APPLICATION OF MOBILE DEVICE, INDICATION OF SUCCESSFUL AUTHENTICATION AND
DATA
Y
(' END )

FIG. 6
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