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Rel ated Applications This application clains priority froma Provisional
Appl i catiwo 0See118No. 5 60/ 287,212, filed April 27, 2001, peiush2/iB4her eby

i ncorporated by reference. Background of the Invention The present

I nvention relates to network-based conputing and, nore particularly, to a
hi gh speed networ k-based conputer system operating over the internet. 10
Net wor k- based conput er systens have been used for many years by conpanies
in order to connect individual users within a conpany, often at nore than
one geographic location, to central processors or servers. The advantages
of a network include the ability to consolidate all work on one or nore

central conputers, which pAGHSPESD SERMERSYSTEMckup that is not

adversely affected by a 15 hardware failure or "crash" of any individual
conputer or workstation. The use of network-based software is also an
advant age, as users may haveRefecars té Relas@ibApplicativassof t ware for which

i ndi vi dual copies for each e I_oglee woul d not be justjfied. The cost for

such software for Thi§@pplirationelaipt Rioy fromsp Prayisienad AppligationS¢e Nahan
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access a given sdéftvare p age at’ any one tine iI's uch networks
as previously described have tBaligtrowrmrbdflthe bevenitiont ed to conpani es t hat
install or lease }?ed ;i)r%gén%gnv%gt%wrréila%&tth %Qtswolr. -%le(lgedbc%%lvg\)%telrrllg Elr?(f more
particularly, to a high speed network-based computer system operating over the
internet.
10 Network-based computer systems have been used for many years by
companies in order to connect individual users within a company, often at more
than one geographic location, to central processors or servers. The advantages of a
network include the ability to consolidate all work on one or more central
computers, which provides efficient data backup that is not adversely affected by a
15  hardware failure or "crash" of any individual computer or workstation. The use of
network-based software is also an advantage, as users may have access to
specialized software for which individual copies for each employee would not be
justified. The cost for such software for use on a network may also be less
expensive than individual copies, particularly if the number of users permitted to
20  access a given software package at any one time is limited.

Such networks as previously described have traditionally be limited to
companies that install or lease dedicated communications links between the
network computers and the individual workstations. Access to the network is
limited to employees or third parties who had been specifically installed and

25  properly set-up by the network administrator. The number of network users is
known and controlled, and the capabilities of the network, e.g., speed and
processing ability, is designed knowing those numbers. As new employees or
network users are added, the need for additional network capability can be

predicted, and the network can be upgraded to accommodate those needs in a

30  planned and organized way.



networ k conputers and the individual workstations. Access to the network is
limted to enpl oyees or third parties who had been specifically installed
and 25 prwpeeigii8et - up by the network adm nistrator. The morisSoe2/af44net wor k
users is known and controlled, and the capabilities of the network, e.g.,
speed and processing ability, is designed know ng those nunbers. As new
enpl oyees or network users are added, the need for additional network
capability can be predicted, and the nefwork can be upgraded to
accommodat e those needs in a 30 planned and organi zed way. WO 02/ 091185
PCT/ US02/ 13449 2 The advent of network-based conputing over the internet
brings the advantages of dedicated networks to individual users or

subscri bers, givi A8 adyeat of eriwpsk-based sampyingnver iejinteenet Bsipgsibe ve conput er

software tha I i i f L ed. FARe] 'gqﬁ ha: ue to
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is stored onirdivdduedd yezess tbspedisived, axgsisividoenpuesiabitivare thiteodksiogbe and
adm ni stration of such _an internet-based network presents probl ens
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i npl emrent. Large nu users o denmand netwo systemresources at
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implement. Large numbers of users who demand network system resources at the
10 same time results in processing delays and unhappy customers.

Network security is also a concern. It is important to allow only authorized
users to have access to the network, and to allow users to have access to only their
own data and documents. Providing this security is possible through user
authentication and data encryption, but such functions also require the use of

15 network system resources and may also increase processing time, which appears to

the user as a slowing of the network operation.



aut henti cati on and data encryption, but such functions also require the use
of 15 network system resources and may al so i ncrease processing tinme, which
appears twooekgi1eser as a sl owi ng of the network operati oRCTWSODPI4@D1185
PCT/ US02/ 13449 3 Summary of the Invention It is therefore an object of the
present invention to provide a high-speed internet-based network system
that rapidly adjusts for changes in the nunber of 5 concurrent users. It
is a further object of the invention to frovide an internet-based network
systemthat permts rapid encryption and decryption of user data and
docunents. It is a further object of the invention to provide an

i nternet-based network systemthat is easily scalable and distributable in
order to accommobdat e changes in 10 the nunber of network subscribers.
These and other objects w | besgiiappepfiRTavéntisn t he illustrated draw ngs
and the description of the enbodi nents. WO 02/091185 PCT/ US02/ 13449 4

Bri ef Descri pti onltd$ thepdomraagibirgs ofthg prasent invention fopiovideadighspsedt he

net wor k conputer stem.in.accordance . wth th sent_jnventi 5 Figure
21 o 5"t agr IRRE e SRERT BREReid) Mt P BRI Py or %1 e
present iBnvepdicaftent users.

It is a further object of the invention to provide an internet-based network
system that permits rapid encryption and decryption of user data and documents.
It is a further object of the invention to provide an internet-based network
system that is easily scalable and distributable in order to accommodate changes in
10 the number of network subscribers.
These and other objects will become apparent from the illustrated drawings

and the description of the embodiments.



Figure 3 is a flowchart illustrating an aspect of the operation of the
networ k conputer system of the present invention. WO 02/091185

PCT/ US02/WB44891185 Descri pti on of the Enbodi ments Referri n@Crash/gdne 1,
there is shown a network conmputer system 10 that includes a central server
12. Server 12 is of conventional design, but it has been 5 found that a

Uni sys ES7000 conputer provides the desired capabilities needed for

ef ficient operation of the network systgm Server 12 is operatively
connected with conputer 14a, which forns a connection machine or factory
wi th individual users on the network. Conputer 14 incorporates security
functionality, including firewall 16a. Individual users, represented by

i ndi vi dual user conputers 18a, 18b, 10 and 18c, nmy connect to conputer
14a through a variety of net i i ati.vely shown in Figure 1
and described herein as bei ngﬁ\g/fge%%ﬁ@ﬁ:oﬁtogrdﬁéepilﬁg signated 19 in Figure 1.
The nunber of i ndFiguftubls atsesksdiagrasystieomet®ok comyutergiystemn ih acmrdmygevary
consi derably;  and may i ncrease or decrease quickly. This wvariability is
shown in Fi gWiB the RI&SenhEvVeNEMal user conputer 18n, shown in 15 phant om
System 1@ may bri L t | 14b
Coi th 1 Peval | 100 Rl AR R b R R s e DAL

i ndi vi dual ofsthe presentdhvemsioniser conputer 18n. System 10 t herefore provides
efficient scal abi':_li? t o add conpection conput eﬁ% as neede{i I n accordance
with an aspect of NEHE HISAloW chat Listrame a0 spest of BiejopergfipRofhe 50 prepare
for client- RbwdREESHRAMUESEER T GEidnPven§siRr € the user conputer actually




makes the connection request. This is acconplished by creating, or
registering, a sufficient nunber of client or user connection objects 20
wi th the wperaiigy system of server 12 at the tinme of stRCTOBVi34gerver
12. The nunber of client or user connection objects 20 that are registered
I s determ ned based on an estimate of the 25 nunber of users that are
expected to request connection, such that the nunber of available user
objects is equal to or exceeds that nu r of expected users; however, the
nunber of client or user objects 20 that” are registered or prepared is
dependent upon the avail able systemresources of server 12. The presence of
prepared and regi stered user connection objects 20 allows system 10 to be
30 imedi ately responsive to a | arge nunber of user connection requests

that all WD 02/091185 PCT/USQ;! ﬁﬂ&nopﬂﬁgﬁ BSdﬂﬁag e sane tine. As users
are connected and consune the conhecti on Jec S nore objects are
created and regi sRefezdng © Hipke 15 theee isuhcmeaaattwmhnbmpster gfstemo b ezt | on

obj ects are available. To ove efficiency of systemresou a user
connecti on i ¥Cgies2 8¢ ﬁ?réiglﬁ@d SReverlRds Pserpntiana fﬁﬁf‘rf'b%nn E@Eé%?ﬁ%?e’clo fulfill
the request ﬁunﬁ@@a’c‘diﬁﬁsys@700§é@ﬁ?ﬁt@r %ﬂotllc@s fle Rsiréd éag)aﬁﬁtlfsé' fiakeided, the
file length is given at ‘the beginn conmuni cati on session, SO

t hat when i t efficiedeoparationeef th¢13¢twarlb$ysmkn oferdat 12 ik aperbtiesly comrantsﬂevitled equal
to the predeterm

the fil .d dt h hee
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whi ch permts rapid re- connections with users when further activity is
desired, terfi li ¥og. dedividual users, represented by individual user computers 18a, 18b,

10 and 18c, may connect to computer 14a through a variety of methods, but is
illustratively shown in Figure 1 and described herein as being via the internet,
designated 19 in Figure 1. The number of individual users on system 10 at any
given time may vary considerably; and may increase or decrease quickly. This
variability is shown in Figure 1 as individual user computer 18n, shown in

15 phantom. System 10 may bring additional connection machines, such as computer
14b (with firewall 16b), shown in phantom, online as needed to service individual
users, such as user computer 18n. System 10 therefore provides efficient
scalability to add connection computers as needed.

In accordance with an aspect of the present invention, server 12 is able to

20  prepare for client- or user-requested connections before the user computer actually
makes the connection request. This is accomplished by creating, or registering, a
sufficient number of client or user connection objects 20 with the operating system
of server 12 at the time of startup of server 12. The number of client or user
connection objects 20 that are registered is determined based on an estimate of the

25  number of users that are expected to request connection, such that the number of
available user objects is equal to or exceeds that number of expected users;
however, the number of client or user objects 20 that are registered or prepared is
dependent upon the available system resources of server 12. The presence of
prepared and registered user connection objects 20 allows system 10 to be

30  immediately responsive to a large number of user connection requests that all



communi cations does not adversely affect the network's ability to respond
tinely to a particular user's requests. Server 12 may al so act to

di sconnecwoOanous®er if there is no request activity for &Cprusdziasm ned
period of time. 15 System 10, which utilizes TCP conmuni cati ons protocols
W th users, transfers information as packet streanms. In this enbodi nent,

I nformati on such as data files shares the sane packet streamw th user
requests, so that server 12, via conneq§|on conputers 14a and 14b, can
continue a conversation mnth aclient as long as there are client or user
requests to process and/or responses to send. The 20 above system al so
permts dynam c data conpression and encryption by way of distributing the
creation of @BigREYSIsAMCLIRE- e%lﬂsyfﬁqreﬁorzsv@f@étan%@%gwéee $RIGCi®onput er s or

processor s bl IRaRSILkerd S ARATEANteed 1 Atke be SRELA ABLAL e
P gt eard SIS

operating syst'em o serve 'S no ed or this
process, seru&nmﬁ&ﬁmmm&hﬁ@@eh&mhhﬁrypt|on/decryptlon 25
conpr essi on/ decon;llr essi on, _.and ot her functions to other corrput ers or

processors, such QémBBWﬁGf Hiensy of BYSIEM £5SQUICED A4USET %nPFﬁt’ﬁ’né%‘i‘ EM 10 in
order to Speﬁﬂnﬁﬁlﬂ&ﬁ 'tlﬁglen%fl of'gﬁ{e Eg@&k‘ﬁtﬁ AaAd é’re&%%k o tﬂ!%&éro‘%gf ng the

processor resources of serv strate | gure net wor k
conmput er sysexamile if s fibwispobe ttamsferfelithe ffle tenigthoin givehay tiedegiinmefdfitlsd | ayer
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to as the statel ess request handler, supports nultiple TCP servers running

concur r ent | ytrasfeirads andhgensndstien fsmonsequently severed. By the above-described

10  process of maintaining prepared client or user objects, which permits rapid re-
connections with users when further activity is desired, terminating user
communications does not adversely affect the network’s ability to respond timely
to a particular user’s requests. Server 12 may also act to disconnect any user if
there is no request activity for a predetermined period of time.

15 System 10, which utilizes TCP communications protocols with users,
transfers information as packet streams. In this embodiment, information such as
data files shares the same packet stream with user requests, so that server 12, via
connection computers 14a and 14b, can continue a conversation with a client as
long as there are client or user requests to process and/or responses to send. The

20 above system also permits dynamic data compression and encryption by way of
distributing the creation of compression and encryption object across as many
computers or processors within the network as necessary, so that the operation of
the operating system of server 12 is not adversely impacted or slowed. By this
process, server 12 may delegate encryption/decryption,

25  compression/decompression, and other functions to other computers or processors,
such as computer 22, that are located within system 10 in order to speed processing
of user requests and to avoid overloading the processor resources of server 12.

As illustrated in Figure 2, network computer system 10 is composed of four
functional layers. The first layer 21 is the communications layer that is responsible

30  for the TCP/IP message traffic between network system 10 and the user computers



utilizing additional TCP servers |ocated within the network as necessary
during operation to support the users requesting connections wth sever
12. The 5SwooentmiBTati ons | ayer can sinultaneously and seaRC&as0y1BUppor t
user communications via HITP applications. The comuni cations |ayer al so
I's responsible for detecting and resol ving network intrusion and service
disruption attacks. It also utilizes asynchronous transaction | oggi ng of
user attributes, such as wuser |IP addresses for the comrunications |ayer,
for exanple. System 10 utilizes a 10 separate thread for this transaction

| oggi ng function, which runs in parallel wth the main executable

user-rel ated transactions. The system posts nessages to the IoPging t hr ead
whi ch then p&$%dfbes-tlRa- dBisawré ,41%1@F6ﬁ@dftaﬁ%meé%t%ﬁémqeéﬁhan9 eLwi t h ot her

transaction (Aot At THer AR HAEH: AR 480 i2Rhohslifl Rf T ed Lo as the

encryption an ession layer. n and conpressi on
al gorit hns ausligng pdditiexhl TOPetverslotdtyd withl thelhetgvobloas wecasyptyaduring- and
128-bit RSA cryptography. Encryption and conpression o 'ecgs are created
and managed GRFTAHATCIRISEPPPHEE ¥serd FEqUREIng repRsCtigns WHHseYrdd- d88rs to provide

fast enc ypt'?ﬂm z | | yer also

utili zeslst he& Oggﬁ%aﬁélﬁ?égez%grﬁggﬁlgtag@hggggrs?@?%?sﬁ)su%b%g%% t asynchronous
transacti on tagoungatddénsens FIIPi applicatidne ohipr e@ssmomcatidns ldyet also is such as
user-identified encryptjon.algorithns. The third. functional .|layer 25 is the
br oker _ser vi BSPRT HRsBET G RpSEAHGE Rpak PRI PN e i e bl o 1 or
i dentifying Lokt YRAIBuHEE asyh @SRk 't@ﬂsa@ﬁbﬁ‘ﬂaggfng%%ér%ﬁribﬁt@éi_s[lé}%d ng that
transaction to the appropriate business objects 27. The 25 busi ness objects

27 rel at e t ousendP pddressesifaaithe sopamerfications bayet, iforgxamplsh Systent B utilizes a
10 separate thread for this transaction logging function, which runs in parallel with the
main executable user-related transactions. The system posts messages to the
logging thread which then performs the requested logging function concurrently
with other transaction functions.

The second functional layer 23 is referred to as the encryption and

15  compression layer. Multiple encryption and compression algorithms are supported
concurrently, including for example, 56- and 128-bit RSA cryptography.
Encryption and compression objects are created and managed dynamically based
on the number of connected users to provide fast encryption and compression of
data as needed. This layer also utilizes the logging thread previously described to

20  permit asynchronous transaction logging of encryption and compression attributes,
such as user-identified encryption algorithms.

The third functional layer 25 is the broker service or transaction routing
layer. This layer is responsible for identifying the type of user transaction being
requested, and routing that transaction to the appropriate business objects 27. The

25  business objects 27 relate to the particular type of transaction, such as, for
example, file services, email services or services related to the user's personal
information manager. In accordance with an aspect of the present invention, the
transaction routing layer routs the requested transaction to the appropriate business
object, and can accommodate the addition of new business objects which add new

30  orimproved services to the network. As an example, a new business object for a



exanple, file services, email services or services related to the user's
personal information nmanager. In accordance with an aspect of the present
i nvent i orivotok®9118F ansacti on routing | ayer routs the requeCadSvraxsacti on
to the appropriate business object, and can accommobdate the addition of
new busi ness objects which add new 30 or inproved services to the network.
As an exanpl e, a new business object for a WO 02/091185 PCT/ US02/ 13449 8
new service, e.g., Vvideoconferencing, y be added, wi thout disrupting the
operation of the network. The transaction routing |ayer 25 continues to
identify the transaction and routs it to the appropriate business object
27. The transaction routing layer 25 also utilizes the logging thread for
asynchr onoush@% §ai¥ise G- Hnvideqcogisrensing maybgardded, ypbeut dsyptingey fi| e

i nvol ved in | | ' ﬁt?qu he

| engt h of tiﬁ§§¥ﬁégﬂg@§%#§8§%ﬁﬂ#ﬁ§%§%%@§5%hp%ﬁg§gg%%ge mégh§?%%c ig%a

| ayer, in oruatsadtiongadgeutt itao eief dppranmye wisinckeobjedt @6r Khe Tlassabdo t h | ayer 29
is the data layer, The data | ayer is responsjible for providing data

services to oUfipg layeyddplse wiilizes the 1ogging Huparblos apmchiopgustyansagiion | gyer 10
il t i |y - t : i M i th
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appropriate i on e requeste ocation"wthin the
net wor k fil eloggingriagad alkotoge ttentphgh of hmefthdt@ctws &iriinforpatidn togpapy ovi ded to

the encryption layer to ermt encryption of the file. In e enbodi nent,
a copy of th¥FtEEsivRgHona] faé(eli’?orﬁﬁﬁ éﬂ%e @ﬁ@%%?‘lé’éf."f&qlbthgliﬁ('stored files

e Tohureen o TEGuiblge POt ne by L s i e v
wi t hi n t he fpmowidingnddta services to fulfill user requests via business objects 27. This layer
10  illustratively uses a Microsoft SQL Server data engine which informs the
appropriate functional layer of the requested file location within the network file
storage. For example, the file location path is provided to the encryption layer to
permit encryption of the file. In the embodiment, a copy of the original file is
made and encrypted. Original stored files are not modified. The file location path
15  is then provided to the user who requested it.

Figure 3 illustrates the processing steps that occur within the functional
layers of network computer system 10. Queuing is used to pass information
between layers. As can be seen in Figure 3, the stateless request handler (SRH) 21,
or communications layer, receives a transaction request from a remote user

20  computer 18a. For purposes of this example, the remote user 18a has requested a
file that has been stored by network computer system 10. SRH 21 passes this
request to the compression layer request queue 26 which performs the step 28 of
acquiring any necessary decompression and decryption objects. New objects are
created if needed. Decryption and decompression of any requests or data is then

25  performed at step 30. In the example being described, the request is decrypted and
decompressed if necessary and forwarded to transaction routing layer input queue
32. From queue 32, the request is passed to the broker service or transaction
routing layer 25, which identifies the type of transaction requested and transfers
that request to the appropriate one of the business objects 27. The designated

30  business object causes the data layer 29 to request any necessary encryption and/or



| ayers of network conputer system 10. Queuing is used to pass information
bet ween | ayers. As can be seen in Figure 3, the statel ess request handl er
(SRH) 21,woOwme/ogaRsruni cati ons | ayer, receives a transacti oRCTABOESM49 rom a
renmote user 20 conputer 18a. For purposes of this exanple, the renote user
18a has requested a file that has been stored by network conputer system
10. SRH 21 passes this request to the conpression | ayer request gqueue 26
whi ch perfornms the step 28 of acquirin@ any necessary deconpression and
decryption objects. New objects are created if needed. Decryption and
deconpressi on of any requests or data is then 25 perfornmed at step 30. In
t he exanpl e bei ng descri bed, the request is decrypted and deconpressed if
necessary an¢PRRESRGIRRICHHhat o sequired fo erptyRtigdios gemprespibe revested 32, From
gueue 32, t r [Si: ; or v G r i.on

fout i ng- | ayeried W IAAERATE hoh boEn WK CbontthlCion ot PARATCY and
transfers tloaites aglesmisfdrothefde apthe aparivaioerequestedfit.t he busi ness obj ects 27.

The desi gnated 30_husi hess obj ect causes t data. layer 29 to, request any
necessary encr yptwgﬁle 1Sy VG Y afglfrelp %Ggiri‘%ﬁ&léaw@gé%pr essi on

obj ects that 1 égﬁﬁ r ested file.
The fiIeBIoagﬁ?gﬁﬁgggk&?gn?ﬁgﬁﬂgﬁégﬁito tﬁé’%%ﬂﬂ%ﬁ?@%%?@ﬂgﬁﬁgyer, whi ch
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considered restrictive, it being understood that only the preférred
enbodi ment s ¢raweuld @e¢ur to one skilled in the art are to be protected.
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shown and descri bed and that all changes and nodifications that woul d be
apparent or would occur to one skilled in the art are to be protected. 10
WO 02/ 09WB892PTMs3JS02/ 13449 10 What is clained is: 1. APA&Us0Y/k34¢onput er
system conprising: a first server providing access to a plurality of
clients; 5 a second server controlled by said first server; a plurality of
client objects controlled by said first server and associated wth said
first and said second servers; and distﬁ'bution nmeans operatively
connecting said first and second serversS, said distribution nmeans
permtting said first server to control the distribution of 10 said client
obj ects between said first and second servers in response to said access

by said clients. 2. The network conputer system described in Caima1l,
wherein said [ . client objects is equal to or greater in nunber
t han said plgﬁgrﬁﬁ%h%¥d%{ients. 15 3. The network conputer system descri bed
in daiml, wharetwokaiothpukdtisgdtetyonmprisingi ents access said first server via
the internet. 4. The network conputer system described in Claim1l, further
conmprising a 20 phGFAPPIVGT FPVISE APRRSS 602 BBy Of 60l | ed by said first

server agd associ gted wtier &AbAILd bpla@Rfkisgeaad servers.

a plurality of client objects controlled by said first server and associated
with said first and said second servers; and
distribution means operatively connecting said first and second servers,
said distribution means permitting said first server to control the distribution of
10 said client objects between said first and second servers in response to said access

by said clients.

2. The network computer system described in Claim 1, wherein said plurality of
client objects is equal to or greater in number than said plurality of clients.

15
3. The network computer system described in Claim 1, wherein said plurality of

clients access said first server via the internet.

4. The network computer system described in Claim 1, further comprising a
20  plurality of encryption objects controlled by said first server and associated with

said first and second servers.

5. The network computer system described in Claim 1, further comprising a
plurality of compression objects controlled by said first server and associated with

25 said first and second servers.

6. In a network computer system, a method for providing access to a plurality of
clients, comprising the steps of:

providing a plurality of client access objects under control of a first server;



5. The network conputer systemdescribed in Caim1l, further conprising a
plurality of conpression objects controlled by said first server and
associ at edowod18R5 said first and second servers. 6. |n ChASAMWIM4CONPUL er
system a nethod for providing access to a plurality of «clients,
conprising the steps of: providing a plurality of client access objects
under control of a first server; WO 02/091185 PCT/ US02/ 13449 11 providing
means for distributing said client access obj ects between said first
server and at |east a second server in response to the nunber of said
clients attenpting to access said first server; providing a comrunications
connection between each of said clients and. 5 said client access objects;
and severing sai dPioidREmeans tondisEbHHBS 831 Aligni apeeshokieds bewaensaidet er mi ned

period of i nagt LapldYanQlat £3GH REomtlefVet iid %%&rse to the number of said clients
attempting to access said first server;
providing a communications connection between each of said clients and
5  saidclient access objects; and
severing said communications connection in response to a predetermined

period of inactivity of each of said clients.



