DATA PROCESSOR SYSTEMS The Present invention relates to data processor
systgens, and particularly to a processor unit for use wth a general

pur pose data processor system such as a personal conputer. The invention
i-s especially useful as a security unit {o be attached to a conputer and
its peripheral units to enable the conputer to performvarious security
functions in a manner which does not Jeogardlze the security information,
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unit to be attached to a computer and its peripheral units

to enable the computer to perform various security functions
in a manner which does not jeopardize the security
information, and the invention is therefore described below
with respect to such an application.

Security functions, such as encryption,
decryption, the computation of a message authentication code
{MAC), digital signature geneation, public key
certification, etc., are often performed in a dedicated
processor unit to be attached to a general purpose computer.
Such an attached processor isolates the secret data, e.qg.,
keys and passwords, from the general purpose computer in a
manner so as not to compromise the secured activities while
permitting the general purpose computer to perform the
non-secured activities. However, a general purpose
computer, such as a PC {personal computer), provides a large
set of possible ways of compromising the security, e.q.,
Trojan horse or virus software. Since the general'purpose
computer must be able to communicate with the security unit,
and since the software of the general purpose computer is
corruptible, it is possible to coﬁpromise secret information
or to "trick' the security unit into performing improper
operations involving security risks. Where the security
unit may have special purpose I/0O devices, such as a
smartcard reader, the danger of compromising security is
even increased.

Ideally, to minimize security risks, the following
rules should be observed:

{1) Secret key operations should be performed in
the privacy of the security unit tb be attached to the
general purpose computer, and not in the general purpose



manner so as not to conprom se the secured activities while permtting the
general purpose conputer to performthe non-secured activities. However, a
.general purpose conputer, such as a PC (personal conputer), provides a

| arge set of possible ways of conprom sing 2he security, e.g., Trojan horse
or virus software. Since the general purpose conputer nust be able to
comuni cate with the securit ' and since the software of the genera

y unit .
pur pose conput SPTPYLRE YRSTE Fuch | data nay Je, compropd §6AenPsE - scbY et
i nformati on orrésidéntckioféae berse isyftwdde; nto perform ng i nproper

operations involving secpgit [ r ri, ' hayv
speci al purpose 1/0 devig%g,¥%%6§§a§wa sﬁ%?ﬁggﬁgggéa&é%yggﬁécgg%agrno ez
conproni si ng sERT) tysed Eocpllonraceess htaissaret kevsi Avirzdatacurity

risks, the fol bavrpgtishesrSoenes heardranida bk paSkethkBUgRPERAL I ONS

houl rfor I N
shoul d be pe SeHEQai purpose computer since, if this secret information

is keyed into the general purpose computer, it may be
compromised, e.g., by resident Trojan horse software;

(3) There should be no opportunity of having data
to be signed, encrypted or authenticated, being forged by
resident Trojan horse software in the general purpose
computer. This is of particular importance in the context
of digital signatures. The corrupted general purpose
computer may display one set of data on the display
terminal, and may request that the attached security unit
sign a completely different set of data.

One way of addressing these problems is to provide
the security unit with its own independent keyboard,
display, printer, and/or other interface hardware
components, such that the data processor system would have
two keyboards in the immediate vicinity of the general
purpose computer, two displays, etc., one for the computer
and one for the security unit. However, such systems
requiring the duplication of keyboards, displays, printers,
etc., are very costly, are inconvenient to use because the
work area is cluttered with extra but seldom used keyboards,
displays, etc., require an independent power supply, and/or
require additional data links.

It would therefore be highly desirable to provide
a processor unit in general, and a security unit in
particular, which may be used with a conventional computer
unit, keyboard unit, etc., but which takes over control of
the connecting lines between the computer unit and its
perhipheral units. It would be particularly desirable to
provide such a capability in a security unit so as to
prevent the compromise of security information to be
processed in the security unit.
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may be conpronised, e.g., by resident Trojan horse software; (2) The
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computer unit via keyboard ports in the keyboard unit and
computer unit, a processor unit connectible between the
computer unit and the keyboard unit; the processor unit
comprising: a keyboard I/O port connectible to the keyboard
port on the keyboard unit for receiving data inputted from
the keyboard unit; a memory for storing the inputted data; a
keyboard I/O'port connectible to the keyboard port on the
computer unit; a processor storing a plurality of programs
for operating the processor unit according to either a
Transparent Mode wherein the stored data inputted from the
keyboard unit via the keyboard I/0 port is transmitted via
the keyboard I/O port to the computer unit, or according to
a Special Handling Mode; and control means for controlling
- the processor to select either the Transparent Mode or a
Special Handling Mode.

According to further features in the described
preferred embodiment, the processor unit further includes a
smartcard'reader/writer for reading data from and/or writing
data into a smartcard inserted therein, which data is also
stored in the memory. The control means alsc controls the
processor to process such data according to the selected
mode of operation.

The novel processor unit thus takes over control
of the connecting lines between the computer unit and its
peripherals. Such a capability is particularly useful where

" the processor unit is a security unit for performing various
security functions while isolating the computer unit from
its peripherals so as not to jeopardize security
information.

Preferably, and according to the preferred
embodiment described below, the control means comprises
preprogrammed software automatically controlling the
processor according to the commands inputted from the
keyboard unit or the computer unit. It is'contemplated,
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computer. This is of particular inportance in the context of digital
signatures. The corrupted general purpose conputer nay display one set of
data on the display term nal, and nay request that the attached security
unit sign a conpletely dlfferent set of data. One way of addressing these
problems is to provide the security unit with its own independent keyboard,
di splay, printer, and/or other interface hardware conponents, such that the
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addresses the above-described security problems by having
the peripheral I/0 devices (e.gq., keyboard, display,

printer, etc.) of the data processor system connected via
cables to the security unit, and not to the computer unit.

- The security unit has another set of I/0 ports connected via
cables to the I/O ports of the computer unit and its
peripheral devices. This means that the security unit can
"take over control" of the peripheral devices, effectively
disconnecting them from the computer unit, and thefeby
assure the user that the data to or from the peripheral
devices is not compromised or forged by resident software in
the computer unit. Usually, the peripheral I/0 devices,
will be "transparently connected" to the security unit, in
that the security unit simply passes the data flow
transparently. Where security is not to be compromised,
however, these peripheral devices will be effectively
disconnected from the compufer unit so as to prevent the
possibility of corruption or compromise of the data by the
computer unit.

A data processor system including a security unit
constructed in accordance with the present invenéion
provides a number of advantages:

1. Such a system provides a large saving in cost
because peripheral I/0 devices {keyboards, displays,
printers, etc.) need not be duplicated for the security
unit;

2. Such a system can also use the higher-quality
peripheral devices generally provided for the computer unit,
rather than the lower quality peripheral devices generally
provided for the security unit;



It would therefore be highly desirable to provide a processor unit in
general, and a security unit in particular, which may be used with a
conventional conmputer unit, keyboard unit, etc., but which takes over
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unit, respectively, a stcurfygh igystam does not require an independent
power supply for the security unit, since it can use the

power line to the keyboard as a source of power; and

5. Such a system requires no additional data link
cables for communication, as data communication between the
computer unit and the security unit can be done using the
conventional keyboard, printer, video or other connections.

Further features and advantages of the invention
will be apparent from the description below.

The invention is herein described, by way of
example only, with reference to the accompanying drawings,
wherein:

Fig. 1 is a block diagram illustrating one form of
data processor system including a security unit constructed
in accordance with the present invention;

Fig. 2 is a flow chart illustrating the main
program run of the security unit included in the data
processor system of Fig. 1;

. Figs. 3-12 are flow charts illustrating a
plurality of Special Handling Mode programs which may be
stored in the security unit of Fig. 1; and

Fig. 13 is a block diagram illustrating another
manner of connecting the security unit into a data processor
system in accordance with the present invention.

The data processor system illustrated in Fig. 1 of
the drawings includes a conventional computer unit CU, such
as a PC general purpose computer, a conventional keyboard
unit KU, and a conventional display unit DU commonly
provided in such systems. Also illustrated in Fig. 1 is a
separate security unit SU capable of performing various
sensitive security functions such as encryption, decryption,
computation of a message authentication code (MAC), digital
signature generation, public key certification, etc.
Security unit SU is connected to the computer unit CU,



connecti on between the conputer unit and the keyboard unit to isolate the
conputer unit fromthe keyboard unit; the security unit conprising: a
keyboard I/ O port connectible to said keyboard I/O port in the keyboard
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The keyboard unit KU includes a conventional I/O
port 2, and similarly the display unit DU includes a
conventional I/0 port 4, which ports are normally connected
to I/O port 6 and I/O port 8 of the computer unit CU. In
this case, however, the keyboard I/0 port 2 is connected to
a keyboard I/0O port 10 in the security unit SU; and the
latter unit includes another I/O port 12 which is connected
to the 1/0 port 6 of the computer unit CU; similarly, the
security unit SU includes a display I/0 port 14 connected to
the corresponding port 8 in the computer unit CU, and
another display I/0 port 16 connected to the corresponding
port 4 in the display unit DU. Thus, the security unit SU
isolates the computer unit CU from its peripheral keyboard
unit KU and display unit DU.

The security unit SU includes a keyboard interface
20 for controlling the flow of data between its two keyboérd
I1/0 ports 10 and 12. The keyboard interface 20 is in turn
controlled by a processor, generally designated 22,
including a CPU 24, a RAM/ROM memory 26, an I/O system 28,
and a real-time internal clock 30. The operating software
is stored in the ROM section of memory 26, and the other
data is stored in the RAM section of this memory. The real-
time clock 30 keeps track of the time and date independently
of the real-time clock generally included in the computer
unit CU.

The processor 22 further controls a display
interface 32 to the display I/0 port 16 connected to the
display unit DU. The security unit SU further includes its
own display 34, such as an LCD oxr LED- display, also
controlled by the display interface 32, e.g., for indicating
the status of the security unit. The security unit SU
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reading information from the smartcard and/or writing
information into it, according to particular commands.

The processor 30 in the security unit SU stores a
plurality of programs for operating the system. The
plurality of programs are stored in the ROM section of
memory 26, and are selected according to the data and
commands introduced into the security unit via the computer
unit CU, the keyboard KU or the smartcard 40. This data is
stored in the RAM section of memory 26, while the command
associated with the data is examined to determine whether a
security function is involved. If not, the security unit

. operates according to a "Transparent Mode" wherein the
stored data inputted via the keyboard unit KU or the
smartcard 40 is transmitted via the I/0 ports 12, 16, to the
computer unit CU or display unit DU after a minor time
delay; however, if a security function is involved, as
determined by the command associated with the inpdtted data,
the processor 22 of the security unit SU operates according
to a Special Handling Mode, depending on the command
involved.

Fig. 2 is a flow chart illustrating the main
program run of the security unit SU. Thus, upon start, the
hardware is initialized (block 51), and the security unit SU
then begins its main loop. For any data (D) received from
any unit connected to the security unit, e.g., the keyboard
unit XU or the display unit DU, the security unit SU checks
to see if the data is a special seguence for a command (C).
If not, the data is sent to the intended unit for that
data. For exmaple, if the data was received from the
keyboard unit KU via its I/0 port 2 and was intended to the
I/0 port 6 of the computer unit CU, the data enters the
security unit SU via its I/0 port 10, and after processing,
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security i nformation. REPLACEMENT SHEET The invention al so provides a
data processing systemincluding the conbination of a conputer unit and the
above-descri bed security unit. Preferably, and according to the preferred
enbodi ment descri bed bel ow, the control means conprises preprogranmned

sof tware automatically controlling the prgcessor according to the commands
I nputted fromthe keyboard unit or the conputer unit. It is contenplated,
-4-

is fed from its I/O port 12 to the I/O port 6 of the
computer unit. Thus, in this mode the security unit is
"transparent', and all units connected to it function as if
the security unit were not there, except for the delay in
transferring the data by te security unit.

If, however, the data involves a special sequence
for a command specifying a Special Handling Mode, the
appropriate Special Handling Mode program is executed.

It is to be noted that the main loop as
illustrated in Fig. 2 is a forever-loop: it only ends upon
power failure. The command can be active or inactive,
depending on the existence of the appropriate program in the
memory of the security unit SU. Some programs {(e.g., the
load program of Fig. 3) are always active and they reside in

. the ROM section of the memory 26. Other programs, however,
e.g., some new version of one of the other programs, may
still be unloaded, and the command will only cause an error
message from the security unit SU to the computer unit CU.

Figs. 3-12 illustrate some example programs which
handle commands as described above.

Fig. 3 illustrates the program for the Load
command, in which the security unit SU receives a progrém
and a signature from the computer unit CU (block 60},
computes the program's fingerprint (block 61), and checks to
see whether the signature is valid (block 62). If not, it
produces a warning (block 63), in a manner described more
particularly below with respect to Fig. 12; but if the
signature is valid, it loads the program and activates the
appropriate command (block 64).

. The commands may be stored in a Look-up Table
within the ROM section 26 of the security unit SU. If
needed, a special sequence may be added to the table which
identifies the commands.

Fig. 4 illustrates the program for Generate
Smartcard command. To generate the information for the
smartcard 40 (Fig. 1), the security unit SU first obtains
the information from the smartcard's user from the computer
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no escape sequence is initlated by the operator (block 67),
e.g., by the operator depressing an escape key because of an
error, the security unit SU generates the RSA keys {(block
68); and the information about the user and the RSA keys is
written into the smartcard 40 (block 69).

RSA is a special algorithm used in ciphering and
deciphering, and includes a public key involving public
information available to anyone, and a private key which is
used with the password to decipher the enciphered message.
Further details of this ciphering and deciphering system are
described, for example, in US Patent 4,405,829.

Fig. 5 illustrates the program when the command is
Read Smartcard Public Information. Under this command, the
smartcard is read (block 70), and the public data is sent to
the computer unit CU (block 71). It is to be noted that the
computer unit has no access to the private data (e.g., the
RSA keys) which is on the smartcard.

Fig. 6 illustrates the operations performed when
the command is Login Smartcard. Here, the data is read from
the smartcard (block 72); and the current time and date are
read at the same time from the internal clock 30 (block 73).
A decision is then made (block 74) whether the smartcard
time has expired (e.g., valid only during certain times, or
up to a certain deadline). If the smartcard has expired, a
warning is produced (bock 75), as described more
particularly below with respect to Fig. 12. If the
smartcard did not expire, the user then enters the user's
password via the keyboard unit KU (bock 76). If no escape
sequence has been selected (block 77), and the entered
password is valid (block 78), the security unit SU sets its
Smartcard mode to the "Logged in" Mode (block 79), wherein
the information is read from the smartcard.
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command, the security unit reads its internal clock 31

{block 81) and transmits the current time and date to the

computer unit CU (block 82).

Fig. 9 illustrates the operations when receiving
the Change Password Command. During this operation, the
password must be entered via the keyboard unit KU (block 83)
and assuming no escape sequence has been selected (block
84), and the entered password is valid (block 85), a new
password may then be entered via the keyboard unit KU (block
86). Again, assuming no escape sequence is selected (block
87), the new password is stored on the smartcard (block
88). .

Fig. 10 illustrates the operations when receivihg
the command: Perform diagnostics. This command causes the
security unit CU to energize all its indicator lamps and
wait for the user's acknowledgment (block 90). Then, the
existing programs are checked off by Checksum (biock 91),
and the results, as well as the programs' version numbers,
are sent to the computer unit CU (block 92}.

Fig. 11 illustrates the operations when receiving
the command: RSA sign block. When receiving this command,
the security unit SU checks to see whether the Smartcard
Mode is locked in (block 93); if not, it actuates a warning
(block 94}, as described more particularly below with
respect to Fig. 12; but if the Smartcard Mode is logged in,
the security unit SU receives a block of data from the
computer unit CU (block 95) reads the RSA keys from the
smartcard (block 96), signs the block with the keys (block
97), and sends the signed block to the computer unit CU

- {block 98).
) Fig. 12 illustrates the Warning Program, which is
an internal program by which the other programs warn the



provi ded for the security unit; -5- 3. Such a systemis nore convenient
for the user, in that the work area is not cluttered with extra but sel dom
used keyboards, displays, etc.; 4. Such a system does not require an

i ndependent power supply for the security unit, since it can use the power
line to the keyboard as a source of powerl and 5. Such a systemrequires no
additional data |ink cables for -comunication, as data comruni cation

betueen, the SBIEL UL Q1Y UG,k Qe e PNl 19 e

f eat ur es andveachdary agessade tthe they codnpuutent lUnite App@lenik o) terough

descripti(n1ggg(g¥ its lines (e.g., the computer unit's keyboard line),
beeps its internal speaker 36 (block 101), disables the
display (boock 102}, and waits for a password from the
keyboard unit KU (block 103). Only when the correct
password has been entered (block 104) is the display enabled
again (block 105}).

It will be seen that the above-described system,
the control for controlling the processor 22 of the security
unit SU, to select either the Transparent Mode (Fig. 2), or
one of the Special Handling Modes (Figs. 3-12), is by pre-
programmed software stored in the memory 26 of the security
unit SU, which software automatically controls the security
unit according to the command data inputted, i.e., via the
keyboard unit KU or the smartcard 40. It is contemplated,
however, that the control means could also be in the form of
a switchbox connected to the computer unit, peripheral
devices, and the security unit. Such an arrangement is
illustrated in Fig. 13, wherein it will be seen that the
switchbox SB is connected between the computer unit CU, its
peripheral devices KU and DU, and the security unit SU, and
enables manually selecting either the Transparent Mode, or a
Special Handling Mode, such as described above with respect
to'Figs. 3-12. Such an implementation of the invention is
less preferable than the software implementation described
above, but has the advantage over the previous known systems
in that the security unit, with or without the smartcard
reader, is not cluttered with many cables leading to and
from it as in the previously known arrangements.

It will also be appreciated that the above
description illustrates the invention as implemented in a
data processor system including a general purpose computer,
such as PC, the invention could be implemented in other
types of data processor systems, such as one including a
work station or the like.
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il l-ustrating o f orm of data processor systemincluding a security unit
construct ed in! !m the present invention; Fig. 2 is a flow
chart illustra H'ﬂ"”gran1run of . the security unit included in
the data processor systénléf Fig. 1; Figs. 23212 are flow charts
illustrating a plurality of Special Handling Mde progranms which my be

stored int | Fig. 1, and Fig. 13 is a block diagram
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conventlonal r&%ggrunfé vgéjke#board ports in the keyboard unit and
computer unit, a processor unit connectible between said
computer unit and said keyboard unit; saxd processor unit
comprising:

a keyboard I/0 port connectible to said keyboard
I/0 port on the keyboard unit for receiving data inputted
from said keyboard unit;

a memory for storing said inputted data;

a keyboard I/O port connectible to said keyboard
I/0 port on the computer unit;

a processor storing a plurélity of programs for
operating the processor unit according to either a
Transparent Mode wherein the stored data inputted from the
keyboard unit via said keyboard I/0 port is transmitted via
said keyboard I/0 port to said computer unit, or accofding
to a Special Handling Mode;

and control means for controlling said processor
to select either the Transparent Mode or a Special Handling
Mode. |

2. The processor unit according to Claim 1,
wherein said unit further includes a smartcard reader for
reading data from a smartcard inserted therein, which data
is also stored in said memory; said control means also
controlling said processor to process the data inputted via
said smartcard reader according to the selected mode of
operation.

3. The processor unit according to Claim 2,
wherein said unit further includes a smartcard writer for
writing data onto a smartcard inserted therein; said control
means also controlling said processor to write data on the
smartcard according to the selected mode of operation.

4. The processor unit according to Claim 3,
wherein said processor unit is a security unit capable of

I

performing various security functions.
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as a PC general purpose conmputer, a conV ﬁm Maad d U ,P“§%?%§EEE%BEEN
conventional di splay-unttDdJ-eommenly pr syst ARED

iltustrated in te secuy apabl e of performng
vari ous senS|t|va lﬂ Mm mons such as encryptlon decryption,
conputation of a #e cation code (MAC), digital signature

generation, public key certification, etct3 Security unit SU is connected to
the conputer unit CU, REPLACEMENT SHEET -7- further includes a speaker

appr opri ate Lihes. a i LI SRR e SRecdidhag B BB ATE Ak Y,

the securit yheneim$aifd| prrarans mkored din said processor of the
security unit include a plurality of Special Handling Modes
of operation. .

6. The éecu@%ty unit according to Claim 5,
wherein said stored Special Handling Modes includes a Load
Program Mode, wherein the.security unit receives a program
from the computer unit, receives a signature, computes the
program's fingerprint, checks to determine whether the
signature matches the program's fingerprint, and if so,
loads the program into the computer unit. '

7. The security unit according to either of
Claims § or 6, wherein said stored Special Handling Modes
includes a Generate Smartcard Mode, wherein the security
unit receives information from the smartcard's user from the
computer unit, receives a password from the keyboard,
generates ciphering, deciphering keys, and writes
information received from the computer unit and the
ciphering, deciphering keys into the smartcard.

8. The security unit according to any one of
Claims 5-7, wherein said stored Special Handling Modes
include a Read Smartcard Mode, wherein the inserted
smartcard is read, and only the public data is sent to the
computer unit.

8. The security unit according to any one of
Claims 5-8, wherein said security unit further includes an
internal real-time clock, and wherein said stored Special
Handling Modes include a Login Smartcard Mode, in which data
is read from an inserted smartcard, the current time and
date are read from the internal clock, and a warning is
produced if the current time and date on the smartcard do
not match the current time and date read from the internal
clock.

10. The security unit according to Claim 9,
wherein said stored Special Handling Modes further include a
Sign Block Mode, wherein the security unit checks to
determine whether the Smartcard Mode is logged in, issues a



5 reader/witer-38 adapted to receive a smartcard 40 for fgg ﬁﬁiﬁ;ﬁ%ﬁBEEN

I nformation fromt r [or witing information late-it
according to parti u%. Fhe processor 22 in the security unit SU
stores a pluralit c s operating the system The 10 plurality

of prograns are stored in the ROM sectiofhi4of nenory 26, and are sel ected
according to the data and commands introduced into the security unit via
the conputer unit CU, the keyboard KU or the smartcard 40. This data is

stored i n tHBTRAROsEdORaA &Ff Abndsynok; andl &éft bt ésmERGeivesadsbiprgked

with the data ksgfyawends thedlgighaitdeekeyBeEramSeREr bhyrtyaesi 0OBibss
|nvoLved. IF goh otpe se urlt& unh%t%pgriggs acggrdlnﬁ &g a ;Tngnsparent
Mbde” wher eFR€t RECSKer 8894 5€898n 5 §SYiks. ke kBGLGIPRUERFt “RiCor t he
smartcard 40 is transiiltt Ghevisecurd tly/ Onpbr becd2ding, tooanpeofl® ofonput er
uni t CU or éiﬁ@h?ysuﬁbt RHe2bUf' s2:1d YRbrblm8pdei Y’ nRAYRYRE Mbhed SECUrity
function is_involved, Aas
include a Change Password Mode, wherein the old password and
the new password are both entered in the keyboard, and a new
password is generated and is recorded on the inserted
smartcard, or is used to enter data on the smartcard, or is
used as an internal PIN for the smartcard.
12. The sgé&rity unit according to any one of
Claims 5-11, wherein the security unit includes light
indicators; and wherein said stored Special Handling Modes
include a Perform Piagnostic Mode, wherein all said
indicators are energized, the existing stored programs are
checked, and the results are transmitted to the computer
unit. N
13. The security unit according to any one of
Claims 1-12, wherein said unit further includes two display
I/0 ports connectible to the computer unit and a display
unit, respectively; said control means also controlling said
processor to transmit data via said disPlay.port to the
display unit.

Y4. A processor unit connectable betweeh a computer
unit and a keyboard unit in a data processor system, substan-
tially as hereinbefore described with reference to, and as
illustrated in, the accompanying drawings.
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determ ned by the command associated with the inputted data, the processor
22 of the security unit SU operates according to a Special Handling Mde,
depending on the command 25 involved. Fig. 2 is a flow chart illustrating
the main programrun of the security unit SU. Thus, upon start, the
hardware is initialized (block 51), and;4he security unit SU th- s
its main | oop. For any data (D) received from 30 any un|t ,ﬂﬂ
security unit, e.g., the keyboard unit KU or the display ull

security unit SU checks to sepairh bRece#8bari 8y8remeci al seduens

command (C). If not, the data is sent to the | ntended unit for that data
For exmaple, if the data was received fromthe 35 keyboard unit KU via its
/O port 2 and was intended to the I/O port 6 of the conputer unit CU, the
-data enters the security U”h§S§HA&&ao§t§Hh/5&§8£bsﬁgg and after processing,

A processor unit connectible between a computer
and a keyboard unit stores a plurality of programs for
operating the processor unit according to either a
Transparent Mode wherein stored data inputted from the
keyboard via a keyboard I/O port in the processor unit is
transmitted to the computer unit, or according to one of a
plurality of Special Handling Modes, and is controlled to
select either the Transparent Mode or one of the Special
Handling Modes.

{Figure 1)
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-7- further includes a speaker controlled by processor 22 to generate
sounds (e.g., warning signals) at appropriate tinmes, as wll be described
nore particularly below Finally, the security unit SU includes a smartcard
reader/witer 38 adapted to receive a smartcard 40 for reading information
fromthe smartcard and/ or mmitigg]kgfornation into it, according to
particul ar conmands. The proces d@ O in the security unit SU stores a
plurality of progranms for operating the system The plurality of prograns

are stored in the ROM section of nmenory 26, apd ar €] sel ected according to
the data and commands introduced into the security pnit via the conputer
unit CU, the keyboard KU or the smartcard 40. qus fdata is stored in the
RAM section of nenory 26, while the command _g
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associated wth the data is examned to determ ne whether a security
function is involved. If not, the security unit operates according to a
"Transparent Mdde" wherein the stored data inputted via the keyboard unit
KU or the smartcard 40 is transmtted via the 1/O ports 12, 16, to the
conputer unit CU or display unit DU after a mnor tinme delay; however, if a
security function is involved, as de&&& 1 ned by the command associated with
the inputted data, the processor 22 of the security unit SU operates
according to a Special Handling Mdde, depending on the command invol ved.

Fig. 2is a flowchart ill T the main programrun of the security
unit SU. Thus, upon start, t B&Thar flware is initialized (block 51), and the
security unit SU then begi i in loop. For any data (D) received from

any unit connected to the secdrity unit, e.g., the keyboard unit KU or the
display unit DU, the sqcuritty untt—Sd—chgcks
Initialize hardware 51

Receive date (D) 52

55
4

| Special handling mode

Transparent mode |~ 54
T

Fig. 2



to see if the data is a special sequence for a command (C). If not, the
data is sent to the intended unit for that data. For exmaple, if the data
was received fromthe keyboard unit KU via its |I/O port 2 and was intended
to the 1/O port 6 of the conmputer unit CU, the data enters the security
unit SUvia its I/O port 10, and after processing, -8- is fed fromits
/O port 12 to the I/O port 6 of the conputer unit. Thus, in this node the
security unit is "transparent”, and al3/ldits connected to it function as
if the security unit were not there, except for the delay in transferring
the data by te security unit. 1f, however, the data involves a speci al

sequence fﬁha%(ﬁgma%ae%id/wggmﬁm al Handling Mbdde, the

Receive program and _
signature from PC — 60
Compute program's
- — 61
fingerprint

Warning

Load the program

Set the apropriate
command active

— 64

{ Return J]

Fig. 3



appropriate Special Handling Mode programis executed. It is to be noted
that the main loop as illustrated in Fig. 2 is a forever-loop: it only
ends upon power failure. The command can be active or inactive, depending
on the existence of the appropriate programin the nmenory of the security
unit SU. Sonme prograns (e.g., the load programof Fig. 3) are always active
and they reside in the ROM sectiion of the nenory 26. Qher prograns,
however, e.g., sone new version of ong&/b% the other progranms, may still be
unl oaded, and the command will only cause an error nessage fromthe

security unit SU to the - - N lustrate sone
exanmpl e programs whi ch (el commmiisgeterass siapaardbpve. Fig. 3
illustrates the programfor the lLoad command, in which/the security unit SU

receives a programand a signature ffomthe conputer unit CU (bl ock 60),
computes the programis fingerprint (plock 61), and checks to

_ Get user record from PC | €65

Get password from
the keyboard - 66

YES
Generate RSA keys
‘Save user record and RSA
— 69
keys on the smartcard

[ Return }

Fig. 4



see whether the signature is valid (block 62). [If net, it produces a
war ni ng (block 63), in a manner described nore particularly below wth
respect to Fig. 12; but if the signature is valid, it |oads the program and
activates the appropriate command (bl ock 64). The comrands nmay be stored in
a Look-up Table within the ROM section 26 of the security unit SU. If
needed,. a special sequence may be added to the table which identifies the
commands. Fig. 4 illustrates the prog§? for Generate Smartcard command. To
generate the information for the smartcard 40 (Fig. 1), the security unit

SU first obtains the in tion fromthe-s ' e
conput er - 9- Handle command: read smartcard public information

Read data from smartcard 70

Send public data
t0 PC - 71

oo |

Fig. 5




unit CU (block 65). The password is then introduced into the security unit
via the keyboard unit KU (block 66). This assures that no virus prograns
can be steal the password as the password never reaches the conputer unit
CU. Assumi ng no escape sequence is initiated by the operator (block 67),
e.g., by the operator depressing an escape key because of an error, the
security unit SU generates the RSR/Réys (block 68); and the information
about the user and the RSA keys is witten into the smartcard 40 (bl ock
69). RSA is a special algorithmused in ciphering and deci phering, and

includes a public key i {YB%MEE&HB el nf or ion avail able to anyone, and
a private key which is 4sed wt ﬁ?éI%%EIWgW‘ o deci pher the enciphered

nmessage. Further details of this ¢iphering and deci phering systemase
~described, for exanple, jn US Patent 4,405, 829. Fig. 5 illustrates the

program when the conmand| is Wdﬁ@%&fﬁﬁm?ﬁdblr—?z' nformation. Under this
command, the :

Read time & date from
internal clock

& 74

Smartcard

expiry

NO

Warning

Get password from the keyboard  f— 76

& 77
Escape

sequence?

Password
OK?

YES

Set smartcard mode "loged in" f— 79

Re_q]

furn

Fig. 6



smartcard is read (block 70), and the public data is sent to the conputer
unit CU (block 71). It is to be noted that the conputer unit has no access
to.the private data (e.g., the RSA keys) which is on the smartcard. Fig. 6
illustrates the operations performed when the command is Login Smartcard.
Here, the data is read fromthe smartcard (block 72); and the current tinme
and date are read at the sane tine fromthe internal clock 30 (block 73). A
decision is then made (bl ock 74) whettwn2the smartcard time has expired
(e.g., valid only during certain times, or up to a certain deadline). If

the smartcard has expi as descri bed
nore particularly bel Wmﬁ@léﬁ&ﬂﬁﬁn . j the smajftcard did not
expire, the user then{enters the usefigo gg%ﬂ%%ﬂ”%ﬁ% t he keyboard unit KU

(bock 76). If no escape sequence has| been selected (block 77), and the
entered password is valid (block 78)} the security unit SU sets its

Set smartcard mode "loged off" 80

o)

Fig. 7

[ Handle command: read clock J

Read time & date from internal clock [~ 81

Send them to the PC £ 82

oo

Fig. 8



Smartcard node to the "Logged in" Mde (block 79), wherein the information
is read fromthe smartcard. - 10 - Fig. 7 illustrates the operations for
t he conmand Logoff Smartcard, wherein the security unit SU sets the
Smartcard Mode to the "Logged off" Mode (block 80). Fig. 8 illustrates the
operations performed when receiving the Read C ock Command. Wen receiving
this command, the security unit reads its internal clock 31 (block 81) and
transmts the current tinme and date &@d2the conputer unit CU (bl ock 82).
Fig. 9 illustrates the operations when receiving the Change Password
Command. During this operation, the password nust be entered via the

keyboard unit KU (bl ock 8
y ( @-Lmdle command: change password—)

Get password from the keyboard 83

Get new password from the keyboard}—86

& 87

Escape
sequence?

NO

Save new password on the smartcard [~ 88

‘ Return

Fig. 9




and assumi ng no escape sequence has been sel ected (block 84), and the
entered password is valid (block 85), a new password may then be entered
via the keyboard unit KU (bl ock 86). Again, assum ng no escape sequence is
seli ected (bl ock 87), the new password is stored on the smartcard (bl ock
88). Fig. 10 illustrates the opegpij ons when receiving the command: Perform
di agnostics. This command causes the security unit CUto energize all its

i ndi cator lanps and wait for the user's acknow edgnent (bl ock 90). Then,

t he exi sting prograns ock 91), and the
results, as well as theandiercommarel: PerforndiggmostiosE sent to the conputer
unit CU (block 92). Fi\g__11 jllustrates the operations when receiving the

command: RSA sign bl ock. Wen receijving this conmand, the security unit SU
checks to see whether the Smartcardf Mode is |ocked in (block 93); if not,

it actuates a warnin R
g Set all leds "on" and wait F—90

for user's acknowledge

Checksum all RAM
and ROM programs - 91

Send programs'’ version numbers and

—~ 92

the checksum results to the PC




(bl ock 94), as described nore particularly below with respect to Fig. 12;
but if the Smartcard Mode is.logged in, the security unit SU receives a

bl ock of data fromthe conputer unit CU (bl ock 95) reads the RSA keys from
the smartcard (bl ock 96), signs the block with the keys (block 97), and
sends the signed block to the conputer unit CU (block 98). Fig. 12
Illustrates the Warni ng Program wRE&?l%s an i nternal program by which the
ot her prograns warn the REPLACE HEET 2 8 AUG 1997 Date
e CLAIMS 1. For use in a data processor system

i ncluding a —
[Handle command: RSA sign block )

93

Smartcard
mode is NO

"loged V

YES

Recieve a block of data from the PC~ §95

Read RSA keys from the smartcard 96

Sign the block with the keys 97

Send signed block to the PC (o8

[ Return }

Fig. 11



conputer unit and a keyboard unit conmunicating with the conputer unit via
keyboard /O ports in the keyboard unit and conputer unit, respectively, a
security unit for connection between said conputer unit and said keyboard
unit to isolate said conputer unit from said keyboard unit; said security
unit conprising: a keyboard |I/O portlt@@necti ble to said keyboard 1/0O port
in the keyboard unit for receiving data inputted fromsaid keyboard unit; a
menory for storing said inputted data; a keyboard I/O port connectible to
sai d keyboard 1/0O port in—t C uter unit; a processor storing a
plurality of security prggﬂﬁﬁwﬂﬁbd operating the security unit either
according to a Transparen erein the stored data inputted fromthe

keyboard unit via said keyboand 1/O port is transmtted via said keyboard

| /O port to said conputer—umt —amdt TS passSe
Send warning message to PC

Beep internal speaker 101

Disable display ~ f-102

Get password form keyboard 103

NO
Password _
OK?

YES

Enable display  {— 105

|Remm'

Fig. 12




t hrough said security unit w thout any change being nade by the security
unit in the stored data as if the security unit were not present, and
according to a Special Handling Mbde wherein a selected security programis
executed while secret data inputted via the keyboard is isolated fromthe
conputer unit; and control nmeans controlled by a command fromthe conputer
unit- for controlling said processor jppisel ect either the Transparent Mde
or the Special Handling Mdde and al so to select the security program stored
in the processor of the security unit for operating the security unit. 2.
The security uni D@ccording to Caimi1, wherein said security unit further

includes a [Smartca pr for reading data froma smartcard S@Userted
t herei n, i ch S§t is al $o0 stored in said nenory; sai g—controt—meang al so
control ling sai #18P8¥essof To process the data inputted via said smaftcard
reader according to the s¢lecté¢d node of
CU | SB
Securi
Computer Switch Y
Unit Box <§:;> Unit
KU
Keyboard
Unit

Fig 13.



operétiohf 3. The security unit according to daim2, wherg ﬁEgéﬁﬁE¥E
unit further includes a snartcard REPLACEMENT SHEET MﬁltEB fo
data onto a smartcard inserted therein; said control neans [pP8¢"

2 fr AU

EET
B

89|

sai d processor to wite data on the sgartcard according to the select
node of operation. 4. The security unit according to Gaim1l, wherein
security programs stored in said processor of the security unit inclu
plurality of Speci alAERRAingG toodbe B?eﬁﬁﬁﬁe&QYﬁﬂt19PrT§Ee§ECH$|ty_un|
accor di ng poocided; 4Lomheseciim @aiddtat prodesneaiyaitemnadblagisgdes i ncl
Load computer unit and a keyboard unit communicating with the

computer unit via kéyboard I/0 ports in the keyboard unit

and computer unit, respectively, a security unit for
connection between the computér unit and the keyboard unit
to isolate the computer unit from the keyboard unit; the
security unit comprising: a keyboard I/0 port connectible
to said keyboard I/0 port in the keyboard unit for receiving
data inputted from said keyboard unit; a memory for storing
said inputted data; a keyboard I/0 port connectible to said
keyboard I/0 port in the computer unit; a processor storing
a plurality of security programs for operating the security
unit either according to a Transparent Mode wherein the
stored data inputted from the keyboard unit via said
keyboard I/0 port is ‘transmitted via said keyboard I/O port
to said computer unit and is passed through said security
unit without any chénge being made by the security unit in
the stored data as if the security unit were not present,
and according to a Special Handling Mode wherein a selected
security program is executed while secret data inputted via
the keyboard is isolated from the computer unit; and control
means controlled by a command from the computer unit for
controlling said processor to select either the Transparent
Mode_or the Special Handling Mode and also to select the
security program stored in the processor of the security
unit for operating the security unit.

According to further features in the described
preferred'embodiment, the security unit further includes a
smartcard reader for reading data from a smartcard inserted
therein, which data is also stored in the memory; the
control means also controlling the processor to process the
data inputted via the smartcard reader according to the
selected mode of operation.

The novel security unit thus takes over control of
the connecting lines between the computer unit and its
peripherals. Such a capability enables the security unit to
perform various security functions while isolating the
computer unit from its peripherals so as not to jeopardize
security infoimation.
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Pr-ogram Mode; and wherein the security unit receives a programfromthe
computer unit, receives a block of data purporting to be the S|gnature of

the programs fingerprint, conputes the program ks to
det ermi ne whet her the above bl ock of data is ind f the
progran1s fingerprint, and if so, |oads the progra Secyrifty
unit's processor. 6. The security unit_a rding jt i eneijn said
stored Special Handling Mdes include a Cgeén)erate S C#? gyél\}ggﬁ] and
wherein the security unit receives information frio user
fromthe conputer unit, receives a password fromithe keyboard, gen rates
ci phering, deciphering keys, and wites informati he

conputer unit and the ciphering, deciphering keys into the smartcard. 7.

The security unit accahd nthvention na¥so Wrdwides aa ddstarproSessing

Handl i ng Nb%%%éé%”fﬁ%iéhfﬁ%“khe combination of a computer unit and the
above-described security unit.

Preferably, and according to the preferred
embodiment described below, the ¢ontrol means comprises
preprogrammed software automatically controlling the
processor according to the commands inputted from the

keyboard unit or the computer unit. It is contemplated,

AMENDED  SHEET




Sﬁarfééfd Nbdef and wherein the inserted smartcard is read, R MENT SHEET
public data is sent to the conputer unit. 8. The security unjt aca (ﬂUﬁHﬂH

Claim4, wherein said security unit further includes an inte (B yreatr e

cl ock, and wherein said stored Special Hapdling Mdes include a Login
Smartcard Mbde, in which data is read froman inserted smartcard, the
current tinme and date are read fromthe internal clock, and a warning is

129, The saSairiS oAt Ao o Mt R o Ry A d b 2 Roc ol
Handl i ng Mo@SRerFteh &ounls uR- - SivAFEInE Isiandds amt wraespriate security
unit checks tiitnes, as will be described more particularly below.
Finally, the security unit SU includes a smartcard
5 reader/writer 38 adapted to receive a smartcard 40 for
reading information from the smartcard and/or writing
information into it, according to particular commands.
The processor'iz.in the security unit SU stores a
plurality of programs for operating the system. The
10 plurality of programs are stored in the ROM section of
memory 26, and are selected according to the data and
commands introduced into the security unit via the computer
unit CU, the keyboard KU or the smartcard 40. This data is
stored in the RAM section of memory 26, while the command
15 associated with the data is examined to determine whether a
security function is involved. If not, the security unit
. operates according to a '"Transparent Mode" wherein the
stored data inputted via the keyboard unit KU or the
smartcard 40 is transmitted via the I/0 ports 12, 16, to the
20 computer unit CU or display unit DU after a minor time
delay; however, if a security function is involved, as
defermined by the command associated with the inputted data,
the processor 22 of the security unit SU operates according
+to—a Special Handling Mode, depending on the command
25 involved.

' Fig. 2 is a flow chart illustrating the main
program run of the security unit SU. Thus, upon start, the
hardware is initialized (block 51), and thé security unit SU
then begins its main loop. For any data (D) received from

30  any unit connected to the security unit, e.g., the keyboard
unit KU or the display unit DU, the security unit SU checks
to see if the data is a special sequence for a command (C).
If not, the data is sent to the intended unit for that
data. For exmaple, if the data was received from the

35 keyboard unit KU via its I/O port 2 and was intended to the
I/0 port 6 of the computer unit CU, the data enters the
security-unit SU via its I/O port 10, and after processing,

| AMIENDED SHEET |




j SHIEET
Mode? sAw dg8yd

determ ne whether the Smartcard Mbde is | ogged in, issues a
I f the Smartcard-Mdde is not |logged in; and if the Smartcar

fromthe s u, Hl]t ﬂ” Lbl ock, -angz sends the results t% :

unit. 10. T cording to Claim4, wherein said stored
Speci al Handl i ng Nbdes i'nclude a Change Password Mode; and wherein the old
password and the new password are both entered in the keyboard, and a new
password is generated and is utilizedLBIM® respect to said smartcard. 11.

The security unit accor ¢ighduse thahmagd \39@6 SvSEeM Lhd1adM g id1Cl udes
| ight indicators; and mhere?% sa dhs oF% Sl r3 1

ecl al, ndlin es I nclude a
Per f or m Di SOPRLEST Whde 20 8r KP¥PARTFASUPLt | 139eng£/D ©ed, the
exi sting stomputeyr agridnwiar keyheaka@dl/ anpbtﬂ:re ire diblet eyboard unit

and computer unit, respectively, a security unit for .

in, the se(r:rgbmﬁ unit receives a block to sign, reads the sj di®d ur.e.keys. ..

connection between said computer unit and said keyboard unit
to isolate said computer unit from said keyboard unit; said
security unit comprising:

a keyboard I/O port connectible to said keyboard
I/0 port in the keyboard unit for receiving data inputted
from said keyboard unit;

a memory for storing said inputted data;

a keyboard I/O port connectible to said keyboard
I/0 port in the computer unit;

a processor storing a plurality of security
programs for operating the security unit either according to
a Transparent Mode wherein the stored data inputted from the
keyboard unit via said keyboard I/0 port is transmitted via
said keyboard I/O port to said computer unit and is passed
through said security unit without any change being made by
the security unit in the stored data as if the security unit
were not present, and according to a Special Handling Mode
wherein a selected security program is executed while secret
data inputted via the keyboard is isolated from the computer
unit; _ '

and control means controlled by a command from
the computer unit for controlliing said processor to select
either the Transparent Mode or the Special Handling Mode and
also to select the security program stored in the processor
of the security unit for operating the security unit.

2. The security unit according to Claim 1,
wherein said security unit further includes a smartcard
reader for reading data from a smartcard@ inserted therein,
which data is also stored in said memory; said control means
also controlling said processor to process the data inputted
via said smartcard reader according to the selected mode of
operation: '

3. The security unit according to Claim 2,
wherein said security unit further includes a smartcard

u AMENDED SHEET




are transnitted to the conputer unit. 12. The security unit JreeEPUlACEMENT SHEET
Caiml, wherei n sa.i_d_sgmﬂj_t_y unit further includes two display I/ p)ﬁjé 3997

connecti bl e t he COﬁEuter unit and a display unit, respectily@ay:sai.lll. 2x...

contr ol rrean ﬂ,l ﬂﬂ«! lﬂ 'lE sai d pr ocessor to transmit datwrsat
di spl ay port

13. The %ecurlty unit according to.C aim
1, where-in sald control freans conprlses pr epr ogrammed sof t ware
automatically controlling said processor according to the commands inputted

from sai dwifflé@‘?a?@r“%&tﬁh Saaéacgﬁw & éxﬁrttc% iHSe U i erelith

according to aim-1 |n sai d contrql, neans conprises nmgnual smntchlhg
means forsmﬁusmffrea E@FpﬁgaéFPhSPnltPF@ Fing Faidh e sar £

Handl i ng date. ohEEhe smartcard according to the selected mode of
operation.

4. The security unit according to Claim 1,
wherein said security programs stored in said processor of
the security unit include a plurality of Special Handling
Modes of operation.

5. The security unit according to Claim 4,
wherein said stored Special Handling Modes include a Load
Program Mode; and wherein the security unit receives a
program from the computer unit, receives a block of data
purporting to be the signature of the program's fingerprint,
computes the program's fingerprint, checks to determine
whether the above block of data is indeed the signature of
the program's fingerprint, and if so, loads the program into

the security unit's processor.

6. The security unit according to Claim 4,
wherein said stored Special Handling Modes include a
Generate Smartcard Mode; and wherein the security unit
receives information from the smartcard's user from the
computer unit, receives a password from the keyboard,
generates ciphering, deciphering keys, and writes
information received from the computer unit and the
ciphering, deciphering keys into the smartcard.

7. The security unit according to Claim 4,
wherein said stored Special Handling Modes include a Read
Smartcard Mode; and wherein the inserted smartcard is read,
and only the public data is sent to the computer unit.

8. The security unit according to Claim 4,
wherein said security unit further includes an internal
real-time clock, and wherein said stored Speéial Handling
Modes include a Login Smartcard Mode, in which data is read
from an inserted smartcard, the current time.and date are
read from the internal clock, and a warning is produced if
the time and date on the smartcard has expired.
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REPLACENENT SHEET 15 15. A data processor systemincluding t
of a conputer™uniT, @ Keyboard unit comunicating with the c

via keyboad 1/ board unit and conputer unit,
and a securi tyﬂnm'“ﬂmmalm mgal d conpyter unit and said k
a manner isol atingc¢satd tonputrer unit from said keyboard unit; said

security unit conprising: a keyboard I/O port connectable to said keyboar d

L0 port, i n the keybgar ol bebOr1EgCghttNdcdsrashaneb! edalioB) ool d

keyboard unit; a menpry storing” sal i Npu at a e oard |/ O port
co%necteleQF%ﬁ&% §§§gogtgrgﬂcﬁpec1a1 Handlgng Modes furtheryxnclude P

Sign Block Mode; and wherein the security unit checks to
determine whether the Smartcard Mode is logged in, issues a
warning signal if the Smartcard Mode is not logged in; and
if the Smartcard Mode is logged in, the security unit
receives a block to sign, reads the signature keys from the
smartcard, signs the block, and sends the results to the
computer unit.

10. The security unit according to Claim 4,
wherein said stored Special Handling Modes include a Change
Password Mode; and wherein the old password and the new
password are both entered in the keyboard, and a new
password is generaﬁed and is utilized with respect to said
smartcard. |

11. The security unit according to Claim 4,
wherein the security unit includes light indicators; and
wherein said stored Special Handling Modes include a Perform
Diagnostic Mode, wherein all said indicators are energized,
the existing stored prdgrams are checked, and the results
are transmitted to the computer unit.

12. The security unit according to Claim 1,
wherein said security unit further includes two display I/O
ports_connectible to the computer unit and a display unit,
respectively; said control means also controlling said
processor to transmit data via said display port to the
display unit.

'13. The security unit according to Claim 1,
wherein said control means comprises preprogrammed software
automatically controlling said processor according to the
commands inputted from said keyboard unit or said computer
unit.

14. The security unit according to Claim 1,
wherein said control means comprises manual switching means
for manually selecting either the Transparent Mode or a
Special Handling Mode.

s

i AMENDED SHEET




port in the conputer unit; a processor storing a plurality of %%EkﬁQiﬁﬁ
o]

NT SHEET
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keyboard I/O port Cisttrlnshitted via said keyboard I/O port to said
conputer unit and is passed through sdPd security unit without any change

bei ng made by the security,unit_in the stored.data I, _the security unit
were not present, and égéoﬁd?ﬁgat%r%F?ﬁﬁﬁﬁeﬁyﬁisﬁﬂlfgguﬂﬁﬂg g%%rein a

sel ect ed secaubingtdignanfi 3 equputex| kit e a keydboardt ugdta inputted via

the keyboar d ddmmusdlcat@dgl #9Eht BRe CORPUIEET lﬂii:.tt% vaadkepBbad! 1 /& pSrts
unit r contro

rocessor (o b B8 ReTPRard hat, SR ST Tode s FREPESELTER TR g
Mode and al sesayxidivegnitheonnecting saish compatterctnih and gaibtessor of the
security uni tkdyboa@ReakitNgnt AemScdy | {301Hting said computer unit from

said keyboard unit; said security unit comprising:

a keyboard I/0 port connectible to said keyboard
I/0 port in the keyboard unit for receiving data inputted
from said keyboard unit; .

a memory for storing said inputted data;

a keyboard 1/0 port connected to said keyboard I1/0
port in the computef unit;

a processor §toring a plurality of security
programs for operating the security unit either according to
a Transparent Mode wherein the stored data inputted from the
keyboard unit via said keyboard I/0 port is transmitted via
said keyboard I/0 port to said computer unit and is passed
through said security unit without any change being made by
the security unit in the stored data as if the security unit
were not present, and according to a Special Handling Mode
wherein a selected security program is executed while the
secret data inputted via the keyboard is isolated from the
computer unit; '

and control means controlled by a command from the
computer unit for controlling said processor to select
either the Transparent Mode or the Special Handling Mode and
also to select the security program stored in the processor
of the security unit for operating the security unit.

16. The system according to Claim 15, wherein said
unit further includes a smartcard reader for reading data
from a smartcard inserted therein, which data is also stored
in said memory; said control means aléo controlling said
processor to process the data inputted via said smartcard
reader according to the selected mode of operation.

17. The system according to Claim 15, wherein said
unit further includes a smartcard writer for writing data
onto a smartcard inserted therein; said control means also
controlling said processor to write data on the smartcard

cssruipvos s
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16. The system according to C aim15, wherein sald uni t .t urthegl R Eﬁéﬁ@ﬁ@§NESHEET
smartcard reader” *ﬁOT‘r—ead-l—ng-elaLa froma smartcard inserted t ‘El’el rzgmg 9&937

data is also st ! said control neans also c
sai d processor M@ _ HmEta i nputtegl via said smart car d=Feader
according to the Sel . f operation. 17. The system according to

Cl aim 15, wherein said unit further includes a smartcard witer for witing
data onto a smartcard inserted therein; said control nmeans also controlling
said processor.to wite data on the smar t car d according to the sel ected
node of @FECFCiRG tes thehsedpatad meds phepreratdem 15, wherein said

stored Special Handlg, nm%éiﬂéﬂ ‘&E&ﬁi—rﬁ?%@réﬁﬁﬁn MdeyhabeiRi Baige
Sec”r'tys%gk%afg%iéﬁi é%%ﬁgnégégnincludes a Load Program Mode,
wherein the security unit receives a program from the:
computer unit, receives a block of data purporting to be the
signature of the program's fingerprint, computes the
program's fingerprint, checks to determine whether said .
block of data is indeed the signature of the program's
fingerprint, and if so, loads the program into the security
unit's processor.

19. A sécurity unit connectible between a computer
unit and a keyboard unit in a data processor system,
substantially as hereinbefore described with reference to,
and as illustrated in, the accompanying drawings.

20. A data processor system including the security
unit of Claim 19,
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conput er ;uni,t, receives a block of data purporting to. be the signature of
the programi s fingerprint, conputes the programs fingerpeint.,. checks to

determ ne whether said block of data is indeed the signdj wee; Qbehftfr HEET
programi's fingerprint, and if so, |oads the,programint the securit 3?

unit's processor. 19. A security unit co ec?TbIe bet we D@chﬁgﬁ§§4ayglt
and a keyboard unit in a data processor systen1 "subst ant

her ei nbef ore described with reference to, and as illustrated in, n, the
acconpanyi ng draw ngs. 20. A da@A MShcl udi ng the security
unit of C aim19.

ABSTRACT OF THE DISCLOSURE

A processor unit connectible between a computer
and a keyboard unit stores a plurality of programs for
operating the processor unit according to either a
Transparent Mode wherein stored data inputted from the
keyboard via a keyboard I/O port in the processor unit is
transmitted to the computer unit, or according to one of a
plurality of Special Handling Modes, and is controlled to
select either the Transparent Mode or one of the Special
Handling Modes.
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