;abe3e]Z2"d6T?DC - 1 DESCRI PTI ON Mthod and System for Renote éé%;

Software Distribution and Install ﬂmmmmmmﬂﬂm ND OF THE | NVENTI ON  The
present i gxpadydoede general Iy rel at Wd of softw@,ﬂp@mgzbut i on
in adigital conputer network and, nogg, gpecitically, to a nethod and
system for renote distribution and i nstallation of digital conputer
progranms froma source data processing systemto at |east one target data

processi ng system wherein the conputer prograns, in particular, are
transferred as packages which are specified in a package |ist. A method and

system for the distribution o f e in a digital conputer
network i s disclosed in U SP Igateré% anxgsldgbgq The software and data are
«conbined into single entities referred to as "packages". Software packages

are stored in a centralsfackage archlve and transfe rrogr.am accesses the
central pack3fE qmoties f %hﬁk% Abf t war e

'packages. The transfer progran%ﬁaaghggaglggggnto speC|fy besi des ot her
attributes, the date and tine for the transm ssion and the installation of

t he packages. Once a software package is scheduled sion to a
target conputer, an indication is stored in an out MNMHMEHH@@E gqueue. A
package transfer agent programacts on this indication an sfers the
packageBACKGROUBDCORt THE PHVENMBEOMr chive to the target ¥ em A

correspondi ng package transfer agent on the target systen1p|aces packages

I n an inbound package queue. Finally a transfer daenon determnes the
packageThgperasdntcisventbodi gghgralliyt helphekage thypefieldpEtri bution’,

L@?Eggiﬁﬁggge a1 DE-PRGKREE 1R 3'@141E08! BbhBLEEP netWEXR24R45More?

specifically, to a method and system for remote distribution
and installation of digital computer programs from a source
data processing system to at least one target data processing
system, wherein the computer programs, in particular, are

transferred as packages which are specified in a package list.

A method and system for the distribution of software and data
in a digital computer network is disclosed in U.S. Patent No.
5,845,090, The software and data are combined into single
entities referred to as ,packages™. Software packages are
stored in a central package archive and a transfer program
accesses the central package archive to schedule transfers of
one or more software packages. The transfer program enables a
user to specify, besides other attributes, the date and time
for the transmission and the installation of the packages.
Once a software package is scheduled for transmission to a
target computer, an indication is stored in an outbound
package queue. A package transfer agent program acts on this
indication and transfers the package from the central package
archive to the target system. A corresponding package transfer
agent on the target system places packages in an inbound
package queue. Finally a transfer daemon determines the
package type and acts accordingly. If the package type is
‘Distribution', then it messages the package to start
installation.



Furt her, known software distribution/installation approaches ' |ike the |IBM
Tivoli Software Distribution product have in general two concepts for

bringi ng sfdéysesed froma software repository to a parti culmimigasse
conput er system These concepts are called 'Push'-Mde and ' Pull'-Mde

di stribution. A Push-Mde distributionis initiated by an operator or an
automated process froma central point, aimng to force a software
installation on all reachabl e target” §y§tens of a desired range. The

Push- Mbde distribution has di sadvantages in | arge conputer environnents,
especially environnents read qye everal ,contipents, the nunber of
reachabFE¥F%?ﬁetk%9%?eﬁ%gﬁﬂﬁr%eg+§£ﬁipu§ﬁﬁﬂ4%nqﬁﬁiﬁ%glﬂ%eaPEF?%ﬁh?%ct t hat

"a st andai e eOHYSERM WOL ¥S1 Bt §OPtWaYe Bl ot iver 1 &5 Sptbenct ighvye heurs a day
and there is a |ot of planning overhead to pake sure a set of targets is

h
onl i ne, 98ReERe ¥R \CORGRP EReIOF SPFHBITDS UM FY2EAKEE PP o eSOFFHRF S ones,
wor ki ngrBgys st @@Iéd@aﬁtb@wafow@?@@r&ﬂ@ﬁ@é& Spsht&hl ethese sof t ware

installation is not melcone'durlp office hpurs.'The |l ast fact js not

real |y GOBEeBFend¥®rcatkiQer §9§?egb€?d%\m% el hetheae | S et R s a day
but again for enduser systens, where either the users have to be forced to
| eave their nmachines up after work or to wake the systens up by hardware

feat ur e Bueh-Medewis i@¥$ﬂoﬂhi§hi%%®i4ﬁﬁdtﬁyaﬁ%j?Eﬁﬁ%¢?5r°%Iintarget_
SYSt eNB 4|\ RoRERRE . phocE98t £ASH &Ockheral BEnesCcra hethPush- Mofee di st ri buti on,

a Pull-Mde distribution is initiated by a user of a target conputer system
or the safgeereyinehrliaklen qreabttrsaghanloftarget naystens ioh #my be

initiat agﬁ]@ea A 8L, BRS, phsB-MEHE ONBd{ CRM YL SHITAAY @i SYETLMR DFe sISHR

| ogon, W thout user attendence, or by user a interface giving a |list of
avai | ablargacrempsten eryvibrennenhss orspeciallvteRnironmegEH3BORBd - 3

PCT/ EPQLY 14336, dbir Ptbhe MIGRe 6 Sthé Dol | S To sliGaibes ¢diegadvant age over

i
t he predescri de technlque that the target systemis already
onl i ne amehempanaly see i pathen smaklartls Butdunetelriwatachithale PULL- Mode

di stribgfiedatg dhdls@P BIRREtAE BN Iidy 1he SHBidd DLdionindstald By on can

not be determned I n advance. This may result in target systens which are
not updapedsia davieanrd nleere is aolof REckNwing QFFEFLRIE nkC 23%Yin of the

target sysbem bor ROE 08B s | Ns A8 AON 2 B8Rk ARGk ddfle Lage di stributi on
and network environnment on side of the source system'e.gt.1 when a_| arge
nunber distspeticn|whbl ngakatplese: rTiNetzomes wiverkgieure ardays for
startingogs gh ol DY | 00/L8SEBL PAL PO OTat@ o dn o8 T S0P R L he overal |

t hroughput and thus wll drop distribution/installation performance.
SUVMARYLOFtTHER T INVENTS anpt welcome during office hours. The last fact

is not really a problem for server systems, which are
generally up 24 hours a day but again for enduser systems,
where either the users have to be forced to leave their
machines up after work or to wake the systems up by hardware
features such as Wake-On-LAN, which may not be available for

all target systems in scope.

In contrast to the aforedescribed Push-Mode distribution, a
Pull-Mode distribution is initated by a user of a target
computer system or the target system itself. The activation of
the installation may be initiated in a quiet mode, i.e.
automatically during a system or user logon, without user
attendence, or by user a interface giving a list of available

packages to select from for installation.



It is therefore an object of the present invention to provide an inproved
nmet hod and systemfor the renote distribution/installation of conputer

pr ogr ans. wig o2iseegdnot her object to allow for an autom zed pCT/EP01/14326
distribution/installation of conputer progranms on a nultitude of renote
conput er systens. These objects are achieved by the features of the

i ndependent cl ai ns. Advant ageous enbodj nents are subject matter of the
subcl ai ms. The concept underlying the3dnvention is to choose a particular
di stribution node, depending on the availability of an envi saged target

conmput Sy fore attenpting CT/ EPOL/ 14326
dlstrlgt?% gugglﬂggﬁ d+?€¥ﬁ53€a?%eFe§§%%%ﬁ?O%a%oF %V%§Y§%Fége avaht omati c
‘node swthehpngdescpebédr Prshwodd tebhatgse athatratheatdygeni sgbtag 1o an
aforedesgribgd PULL- or USE% ngE lf,.the target €%§Fen1can be reached,
the propbSeaddi QRLiBG: VBRR pFogedss EﬁguFﬁ?%ubﬁ HackAge 1ist step by step,
installing one package after t he ot her. The invention particularly proposes

a built-i ueu nmechapi sm whi ch en s th dlstrlbut on, process to
Rart P hoRBESERIRREr | OF gers SYCPaREas (ThakbrRt ok £hi CRELEES ¢ he

di stri bekaen t@ﬁér@éraﬂderﬁ@bﬁﬂbu@ﬁoﬁ/ﬂ%taﬂ&tlm &hipthepepation. |If even
the reschedul i ng does not succeed, the proposed nmechani sm swi tches, over to

an aut HeeFeERiDed Pl 2ABRCRhef 21§ HBAY cePRt F ViR (CRERRT sSSP ERRR) Wi ar )

forced apembPlipaneed dist ikt s 0fceaitot§ahdedro v baxs]é aat viehBshL- node”.
BRI EF DESCRI PT] ON, OF THE DRAW NGS The i nvention_w || now be described in

the fol FHRENg 199idref dehdi FargehasYBiem 1F e i¥dedbodi ment from which
further features and advantages mnll becone evi dent, whereby reference is
made to_the _acconpanying drawings. In the drawings, simlar or functional

i denti cHP 2@ALERR/ a8 P2k el et WER® qia%m%tl%f@%ree Wiks.

environment on side of the source system, e.g. when a large
number of users is logging into their systems, will cause time
delays for starting a distribution/installation or cause a
decrease in the overall throughput and thus will drop

distribution/installation performance.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide
an improved method and system for the remote

distribution/installation of computer programs.

It is another object to allow for an automized
distribution/installation of computer programs on a multitude

of remote computer systems.

These objects are achieved by the features of the independent
claims. Advantageous embodiments are subject matter of the

subclaims.

The concept underlying the invention is to choose a particular
distribution mode, depending on the availability of an
envisaged target computer system, before attempting to



Fig. 1 is an overview of the different software distribution (SWD) nodes in
accordance with the invention, by way of a flow diagram Fig. 2 is a nore

detai |l ed Wonysdégagramillustrating main steps of the SW prcagEms/19het he

invention; and Fig. 3 is a flowdiagramillustrating a queue manager
mechani sm proposed by the invention. WO 02150660 PCT/ EPOL/ 14326 - 5 Fig.
4 is aflowdiagramillustrating a preferred enbodi nent of the SWD process

in nore detail. DETAI LED DESCRI PTI ON "A PREFERRED EMBODI MENT The proposed
software distribution (SWD) nmechani smruns through a series of different

process n_.di ent s e i p_Fj are three
distribﬁ??%ﬁfﬁéggsgu gg%%g%hgkfo¥§%eg%5 ﬁgngggﬁg%rggt% tP%Y?iggége(lnitial
Pul | ), SbaadbonaPishmiddeswhAtthingt asi per Pakinedbdeichvheneracese " Trust ed
Pul I Mde, and.ihe, Authori [ I _ r gar de _hovel

P A e A T i S e s
‘host i ngmsyist efi shehtemgas bgskgmooad beaneachedi hehdrpsoedsedl | Mde
process Endpoi_nt 104

R or e P n PR ERr R rPEaSS Lubf  tabatonls BhFRbeS e heb LBy TbF Eeh, ®

request ¢flspatkaggsonknpacheye sfepr the &Phesends 108 a request for the SW
distribution/installation to a Tivoli Enterprise Console server (T/EC) 110.
The T/EC 110 triggers 112 a script which initiates two tasks 114, 118, one
cal I'i ngThBeinvbrtiohhpattistibady pidposSesabebGiRengueseéteingl aunched on a

gat eway 116, j.e. in e present enbodjnment_a | ocal, sourc ode
server.m%%gggéﬁﬁnﬂhﬁﬁgkeTT Eanég?tg ?Eatég? ??%ﬁ?%@‘t?egﬁﬁgtﬁgrcontents
of the peskagechableobathettasgstemystenvakd apealesti?d aasequese file in
a requegisgggggtggaegggaxés and reschedules a next PULL or PUSH

operation. If even the rescheduling does not succeed, the

proposed mechanism switches over to an authoritative PULL-mode

where the respective target system(s) is (are) forced upon

PULL-mode distribution, a so-called “authoritative PULL-mode“.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described in the following in more
detail by way of a preferred embodiment from which further
features and advantages will become evident, whereby reference
is made to the accompanying drawings. In the drawings, similar
or functional identical features are referenced with identical

reference signs.

Fig. 1 is an overview of the different software
distribution (SWD) modes in accordance with the

invention, by way of a flow diagram;

Fig. 2 is a more detailed flow diagram illustrating main
steps of the SWD process of the invention; and

Fig. 3 is a flow diagram illustrating a queue manager

mechanism proposed by the invention.



WO 02/ 50660 - 6 PCT/EPA /14326 In the follow ng, the SW request 120 w ||
be handl ed by a Queue Manager (QVER) 122 |ocated on the GN124. The QVER
122 execuingpo2msobéaop 126 in which the first step is to readp@E/P@ilisfgquest
128 stored in the request queue directory. As a next step, the QVER 122
generates a trigger script 130 and finally it |aunches the generated
trigger script and activates the request 132 by noving the request fromthe
request into an active queue. The bétgréhand described |l oop is executed
continuously until all requests stored in the request gueue are worked off.

For each. | aunched, trig ript_and activated re i | ePackageBl ock
s distFiButadl nst a"rrggo‘fsﬁlﬁﬁrt‘lﬂelkﬁ?s‘&%%gi% t%ﬁ%‘ﬁ t he
installation statasbodimbrtked thé $WD wacdeds a:hsfmr@ddecmtll nstall ed
package, and dependent on the results of that check, according to the
invention, a node switching to the PULL- or PUSH Mode initiated 138. These
-di stribution nodes will be discussed in nore detail below After a node

swi t ching shoul d_have_heen occurr e PUSH request will be
attacheag?%1¥%% HaeRIF 60 sRR |§€EE$€§E§)£ﬁB$$&%%§£ of the Standard Push
Mode 142, the SWdistribution process starts on a Tivoli Managenent

Franemnrk server (TMR) _144. At  fj| rst aféwaunnlqg on the TMR sel ects SW
package§h§4Br?B?s?ﬂesﬂfEWFFBu@F6 F?h%?%??a ) IAACRIRLFBTIY ar get | st

148 forthpgughfid esepie&ENdpouDESePént apﬁ@&e@@éﬁ)ul@diétéd)romhﬂi:ﬂféf@pac kages
are determ ned. Thereafter the TMR inserts 150 and dis Hggtes 152 an
accor di RYS FeRBesdS afOWRaABf Bi G- t he TREERSIEE oLiHES it F1%ed request

gueue 1§5dggcgﬁggrpplﬁ%GM$15§emﬁégﬂah§sﬁurther processed by the QVGR 122

descri bed bef orehand urther, in case of the Aut horitative Pull Mde 158,
the first four steps “selecting packages to "distributing a request’ WO

02150660 - 7 PCltERSHAAABE01146de 1DRivi£liment) cal with the corresponding
first four steps in the Standard Push Mdde 142 and thus are not descri bed

again. But in contrast to the Standard Push Mode 142, the request is

directly sent frogsih@aER 260nhVheaej n an “authoritative EP l ogin 162 is
performed. As in the other distribution nodes, the request is then put in a

request queue 154 |ocated on the GN 156 which i's further processed by a
QMR 122 as descrikesdopetatedantull Mode,

wherein the ‘Trusted Pull Mode‘' and the ‘Authoritative Pull
Mode® both are regarded as novel vis-a-vis the prior art.

In Fig. 1, for every process the corresponding hosting system

is shown as background frame.

In the Trusted Pull Mode process 102, an Endpoint (EP) 104,
i.e. a target computer system for a distribution/installation
of software (SW), provides 106 a list of requested packages.
In a next step, the EP sends 108 a request for the SW
distribution/installation to a Tivoli Enterprise Console
server (T/EC) 110. The T/EC 110 triggers 112 a script which
initiates two tasks 114, 118, one calling the other. The first
task 114 ‘Create SWD Request' is launched on a gateway (GW)
116, i.e. in the present embodiment a local source code
server. The second task 118 ‘Insert SWD regquest from EP‘ reads
the contents of the package list on the target system and
creates 120 a request file in a request queue directory.



The three nodes 102, 142, 158 therefore differ in the way of inserting a
new di stribution request into the request queue. The main distribution

process W | ed by a central script, the above descrpdaggpeddyidzs Whi ch
is responsi ble to nonitor a special directory called the predescribed

‘request queue' for SWD request files and to activate them by [aunching the
mai n distribution script once for each request. Additionally, it nonitors
t he nunber of concurrently active distdibutions providing a sinple
throttling mechanismto prevent the systemfrom overl oad. The key feature
of the proposed distribution mechanismis mai n di stribution script that

sel ect sl Wtﬁ%H%Wlech%tﬁW%an‘ae%%‘? Ml k% handEhepdnta (EP)
avai | athxhé&é/ MESIQEL piMERPtiny 16cHtSd rébutte awackagernd foldie B is not

avai |l ab an automati c node switching handles this situation by nmeans of
an aut oWERFELeS 2 cHPOR) 126 tHe HuLCh BRe phorsottel i tuitepad ig next

Te- SCheagéﬁIhé@t ?28"% 284 LAN £12@ ﬁé‘&_@é@%'@ué@é%e@doﬂﬂ ahord gkt | T the

EP can reached, e mai n distribution Script runs through a package |i st

step bys%m,p,thels@éﬁmuh@og@emike@eaawwg%emﬁm 13ﬂwearpqid‘girré%%lbf t hese
i nst al 'fE'PQuﬁa?é@ Erg@b%ﬂf’é‘té@r@ﬁl %51%1'& d&:ﬂ;ﬁ@ daer GedivdtastEd es the

basi ¢ steps pertorne redescr main stribution script during a
SWD pr ocegsesly 13WbYnGobeD the reqaay Epon 43ms veguedt alntewenli agram |t

I s errpggé%%@% @?%t hase Eéf&? %b&eyﬂiﬂé@%@wmw@&w Havi ng

starte process, Fie request queue 1s read and a first request
bei ng feemeimionshe Istet'lDO@ll nI@qwia%WWQﬂleue timuriefesie qugYdwW ng

st eps, % %_Hé%%e f#st for the particular request is worked off. At first
it is check any itens are left in the package list. If at |east
one itemis left, the itemis read 206 as next item If not, the process is

successpyel 4. b Sleh 208 - gbh | dci S ark ek Alfhedd Aeghisenidy addressed

EP (target syste is aval ine and accessible. |f available,
t he i nsfihleRachageBladic wrdmtrllmet\e@zflmmablm&g?ed larstthe BRarted 212 on

t he EP. v n%eag: node
SW tChI]?]dg]IJI'I% tllg{)t%?l chgsgﬁrl#% dEFE)t#lé&[%ry I nstﬁ:l[ | 'at1on C{i;\l/anisj3 successf ul
214, itfos e;an:dpeth:&mﬂexmétaapd sttzwﬂeleilpacrl@qmecamﬁ dgpendrixt 9emis

| ef t i I i SRS a Zddde
descri bedé] fﬁg d%a%a%xée%u ed éag%%fnélllf 1-{(532114 revgecgr?s t hat the
i nst al Is&almhm ot the RIBEsf Lﬂ)r %U%d@octw Jtl’cllrﬁlmg‘:Q% 1t3rﬂ edlkeselescri bed

herein &% Pgm%e i &, | f the
PUSH no ﬁtisélégf{@dé% ‘bfl her chec %ﬁldﬁg I'T at eaz?egoriﬂe PUSH

att errptAftsezr ea tmode svsl’crrchJa'dg r@u@byd thawe tb@emmﬂmrnﬁd,attleermeﬂ S

pre-sp e ﬁ%‘ﬁ i i ation |s
resurre ﬁc'n)l'('j %%ﬁ?ﬁﬁ%ﬁ?&% stﬂ?féb%ﬁ%%l}%@n?[ tfir{aéti(g%lgdrée)gic %éd 220.
there islsw PUSH Zxtenpt left, it is switched over 222 to the PULL- node and
further checked 224 if at |east one PULL-nbde attenpt is left. If so, the

installation is resumed and a next PULL-node distri but.i on/j nst_al | ati on
r eschedin ech2@60f CGlherSkardardePpsibdésde i 542, riilehdill Zgstribution

process starts on a Tivoli Management Framework server (TMR)
144, At first, a task running on the TMR selects SW packages
146 for the distribution/installation and creates a target
list 148 for the different Endpoints or target computers for
which the packages are determined. Thereafter the TMR inserts
150 and distributes 152 an according request and transfers the
request to an above described request queue 154 located on a
GW 156 which is further processed by the QMGR 122 described
beforehand.

Further, in case of the Authoritative Pull Mode 158, the first

four steps ‘selecting packages' to ‘distributing a request®



WO 02/50660 - 9 PCT/EP01/14326 It is enphasized that the above descri bed
switching over to the PULL-node in case of no PUSH attenpt being |eft
forces t heygidshsgsode upon the target system and insof ar | prgEideieas an
“Authoritative PULL-nbde . Fig. 3 illustrates a queue manager (QVER)
mechani sm according to the invention by way of a flow diagram First it is
checked 300 if any requests are contained in the request queue. In the
request queue, in the present enbodrhéht‘requests are stored in an order
determ ned e.g. by the tine of creation of the request. That tine

determ nes the _priority whi ¢ch a request i s prpcessed. In the foll ow ng
it is asdBnedt Pﬁaﬁrﬁhédsm%éFFﬁngEhrE%?eggﬁfﬁﬁpﬁgdﬁ%ﬁe SFEL1TP8%n. It the

‘requeStsﬁéﬁﬁelﬁoﬂhéll%aﬁﬁak§a§ﬁsBHEOHGQMQ§taﬁ@ZthuQ ihe noeseskcexpapl e a
request having_assigned n = he request w || ecﬁ gcefggd 304 by the
Bieded

queue ndfagBr. BPL F@ FﬁgﬁréﬁEcE@dt§66 Fpngdapdelup nmet8®anp

(threshpbgheks Qécagééétl}hgehﬁtEEmeEBékEPrQBDdﬁ§e§§bﬁd§hlng of the
request processi n bei ng art of he, ti i S not

exceededauFFOFéth#ﬁ@d Egckogénsiéﬁ 364P?ﬁ§§r8§@rnﬁﬁgl% ?t° Fe. If the

tinme StaﬂBtkibﬁfﬁéﬁdﬁQdebt tﬁe”@éhuégﬁckgdtﬁeﬁ phtt fg ackbygegtegtens
currently overloaded. If so, unped back to step 302. If there is no

active §béuéosa&errogn, thﬁ 6y héﬁtwéh§5ké§ S4pther RECEaFFedt by afgatiGRy st em

is already agt  uerlibedOpeitbrbfahdPed back to step 304: Qtherw se, the
request Is set into an active queue 312. The latter two steps represent a

throttling nechanismbuilt in the QU3R, as indicated by the dotted line. In

addi tioppe tbﬁrgwﬂha HRGE§92Can 460Nt 8N+ RRRLEGLe2ATreEF Ol nhaRdl 1Ay beat ures
to make sure t |str|6ut|on process is started only when certain

prerequisbestingeanney NoWtrébBELPRgregURRE. intoathe crefivedt efBBarmeNnt of

the S o h tuesohbrde36hi B@dai BeAPrg1det ail . WO
02/ 5066 Hé ﬁgiﬁP %E%CF??§§§6§§SSE§? t%e Brefeque3|tgsa|secheck|ng 400 an

Endp0|nSCN@pﬁgethefabﬁ§eEd§p§rhbe@ OMgRgethéshplif cFespRRetPLlestenline. |If
It is S@bhht et 2243k Eaghed§£&eeo&gec§§y@aa£hehﬁggaeéeglbe&04reaﬁ@s£urther

action epen s on the retry setti assed durlgg the confiqguration and
t he retayesedt @gr SWlDf raqmaﬁ‘e? @hlEANaaét tenagbbvaas §]'é15@c]t>¥d aurrhRgng

requesttﬁg éh@ﬂr lbﬁeésﬁtﬁEE?% Pﬁbgtfgklgagﬁ galhedy . This script has

to be fr |on m ni strator(s) due to ossi bl e
d|fferehdéstnpnaﬂéYMaytammak§gpsathﬁonumh9rb@f|ﬁPFF&%éGntbﬁaﬁﬁ i¥eter a

boot dehﬁ¥t9§%h%§oﬁ98 r%gﬁdgﬂgpﬁegimgﬁétEﬁrb%t@gﬁbnmééﬁﬁﬂﬁgm496 If it is

onl i ne now, e procedure sw he next check 410. If not,
reschednkevepti the $VEteRpEaPMmedvERLORE ol | owing appl y.

The key feature of the proposed distribution mechanism is a
main distribution script that selects a particular
distribution mode determined by an Endpoint (EP) availability,
before attempting to distribute a package. If the EP is not
available, an automatic mode switching handles this situation
by means of an automatic switching to the PULL- or PUSH-mode,
an automatic re-scheduling, a wake-on LAN, an automatic

| resume, or an aborting. If the EP can be reached, the main
distribution script runs through a package list step by step,
installing one package after the other. The progress of these
installation steps can be monitored on the T/EC.

Fig. 2 illustrates the basic steps performed by the
predescribed main distribution script during a SWD process by



- If the nunber of push retries (attenpts) is greater than 0, the request
is. noved into a hold queue. A distribution process is generated to
re-insertwoh®@/semuest into the request queue. The process pE/EmiQfREi cal ly
schedul ed to a nunber of minutes in advance fromthe current time as
configured in a 'Insert Distribution Request' process step. After this, a
T/ EC nessage is generated with severlt% WARNI NG stating that the

u

distribution is rescheduled. - If the fhuhber of push retries is equal 0 and
the nunber of pull retries 414 is greater than 0, the request is noved into
a pull queue_416. be re tarted when the, Endpoj nt S in next tinme.

- If th¥e¥uRbef S#Oﬂughaﬂgﬁﬂle 4t iscgunnasiag Fhétnﬁhﬁéﬁ 6 eB8l FaRetri es

s equabeOpetlermeduastomatieygdy,.nto the abort queue 418, sending a T/EC
nmessage 420 with severity M NOR, statlng that a package |ist processing had

failed WO 02/50660 - 11 PCT/EPOL/ 14326 and giving the | ast attenpted

file pagkegfgl Brhbeedr29a0entl shd. gééeeéshafhegreaﬁése gddubesssrghgve, a
T/ EC nessage of class SWD Start 422 is sent and the distribution process is

start ed2B¢ RafihEREngedueRdi oeiphl Serndcrillibedsetr 2Bat EntpeaRurEERVEf i | €
packageqghk@gek on to the target 424. |If this programreturns with a return
code 428 other than "0, the distribution failed and the |ist processing

will be cancelled. It should be noted that there is optionally a retry

feat ur epayghhabhe EBlﬁthﬁbrb%ékbontﬁétﬂéEngéali§tOEo§”tﬁét'Ve Endpoi nt .
Two T/ EC nesdages are sent, one of class SW Failed 428 with severity

M NOR, BeatifplekaregHesgudsenprkadkafé. dﬁgtfiﬁﬁtléﬁ hascheckedcéRésful and
one of ¢kaggySYPehkShrEaiked ﬁﬁot%tﬁaéﬁé@é'iisﬁ' Ng?saétfé 5g bhat a

package Ilst pr ocessi g had fail ed an aglvmg t t attenpted file
packagelfemt he hefSagehei dtem i raad' Jfsesphestkitent uFAsnot, atlfeEC

Tessageppbcelgsss WP SUsEeve1¢391hssRER 200d bhen! L6l 18T ORESRLATIPON! i nues

wth the next . pac ackKkages ave been success
di stribdfed, cunéentév pdd@@ggedgEBnﬁtamgeh ayst@mﬁnbssagalbmbb¢ass SWD Li st

SuccessodB2ndi LASEURBEL IRV ESSyandat e, reqbieshotsy 1Buedh | g ohbe done

queue for reference. During processi ng, severa EC nessages are
generat@@rrgnV|hgemnoépéhatBﬂckh@epbsstbi$t§t@bt%@szl% emntkerEBngbfng

di stribyf}ORs. 1§hﬁogt§%£195biée [ eapesiubel. 960§€é '@%gaﬁﬂdtQme&ért of

every single distribution I's sent wth” severity to si t hat
t here i 8Wsbakipgotvssinhedor RS Eﬁ%ﬁrﬁb%@rb©h®W0nIﬁnﬁh¢hhn$t%ll$¢b@@35|ng

have a @ﬁéréﬁ BQQéfﬂleﬁﬂhnglgg fimp & § Eeﬂﬁ @téy £bOSHS.LLe; §1 A5t

event. en the process has e endi ng nessage Is cl osed
as mellchﬁnkgdthé @rn@xtcéﬁamti@nleﬁhaimstha ppekage at LSt beEhBRe i n this

case an; PperaLof o8¢l PRel 8tBBRIBRET Y. 215 488EPibed beforehand are
executed again. 1If check 214 reveals that the installation was
not successful, a mode switching is tried as described
hereinbelow.

At first, it is checked 216 which mode flag is set. If the
PUSH mode flag is set, it is further checked 218 if at least
one PUSH attempt is left. It is noted hereby that the number
of attempts is pre-specified. If a PUSH attempt is left, the
distribution/installation is resumed and a next PUSH-mode
distribution/installation rescheduled 220. If there is no PUSH
attempt left, it is switched over 222 to the PULL-mode and
further checked 224 if at least one PULL-mode attempt is left.
I1f so, the installation is resumed and a next PULL-mode
distribution/installation rescheduled 226. Otherwise, the
process is finished 228.



WD 02/50660 - 12 PCT/EPO/1~t326 is no error, no message W ll be open
after the list has been processed. WO 02/10660 - 13 CL AI MS

PCT/ EPOL/ #3edsodeo A net hod for renote distribution/instal lgifesniaisgonput er
prograns froma source data processing systemto at |east one target data
processi ng system based on at |least two distribution/installation nodes,
conprising the steps of: checking, if the at |east one target data
processing systemis available; perforfing the distribution/installation,
if the at | east one target data processing system bei ng avail abl e;

nmonitoring, if the distribution/installation is successful; and
It  is emphasized that the above described switching over to

the PULL-mode in case of no PUSH attempt being left forces the
PULL-mode upon the target system and insofar is regareded as
an ‘Authoritative PULL-mode‘.

Fig. 3 illustrates a queue manager (QMGR) mechanism according
to the invention by way of a flow diagram. First it is checked
300 if any requests are contained in the request queue. In the
request queue, in the present embodiment requests are stored
in an order determined e.g. by the time of creation of the
request. That time determines the priority with which a
request is processed. In the following it is assumed that the
ordering is represented by numerals 1 to n. If the request
queue contains at least one request 302, in the present
example a request having assigned n = 1, the request will be
processed 304 by the queue manager. It is then checked 306 if
a pre-specified time stamp (threshold) is exceeded. The latter
check provides scheduling of the request processing, as being
part of the OMGR. If the time stamp is not exceeded, it is
jumped back to step 304 thus defining a wait state. If the
time stamp is exceeded, it is next checked 308 if the active
queue is currently overloaded. If so, it is Jjumped back to
step 302. If there is no active queue overload, it is next
checked 310 if the current target system is already active. If
so, it is jumped back to step 304. Otherwise, the request is
set into an active queue 312. The latter two steps represent a
throttling mechanism built in the QMGR, as indicated by the
dotted line.

In addition, the SWD process can contain control and error
handling features to make sure that a distribution process is

started only when certain prerequisites are met.

‘Now referring to Fig. 4, a preferred embodiment of the SWD
process containing these features is described in more detail.



switching the distribution/installation node, if the
distribution/installation not being successful. 2. Method according to

clai m1 whay ®@s06dohe conmputer prograns are transferred as paekeERa4gi ch are
identified in a package list, the nmethod conprising the particul ar steps
of: . pre-specifying attenpt nunbers for retrying a push node and a pul
node distribution: retrieving a next package identified in the package
list; checking if the at |east one target data processing systemis

avai |l abl e; WO 02/50660 PCT/EPOL/ 14326 - 14 if the at | east one target
conput er

systemis avail abl e then starting i al latjion qf the package on
Che. tar GBE 331 £5r BEETETE Sy ok GEREIARGe 0P) 25, ErERed N MopGeR ode
at Ej errp}g iifs thef E‘.nd@?im e a:rai_grealscdfm@u}btie&g sgrslruemt) SIS I@nrmﬁ@.d'ugt fitbutsi on
and, if nq_.push_ node  at t is t, but a ast one .pu attenpt is
Fert, 1 e gOtnd VPddatad e 5 Tk SSTEIP I8 s L0Pb it 14617 Shevet hod
accordi Frtdet! acHidn \WRPeeidy e the' getrgakatpinges pakgesy sueihigs thet
avai l abl e after several retries, performng the particular steps of: if the
nunber @Pnﬁl}gﬁr?@t’-rope?’ids%'ﬂeét % B4R tHS fnovi ng an
distribution/installation request into a hold queue and schedul i ng
re-insertion_of the._request into a reguest que i f. the nunber of push

i

e:
retriesTs eqiraP HakeqOorndALaRdiosy 4 @IWaFeﬁﬁﬁégteg &Pé&P@ratﬁéﬂuﬁ?%noving

the request iBh@iguiiditiotjeus addregtiasktrigtwWien it be tanged.compgt er
systemlogs in; if the nunber of push retries is_equal Q and the nunber of

pul | retriesSEEipfulirso toa fglilied MdgliesctiipPoLyn the local

administrator(s) due to possible differences in the way a
wakeup action may be initiated. Again, after a boot delay
period 408, the Endpoint status is again checked 404. If
it is online now, the procedure switches to the next
check 410. If not, reschedule options 412 explained in
the following apply.

- If the number of push retries (attempts) is greater than
0, the request is.moved into a hold queue. A distribution
process 1s generated to re-insert the request into the
request queue. The process is automatically scheduled to
a number of minutes in advance from the current time as
configured in a 'Insert Distribution Request' process
step. After this, a T/EC message is generated with
severity WARNING stating that the distribution is

rescheduled.

- If the number of push retries is equal 0 and the number
of pull retries 414 is greater than 0, the request is
moved into a pull queue 416. It will be restarted when
the Endpoint logs in next time.

- If the number of push retries is equal 0 and the number
of pull retries is equal 0, the request is moved into the
abort queue 418, sending a T/EC message 420 with severity
MINOR, stating that a package list processing had failed



abort queue. 4. Method according to any of clains 1 to 3, wherein queuing a
distribution/installation request in a request queue and setting the

di stri but ixanéa/seséeal | ati on request into an active queue if wepERnARSG fied
time being exceeded. 5. Method according to any of clainms 1 to 4, wherein

further detecting an active queue overload and checking if a WD 02/ 50660
PCT/ EPO1/ 14326 - 15 <currently selected target data processing systemis
already active. ' 6. A data processinglprogramfor execution in a data
processi ng system conprising software code portions for perform ng a nethod
according to any of claims 1 to 5 when said programis run on said

conput er . 7.andc6ﬁﬁéﬂgrtbﬁoéﬁéﬁl9&59@@te§t5ig§ BACkagenpot Eheusassadhedi um
conprising ceypuier readable program nmeans for causing a conputer to
performa nmethod according to any of clainms 1 to 5 when said programis run
on said conputer. 8 A software distribution systemfor renote

diStrib%&%@?’h?§iﬁ?'BEEQ?dP%l@O%B%EEraBBGgEaH£T?E€”h€s§8&ECSfdéi ss
processi ng Sés emto Q.t_ east one targgt gta prOCGSSI ng syst em based on .at
| east tW¥DdBsartbdRRohsi sendl kadi shenddesribuhpeisprgcemsans sbartadcki ng

avai'abbkgiﬁﬁgéaﬁggrét'kai%%fﬁﬂﬁokﬁﬁgﬁélﬂaEé ngﬁfiﬁhﬂg Eﬁétéﬂkféﬂtfor

perform I button/installation dependent on the results of the
avai | abifiileypahbaaenglomians tor thenteogehg4Lhe AFsthibuproatrémstall ation

processfeﬂﬂgngeéﬂﬁhferé%h%%hbaaetHﬁsdbﬁhékbghéﬁnﬂb“StEhéati0” mode,
dependent on the results of the nonitoring. 9. sof fware distribution
syst em fldstrébhvtéodi Saiilkdt eod/ ithet dlbht Poacessingpuwiél beogengeliedm a

;gg;geogﬁgghpgggfﬁgkggtéés%%Ekt%h%&e'?QSBpQESnEfi9eé datayPEQLEESLNg system
available if a distribution actually fails on an active
Endpoint. Two T/EC messages are sent, one of class SWD_Failed
428 with severity MINOR, stating that the current package
distribution was not successful and one of class
SWD List Failed 420 with severity MINOR, stating that a
package list processing had failed and giving the last
attempted file package in the message field. If the

" 'wdistfpblock' returns 0, a T/EC message of class SWD_Success
430 is sent and the list processing continues with the next,
package. When all packages have been successfully distributed,
the list processing ends with a T/EC message of class
SWD_List_Success 432 with severity HARMLESS and the request is

moved into the done queue for reference.

During the processing, several T/EC messages are generated,
giving an operator the possibilty to easily monitor ongoing
distributions. The start of the request list processing and
the start of every single distribution is sent with severity
WARNING to signal that there is some process in work. Each
distribution and the list processing have a corresponding
ending message, which generally closes the start event. When
the process has been successful, the ending message is closed
as well. Only the error condition remains in open status

because in this case an operator action is mandatory. If there



WD 02150660 - 16 PCTI EP01114326 distribution/installation nodes, wherein
the conputer prograns are transferred as packages which are identified in a
package | wag02/4086d system conprising a queue nmanager ' whi gfcl/BRiuges a
request queue and an active queue for handling the renpte distribution. 10.
System according to claim9, where the queue manager conprises neans for
checking if a pre-specified tine is exceeded and neans for checking if the
active queue is overloaded and, if n'otl,‘2 for setting the request into the
active queue. 11. Systemaccording to claim9 or 10, where the queue
manager .conprises neans _faor. checki.ng.if a current rget, data processing
system i® &A% EXFPTacHOVECEREIS Mot P 8P egletatfi%ﬁﬁ ﬁ:ﬁg ﬁéc?%ei’tasi §™ he
‘active gureuwessed.
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1. A method for remote distribution/installation of computer
programs from a source data processing system to at least
one target data processing system based on at least two

distribution/installation modes, comprising the steps of:

checking, if the at least one target data processing

system is available;

performing the distribution/installation, if the at least

one target data processing system being available;

monitoring, if the distribution/installation is

successful; and

switching the distribution/installation mode, 1if the
distribution/installation not being successful.

2. Method according to claim 1 wherein the computer programs
are transferred as packages which are identified in a
package list, the method comprising the particular steps
of: .

pre-specifying attempt numbers for retrying a push mode
and a pull mode distribution;

retrieving a next package identified in the package list;

checking if the at least one target data processing

system is available;
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CI[IIIIIXSMBi%lgég g% l%gé% g%e %gége&)computer system is available
then starting installation of the package on the target

data processing system;

otherwise, 1f at least one push mode attempt is left,
resuming and rescheduling a next push mode distribution
and, if no push mode attempt is left, but at least one
pull mode attempt is left, resuming and rescheduling a

next pull mode distribution.

3. Method according to claim 2, wherein the target data
processing system is not available after several retries,

performing the particular steps of:

if the number of push retries is greater than 0, moving
an distribution/installation request into a hold queue
and scheduling re-insertion of the request into a request

queue;

if the number of push retries is equal 0 and the number
of pull retries is greater than 0, moving the request
into a pull queue and restarting when the target computer

system logs in;

if the number of push retries i1s equal 0 and the number
of pull retries is equal 0, moving the request into an

abort dqueue.

4, Method according to any of claims 1 to 3, wherein queuing
a distribution/installation request in a request queue
and setting the distribution/installation request into an
active queue if a pre-specified time being exceeded.

5. Method according to any of claims 1 to 4, wherein further
detecting an active queue overload and checking if a
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currently selected target data processing system is

already active.

6. A data processing program for execution in a data
processing system comprising software code portions for
performing a method according to any of claims 1 to 5

when said program is run on said computer.

7. A computer program product stored on a computer usable
medium, comprising computer readable program means for
causing a computer to perform a method according to any
of claims 1 to 5 when sald program is run on said

computer.

8. A software distribution system for remote
distribution/installation of computer programs from a
source data processing system to at least one target'data
processing system based on at least two

distribution/installation modes, comprising:

means for checking availability of the at least one
target data processing system and for performing the
distribution/installation dependent on the results of the

avallability checking;

means for monitoring the distribution/installation

process; and

means for switching the distribution/installation mode,

dependent on the results of the monitoring.

9. A software distribution system for remote
distribution/installation of computer programs from a
source data processing system to at least one target data
processing system based on at least two
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handling the remote distribution.

10. System according to claim 9, where the queue manager

comprises

means for checking if a pre-specified time is exceeded

and

means for checking if the active queue is overloaded and,

if not, for setting the request into the active queue.

11. System according to claim 9 or 10, where the queue
manager comprises means for checking if a current target
data processing system is already active and, if not, for
setting the request into the active queue.



