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1. Field of the Invention The present invention relates
to the field of cryptography. More particul arly, the present
invention relates to a circuit and nethod for protecting di gi tal

i nformation transferred between integrated circuits of a nulti-chip nodule.
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bal ances, netering el ectronBé : EHE INVENTION| yi ng digital
signatures to electronic docurrents or contracts etc. Due to the
sensitive nature of this information, it has becorre necessary to ensure

that its 1. 1 N'FR&A4 bt theilSventiot ect ed upon being transm tted outside the
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transm ssion wthiny.the c
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Currently, many companies are now using personal computers and
centralized mainframes to store sensitive information (e.g., confidential,
proprietary, etc.) in digital form and to perform logical operations utilizing this
information. These operations may include, but are not limited to adjusting credit

- card account balances, bank account balances, metering electronic content usage,
applying digital signatures to electronic documents or contracts, etc. Due to the
. sensitive nature of this information, it has become necessary to ensure that its
ihtegrity is protected upon being transmitted outside the physical confines of the
‘computer casing as well as during transmission within the casing.

Ideally, digital information may be protected within the computer by
N encrypting the data before it is transmitted through bus lines that support
) _’ R communications between electronic componcnts each containing an integrated
- circuit (“IC”) chip. Additionally, to prevent recovery of digital information stored
or processed on-chip, normally acccmplished by removing a portion of a single
chip package covering the surface of the IC chip and directly examining the IC chip
'itsélf, the package may be made of a special packagihg material or the integrated
~ circuit may be coated with a special material within the package. These techniques
- have been in limited use for a number of years in order to protect integrated
‘circuits, targeting the military market, by increasing the difficulty of exposing the
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. _ memory density, with less empha51s on logic transistor density or performance

| _ However information transferred between IC chips within a multi-chip package is

- susceptible to fraudulent modification or illicit observation because the packaging
material proximate to the interconnect may be removed without harming any of the
IC chips. Thus, systems utilizing a multi-chip module are susceptible to fraud by
unauthorized persons unless an additional protective mechanism is implemented.

Therefore, it would be advantageous to develop a multi-chip integrated
- circuit package (commonly referred to as a “multi-chip module™) that is designed to -
 greatly mitigate the probability of successful physical attack.
_ SUMMARY OF THE INVENTION

- The present invention relates to a circuit and method for protecting digital
- information transferred between integrated circuit chips of a multi-chip module.
‘The apparatus comprises a first integrated circuit chip and a second integrated
- circuit chip coupled together through an interconnect. Both the first and second
integrated circuit chips include cryptographic engines coupled to the interconnect
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circuit package (commonly referred to as a "multi-chip no that is
designed to greatly mtigate the probability of successful physical
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The present invention relates to a circuit and nethod for protecting
digital I nformation transferred between integrated circuit chips of a
mul ti-chip nodul e. The apparatus c@aprises a first integrated circuit
chip and a second integrated circuit chip coupled together through an

I nt er connect. fl ' : ioh r faShiCHEt chips
I ncl ude crypttgggflp‘)kf'n gr?é?ﬁ@%%ﬁ%ﬂﬁgg‘fﬁ%ﬂon%ﬁ%g%@c? . WO 98/ 19420
PCT/ US97/ 144 4imterconnect and decrypting incoming information received from the interconnect,.

for the purpose of encrypting outgoing information being output across the
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fromthe follown lescriptr, present 1 nven I'n" whi ch:
Figure 1 is aftomthefollomingdetailed desaiptign afthsipresantdneention in whishst em i ncl udi ng
a - mul ti-chip nodul e enpl oyed as a bridge el enent. ,
Figure 2 is a bl ockigdieDisamiRistatiis blbek diagragnérost ldsibnielsystera ineldihg &hi p
nodul e opti nal I*/. sl_ﬂhown af th}ﬁ br.i dgcﬁ_ﬁl erignt of Figure 1.

Figure 3 is amuft-ehiR modplesmploysdas 8F “C&™ ni ti al i zati on procedure
performed by the nmulti-chip nodule of Figure 2. Figure 4 is
an illustrative f| Gigotes2 is adflockdiagramrofia pogferred embedimentaf gheymhlti-chip

chip modul e ofyof1d'9pimally shown as the bridge element of Figure 1.

Fighre 3 is an illustrative flowchart of the initialization procedure
performed by the multi-chip module of Figure 2.

Figure 4 is an illustrative flowchart of the normal operations of the multi-
chip module of Figure 2.

DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention relates to a circuit and technique for ensuring digital
information, transmitted through an interconnect between individual IC chips of a
multi-chip module, is profecte_d from physical attack. In the following description,
some terminology is used to discuss certain well-known cryptographic functions.
For example, “information” is one or more bits of data, address, and/or control
information. A “key” is an encoding and/or decoding parameter used by
conventional cryptographic algorithms such as Rivest, Shamir and Adleman
(“RSA”), a Data Encryption Algorithm as specified in Data Encryption Standard
(“DES”) and the like. A “cryptographic algorithm” (commonly referred toas a
“cipher”) is a mathematical function used for encryption and decryption. A “digital

. signature” is a sequence of information typically used for authentication purposes.
“The digital signature is created by applying a cipher to the information using a key
to produce an encrypted sequence of information.

Referring to Figure 1, an illustrative embodiment of a computer system 100
employing the present invention is shown. The computer system 100 comprises a
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: | example, the CPU 105 may be implemented as a multi-chip module in which the
: processor core and on-chip cache may be separate IC chips representing logic
circuitry and memory, respectively.

Referring now to Figure 2,2 preferred embodiment of a multi-chip module
200 protecting digital information exchanged between two integrated circuit chips |
is shown. The multi-chip module 200 includes a first integrated circuit chip 205
and a second integrated circuit chip 210 coupled together through an interconnect
215. The interconnect 215 includes a plurality of communication signal lines
- providing bi-directional (or uni-directional) communications between the first and
- second integrated circuit chips 205 and 210. The multi-chip module 200 further .
 includes a first plurality of I/O ports 220, and optionally, a second plurality of /O
ports 225. The first plurality of I/O ports 220 are used to provide information to
and receive information from the first integtated circuit chip 205 while the second
plurality of /O ports 225, if implemented, are used to provide information to and
| _recéive information from the second integrated circuit chip 210.
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Referring still to Figure 2, the first integrated circuit chip 205 is logic
: : circuitry (e.g., a processor core, etc.), including a small amount of non-volatile
o memory. The logic circuitry includes a cryptographic engine 245 which is also
used for the encryption of outgoing information within the first integrated circuit
. 205 prior to transmission through the interconnect 215 and the decryption of
R ) ihcoming information received oVex_' the intgrconnect 215. The small amount of
non-volatile memory 250 is used to contain the sectirity key 240 also placed therein
at manufacture. Itis contemplated, however, that the logic circuitry may further
- “include a random number generatof (not shown) to produce the security key, or
perhaps the session key, during initialization. |

- During communication between the two integrated circuit chips 205 and
210 in an effort to securely transfer digital information, one of the cryptographic
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Referring now to Figure 3, a ﬂowchart 1llustratmg the initialization
¢ procedure of the preferred embodiment performed at manufacture in order to load

the security key within both the first and second integrated circuit chips of the
multi-chip module is shown. When the first and second integrated circuit chips are
.manufactured as individual dice, such as a flash die and a logic die for example, a
set-up key is implemented into their masks (Step 300). The set-up key is a fixed

" number and is static in nature. Next, the flash and logic dice are packaged to create
~a multi-chip module (Step 305). These dice are powered up, causing one of the
dlce, such as the logic die, to initially generate a random number internally or
obtam a random number extemally to be used as the security key (Step 310). The
l_oglc die encrypts the security key with the set-up key to produce an encrypted
-"‘kfey establishment message” and loads the security key into its non-volatile
”m_cﬁ)'bry (Step 315). Thereafter, the ldgic die transmits the key establishment
message to the flash die (Step 320).

Next, the flash die decrypts the key establishment message with its copy of
the set-up key to obtain the security key and stores the security key in its non-volatile
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e (e Gl e e Sl il B ERGY ol 30t b o
internal |y or within a@msmmgeafacpxgmgnmgp %&Q@Pﬁ’é‘m»ﬁﬁlﬂ FESEHEBL0R he

security key (Sale@ee%laﬁ)imegbedcmncﬂlpmtspﬂza-ﬂwrmehpmﬁf;mui ty key with
the set-up key to ce an_enc

abI IS
and | oads the s&¢B g‘i“Fﬁ‘b“’l%&%FF‘%’F%’tﬁolpé epﬁ% ‘3 3%“’33’?5)
Thereafter, thewhmt;us:uﬁdeltharanam'ymdignal h@nmowbansahwmrough the nessage to

the flash di e (Rherlh )ortodecﬂ'ptdlgtal mfonn%ﬁiﬁ upoﬁl?é'ce \Jn?ggé'h f}lﬁ&’(ﬁgﬁﬁpt s the

key est abl i shrrent rressa e ey to obtain

the security key‘fm“% Mﬁé%em#@%e‘ﬁl( @943@;/ ini ts non vol atile WO
98/ 19420 T
PCT/ US97/ 14442 Wh:le certain exemplary embodiments have been described and shown in

the accompanymg drawings, it is to be understood that such embodiments are
merely illustrative of and not restrictive on the broad invention, and that this
invention not be limited to the specific constructions and arrangements shown and
. dgséﬁbed, since various other modifications may occur to those ordinarily skilled
. m the art.



-7- St ep 325). Thereafter, the security ke ed as
a symmetric o%ﬁgm}y ( for exchanging a session key to conggct f?n gﬁ#%peed
crypt ographi ¢ conmuni cati ons bet ween both integrated circuit chips.
Referring now to Figure 4, a flowhart illustrating the normal -operations
of " anmulti-chip nodule in order to protect digital information
transm tt ed—threugh—tte I nterconnect is shown. First, the

mul ti-chip . up (Step 4003- Thereafter, the fi rst

i ntegrated WW“H l{ﬂu @Hmns execution of instructions in its

ROMinitial at process, it generates am
(Step 405). ‘Next, the first integrated circuit chi p encrﬂggﬁegmms&plmd

key with the security key whichoigmsgored in non- y of
both the-first and second integrated circuit chip ﬁ\

Then, the first i ntegrated circuit chip transmts
encrypted vm'th Q‘?‘ E‘ﬁfy key, to the second integrated circuit
chip (Step 415)~ RELVESRG i nt egrated circuit chip decrypts the encrypted

session key to retrieve the session key in a non-encrypted form and
stores the session key within any storage facilities (e.g.,

non-vol ati | e -nenory 1. RAVA mulirehipmedule compriging: t he second i ntegrated
circuit chip (Stepsadgiterbotinket; From t hat p0| nt t he crypt ogr aphi c
engines utilize the ESSI on k rodu seudo rapndom stre

which is used eit her"l 1 @ﬁ%’?&‘/’é% %1"" thPg'ﬁﬂg‘ﬁ\Cf’glé‘ﬂ Sta*aﬁinough t he

i nt er connect oﬁrstory@mgrqpptcmhgguetbainglcnﬁ]ﬂcdmm@mtupmnectew vi ng encrypt ed

Wil ¢ certain ex'eRLPg%a;"’“ “#Eeéé%“%%%*?énﬁ"ﬁ“%%@‘n‘ﬁ?esgé‘?ﬁ%ﬁ%hlﬁ sagine:
the acconpanyi said srcand Fryprographicenginebeing saupled iube inercoriseh enbodi rrents are
nmerely illustrative of and not restrictive on the broad invention, and that

this - invention not be linted to the specific constructions and
arrangements shown and The multi-dieip anddotecaccandingao chimdywhetenesaidiidi f i cat i ons

may occur to t m?eqﬁatgﬁ Gk dnlpy fu?thélehagdes a non-voldfle flfhoff dlement, said non-

‘volatile memory element contains key information used by the first cryptographic
engine for encryption of outgoing digital information before transmission over the
interconnect and for decryption of incoming digital information received by the
first cryptographic engine over the interconnect.

3. The multi-chip module according to claim 1, wherein said second
integrated circuit chip further includes a non-volatile memory element, said non-
volatile memory element contains key information used by the second
: cryptographlc engine for encrypuon of outgoing d1g1ta1 information before
transmission over the interconnect and for decryptlon of incoming digital
 information received by the second cryptographic engine over the interconnect.

4.  The multi-chip module according to claim 1, wherein said first
 integrated circuit chip executes a stream cipher algorithm to encrypt the outgoing
digital information and alternatively to decrypt the incoming digital information.

5. The multi-chip module according to claim 1, wherein said first
cryptographic engine is dedicated to performing cryptographic operations on the
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What is eyGosdda0 S: A—mhti-chip nmodul e CO”prt-é'i‘l%Qw]/lmz an
L

| nt er connect; a first s circuit chip including a first
crypt ogr aphi ¢ engi ne, sai dummﬂm ,E i c engi ne being coupled to the
I nt erconnect; and as circuit chip including a second

cryptographi c engine, said second cryptographi c engi ne being coupled to the
| nt erconnect. 2. The multi-chip nodule according to claiml
wherein said first integrated circuit chi9 further includes a non-volatile
nmenory e]enent, said non- volatile nenory el ement to contain key _ .

i nformation t gulging@esltalihforindatioh befors IrmnHiSHSPhirSughIRe Mferédne&NEdyPt i on of

outgoing digit i nf ormati on before. transm ssion over the | nterconnect and
for decrypti of’lIzti at}vﬁB’o?ﬂ § MFPEER S &l R ORmAHQN- RO feseint @V the Hdereqnnget.
cryptographi ¢ engi ne over the interconnect. 3. The multi-chip
nodul e according to claim1, wherein said second integrated circuit chip
further includes abnon- bk multi-shipenodule atcording to claiimol, wderein sdidfirdte nmenory
el ement to co '

T e g BELAEN ST e P20

engi ne for encr%@'t i on of 0! tgm n&a_l gita ormati o oretr ssion
over the int eFlEBRRed SRghPoRORCIAIcPRRORyTEl RIS APgnglkey informatiownsedt i on
2 ecei ¥ﬁd byI t bethediratredytogmpleig Eﬁghbmmﬁl@a@é@?fonﬂd&? ukéﬂt@%ﬁé}gﬁf‘tﬁbta_l

: e mul tj - e or.di to clai erein.sai | Fst

i ntegrated ci ?r%w ag%ﬁ?gé&hn%ggeéﬁ?%%cé??é’B%Hm?ﬁja‘ﬁg\g’lr‘f‘B RPYEE al gori t hm
to encrypt thinteseangectagd o déorypt ingoimingdigitakinfomobatidr receiedd yethy fik decr ypt
the incom ng gl ﬂohﬁ}f hiciEn@ngRivELCRe int 5. The multi-chip nodule :
according to f:yfvgi m 1, vvhgrei n saie'(ljn ?ﬁc?gr%eccrypt ographi c engine is dedicated
to perform ng cryptographic operations on the outgoing digital information
before transm ssiog thr h the .interconnect. and.alternatiyely on. the
incoming digital i Tor'rrgﬁggwhh"gwﬁ"P‘E@Eﬁmmfﬁl?émiéﬁ’éﬁdﬁ%‘wga

random number generator.

8. - The multi-chip module according to claim 7, wherein the random
number generator produces at least the key information. ' '

9. The multi-chip module according to claim 6, wherein said second
integrated circuit chip includes memory and support logic.

10;  Anelectronic device encapsulated within a multi-chip module, the
. electronic device comprising: ,
- first circuit means for processing information, said first circuit means
encrypting outgoing digital information prior to transmission, and decrypting
incoming digital information after receipt;
second circuit means for storing information, said second circuit means
encrypting the second set of digital information prior to outpﬁttin_g digital
information to the first circuit means and decrypting outgoing digital information
from the first circuit means after receipt; and -~ -
| connection means for interconnecting the first circuit means with the
second circuit means.
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-O- Date: - 6. The mul ti-chi
WO 98/1942 : : M?}E;‘;‘
according to cl a(l) m 1, wherein said first integrated circuit chi p’k&ﬁ%l udes

logic circuitry and an on-chip, non-volatile nenory el enment, said
non-vol atile nenory elenent to contain key information to be used by the
first cryptographic engine to establish a session key used to encrypt
digital information before transferring to the second integrated circuit
chip over the interconnect and to decrygif-i ncom ng digital information
received by the first cryptographic engine over the interconnect.

7. The nmulti-chi ﬂlmd%eeﬁe@&ﬁ@%&%taec&hﬁ ’Bﬁalfnﬁ? Werélr‘i‘m Ul " andom

nunber generat or. e according 16 ¢laim 7,
wherei n the r BXaBHRCHgeATrsHERPERBhIC Prgineanda frsijntemad prbmeecnycaprblsafs used

to produce at stloﬁﬂg ke)t h&n‘kﬁﬁon wﬁsﬁsmbn@ypnng the outgomg Qigital ikfmatéd | - chi p

nodul e accor di wher ei d_secon | nt rcuit chip

i ncl udes mem)#’é}% Wbsﬁlgp hggf,ccpnd Cirdiit theais a%m deﬂwpgﬁé?lercgﬁf% devi ce
encapsul at ed wifommation from the sedong cinedumeanst he el ectroni c devi ce conpri sing:
first circuit nmeans for processing information, said first circuit means
encrypting outgoing digital information prior to transm ssion, and
decrypting incom ng2di gllhe-leletlﬂfnﬁzfdm&dc@@co?&hgiodlﬁﬁﬁllpﬁunhermdudesasecond
circuit neans_f storbl ng i nformation, said second circuit neans
encrypting thBangg CIOSEES5Fa Y gi tal i nformation prior to outputting
digital information to the first circuit neans and decrypti ng out goi ng

digital information fromthe first circuit neans after receipt; and
connection neans f &3 i nibe elsetrraia devipempeording & claim tliwherebmthe sogonl t he

second ci rcucﬁcuiﬁ&amsmcludesasecond&ypto}h@hi%leﬂgméﬁﬁu £se26Md ferAfiCOr ding to

claim 10, wherein theé Etm es a first c.r%ptographlc

engi ne and a f¥° P‘é)fy?al?fi 2 ?ywmg%Q%to&pmstéqm RIRE 48RS mati on to

assi st i n encinfgrmatign pipuicothpdfinsirintiiig meais andfin deayptong theadtgoiag tigitak M ssi on

to the second; rﬁéx{fra%ﬁfﬁﬁﬁﬂéfﬁgiréd&rﬁ%&ypt ing the digital information from
means. .

the second circul

14. A computer syStem comprising:

a bus;

a memory element coupled to the bus; and

a central processing unit coupled to the bus and packaged as a multi-chip
module, the central processing unit includes

a first integrated circuit chip including a first cryptographic engine

and a first internal memory element, _

a second integrated circuit chip including a second internal memory
element and control logic iricluding at least a second cryptographic engine,

and ' ' : | '
an interconnect coupled to both sald first mtegratcd circuit chip and

| the second integrated c1rcmt chlp

- 15. The computer system accordmg to clalm 14, wherein said first
mtemal memory element of the first integrated circuit chip includes a on-chip cache
that contains key information used by the first cryptographlc engine for encryption
of outgomg digital information transmxsswn over the interconnect and for -
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PCT/ US97/ 14481194 12. The el ectronic device accordi ngciRsotad 11 D
wher ei n-t he secong circuit means includes a second cryptographic engine and
a second internal nenory capable of storing key information to assist in
encrypting the digital information output to the first circuit nmeans and in
decrypting the outgoing digital information fromthe first circuit neans.
13. A conputer system conprising: - a bus; a nmenory el enent
coupled to the bus; and a central pildeessing unit coupled to the bus
and packaged as a multi-chip nodule, the central processing unit includes

a first integr JaTMyTe AR gi ne and
a first mterngcEE ﬁbﬁSng%nE I@B&hy OEN&kgéggggﬁgilnteg?%?é§80|rCU|t
chi p including @gg’é(%ﬁﬂthpmtéﬁcﬁ‘&?whenory el ement and control ltogic
including at | east a second cryptographic engine, and an
I nterconnect coupled to both said first integrated circuit chip and the
second i ntegr at ed ci I&ui t Thdhe¢qmputer system aﬂ:ehrdinzh@claimnbﬂt\drereiysaidmmdor di ng

to claimls, g+ g%xs&tcﬁm@ganwsﬁcﬁmk ﬁﬁfelanem&g epémén*a%m*d'nroﬁt -

i ntegrated ci rcw AN on-ch ntain
i nf ormation to w&aq}gwm?yy @ﬁ@@ﬁ@&?"@*ﬁbtﬂf%ﬁpéw the sgcend encrypt i on of
outgoing digita p:aéx@pmbhgaefdr%ﬁ&ypmmu@g&i &1§Ea1|1ﬁfoﬂﬁﬁﬁlﬂ'lﬁf6reand for

decryption of i ncom n I nf or mat i ecei.ved.by the
crypt ogr aphi c %\'7@?’%‘&?8"?‘??%8%3? deeryption °f‘"¥‘3m‘ ﬂf‘@ onput er
syst em accor di ngfdrmandnarenmﬂzai bynthe sedond siptbgsaphinehginttioygr the éderconneni.t chi p

further includes a non-volatile nmenory elenent, said non- volatile nenory
element to contain key information to be used by the second cryptographic

engi ne for encryptiofy of Phe &y dpwerd, geﬁaahcdrmhg&@ahin@msbﬁ{e%ismetsea&ﬂm ssion

‘over . the interc.onn t and f.or tion,.of incom i nfQroati on
recei ved by t hé"® ‘éﬁﬁ‘?’ eeonsh iptsertrdc “FHigdi“B?réCﬁ@Gﬁ HP
cache.

18.  The computer system according to claim 14, wherein said first
integrated circuit chip of the central processing unit executes a stream cipher
. algorithm to encrypt the outgoing digital information and alternatively to decrypt
" the incoming digital information.

19.  The computer system according to claim 14, wherein said first
a ""c%ryptbgi'aphic engine is dedicated to performing cryptographic operations on the
 outgoing digital information before transmission through the interconnect, and
o Aitﬁrnaﬁvcly, on the incoming digital information upon receipt over the
interconnect. | |

20. The cqinputer system according to claim 17, wherein the first
. _integrated circuit chip includes a processor core including the first cryptographic
_engme and the first internal memory clement that contains key information used by
o the first cryptographlc engine to establish a session key used to encrypt outgoing
' d1g1tal information before transmission to the second integrated circuit chip over
the i interconnect, and to decrypt i mcormng dlgltal information received by the first
B cryptographxc engine over the interconnect.
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16. The system according to claim15, wherein t nd i nternal
menory elvgﬁggl?&gé the second integrated circuit chip incl [E%@Sﬁnﬁ‘?-chi p
cache. PCT/ US97/ 14442 17. The conputer system according to
claim 13, wherein said first integrated circuit chip of the central
processing unit is capable of executing a stream cipher .algorithmto
encrypt the outgoing digital. information and alternatively to decrypt the
i ncom ng digital information. 1812. The conputer system according to
claim 13, wherein said first cryptographic engine is dedicated to

perform ng cryptographi rations.on the.outgoi.n igital information
before transni ssi o_rﬁt hr g{i‘gf?g{“ﬁ&é"?ﬁxs el%?ﬁfﬂgj&?g, Eog%‘ﬂmgzr(fg’%ﬁ%ﬂ BEMS on the

i ncom ng di gi tintegrated girouit ¢hipiinghdas 2 modominumber geriemtémt er connect .

19. The conputer system according to claim 16, wherein the first integrated
circuit chip includes a processor core including (i) the first

crypt ographi ¢ engi 29, andiheicomphieesystenSiccortify olaiEID WheRirtiE Bindb@ cont ai n
key information to be Iglied b%ﬁth lfi{ﬁt Cré?trfqrﬁ?iaghi C engine to establish a
session key udWEOPEEASIH© ?sgagi% e 7% WFORSMmt i on bef or e

transm ssion to the second integrated circuit chip over the interconnect,
and to decrypt incomng digital information received by the first

crypt ogr aphi ¢ engi @8- ov ¥ methediof, transfesring digital informatiorpigetweentrefirstandut er

syst em accor disggnll thtégrated cikhit N iRl oh Rt BySdn ihietcBARdteatingi r CUI t Chi p
i ncl udes a random n

. far.. ., The | t t o
according to (ﬁnaemeuﬁ, % egﬁfﬁ{'%p Fﬁ’i‘?ﬂ@nﬁhﬁﬁ‘?@é‘?’d “(?E?Pé’t%g‘ggge ?etépss f)aglme of
produci ng signal s gemutating gesdonkey bt the fies integrated eiycuirvhip; mat i on.

22. A nethod of tARSLELS hBSesdiof ik With A sPhIHi ORey PSS Gl Rod-Ldi5die 2Nd

memory element of the first integrated circuit chip at manufacture to produce a

message;
transferring the message through the interconnect;
decrypting the message with the symmetric key stored in a non-volatile
memory element of the second integrated circuit chip to retrieve the session key;
and :
. utilizing the session key for communications between the first integrated
d circuit chip and the second integrated circuit chip of the multi-chip module.

'24. A method for initialization of a multi-chip module having at least
- two integrated circuit chips connected together by an interconnect, the method
comprising the steps of: - -
implementing static key into masks of a first integrated chip and a second
integrated circuit chip; _
y packaging the first integrated circuit chip and the second integrated circuit -
 chip into the multi-chip module; '
~ powering the first integrated circuit chip and the second integrated circuit
= _chip so that a randomly generated key is loaded into the first integrated circuit chip;
_' . encrypting the randomly generated key with the static_key to produce a |
- message; ' o |
- transferring the message to the second integrated circuit chip;
decrypting the message to retrieve the randomly gehcrated key; and

LTI p—
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second i Wweosmd42¢l circuit chips interconnected by an interge@Rnossissdd

i npl emented within a multi-chip nodule, the nethod conprising:
enerypting a first key with a second key stored in a non-volatile nmenory
el ement of the first integrated circuit chip at manufacture to produce a
nessage; . transferring the nessage through the interconnect;
decrypting the nessage with the second key stored in a non-volatile nenory
el enent of the second integrated circuitl3hip to retrieve the first key;
and utilizing the first key for conmunicati ons between the first
integrated circuit uflkipg t8darddoml fifed ot first fiddraed| ipe

mul ti-chip m)duclrﬁ. ﬁ)g f%‘%‘l'/ Uslg?ﬁ4442 . & bihﬂ{c}ﬁlb

12- 23, ancrihg serendl JeErRed FiiPHLFRiR R axShanes sessigndersion ssiuret to the
encrypti ng of corhmuficatidn dveythetintercamtennd f urt her conpri ses generating the
first key internally within the first integrated circuit chip, the first
key bei ng used as a session key. 24, A nethod for initialization
of a multi-chip nodule having at |least two integrated circuit chips
connected together by an interconnect, the nethod conprising:

i npl enenting a static key into masks of a first integrated chip and a
second integrated circuit chip; - packaging the first integrated
circuit chip and the second integrated circuit chip into the multi-chip
nodul e; powering the first integrated circuit chip and the second
integrated circuit chip so that a randonly generated key is |oaded into the
first integrated circuit chip; encrypting the randomy generated key

with the static ke roduce a nessage,; t44¥uﬁiﬂiiiEL£DE~g§E§age to
the second integrated circuit—ehip; "~ decryptipng the nessage

retrieve the randomM key; and ut i 1%>0ectHastBeer Rpg QU Y
generated key by botiis Mi Mrat ed circuit econd
integrated circuit chipftote sessi on keys f ni cation

*

over the interconnect. '
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