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PCT/ EP98/ 01606 METHOD AND APPARATUS FOR PREVENTI NG FRAUDULENT
ACCESS | N A CONDI TI ONAL ACCESS SYSTEM The present invention relates
to a nethod of and apparatus for preventing fraudul ent access in a

condi tional access systemlinked to a subscriber's receiver/decoder. The 5
t ec hnMETRODHYD HEPABATUS FOR RREYENTING HRATDUYENE ACOESSUN iACCANDEHONMe AECHSE ARETEM: t ed
encrypted data is received and decrypted by, for exanple, an authorised

subscriber's recei ver/ decoder. The term "receiver/decoder"” used
herein may connote a receiver for receiving either encoded or
non- encoded signal s r exanpl tel evi sion and/or radio_signals. The 10
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e receive or exa in a "set-top
bos' cwclmque magtebmdsedfirnnther finldhof data cnmrmmrbathmt Mdl&ra/mtfahsxmttthysr cally
separate receiver. recghver/decoder is stated above as bei ng

"1 i nké&actypted data edﬁerw%m stor sxample, anantherised subserbarlse
possi t the receiver/decoder either forns part of or is
separ g%éeh‘%érrﬁc{) € conditional access system In particular, but not
exclusively, the invention nay be used in a nmass-narket br oadcast

system having sone or all of followi ng preferred features, It may be
an i nfldertarm 3@%&6&%@9 iﬂﬁrwbrreraoamty aePENFTI08 ARFPHVIng EithaTi si on
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appl i I'e or terrest transm ssion e a digital
SYHI envrop hedyeslad icynnott agddchderMeE @ecoding mm*&dpmgﬁﬂsalﬂmbﬁdmeﬁﬂ?ﬁf& 2,
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"di gi tinlcombinationiveitlala ghysically sepavate receivesyst em’ refers to all transm ssion

systens for transmtting or broadcasting primarily audi o vi sual or
mul timedia digital data. Wilst the present invention is particularly

PPl | A feck RefabloRer' o6 Slardd @bdva! o BLEK! GinREa O LRTLobdiBofREMs | nvent i on
15 system, which includes the possibilities that the receiver/decoder either forms part

of or is separate from the conditional access system.

In particular, but not exclusively, the invention may be used in a mass—market
broadcast system having some or all of the following preferred features. It may be
an information broadcast system, preferably a radio and/or television broadcast
20 system; it may be a satellite system (although it could be applicable to cable or
terrestrial transmission); it may be a digital system, preferably using the MPEG,
more preferably the MPEG-2, compression system for data/signal transmission; it
may afford the possibility of interactivity; and it may use smartcards. Again, the
invention may be used in conjunction with a digital audio visual transmission system.
25 In the context of the present invention the term "digital audio visual transmission
system" refers to all transmission systems for transmitting or broadcasting primarily
audio visual or multimedia digital data. Whilst the present invention is particulaﬂy

applicable to a broadcast digital television system, the present invention may equally
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in filtering data sent by a fixed tel ecpmmunications netvvorkfor mul ti nmedi a
i nternet applications etc. As us herein, the term"smartcard"

possess: ngb® 158 o EifErE ¢ Ve%%e%?aﬁ%&ﬁﬂé&mnwﬁﬁf?ﬁe&%éﬁ;devhglmmo

i ncl uded |ﬁtérﬁétsapk,ﬁ5m@}{5eet@hl p devices having alternative physical forms,
for exanpl e "key- shaped devi ces such as are often used in TV decoder
systens. The term MPEG refers to the data transm ssion standards
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invention is to provide a data communi catlon met hod, transmtter and 15
recei ver/ decoder which can be used to provide data to, for exanple,
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card to defraud"the owner of the ri 20 For exanple, "In a MPEG
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message i sappliepble tg tha 'field of dlgltlabd@taémsmxsg@ndu fferent bitmap positions
whi ch have been assigned to respective subscri ber identities for the.
nmonth, only the presence of a "1" authorising use of the right for t he
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15 receiver/decoder which can be used to provide data to, for example, subscribers or

other buyers of reception rights on a secure basis.

In existing broadcasting systems, a smartcard is used by a subscriber to obtain the
reception right and it has been found pursuant to the present invention that there is

a problem of preventing misuse of the card to defraud the owner of the rights.

20 For example, in a known MPEG television subscriber system, the rights of different
subscribers or groups of subscribers can be checked centrally, for instance on a
monthly basis, and an authorising message can be subsequently sent, from a central
station, to each subscriber or group of subscribers to authorise (or to block) use of
the rights. Suitably, the authorising message is simply a "1" or "0" located in

25 different bitmap positions which have been assigned to respective subscriber
identities for the month, only the presence of a "1" authorising use of the right for

the subscriber at the respective bitmap position, a "0" denying use of that right.
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following problemw th this system has Peen identified pursuant to the
pr esent invention. If, for exanple, the original subscriber ceases

paynment fopy,d &ﬁlorv\hﬂgfpr e&m this @YAt?ﬁZFas Yeeh idBarificl ‘f);/l?%ﬁﬁtem ‘gé pbcﬂ } | onger
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present i nghenhextn aamehsmgonfesetage tdn sxpnatebheﬁnlaaald coildllﬂbnﬂl atdesy s@steinel at ed
probl ens where _subscriber rights ma granted over periods of tine which

My 15 de(REFREIAISR MR By "OBERANDLSHIR Jf e dsROGEE IHSTgeeRmastt 4o For
exanpl r d t yment
wher e gl ffe%%@cm é% I’sle rage gg;ﬁ%ag Sﬁ&engﬁg??{segdﬁ c?@?%%eetﬁefmt[ﬁ? o gain
access to subsedberevis has been authosiseditoeuserthoright dndrthe "original!’ snbscabamwmt her
secure seryvice. { the g{g?xXt of the present invention the terns
"EMM and terehy fEaudulgntly; eban t t.An Entitlenment Managenent Message or
EMM is a nmessage designated to one subscriber or to a group of
subscribers. It is usually generated by a subscription aut hori sation
syst em andThe pnﬂdn't pheertidnnsdeks dao doRECHHs giroblem and aotleerusitidlat yor related

encrypt ed WI -cal | .ed "managenent” key for exanple far group use.
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or to some other secure service.

In the context of the present invention the terms "EMM" and "ECM" are utilised.

20 An Entitlement Management Message or EMM is a message designated to one
subscriber or to a group of subscribers. It is usually generated by a subscription
authorisation system and is multiplexed with an MPEG-2 stream. It is usually
encrypted with a so—called ".managément" key for example for group use. Hence it

may be encrypted by a key common to all subscribers in a group of subscribers.

25 An Entitlement Control Message or ECM is a message sent in relation with one
scrambled program. The ECM enables a user to descramble a control word to obtain
the right to descramble a television (or similar) programme. A key (termed herein
an "ECM key") is passed through the EMM to a subscriber because the smartcard
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t he subscri ber needs the ECM key to deci pher the ECM The deci phered
ECMis used to descranble the control4wrd and hence to descranble the
progr ame. _According to one aspect of the present invention there is
provi ded asgebhake sifbsciiberpureets thei BGM keyu chibecipharcthe BCMN Thee dediplicredal
access systemwhich is |inked. to a ubscyri ber!s receiver/decoder for
recei vi ng BfMeift i“ﬁ?“erf@n‘ﬁ‘csﬁﬁﬂgﬁ%n@ﬁtc‘?%@ia\jef and( bepge o descramble the
subscri ber§04r%m§ abl e said systemto provide access for a respective
subscri berp, € net hod including the step of: programm ng the
recei ver/ decoder only to accept a current EMM of a current 10 cal endar
period if it has received at |east a previous EMM of a previous cal endar
period. Accordipg @ mﬁeasa?%tﬂfewpcﬂm‘f?ﬂg%‘prﬁg therguiguprerided ac asthadapf be
sol ved. I | Sshe .15
tranam’ ¢ PG PEgE AL PRG BEERTHEY o et BB bR BB b
\rM?ceihvi, ng sﬁh@ribm;sr esdeivehhibeoddr ot Itg%di‘ddg rndamhtidghmti nfansgedent rt?éssagzhec K

et her sai d previou MM has been, received. Jdn a first
pref er r ed (ENMY if%ﬁtg,rmaheﬁ sERWF‘BE‘ﬁttSi fﬁ@bfei I SYHisetg Broyidentgesss for a
concernin ; el 2GS Sfhsu C pondi ng check date
I nformat i gﬁﬁfgﬁ%g%%%g’riéﬁ%egﬁ%@%l ous n??ghetﬁéé gg'ccess, such check date
i nformati on congbgramiming theeceiver/deceditaaisnto abaept 4 airntEMMILf aldlinencan be a
particul arI?/ efficient way of putting the lnvention into practice.
In a sktorsalepdan psrioddif dhBeurasaived af lrast a predaws ENHYIeof # perviciisi giendar an ECM
key gjeﬁg previ ous cal endar period. This is a convenient alternative
way of representing 25 such information.

Hence the problem of preventing fraudulent access can be solved.

The method preferably further comprises the steps of:
15 transmitting redundant date information with the current EMM; and
receiving the current EMM and using redundant date information to check whether

said previous EMM has been received.

In a first preferred embodiment, each EMM contains rights date information
concerning a current right of- access and corresponding check date information
20 concemning a previous right of access, such check date information copstituting the
redundant date information. This can be a particularly efficient way of putting the

invention into practice.

In a second preferred embodiment, the redundant date information is an ECM key
of a previous calendar period. This is a convenient alternative way of representing

25 such information.

The subscriber rights may change on a regularly timed basis and the redundant date

information may concern an immediately preceding period.
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redundant date I nformati on nmay concern an i mredi ately preceding
peri od. WO 98/ 43428 -5~
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of 115 oo R olaple BY R shfifhioh WhEtelh b ebRFEIL bR RRE ot
subscri ber s phglitytof reesieer/decodis th & Bfoadcast syseth, tHenfubsdritierd heed fodiivet O

receive a programor prograns and the subscri ber rights could change on

a nont hl y paidifer @s¢uireat saonsh fer theotight v arepeivel p. prograntioe psograms amlythehen be

used to indicate the ri s, for the curprent .mpnth. In this case, when -
the curr _en?“béﬁ"lwqrsu t %é&?ﬁget%ea H’@E@H%B?s“fn%émreeﬁ?&?ﬁﬁ'ﬁy nﬁéthév‘? Pala)e‘_

| nf.or magi ofpe %itﬁxaﬂgﬂﬁy HNE 6448 "to Fhdibate Yhe YRMS FoPthd dfe®iméitf. THTRAI ately
precedi ng nont h. wever, it is not essential to have sequential periods,

si nce t he case, whear thencurremidEMM eisi regeived dryi thits deegdene theomedwtidantedetei n ti ne

and there cquld . be 10 jirreaqul.ar ,a t,s _of real, ti between suc eri ods.
Topi cally, SROATE s tphEHviBlsBENR Ryl s g 4R OF W SRritizlo

precedi ng gRbediflgmdith.| MbweRed if BopeEseHHd t8MAve sequehBAlURIMDdS) since the  When
there are changes in subscriber rights, it is preferable to include, in the

current  "cun@nM and Sprbeions opariods meypbs aonragiasent in tme andpthereenuld de

subscriiption rights of the 15 subscribers in the._group. However his is
unnece arﬂfrelgﬁiagi -ftsoﬂgr%ﬂ%e E‘IE’}P"CCH _sudg B rbggglcéﬁ?% %ﬂi’t\gﬁﬁf‘is% € for

exanpl e, WhRKful HMMIRTS b BhmelRiety PRIcEihABAIEndar perisd AT thBlpeABEs &er t he
respective cal endar period; hence this nmay only occur when there are

changes i nseubstdali ber rights. 20 According to another aspect of the

i nvention, there is provided a transmtter for use in a nmethod of
preventing fraudul ent access in a conditional access systemwhich is
l'inked to Wienlberki b€ EhagtCmaubsideaonte] it isiitefeedtRt ¥ MGlude, Athé theemnt
managenent nmessage iEI\/I\/) for a group of subscribers to enable said
system to BMVL asubgcribst bitmap hpying-poskippe sepresenting subscpiption wights of the
recei ver/ d ' p. a | v . . a.cur.rent .EMM of a
cur r entocapaiperp o s pPo ¢ TR, Yot Iy WRERby i RUGRET S ) o
a previ oussskAbesr arpesdtherisel €ort Epdinple! twdierd ALl bibs6@bers have paid theffeans
for transmtting redundant date information with a current. EMM of a
current caPehseEPtionsy §os dhe sespertivet galendar perdedithenes &his mat Aplyi ofFuE arheBe used

by the theﬁ-éagleei &%B/ggeﬁloﬁﬁgcﬁb%r%@ﬁfék whet her sai_d previ ous EMM has been
recei ved.

D

20 According to another aspect of the invention, there is provided a transmitter for use
in a method of preventing fraudulent access in a conditional access system which is
linked to a subscriber's receiver/decoder for receiving an entitlement management
message (EMM) for a group of subscribers to enable said system to provide access
for a respective subscriber, the receiver/decoder being programmed only to accept

25 a current EMM of a current calendar period if it has received at least a previous
EMM of a previous calendar period, the transmitter including:

means for transmitting redundant date information with a current EMM of a
current calendar period so that the redundant date information can be used by the

receiver/decoder to check whether said previous EMM has been received.
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EMM preferably contains rights date infaormati on concerning a current right
of access and correspondi ng check™date i nformati on concerning a

previ ous righ f access, .such check date information constituting the
r edundant d%‘%‘ MPFFéﬂang contains pights datetipfpemation senqeming dgntrentaight of

i nf ormat i on,Jdypas b K | : ndar period..

According to anot her asgectﬁ%f&{eﬁg @E@éﬁ?ﬁa&oﬁt%@g@% BrigGyigay ight of

recei ver/ deaoess; shar check dateeinformatior tdoastitofing ey estundght f daed! b BRItIGRC CESS
he receiver/decoder being linked to

I n a conditigonal ,access syst t he,

t he condi t i Ofemaly %*sé’es?éf‘%‘gﬁ%ﬁ]ﬂtcb@fwaﬁ%@%bc an ECMpkey of @i previpusin
entitlengntcaq@iaggﬁ?ggg. nmessage (EMV) for a group of subscribers 10 to
enabl e said syste to provide access for a respective subscriber, the

recei ver/ decoder i ncl udi ng: means progranmed only to accept a
current EMM of S\ current cal endar | period if it has received at |east a
previ ous EMWOFIREP Nqtaerespattf dhe inpertioggthere is provided aireceinamdecagiertior

pr ogr ammed : [ Lou ha en 15 received usi ng
r edundant d“?astgelﬁ Fﬁxﬁcg)t h %? ng) Eé%%ﬁng if%égmfl% %ﬁg&ﬂé{lﬂ Ar é‘ﬂ’?ﬁ%{l access SySteEbéﬁg EMM
may cont ai rrecéigéfdecdadrebeing Bnked tootheCRnaRToRRNgLCBsCHYfstedNbnd bBRE Rbvidcqess
and correspondi ngv,check date informati on concerning a previous right of
access, sucir TeCelVIRg,an RnGipment FIa5AZIRGTRS W%%KEW% fay a greup efisubdentitersiat e

i nfor majg onye AhLENakihVv r a ate infornmati on may be an
ECM key of a prev%ogéslacg §e&r:1 ar® pg}rq:%gdg %@bﬁ}g %fh% irﬁﬁgﬁ{“l'%nsultbﬁ?rﬂ’r‘?ér %5 ovi des
a recei ver /rdeaivetédecoddrsinelatlingt | y as herein descri bed with reference to

and as illustrated in the acc&rrpni{\yi ng draw ngs. Al t hough preferred
enbodi ments of tMEMSHHOSTIBREL AnaY dO 3gCept faturentt BViM | afva shoent calendayst em
t he i nvent i QBioldSit 3PS kv & LC1eQ ¢ [ | A tworks.incl udi ng
cabl e net V\DI%ES (not necessar %ﬂ‘; %fg‘ﬁéﬁei %ng e: evI és% g’?lewé&gn%&?%% pcr%{'] .
Preferred features of the invention are now described bel ow, purely by way
of exaég% ?ﬁea\ﬁms txrr;a}! SI., %I}ggr]rggln;e% ;[ohghe%l(c: (ia\(r)hrg%?er;ysla?dg px%l;r?ovt\lﬂs nﬁIsIM \{\QS I’b(?:éxztn' )

15 received by using redundant date information contained in the current EMM.

Each EMM may contain rights date information concerning a current right of access
and corresponding check date information concerning a previous right of access, such
check date information constituting the redundant date information. Alternatively,

the redundant date information may be an ECM key of a previous calendar period.

20 The invention further provides a receiver/decoder substantially as herein described

with reference to and as illustrated in the accompanying drawings.

Although preferred embodiments of the invention relate to a satellite television
system, the invention is applicable to other data communication networks including

cable networks (not necessarily handling television signals).

25 Preferred features of the invention are now described below, purely by way of

example, with reference to the accompanying drawings, wherein:~
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Figure, 1 shows the overall architectureg of a digital television system
Figure 2 shows the overall structure of ‘a snmartcard; Figure 3
shows the structyre o n Entitl enent  Managenent,, Message ( E used in
t he condi ti onal &E@SLS Qs Bt Over archxtectu% ?glﬂtaiﬁ‘ggﬂsﬁe%?%ct ure of
an EMM encrypted by a group nanagenent key Kg common to all subscribers
in a group and is included for illustrating a probl em encountered in
exi sting syst ensFigure 2 shows the ovefalh strect8res¢fomsmpetcardpf t he structure of an
EMM encrypted in accordance with the i nvention; 10 Figure 6
illustrates a first preferred enbodi nent; Figure 7 is a flow
diagramil | ustr ag; ' f g

Figure 8 ill ust ?%?g% %ﬁ?ﬁs{tﬁi_&ﬁ%ﬁtﬁc&ﬂa@?xﬁﬁ%ﬁnmm .ag@rﬂgnt Meslglas?JpEeMRA)s hows
a digital hisedds s comiitionat eptasosysfsraf em 1000 i ncluding a convent i onal
digital television system 2000 which uses the known MPEG 2 15 conpression
systemto transmt conpressed digital signals. MPEG 2 conpressor 2002,

'n a brogdcast cgiggf% shEFEINERrulnfit OF b3 EMMIBRry el 25 dgonpi,ﬁﬁla'gg?g?ét ream

of vi deo si he conpressor to a nu exer
and scranbliey Kg com2fod tbyall isubszoibed0iica gibwp rantltis pineluded 260 dllustatihgas a
plurality of further inpuf. . ..Signals, assenbles one or nore transport
streans andPPPiRLFRGoYN g"rf't)’rne%’g%t %%@Fetmaﬁ’ 20 signals to a transmtter 2008
of the broadcast centre via |linkage 2010, which can of

Figure 5 shows part of the structure of an EMM encrypted in accordance with

the invention;
10 - Figure 6 illustrates a .first preferred embodiment;
Figure 7 is a flow diagram illustrating the first preferred cmbodimént; and
Figure 8 illustrates a further preferred embodiment.

Figure 1 shows a digital broadcast and reception system 1000 including a
conventional digital television system 2000 which uses the known MPEG-2
15 compression system to transmit compressed digital signals. MPEG-2 compressor
2002, in a broadcast centre, receives a digital signal stream (typically a stream of
video signals). The compressor 2002 is connected to a multiplexer and scrambler
2004 by linkage 2006. The multiplexer 2004 receives a plurality of further input
signals, assembles one or more transport streams and transmits compressed digital
20 signals to a transmitter 2008 of the broadcast centre via linkage 2010, which can of
course take a wide variety of forms including tclécom links. The transmitter 2008
transmits electromagnetic signals via uplink 2012 towards a satellite transponder
2014, where they are electronically processed and broadcast via notional downlink

2016 to earth receiver/decoder 2018, conventionally in the form of a dish owned or
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transmtter 2008 transmts el ectromagnetic signals via uplink 2012
towards a satellite transponder 2Q14, where they are electronically
processed and broadcast via notional downlink 2016 to earth

ggfzgzgg/ C.irgﬁtcc)g e{)}«, %%%Sf:n& Qyent ’i[’ﬂ@ aéiéﬁ’alé r}céei edf %glmre%feiv%r/gjecsoraep %‘ig e Vo

PCT/'EP98/ Qififfnitted to an integrated receiver/decoder of 2020 owned or rented by the endr ent ed
by the end user. The signals received by recei ver/decoder 2018 are

transm t t atser ancheonneciegdria theienduser'y ésledsion el 202. Shmorepeineddespdersii2@d by
t he end user,,and _conpegt ot he end user' s.tel evision,set, 2022. The
recei ver/ ‘geé;r thﬁ o PE c&c@ é@g‘ég’g Ztsr\%lai (ﬁﬁ raegeieevas IR#’I%@“QP tquhsﬁdﬂfﬁ‘&“a

tel evisgorgepgpml for the television 5 set 2022. A condi tional
access system 3000 (all ow ng access on a conditional basis) is
connected to the nultiplexer 2004 and the receiver/decoder 2020, and is

| ocat ed rtly,in the oa t nt.re and partly in.th ecqoder. It
enabl es t H& %‘ﬁ@lt&g’é} ?%8‘_38'3 Sy%Ecé’&ces Sﬂqg’.wf% ?cgffsév%iaoﬁoﬁ‘?}f)‘g a&qs§9f§om one
or nore brepadeasd t64Bo mheltiplexér 2004 aA@the dkivesdpediice 2020086d YPidcagd
nmessages relating to coomercial offers (that is, one or several

t el evi si orpasty dr Shenbroadensti cenpre #nd pardsde 4ke deensier.i & ¢nablearthe end msesrtbed i nt o

t he receiver/degode 020, ing.the.decoder 2020 and snmastcard, the end
user mmy 2ceest RRRL (8 on Broplcdsly OB 378, E 2ts  PeRERL g A
Pay - Pe10 Vi idrtoaéty; .capable of daaypmsgmbssages&bla&ﬁ%e@aoﬁmmﬁn oHMO(th4rGs, RS a
Subscri ber Authorization System 15 SAS). The SAS is connected to one or

nor e SubsciTissveraMetrydier arogsBmesEold by the igpegcashsuppErm, anrbedasentediintadcast

supplier, es { V Lin al t hough, ot her. t ypes of

| i nkage COtgffa&gﬁegfraﬁgéc%c\r/gpg&gysﬁgetéej 5&%%{: ’é?’(r)%)t %{fieﬁtr{}a:rp%ﬁde%‘c cnd gul d be
shared betpgelfast Woelns GAGAST a Sulpieliba6S modle RNEPSHHYL BlewEMldds. Use two
SMBs, and so on. 20 An interactive system 4000, al so connected to the

mul ti pl exer 2004 and the - .receiver/decoder 2020 and again | ocated
partly in S n | 4 he es the
end user t%ﬁl?eﬁ?%@gg}?ﬁvé %Cﬁgv%s?cgﬁ gﬁ) gggiﬁllaé égél gnSSUb\§ Frellﬂg Ag&l%ﬁrgf%(ﬁjo e mgrgsgglgack
channels 40@AS). The SAS i§ konwsenal touohd on o SyBEAbiroManigentuat Gyget|

tel evi sion_system i sNgsener ally known, 25 no further details wll be given.
(SMS), one S for each broadcast supplier, by a respective TCP-IP linkage

(although other types of linkage could alternatively be used). Alternatively, one

SMS could be shared between two broadcast suppliers, or one supplier could use two
SMSs, and so on.

20 An interactive system 4000, also comnected to the multiplexer 2004 and the
receiver/decoder 2020 and again located partly in the broadcast centre and partly in
the decoder, enables the end user to imteract with various applications via a

modemmed back channel 4002.

As the construction and operation of the digital television system is generally known,

25 no further details will be given.

A daughter, or "subscriber”, smartcard is schematically shown in Figure 2 and

comprises an 8 bit microprocessor 100, such’ as a Motorola 6805 microprocessor,
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and conprises an 8 bit mcroprocessor 100, such as a Mdtorola 6805
m Ccropr ocessor, WO 98/ 43428 -9
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use are co neg&?pélg% gga gor?@sf%ﬁﬂ?%%ﬂg%r 51%8 fc%ﬁ%%%tis@%gt H\mgg‘{'d
reader of 4reeconnectedctn \aecmtﬂespodwhngm dfhmntzmtsj in ethdecart ereaderobf the

conventi onal desjgn m cr%pr ocC 100 | s al so, provided wi_th bus

Th
connect i on%ccﬁweﬁﬁ%qoéFébfquwagWed’a 0 C‘%AI\W lGBR‘éFﬁH“’EéPMgEOB eThe
smartcard | Chfogéssw} tlbﬂtigedlé(SgXOV]d%d? QA Fms E8dRecdoRd' o 67 }; R s

prot ocol s etermne cert physi ca par anmet ers the smartcard,
the posbti ROMdf04 RAMONBG@and EEPROM t08.p Thedsmandazd ra:omphemwnmmeclso ons

QSES?EQnB“m?t eelBL623 554 1 S8 SvADRgE PRI NG AR s iy sisel
L pargﬁu%&&é %?Qhé‘%ﬁnﬁaﬁ)aetﬂ %t’uﬁﬁ &f thE%nﬁE cty 8:? "the ‘éﬁnioindlgegtaﬁ to

nmanage, t he e smar ructure of a i cal

EMM is novwaiﬁﬁmhidaﬁdny\bétb.'emﬂ&r extemal oyskérg (faned ﬁamcularlylﬂhsr&aivlcﬂdcddder E|V|Vl
which is |36>I enented as a series of digital data hits, conprises

header 306802Qhandiive FMASEATd3 GESPECIAYFLY 2nd @’ﬁéﬁhuF"‘énS@GZFfothéohéad@FtthGO in
0 C8£géhb§c‘?ﬁcx%utéﬂg BhidsithE nﬁ%ﬁré séoqei@b'zg Yo ‘ﬁ?ﬁ%g%ﬁn t‘g eis

|nd|V|3uaI | ence or sone |f|er
3068 mhlchugﬂMEBnmhmniength : of the ENN[ an optlonal address 3070 for
the EMM an operator identifier 3072 and a key identifier 3074. The
EMM proper 3062 of course varies greatly according to its type.

However, i t | | " 20
EMM as shg!.?{t: rgimgggg fc{fb%g%i}%?lﬁghﬁlglelf?{g%&é%sﬁgtﬁﬁc} éﬁ%%ggfcrﬁﬁgg E | Gfe\)ll\%l cally

of 8 Bysieally, shg EMiMowhibhss ampleneatedods acdeeiek of d@ﬂahéata bits,raopiprises of t he
remai ni ng on E

data,i t VM The resent parily
concer ned W%eﬁd?rﬂ%o‘spofqeo% BORH g1 ¥gnand 2 at“rBa}gé r otffuReager ﬁ@éd Hvention
25 I njexi ﬁid:rh% rﬁ%@%@ipbnﬂcﬁﬂﬁéreﬁ@ﬁ@ﬁi 'ikﬂ:nHP}E%he'tHErQBg%?é G HREABEal,
bandw dt h required o send the nonthly subscriber authorisation (EMM
messages, gtoups aedish@ner sonepotheetype, a length identifier 3068 which gives the length

of the EMM, an optional address 3070 for the EMM, an operator identifier 3072 and

a key identifier 3074. The EMM proper 3062 of course varies greatly according to

its type. However, in the present context the EMM is a so—called "Group Renewal”

20 EMM, as shortly described. Finally, the signature 3064, which is typically of 8
bytes long, provides a number of checks against corruption of the remaining data in

the EMM.
The present invention is primarily .conccrncd with the following background.

Background to the invention

25 In existing breadcasting systems using MPEG, in order to reduce bandwidth required
~ to send the monthly subscriber authorisation (EMM) messages, it is customary to use

a group renewal EMM, encrypted by a group management key Kg common to all
subscribers in the group. As shown in Figure 4, the EMM proper includes a
subscriber bitmap 3100, typically of 256 bits. Each bit of the bitmap corresponds
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subscribers in the group. As shown in Figure 4, the EMM proper includes a
subscri ber bitmap 3100, typically of 256 bits. Each bit of the bitmap
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subscri befo. a biibsctiberex Birghecezinyiie given} b#FX osrresppadeito bebsetibec#3d.bame#3. The
EMM proper_al so includes, a rights section 3102 detailing the subscription

ri ghts of EMM preper alsqeinglydescs mighissestipn 0% detailing dhe sphcription nghtspf
i ncl udi . ' I f oLl Qwi
e b 2% e B Kl Bl for e TROM, AN bR RO LAL NS

January, lesthpameh epicllgithe foldewing\toith! Assamihfithe B@bdctibenhyd torrectly

i ndicate to_the subscriber's decoder (after he has plecryﬁ_t ed the nessage
with kéy Rejy his subseriptiontfaeJanypeys theresense pha pesitize bittl ddhisposisioniwidl

pr ogr ammes st 1n..tAhi | SCrLPtL QR I
secti on. r‘lﬁl f/el @l}}zﬁ g%sglg?%mggdae%&t&égg rh g%?égg&ﬁé ?‘%gﬁmésggé évfl?’ééce? iri%@l y an
ECM decr ypiaethesabsigibeh s inGdddkayitled td foceive prografithacinithiergrogess défine@ay t he
necessary fee for February, the bitmap will 1nclude a zero bit 0 at
this posi Py &k sylsedptiomaghtseseetion d ndividyel progeammes gescefsrambled asingded

t he messa ity #3 Wi Il indicate to the decoder
that it igs]ﬁedﬂlgﬁln%{ﬁgﬁggfgﬂgﬁ&elﬁtﬁg{éqp gtErégéel?c e these rights and the
smartcard will note this and appropriate action is taken. In practice,
the instruction to delete the relevant key 15 may be sent in a separate

EmM - 10 If thegpbseriberdoss Rotarayifhe aeressary for fgniFelrupns shabiemamwill inchude
bsérib . ) . ity "
fggﬁfglr I §£ 23S 3&1&3@35%1%;&%1} |Et S8t ‘Aﬁfrtéc{tr}%és)srg glgcag{l ? % %’errggél §cr7&%§§cgr§m9;§§8§c%eg reduce

t he nunbetheGhegtgy)NBe prderidecofnaipdrorat ft AVMillendiageotthadecoder ti@edist 0 be
sent. In this case,_ the new subscrihber w lC{NFbe assigned_the bit #3 . Wen

20 t he ne®P JomEsEspiled foctrgeilve ( thesenBEhts @ndthe, smpdcardy widh note Whis |andet ect a
positive Ith 2dtidd id BikSn PO drh@idel A h&@HnoS i tilr eceive
the ri ght%ppégeﬁsgétﬁﬁlﬁﬁ%%n Qﬁ .ﬂrtﬁi}g, t’gh(réoil?}gttnIl fouto d@ﬁ% ﬁs%/gfg%ﬂ%née%gri bed
above 1hasmag\belsephinf Dscmhrate BMM.el ati vel y easy to defraud. - In the case
of the subscriber #3, he can sinply disconnect his decoder in February. 25
If he does this, he will not receive the EMM of February, nor any

Instructi g i month NG, itNS qhitt PY&Mie kM 2 new subscriber may be brought

into the group. This happens quite regularly, as the subscriber groups are often re—

organised to reduce the number of groups and the number of EMM messages that
need to be sent. In this case, the new subscriber will be assigned the bit #3 . When
20 the new subscriber decodes the message with his key Kg he will detect a positive
bit 1 at this position indicating his entitlement to receive the rights corresponding to

this group.

The system described above has now been found to be relatively easy to defraud.
In the case of the subscriber #3, he can simply disconnect his decoder in February.
25 If he does this, he will not receive the EMM of February, nor any instruction to

delete the relevant key.

Reconnecting the decoder in March will enable the now fraudulent decoder to

decode the EMM of March, including the positive bit message (intended for the new



ReconnecWir9§/48428 decoder in March will enabl e the now fraRERERPAR/08eoder to
decode the EMM of March, including the positive bit nmessage (intended for
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subscrlber) e C C an, _c eto
obtain the ugécr}r%eghﬁ%ﬂagés]om gtc%g&fer%h tﬁéﬁ]%#chgc% ﬁggxg d”%"i tﬁa&gﬂgw

si tuation wights assbéigtedrwithtiidgicp, and abaronitlow sifuiio) wall Bris® GERERhWhe |
effectively give rights to two decoders; the new | egi ti mate subscri ber

and the pr it &gffthammmesm@swﬂu fectively quvnshtértpémem@densemesnw t he
i nventi on Thi s QVer.co tra t| ng sequent i al
r edundant éﬁ%‘&‘ﬁ’aﬁ%ﬁ‘éb%cn cr %‘ﬁ? ﬁﬁ?vil%‘f?nﬁﬂ%lc 58‘?\ SE T-as shown in overvi ew

in Figure 5. ° Each recei ver/ decoder 2020 is progranmmed only to accept

an EMM message ifoit has rece| ved at |l east the EMM of the previous
mont h. St nBreférxed jeg : D month it is sinply necessary to

heck th h T ed cod d h
oresent ri GBS eé'fté’éi' n*ISEf%t?)%’S’ga.bxsffa’isnf o sbatidtel grou Bl Uad odey®

in a previ QHforfafibh S weiCleh6td BAOM) as shown ihn o&ezfvﬁervﬁtmprfﬁéﬂ’crgd elRagkli ment,
described now in nore detail with reference to |gure 6, the present

ri ghts st orreeciver/degedere2Q30y isr pragtaouiaed aply tohaedept am fmespageli it hesvi ous
rights by nean edundant .t he..f or. a check date
SII%O SHeﬁcefefﬂiccﬁm%&u%‘s?é%’gg&?‘an’& e %@’qghgséﬂcedg{cengﬁ(fh?l?g CdE X i.on to
a 10 9hhéntdat & éﬁﬁpl?th%@és@ G0 Chebia tiR) prédont Y SIeRilt inGhetdteodt@s unt i |

whi ch the new s contained in the EMMw || be valid. The check
date i s onecomtaindd u\ndhe preSentgights sectien 3102 pgainstithe previoyd yigbtsr(as containedh t he

rights date. The EMV ontains the 20 rights thenselves, in the
form of one'ncﬁpxieﬂﬂuézf%hfo §n'é%keys 3114; at |east an . ECM key for
the present nonth is provided, as well - in the preferred enbodi nent -

as an ECM key for the follow ng nonth. Figure 6 also shows the
rel evant cdatefirst preferrnd pmbpdiment gleseribedenawdnmayegdetail with refsrenge dd i n

Figure 2. THese EORLSHESrPHEnkNRorkh Htfe HRbReRAIRARS ol Heiled Qelif§ B0

smartcard. _
15 previous rights by means of redundant date information in the form of a check date

3110. Hence the EMM proper 3062 contains the check date 3110 in addition to a

1

rights date (or obsolescence date) 3112 representing the date until which the new
rights contained in the EMM will be valid. The check date is one month (or another
suitable time period) earlier than the rights date. The EMM proper also contains the
20 rights themselves, in the form of one or typically more ECM keys 3114; at least an
ECM key for the present month is provided, as well — in the preferred embodiment

~ as an ECM key for the following month.

Figure 6 also shows the relevant contents of the EEPROM 108 of the smartcard
illustrated in Figure 2. These contents are the rights date 3116 as stored in the

25 smartcard.

The manner in which the group renewal EMMs are now processed is described with
reference to the flow diagram of Figure 7. In a first step 3200 the EMM is received

by the receiver/decoder 2020 and the relevant data passed to the smartcard, which
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is halted. In a third step 3204, the stored rights date 311
agai nst t heprocessescthe BMNb further,1X§ a 7" appearsiv the tidtvant place,sthen paoressingqual

to the stor; Legh e [0CEesSi,.Ng | S finued;, ot herw se
e ocosst ng s Salibf' I 24B8 ddiERa0q, e BORECSBAA halc3 B! 85K SRR s
ri ghts dat echddk fate S1tQ.alfgrhe chedkedatd Bdessald 6 el fot@e BioBéPREIRAE @SS Aen to

the newly broadcast, rights date 3112. The broadcast ECM keys 3114 can then
be used appHBfFSFiRgds yontinued; othepyiss RTsgSsiRgs: kalledgunea Burthhandofimalatépon of

the fir efi ' 1% : 1 t.h.reference to the three
[ OWS re%? eg%??i {rlllg% Igmwggﬂ so@ Hﬁ'teiialﬁplf 8?“?%%&%&%%@“%@@?6}5?l‘gﬂﬁoﬁﬁﬁ% 1998.
It will be tepthe @ewhyt brbaticass rightstdatd 3UIDUThe ®hsudehst A keys 3124 @aRtRapcast
at a nunber, of tinmes throughout the relevant nonth. For the nonth of

Decenber 19¥7CHSPRIARTAAY-d EEPROM 108 will have stored the ri ghts date of
31.1.98, so that the rel evant ECM key for Decenber can be used. For
January, given that the January (follow ng nonth) ECM key was
broadcast \Rethrnfirige nd® tdD&igirees, thi\perdiohhef thid €irsti bfesredaéBboEmat 1s 98,

t he subscrictbﬁr gg’ll I,hco_nti nue to have rights even before the January
EMM i s succBEeVed PHhIeiemsnse fo thefhiee rQy's represexting dysway of example) Jenuarkie
Januar y1$Myebidi¢ @nd MareR9Y8 A2 WilChe précidd e
stored rights date of 31.1.98, t hle sqf géperd l?légkﬁssﬁsggagkﬁglpgﬁ%%%éelgﬁ?g&%qhe
new y dpe beahdesst at a glumbed af 6mse 1throughouoththd atlevarst méntR. Fdr tKmbdet her
recei pt of t Janua EMM dur | uary,.steps 3200 to 3206 as shown
in Figure PrdPeFemker ﬁégf ?m‘iffﬁa“{ hﬂgRﬁﬁ’Qéﬁgn‘@@ hayesiered thy rights datsy ey

973 e 310 i s S ) ShDRSgbeE, WIGEL T e |1

his receiver/decoder 20 swi tch
recei ved argivgmadhasdtheo Jarterys rifollowdngl mémth) ECM &epcwaq imosicagt 3R02 tinf

change 8 1 OFe et BN el Ge M offe & G108, i Shvcir Wl apimagsto
28.2.98.  have rights even before the January EMM is successfully received. On first
successful receipt of the January EMM, since the check date of 31.1.98 is no later
than the stored rights date of 31.1.98, the stored rights date is changed to the newly
broadcast rights date 3112, which date is 28.2.98. On further receipt of the January
25 EMM during January, steps 3200 to 3206 as shown in Figure 7 are carried out, but

no change is made to the stored rights date.

In February, if on the one hand subscriber #3 has left his receiver/decoder 2020
switched on, the February EMM will be received and passed to the smartcard, but
since (in step 3202 of Figure 7) the value for the relevant place in the bitmap is “0"

30 then no change will be made to the stored rights date, which will remain as 28.2.98.
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th' | t
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t hensel wgR Qlf'eréfbﬁ Hadee bass effeatitely stclgzp(gvld& t hn(ﬁdwl t}feoeﬁgﬁ@smf\nohbb pehe ECM
keys.  In either case, the broadcast consi dered "as

represemmﬁgteﬂéﬁumm ofga speaialfreagtivation EM ce the ECM key itself is
associated with a particul ar nonth. Hence, with reference to Figure
5, before first receipt of the January EMM (which 20 wll contain the

Dec eqgbetn R@écokid yreforrédrembedinisiawhidh ay bE @onsitiered)as Yoy particulafiyr t card
w [l have stored in it the Decenber ECM key. The result of a conparison

bet ween claselybrelatgd oot then dirstt prederredcrmbedimegt) thy chpelsidate, 81144 thence t he
Decenber t he
f raudul en‘%:a1 %SCI‘I smﬁﬁs di scoﬁ)rlré%toégﬁ}%gpgg?&éw whﬁrshoé?%/? e | ast

ri ghts Zate 3¥ideisreplavdd by ﬂm cimafrmntnmém; spposédd fherfollewiny monthve®s, the
decoder wi || detect bsence of the ECM key of February and take

appr opr iBM ket | Bencerlast @Q%‘hﬂ ECM key 33 boafleast i guigasTaeath 5 HET2ES of a
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with (and broadcast with) the ECM keys. In either case, the broadcast ECM key is
considered as representing redundant date information, since the ECM key itself is

associated with a particular month.

Hence, with reference to Figure 5, before first receipt of the January EMM (which

20 will contain the December ECM key as the redundant date information), the
smartcard will have stored in it the December ECM key. The result of a comparison
between the broadcast and stored ECM keys will be positive, and hence the
December ECM key will be changed to the January ECM key.

If the fraudulent subscriber has disconnected the decoder in February, the last rights
25 received will be January. When the EMM for March arrives, the decoder will detect
the absence of the ECM key of February and take appropriate action, for example
alerting the system authority of a problem, refusing to transfer the rights of March,

and so on.
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for conpariSon with the verification data 3110. 15 In afifth preferred
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smartcard ,or _recei ver/decoder keeps.a record of _whether each nonth's EMM
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detail can be made within the scope of the

15 In a fifth preferred embodiment, no redundant date information is broadcast; rather
the smartcard or receiver/decoder keeps a record of whether each month’s EMM has
been received. If the prex)ious month’s EMM has not been received, then, as per the
first embodiment described above, further processing of the current month’s EMM

is halted. The record might, for example, be in the form of table. The table might
20 contain each month’s EMM or ECM or a portion of it.

As one variant on the above, if all subscribers have correctly paid their subscription,
it may not be necessary to send a subscriber’s bitmap with the EMM, since the
message will entirely consist of positive 1 values. For simplicity, a bitmap may

therefore only be sent for changes in subscriber, as shown in Figure 8.

25 It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the

Invention.
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cal endar [ptiod 5. A met hod according to any of Clains 2 to 4
wherein the subscrlber rights change on a regularly tinmed basis and
the rellindant date information concerns an | medi atel y precedi ng

period. o A method according to Claim 1 further comprising the steps of:

transmitting redundant date information with the current EMM; and
receiving the current EMM and using redundant date information to check whether

said previous EMM has been received.

15 3. A method according to Claim 2 wherein each EMM contains rights date
information concerning a current right of access and corresponding check date
information conceming a previous right of access, such check date information

constituting the redundant date information.

4. A method according to Claim 2 or 3 wherein the redundant date information

20 is an ECM key of a previous calendar period.

5. A method according to any of Claims 2 to 4 wherein the subscriber rights
change on a regularly timed basis and the redundant date information concemns an

immediately preceding period.

6. A method according to any of the preceding claims wherein the calendar
25 periods are non-adjacent in time and/or there are irregular amounts of real time

between such periods.
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s 9. A transmitter according to Claim 8 wherein each EMM contains rights date
information concerning a current right of access and corresponding check date
information concerning a previous right of access, such check date information

constituting the redundant date information.

10. A transmitter according to Claim 8 or 9 wherein the redundant date

20 information is an ECM key of a previous calendar period.

11. A receiver/decoder for use in a méthod of preventing fraudulent access in a
conditional access system, the receiver/decoder being linked to the conditional access
system and being provided for receiving an entitlement management message (EMM)
for a group of subscribers to enable said system to provide access for a respective

25 subscriber, the receiver/decoder including:
means programmed only to accept a current EMM of a current calendar

period if it has received at least a previous EMM of a previous calendar period.
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25 for waoesssgesof subscribers to enable said systemto prltm‘lwsé)t@éss for
a respective subscri ber, the receiver/decoder i
means programed only to accept a current EMMof a c "'@nﬁ*o%ﬂ emdaﬁttw]
period if it has received at |east a pAévious EMM of{ a pr é}[lPQA@Eg:aI en
peri od. 12
A recei ver 1decodtrecaiverdenoder acsonding toyCGlainyhb MiErein saigi means:is Pif@gfb‘ﬂ@gﬂam"red

to check wheten SabPLaN Mo RMARTRARE 18 Ny RinliSicBhdBadant

dat e {ormati on con e curre

recei ver/ dQﬁmlmau@ﬁcmﬁnagm me(auanem ERMMherein each EMM contains rights 5
date information concerning a current right of access and correspondi ng
check date information concerning a previous right of access, such

check date |nf or L.oRti on.
14. A recel ver‘é:rgﬁE g'g«!decé)gglg &td’“;é% (g?ms lﬂfﬂ;@%‘fﬂ%&&@é%ﬁt 9 gﬁ%undant
date 5 idateoinfierination iconcdiniag tal duheﬁeﬂghtoofrﬁcbais and<congSpdndidy) cﬂeew dake a
previ ous cal endar 10 per. od. 15. A et hod of prevent| ng

fraudul ent 1BfOSmatO GARGCERDE A PIEvigNSHELHE| of access,isyeh check date Informatioance t o
the acconp transmtter substantially as

her ei n des(;adr?)lx%)tﬂgm\%?1\1M g%dragtngzgc %ﬁ%%norﬁ Illustrated in the
acconpanyi ng draw ngs. 15 17. A receiver/decoder substantially as

herein described with reference tg the acconganyl ng draw ng :
14. A receiver/decoder according to Claim 12 or 13 wherein the redundant date

information is an ECM key of a previous calendar period.

10 15. A method of preventing fraudulent access substantially as herein described

with reference to the accompanying drawings.

16. A transmitter substantially as herein described with reference to and as

illustrated in the accompanying drawihgs.

17. A receiver/decoder substantially as herein described with reference to the

15 accompanying drawings.
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