;e3e_ \ X 6T WD 00/51070 , _ 1 _ PCT/ AU0O0/ 00123 CARD, DEVICE, PRODUCT AND
PRODUCT" MANAGEMENT SYSTEM 5 10 15 20 25 30 35 The present invention rel ates
to a systewofoasiommnagi ng products associated with cards andP@esUe¥12 or
exanpl e, paynent, loyalty, identification, access, insurance, information
and transport ati @ARD,odEMISE ,B/PRAATGT AMD RRODUET JANAGEMENT appatfarius t hat
can be used to facilitate product transactions (typically with a
card-accepting device). This includes nagnetic-striped cards, smart cards,
"virtual" cards ("Mhal lpatesent imendriprcardsted cropr osessan £ar dsanaging
contactl ess cargﬁ, optical.cg;Qf,.%:ygaé:rq§ e _@ﬁged cgrgsé tictets,
boar di ng pasggg,u€%3p8ﬁ§99%? ﬁ)i%ﬁ d cards. qq ar so- T hel udesTARYP %baratus
whi ch m ght petyreeta darydlbut, widentt infByeqgrion deadosss) mMhsurédnoefional ity.
By "device" we nean, .broadly, aq&i%ﬁggqgtus tq$% can be used to facilitate
product t r and&EEFERE 1Y FCRIIIRRH B TP TS T nel udes ATM s, EFTPCS
termnals, draft egptw=edrems naah, tarahdiocepirey Sppordacs | €sst casd be
readers, optical readers, .laser readers, ticket readers, bo i Nng, pass
readers, coupE% &2d ra§,lJi%?ﬁrti%tpetroscfuc&nc?ra\ﬂsratq.}"a’t@n%e(/’ﬂé%%c%tgyf‘gjr&r‘e%tdi ng
"wal l et s" ) caleausepdfimprRywilde sudnhias eatldsdendiognseve€esriped
facilitating product transactjons is ubiquito%gé &pte that, by the term

" prooduct 119 we GRESTF /t FEERDIGAEAS on P Ahe CHF ahdidrL@edi be BYBREY at ed
with the prodiels,s miorapeetdssdrGdidst Gonthaittl e @at@s geopwider of
such products and a _potential for many nore. They include (but are not
limted to): CRrIPaydedt ipiddiisrs SMROSFEL EdAS dhfi Rt S detR3 T Br ed

val ue, purchasisi@s, PP, Gild ify:ml,ntaﬂﬂ ANt 1 14149 PHetueds. ardy
Loyalty products - e.g., airline frequent flier, product coupon, retailer
di scount and PRGNS Mhddile AP the a card but which may provide

15 for similar functionality.

By “device” we mean, broadly, any apparatus that can
be used to facilitate product transactions (typically with
a card). This includes ATM’s, EFTPOS terminals, draft
capture terminals, card accepters, contactless card

20 readers, optical readers, laser readers, ticket readers,
boarding pass readers, coupon readers, imprinters, and
“virtual” devices (eg for reading “wallets”).

The use of apparatus such as cards and/or devices for
facilitating product transactions is ubiquitous. Note that

25 by the term “product” we mean the application that the card
and/or device associated with the product is arranged to
facilitate. There are a large number of such products and
a potential for many more. They include (but are not
limited to):

30 1. Payment products - e.g. credit, charge, debit,
stored value, purchasing, payphone, calling, and account
billing products.

2. Loyalty products - e.g., airline frequent flier,
product coupon, retailer discount and customer frequency

35 products.
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WO 00/5107D _ 2 - , PCT/AUO0/ 00123 3. Identification products - e.g.,
i cense, I D, passport and el ectronic signature products. 4. Access products

- e.g., bujldi conput er, nobil e phone, device and securi pyr/a06660323
products.ug%gbggﬁgurance products - e.g., Keal th, motor vehicle and gener al

insurance productsz 6. kREakA®RYEcaRiBhOPUeHEICtse~Je. gTRdIIGAensREalTD),
personal, conmputer, notor vehicle service and portable information file

products. 10 F2STPanspa8rf EiLERELPRECPFIANELETE BXgAuckiSr|ine ticket and

boardi ng pass, rapihd trapgekst bekaticRg -Car, gRar kuibaikigng Bikiteand tol
r oad transportﬁgroducts. These products are,often but not exclusively card
based. 15 TheMpRhigeRBANCof de¥ige aRE/ SECHEH Yo ACELEC RPN E S-S, as wel |

as the asspciated gessaggsdabfcel proaiBtex - ANy proaduak nusudtloyr regyidies
t he invol venrent of a nunber of different participants. In a credit card

product, for erdnpeeerasheipabrpBrpartediftslved will 20 usual ly include the

fol lowing: 1. CardglssueprohheiBRYpPEqARLENLI kY gSUCheRS cR1DARK AR | ssues
and/ or subsequently manages a card tor facilitating the credit product, to

a cardhol der.pfbsenghat computard mesasr VRR}Cdat Seuvécecantarrrsbilenct i ons

to third parti uring to a card-nmanufacturing bureau,
to specificat%gﬁgggﬁggfaegggg Fggagggg'issuer); 2. Cardholder. This is

usual Iy tHe person’hol dTngnshertardckiotsgt hapdukgscar éhgl-derimdynige an 30
nanimate obj eetshChnAsya.ImtAL KSlLol eapot B-SACRET B1EAB NG ABshons the

card to a positiron or function. ransaction Acquirer. e an
entity such asamkbap&rkhag tngpecabhg tbul notdexckuspeektyprd8uctustal | s

and/ or subsequent | ¥, (ROAGES4R-AEVLEE LPRLAAGGEPHSCRLATLERVERG! Litate a

credit product
based.

15 The management of card- and/or device-related
products, as well as the associated message data, is
complex. Any product usually requires the involvement of a
number of different participants. In a credit card
product, for example, the participants involved will
20 usually include the following:
1. Card Issuer. This may be an entity such as a
bank that issues and/or subsequently manages a card
for facilitating the credit product, to a cardholder.
Note that the card issuer may outsource certain

25 functions to third parties (e.g., card manufacturing
to a card-manufacturing bureau, to specifications
provided by the card issuer);
2. Cardholder. This is usually the person holding
the card. Note that the cardholder may be an

30 inanimate object such as a motor vehicle, or a

corporation who assigns the card to a position or
function.

3. Transaction Acquirer. This may be an entity such
as a bank that typically (but not exclusively)

35 installs and/or subsequently manages a device that

accepts cards to facilitate a credit product



WO 00/5107D _ 3 - PCT/ AUO0/ 00123 transaction, to a card accepter. The
transaction acquirer is typically responsible for the managenent of
transact i ow® goidroat i ng fromthese devices,(e. g., the routpPalyAvDO/pMRTIuCt
transactions recei ved fromand 5 sent to tRe devi ces, the routing of
product transacti ofSanisadtidoesSsos Satcatdcateeptert heThpptowalaandonr
processi ng of product transactjon The transac%&gn acqgkrer naﬁgin sone

s%.
cases be the same ¥115Fhs T HeYREF U1 ¥shEPPPRSL EhBAGEHEMFENK to

that issues the casfl enedEsSidhe prvdustihgansaat theie deteckbat(et e,
transaction acquir rqg?n;a/%o,utsou ce certaip functjons to third parties &e.

g., product transa AT hPTBIACE  GRRGERFONERF t ERFRGVELr £26™ &8

speci fi catsi ons prosdgled bycHdeddwi teanseréi pouacayi 6€rproduc€ard Accepter.
This is usually the parti c,i({)ant accepti ng t he card agd gresenti n% t he
product transacti onF 3P 3He THansARTONTACqEPrEP FRathE2HBVIEE. 2PREO¥ AL

accepter in the cag@ir prsesiding caArgroaychet fanehdthionsychanhe In
addition to the above, particularly in the case of credit cards, a "schene
operator” partici paitnIast s ARSI DRY. 1Pr dolRt CRPaAsEet FBRs SARG be

routed via a scherahopef dHred amatde; deybee (O gt | ansasti PReaGHREr BAnkO the
25 card issuer for approval and/or processing of the product transaction.

Exanmpl es 18f schemhiferbtvies i the uerr ¥ Spdahie VRSTEREARBICThe transacti on

acquirer may need ¢,0, AAHHOIdBL,  NEo P& OdgE ﬁlﬁ@”@?&ﬁéé’&t%ﬁhaEHQi‘E@%dmay
i ssuer, before the 30 transaction is approved. Authorisation for the
transacti on may beowoimghicorreitaini feeetions ohet Helrdrearssaer (evhasa

scheme operator (whel®,& S@J},errgeaé[@i&mvgw@éﬂiﬁé @otgiwaﬁga%}éi n-stand in”

) . The transaction acquirer wll need to clear and settle t he product
transacti on with t$vecdring SBikgau astoesPeast peaviers theopidddcby the
transactign to the card dssyer it WO 00151070 _ 9 _ PCT/ AU00/ 00123 can
be processed. In crfezﬂft car tar%ﬁéac?f)ons, this can be done in a nunber of
ways. Wiere the tréansadidxsh Aeeppter. anbhifhelsarsuatbvietharparhécspant

participant, it c eftl rovi C i Lrectly with
the card 5 i ssuera%aén%'tglﬁ;%sﬁpepro ucgt%;{érla g%%ﬁ%ﬁé& %%rég?ﬁ{é{:?ransacti on
acquirer and the darahsasiiem dre thd ferantapaion cidpawt serivisanhbe settl ed

o Brovided Lot TSRS noyidvasah seldelerl Lol cislenge poreeeet o
20 card may be a retail merchant.

In addition to the above, particularly in the case of
credit cards, a “scheme operator” participant may also be
involved. Product transactions may be routed via a scheme
operator from the device or transaction acquirer to the

25 card issuer for approval and/or processing of the product
transaction. Examples of scheme operators include VISA®
and MASTERCARD®.

The transaction acquirer may need to authorise the
product transaction with the card issuer, before the

30 transaction is approved. Authorisation for the transaction
may be sought on-line directly from the card issuer, via a
scheme operator (where a scheme is involved) or a third
party (“stand in”).

The transaction acquirer will need to clear and settle

35 the product transaction with the card issuer, as well as

provide the product transaction to the card issuer so it



10 arrangenent (" of f us" ) . In a credit card system the card accepter
usual ly pays a fee to the transaction acquirer, who in turn usually pays a’
fee to the car%'@ suer (as well as the scheme operator or tpryduedbdrys if
applicableYK”w 1 me cases, 15 the cardholder will also pay a fee to the
card i ssuer andhop CaLd-aceenl er 1 ALEHIR! ehyy EhEnLAN 0fnd eas etupend he
various participants may be réversed in sone cases. Ot her types of products
than credit cdeds fmyai nombde 20 wavyisat i Jherenthie tabovactiign gy iiien be
substantial ly sl F al gr , - e, ; re may be
i nvol ved for ?Rg Ea cg%ggig%sg?¥l8§§I?&gpS?ﬁFngggﬁggggggf 3% gﬁk q%%oducts
and the rel at sehthegsahdt peemithd fart peopgaasdngnddresd liys widdpltéye camg 25
managenent . sy tw e r l; en f. processes
and nanagesin?%ggg%igﬁﬁengﬁlﬁgg P%gd%g%aég%gﬁfégﬁgbﬁé py@%ﬁ%iqgﬁﬁ

rel ati onshi pstr&nsaexanpl ecqatiheemanadetrbet caydt ésshepustrebaidiflerend: 1

make deci sions_apd conduct ocess n tr-ansact| .
content; 2. rBat lﬁ%%ﬁﬂgﬁ’t?éngagt§§n§%?§§g§daﬁgo§?§gg%%g§f%%digpﬁ%%Slng
parti ci pant s; tBroabhaanbabdterbit dhnernhangat egneenecodar d rholiders s chame:
accepters and ot he artjcipants; .35 4. support cryptographic processing
(messages nayoBgr%ﬁ8FyﬁYh8fg 2 B'66F5157 ggoivggl E&%%ﬁﬁ%@ﬁ@@?ZS The

i npl ement & | oarvéngeyent oquot fmag” mecessarily invol ve negoti ati ons between
various entities involved &o deci de on_ the gbOdUCEdO eEatin% paraneters and
data that will be FBqdi FEEITA HARHGENEHE sy SPENET R PFoFRER Th& "8 2dédi gned
to operate thpapsoductée tocthdi ngatedcceésnaadqgpieeessivhg dystens fusmually
processing the necesgary grgﬁuct transactions and cher g%ta.hSuch

dedi cat ed sysPBKE dolfidt *Ba5lPy PEHd TREAE el 98sVEGTarTerAEi 55 6/ adapt at i on
to facilitateoppesdbiroprothaddi pheagl, of appeticpbodyct sIinl@oker caxaspl e, a
product schene and product package. my overl%g, such . as where a VI SA or
MASTERCARE cr BBt Cprdatters¥idd ByS8nB2BaRkiFE FPellfoCirfadREyE of
products in aaga@pbknedrhogsatepyete. Blrethet&Bni ashdelksbwaoYi Faeschene in

Australia or the Amerjcan ExEress/Ag%rLgagn%g ﬁgrlkgeiébi&ggg T%t%g%eschene
in North Anerpggygen the varlous particilp \% e
cases.
Other types of products than credit cards may include
20 variations on the above, but they will be substantially
similar. For loyalty programs, for example, a bureau may
be involved for the calculation of loyalty points.
Management of such products and the relationships
between the participants involved is complex. Any
25 management system(s) must be able to carry out a large
number of processes and manage information enabling the
management of the product and relationships. For example,

the management system(s) must be able to:

1. make decisions and conduct processes based on
30 product transaction content;
2. route product transactions to and from devices

and other participants;
3. obtain and maintain information on card holders,
card accepters and other participants:;

35 4, support cryptographic processing (messages may be

encrypted) .



Present card and/or device product nmanagenent systens therefore have a
nunber of problens. Firstly, as discussed above, they are not readily
adapt abl e ) gyt significant changes_jq}[he product. 20 p8rcxuudios23if a
card or device is lost or damaged and requites replacenent, it can be a

conplex matter to ohkaijmpabhentatiesesFamny Hrydmid obf hdedssuei the card
or reestablish the device., This is particularly the case,mhefeeéyéégckgi

and/ or devi celh¥§1BE BEIRCIATEANR LR IWGEE (i Ve FF Pridhuct™Y

credit card predyat andtael eyalduy s chera tamedycir Supard echdydthe Sae card
and/ or device). ' Information may have to be obtained from.a nunber of

di fferent ent PiilésPPnTEAdEreCo r & SSR@IMEtary Sl 6 rEest 815514 he

device. 305 ThecBhgneat ky ayridaill e nrepagenrit, syedlemidd Mdvides extent by
whi ch cards associated with different products can be inpl enented
(mul ti - producPreSrES)NILISKEREES, foke PFRSSETING SN IS SrnadiRitC sy st ens

al so limt thergxtaekibasWaheh c#@WrC R tAUPP S IdMHed ifdAfeRNts QRS TR Gadt 35
be established (nulti-product devices). The nore products that there are

associ at ed wi £asalyat@nandhemsgdviese Lot ke tePAG IgH SProAFapt@tion to

PCT/ AU00/ 00123,8110:18620,2539 o35 JDL&RAAIAL I Jihd:ePidibhiet ween the

different participants and the nore conpl ex the managenent systens)

requi red. 1©One of tRermeremrBenefi ¥ osfucEn@ah ey FRAMAEHUE Ffadmdoutad is

their ability,;0,-3YBPOLh ARRY dhiher anty Rheduct iR rRCHRI® & ..t A
cardhol der may theréfore only need to carry one or two cards that support

all the produptsduRat iskhepd ragquibeak Tie theskdmt anmreg@Entofs st ts
stand in the way,obohie Lapheratat) qu of mid daducirbalids, Aasel | as

mul ti-product devices. e present “managenent systens often result in
product oper asichgmer dor dughdadélaps ithec dmgirdidany BxraressrtAnssican

part i oul afly. uheig tho naduchiol e anecale T Wgtdr RhAdUGL, system The

1 .2
present mu e-product "systemnms generally arise by tion of a

further product toParsahteadyderins/iong dearidiedgricsl draged qureguundt s yHtens
management SV%S%@%”‘@%@ a%hufl %‘%d otf?ﬁ%?)bg%% W tEtylrIshc%J “ratsh‘%{isg{u%ds‘éc -

For exanpl e, ere urther product udes "a | oyalty“'dchene, present |y
transacti on i aboveunt itbeyf aom hée peadaly pdediele o gurgredit card

Pro0ict) ! | BHSEIRaI LG ROCEOSHIO L gphabl o data associated wh

20 Secondly, if a card or device is lost or damaged and
requires replacement, it can be a complex matter to obtain
all the necessary information to reissue the card or re-
establish the device. This is particularly the case where
a card and/or device may be associated with more than one

25 product (e.g., a credit card product and a loyalty scheme
product supported by the same card and/or device).
Information may have to be obtained from a number of
different entities in order to reissue the card and/or re-
establish the device.

30 The presently available management systems limit the
extent by which cards associated with different products
can be implemented (multi-product cards). Likewise, the
presently available management systems also limit the
extent to which devices supporting different products can

35 be established (multi-product devices). The more products

that there are associated with a card and/or device, the



managers of the credit card product (e. g. transaction acquirer and card

i ssuer for the credit card product). To enable the loyalty product the
primary participants provide further separate processing. Far I t he
transacti orad81%®r and the card issuer +iay be a bank. The Pﬁrﬁ’ﬁ?@(ﬁs
responsi bl e for JATpr ocessi,ngC a transacti.on ‘;Atsb recei veshfr m devi ces

associ at ed wi fRHhESGEHA 8 d HricHitt: C AL T 1T YOS associ at ed
with the credigareard garadlcind ithed neaRaraing PHocass fdrsipdrhentcasysesn osf in
bat ch) the bank nust determ ne whi ch of tgoe cr ,dité%oduct transactijons are
associ at ed wi tFEE ol $&s Uhd NelBrP T °% VR He T e lht

fromthose transaddensdutddan usrd # aal o) ate duppd ity mointsi £ toyaht y
points are often calculated hy a separate bureau which receives the

rel evant t?an®FQAUsTsd&a & Somdlte Gdtk. TheEd ARG DN sthRgeioip only
00/ 51070 _ 7 nRETHARYQQLZ3HNe heypassed amdo ddigpdayaly pioduct

manager. Thetransaction data processed by the transaction acquirer

wi | 1incl ude t FeOskifE Sddtha twidte Maphd ¥ Erishct i 01F iR REYYCiBRBRAF TNt he
loyal ty schemg Qf ARt .stE@ iHARSRCHIZQN ACHHL am{1tmetiai ghtd 4 mprocessi ng
the transactions) nust first ofall "match up" the transaction data with the
| oyal ty schemPERISUET vy dfe BY iMddrt iy iyt etiF theladerq et r ansact i on

i s associghed withqdet ¢/ ity abelfaslerdr Nidhal Lardd haldert i, & rmaher

of the loyalty schene) and! Ot hen pass only ‘the rel evant transactions onto
the | oyal typr et tiisager oFsr amgr SedRys fnt KOTpHesemd Syseiathietetor e,
the transacti %M%ul%%l@a%etr}ée thieaR3add ANACAW Ll f 1d $hu fp R I dB Mact
processing before it is passedon for further processing to enable

i mpl enent at i o¥ysftethe 18Ih6y MIreyp spco@uet 1 PTIF P Iasslth catseepr ardssialgh hi s
system can resyltod R erhar s and idel a4S.a FLeNAIDL & odui- T8, take Waeks, or
even nonths for loyaltypoints to be credited to a card holders account. In
sonecases,!S| opalitsy ipei weg dfglpviiere basgld poadartat £hE JGMAgERENt radm i on
of loyalty po:g'. { Sipdedidd ”%ra%dgi%%gﬁ' | Xof%%?n de?kﬁtﬁhr QGRS S MHLN drs A SO, sl ow

and requireseffort by the car er. h a systemthere i's no real

control of thélogyaixeypgeodube rigy thise fuayrdlery quosthedt imedages a loyalty
Further, 25t here i.g,No ré%%%(ﬁtllyﬁ%r%\gx%gc@lotr]h%.n%rr%a(%rioqle\@r%% £ HEGAr G Anf

devi ce system have Been const cted to support theprimary product (e.g.” the
credit card ppoddsict,arid¢oger atriedn tofcatrile pPpctudr) pridductndey adorfer riiyesti nd

t hescenes',q There .S .na infar QR L Qyathe JtdAnsasctdon e 30theg algy

pr oduct m%tr)lagg(r%.o(%gesgal;ill tletB" %ggg%lgr gcegsi n&" rtust%be prw(%\;ci deg]e{;y At}ﬁ%i }I
transacti on apgq@iduet..Thé&rprmesenpatridcd pgndceddi i isnviysteremre ¢die

beconsi dered ¢j r in role.enyiron re al .

transacti ons glﬁég‘%gﬁ%u?f) Qi})lr% Sgﬁﬁéﬁ" \réglrg3 enau(rcﬁﬁeeﬁtga( %&gégtﬁogast sone
product transactoudrsraeetothrasipsuen g case cofedd tsicagide proldaict) . To
environment, t Q0/. - PCT/ AUQQ/ r.d. i er is also
the transacti gﬁggclc?\tf?rhgr }%&%Z?%p%gggc& %edﬁﬁm?%&g%g%\%ilr &ﬁ%?#ts, ptrr?é%(%rd
i ssuer andstr dnsattirosepacaiteep roeg skbe ngepaltatre e xampdleo ultdeb e nagtsad ttitvart
there m ght be l.ti ple partici t rryin t _a,partic r.5 rol.e
(i.e., multi pfaecrag%rr 5 §§§eﬁcéeaﬁ§%§uﬁt§%%|e§ rag/n%%ctai (])Dr&ll%é(c'qu:&]rh%r sbavﬁkt Hin a
dual rol e envireoporstipleWierepaotestshey pr adwuctsaics iionvadltv e dedivieg fanaged
by a separ at e jproduct managet partigipant o queh as. deseriped abave, the
product manager i's an i ndirrect participant. fdd | (8 et parctl'ci pants rely
on the parti ciepantranisacthensi agkeciaktedowidhalt heolceeeliti ramae pir ciom dqur, oMinde
themw th_the information necessary for themto manage the prodyct. Th

are not di3§ ecfl ?ePﬁ\?Slt\‘?eBrf’ﬁetsﬁe%‘%ﬁ?glﬁfr §@EEHy Oéﬁvilpo?fl‘?ﬁ;ﬁp?. Lé'cf‘ﬁe braé\?
data provi dedmustt heteranpactvhorhi 8flhnrotresidhl @ rbvuiche tiranisher iiondi reet
participant. Further processin t .he proyided. by a separate process. The
present appl i GERCSREFE VLAt Fgfgg?‘f’ﬁgepésé’x‘ﬁ’i Elell?}i@f tg fg'g‘let hé’r 2lYe bei ng
involved in theheaed preacesscthgresyi caseent rbashatibhkatie thenmmzagergnt of
card device 20 liased product s, gar_ti cul arlg{ where nultiple products are to
be supported BYERtASCanar8rtdetPLBES - ThECARPIFYCRALERa?ESt &EYEE this third

role a "psoduechlewnat'ed BheapsegHebtewnaicbs @nient rk¥eW@sCaReb@elevant
consi dered to "own" roduct associated with the card_and/ or device. The

a.p
product owner “38PFayTRE"r 88pBnSF Ble TP Er PRRE - naRdGerBNEL6Y PRANSE0HESt in
i sol ati on of other card and/or device managenent requirenents (i.e., they
may not be responsible for the issuing or managenent of cards, nor the
est abl i shnent or nmanagenent of devices). As sone of the previous functions
30 of the card issuer may be transferred to the product owner, the
appl i cants have re-named the previous card issuer role as "card nmanager”.
Li kewi se, as sone of the previous functions of the transaction acquirer nmay

- MY b .



WO, 00151070 * _ 9 _ PCT/ AUO0O/ 00123Not e that a product may be inplenented as
a productapplication on a card, on a device, or distributed on bothcard and
the device. Smart cards in particular facilitatethe provisi ct
appl i cati of¥O8P51%E card. TheSmanagenent sy3tem of the pr es%ﬁéﬁ%@%on,
however, al t hough rticularly appropria t t Vi rgaoent may
al so be inpl eer{%ln%rgg)? (})an%sﬁ%%eorgrtgcéu@ﬁéswil:c?%%f%ygﬁ%?ﬂ%é rél%g%ﬁggéar 3;ﬂewni ch
may be on the wdean wsstoromhizte mayobes sedthertioa thensacdion epquieer will
devi ce. 10The present invention provide C devi ¢ roduct _nmana nt
system i ncl udi'ht L%é%atrq’lﬁe NEHAGeTnT rr‘g%%%g%?%ﬂeeﬁra% %%ggggar grrﬁrsigﬁ(e:rlg%g%
partici pant t ovipet faren laged Ok yrescgenentr rodbe. al Dhe, t wabbaat inanagaogndrer
productsas§oci t ed vyibth a card and w t hout fana ing df}’i CES) 1§1a devi C€ ¢
management “neand Whi K HEbt oS BEYeeF ebhanaer %%? ferpait’ t 8Yp&r Fofm-a
devi ce managensnt “wmod el ane, thd hotdn s@acagongdptaductls assotbatédywsthetmbe
cardand w t hout managi ng .cards;, anda. product, nanagenent nea whi ch

enabl es a prod%?%b&?‘?e‘? DAY ct %Eﬁ?lf%l%%r?%? n?%g(gr%ﬁ%g?rngﬁsgenent

rol eal one, w tiheutsdmdiagi Ngs cad Ssc fate avi & hot deedagi ngndevheeaerwber aby al |
three rol es can be perfaor by separateentities. The terns "card", "device"
and "product" e %@é&ﬁ?%ﬁ% TRRAC a‘?}e Hive Oié%ﬁ%ié, SgReRAp| F‘Pged as
fol l ows: The "cai«h dawd % afe NBENSy AW Chr £ASHE €50k epsesentati 0Boh1ay

rel ati onship between a card hol der and a card manager.In the sinplest

terms, it may RERI4rde BRIRISK arfdetTed cht i bR MRADRTC¥#N act B8R Aunber . |t
i's a guarant eadhatotde 1oad & L stk 1 Sn enadt egh 119 sar€i)e OBt ahB8ction

producttransaction. It may include a token or electronic walletwhich is
utilisabl e ovetCH IEHpULETS et WorRE FIRTY aRF R My ke foFf ohfaleapPgssed

hol der's PC. SidH | @dd Vsudnélevi £8Ce 4 $i @yt i agaisBOabhS1 OHSRE £PE 85EBEI BHeA
rel ati onshi p between a devi ce nmanager(transaction acquirer) and a card

accept or (‘Rer Rty |Rrodugs o0TBHD 7ePmP L bca t SR 1R BV DON23 nay be a

"virtual” device acqessidla i acdh Webspegei Onetherd ndeingbialor exappl e.
The addition of a product” owner role to the single or dual environnent,
preferably crextamPle, til pratt itaks WrRES oPFreRten Nfrtles t heFeladylbs t hree

rol es requireq,d.q,facid igats dhe dmnageent - of n Sadd- angdh o5, 4evi cen some
-associ ated products: 1. the managenment of cards being carried out by the

card manager. da3<s, Ty aldnageneHs gladeveedee delogpledratdadlt by the

devi ce mangger. 3. ghe fBNageimil©f o2 PF ofdied 1 bei g cas ri 8dygHt By Lhe
product owner. Note that all these roles nmay in sone circunstances be 15
carried out bytatallsarfeparaticipatess ., ethbperht i Hpeathcwf anferdevi ces

~managemnent mmorpgg%cghgmg%%d&eans and card nanagenent neans. Each

of the product manag nt means, card nmanagenent nmeans and device
managenent neans prief erudil 2 igidtigfestkep® Spfrewred hodenerebnefotheéng a

processi ng ”ealfbjyhaélocsg/gfzicldﬁcaé %é{ ;\:E}fé;rf%%%fvwgédué@rﬂa 2ger apd.fdeyi ce

manager rol es. em pr ef conpri ses a nessage nanagenent
means whi i i sthranigedia ermehegfe ahesugutdmgtiod Xbrdressagevidata béheeen

cards, dev'Ce%afggiéﬁgaééyf%e(gv@ééﬁ have been constructed to support the

primary product (e.g. the credit card product) and
operation of the further product is done “behind the
scenes”. There is no information in the transaction for

30 the loyalty product manager. Separate “batch processing”
must be provided by the transaction acquirer.

The present “card processing environment” can be
considered either a single role environment (where all
product transactions are “on us”) or a dual role

35 environment (where at least some product transactions are

“off us”). In the case of a single role environment, the



and product nmanagenent system In a preferred enbodi nent, the nessage
managenent neans i ncludes a software nodule ' which can control a
processing neans to control the routing of nessage data. hbtectﬁ§%Wﬁé

nmessage dat %0 ®@/518¥nt any 30 data includi rgst Fansacti on dat af &Us to

be routed within the system Preferabl each participant in the ?ysten1is

provi ded with S2FessagRSFmhigBhERt TREdGFENSBEEE18RafFAE L thifer e héTRarg Se

manager, produst aWaeilapdldexh¢erbnmnage;, a&he sapar akeuert ahidetragaektabn
the entities will 35 have a nessage nanageneng n§3n§ to contrgl the routing
of WD 00/ 51078Auireq maypeg ABBOFO6¢23 hbsSageldars WPLRCh tORE &PSTem

i.e. between thegrensgerent i pRanpaandcipenear darandndevuees. pBrefienally,
t he devi ce managenent neans 1 ncl ude staorage nmeans for storing product owner

i denti ficaty ontSl¥ath: et deRLiF¥PAE FREHULESBRREr 2pgr PPEIpRALS Eras56RSiitNe

for managi ng psegucisrassechahed whbh devkcesviepBagedthy the device manager
participant, and card acceptor identification data, identifying card

acceptors using devWeesenankgstingy Preddeli é8 MAMa4ErdpRRENS Panadedoby a

Preferably, theg.pspduct  paragenRah ABANSaLRELYEERLSt QLage aREARS 2 haRged to
store card manager |den?|f|cat|on data 1dentifying card managers managi ng
cards supporti#gope odiie® sPhradugedmByagRE bﬁoéﬂciﬂgﬁﬁéﬁﬁpaﬁﬁﬁépﬁﬁﬁpﬁ-The

product MRPAYERRN! SBANS, PBY - 8h5Rt St PEeyCaRdLAe Palderipdarti filhcakion data,
identifying card hol ders hol di ng cards KaV|ng products nanaged by the

product owner pErgiei pahe, oanduedr HohecepyoFoNEERti FPcREPFAdgataem with
I denti fying Ca{ﬁea£8§8£ﬁéééﬁ?vh§%e9§¥¥9e§ofUPH@ﬁtthmgﬁggéckﬁenﬁ@égﬁ@tby,

the product owner participant. Preferably, the card managenent neans is
arranged to stBreyprpelucet odheectdenintpédedonndaha i dendi PypPagspibduct

owner partiCip@ﬁ&fréﬁﬁ@ﬁgsib'@héPEaQHEQ9£$grB$QQ§8t§na§ﬁ80£§5ﬁgaﬂk58ncﬁéds

managed by the card nmanager participant. e card nmanagenent neans may al so
store cardi25 hot desahenpyftoat Fontdarainddeactf yangicapdnhel dé€nsthekdi ng

cards managed QX $$§sfﬁ§deEPaQSdgpébi&ﬁ%pﬁgta E%é%?é@@' roS?EQ.Of the

managenent nea SCarso stores ITnk tot nage means of ot her
partici pants. |n eathenanagenenéppbansnta bdavabadenhiafistiorbet hess@bility

e R R S R
necessarily toehaveotthennane dHécihétebedthel denaghwehhsof produdevofethe
product Omﬂﬁr'bééed products, particularly where multiple products are to
be supported by cards and/or devices. The applicants have
termed this third role a “product owner”. The product
owner is an entity who can be considered to “own” a product
associated with the card and/or device. The product owner
25 may be responsible for the management of the product in
isolation of other card and/or device management
requirements (i.e., they may not be responsible for the
issuing or management of cards, nor the establishment or
management of devices}. As some of the previous functions
30 of the card issuer may be transferred to the product owner,
the applicants have re-named the previous card issuer role
as “card manager”. Likewise, as some of the previous
functions of the transaction acquirer may be transferred to

the product owner, the applicants have re-named the

(3]
W

previous transaction acquirer role as “device manager”.



35, may be sufficient to have an I D nunber, w thout know ng the actual nane
of the card holder. It may only be necessary WO 001 51070 '

PCT/ AU00/ 00123 for the card manager to know the actual |dentlsé /AQBO/(TO% card
hol der. 1In ‘Ptﬁr39§’/5b°5%es a card holder will noP wish to provide %er r irdentity

to more entities than DeessalVor JAG:Pr£SeNbeSYAEEINENBLES PEOduELS kO be

provided to a card e card hol der having necessaril
provi de his |cmm13t§/attlpla Pt ctucardwner . a UdgdElFg, Pr dAilBErbbuteduenedothat

the card mnagers) naye Ak A6iialel dempity of hbesnapd bobdes andoihatathe

devi ce managers n actu identity of the card 10 acce
this, actual |‘fdemtti>1t<iﬂei58im1rmf m@tscstar@ptylneeerwmbenptber de@dto dhg ot her

bar ti i pant.. Ay, DLOdUE! oyeier, st have,ac el at honsbi By LB, 8ycar dhol der

The rel ati onship der need not be direct. It cou be by way
of a card nanagerhoWitatpd el dbl prbgueppowperateqlpreshensmhetr ebatli onshi p

wth the car dhol derodged el abiod Vel PLAGHEL, dabantn gnapl sqmpagee:

of the product. 1S CEn roduct own equrres from
t he car dhol derwhiash wedy rast any cuiattahe haardihewptokiumayolmaeonptbm desite,t he

cardhol der. | be a oduct trans ctlon name dress of the
car dhol der, a%%rwg?%%lblm%%ﬁ? €?Jotrh gduc? caarunf’ﬁu(enr gg%trg '&r%of the

card (e.g.10 a card Trtmtmre)sam naveklmi@herpr@haey ot herdi déoimat kod. Any
product owner rel ationsh 5 ter

35 acce
el at | onahi p AR AP e Or haRd Hot TBETRE Bcp 2t REBaPATEE by way
of a devi ce namages .wiNat értmopé@obrc&amwreana@qur pestiaiphertrebapeofsbinpa
with the ' carda cepter is the rig pe roduct data to enable
managenent of %fe %&&?me%i?je% JdBIP‘gt Fhfatntﬂén%opﬁPgaﬁ £ owner
requires fromatshgaocczaarwleca@o:ﬁmed c@ﬁdweﬂldi tastlaﬁytdxa&ﬂaghﬁ@ tibeipesduct owner
provides tqg the caracdéf ter. 1%t_ebe a product tr action, the nane

and addres's of the %éﬁf&gef&e Ve p‘ﬁ’t‘&%t?%ﬁ BF 4 Prodtct, a

uni que identifigtagdr therdevigent eco gpereOﬂeva CQeBPcHUNNLE ye@BHt Cable
accepter, or any other, information, 0/51070 - 13 - PCT/ AU00/ 00123 The
rel ationship Wet'hé’%td??il%dﬁ%'ﬁ%’rn%rﬁir? CTar ARDPAE? CRHAYWHED | hpFefiRhfed

dynam cal ly. Thad Wsthdbhe mae{aagixogts&umémya@@cur only when the card
accepter and cardhol der cone to erate the roduct e. t he product 5 may

be | oaded by the cat PERE¥P dpa R AHRT T - at AR ?gﬁ%les aPproduct

! 20 owner participant to perform a product management role
alone, without managing cards and without managing devices,
whereby all three roles can be performed by separate
entities.

The terms “card”, “device” and “product” have the
25 definitions which are given above, as amplified as follows:
The “card” includes any means which enables representation
of a relationship between a card holder and a card manager.
In the simplest terms, it may include merely an
identification number or account number. It 1s a guarantee
30 that the card holder is enabled to carry out the product
transaction. It may include a token or electronic wallet
which is utilisable over a computer network such as the
Internet, from a card holder’s PC.
Similarly, a “device” is anything capable of
35 representing a relationship between a device manager

(transaction acquirer) and a card acceptor (merchant). It



To manage the cardhol der (referred to by the product owner as the
"product - hol der") relationship, data such as the identity of the cardhol der
wi Il usually be required by 1o the product owner. The identppy,RedoRet be
an actual i WW?Pﬁ)but may nerely be an tdéfttficati on nunber. I'n sone

cases even id [ i.nfQr. [KeTo) .nat JALCRSSALY J Lyed t %ggr fhough
for the produ@?bo%%eﬁ tglgg%g?vegg¥52§héﬁﬁbn gata ﬁh |é%€$%ggi at(gﬁere IS
a card hol der IntBrAagéi nforhexmabdei-onshi p with the cardhol der may be

ndirect_and any | Rtordgiea an e eandialdeleould ke by R aed 4y Ltdier
parties in the systeme.g., a card nager. To manage the card accepter
(referred to Hyaflhenpieduoenowneredsrrihd y' preddets acCéptigattirtel ati onshi p,

data 20 such as_the identit f t r cecepter. wll u . uired
by the pro%uc?ngﬁﬁgpme?ﬁe’iéggfftg%ﬁ%%dqﬁ t%%bkgﬁx%%gﬁé%%igg%%??%“%u may
nerely be an tfdenflitiacat itbr nanbgemehn sdnmeacasesdevwen dedarms-tas sarfigroet | on
may not be necessary i.e., it may sufficient nerely to receive 25
transaction i RFSFHELT6n from the card acceptor so that the product owner is
aware that there id.a cahd aceceptoentAgdi rardise beehat icarstieg wiuth bdyhehear d
accepter may be i,ndirect and any information on the card accepter could be
provi ded by ofA&F PAPAPES in the systeme.g., a device 30 manager.
Separ ati omp out of pr.oducthemnaaggamentf bdmdettiersaspedhy ofaradred managanent
provi des a nunBer of .advantages. Any card and/or device product can be
managed separ af'€l §€¥-6fM BPP28ERer aspects of the card- and/ or

device-rel ated 35 environeefbnadbisntt bé wobeocdhictheephaduelr rawdeouts by
sinmplified (managenent of the product only), such that the WO 00l151070 °
14 _ PCT/ AUOOFOB1P3°BP68utt"6%ner - need not be concerned with, for

exanpl e, the provi sbea andtmanagenest eblear dayand sofevicdesuhetineed be
support their product. This also results Ln,Iesi effort on the partc%f gard
0 r.

managers &hd Ge¥Fé&95°HanRYer8et §2RGppart 1EAE2Proddcfs GPEE3Produce

For the device management means, product management means and
card management means.
Each of the product management means, card management
means and device management means preferably includes a
20 software module controlling a processing means to
facilitate the product owner, card manager and device
manager roles.
The system preferably further comprises a message
management means which is arranged to manage the routing of
25 message data between cards, devices and the card, device
and product management system. In a preferred embodiment,
the message management means includes a software module
which can control a processing means to control the routing
of message data. Note that by message data is meant any
30 data including transaction data, that needs to be routed
within the system. Preferably, each participant in the
system is provided with a message management module. For
example, where the card manager, product owner and device
manager are separate entities, each of the entities will

35 have a message management means to control the routing of



exanple, a chain of restaurants may wi sh to manage a loyalty schene, where
they woul d be the product owner of the loyalty schene. Their product

managenent uld only need to be able to nmanage the i pEphitBsboass
required to‘%}il’gﬁﬁgﬂr?gge the | oyalty scheme,” A6t the broader aspects of card

and/ or device R o) t ) e
A@Wty%ﬁ@w%ﬁg H)'?{l:ém, yabty,sehenn tmdﬁgn%@%nt

aspects of card and device nmanagenent will be conducted by card nanager and
devi ce managertearatangride ter pord d@el¢estaurant chain's product. 15

Preferably, the carpré%%%?jgnttﬁrg éY page aﬁgﬂ&%smggﬂghgnggb%r el at ed

environment that are ‘ed Wit e car nager. The card nmanager
managenent systwnms)gs oA pfef esabt ynpepubitect oownt quedtignicdéntciatyorvach

card it manage intain data r i shar ; h
Gata w th Br odiit ovister A B P B 00 banLboba ERL fup alf s S REBa R et
managenent nedirsr nemaEgEshagpeecdsciod @ heodeyiee-vetht ddvenesr mamegedt hat are

associated with th eVl nage . | ce n nt systens)
shoul d preferatg]ey (ﬁee\gla% €10 %?q%‘agpl& %}L{chfyalg@ (g%gél %gglgggg?t manages,
mai nt ai n dat a radratimigdtol dhatatdeyi céentanfy shareasdchcdapaownst hspngduct

owners and card managers.. W he_ manage h resent
i nventi on, theérjee\ﬁ“locree, maanna&?él Dsy’gte%? @mgghgg%%g%ééfgg%fgéagggn?h any one
aspect of mhe tripatrtafieraary erivé rpnoentt concagseenbymeéhesappkilodat

(product managenent, card managenent and_ devi ce nagenent) .will .require
onl y the appr GBS GRAT D & W Sy%: G BRTER TBf BUEE T 8- haAMGRIEE COF - Ehe
aspect of the «md riodwrenif yirad ddey mieagesponshdyendSchods bagpbhetinwi th
the message managenent MeaNS:y S A0% ro MOS0y oy P01 BT A0/ 00123

The product management means may also store card

15 helder identification data, identifying card holders
holding cards having products managed by the product owner
participant, and card acceptor identification data,
identifying card acceptors having devices supporting
products managed by the product owner participant.

20 Preferably, the card management means is arranged to
store product owner identification data identifying product
owner participants responsible for managing products
associated with cards managed by the card manager
participant. The card management means may also store card

25 holder identification data, identifying card holders
holding cards managed by the card managed participant.

Preferably, each of the management means also stores
links to the management means of other participants.

In each management means, a database may store the

30 required data.

Note that in each case identification data may not be
the actual identity of the entity. For example, the
product owner may not need necessarily to have the name of
the card holder who has a product of the product owner. It

33 may be sufficient to have an ID number, without knowing the

actual name of the card holder. It may only be necessary



communi cati ons between the nmanagenent systens of different entities in a
tripartite environnment. The product owner, for exanple, thus nmanages the
product in isolation fromall the other tasks. Aspects of 5 t may
be updat ed W@95107% new versi on of the prodact application ﬁl&%@o@gﬁg

t hrough the pr.odu managenent neans i,n a tripartit en%i ronnent tl_rllus

avoi di ng the ré&d :L}“c?r G MANISF 1 &Y Hfe 3Tl B0 of thevt cele
managenent neakRsd Ho1HHES senvesrty ddddista alzrdarmd o tval 1 aspectiof the
present invention. In the prior art systens discussed in the preanbl e where
a third partyP3pdrate R‘fﬁﬁ&&%ﬁltlst&'cﬁyoaénoarq oesf&ijtu%/lesschtel?waen s @ SEtohdary
product recei whag pdals@ it (s Sy Ereb WY grdtasctheery designedi ded operate a
primary 15 product, the |oyalt roduct owner. s not really a party to the
managenent * sy Se&M SO IELE ‘%’r’ip Q¥ h Orltfjrﬁfe a‘fjs“‘%idé%lc ae“o]?/ys?‘?\gle
rol e environmpioyiard Hike itdddd tpardy depeistipamdhe parties to the
primary product for any .infaormatiaon, transactional information and to nake

any 20 amendnents tU6YeHd Yor ddudtil Wksr & 9 b ddat i o e RPEOrS in

the device, ithave e aRitivERr Y eatiitGl REntchara rilsto Ikke afeendientishd o the
product application. In the present invention, the product owner is

preferably abldeViGeafPERICENANC GV AHYE Jpridtfilttd t Fdrt Pzl e, where
the produgh apRldegRldON @¢irsdr @il ,a LeviLe et B LArdb (fdich as a
smart card) or on both, the product owner may be able to downl oad an
updat ed appl i E&CESFavild vt Fe Sty &ife M oK Cp@Map it Rt Hmpant .

intervention of anyQf dhenRithewanagereMaward ixd Rantsn 4wy B0, the system
Transaction data creatéed in relation to the product nmay be routed to the

product owner S@irdhcRderessdge FElagemERt e i hoft NehCBtHETL 5t thegPditls in
the system wihoyt cREOCESS RG Y tHhe yipnagemnt mdy &%pfqdhe & the
participants. The managenent system of "'t he 'present 35 invention, therefore,
pr ef er abl y5 f agiroidugte wagabltiasy ittes grodhet tediaddronsd icontaiil ddi®e directly
with the produgt-gholder is the right type of product data to enable
management of the product. This can be any data that the
product owner requires from the cardholder, as well as any
data that the product owner provides to the cardholder. It
20 may be a product transaction, the name and address of the
cardholder, a card application for a product, a unique
identifier of the card (e.g., a card number) and
cardholder, or any other information.

Any product owner must have a relationship with a card

2
w

accepter. The relationship with the card acceptor need not
be direct. It could be by way of a device manager. What
the product owner requires in the relationship with the
card accepter is the right type of product data to enable
management of the product. This can be any data that the
30 product owner requires from the card accepter, as well as
any data that the product owner provides to the card
accepter. It may be a product transaction, the name and
address of the card accepter, a device application for a
product, a unique identifier of the device (e.g., a device

35 number) and card accepter, or any other information.



WO 00/ 5107D - 16 - PCT/ AU00/ 00123 5 10 15 20 25 30 35 e.g., to put

i nformation on the product or to receive information fromthe product. This
cannot be wonesioothe prior art by a thi_rq3pa_rty oper at or VWOI/AE00/09123
directly involved in the prior art dual rdl'e or single role environnent.
Further, with a minagersdnit isysiteip iwi @t coreaveed wedtep her paesebhei nvent i on,
the repl acenent of .cards and_ deyvi ces énhcaetd h&lveabfggliost,nggl en, ggmaged,
destroyed, - FPEFSS ghed B the 1Hke bDetones eht S r’er'er. er card’ or ‘devi ce
may i ncl ude aelwthemofipmeduciccwhiatl areh&movine bya tdhea ceepgeneatdsyst ens)
of the card nmanager, and the device nagﬁel{ whi ch taI SOo_mai nt ai ns

non- product $Pe FatFOrHe MlgErent ' SyRT MG of - The CAF PHRARGEr and
devi ce napagerayitee als@idmivit aide prasicicspecs f | endlat acgtiovdededabyarach
product owner,, or may maintain links to each product owner's managenent
system such HEE t hi s product-specific data can be obtained. In this way, a

card manager or de\y GardmAGaele MRyr OB addr dat&f é r osa the BRNagEeBAbASY St ens)
of product owners that, tqgether wt a%,a) m%ft aj ned on their own
r

managenent sY¥ER G IGRSendHWurFt - det e PRSP 1 3Rt PUCE e@S and

repl aced. TheHar QWSO ARGk raagemiio de Uk 11t PEOGRICT y sk dSe gadrdeviboes
becones sinpler with a managenent systemin accordance with the present

i nventiorn? | N8 FrRIRAT RIHET wi sHES & Hept oy 2 Privfuct® oft A a8t d or
device, all tiheyesd yla inh ORiaidl N RIOAUE N FRNBEETEN SYEb&m angn

nmessage managenent package, ‘and establish a relationship with a card
manager and &&VFiccEafEfagareT crdatakt YorigthRima THe didy HelhdRrneads s Hek

assi st the prioduct jowaer, Q. deplph the RRAUSE ARt helde o dSye @Byt he
devi ce nmanager can assist the product owner to deploy the product on their

devi ces. Oncé e asitodictdats opetisgatondd  the et el Tehagrrd amell da¥ d

manager Gan GeRfigurg d helrs N SY SUETB: 4 2 sinage rﬁéﬁ%@cﬂé’f‘z?ect
facilitated by the product. For exanple, the device manager’ s nmanagenent
system may r Giitce ayvodudto i Rs AT o & e Al 49 HrEAthed roglevs eesdeld rieet | y

WO 00/51070 orpelr b@;ﬁgg! AP ISty they product, QUL 2 e RNagenent

system and the card nmanagers' nanagenent system nay informthe product
owners' managenentl csysr@deofthencadthmfc et audrestededits kyviked by the

car dhol der. grz%&ewdetry AN i d@é@%éegéredv{;ge 3 slemeinihe present

invention are also particularly advantageous. rs are often
rel uct ant20t o sgicke asod heanydgrdarisohaf ddtaidard ceeentdn wntl tussalWthet he

'present inventjon, t nagﬁ{@ t t i '
sufficient inrlife(%%%e]lfte?%njo}{ %e%q{e?{#g%nﬁln%e the E%% utilt&nfaegg&lpelﬁ%%nﬂf R
identity of @aoctaradhalddertimay ot rzey megd edre Suthi asypeict iscaaobendmbert o

the card manager.  |f ga@eescaerv%nn%r@]ecriﬂf i%%&qﬁg?ibclrg rp%pl%ot%]r@%eforez for
exanpl e, the product owner nay rust™ "t he ban 0 ensure the bona fides
necessary i.e., it may sufficient merely to receive
25 transaction information from the card acceptor so that the
product owner i1s aware that there is a card acceptor.
Again, the relationship with the card accepter may be
indirect and any information on the card accepter could be
provided by other parties in the system e.g., a device
30 manager. |
Separation out of product management from other
aspects of card management provides a number of advantages.
Any card and/or device product can be managed separately
from all other aspects of the card- and/or device-related
35 environment. Thus, the role of the product owner is

simplified (management of the product only), such that the



| S of the cardhol der, and thus would not require this information
t hensel ves. This is advantageous for the cardholder as it linmits the nunber

of entiti eﬁ’ t@%ﬁﬁoequi re detailed personal information, butpsf/ibbogasbl es
the cardhol'@1" Y obt ai n access to mul tipllé products, thus 20 protecting

personal privacysudd 4 Productq owner,Jushn COFMUAI GaER, WebD LREmp1e,
cardhol der, this can be achi eved through the card manager who can |link the

uni que i dent ifhierpustvitieon anthalaresd e mt ap heda bys t #ed pr odeEice@ner with
the personal | Ly sqfc%scr&et PEQLLCt o DURSE anfihweg%_gé FoumaLCate

directly with the Tatter. stomer service is also facilitated by the
syst em of t helggesehfoithvanttiton. pate ehrdhdd deanagyr fediddofdeyiaesi ngl e

contact (uysu rawd f r Cleli r at,i to

sati sf act ?on%%yac%%%gsr igorrpi a%r}lés ?%O%%e?%eé%aédﬁ%%gggr% %‘ghayF%:é abl e

to process t hexasumis aintchdigmse] viess bFughot ihdy bel bl eotbapage &t on

strai ght away t t r t i h
1c§§éléﬁhsg&§c’eg¢é§ho%kfé {10y AL 8T 4 N5l eyl mﬁlt"?%?&% SRt NEf

managenent system does’ not require e contacts
correspondi ngheo leach onedfenche MheiplprSsupr otrragemenWEP9E&m0vould18 ~

PCT/ AU00O/ 00123 5 10 15 .20.25 35 T geent e
i nvention al soonlﬁlr enfeeerng oy blenca]SD(l}ldeegcol %%r?%}%e meglnns %’%‘rﬁaﬁﬁc&%%ﬁu?ﬁ%& &
manageneny systrementtie eddyerltal syrsdrens . ndhitshe iterddee aspest s soprededabl vy

provided in the, form of. software nodul es ich the |icant_terns
"busi ness rmcﬁﬂdefso'r 5&1 vclhceoﬁréarrbat%er%engcr o%%%%i]arl%ec}re%ons&?%“f n?%?%% WEES
desired extermadsesysiten dqrecexcanpd esaxad parod ubd v o enamayeradé meadyl have or

may Wi sh to design . their own external systemfor processing aspects of _ a
product. A bLFscinncg’sCsteﬁgcﬁﬂ ecatrﬁjgrme%‘noar%erpr“i}/olelclS oéegsv%lcef i%ﬁ(nab%?ﬂsegtrlh? K erhal
system and t haipmnagertentr esytshiemargndinayn ‘convesdudthe dat a bei ng recei ved by
t he manaqgment sy%ﬁﬁ;ﬁ in a f(?ém Wnicgh i s usabl.e bey tshe roduct owners
external 'system S y &0 Gt rr?ae{baéget%er}ted%c“i}js ré?‘t%e,ss%sl?%%?sthe
managenment syst emeofcdrhme fanesent dmuvierdringgnt stledtl eaded dddodimtéd hwiett sti ng

systens. The present invention further Cprovi des a product nmana erreu%
system conprité ff FIROEREE ma fehte MR Sohi W AR S de%?%‘ﬂ Y owner
partici pant tsherd grsfa adudie Mslage®nin i€l al iofen t W ¢ hoadh nedaegi g
cards and wi t hout nmanagi.ng devi ces, erein the stemis arranged to
facilitate t R BHUcT npéjrattiacir\;a,j\'glr‘ﬂtjt“dg i etg%/"‘lty %ﬁ‘rfcg'cta% B of a
product assoGhaltediada Wiahcprdbductdemireers and device managers.

Preferably the device management means manages aspects
of the device-related environment that are associated with
the device manager. The device manager management
system(s) should preferably be able to uniquely identify

25 each device it manages, maintain data relating to that
device, and share such data with product owners and card
managers.

With the management system(s) of the present
invention, therefore, an entity that wishes to be involved

30 in any one aspect of the tripartite card environment
conceived by the applicant (product management, card
management and device management) will require only the
appropriate part of the system which relates to management
of the aspect of the environment that they are responsible

35 for, together with the message management means, enabling



By "facilitate" is nmeant that the system gives a nechani sm by whi ch data
can be ¢communi cated directly between the product hol der and the product
associ at edy@igh@igzie card or device. The praduct may be on tPET/sH0M0823 on
the device in the sense that software i s rest] ng on the card or device
relating to tdempiettiet ioddebsandenr tievnaragemaytbeyeapaisdefediiffetrents of
"real estate" e.g. the snart carngE% i nclude a nunber of storage | ocations

whi ch the cartPiansgRriRah BFEpar r 5Lt CBRABFs. The card nanager will
provide a "key" torieaabtedbie GwRdHpt fOWNekahplBavehascasnalgesatsecure

| ocation on the card and, the product ownﬁJ coul d 'hn fact provide their own
key to preverRTMEE} fEP eht@l ot At hECPr ddtctPBnOtREX c5RGKSThi $SPEHGE Ofe
WO 00/ 510%D ,the _pASducPEHANILS/ 9fd2Bedone. §y, paesent vauktiopl @ tpraduct
arrangenents, wherein pripary, processing is re@ui red by a card manager or
devi ce managePr ¥ OF 2BP bt GubEP" odmet e sGRRAIAS AT PEYRI £ epBrREYSwner, can
manage the prpgucdiemdnd NReiesentai vephiontéuehberopmevricdeshascakdiding
managenent system including a card managenent neans which eg&gles a card
manager partieipareed ofpertdrn anthfy Fanayefeft VRoReCaFENBNAPENEGY 1Ce
managi Nng pr oduct SoarsSeci @l edsW th a card and wi thout managi ng devices. 10
The present invention further provides a device nmanagenment system

i ncl udi ngl%a devi ceTanateredt heahblWhFEAL@naBI e8PArdaN caSRRRfAgEE the
partici pant t&@@éﬁ@fﬂﬁer@%ﬁe npRagruepti b0l £ral 908t st RRYLLEBRAYERY
products assocliated with a card and w t hout nmanagi ng cards. 15 The present
i nvention furtherrprawesvherard, tievdceathl pPedAEESMANRGERERT SyShems
including a plu@ldiy, of 13641 &8 BT 96ES5688y "BABGucEACH8EKY hEe dBEACESHINY
means enabling a art¥0| pant to the system ¥o carry out at |east one of
card, device anypronuchlamnageneatn andlianadssagereoakanagerdmerifeans
provi ded {0 eaghapatti chpanbyd ey oy systemandy attangedrba1dgt a3%adty o
conmuni cat'i ons 1 nterface rou¥|ng ssage data Eetmeen each of the service
processi ng nedns mankperewensyates ahdadevi cBBe Pblenabké &nHerwpmrnsf is
service processing fpans, o g ol ks Ak iy OLoRAEhE ¢ BAB! BnkO LRI hnpaEEgee Lo
carry out card, device and product nanagenent. € service procesSing neans
preferably i ni¢peiedsanpomaniagepent i eeahs, tdevicemanragerdnctmians aand
product manage , i a r nt i ti further
provi des a ca%rg’fgm%?%%gBo@%%rgé%?ggﬁﬁgl ngﬁgggrﬁggﬁogygﬁgmkf)nc?%gi hgg}a

net wor k cadnpramemdmentps ural the pfodoedes, Whehenbde poapricsi ag anséhei ce

processing meafs, eabl ) ng, a GYILED PRLILE! RO ol PndRl T KaBlih cBbahaslngne O

card, device and product ‘managenent,” and a nesSage
arranged to actst35nake aarcamdmen cat tonshénpeeflact applingtiessage data

D e nofe aud Bt et e aen b P4 0P 1At Beoa LY aoBEOSESS N0 reans
of each node and betwedh REFES ant devices’ e present rnvention further
provi des a negpiwilendibpnalgleigt canfifecdevonesoandverotbet prodorpri skng t he

Lo ek SR S U PR ol IR LOL. 8 S TRDGRURIL ohg oare
device or on a card (such as a smart card) or on both, the
product owner may be able to download an updated
application via the management system, perhaps without any
intervention of any of the other management participants in

30 the system. Transaction data created in relation to the
product may be routed to the product owner via the message
management means of the other participants in the system,
without processing by the management modules of the other
participants. The management system of the present

35 invention, therefore, preferably facilitates enabling the

product holder to communicate directly with the product



a card manager participant responsible for managi ng non-product specific
card operations; a device manager participant responsible for nanagi ng 10
devi ces fo&mﬁﬁgﬁg%ing cards and for carrying out product trpapagbeeriss and
a product menager participant, responsibtel®or the managenent of

product - r el at gd;aspest $u0f 1h8 kALY AN PREERIodMer oI (e LieMivee manager
participant, card 15 managénent partici pant and product manager parti ci pant
may be separateferbpties. ITpe pheserPdiftent Téd St GeRet Peodicdés 1& rfdtehod

of managi ng ppedyct §,+CRYPLI $hAGAt BAreleBpeeh 8! kifiong sa nRtodGle ARAGET
participant, rtesponsible for the managenent 20 of products al one, w'thout
managi ng car dsNEAYVRAt hButhRaRagPRgagEvieed, red¢ Pacisingaei A§lehe product
manager paytighpaptnhendirectly affect control of a product associated with
a card or device. The present invention further provides a nethod of 25
managi ng cards, coﬁprtgﬁﬁg vhé&hseepanagemenitnisg tamc dnd ageRagancgamtitdi pant
whose role is 3 ent C it gi .
product s assofy ot BACu TE & eard and Gehoar ranaa g devreds LPha eSS
invention furthet bavei desnalpethodtotede mamagendy devitceyedgonpriesi ng t he

steps of defigLogoRedey|CenmRARgEr nBAbhLS! AARL WAAREEO! €l 3ok mer form
managenent of devices a one, W thout nanagi ng products associated with a
card and W t hderieanmgingncards. aThembeesefit pirpdestisonhfight bee pnowndéy a

Lo vol e ML AL LRETROOIPHRNL) OhrCBAES nalAvhaRa R0 EOTHE! Beyle

systemincluding a ca nodul e, a device
PCT/ AU00/ 00128anagagenehichodlibe madntapneduch-pandgetenpempdikedawai.ch can

be used separ I i c t t e_di,ff.ece
entities to cgﬁ%yM%ﬁgggﬁgé%ﬁéggggﬁ%%F,SgegpgeggggaggﬁéﬁgEaﬁgdppgggg%
managenent almoaeagandmép 5lsetmeiktaithpobHectsepekafisydhénsptroviideld! biyat e

card, device and, prodyct, management.  Preferably, anwentity, wshing to
becone i nvol ved aCEU|res t hé netessary noaul & ¥8epen5|ng on &%epﬁer Fhey
are card managenertisvinapagamager spstpnoduch nhaageh)jangroduct-specific
data can be obtained. 1In this way, a card manager or
device manager may obtain data from the management
system(s) of product owners that, together with data
20 maintained on their own management system, will enable a
card or device to be reconstructed and replaced.

The provision and management of multi-product cards
and devices becomes simpler with a management system in
accordance with the present invention. If a product owner

25 wishes to deploy a product onto a card or device, all they
need do is obtain the product management system and message
management package, and establish a relationship with a
card manager and device manager for that product. The card
manager can then assist the product owner to deploy the

30 product on their cards, and the device manager can assist
the product owner to deploy the product on their devices.
Once the product is operational, the device manager and
card manager can configure their management systems to
manage transactions facilitated by the product. For

35 example, the device manager’s management system may route

product transactions received from their devices directly



|0 configures it to their requirements. Such a generic systemparticularly
designed to facilitate the managenent of cards, devices and products is a
novel conceyseosime nunber of entities can ? cone invol ved i rCI/AuSIAOI2Ked
system The system of this aspect of the présent invention may 15 incl ude
any or all of tbhehéeptutiagtobwhbe’ aspatiag etientussed sal)o\uhd e prasent
invention further groyides a card, de%ice and .product  arrangenent, ,

i ncl udi ng a cBAPEEFHY s?@?@ﬁ?ﬁﬁ??n§y§t8Fh§@yi65§¥?3h§hﬁopﬁéﬁ;ﬁﬁﬂQﬂf%fs
plurality of REnpgedunt aspptemabifonsy anhdnsecwf bydieans eabllingselaadive
access to the stOéage Igca;ions for a plurality of product owners, whereby
the product ofeF&enE§rSBRAFSFely access and manage their products stored

at the stoyage | ocahkoBscufheyskanage ihaeat aepedter ofeaeievisigtdie 4 adhct
25 applications na¥tbe nounted on the cards thenselves eg where the cards

are smart carBESSBRTAYVBREABUNAER BhSQevRdds o adHyr AGVRENASSY Y Sar ds and

devi ces. The ghenBgedkesakiensrean kelgersindered giket @S miny' R sARdat e
as di scussed above d a card or device manager can "let" the 30 rea

an : r
estate to prodBERIbAnEPsCestehRt ePhéFicsn r WA Thh&De Prédests 10Sian kare

arrangement. Jhe sgEHrth¥ PEAScHBNafAGRMEP® ByKe¥m Reefarall d n the form
of any token which enabl es the g{oduct owner access to the storage | ocation

(a token Hay BefhhgipaeninfpematégnprRr) Pesebdri ty Feardendfe3PradEhe

provided to pTﬁ¥eﬁér§Bﬁa§aE§eHEi@?Vb€ea”%@%@%%lB%Q”han%ﬁW&éﬂQ@%&ié%éi'
PCT/ AU00/ 00123 accessing a particular product owner's storage |ocation,

once it has beéesh"pgpects €hAtbprdahiEt towsbe. CRedemgRagerhe Jtfortdge card

| ocati ons neegd,noLebe; gounted, R BepaRAkdS Ok rkhe rdeVicees o R 1RRY e
| ocat ed el sewhere™in 5 the conputer system or may be distributed within

the conputer Bysdert JHectardy JevhEe afBiepPdalictoarnangemsme doneshdides
present hMerLEotikechraterally L ereal s e 2acpite thdoe and
information themselves. This is advantageous for the
cardholder as it limits the number of entities that require
detailed personal information, but still enables the
cardholder to obtain access to multiple products, thus
20 protecting personal privacy. If the product owner must
communicate with the cardholder, this can be achieved
through the card manager who can link the unique identifier
of the cardholder maintained by the product owner with the
personal information of the product owner, and then
25 communicate directly with the latter.
Customer service is also facilitated by the system of
the present invention. The cardholder may need only a
single contact (usually the card manager) if a product is
not operating to satisfaction. A cardholder complains to
30 the card manager who may be able to process the complaint
themselves or who will be able to pass it on straight away
to the product owner (or other relevant party) via the
management system. The cardholder does not require multiple
contacts corresponding to each one of the multiple

35 products.



10 precedi ng aspects of the present invention discussed above. Indeed, the
use of such a systemfacilitates the product owner nmanagenent of their '
pr oduct apah;@ﬁhhﬁn stored at the storage | ocation. Featurepcaadiosobiant ages
of the present Invention will 15 beconme appirent fromthe fol | owi ng
description of an emRodipRRlerher eQfstdy oranef pPerEite iYant W hhlso

reference to the acconpanying drawings, in which: Fig. 1 is a schematic
di agram of a PreseRpPear dPGladed emHerdRFENearE fiy i 95t ars didimat i c
di agram of a gandybrlkaked SRu QNIBN G faGiHalt akad dns .t herrbay d frnageEent
system of the present invéntion, Fig. 3 is a block diagramof a system
archi tect ure Bfaascasdrieragamn papdtidled dnadder do1de ofi 3P afbodi ment

25 of the 9re§1%ehﬂeeve,p%@mch%i Gppd iichind seharabig ARFARAM Y ahich

exanpl e of an overall |inked systemincluding entities running a plurality

of card nanageREMBTSySt PFECeR SiOCoN¢ance tal R temid@amanitts) of dafelymcksent
i nventi on, fOE#RAAGNNG IRh! ANFAG! LABRpNQ, BUELIRhRPIAME! ) drddg S
is an illustration o agplycatlon of a managenent systemin accordance wth
an enbodi nent havet e pr¥s@Ashi fpedeisdan Ehglreowsy gx&eradd: isysdiexyrfan
illustrating pracessin eemound transagt QR 5 & q&QG%Qpent system
in accordanceBm?t% an gné%ﬁ?%%%t of.t#e present%inveﬁpion; 00/ 51070 _
2 3 _ PCTAQAUOBhe0&28rFi grovidssaasdhakabetwéeagithm iexitesmadt isys tens manck
card reconstrygti Ibigi ng 42 nagement system.i.n,agcor dance
wi th an enbod?&en@gggggﬁgﬁgrg gnf%invenpggn; Eig. 8 ?E a sé%ena?gé di agram
illustrating amcbiapgl byathenmdoagkoadtt systemaintoard fiewin iwdiimd ds
TAnagemENt Y SLEMLILACCRLIRNCR WL DubREPEERENL AIKCAIAN BAIL ) S 2
schematic diagram il lMdstrating a process for delefing an application om a
smart card uteLBsi ngterfanagénedtgsyyt eysirmacceprdéahes which memagereditment
of the 10,pregent fnygnthon, ELgure d shous the cunreqt, enyi rgnmng, for
managenent™ of “¢ard products: TR& environment ifcfudes a cardissuer 1. The
card issuer isxiespopssikeemer i ssuing and managing a card 2 15 (perhaps by
way of a separate rd-manufacturing.hureau),.to a r.dhol der__3.. The card
i ssuer may be a baﬁ eoPrSFES? %Pﬁgﬂgﬂg ?Hg%PfﬁtPgﬁ%ﬁﬁgg ﬁi?ﬁgguf5 i ssue
pardholders caadaghmehngsgscemdibom@;dsﬁngdacproﬂoctemampbemeﬁheneamd
ssuer would pequire dgtall s gt tlee! dRRLL! ¥a2lit88ant to perform a
20 product management role alone, without managing cards and
without managing devices, wherein the system is arranged to
facilitate the product owner participant to directly affect
control of a product associated with a card or device.
By “facilitate” is meant that the system gives a
25 mechanism by which data can be communicated directly
between the product holder and the product associated with

the card or device. The product may be on the card or on

the device in the sense that software is resting on the
card or device relating to the product. The card or device

30 may be considered in terms of “real estate” e.g. the smart
card may include a number of storage locations which the
card manager can “let” to product owners. The card manager
will provide a “key” to enable the product owner to have
access to a secure location on the card and the product

35 owner could in fact provide their own key to prevent

interference with the product on the card. This cannot be



20 cardhol der, address, credit rating, etc. The environnment also includes a
transaction acquirer 4. The transaction acquirer is responsible for

depl oyi ng emexhorsaev@gi Ng devi ces 5 (perhaps ?y way of a thirdPEaAiP0/00123
distributor) to a card accepter 6. The tranSaction 25 acquirer may be a
bank or ot her dongabiysatresenthatulwighes prodie arngaenits, cdraraiotept er s
who support a_crtedit car r ct,,. far I T ctl cauire
woul d requi repgéﬁgk&spgf) gfe %esgi(}%ehtsi tr% qo”?% b?arad%gac%:c{ep gfééérgg?rgs%%%%%k
account det ai managec. ba@ofeadi pirovaldty owhedi,c atueth conptlerys)st ensiare used
to manage the _card product in the current .environment. These systens are
subject to thgnggblgﬁg §F§€€§§§§% %ﬁﬁagcgreanble of this specification
Referring £o figureh2, premedit! iiewesriionorferithers etwomde3s avheacdd i s

present ‘1 nventPBAISTARGddVE S B 01 07D 2 B M S0 B SS 5 The
card manager #&ngbhesr anaaed oandgesspar)tiarighaeryitee panbget o (awhaned
transaction acquirer), .there ig a further entity, .product owner_ 7. The
product owner MAMPESPEREGRSIE &1PGE  miAge N N BE LT RO BIC T BIR et
5 that rel atesith a part ewdaiviphoditcmasiaRierdt ekvidydshe card 2 and the
device 5. The product owner is  onl nespgnsi | e for LQ&ﬁgrod ct. The
product olher is ndfer BEFEREITHIE VEST 16T S AT B O &t 4 device
envi ronment thahagemendt sypeen,i Galdlyidimheduc idevalad a&nasg&ﬁbdra:s resHiH Ng ang
10 managi ng cards, and depl oyi ng and managi ng devi.ces. A product_owner needs
only infornat Wéhceneaaeiﬁa, AIEFIVEEE %W%&rd&aré:ﬁc?% dEEHRECThA i s
required to opervate hhgapeaduet rollke apoe@dyClvi®mert maMddifiaroducts

relationships with card accepters and card hol ders who support the 15
product. The Pr8aGeRtERAnELthcar &aﬁgnéé‘gr ,‘“&ﬁl&’%ema&@%g%r%nct i ons may

be carriegsout by 9ne preBBhe €hkichit@dn \Wlir&heFRYHHdvildesN Peidref, Mduia
nore functions. In this way, nmany scenarios are suPported. For. exanpl e, one

entity nmay 202BfAl PrpErFér REPRECHEOGUEY SoRfer L 159, amdiHel it iy may

performthe cardyiBRagebca3rdiRGOHEehsQWMekhf WReGHiieR BJddd RN tdandray
performall three functions, whilst a final entity may performonly the
devi ce managefBAPLlinAcRi BArt2sipRatatehithecSyEéedt thEaryagatet dEasdm in

accordance W bReaprephodi MeRl et LRE PrestRt HAVRREMIAY S drd Ustdalkde
schematically in figure 3. The rrana%errent system conprises a nessage
nmanagenent? noBanagenentafgamen RFENERE ImbQuee Ch1 Pagdiicd® avdn ddeid®t Svschame

12, and 30 prgddchFEABEEMRRL 2tRAUke 213 ok 1FRSIAME MBRAGERIY HRaulg
which is arranged to récei ve nessage-data (e.g., fromdevices) and forward

the nessage dBeasadeodeha Bppiepni geehsefvitbe weradatemrofsdifiag meaps 13,
Simiarly, ilaRANcEeGELKCARE3AARAIEY bkam 35 LhRpTRNA0HEAI UL & 11,
12, 13 and forward them out of the system or to other managenent nodul es.
service processing means and a plurality of participants to
25 interface to carry out card, device and product management.
The service processing means preferably include card
management means, device management means and product
management means, as discussed above.
The present invention further provides a card, device
30 and product management system including a network
comprising a plurality of nodes, each node comprising a
service processing means enabling a system participant to
carry out at least one of card, device and product
management, and a message management means arranged to act

35 as a communications interface routing message data between



WO 00151070 _ 2 5 _ PCT/ AUO0/ 00123 Each of the managenent system nodul es
i ncludes functionality tha~ enabl es nanagenent of cards (card nanagenent

nodul e 11) h&RS (device managenent nody| e 12) .and produgtsaQpeedpst
W )é}l% i _ .
managenent nodule 13). 5 The system al so rises one or nore business

modul es 14. Thesesabgidtesp encepsihqtiwedhe danehtnnabiéyan@quetedehocaRas a
particul ar busi pess need of one or nore entities participating in a card
envi ronment /1Y iSTWCE® nanagenent systemin accordance with the present
i nvention. The 10 1usipessembdihesnipioni fier exéensironsdandaoneehbdt bdi nts to

t he managenent systemin order to support specific business reguirenents.
For exampl 6, NHAFTRE ST (OTHCTROMAT CRF ORI & meRPBPT ORLBE THE RLERES
card pl at fsor B f SAPPOEin@na i tht B d BELt & Cedv] e@aayntlat abaserayaheayeREARO! t
transaction 15 processing specific to a particular product, or nanage

transacti ons T¥ceFEY PHRAAGRY t Y ELPAF T HET | SRV EQURCHE ERBPELFHNIA, device

12 and product Wﬁr@@@é&d\tmaﬂ@aq@ﬂ%@ﬁtiéfﬁaﬁ@ri/é§1§c_>ﬂ§£1b|i@3foi:nﬁéﬂgging
rel ati onal databases and processing nmeans to provide the follow ng: 20

Product ManagetRT Ml eSS C Py G droRREI S P8F 7 card hol ders (Card hol der
product to Product, oyiefde ahthddd ANt 0psnt | ResPons Oh 12 Of o2 FARHgin

Acceptor product to a Product Acceptor). 25 2. Establishnment of products
within ClPd MAHEEST DA & MRl rafttht 0T 3caPFBERS sOBF oRtieguct
transacti ons.¢ & dJEhagsentspf rel ationships with suppliers, Card

hol ders/ Card acceptors and Card Manager s/ Devi ce managers., 30 5. Supports
managenent of produd@TrIFYE dVARTIAI]Y 3 Ueh P Produet skl aike &ppl Flati ons)

and the mnagﬁ@%enﬁint?%%f&ﬂ;é@%%% dgedatd onships perq Product

(including the relationships with Card Managers and Device Managers). 6.
Manage card @TotEneiHe reletadd iHiordriion. n@nger paduttirpeiei f¢andi ons.

S}Ogﬂ L'r ﬁéflfcaru%rﬂ%nﬁ&\lé CAPRH A Ul SR Bhn£e A A0 AeVi €8t may
be separate entities.
The present invention further provides a method of
managing products, comprising the steps of defining a
product manager participant, responsible for the management
20 of products alone, without managing cards and without
managing devices, and facilitating the product manager
participant to directly affect control of a product
assocliated with a card or device.
The present invention further provides a method of
25 managing cards, comprising the steps of defining a card
manager participant whose role is to perform management of
cards alone, without managing products associated with a
card and without managing devices.
The present invention further provides a method of
30 managing devices, comprising the steps of defining a device
manager participant whose role is to perform management of
devices alone, without managing products associated with a
card and without managing cards.
The present invention further provides a generic
35 system for the management of cards, devices and products,

the system including a card management module, a device



WO 00/51070 _ 2 6 _ PCT/ AUO0/ 00123 required nmenory of cards/devices,
paraneters and data requirenments. 8. Product relationships e.g,

rel at i onshwesoolsgéreen di fferent products. dﬁ 9. Product PCT/AU00/00123
paramet ers/configuration. 10. Primary product certificates, cryptography.
11. Card thﬂﬂmagwmbﬂbvmc@uLanagéralptodnatlmanaNBmEnplmoc@d@ mewhaigdr s and

devi ce mNageLs, MY SYPROLLBLOOUSL. odd nbLNS LA B -Aaka by amyihe card

managenment no ur e rs using the pro uct
managemnent I|@Msbl¢|@kﬁf¢nemt datatieentbheadeyioetnaaagemanaqammmuafor

card_accept or g sUpDOLL DG 0e: PLOGUGL 0A3: JLADSEGLLEN.GREA MY, be J equired

to be mrrore ons ruc evi ce applidation.
Application pm@WWstbnw1tynanherdstibadiagsbémappbiéati¢m$at@ @aadb 20
Devi ce Managepent M abl i sh_and, manage devi ces used by card

acceptors. d%%{%%l?E%n%ﬂ?d%?£d@@?%ggmgPtCard acceptor |ocations. 3.
Depl oynent of prodmnéﬁefabnypr@ﬂycénbmﬂyr@1sninghnagbaenmeoﬁnweuabbonships

wth suppliers, card 25 acceptors and produgh gungis, 3, Chdghl.1

are card manager, device manager or product manager)and

10 configures it to their requirements. Such a generic system
particularly designed to facilitate the management of
cards, devices and products is a novel concept. Any number
of entities can become involved in a networked system.

The system of this aspect of the present invention may

15 include any or all of the features of the aspects discussed
above.

The present invention further provides a card, device
and product arrangement, including a computing system
having storage locations for receiving a plurality of

20 product applications, and security means enabling selective
access to the storage locations for a plurality of product
owners, whereby the product owners may separately access
and manage their products stored at the storage locations.

The storage locations for receiving the product

25 applications may be mounted on the cards themselves eg
where the cards are smart cards, or may be mounted on
devices or shared between cards and devices. The storage
locations can be considered in terms of “real estate” as
discussed above, and a card or device manager can “let” the

30 real estate to product owners so that they can run their
products using the arrangement. The security means may
comprise a key, preferably in the form of any token which
enables the product owner access to the storage location (a
token may be any identifier, eg PIN). Security means may

35 also be provided to prevent the card or device manager from



6. Mai ntenance and managenent of device inventories and devices installed
(i ncluding data & applications on devices). 30 7. Managenent of supported

product re i ps per device (including the relationshi
\A}iﬁ}r 0?59&@ gg PETMubb0d1 85

product o Devi ce specification—d a To defl ne devi ce

mai nt enance/ r SPac for
applicati onsW%e%t@%%@::\LI?1 5 83% %larp ~d PCT/ AUOO/ 00123 %ggéDgw ce i&}’

par amet er s/ cohicguridt ihars cmteal i"r &b fidratdegadidthsavdngat i on
reconstruction progessesy @fﬂ%e%gﬁ’df%%ga{?c’;s&!ﬂkwdnss%&éd e €O | r?tlséc?”or%)f

device data. 10. Primary device certi eys - crypt ograp
Devi ce productthagpglairest icanghd idmsiceﬁr,odnm nmplb@ak@@isedmlwlmmaged by

t he transagtl Q‘?al neg‘%%% - %;} Qo djelyln%e,drbeec%sstgﬂgd ﬁ%%gt | east

| inks are main ac’ceptor ata e.g. con ails, full
title, 10 dencgmppliiec isyfsdemati on, etc. 13. Card accept or/DeV| ce

rel ati onshi ps. Ml “T?:lee cger\é c%eq;alt ebeandn%lﬁreo%utﬁc?: }a{pa eﬁe{nger?ccc

Card acceptor establi'shiment ‘e.g roug nmanua ry, elec ronl c file
i mport. 15 15pr@aedtaame'|eMrlocnmmrpnﬂtamﬁy Stnmilfmmrtt&d etithil6.a card,

Application digstriutiaon, HLra I st ribut ppl ions 1.q.,devices
and card appli %é’ |C%n§mtdo b5e | st ri %u g%cr]n%t dc #ﬂ lI'Incgirdsalo Clofac} 1 Wloth the
utilisation pm\ecdelande\als@edtm@gferthm thr els@oits ﬁﬁrdralspeaiﬁacud”@cdaaﬂ:m\ta). be

included on t eddE\él Cen 18. De L[!lpdate reco? t| aon date a d

reconfigure deviEeE! '13 G &) d’é\? y EXPdehe &ﬁq‘ tr%fg

managenent, repaetrSmanagement of thelr product application stored at the
storage location.

Features and advantages of the present invention will

15 become apparent from the following description of an
embodiment thereof, by way of example only, with reference
to the accompanying drawings, in which:

Fig. 1 is a schematic diagram of a present card-
related environment;

20 Fig. 2 is a schematic diagram of a card-related
environment facilitated by the card management system of
the present invention;

Fig. 3 is a block diagram of a system architecture of
a card management system in accordance with an embodiment

25 of the present invention;

Fig. 4 is a schematic diagram giving an example of an
overall linked system including entities running a
plurality of card management systems in accordance with
embodiments of the present invention, for managing

30 transactions for multiple product cards;

Fig. 5 is an illustration of application of a
management system in accordance with an embodiment of the
present invention;

Fig. 6 is a schematic diagram illustrating processing

35 of a compound transaction in a management system in

accordance with an embodiment of the present invention;



25 Card Managenent Modul e 1. |Issue and nmanage cards used by card hol ders.
2. Issuing of cards to card holders (including reissuing/reconstruction) 30
3. Depl oynwatoosio7pr oducts from product o\ s. 4. ManagenenpPCTAU00/00123
relati onships with Suppliers, Card hol dersand Product owners. 5. Ordering
of cards fromvendpig. ®.idhaagenenhtot dangramock land reards assuedt
(including 35 data and applications on car % . WD 00!5107D - 2 8 -

PCT/ AU00/ 001 2% %< R%%@%ﬁgﬂ?tb?“sﬂﬁf}ii??édug odGe9r 81 FAPGHSMERS p¥S e o

(i ncluding thenrgtadbroasbepsivht Ant bRbpaOflEat oviNehk. pGes6artd ihdlederi gt a.
Al'l card holder related data is required to be captured and mai ntai ned by

the card 5 managen®h? - nDduf e@ eSGReBAF 4 hIF B8F 8™ ARt USESALACE @Bt ail s,

identificati Oﬂp;ﬁﬁi@wﬂ@ﬁsmdﬁn@gﬁaﬁbi & bRhetnmabiranutiaikehqr @seaneyement
findings and diary notes. 9. Card/card hol der rel ationships (relationship
links required$of™ nahy2E6ORERYCF eV At oRERi BESAET e éR VERTdS and@ 0 card

hol ders. Miltiple gagd bolgesssaRymbe:Li Akegrba theusaFRELAROUR (Roc@ss
famly cards) - nultlgle cards to, sane card hol der (conpany, corporation

cards). 10. CoPH <SpketingatioRPBat&2tEardiprat RoFRprEsGedd NEAddy 18gpacity,

types of meMfynadOhes@PRGELtYmOinapptbeahhe8swith Ah- cfBbdiment of the
paranet ers/configuration data - for card production/updating/reconstruction

processes!0 SpREFF§NholW¥aREI®RDry space is used and data/applications

downl oaded onto cagf;apd defipgs OrBEEAlr8ARtdeh$s¥BhmERECiFLIC naARKLARNRL I On
of the card data (this does not include
of card products.

The environment includes a card issuer 1. The card
issuer is responsible for issuing and managing a card 2

15 (perhaps by way of a separate card-manufacturing bureau) to
a cardholder 3. The card issuer may be a bank or cther
financial institution that wishes to issue cardholders
cards having a credit card product, for example. The card
issuer would require details of the identity of the

20 cardholder, address, credit rating, etc.

The environment also includes a transaction acquirer
4. The transaction acquirer is responsible for deploying
and managing devices 5 (perhaps by way of a third party
distributor) to a card accepter 6. The transaction

25 acquirer may be a bank or other organisation that wishes to
deploy devices to card accepters who support a credit card
product, for example. The transaction acquirer would
require details of the identity of the card accepter,
address, bank account details, etc.

30 Traditionally, dedicated computer systems are used to
manage the card product in the current environment. These
systems are subject to the problems discussed in the
preamble of this specification.

Referring to figure 2, a modified environment is shown

35 which is facilitated by the card management system in a

preferred embodiment of the present invention. In addition



20 product specific data/applications. 12. Personalisation data for card
production/reconstruction processes specifies the card hol der data provi ded

on the car‘g é\gy%l may be nunber of cardhol der data. 25 13.pd¥/AU8Wao153ard
certificat 8/ s (cryptography) 19. Card 4% oduct applications/Iinks -

mai ntains |inks £9ep59930ﬁaﬁﬁaé96& Rehenégham@acga§aruggb@@ o%n@aHQV1%%
Card hol der establishnment, thiough manual data entry, electronlc

i nport, etc. Ba8NagerChr drhvrEet EéﬁﬁﬁﬁFééPPoﬁ§qél§eréveﬁPeé§té§/ﬁ|ne dat es

such as card féf?ﬁefeenézty ﬁgoeﬁeéueuheglnssuaﬂeepﬁbeﬁb@e%wh%qls fiqr card
manager to speci data to be included on cards and provide for unique |ID

of card. 35 13espgnalhbaaf@ngma@é@ﬁgﬁﬁﬁcpﬁoﬁSPepaé|pﬁtyhﬁoeaydép@ment
reconstruct S@ﬁ&tf£89aE@£d&gr d299€19518§r9§odu6€ysﬁSBHkE%d bvfkﬂgl%%QéD

t he need for environnment neral (determning 5 requirenénts -
PCT/ AU00/ 00123 arduthe deetoachli aThenBroditch @anaruhSOQnﬂwnéeéap@81ble

managenent . Capg/ caLd f8§98§hreﬂHéng@BECEeBQBE§ 18! bePRELEERAARLS elat ed

(fees payabl e, renewa e nmessage nanagenent no nab
f ol | owi ng fun@th@nsasm%sSag@fnﬁh@g@ﬁﬁﬁtaN@ddE§l$© enviknagestnsbesgerend

data flows fof ar a%ﬁ??%b%?ng?%?M&EGrQTQtQHS'?Géﬁ gedyggalna af@pt ures

formatti ng, rou I n transacti ons/ nessag
10 managing cards and deploying and managing dev1ces A

product owner needs only information on a card, device,
cardholder and card accepter that is required to operate
the product. The product owner 7 will have relationships
with card accepters and card holders who support the

15 product.

The product owner, card manager, and device manager
functions may be carried out by one or more entities, which
may in turn perform one of more functions. In this way,
many scenarios are supported. For example, one entity may

20 only perform the product owner function, another entity may
perform the card manager and product owner function, a
third entity may perform all three functions, whilst a
final entity may perform only the device management
function.

25 The architecture of the management system in
accordance with an embodiment of the present invention is
illustrated schematically in figure 3. The management
system comprises a message management module 10, card
management module 11, device management module 12, and

30 product management module 13.

The message management module which is arranged to
receive message-data (e.g., from devices) and forward the
message data onto the appropriate service management module
11, 12, 13. Similarly, it can receive message data from

35 the management module 11, 12, 13 and forward them out of

the system or to other management modules.



3. Sending and receiving of transactions/nessages within 15 and between the
connect éd nanagenent systens as well as external systens devices and cards.
4. Crypt ogwajaisto7@r ocessi ng of dat a, inqlqggng aut hent i cat i pQT/AB00/MMCHi Ng
of billable events and support for activity 20 based and generic fees. 6.
Production of stangackd afidtlaed henagepentssydteAdmodudtesatinal vafessyst ens,
including installation,.configuratigns, access caontraol, nonitorin

ecover | ng anthihr et SThLET peh g BhnBTes AR ERCHE PP Ry e (et

st andards, pendosgeaneet anddoper atl) pndevirceserndayicachadiangmentalmosiatlicon of
i npl enentatio 9. Manage and rout ssages to/from, nterconnect ed
sybtens. devi b Hndh Earaedtso 880 ShaR B AN e dehaRr AP IRE RS r om

i ndi vi dualss and orTiai spétensaleo gompustesebnengii mbes, buetiness) mobliles
Pr oduce i nfor tionhre res%nting fees. 12, Pgﬁfornls¥stenhadninistnation
tasks (e. g. thstattThy B %Fn%PaFPFH(]SaESn §uFPRGE1pBALSHareguired
moni toring, 35 Imget ng. paetidyisng beeifesgehesti B 3Ad amahpIen@gnt i®es
00/51070 _ 3 O PCT1AU00100123 anogalies, backing ui,and restorin

ar chi vi ng_ andP3BtT5ERA 9 137 Buppbrt SBpropreaFette é§%n805tW6PFg%WF§ch

security and $yypémolapidco pi@EESSWNPh (ehegpravtheni h¢ahk®on.5 eneryption).
14. Record and review the current and historical state of the system (e.

for audit'%urPodEi§ss AL RTOT oM EFRARALPIBn2PEf REt CPESERE L SeRal
ransacti on fotamhaigdfiens sy cenmodubedet et sappbri0spusien: bsiness
s

Capturing transactions and witing themto a |og eet for reconciliation,
audi ting, et cfequirements. For eXample, they may support the technical
implementation of the MULTOS card platform, support an
interface to a legacy database system, support transaction
15 processing specific to a particular product, or manage
transactions received from a particular device.
Each of the card 11, device 12 and product management
13 modules (the service modules) include relational
databases and processing means to provide the following:
20

Product Management Module

1. Provide products for card holders (Card holder product
to Product owner) and Card Acceptors (in the form of a Card
Acceptor product to a Product Acceptor).

25 2. Establishment of products within Card Manager/Device
Manager constraints.
3. Process product transactions.
4, management of relationships with suppliers, Card
holders/Card acceptors and Card Managers/Device managers.

30 5. Supports management of product life cycle (including
product data and applications) and the management of
supported device/card relationships per Product (including
the relationships with Card Managers and Device Managers).
6. Manage card products and related information.

35 7. Product specifications. Specifies card and device

applications, compatible card and device platforms,



17. Transaction splitting. Sone transactions received nmay be conpound
transactions (sanme transaction applies to 15 nultiple products or )
applicati 0%0@%}97@re required to be split _into two or norepgiQAo6o0123
transacti ons - transactions must be routed?@s early in the transaction
chai n as possiBh@iteqeRecs yicdhesl 3R Rideach sl e iR fdarticul ar
operator of the managenent Systemin 20 accordance Wi th the pr esent

i nvention, thé&pdnayeRaPésSone, . two or all of the three management nodul es
11, 12, 13, dgpendpRgqupen rehgith ohuhGhis0R .as 3R 18RIdnsHibd M &ad onent .
Referring to figure 4, for exanple, entity one is an organisation that

Wi shes to prodidléesaatr ggogBcgertain products. All they require of the
systemis ghegtounggghggtnggggﬁe@gqsygg Rrigdyct janagenent nodule, as well
as any busi ness nodul es that may be neege& in order to support

particul ar ~busPresErinacyi exglicy. cEAtilycaiesi s ca yodod rarhydevi ce manager
whi | st entity,4hregals fafdhd S9nAR8RG8Le ﬁswaggrr%%%aaﬁ%n%' Sl duct
owner. Each of the nmanagenent systens of entity one, entity two an eﬁﬁ|ty
three may be candemeedgeyssapgodevigei navapessdutty. shppostamogiuca .pr oduct
owner rmay establish; g, COPEELGI ?Btgek%hp@ﬁﬁ' RBa Pyt E\a%%tg’ewén%”ﬁmo%%‘i/eorfo‘%”t Ity
two 35 as the card manager and/or device nanager ftor their particul ar
product. 10 WOc80A5007Bers30sinBCThAUPBLA0LR3 | n operation, a cardhol der 1
who requires aval | e may . k t roduct from_t roduct
owner. The prgEUctBﬁgég emgﬁgggﬁéata§l§E§0ft&ngsagS|PEaFF&% %%ﬁ%l% ded vi a
a device 5. THevtaednehdgemeotl dodnleafbr5camtierackpdiorec tshuppwirtth nghehe
device to req#gg& Epe product, provide any details that may be required (if
t hey cannot a reaay be provided fromthe details that the card manager has
on the cardholder) Trdhsaptodductiatanmafiehebeegnt eeddtonbehaicapdeholfder s
card. 10 f?g.rgcgss 9u2#£ugtration of an exanpl e configuration of the use
of manageient sys?ens Frit8Ccordance with the present invention. Two
participants abe i Chudydavéde Paplicapaoh."A" is a bank or other financial
institution tggt o] era}esta credit.card péoduct. ghe% rua.a nagagenent 15
system in accoPdancePwATLRR BF BYERECT nve¥PRFBAC PREMIGPR Fe8age
managenent nodpbei28tieasdtonnagasent nodul e 21, devi ce nanagenent nodul e
22 and product managenent nodul e 23. Busi ness managenent nodul e a 24 and
busi ness managenent nodule b 25 are al so provided. Participant A 20 not
only manages Déeiceedahagandnprmwddaleusi ng product managenent nodul e 23,
but al so manages dgﬁ%ce .26 and cards 25é utilising gevice nanage nt

modul e 22 and”tar - HERALERNE HORATE0% 196V BEPRCHPIEI Y PAFEI GPPRECTE" i s

an airline whkch omssalallseymaéhy of devices at card acceptor locations.

3. Deployment of products from product owners.
4. Management of relationships with suppliers, card

25 acceptors and product owners.
5. Ordering of devices from vendors.
6. Maintenance and management of device inventories and
devices installed (including data & applications on
devices).

30 7. Management of supported product relationships per
device (including the relationships with the product
owners) .

8. Device specification data. To define device
maintenance/management processes - provides details about

35 capacity for applications, etc.



25 product. They have a systemin accordance with the present invention
conpri sing a nessage nmanagenent nodul e 28, a product nmanagenent nodul e 29,
busi ness ngpagerent nodule ¢ 30 and a loil;llgy syst em appl i cBtT/aH0@W123The

| oyalty system application 31 is an application designed specifically for
30 participant BDeVibcepparamstagsi/tenifagalrty isysdamat rengdatdcorfnr Car d

hol der 32 ggssesses a cgid 27 _which sgp arts both the credit card product
of particip RY A ahdS R F5§3pt§85988 & c&ﬁoﬁanpgﬁﬁgﬁF‘B. E5°d hol der
32 purchasegegbodsminagecasgdeatept aoni3gukratapeep ft depdy atattahe goods the
car dhol der fées %he WD 00/ 5107D .22 PCT/QUOO/OOIZS redit card product
on the cardl27 VP& BRGY cBS38°CMEELEYE 1FATE 534 KGefer af ey Py HHi€ Wevi ce 26 is
transfers edldi renévycé optbeubesapgeinaniagasent imkaul e p2dduastt i ci pant A
Message nanggﬁgent podul e 20, routes the negiagg data tq the device 5
managenent €2 520N 51183 Y DP cB2REASFe REN T N0 GEPE SAELE PR RES TS ressage
data rel at esut ofrart dansast r@BoMbtelictsoaspesaked swath 1eheitr 1ame@d tarear d
product and also with the |oyalty product of participant B. The device
managenent ModduFalBedoperates to break down the transaction 10 data into
message dataxforchihe pacthebpanhtB and.aksaquessageadata fron 1t ke tpeQduct
managenent nodul e 23 of partici pant A Message data for the product
nmanagentht ASHRPE2RRITSIpERFBYCYPE  t RECmessage management neans 20 to the
product managenen) rJOgut 23y /DBGicEedbl bR BASACHEON IRk AR TRV US
transaction and the product managenent nodul e 23 determ nes that the
partici pantMayiRke al sokefet e af aAMAafager 22¢CPABBropri at e transacti on
information) ey Ber@r Q¥Eidsdotoetgpeatmerragegent hiBadhe mdhukid dbhe
message nmanagenent nodul e 20 and also to an external credit card 20
processi ng 895¥em 8heatreripalihg bEBATEonverted by . business nodul e a 24
I nto an,App{opri gk £q (ditlstent dohRtAL EGEYLAET f ot tBReREEd Lrcard ,
processi ng external system 34. The system 34 may be a [ egacy system which
was al readylfn phprbieatpant@déspanbulipef or Kepnastaprkt pod ofistidbpse
managenent r LN t : dat.ayi.nt ended for

t he partici%%%%§§%?£0%?$%€ gg@g%ﬁgrﬁﬁgegggg %E§3g§§§§%§ﬁaggn€ﬁt nodul e b
25, for app®bptiidpetedypeognaphi cacdaversion. Partici pant B requires that
this cryptogy ?phb%vPéﬁc B N9a PEofApELGHqQUt déQi{:Qr agggékt YiRH RQ3§S-
After processing by the business mahagenent nodul e b ., the encrypted
message2at Boi specangntihe edava atohkenessagdedanagehentemddel-e 20 to the
nessage nmanagemne o} i Gl . _B. g n dul e 28
pasaes on L E0 Bl ey e Gl o e B TR it
managenent dedute. 29 cal cul ates loyalty points, for exanple. In this
particul ar 19. General device/card acceptor management. Fees,
management, reports.

25

Card Management Module

1. Issue and manage cards used by card holders.
2. Issuing of cards to card holders (including re-
issuing/reconstruction)
30 3. Deployment of products from product owners.
4. Management of relationships with Suppliers, Card
holders and Product owners.
5. Ordering of cards from vendors.
6. Management of card stock and cards issued (including

35 data and applications on card)



WO 00151070 _ 3 3 _ PCT/ AU00/ 00123 case, participant B has a separate
| oyalty product system 31 that needs to be updated with the |oyalty points.

Furt her ta generated by the product nmanagenent nogtt/gudiecard
i ncl udi ng iEgog{g(l)@gl ty point information #8 5 converted via business

nmanagenent fodul ﬁaﬁa@@mte‘i’lta%fa%‘?fp%‘yﬂt@cﬁ JriydiRle Hn dhed ayald Yod0idira
system 31 and passed"to the |oyalty point system 31 via the nessage

nmanagenent HBAGLEAAB8T Ahet Hel adianRhd bt iRt (9 RBPBICE Ry Hagenent |0

system of tRhe pregeql nolweH mtd.S Al ke andieg HelGBPWKL, is _
transactions. A conpound transaction is a single transaction which applies

to mul tipl ergpphirest tondenmeaided asy anke nedit agnedi et GRistessi ng

syst ens/ MANRACEAEResY S HBRI1Qf of.he 13 AF 83ARle dsNVHaiMd, 0ot ctl NEd@lce;, a
credit product transaction with an attached |oyalty product nay generate
one transactrgntbéiwesaonnget ecgngesnd dgaRIdEEP o rmatd at.omaxr ket

transaction§egg5rbﬂefgé§%%§3ﬁ§% uet; .39d e sl.oyal ty product may be routed

to different systens. 0 transactions occur each tinme nultiple
appl i cati on§.genératiécardohpddied tredasdonisdipdurined attionsaitigr dditiken bet ween
smart card 14C iLgure 6 il f r ti0 w _f a
conpound trgﬁggg?¥gn$%fhgag e%g Pﬁ&grégéﬁgggnﬁgg %iggﬁﬁﬁﬁﬁng%%%%fvﬂ£eIOML
1. During apaidt braddeirsn bdulsdplenwatrdc ard déGsandydee denked md ttihs e

application n C r ti on .Peri adi Ly, t devi ce
dials into fiﬁgng\%lgég %ﬁﬁgge%ﬁgl 2%?%%1% Ioaalugltllggrea%garc |§r?s, \%ﬁil ch are
| ogged 30 bgatrHehbBdsagdchapagenecbrpodaltéonldcafrdishe Devi ce Managenent 42.

3. The Devi Va ment. 92. l.i.es - def.i ned  r.ul tQ the Jo d
transacti ong.%'A @%?r%o&ﬁ&cﬁéﬁg‘g&ﬂ oﬁlgﬁcgl’egﬁléﬁe f'}tags?%%ﬁnl ?Lisﬁuéaddt g(%%é)ry
transact i onsagestkgedtiypes3binmketioplye Mamagepect tyystfemppli catdendance with

the presgnt .Lnventian _or | egacy systens. . .WO 00/5107 34
PCT/ ALOG] 00133 4Eafﬁep6§91“8geﬁéﬁ§éé‘r%ﬁt“r§"z'IPPaﬁé‘?r‘hats TrE o6
t ransact i onprbducheocarupoaeiRgddeconbamagenent prodeksess .44 Spékidyd/haw t o

one or nore | eqgacy systens 46, for further,_processi.ng. .5 5. The .Dev, ce
Managenent ﬁﬁ§gog¥w8%¥IF?aF?aﬁgnPfegnang da%a app 1cgtlons dowhloaded

onto card and defines general card issuer specific
configuration of the card data (this does not include

20 product specific data/applications.
12. Personalisation data for card
production/reconstruction processes specifies the card
holder data provided on the card, which may be number of
cardholder data.

25 13. Primary card certificates/keys (cryptography)
14. Card product applications/links - maintains links to
product manager to enable reconstruction of card.
15. Card holder establishment, through manual data entry,
electronic file import, etc.

30 16. Card holder communications e.g. event dates/time dates
such as card issuance.
17. Card production/issuance provides tools for card
manager to specify data to be included on cards and provide
for unique ID of card.

35 18. Card updating/reconstruction - facility to update

reconstruct specified card or range of cards - may require



advice to one or nore Card Managenent systens to advise altered smart card
data or "applications. Qther possibilities are: 1. Multiple applications
oper ati ng wonestazent |y nay 10 generate_apgatoni ¢ transacti ofFEaEM/004%5ch
that no conpound transactions occur. 2. A conpound transaction may be

di vi ded i nt hiet egdoficr tremvwlast "o anei Hea deen ge Wrilbrcard al pepiolice
batch transg$5i Rt he Device Managenent. 15 The process of recreating
smart cards nay become necessary when cardhol ders advi se the card issuer
that the smaPt c&egerarle dagst memagegient . THa TS T (ol & r theasheenestar d
i nvol ves bl L - I tqlen o P Toto? i plications and
data from tﬁglééggghg&gnﬁgrs%{ enrgr?t’ segtzc'{)erﬁ an%ﬁﬂoﬂgﬁiﬁnﬁ&a new smart
card. The Cazeduikeagerment(fe@s @alyphlecr egrevadielesmart card's applications
and data for which the Card Managenent has received explicit perm ssion
fromthe cardhol der. The cardhol der is responsible for recreating private
data. For 23henskssege oanptoegreathimodiels armb o whme fobt ladwiedy by t he

car dhol der 95n%¥i%%%'card Managenment with explicit perm ssion fromthe

car dhol der, "possi bl é 't hrough a request to the Product Managenent nodul e
whi ch may r dgeesiget mancaredteoltd@todadyes for an application fromthe CA 30
Fi gures ilLlustrates the transactipon flow.for the recreation of_.a snmart
card. Theé stle‘ps :Mr%\?glg\?esdma?rsesatﬁ’?sc?ﬂcgedt?ﬁ%v%dle%waﬁ Ip%rela(fb\cl.{ enﬁtewes?rép%h%f t he

t ransact i onsklrowcknyniie bthed ereisize thoal: Ifed .| ows: WO 00/5107D _ 3 5 _

PCT/ AU00O/ 00123 1., The car(rjfhold r .SOrequests a spart card recreation from
the card iséuer SEPYEFES @ﬁmﬁi5%ﬁﬁwjﬁéﬁﬂéﬁ’§ﬁ43199Qﬁﬁﬁr per mi ssion for
t he reconst tuehisartpooces®ssageBhe card issuer instructs the Card
Managenent dule 5 52 to bl ock t.he previqus card and schedule the .
reconstruction proeeadd ARG MEqEASTs % S e Y B R TRAT DY i e
Card Mansgeamat beZ wgene talee & ohnRet etn hth uydeint asgvdnatas wdiel eag dhol der
data, the card appl.ications 10 references and requests the applications and
possi bl y th&xg&rﬁﬁa&si%’ét@&‘ﬁdd&é’tlge(ssﬁ&ﬂ F34HE card data not reside within
the Card Maragementyprodidagh ifd @R0RS sAmg e ddudindbnragerent modul es 53
and/ or one or nore |egacy systens 59 referred to in the card application
ref er ences. 2PENENTEGETBOGduct Managenent nodul es(s) 53 and/or | egacy

systems) 54srevi eWggh@gPetMbidilande BRenteauesd duppARPIY iade waty from

ot her sources, e.g. CA, update the appropriate databases with the new card
nunber 3hd PREFSNPP% RENEFPIS &CiSons and possibly the card data to the Card
6. Production of standard and ad hoc reports.
7. Administration of systems, including installation,

configurations, access control, monitoring, recovering and
archiving.

25 8. Compliance with generally accepted standards,
performance and operational criteria, including
localisation of implementation.

9. Manage and route messages to/from interconnected
systems, devices and cards.

30 10. Manage communications to/from individuals and
organisations (e.g. customer inquiries, letters).

11. Produce information representing fees.
12. Perform system administration tasks (e.g. installing
and uninstalling configuring, performance monitoring,

35 logging, notifying users, detecting and analysing




20 Managenent nodule 52. 5. The Card Managenent nodul e 52 generates a
personalisation file with all the assim |l ated applications and data. The

personal i Swdtgo?sr).ol e may be processed in _the formof a repopErRioddo12s
i ndependent” ¢ d%er sonal i sation 25 machi¥fe 55 and the card 56 submitted to

the cardhol dgf,p0; Mar @ onsy Jbo e L8 Managenent ct;rgl%llest a smart

card or a range of smart cards to be reconstructed, e.g. the expiry date is
printed on ttefw@viface. 30 One of the mmj or advantages of the managenent

system in ageprd o ISR duent g ko | igtyddcnables, dypar ¢
| oadi ng and u3(r)1I oadi ngoé ¢ r%?&?‘{l applﬁ catsleéc:ns rom st@?% c%r ds andyor}n
devi ces aft emnd smynicw wiphie mgessard - 9 nauthent operbionhe device. 35
The dynagi ¢ gpplj&katdgn load transfers an application to a smart card or
devi ce, lltgno ensur"é thdan? new applications WO 00/ 51070 _ 3 6 _

PCT/ AUOO/ 00123 miRedserd cadbd eonitay siher tcwarelst sfn@drhisteoxigals saaee betn

i ssued, and qh%a}%t%% o(et.lbe. %VIJ %‘?ﬁjiaéc gﬁjrlﬁg'geé/s)have been installed. The
oa n

application transacti‘on ‘occurs up equest, the request may be issued
by t he manadeénentCaywstrm fF arodidaess aort iy thermosy diwldesr orteenall accept or.

Fi gure 8. i Itlursatnr atc‘%:siocr)lne]*:'oq:fmattth(:f‘Dpr:SI'lSi bsleer\;'rc%ﬂ'?nﬁé:é\j o (;.‘J O&t%xorl:adfm .
application dad AT andacti Ol 1 & 'smart cards. e steps involved in this
vari atidn arsystescri bed in detail below. 10 The step of the transaction

flow to faciljtat ppl.i cation | oading ontp smart cards be descri bed as
foll ows: 1. ]1:§Jri r?gaq%ﬁ%linﬁ’t & &l Siac():?\t 5o weaenﬁjoswrrralr lnga?cdleérb%ggnaa gLe?/ %L the
devi ce of f erfort hecomaritl icaribng0 aanliltSrappldteati on that is not resident on

the smart card 6 a he snmar.t. card 60 verify that the application
may | egal | y%r7g‘si %er a%‘r?) e Cartd lr?’écﬁl\té}grlé’r" s s’ég:?'ed t(rea.nsyg‘?'.Ctalsocnesr traeicnéioln‘@ecfﬁré"iy an
agreenment i ®d ropipateddetnaeaia otaroth sTersEyer tarech st icen nepralgiess ftos t hi s

2B 1 catonky ehe, T RRldhoL o Agess 4 oath Lhe LG Ay oo the
appl i cati on sfparitt Hetamailo @ar thdi@ taa ontiad trdrsaddts oTBNDT e rahsaldtel dtayi ce
dlals 1nto yle e ce Mhpderent 62 of the 25 tmnaderent system of the
to the Prodgeissianagererhs@?e highest data privacy possible.
For a particular operator of the management system in
20 accordance with the present invention, they may have one,
two or all of the three management modules 11, 12, 13,
depending upon their function as an entity in the
environment. Referring to figure 4, for example, entity
one is an organisation that wishes to provide and run
25 certain products. All they require of the system is the
foundation module and the product management module, as
well as any business modules that may be needed in order to
support particular'business functionality. Entity two is a
card and device manager, whilst entity three is a card
30 manager, device manager and also a product owner.
Each of the management systems of entity one, entity
two and entity three may be connected to support various
products. For example, a product owner may establish a
commercial relationship with entity one and/or entity two
35 as the card manager and/or device manager for their

particular product.



(a) Should the smart card 60 and device 61 not be able to ascertain the

|l egality of the application on the 30 smart card 60, the verification may
be requirewoxetsteen Devi ce Managenent 62i;and Card ManagemenPCHAUOYPAIZ} to
the application request being submtted t0 the Product Managenent 63. Al so,
if the applicati dn basratignye cassomhatlatb il whdhereppl feaitdongvahbalDkei ce

w0 00/ 51070E £ Rt Had MRSt st 33 ok PR 1 Kt Ahe S DTl des

t he request @d‘oai[[lpﬂtl catyl be podheldkedca I\ﬂrﬁgamta;&ﬂlcsatﬂ'm Devi ce

Managenent %2 %row d svtlgeare l%,eséeecgl ap olderh g{ﬁ/éc f:L t5 7. The
devi ce 61 di scontl s the on ine 1"1'nk Vi cé na errent %% and

provi desst hen&;mrattcaimte@ﬁlw Mlﬁlrhe:l'reecﬁfs)suice:d mprﬂeqmetstonthes pibteustnr t

card 60|nstallsthea |IC&;L S rﬁe %ul % spar L cargl 60 may

send an advPE&VGFS ﬁ‘é’ én rYg T de c%l CHYY BAER” upl oad

to the Devi eerwam@ge)@eptro@admr fdjcBIt rtlrtmtdeﬁm:ﬂns tﬂmv egesta ng rp)aamag@i pant .

Thi s advi ce IRy be ecess y .for ? on crific rﬁptl i cat | on t ot her
ma

il
products or "e5r ™1 5P6RTAG r}tde@? RfotP 53 haRiRS. é%ee Tév‘?r&e
Managenent (ﬁzlerr&)arara@s_metrst haaradvi ce to Card Managerrent 64 Product

Nhnagen?gt 03 Fig. 5 is an illustration of an example configuration
of the use of management systems in accordance with the
present invention. Two participants are illustrated.
Participant “A” is a bank or other financial institution
that operates a credit card product. They run a management

15 system in accordance with the present invention, including
message management module 20, card management module 21,
device management module 22 and product management module
23. Business management module a 24 and business
management module b 25 are also provided. Participant A

20 not only manages the credit card product using product
management module 23, but also manages devices 26 and cards
27, utilising device management module 22 and card
management module 21, respectively.

Participant “B” is an airline which owns a loyalty

25 product. They have a system in accordance with the present
invention comprising a message management module 28, a
product management module 29, business management module c
30 and a loyalty system application 31. The loyalty system
application 31 is an application designed specifically for

30 participant B, for processing its loyalty system
transactions.

Card holder 32 possesses a card 27 which supports both
the credit card product of participant A and the loyalty
product of participant B.

35 Card holder 32 purchases goods from card acceptor 33.

In order to pay for the goods the cardholder uses the



both 20 The Dynam c Application Load for devices may be facilitated in a

simlar manner with the instruction for the |load originating either from

the devi Cewddﬂ§1(98Vi ce Managenent nodul e gr _the Product Manpgeaenvoorzadul e.
Not e that the device nmanagenent 62, pr6da t managenent 25 63 and card

managenent G%edmy RelrengdRiudie Gathenddiy T sepadatcenté!l i edessage
Vari ations her _possibilities for applicati I oads to_smar 0 cards are:
1. The card%‘lt&er“r é’(‘fu“&:tasteéj)/iﬁhdﬂbet ‘flci%@ogp]psf ?tc‘éatr?%%e%e‘%o%d}é%&oﬂl'o t he
smart card, t@ @hel AR s hididdeeriiraiddulay @0 potidiEadOra analdesage
transaction. The Product Managenent will schedule the | oad and r?eﬁ)u,est t he

Devi ce 35 MIRRGERERO L Wt dd (Rt it WetPade /i i e

request, se. gandiRhenite riymilte car d ITheOmdvit® manMi¥dd GldHuls 8 -
PCT/ AU0O0O/ 00123 2. The Product Managenent arranges an agreenent with the

Card ManageREREfdngsokhdd Fesaane Sodrd &hadS heifaged 1P I3 & ¢vhich
Managenent Wist B saR ARRlL 3tiiaN + e therrddia: Gl Wagerenin®@raide Fraduct

Managenent instructs the Device 5 Managenent to: .
the loyalty product of participant B. The device

management module 22 operates to break down the transaction

10 data into message data for the participant B and also
message data for the product management module 23 of
participant A. Message data for the product management
module 23 1is routed via the message management means 20 to
the product management module 23. The credit transaction

1S 1s an “on us” transaction and the product management module
23 determines that the participant A is also the card
manager 21. Appropriate transaction information may be
provided to the card management module 21 via the message
management module 20 and also to an external credit card

20 processing system 34 after having been converted by
business module a 24 into an appropriate (different) form
required for the credit card processing external system 34.
The system 34 may be a legacy system which was already in
place at participant A before installation of the

25 management system of the present invention.

The message data intended for the participant B is
first of all routed by business management module b 25, for
appropriate cryptographic conversion. Participant B
requires that this cryptographic processing be carried out

30 for security purposes. After processing by the business
management module b 25, the encrypted message data is
transmitted via the message management module 20 to the
message management module 28 of participant B. Message
management module 28 passes on the message data to product

35 management module 29. The product management module 29

calculates loyalty points, for example. In this particular



(a) provide all the devices nmanaged by the Devi ce Managenent with the
application upon request, e.g. when the smart cards are next on-line; (b)
provi de alyoteggig@evi ces managed by the_Dggi ce 10 Managenent PGI/AHO0G/00323
application the next tine the devices aré on-line, such that the

appl i cati onckeadi pg ey ipantad hatsatee degfdrdtienel oyt t hersteet spasdsm

interact w e.devices. 3. The r nt, inst.ructs. the Device
Managemnent g It;cglaltoé?(?eéiiﬁ’pItiC)C<];1°te| O\ g%%rﬁ%o'@'{?g%ﬁge ojfo};s]arsrlatr %%f%f:ss either: (a)
t he next ti Farthersmestsager distar georedates foyr tehd ranshott amngdpgmdayt

pre-1oadi ng_the.applj catj Qqn gntqQ _devi.ces for, .off-1.ine application |oading.
20 O her poglé)lgblillei %igegnrdlorlngg“bﬁdilggt ;{:(Klﬁe ﬁ'@é’c?slttyo paoe*/rirlccelslpéz;?léma *O91e® devi ce
request ss oncbnrertlkat vda amplinests arnaedreadedyodule ¢ BPriocess a
transaction with a.snmart,. car i ch. hol.ds unkno applicatjon. The

Devi ce Nanaag%ﬁprll&jj&eﬁoé:mﬂd?e\yéﬁpIqih@at]ioé’r?%fr}ryorﬁoolﬁgosry %err%aﬁ ottt 25
Management padgkeas tol hteapplyiaQat @pint |sgaded G oriderdemessdge a simlar

fashion to the smart card application | oad. Once the application is
instal | ed | RAPRETENTcEOIHE ZPansaction with the smart card may proceed.

2. The Device Managemert exeepast ot Mthedemide Bpi aitd onhaiferidoin t he
Product Managenent dul es) and transfers the applications to a range/all
devi ces ¥ or SVASER Pt tHF HEESEG Tt HEVESHE Ahtlet adt iTF a4 e Vi ces. 3.
The Product -¥apagereriraheakesbnst.ne Devi ce Managenment to provide the
devices with applications during the next 35 interaction with the devices.
WO 00/ 5107D - 3 & SOPEPPRC0GAEOFESTIRG dyndni T RS iR BIF kb et et es

an applicat hep1fie@mta skt pdar dppAn Rt 148 GRinkhed B ERHHE &sd@tor
applications may be unl oaded fromsmart cards after the cards have been
i ssued, and9GAE6EEEE PrOFCERd Ndevivedemg/management systems of the

15 present invention. For instance, a credit product
transaction with an attached loyalty product may generate
one transaction between smart card and device; however, the
atomic transactions for the credit product and the loyalty
product may be routed to different systems. Compound

20 transactions occur each time multiple applications generate
a compound transaction during the interaction between smart
card and devices.

Figure 6 illustrates the transaction flow for a
compound transaction. The steps involved are described in

25 detail below.

1. During an interaction between smart card 40 and device
41, multiple applications generate a compound transaction.
2. Periodically the device dials into the Device
Management 42 to upload all transactions, which are logged

30 by the Message Management module 43 of the Device
Management 42.

3. The Device Management 42 applies pre-defined rules to
the logged transactions. A compound transaction rule
generates multiple atomic transactions destined for

35 multiple management systems in accordance with the present

invention or legacy systems.



5 they have been installed. The application unload transaction may occur
automatically (e.g. single use coupons) or upon request, the request may be

i ssued by %W‘oog?ﬁd' es of the nmanagenent gystem of the preserdT/AUVEIVIZION O
by the cardhol der or card acceptor. 10 Fi éur‘e 9 illustrates the transaction

flow for anqunl oathd rmansiaet iM¥hagkiterst o5 H Mrdnvieth aftee daseniided in detail
bel ow. The steps of the transaction flow to, facilitat %ﬁz/ﬂ&pl i c(?tj'non
unl oadi ng f rERANSAGTEL O & P I PG iUt 1581349 moduds caf 4

Management 22 A f20ues toridh@ Dend e IRge Bt ofs 146 ded gt efantiagpl i cation
froma range of smgrt cards nmanaged by the Card Managenent 73, (a) the next
time the deWrOEEPEY W on-1ine for a 20 transaction with one of the smart

cards 70sw tshi n e MRRARe MIRNRMGAS mdhedeiprst]  addismdevigaes 71 the
next time the devices 71 are on-line for an interaction with the Device
Managenent PSVdEeh tohane K8 MRIrGadarey B2 IamE e S5 (&R &detF? o t he

smart card g0 t@ffed iR FUIHANY AdtARSAGEIAN datigrection (this node may be
necessary if the Card Managenent 71 discontinues the support of the
appl i cati onO&hex PoAsHiiddtifSuse®the application). 2. During the

| nteract i on het Ween (SR J6ANd cEQ b IDLVIIGRS cbhodrPertild iy devi ce has
to dial-in to the Device nagement 73 to conplete the transaction, the
Devi ce Minage&msia 3 amap toddGe S anga cdadrc €arh t ¢ USdmilitc &t aHePHIdbad
request to the snanrt card.fdas part of the response 35 to the device 71.
The device 71 discontinues the communication with the Device Managenent 73,
conpl etes tRe  WOCROWSLOTQ trapsgct ipOTMmAYD MOy dedadsde iidr afminic

communi cat eg Lhg wiliead KeaYest dedilde R AR plQiodic batch
transmission to the Device Management.

15 The process of recreating smart cards may become
necessary when cardholders advise the card issuer that the
smart cards are lost or stolen. The recreation of the
smart card involves blocking the lost/stolen card,
accumulating the applications and data from the Card

200 Management system, and personalising a new smart card.

The Card Management may only recreate the smart card’s
applications and data for which the Card Management has
received explicit permission from the cardholder. The
cardholder is responsible for recreating private data. For

25 instance, cryptographic keys may only be obtained by the
cardholder or by the Card Management with explicit
permission from the cardholder, possible through a request
to the Product Management module which may request the
cardholder keys for an application from the CA.

30 Figures 7 illustrates the transaction flow for the
recreation of a smart card. The steps involved are
described in detail below.

The steps of the transaction flow may be described as

follows:



(b) communicates the broadcasted unl oad request to the smart card 70. 5 3.
The smart card 70 deletes the application fromits nenory, with an optional
advice to woeodamoce 71 tat the appli cgtégn_ ahs been del et eRCT/AU/WIR3 ce
may be upl oaded to the Device Managenent™ 73 during the next interaction,
whi ch nmay beg.tr ablsai caedhoddeneSCareéaNesigeresmaz? ardd reck®@Rricduct 73

Managenent ppdul g5, J??dDQQQHL% é&p'gﬁﬁtEQBv %E%a%aE%ri%%X%ﬁ?%l”g%t%?
facilitated Th a simTar manner Wt h e‘insfruction for the |Ioa
ori gi nati ngdesihed peomisbiodefbeetheheebPeonsteubtinagepenicassdul e or the

Product Managenent npdul.e. 15 Other possibilities for application unl oads
Lo shart caf e aheF ore bl agseh, sRorRORR e bhsuar MR et R oot

t he Devikce BAnagebkotktdhenppadiansappkdcandoschedmlalthemart cards and/ or
all devices scont i nued aﬁgkication. smart card may

e.g..a_d 20 2. Th
del ete the 5%5?3%5f?6%1??oﬂ¥PF§Sﬁe § aFEBPSESsPngMetis&35F the
appl i cati onreeogstsutgiénuse coupons. 3. The device may request the smart
card to delgte tPe aﬁ | i.cation frog1g s nmenory after a singLe use of the 2s
appl i cati on>- e. gt P& 5?% MaRageupBhs 2249 REAPETI Be NRlNSGETE A 'r equest
the device ibaimanaeppl teat tandhbatiekrsdaeal, onger cavapapbed day ihe Devi ce

Managenent be_deleted fromthe device's negory. I nplenentatiqn_of a
managentht E§EEERRFHS aRRor HAALESEH ﬁPFhaPHg?5¥E%8HF PRFeROSSALLAN E8Rabl e

nmet hods of epenats Nge absrdvdaing avBbhakl enhpr eduat gathahodr @eRadepr esently
practical. For exanple, card nanagers and Eevice manager s operating the
syst em may PhbRiRht e ser T ManpgRRgREsMORY e35LEBRpPPENCE WCER EFedMct

systens. Progtishef¥ierao8@0BLY5Rdantiybrt Baseost Aapdar degaey! d yishemsokher
products for use with WO 00/ 51070 41 PCT/ AUQO/ 00123 t hé cards and

devi ces nanB@ERr Bt he tArbhearagdr 2BRYIeViER HBASHERCSPhere woul d be no

need fofs any, conphexppegett aihRA§eheneshahlhi el (thespapappber 3e8hcihe
rel ati onshi p between the product "owner, device manager and 5 card nanager

The productSYHkRRR (Swudd FeYeey BAGePeBMAFFARRE, h8Ypreduestt 6heonply with

the standargs, ahd,- 1 e §BKe hemPoeduEt savakkabl .40 ERe egaqtgareager and
devi ce manager, who would in turn make the product “availabfe to the card

hol der. An aPPERRYidte|gatappieanviphobbet ey ¢Brdf pENEEf epdussansmhtt he
systens. the applications and possibly the card data to the Card

200 Management module 52.

5. The Card Management module 52 generates a
personalisation file with all the assimilated applications
and data. The personalisation file may be processed in the
form of a report by an independent card personalisation

25 machine 55 and the card 56 submitted to the cardholder 50.
Variations:

1. The card Management may request a smart card or a
range of smart cards to be reconstructed, e.g. the expiry
date is printed on the card face.

30 One of the major advantages of the management system
in accordance with the present invention is that it enables
dynamic loading and unloading of product applications from
smart cards and/or devices after issuance of the smart card
or installation of the device.

35 The dynamic application load transfers an application

to a smart card or device, to ensure that new applications



It will be appreciated by persons skilled in the art that numerous
vari ations and/or nodifications nay be made to the invention as shown in

t he speci f{i@(ﬁ;mg,gi ments w thout departi ng fromthe spirit per/acopmisd the
i nvention as broadly descri bed. The'p|3 sént enbodi nents are, therefore,

to be consi %rf@ei N oabbd eHReCtonas Idd i ratiare ol dwtdd esdvé Abdame. WO
00/ 51070 4 PCT/ AUOO/ 00123 THE CLAI MS DEFI NI NG THE | NVENTI ON ARE AS

FOLLOWS: 1. iAsgig&dd, agslileadas pricuddie mavagEemitSattdigy iIadteRf a card

management qRaRs IWRCh enablgs 13 Galib 1RRAGE a A KiPastcd Os Rgsdorm a
card managenent role al one, w thout nmanagi nge@Er oducts associated with a
S8l

card and wi tieqwe Sieanddien g egB\Este dhava ke i At rheh NGRS oY EFRIbI es

a devi Cesm%@%&eg%g g'[yp%te tQ REIIMIP AP Jmngaesent role 10 al one,
w t hout managi ng products associated wth the card and wi thout managi ng

cards; and a prodidetneafagerarft Had®ss onghicth tdrfaliass i I ddiah S aminien
partici pant ¢t erdf a : ty I i t-@nagi ng
cards and vviftl%gl%t fr?g;la@& r??p cei\l;%:telrs%p?%%%grrgggga}&ﬂ%eoev%%%% ccan be
per f or med b{fhsepdemse iomoliviess im thA ssyatrd@tiipracasr dereriiah g aim 1,
further comareit%iing%lrg%,s_sage managenent neans arranged to nanage the
routing of nmessage data between cards, devices and a 20 card, device and
pr oduct 1franageneffhespsepmo 3 tha dyamemdts cac ddrodartee fdain idladien 2, wherein

the nmessage RAAUGRRL, MRANS oS S0 ALANGRL 40 B} B8 A LA GaLl On' s
i nterface rG66fi ng nmessage data between the card e agenment neans, device
managenent mfeddswand product 25 managenent neans. 4. A systemin accordance

with claim2 or c¢lai.m3,.the et s al i arranged
to manage the roE)tuirﬁéqgofthr?esl?agle% a?grx?%%gxt e?‘na ?}}st%rrréa? @e ai%syst emin
accordance wietvhi canyplonehef delvdices oZ f8F st ¢h4, swizerteicambd? @are of the card

managemeqt IEans . device mnagenenl Means and produch, JANageIpH, means s
provi ded™ wi £RPam “aASsGei at'é nessage managenment means. 6. systemin
accordance with day ofkeofsmialre predediOngayl aiers,f ywhidradi it echempisitaerhiicn

arranged so_that 35.the praoduct nage t ans I,s arranged to facilitate
t he product m&%élggﬁ&ﬁﬁ iebg&ﬁjte 8 ihreegtgﬁ@ ar é—’lgtercosntcraorlcpo(fee‘é;t'

ascertaining that an agreement is in place between card
manager and device manager for this application).

20 2. The cardholder agrees to load the application onto the
smart card 60, the smart card 60 requests the device 61 to
provide the application for the smart card 60 to load into
its memory.

3. The device dials into the Device Management 62 of the

25 management system of the present invention.

4. The Device Management 62 sends an application request
to the Product Management 63.

(a) Should the smart card 60 and device 61 not be
able to ascertain the legality of the application on the

30 smart card 60, the verification may be required between
Device Management 62 and Card Management 64, prior to the
application request being submitted to the Product
Management 63. Also, if the application has a value
associated with the application, the Device Management 62

35 may ascertain that the smart card 60 has not been blocked.



WO 00/51070 _ 4 3 _ PCT/ AUO0/ 00123 product associated with a card or
device, without intervention of any of the other participants. 7. A system
i n accor daws so/kYebdd cl ai m 6, wherein the £pnt rol of the prod@dYAYGPBINes

| oading data to the 5 product. 8. A systemin accordance with claim®6 or
claim7, wherei n"ThéeProdtedl Managemestt 8 prodmdesnahageaqnesdens
receiving data fromthe g ﬁduc via_t gng A systemin accordance

w th clmanP %%ﬁ?%%n t% € dath e

ars ran |on %ata. 10. A systemin
accordance &t h By Deeios méaageménto69,pmheudea the cenuesicednvol ves t he

product man nt _neans downl gadi n oduct applications directly to a
card or dev?ékim%%ﬁiﬁn i s9§?e§? cgcgérdance with any one of clains 6 to

10, whersei 7t he 3N§t@@V16ea61aﬂgedoﬁOihbaB dabaoas$mnbaﬂedkwtbhthbe pr oduct
and prOV|ded tp th r oduct agenent ne to the car r. deyice from
The br oduct ey ARt STREHE Ty IB8 PoAVERSS: SnEnSTHESs S0 cmeRadettnt 20
means of ottwes eaghésesdpapplcepaiong in the system 12. A systen1|n
accordance with agé one of ths géecedkn? clgbns, eretn t he car

managenent Hreans € FPPEhgEATE 008t HRELAFOGuETCoRRBILFEEACPT BaltSn dat a,
identifyi ngn@negiict owner participants responsible for 25 managi ng products

associ ated with cards nanaged by the card manager  parti_ci pant ystem
i n accol’dante withe ﬁWaBEeC%¥d %@ B?@c@ﬁpﬂgaEIgsﬁégemﬁérégﬁ Fﬁécﬁéﬁéeé

nmanagenent 1Eadsnd Staf tREJg8vi 8 SEQr ecpr BAYEh @ eédidenthélgebu@a data, 30
i dentifying product owner participants responsible for managi ng products
associ at ed Y@R#omBeNEeS2 nhnhgedShyiPHEiaByFEethBnA§EHePALPRCi pant, and card

accepter identificghhen dahas hdentefMhpopeandcassapyersrusingidavi ces
managed by the device nanager participant. 35 19. A system.in accordance

with any on@rbbiead PPREEERRAYCRI aVhsLiShheEBRA PH@dBFBau€F f@Rsdgement neans

i's 15 Management 64 may not require the advice. The Device

Management 62 may transmit the advice to
e Card Management 64
e Product Management 63

s Dboth
20 The Dynamic Application Load for devices may be facilitated
in a similar manner with the instruction for the load
originating either from the device, the Device Management
module or the Product Management module.
Note that the device management 62, product management
25 63 and card management 64 may belong to the same entity or

separate entities.

Variations

Other possibilities for application loads to smart
30 cards are:
1. The cardholder requests by phone that the application
be loaded onto the smart card, e.g. the next time the smart
card is on-line for another transaction. The Product
Management will schedule the load and request the Device
35 Management to provide the device with the application upon

request, e.g. when the smart card is on-line.



WO 00/5107D _ 4 4 _ PCT/ AUO0/ 00123 arranged to store card manager

identification data identifying card nmanagers nmanagi ng cards supporting

product s ”@ﬂ?ﬂﬁﬂoﬂy t he product owner participant. 15. A predeavocenagenent
- .38 ~ .

system conprising a product 5 rranagerrent3 méans whi ch enabl es a product

owner partici pantpfd eIt i QEeh t NRPPSCHBS akh O radmest WitROodhe
managi ng cards and w t hout nmanagi hg devi ces, wherein the systemis arranged

to facilitat@rhdlanaarantore P14 pahtthe ekt FIr AT fBRR2EBAtPYI of a

product 10 a3R0GiAtLdMddbmerfans @f HeVigs idfridh SySELmmen agsordagce
with claim15, wherein the control of the product involves |oading data to
t he product MalAgeRneist@m Ghe Reterhd2RRIemetai Hratrert el Biren B8V13S
wherei n he \eoJledtvd ves the product managenment neans receiving data
fromthe product” 18. A system.in accordance with claim 17, wherein the
data is transacti@n d&zevide adlyhemen erRe IRRAERS WY htR@yPRVRECS cl ai s

15, 20 16 ofyahh o GTeify dih& o9 i ddvpdy espder S ellict  fepagenent c geans

downl oadi ng product applications to a card or device. 20. A Systemin
accordance vﬂ'marr’far%ﬁ@%e agfe dleditren5L¥e 20, wherein the product nanagenent

mEans 1S arranged;j,o SiL aclair%H@%&%cég%mﬂir%@&twn%ﬂ@t@eerﬁégt'fy' ng
card managers nmanagi ng cards supporting products naged by the product
owner pafti Mgrmdemezit WA tdarth everyleratt 1 @y stlegn néxic| idhegt e caedices
management 1EANs, i GiL Sahles i Canth Sla PR | Ll RENG 3at Qoper form a
card managemnment role al’‘one, w thout manadi ng products associated with a
card and wi tfreouitl irtmataeyl f fdbeMirse svhe2  the czmalk tregegdseintt syaterwiph the
accordance\MtJ%éggﬂn119, wherein the card nanagenent neans is arranged to
store 35 pr oduct " Otner identification dat a, identifying product owner
partici pant SS.respirsidam Mamapemegi ngi rtoducts thaND&0l & 0Thagemént to

part 1 oi pant L2 KU e TS ey T i i P S o e franagerent
means whi ch enabl s a tteyinextndnagertipardnadtpagdrds targpeari-orina fevixze
managenent rtorla%s%lcocnledn;without managi ng
(b) by pre-loading the application onto devices for
off-line application loading.
20 Other possibilities for application loads to devices are:
1. The device requests on-line that an application be
loaded, e.g. to process a transaction with a smart card
which holds an unknown application. The Device Management
requests the application from one or more Product
25 Management modules. The application is loaded onto the
device in a similar fashion to the smart card application
load. Once the application is installed in the device, the
transaction with the smart card may proceed.
2. The Device Management requests the device applications
30 from the Product Management module(s) and transfers the
applications to a range/all devices for installation during
the next interaction with the devices.
3. The Product Management requests the Device Management
to provide the devices with applications during the next

35 interaction with the devices.



products associated with a card and wi thout nmanagi ng cards. 29. A device
managenent systemin accordance with claim 21, wherein the device
managenent wigapsso7oS arranged to store Qrgguc_:t owner identi f PCBAUONMI2 o,
identifying 10 product owner participantS responsible for managi ng products
associated with &l cysameragarb lycathieordevi lom dredelgete paath | gppantataon card
accepter identificatiqn data, 4dentifying. c ccepters using devices
managed by ?ﬁgmdeavisg‘?r r?éalgré‘lr 1pdglnr tcfrcic}[;eavn]t .ei{ ’2%5.0 Aé)r%:SelLEr, %*é%?ce and
product manag@idniatdysisemay o uthlgpdedlirat idnpanf cerds cefpeocessi ng

means, each service _processi.ng neans enabhling, a,participant to the stem
to carry out&S glé‘ste e(':‘nofl%auretﬁat c?éﬁc%lla%agjepq T nAnagehents %ﬁ%eﬁ
nessage Fana@geye hiavee deerpringtdead 620, t Treadpparddtciqraninl ®adhe syst em and
arranged to_act as _a conmunications interfa routi ng nessage data between
each of the?@f\ﬁ%&%é@é’si%%aﬁﬁt%l&&mn %‘a‘?‘dssjdﬁ%f%e\’ﬁ%es, to
enabl e a netcsRrdonel) e Vipes HRARSES NGEHE arsnedst and)l Wal idyued by the
participants to_interfa

e to carry qut 25 card evi ce and_product ,
managenent . "‘é’éj.ulﬁscé’rfd,tgﬁe\ﬂaéba ’H}Oﬂtﬁ:tte”hé?ﬁg%%rﬁr%?%‘?%ﬁ?ﬁ%?ﬁjd?%g a
network conmpir $inghe Rladlditgeofomatiasy eaadpumde conprising a service
processi ng nmeans _enabl i ng E%L system participant to carry out_at |east one of
card, 30%device &dYSoduct ]ﬁ'ér%@é:r‘?esntt,hea AL EAgENE R means
arranged t o0 2QbadS t3 GIFBHTGAL | ke isttegﬁ‘ aAGRrJ10Hd N SESSAEL1 kad ai het ween
the service processing neans of each node and between cards and devi ces.

27. A syst eMStRdc 6 ®PIhce with claim 26, wherein the 35 service processing

nmeans includes aT¢vis¢@grnagaiRnts MR W e 1enall st & devi €. manager
participant to_performa _ WO 00/51070 4 6 PCT/ AU0O0/ 00123 devi ce

managenent PP igedden WG R Nt fdi™h iR Iod ytisadioe i kg etesF¥HPed ca¥ d and
W t hout |ganagijng.cards. 28. A systemin accordance with claim26 or claim
27, the service processing nmeans including a card managenment 5 nmeans which

enabl es a cdrd mEhggé&arsaMtanagemantt o pEforf®esdr d-hfarkRgjehemt rol e al one,

Wi thout Managinag eRfeRRUES 125 $RAIALH M ATD 18 LA b ANd W thow n Jenggi ng
devices. 29. A systemin accordance wth any one of clains 26, 27 or 28,
wher ei n t he S¥amfi cangodadiany reand s faniéanagengiitodldt managenment neans

whi ch enables a pr,qdughOWEH Rald GHRAMNe & PEr QN h-PIQsluick, apagenent

rol e al one, w thout managi ng cards and w t hout managi ng devices. 30. A
met hod @ miFagisag tdand &/l tdewinse  fafd eprsddudt sanssmld siiddrimhetse eps of
defining a trjpartite environnent 15 for card management, the card
managenent tri %%r’ti te environnent conprising;, a card nmanager partici pant
responsi bl e for nmégiorglossrt- phed rstqussdcitid ¢ heardewmEsat1brshe next

time the devices 71 are on-line for an interaction with the
Device Management 73 such that the unload request may be

25 communicated to the smart card 70 off-line during a
transaction interaction (this mode may be necessary if the
Card Management 71 discontinues the support of the
application or a carcdholder abuses the application).
2. During the interaction between smart card 70 and

30 devices 71.

(a) and the device has to dial-in to the Device
Management 73 to complete the transaction, the Device
Management 73 may request the device 71 to communicate the
unload request to the smart card 70 as part of the response

35 to the device 71. The device 71 discontinues the

communication with the Device Management 73, completes the



a devi ce manager participant responsible for managi ng 20 devices for

accepting cards and for carrying out product transactions; and a product
nmanager pagld foldigfet S. responsible for thg1 managenent of proggtiavoabared
aspects of the card environnent, wherein fhe device manager partici pant,

card 25 mangemaRictAdH, EiReMomith LMt HBRNAYEs a daF d dngé Hant o Mae be
separate entities. 31. A nethod in accordance with claim30, conprising the

further stef"Sftpc@FMity a conputer systemincluding nodul es enabling each

of the card nmanagey) padnirfiridtte 3G e £ dBNAG] PRIdAET Padbe SN Pr oduct
manager participant roles to be carried out separately fromeach other. 32.

A met hod i nt&ecésm@atc€atid W&l ai m 30 or claim 31, conprising the step of

enabl i ngst hg sysig tonfaciddtptm the ddudie RO PRSE | SEdRNEtd 0 have
direct access to a 35 product in order to directly affect control of a
product ass&el@red with arcganfismale\Aadeice Y WM FAP7re Ul tat the

PCT/ AUOO/ Ooja%fsﬁ%-at&orﬁe" ddirActardance wid L@ 3 q@&éfﬂiﬁ_l%&%& he
step of enabling the product owner participant to |load data onto the
product. 34toAtimet Reyiiae Mowataeed wit Huwdidiantde grexd ainig@RcBlabnpri si ng
the step of | i e ngﬁt Qe RAd I ReMad R RER Ve datd {Hom the
pr oduct . 35."\’% %%e!tnﬁg]dtb:én tgc(r:acor z;:nce \?\:{q{ h claim 34,a V\#erel n the data Is

t ransact! on Pdadact3q.3 Namstdeaentn meshdredance with any one of clainms 32 10

to 35, conprisin h t f ct, m{t' | pand ading a
product applicat %gtr? ?ﬁgqgacf ptod}%(fg/tﬁ?é Uél%%g m::th odd&ojf mana ingé)pr oduct s,
conpri sing ttheidti¢psect idefd miimg la pmeductr netdydrhepaims toiysaniton riasponsi bl e
for the mnagemant of, AIAJUGES, '%f{ﬁer‘“‘f}&%ttfﬂesd%}ﬁa&! ng,cards, qnd without
managi ng devi ces, and provi mé]atene aciTity for the prloduct manager

parti ci pant Meoagiemertt] ynoafuflectorc driter drogfuck agdhpsimeagsasictled with a card

devi . 38. A h in. . j l.aj.m. j i
or devi e, 38, Aggieddn gsndue s Ul apat, Jelid ng Jahe ot

of providing the CilFtyto éna
data to thecprdduend/33. dewietesocdrien accordance with claim 37 or claim 38,

i ncl udi ng ”1‘? st ggeofpr%wtdm%at h%efnetcimlaiyt )éetq%eesqalyhee tlﬂeq’ip eoduct manager
partici pant "tto réecelvé data from=the
Management to unload an application from all smart cards
and/or all devices, e.g. a discontinued application.

20 2. The smart card may delete the application from its
memory after a single use of the application, e.g. single
use coupons.

3. The device may request the smart card to delete the
application from its memory after a single use of the

25 application, e.g. single use coupons.

4. The Device Management may request the device that an

application that is no longer supported by the Device

Management be deleted from the device’s memory.
Implementation of a management system in accordance

30 with the present invention can enable methods of operating
and making available products that are not presently
practical.

For example, card managers and device managers
operating the system may publish a set of “standards” for

35 compliance with their systems. Product owners complying

with those standards could then offer products for use with



25 product on the card or device. 40. A nethod in accordance with claim 39,
wherein'the data is transaction data. 41. A nethod in accordance wth any
one of cl awmesoo&Tomo 40, including the —Sttiéi) of providing t hePEBAUNIRRI23 0 30
enabl e the product owner participant to downl oad product applications to a
card or devike.capdsAandt ledioésnmmangoag bar dbe cempr meinagetrthanst eps of

defining a arthLgcipan se.rale isit er, enent of
cards a|one§g3??%§ﬁ$g%%%ggingﬁéggpﬁ8§2§t§ea§$ogfgﬁe O@hﬁhgg%%ggg%%%d

wi t hout managiyogigevooesto eWRODASHOTDe par8metpC$/ APOGh@0123 43. A net hod
of managi ng i LS f fini eyi nage
participantr%ﬁ%gggﬁ%vgsrgétgéggr#ggnﬁkgﬁgﬁgngﬁﬁegf nggggsxgﬁgﬁé, ﬁﬁ% out
managi ng proaludtsansgeri at Bode wwtbhdactapdnandwanibomeredyadiavg ¢car ds. 5 44.
A generic systemifor.the nagepent _of . car Vi nd .products, the
systen1incl%ﬁf% 9% %%?dpﬁ%n%%e %tcﬁﬁaﬁyeygghdggﬁc%%éﬁ ﬁég%eﬁp%n5ﬁﬁpe and a
product managkeethe npdodect wavehl elhebeouskd sepdr abekygeandndetiworilked w t h
each ot her Lo enabl e differgnt.enéitie% tQ %R carré ogt car %E%?%enent,
devi ce mandgenRAT and Prdaied MAnkgeheNt gl 5AE PARAUES ASEMOPRWI 7 ot her
simlar systieescaodflacidiet at eagcastlredayi calagdcpmpdiahtnphagaaentis 45. A
system |jn acgcordance with claim49, further conprising a nmessage nmanagenent
nodul e rraﬂggﬁr?% §%¥ ase N CBRGURYEEEMShs i nterface to manage the
routing of nessage wala betywepecdstisd Hevpeesonpr sdiitlisd eéar dhenaagenent
nodul es, product nanqgenent podul es ang deviCﬁFgana enent nodul es and
wher ei n eachPParRPREHARE YL tRHElgRRerPE/ QY sPRML G FRE 88 SaMAYs D5gRade
managenment t®duhe. i2Pedbiof £aréehovevisetnpdspeedact anpaageeeRk, i ncl uding
a conputing system having, nenpry |l ocations for receiving a plurality of
product appftca?iboniePah %%ggFgTytH%aﬂElEhEbPFn@CQEFeE%i&Qea&8¥§§t98nthe

nMenory {socads opsod@ly aadser abédy ofnorpdestneverbsdimbatebyrehe product
owners may 25 separately access and nanage their products stored at the

menory | ocatFoRRIouy: %0 B8 dcouRtHeEeAnd pRoduEESBEFARgRFeAL LPAtE8EdVance
with clai m#s wheresscthe: Peoory | ocations are provided nounted on cards.
30 48. A card, device and product arrangenent in accordance with claim47

or claim98, wherein the nenory |ocations are provided nounted on the

devi ces.



49. A card device and product arrangenent in accordance with claim46, 47
or 48, wherein the security 35 neans conprises tokens operating as keys to
enabl e acc@gsgolsfofohe nenory | ocati ons. 00/ 51070 _ 4 9 pcPATbeedity 00123
50. A card, device and product arrangerre‘ﬁ Tn accordance with any one of

clai ms 46 t @uE9CTANSUGERYNANG QHEC T NVENEUORE NRFS YS! GTIoWEsCor dance with
any one of clains 15 to 20 to enabl e nmanagenent of product by a 5 product

owner. 51. A card, device and product arrangenent in accordance with any

one of claims 461t0 48, chiel UdieRd R Gald préeiicte mane geimeaitCts yRagenent

systemin accordance with any one of clains 1 to 15, t% enabl e rranagerrent
of the 10 aﬂpgﬁﬁgﬁﬁﬁta card management means which enables a card

AL AH . f{&%aAaXQQZpArAYCQEanA|%0A®Er$b&mA3 AakcAmayialehoit. AloIA 2. A A" HLE.
A' As. Al 92. AH . Al &E. Al " . A& AL. A. A" . AY. A&E. AY. A&

A2, AL. AA, AORS, AHO thOBt ARGRARIRIAPIrOAROEE. ASPOAT 2ARIAWIHANA CSHich @t uAB-~

ytoj e’ [V] cTalehaleahaabgahgahesleaksal cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caj ¢
a] ca] ca] ca] ca] ca] cal] cal] cay] ca] cal] ca! -

=>wf g89) xsni d_ZURc AF¥AFEaleApOSTEalc BPeaFC ¥d & sPeRUFSaFc &gVddeca] ca] ca] ca

] ca] ca] ca] Cﬁ\]aﬁéé@é‘] %QLE%EEBLE%U&% ealeraUkC akvitE~-RA@ At rol
" 8&&&E&&&E~ysnhch g%ca ca] ca] ca ca]caLﬂca]ca]ca]ca]ca]ca]ca]ca]78%caLﬂca

] caU] ca]ta] edpea} cal tapes] vapedied] PA0PEsreaBFeaFréategdeyéth thee
<<>>>>>FRRFEGHZ Yok Ao gl gagy]ﬁa,];ca]agagl cahgall ca] cal] ca] cal] ca] ca] ca] ca] caV]

cal] ca] cMa] ca] ca] caU] ca] cal] ca] caU] ca] cal] ca] ca] ca] ca] ca] ca
HH H. HBFUNNNNNNNﬁ Qg@Hgvaggzggment means, which enables a product

[PTITLAMANY, 9; %E%Bakéé%gﬁ] gabgehﬁakc?]aﬁaggale%] caligal cal caVlc

a] caU] ca] ca cal ca] ca] ca] ca
1 "R b2c>cnéqaaddddééfsm@ggshaglpgj qjaFgrs’>aFﬂUWAﬁBﬁﬁiumjadazwp@a]d@z]lca@],ca] ca

Al cal cal Lol EEPE B T R L TP b PrF e e o Rt SRh 5B Sa] cal ca] cal c
a] ca] ca] ca] eatltagesal] ca] cal] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] cal ca]c

obnt{}3 .
gLﬁg}gaggﬁgcg{fgalga}ca%%ca%cab?cafca ca gg]gafcafégf@aféafggﬁrgéjcaU]ca]ca
] ca] cal] ca] catprapiay] eal]neaEJ?ga] vahegahenfcmhgans arranged to manage

o g;ﬁ;g}s aruids el beakeslaaloaheal palpalaalasheal galaabeathahcal cal o
card, device and product management system.

3. A system in accordance with claim 2, wherein the
message management means 1is also arranged to act as a
communication’s interface routing message data between the
card management means, device management means and product

25 ~management means.

4. A system in accordance with claim 2 or claim 3,
the message management means also being arranged to manage
the routing of message data to external systems.

5. A system in accordance with any one of claims 2

30 to 4, wherein each one of the card management means, device
management means and product management means is provided
with an associated message management means.

6. A system in accordance with any one of the
preceding claims, wherein the system is arranged so that

35 the product management means is arranged to facilitate the

product owner participant to directly affect control of a



#/ TFcoc;
CITIiggsnhc]kaa\VWd_ZLﬂ]]caLﬂca]caU]ca]caU]ca]caU]ca]ca]cAa]ca]caU]ca]ca]c
al] ca] cal] waoeaifma] ca] c”a] ca] ca] ca] cal] g3] cal] ca] ca] ca$’ / >PHT4AQ00/00123
GS[j]igf}xrmgb] XSj d] ca] ca] ca] caU] ca] caU] ca] cal] ca] cal] ca] caU] ca] caU] ca] ca]c
a] ca] ca] cal an]ioa]:ca@]soa:]ica&U]dcaJ]imaU]aca:]aaaiJ]ooa]deJa:@. lwithout

hj}jt:H @!*

aj] z:a] c:a]@é:a] g Xj gl“] ca] %a &?Je%a]pc%gﬁ] al:]] (%aalll]tcsa] callcal caj calcal e

| "TDS&&&&H* T* \ k*ﬁblnlﬂlb\yqltfeg{ WM]acjmlqaaajecaqmaﬂaﬂmLﬂ < affvetd oa] tdad)] ca]

VL ING Y22 ChZBBaRE 577 BB CRORRLIOT T 3] e gt kTSt Vi) €] call ca call c

a]caLﬂcaﬂcap&odpcaU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]
C?!?g]Ca]Ca]caU]gaWW\Aehgég%gy%% QoM e 1%, (9 -10% _7;10%2&

' 10%68 () - hk@ozX6! ShE0UEARTOL- QnvelLU@H Eaicl pr(ﬁcﬂickO%Mn(é(r;ﬂ)'nséa]rMEZE&'
0!'s! 109&ZZ& ()-0, 8109 0%k () -3 | 100g&! 10Z 10Z

(1%)2#, :510%2& geéYé%&ﬂé)“"l (sflrféb/éi@' (p)rod’j c Stert:

X#10%gg& ()- ' ! @ 0% & (s}{s’t@rﬂ.e.‘}@a(c)cdxﬁh%u@tﬂ Jd‘l@lihﬁ%& (whd F@nrl Q%% () -

s[ zX6~_= )-"#10%&f ) -TTA#L09R () -! !V #109& () -!  #10%gP
& ()- HN#lo F" FB2NSRESHOE OR3P () - 25F& 10%1& ()- 10w, w, 10w, w, 10w
w, | #10%v, w; & () tLb#lo%{ {s&s(t)em! X2\ MR FAROMERYE i 22 PCHWAI & d)aizds 6
(10%k}X&f()E%5${ (%g¥gﬁg)kﬁ %%%%l()nvolves the product management
means downloading product applications directly to a card
or device.

15 11. A system in accordance with any one of claims 6
to 10, wherein the system is arranged so that data
associated with the product and provided to the product
management means or to the card or device from the product
management means may be routed via the message management

20 means of other entities participating in the system.

12. A system in accordance with any one of the
preceding claims, wherein the card management means is
arranged to store product owner identification data,
identifying product owner participants responsible for

25 managing products associated with cards managed by the card
manager participant.

13. A system in accordance with any one of the
preceding claims, wherein the device management means is
arranged to store product owner identification data,

30 identifying product owner participants responsible for
managing products associated with devices managed by the
device manager participant, and card accepter
identification data, identifying card accepters using
devices managed by the device manager participant.

35 14. A system in accordance with any one of the

preceding claims, wherein the product management means is



Y(109%& () -25J} oP=! P(109%& Y's! 10%@& ()-3 10}} 10}}

10111 (10%} & () - 25! <( 109%& () - 25! K( 10%& () - 25~z X7P=! 9 |
- &10%°\ P& m%ﬁ%owv& ()-1fz#109%0Y& () -f Z#10%@ & () - ! 3f Z#pOYRDBHhonad H#F z#1
0%c& ()-1 27 g1005 P& ()-1 , &10%ER T)-1 |, &10%@@ ()-! 1

, 810%90& () ab@in&§bRYH#& skl c,a&]slo%&n(a)gerf B-dentlflcatlon data
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roles to be carried out separately from each other.
32. A method in accordance with claim 30 or claim 31,
comprising the step of enabling the system to facilitate
the product manager participant to have direct access to a
35 product in order to directly affect control of a product

associated with a card or device.
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20 the step of providing the facility to enable the product
owner participant to load data to the product.

39. A method in accordance with claim 37 or claim 38,
including the step of providing the facility to enable the
product manager participant to receive data from the

25 product on the card or device.

40. A method in accordance with claim 39, wherein the
data 1s transaction data.

41. A method in accordance with any one of claims 37
to 40, including the step of providing the facility to

30 enable the product owner participant to download product
applications to a card or device.

42. A method of managing cards, comprising the steps
of defining a card manager participant whose role is to
perform management of cards alone, without managing

35 products associated with a card and without managing

devices.
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43. A method of managing devices, comprising the
steps of defining a device manager participant whose role
is to perform management of devices alone, without managing
products associated with a card and without managing cards.

44. A generic system for the management of cards,
devices and products, the system including a card
management module, a device management module and a product
management module, which can be used separately and
networked with each other to enable different entities to
carry out card management, device management and product
management alone, and to network with other similar systems
to facilitate card, device and product management.

45. A system in accordance with claim 44, further
comprising a message management module arranged to act as a
communications interface to manage the routing of message
data between cards, devices, products, card management
modules, product management modules and device management
modules and wherein each participant in the generic system
utilises a message management module.

46. A card, device and product arrangement, including
a computing system having memory locations for receiving a
plurality of product applications, and security means
enabling selective access to the memory locations for a
plurality of product owners, whereby the product owners may
separately access and manage their products stored at the
memory locations.

47. A card, device and product arrangement in
accordance with claim 46, wherein the memory locations are
provided mounted on cards.

48. A card, device and product arrangement in
accordance with claim 47 or claim 48, wherein the memory
locations are provided mounted on the devices.

49. A card device and product arrangement in
accordance with claim 46, 47 or 48, wherein the security
means comprises tokens operating as keys to enable access

to the memory locations.
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50. A card, device and product arrangement in
accordance with any one of claims 46 to 49, including a
product management system in accordance with any one of
claims 15 to 20 to enable management of product by a
product owner.

51. A card, device and product arrangement in
accordance with any one of claims 46 to 49, including a
card, device and product management system in accordance
with any one of claims 1 to 15, to enable management of the

arrangement.



