WO 2008/ 138955PCT/ EP2008/ 055928 1 LOOP DETECTI ON/ PREVENTI ON FO? SMVS
MESSAGES Field of the Invention This invention rel ates

syst em and WHRAREESr nanagi ng SMB nmessages in a 5net woPe WO%{'””S
supports val ue added nessage- handllnglserV|ces for subscribers.
Background to the IOOPMEDHCTHON/PHREVENTEONIYER SMYMESSASMES is a
popul ar way for users to conmmunicate with one another. In the

si mpl est form of operation, a short text-based SM5 nessage of limted
10 size ISF?,ﬁﬂbff]{maltfdant user, the nessage is routed via a
Service Cenire (SC) and Is delivered to a second user. The message
can be seniThiseinyerion sskics ofa comuUMRS methed dorpmerreingoSM$t meesages Bne

of the yse n%nafbﬂ?wﬁﬁﬁ s%pﬁo?tﬁ‘%lhé‘@dd@@%?ﬁ%l{é Sergl%gfgg&mb& héch%ers' M

addi ti on, ere are varlious I nter-wor convert
bet ween SM5 and voice, facsimle, email or web-based formats. A range

of exter naIB 1§| nf on rna;! 94, sr pviders use SM5 to deliver information to
end- users, r reports and traffic reports. A range
of val ue adﬁe@hmmg@e Baﬁiﬂel(SMS$Q;ra/p<ﬁﬁ&rafa? ek Y@ bdraihdcdto vitbie

users. These so-cal | ed rvices' can provide features such as:
aut omat | ca|aP<gﬁﬁ%n Vs w&pﬁ?@to‘%laﬁo RESTRLONA b STk nesd BYPJResagg of limited

origingd rephR st ﬁ%ﬁﬁ@'f\‘s@%sérhﬁle%se(g@' ly%&teos%\@ Q&che g‘eﬁ RTRICH Ak iy
copying an SMs to anot her user (Copy Service); sen an

aut omat ed delsisedste & gweenibussr.i Jhaatessagefcan be ﬁ@ﬁtbems agas of GSM/UMTS
(Auto-resp ) t r [

smart ser v?@gge @ggwsﬁb@c}?ioggrogq% ggergglflé glg%ld lgm{h‘r?]lte rh%% ?l(%ﬁg# sﬁb@s
Pat ent Applkamhiityonin\Ai20i06,/ tbd0 AdkOvaribus inkersvaakipg saraicésonbiclacdivar betw2bn
Servi ces Node ( al s kno as,an SNS Rquter

t ranspar eSSW aﬁfieY?‘}‘éeptg I ?% a‘f"\{g{g'%sf’d oﬁgnﬁ%s'swg\ S a0k calsmel

i npl enent s idoriRkivh GRONESE dscOBME ﬁjlbélﬁfeir heforrSatioh &tb 4n@NBES, suohCasPhicizl em
that can occur with prOV| di ng these val ue added nessage- handl | ng 30

servi ces whicatiespRItsond JeHiBR®San SMS message based on the event of
an original SMS nessage term nation attenpt (such as diverting a

nessage, copying a nessa or auto-responding to a nessage) is that
an excessi veranggroeralof a slagﬂeagefhan@a@taeomeh@msn@anva;bblg rfor AMSi lnsgtse

message C aggps% BoNEE dsnﬁgf; W&s A kﬁb\ﬂd@ ff%gurés s%]cl? 3. aﬂ?o%a%f:a Y\h&; gegrglgg

have enabl a message- serv e ori
can gi ¥ res8MS to another user before the orlgmal recipient receives the SMS (Divert Service);

automatically copying an SMS to another user (Copy Service); and sending an
automated response to the originator of a short message (Auto-response Service). One
network architecture for implementing smart services to SMS subscribers is described
in International Patent Application W02006/040749. In this application, a Smart
25  Services Control Node (SSCN), also known as an SMS Router, transparently intercepts
a delivery attempt of an SMS message and implements a service based on a

subscriber’s preferences.

One problem that can occur with providing these value added message-handling
30  services which send or generate an SMS message based on the event of an original
SMS message termination attempt (such as diverting a message, copying a message, or
auto-responding to a message) is that an excessive number of message transaction hops
can occur. A single message can be bounced between a chain of different users, who

each have enabled a message-handling service. A single original message can give rise



WO 2008/ 138955PCT/ EP2008/ 055928 2 to nul ti pl e ot her nessages, which
each propag,te through the network, or between networks. If aeﬁgroug
of subscri B ESenabl ed nessage- handl i ng servi ces WAFEEPISYRES2
nmessages, it is possible for a contindous |ooping of a nessage to
occur bet wee nmiltisle @R nd3fagsd)baicH BRhSprofdiesehion 1@$hecﬁétﬁgik € between
detected by existing 5networks. A few exanples of the robl em wi ||
now be des®FisEEs K ¢ igrap ‘éfx?i%ﬁqf’é’erssl}%mn? fed-mgpage-handling sasvieest whichow
use of the fGQRY $REMEES iFR pERIRE £t A%ﬁnﬁu%ug | %P rggypﬁ%&mge & Basy
actlvated a copy service, with user B's nobil urtber as

"copy-to- bgoegedhs r@euponf . sutiigebaepy These Viceps, cdmppt tbhedgiestedobe axistingi s
exanpl e |§le%§lgsrw ce where one user can automatically have a copy of
some or aII ort messages he receives sent to another nobile user.
Mobi | e user B can be a subscriber of the same nobile network as the

subscri bin ser A ile.yser B can,b ber of a

di fferent g‘?"f gxar?gﬁ%gfgg‘ I BYLR OV, P%&S&Bﬁ?&& IS5 CEage: ShOWR di
W th user GigudDilhgrated HeGTusasf thboby Servie®Bir &a@s@@ﬁoﬁﬁé‘fférﬁf‘ Subtls&ififer C
has al so activated a copy service, wth user A's nobile nunber as the

"copy- t 0- déstpnAERwHd 2\imeK teaese, DVideney B snibig@umben as ihe Ceonyete- A,
then the capYnSRIY! G%e LB se?sH?eS (F‘(f]r th ‘?érerﬁ%%gjz tl?%&ﬁu\sljﬁ)tléa% Wice where on

autorratl cally send 3 a copy o a en user
recei ves t heerpes sutgmatitatiy hovpy copyr of sand tiadll siwer mBsipes haatdeivas echt\m |

e user e EOLE g Veba s Gl Bl oS b

activat ed vid $ubsuibomgaiisec & by nsobiie vSeraB caf ybeod sﬁﬁ%@rﬂi&&ﬁ' ageiffe@nt mobile
subscri ber A. -Hriy Z‘E‘Fa conp ete | oop has for.nmed ssages Wl |

conti nue t 8°HP IéBGhaéra rfgtivaled § 6. SeRVicte M6 rPpnedile pupaler 8t es

how usgs of tHeh€of-¥RhdstisRIon’ CAULAT RAUAS dcthvars 4 ébpfyosremlce %‘:}th user A’s
Subscriber A has activated a copy service, with usér B s nobile

nunber as fI9blle @uiber: ag fhe ‘gepy-fondastioation’theWhen asar 1B gendsce maseagethéo
purpose of sﬁﬂgh%e%afrgénhme'c% AsHALY HEE sHRGTIR: A& ﬁ&gba%ﬁut&g&pf\a&&%&@&y to

di vert sone or S ort nessages to anoth
The sai d nednid3ea mrof&latmsmem bichb@rusof Btrbeeisa the mesbagecthnebpyor k
as the subscrl bi B ca

subscri ber “31'°% Iﬂﬁ"gfl tLr erlllfm ﬁ%B’aﬁeg Wi 6“%?8%336391;2/ Se%gé‘r @Wa@ﬁ%?’f%?%&o a

di vert2eser \Aseﬁt@ V\ﬁhtrﬁllaﬂﬁ,e.ﬁheﬁ' e bick@eNthaissags, thé) Copyicadel thitQiser C has
desti nati on. C has a [lvated a divert service with user A

nobi | e nurrB‘é’r"a‘gé will qutomaisslly. segd SqSemnak thermespage je spbIr i@ nils Tatms a
message t Oc&l%ﬂ@t@ Nddpafas ArmbOERY HBQa g $3RntinSe & ﬁ&@ﬁatgv\ofiteﬁ)odilﬁ%e %op.

Bef ore user s device receives the nessage it
2008/ 138955PCT/ EP20081055928 3 diverted to user C. Before user

device IeCl % BanBROFAGR,! f‘o'wsusg' 0fGhd Gert QerWHRIGR LRRE SoPE i%? ce

t he beginning o I nuous
25  Subscriber A has activated a copy service, with user B’s mobile number as the “divert-

to” destination. The divert service, for the purpose of this example, is a service where
a subscriber A chooses to divert some or all of his short messages to another mobile
user B. The said mobile user B can be a subscriber of the same mobile network as the
subscribing user A or the said mobile user B can be a subscriber of a different mobile
30 network. User B has activated a divert service with user C’s mobile number as the
“divert-to” destination.. User C has activated a divert service with user A’s mobile
number as the “divert-to” destination. If user D sends a message to subscriber A, then

the message is diverted to user B. Before user B’s device receives the message it is



A third exanple illustrates how use of the copy service can cause a
| oop to formfor a 5 subscriber Awth nultiple devices X, X2 and

X3. Each d¥HPB/RE955%> and X3 has a separate nobile nunBEHERONISFBEN
nunber. Subscriber A has activated a Gopy service, with all devices

as the "copctied t6lesdri Oat Befre URE CORYvISEL LRSS tHeOmedsh: RUE RIdEere®fto
this exanple, i.s a service where a subscriber A chooses to copy sone,

or all, of SHrssrieséygndhencedhebeginaing of acaptinuguplRen-devi ce (X, X2 or X3)
to all his other 10 devices. If user D sends a nessage to subscri ber
A's device X1 , then the nessage is automatically copied to devices
X2 and X3 PBémdreetamelka@trX@s hew aby ebthe hepinsdegenni caudes: laap tmforindat 4 y
copi ed cent e 0 on HOuS
oop.  15A fONraRe AR il AP XIER2 18 0 B RS RN LGS
t he di vert sgmraté mmbdamumbﬁs er MEMSN hombear rrSu‘tSu]strrAtiﬁs aétﬂfmi a copy
aut o- response. servhgﬁkgThe aut o- response, service,, for the Psg of

this exanpP¥ sy PaEs iiells SRR oIFtRAOR e s PN SEPY & ‘éﬁt h¢ he
ori gi nat or p@fposyf GRAXEMPRS KA Serdied ivht@ 4 ABsGIbBS Al dNdBics t438ky ﬁm’ﬂ oP
uses the auto-response service. Wien subscriber A sends user

nessage 8, 2Bnohbis shert spssvnges teppinpigd 49 0Berievieal Xy X2or X})dmadislw 036‘{ 0
subscr H(ger dénbé%d'I?ﬂge'rW enddl by ngss g@% QiisbSRr ALOLe kPR Bon MAGRessace is
subscriber A recei ves the auto-r Sponse nessage, an auto-response 1s
aut omat i cakbiprebedly feopind sudaytes Kéranwﬁac&efm d@see XB racuiveh diecmessipe it
begi nni ng Qus; . The ow | o sreutlng
fromthe ugaaug n%?ﬁaﬁ m%stg(r%l\%/)‘l%g%qz}g{/ ds%% nce E‘bﬁ%‘n\ggﬂnlng dgcﬁlpc n

al so resul todprom a m x of services, such as subscriber A has
activated the auto-response service, user B has activated the copy-to
service to copy a received nessage to user C, user C has activated
the megsagq fbuwgréxa@grevsw f HiguRr s, 1&1@&&%@&%\#@&5@9% &l%ﬁss@ﬁe& cher
A. In use, user B sends a nessage to subscriber A 30

aut o- r es poRsiEe felosn e foran. a@tlb?ﬁﬁg?rcéll‘laﬁ A O SROBSY BBYICH, TAece@@yremonﬁme
aut o-res POR&FicErer #3 u!rﬁbs& IBF ﬂu@lﬁa?{m{zl i& le!zzxfmﬁ Qﬂ{eret & Hlﬁgllhatgd resi;gﬂsg 18
results in the automatic divert o aut o-response nessa

subscri ber st todhieahiginhon ofemneshattencasnga vt to the polmirlmfs ihgeB talso us@rheC,
who di verts to és%gssé%rll,vl?cer %nsdbsc geAthg egi&;lmi ngsfiof a _continuous

| oop. 4 TRECABEVEAre Exampies H St BRCSPET HPLULATRI S
Wi t h o2(her issanothaes|ydeat Gonhees Brt\zslsabscablérmir&ﬁdlmhg yOhO OWahe ©ffice” for

nessage, ener at es new nessage. A met hod known from docunent WD
2006/ 05670 PXARE| HUES S @mb%ﬁ\ sfceﬁ?srtéwfg; TEAROREANEFEST 1 AP IS

using it agu@dmdijdssy tseﬂt”ﬂ'érﬁ%@é’cnﬁ& Ahgakk 88 4Sdr B tanl Sel&L the f4EARE of a

di versi ons of SMs nessages can be selectively prevented i n order
to avoid IWH@U@WP%Q chai ns. The present invention seeks to reduce
t he nunber of messages that are propagated through a network due to
subscri bers using nmessage-handl i ng services. At | east one aspect
of theZpreFbee axmvplnd slorw kmeksestlkting ifroit thearse aﬁdiedsanﬂedehwc&rlw ¢a0bpser10
bet ween SUE]SCI’I be S _whi c canug % r when vfal ue adde e}ggj- hg{lgl i ng
services ar&"used 089%%%“!5&1"8*' BT § BRF O SETVIE, P, sf~5 Shét @t
the presentctivaxenlid Qio-s@8kiSetsorvick/Msks Bljas aMbiad thtebdpyas YervRORS copy a

bet ween subsc,r%cgers whi ch can occur when val ue addeg nessage- hangl i ng

servi ces aFECIYsHEEeFaEs 0stsE &y 58S ‘B’fdcai“’%t?‘b]?h@rﬁlebéiﬂ@rda‘feéfr SeRa¢aNer dieert
Summary  of retcﬁ%d Hl\é%'ﬂéésocﬂ sabschivdr A Stin 33D Bfseddi® BE§§§]{D dDYEBL: AN

provi des a nethod of “processing SM5 messages at a nessage Service
ent i t y3laccdndiviggresponsy messegk. is automatically sent to user B. A copy of the auto-response

message is then automatically sent to user C — this results in the automatic divert of the
auto-response message to subscriber A, which then generate an auto-respond message

to user C, who diverts to subscriber A and hence the beginning of a continuous loop.



In this aspect of the invention, the nessage service entity stores
delivery trail information for nmessages previously processed by the
nmessage service entity, and the step of 25 inspecting delivery trai
information associated with the received nmessage conpri ses using an
identifier in the received message, or4derived fromthe received
nessage, to access the stored delivery trail information. An

advant age_of this enbodinment is th it.requires. little, or no,
Cooper at BHF B BREn AR08 Bieblee oLlooP e it i GikercBiead iere
each net wgkkeORR! Ali@haticAlVBIHALE ORbiafe @H SedRateRh MiwaessslRN A fh&hod
whi ch can be 30 referenced to state stored at a network entity. One
enbodi menknaxofregm dosamepeWQ 300EPFE794 diastosagyeettiny a gyrrenthcupused ited an
identifie S LSt f . of .Sage .

aspect of TTRG BAahettheh dBn hALE: @b 52380 s BvBRERRYY s
nmessages mtssagayesnage sdetivelyeprendniddyinacider ¢i agpidl doqdsaérmidhg dhairkshi Bhe
aspect of the invention, the deIiverg tr?il i nformation canggﬁ_
carried WEF HEYSHOTReEksigdodt thevaahes ot srestasey et 3h §ropast ot ryoeha |
i nf or mat | pAwasksRei@bfEcrMetusifpanitsRinadiNesEsagg. can conpri se
inspecting the delivery trail 1nformation carried with the nessage.
An advantage of this enbodinent is that it can avoid the need to
store sta i L t del | yabtalil .10
The measao R 408 SOME SRl uon il PAUH 108 IEL YAl oot
subsct( bebeggwedn subecribarsewhiobiche ocoqe rvdtearvatueneited niessage-hiralliag Bsideb ares
of anot her bil e.qgperatar's network. Advant ageously, the

i dentifiefs® yg“@ﬂggﬁﬁﬁV%ﬁﬁTque message identifier, which further

i nproves the performance when nessages are delivered between

di fferent network 15operators. Advantageously, the list of

subscri beft laapiapng pwepfeak Higermriest Husatiqrn seeks de dintit ooh #¥id; rishrey dgorind
i nvocat i t - j j ' f :
Subscri ber B e R eSp e, SR bl 0 D R e P RRAGD AR sBrvices are
has bEen tdsed hasdsdribarood diffhiest GOcdor netvearknt a | oop from occurring in
the delivery trail between subscribers. Advantageously, the nethod
uses stored rules which specify a rel ationship between services that
have been applied to a nessage and nessage- handling servi ces which

can be .
Summary of the Invention

20 A first aspect of the present invention provides a method of processing SMS messages at

a message service entity according to claim 1.

In this aspect of the invention, the message service entity stores delivery trail information
for messages previously processed by the message service entity, and the step of
25  inspecting delivery trail information associated with the received message comprises
using an identifier in the received message, or derived from the received message, to
access the stored delivery trail information. An advantage of this embodiment is that it
requires little, or no, cooperation between network operators, as information is stored at
each network operator. A message only needs to carry an identifier which can be
30 referenced to state stored at a network entity. One embodiment avoids the need to carry a

message 1D, as it calculates an identifier based on existing fields of the message.



i nvoked. The rules are used to deci de whet her a nmessage-handl i ng
service is invoked. 25 These rules can prevent a conbi nation of
services being applied to a nessage which are likely to generate a

| ar ge nunber of nmessages, or which areclikely to cause a loop to
occur. 6 Advantageously, a particul ar” nessage can be identified when
it is subsequently received by the sanme network entity which had
previousl x sBandlg6kct BEthe ?téﬂeﬂmﬁ%ﬁﬁ& piRIdEda hidiHol B pRIck e tIME messages
potential loop in the delivery trail having occurred. A rnessage can
be conpar &d mgssteegervicgtentfy dederdingftp elagn 8f messages previ ously
processed by the network 5 entity. The identifier can take the form
of a unique nessage identifier carried by a nessage, or a nmessage can
be identi i thik bpeetdoforthe dneentibay thetdzlivatyiteaill inddrehation can derdairidt Wik tief
characteristic fields, w.thin the pessage, _Various ways, are descr.i bed
for assocTEtReAdHas Hap %@P@Fq%ﬁmem EE %&%O%atﬁ%%'gglée. recgied
These i NChbfge SnQohipsisd MBp&ahk WRY delilErdithaill iRfoRh AR QRiSwith AdeRestAxt
within the nmessage; Storing the delivery trail information in the
User Dat aHda@dyantagegf this genbedigfent isehates sangavoid themepdyta $tercditdt vlemyssage
trail inf ' ' |, N, contai ner of a Mobile Application
Par t (Nﬁﬁ%kggiég??%ﬂ?&ggﬁg%??%%Bgﬂservice centre address which

i ndi cates that the nessage has been subject to, or generated by, a
message- handl i n sgrvﬂce. 15 The a ditional,iqLornation that is added
by ¢ D el Hols HesBrdiEs Sqiiss Ttn oBEaTd SoEeriNGG MSFHSF Ry beh b e
sol el y Dbysagefrhétile opelat¥E kettfdiig r 8LaBERIRS drifotAG! hotBleYoptiafirs network.
information. The first network can store the delivery Fral
information for it's own use, or it can add the delivery trai

i nformati and. | i I.OFf N 1.2 he
message | A0nRekilRLTAS MRARTIs RIRRALY ife BIQMIAA S Rkl
del i very impadves i thé grenfiatrhare i ®has sesiagtedrandelivesedrbssage diffirag naeod
the t hni%gﬁs descri bed above and, upon receipt of a nessage, the
nessagg i % ¥Pect ed to check if it includes the additional
information. If it does, the first network takes action based on this
information. In this case, a hop count >=1 will indicate that the

first netdbrtagearskedhs lipleolyitbserihers dnt et mewsagmbas hean, forvarded diog is
t he ness LSl f f 0, g teall .
o ot - aouics e Ehyockord O M Rl R b RORAI SR ¥ filed fofl sy deibe
appl i ed twhitiheppeessiadlee liftldf shiprdiibers ¢hat drevinessagedpys Ibeerd fdyyatdaé fifoinr. This

net k. Consequently. a nessage ichis ked as. having already
been 2B vePrai e ige? BrBurF g Ehyesh o BESERT TS Toop ) 7
Alternatively, delivery trail information can be used, and updat ed,
by nmultiple network operators, such that each network operator

updat es th&aBEFAEDLY the MThadnpss merd uler whiclh§pacHy re ARIANNEPt bréwerap
counter Qerhdks $ieh hiitheaR RS AREHAL ﬁle@éﬂ%@ aﬁ&w@:ﬁg%edﬂn{iﬁﬁé Ié’e;(r@ri%@s' which fz}nebda

information) to indicate which services that hetwor as app
to the neswdge. The MHes mropsd of dedide whetheda owssage-hpellingrsendceais invoked.

singlg network.entit such n_SNVS Router. or rt Services .. K
Cont 1 NS H R e pteveRE S Albr b s BB el TSt B are
several nieWotokgebiatd b @srge IUBDeST BBYsag@BI RAIdhOdTe AkeBNoIREe a Abb

Router and an entity which hosts a Smart Services Application. 1
occur.

30



The functionality described here can be inplenented in software,

har dware or a conbi nation of these. The invention can be inpl enented
by means of hardware conprising several distinct elenents, and by
means of a suitably progranmed conputer. Accordingly, another aspect
of the invention provides software forﬁinplenenting the 15net hod. WO
2008/ 138955PCT/ EP2008/ 055928 8 It will be appreciated that software

be i | Il ed twork entity at. int duri the |if
Tho equi pRerermEns Gopiie B ae b B slmirciRn S8 pBfufomsgved
devi ce, hiy eheliagle, netRbikCedtitg whkchOliadoprB@ibudIRGahdIet HRAGabhRsai&rwgeh is

medium The, 5 software nmay be delivered as a conputer program
product cEHSAINE piga detratiginoem in s debiyew Yaibhivdeg eerusisdaA message can be

machi ne-r cary ker i tQ n ;
ot ity vi SRSARLWERI L8 oOlachiEIR s AsORU bRAASLY ol A 6) MY Kerwork
10Enbodi neity Dfe idestifiervemt fabn thd Fdnmbef destquchmdssagy ideatifiaf caiadTpy e

only, with reference to the accompanyi draw ngs i ich: Fiqure 1
Shows a 1TRSEEE, Sl EearES AR e ARy THeD oS Sh iy FBppauiste fitdof

nmessage- hesntihdtign HE ENdreReristic @R, Withif eeth&dge. Fi gure 2 shows a second
exanple of a delivery loop arising froma nessage-handling service

(an aut o-response service); Figure 3 shows the typical nessaging

net wor ks 9hy;ddQy 6 Ll crHRA A RERiathib IW SelibedySirAl inoQ%ﬂa%@gftﬁ‘g]n(PJssage.

l ogic perfornmed by a network entity to process a recelved nessage
whi chl@ar Fhess infdudey etoying thei deliverfygraipinfamation as hiddguteat Fithin the nhessuge;

92912 oleh R0 BENGE! T, BFL P f Ot B Q5B Bekost Yo"
message; storing the delivery trail information in an extension container of a Mobile
Application Part (MAP) operation; selecting a service centre address which indicates that
the message has been subject to, or generated by, a message-handling service.

15
The additional information that is added by the methods described above can be used in a
proprietary manner solely by a first network which generates the delivery trail
information. The first network can store the delivery trail information for it's own use, or
it can add the delivery trail information to the message and inspect that information when

20  the message is received, again, by the first network. For example, delivery trail
information is associated with a message using one of the techniques described above
and, upon receipt of a message, the message is inspected to check if it includes the
additional information. If it does, the first network takes action based on this information.
In this case, a hop count >=1 will indicate that the first network has scen the message

25 before and that, therefore, the message is likely to form part of a looped delivery trail.
Any information within the message indicating services that have been applied to the
message will indicate services applied by the first network. Consequently, a message
which is marked as having already been diverted is not diverted again (high probability of
a loop.}

30



Figure 6 is a call flow diagramfor delivering an SM5 nessage in

whi ch signalling between network entities uses additional information
in a UDH header; 30Figure 7 is another call flow diagramfor
delivering an SM5 nessage in which si g.pal | i ng bet ween network
entities uses additional information inh an expanded UDH header; WO
2008/ 138955PCT/ EP2008/ 055928 9 Figure 8 is a call flow diagram for

del i veri n@)ianaBMpy, TRESEY Sralth folm SRS cMAR SedNad! ﬁﬂEIQte@,eE ﬂiﬂ?@h%l‘k
entities to carry additional infornmation; Fi gure 9 'shows a way of
gener at i ngpesatonsi thgh thad caddr newerkwageor pdaes b delielrd gaib infoilmmtonds g aye ;

Figure 10. 1 s |, flow di agram for_delivering.an.SMS nes e whic
uses the ﬁlé:lteﬁggﬁgé]oﬂ\}\% h:%H |ugg::r1 e&]9?ylﬁ%fngﬁuﬁ Bplflilq"lu nbé%c%ﬂ I%a? %%&YC&%’ zitbai’lgm
for del i vinférngtian) tSiddicesshige samiicedthamiecesorld $chad bpilielits theahesSeVvi ce
Centre Address; Figure 12 is a flow diagramof |ogic perforned by a
net work entity to follow a delivery trail of a nessage; 15 Figure 13

is a callThd aupdBge 3BASRS cASd Y&RFdrR8d aNa SMRITRIS SRRy, GheiSEs, SMIP
signal li n&]get ween network entities to carry additional informtion.

Det ai | ed er Ppdina SefvicdscCaizghviNeds, or2dEistens ef theshothed gmn bx alistilitetesf
a network,_| j 1 /] an. be | dt03§9{§crres ,
Thi s net V\%Cll’r %Syygbe gs%?‘? %g(de%?ﬁggdé?%} %S ?nr}( ‘fohngﬁlg tl(SJrgeOrt;eahlt oned™ SR Router
WD2006/ 04&h846:. entityguliieh Bosdwo¥®aa Skivicek Appltatibar network 10 connected
to a fecond operator network 20. The first operator network 10
conpr %Ges a Mobile Switchi ng Centre (MSC) 11, a honme | ocation

regi ster thd RinclidnAftg REcrRAORAtQE BNOmpl¥RARAIR software, hardware or a
combination of these. The invention can be implemented by means of hardware
comprising several distinct elements, and by means of a suitably programmed computer.
Accordingly, another aspect of the invention provides software for implementing the

15  method.



25 Service Centre (SMSC) 13, all of which are connected to a

signal ling routing node 14. The second operator networ

conpri ses WHIREIPEEati on register (HLR) 22, a Short I\/egé?i@éw@é}aquﬁe
Centre (SMSC) 23, a Mobile Swtching Gentre (MsC) 26, all connected
to the signalling routing node 21. The second operator network (20)
al so corrprl ses ﬁ Smart Service Control Node SSSCN) 24 and an

i ntel I i gentl! ¥ilGhapPreRatabthebiivige Merde (1sarpd 28 2 neheork g 4tg'§m30mt

si gnal | i ng qnAmd iHRGFOOOR. € lbrﬁe[ﬁoeﬁ@%fa@aré (ha@ b8 L@RA! ol ﬁ%legmg

the signalling routing no 21. The signallTng routing no 51s
capabl e of devegi kagyd rtbéﬁa?g)esaltdlslt lve SBENm2dizgadahte thﬂg@gne@itgnall“hé ng
routing< no et rks are connect d

i gnal 15 ng Savhe e JoieRa e, R ok fupfluft GrERaIERLR iR €
(SS7). \WOtasy/ bﬂﬁ&ﬁé@ﬁﬁlf_ﬁﬁaﬂﬂé %5&2&8 cditied Or i giay ebeSdowaddatled ko 28c i S
shown as the home operator network, of a particular subscriber and

net wor k 10“Ftévoé%ﬁqtﬁgwa&ﬁ’@?%}&@@eﬁ%rk In Figure 3 the el ements of
netvvork 10 are preceded by an "F-' to indicate that they belong to a
"foreign operator 5 The term'foreign does not necessarily nean

t hat netmmwwm&be 1 L rk 10 could be located within the
same ceaint d r u et

ool & of e Blmefsof e FRLnACBHE S SRRy (BnAE SRpe ol
froma 10rdeenedo (e agconzpanyibg Hewigséphwbick) in the first operator
network 10 to a device in the second operator network 20. The SMS
message delivery is managed by the SMSC 13 associated with the
sender. TheigahSC shows ni firsabample 0P8 Shiecrddbapy aiigmeatibRNPimebgshadiing a
| ocation query to the HLR 22 associated with the second devi ce.

15Thi s HLRSH"%F oPY {9 SRRt t ed over the signalling network 15 to the
secondjpperator network 20 via the signalling routing nodes 14, 21,
25. The Intelligent Signalling Routi ng node (I SR) 25 intercepts the

i nbound defFigwer Sbawwcoaww eka delivery lonp a8sng froget wicssege-Todling|
Node (SS nes the inbound delivery attenpt to
determ n%@%gﬁ@@%&% 82t Vi céé;p need to be invoked or applied to 20
t he SMS rressage If a Smart Service nessage is required for the

nmessage th t.he | ocati t he i nbound

et i var y. ol Eht S A e ooy PR R e P9 Biponse. whi ch
IS ret:mned to the SMSC 13 in the first operator's network. The

nodi fi ed. value ch that the SM5C 13 in the first operator's
hetwor k 10Ftrs 4 By “hetegiem eflogie seipyaed BY £ REMLERIBA I Araccsh? gopixgrhr d
the 25 SSEPedde wﬁlcﬁggrhggdeﬁserg,ﬁgﬂ §f6¥afigh; MSC towards the SMSC 13 in
the first operator's network he Smart Services associated wth

t he subscriber to the second network 20 are executed by a Smart

Servi ces caf. ' de
on ¢ ho. SSCUEHF Sy P dugrl 850 FBK ferfibotd 672 n0RBM! S Bl PRER]
shown #s amSssagt wibeh viors delBent ol inNodeticqn3BaN)mBdages al so cal |l ed an
SM5 Router and 30that termw |l be used hereafter. A non- exhausti ve
list of exanple Smart Services is: auto 'on vacation' response,

copy/ di ver Figue €-i¢aidall e dRbads fir ailigdingfanl $@1S, mbLgRl inl WEiEK eRPAlLAN
of SMS mesEages for | aw enforcenent, co to, nmessages to an alternate

destinatio etwaq:q,léert\yorﬁggtggélgebl dFid]ifllf)nc}l gnfogryatwn in a UDH header;

30 Figure 7 is another call flow diagram for delivering an SMS message in which
signalling between network entities uses additional information in an expanded UDH

header;



WO 2008/ 138955PCT1EP20081055928 11 not reachable, information for

out bound roaners, group nessagi ng or personalized short codes. Once a
Smart Seerébm%’”@%%si dered to be applicable to the mesBEHEP20PS{SIBRS
Delivery Attenpt is re-routed via the?SMS Router for Smart Service
handl i ng. Hi@urSKSisROULIRToRI HRABRMERR Hi®&inkNG SNRS hes8sey Waeth! @84 GIAP
(e.g. s "copy to email") on the 5 SMS Router |ocally or requests a
separat e syEnehig betegaciptwork gatitide eangedditieral igimatioependi ng on t he
Smart Service |ogic response, the nessage deliver attenpt may (i)
proceed onwards to the recipient device, e.g. copy to Inbox smart
servi ce or Higurg 9tshows aatag of lgenaremgageniguecitefos fauhdsyageebagpd ahi fiddd oft the

| nbox sgar%n%gggjce or (iii) term nate unsuccessfully, e.g. SM5
barri ng STt §8r vi ce or (iv) termnate | o unsuccessfully with 10 a
tenporary problem e.g. Prepaid charging snmart service where nessage
recipi ent &pes not h%ne en&ugh bal ance, All_of these actions are
standard preREalY s fldlovediasan Hrdebvemery VR niveredn MRichess thamatipdg
the del i veryodf ingigudMp nessage to a recipient device. The entire
process is transparent to the SMSC 13, that is no changes need to be
made to the SMSC 13 or no new special interfaces need to be

confi gug ed d eqRD t . C far C

is conggrng@ { gﬁﬁégggge qgﬁgﬁﬁ¥?gpg“§el 84§¥§§ﬁ%?%§‘@§ﬂg$§§§i %Oég
subscri ber Visuah§etvive Ghanddddsgzed procedures (e.g. GSM Mobil e
Application Part / GSM 03.40 SM5) - the SMSC 13 is not aware that any
smart service logic processing is being executed. 20Various ways of
control | i nFidies sager fiandhias Fasalt faforihkd by BoWwWek 88%¢d BR6kw a delivery
Enbodi nment s ?f t he present invention provide ways of allow ng a
network enft¢f#BIS88ice the nunber of unnecessarily forwarded
messages, or to check whether invoking a service on behalf of a user
will cause a |oop to occur. The methods work in one of two ways:

25(i) deli Veguge i & p cphiflowhdiegrom fos dalivbeits o SMPresessage vdyichausee tSARK
entity a”dF@H&?ﬁrﬁ&l&éﬁ%eﬁe%‘?ﬁﬁﬂie?{bdcalviﬁqg&iﬁgna? hillghiRLk entities that
recel ve I ncr udl ng

subsequent he nessage n € sane network entity
which first added the information); (ii) a network locally
stores (cagh sp el iver %rﬁi i nformation for a nessage when
processi ng == 1 #tion is checked if the nessage

30subserueridut 8 ghtw18n teRarh}le of AMtWAGHk IR hi&N brhdrY serfic@UER Ke SipHes td he
general nethods which a nEssage-handling network entity can perform

for the fir¥S dgpesagss(i)Tabowdvorki isstdeycribgd iyt dptaidoin tthie adpremenfioned

recei ves aRySHdefRIFADCFLA AsRURSCHIsPE e MO NasK BAURIERL & a second
nmessage- handl i ng service shoul d be WD 2008/ 138955PCT/ EP2008/ 055928

12 operator network 20. The first operator network 10 comprises a Mobile Switching
Centre (MSC) 11, a home location register (HLR) 12 and an associated Short Message

25 Service Centre (SMSC) 13, all of which are connected to a signalling routing node 14.
The second operator network (20) comprises a home location register (HLR) 22, a

Short Message Service Centre (SMSC) 23, a Mobile Switching Centre (MSC) 26, all
connected to the signalling routing node 21. The second operator network (20) also
comprises a Smart Service Control Node (SSCN) 24 and an intelligent signalling

30 routing node (ISR) 25. The intelligent signalling routing node 25 is connected to a
signalling network at the signalling routing node 21. The signalling routing node 25 is
capable of routing messages to the SSCN 24 and the HLR 22. Signalling routing
nodes 14, 21 in the two networks 10, 20 are connected via a signalling network 15

which typically uses Signalling System #7 (SS7).



i nvoked. The message can be received froma subscriber within the
sane operator's network, or froma subscriber of another operator's
net wor k. DHMAPEP8Fai| information in the nessage is i HSHEROEASSRS
descri bed bel ow, some exanpl es of thellelivery trail information are:
a list of services that have already been applied to the 5 nessage,

a hop counter_(indicating the nunber of times the nessage has al ready
been for war¥dagurer fefvak ¥k issphoser phdies hematopeor mese§eothaagisulnr
been f or varded Heteawoll 8o MEIRAL: PIRSEEYRet |

branches 6{, 6%, 67, der())end? ng on l\k/ﬁ%étP ?ﬁ?o??’rgﬁgﬂ?%ﬁg%@@?ﬁ%lgf“ﬁ%ﬁgg
usc of . At nstwepk 60 arctpnesedaest byoah iFr'siodudisate thet theg belodg wer Woreiga” dfeadtor.

have al yea n lied to the ssage, The entity may usg a set . of
10 Futeb 1 e RERGARR Fs b Rl BRGF S ot ook eSeRisBt Ly
on what sekwild®s Idvaied vathirehdysale esurdgpbi ediffefent bRineR sGagAred!th nkfi@rk
rul es indiéste that the service should be invoked, the nethod
proceeds td“step 63 where the service is applied to the nessage and
the delivery trail information in the nmessage i s updated so that
other network entities can determ ne what services have been applied.
I f the rul é dnnregiceott pang tisenetBerkr cinsideshostrasendst a B¥S meowresl fromhe
nmet hod;pr o - 64, t: 6 r. 1S4l d.
A sten 660 (i hERE orlbyd (F R WD AP RSRHIN o otk SR S

i ndi cat i ngs¢cerd pperatounetmorb2l. Ghe RESsmesate dalierp armadapeibybidé SMSC 13

services are i.nhihi.ted. |f the maxi unper of hops S been
exceeded, PREHE %1@1 H’QO%B?%C:Q&%gWgﬁ&E%GSaMH?S es%ﬁ‘\ﬁr%éﬁf’@ptn@f

i nvoked. | ferliding aBeatioh quéry idge HIR fopsodrasd Wl theeeiong ¥edesed, the
nmet hod proceeds to step 63 and the service is applied to the nessage
and the hop counter in the nmessage is updated. At step 67, the

subscrjper ThisSILR uék)SPasidlitedbved ttl?eosiglﬁ&llﬁlﬁghﬁetﬁﬁkh@dto Ctﬂtﬁ Qﬁnmv\g%rgtgg

25 invoking the new Service woul d cause the nmessage to be forward
to a subschetwerk dfgintheesignallingpwating inpdashid, 121525 ankhe nkedliashioBignallieg| d

cause a delbl (o) u woad [.OC to
step 64 angb%{ﬁ{(gy Isléeér%v' c%j ?55%#81?91? %é%k%’g(.)&\%?&legwf%o%e\%%Pgﬁjﬁol{tgsolg?gﬁ?e

t he met hodSpeocrdsest Costtd pNeR: SHCN)h24.seTha E8CNs 24 pphminds e frtbeund
nmessage. The. subscriber list | dated., 30 If ot her network _,
oper at or \A,H%WFIQ'C FWBEF‘% %ée%s‘ilbeg%ﬁgaﬁpée%ﬁé nF%gto SIPPSFY, Of pplied to

i nfornHEl i othe IMSnee@e STMA Kokt \SetvicDAedsa@ng réfaled BsthOmethg: BelISOBr Yy
trail information, and update the delivery trail information. I|f

anot her neMREHIRS dherlgeasion wraamelgleiof ethier IbOWRLS Slskiery ciiemibt foinersrlaand

the del i vepydisigd bhel LA MRE SRnodsBeVnidh lid Si kN t he;
D008! 138D e R EREf Apor OF: vl‘é*#y‘* rRd Yo WRNOUISC' 1P in W fis

not updat eopdigorhheiweslk.i ohhe mediiedi vedlee st sechisthat ghes SICe 18 einwthekfirst
operator a [ il r j e _whi.ch it
sends, and ngst%g%{l %@Jé,gééﬁé ?%IE:JS?SV%%I Iaérlr{]\e\ésis aggedg? go E:l}%ew? EF?HS @gsnlieﬁ?rﬁghfi he
del i velly t BSCN ddniscctimg aothe sbrviiiggMSE fowahivibie SMSOTES o thepfst @Fermel’ Oy

a nmessage- handl i etwork entity ta achieve the second option (ii)
Bbove.  Tnenaous B, PSR, soise Bk luft e s oS DRER e ipord Brpork
state i nf oporatel (XBoutdd bye@ ShaFESESAGS AplicARaed. bbhetdiddrt S8icty Application

al ongsi de a nessage I D for each of those nessage. The nessage ID
cor r espond$’ €4 gsﬁ@@gé}ﬁ, SPEN 24, or on a separate network server. The network entity

shown as a Smart Services Control Node (SSCN) 24 is also called an SMS Router and

30 that term will be used hereafter.

A mnon-exhaustive list of example Smart Services is: auto 'on vacation' response,
copy/divert to e-mail, malicious content filter, legal interception of SMS messages for

law enforcement, copy to messages to an alternate destination, divert messages if it is



10 carried by a nessage. Firstly, at step 70, the entity receives an
SM5 nessage for a subscriber who has requested a nessage-handling
servi ce shO# #'HE8Fvoked. The nessage can be recei ved FEHEP08/0553928
subscriber within the same operator'sthetwork, or froma subscriber
of anot her nopesaghable, Snfdehxdnkior AMuttBleP rdaerd) G%rd%%ﬁ fRGRgihE drpekddalized
recei ved rrels]sage i s checked against a stored list of nessage IDs. If

the net wor RI¥hEP4S LHChISRAS eYice spemaiiergd fobe Apnlicalie fq e massrgn the

i ndi cates tgp$ DellGerp ARIK iNASofRH WIS S&RRY t51Gha RIS AL AEHeS O
there is no potential for a delivery loop. Thus, the nethod proceeds
to step 72 TaadMeRauteseithheexseyted the SmertiServicalogie de.g. Brisomnitoiemail reathe s
delivery trg} I I i i taores logaldv. Jhe state
ot or ot 1 o s RERE e FRhGRT WhER, o BieRSor S s S 1l
RAM Di sk, Idataihegsen (le. $mars Savize 28gic 28 prisguthe nddssapt Celividniageigptamey (i)

i nformation_can conlé)rrise hhe .gl ob Ii;ﬁrressa e | D, the tel ephone .
nunber of MEXEEhETYEL 4P At TSRRICH pIGViShial By CRRM % MIDOK FRATS FEMIGE AR 1D
ot her cont exinitdte hohessmat s@tessRafkyUE B digert R BbOPsndzkt sdificd &e&iii)%mﬁfe
entity has a corresponding IDini1t"s Iist, then it indicates that

t he networ k‘ﬂﬁlégesﬁfﬂﬁ)aiecﬂéﬂ\’gg prroee sBEd serviec enfiv) eaRisdgdo uriicaepdily with g
possi bidit fMery, | - Y\ i : ice | 5
Pvoked AL SHBy B IRHIELe AEPllchireRE iy Lorpile B ARl Rclpfent
i nf or mat i odog¢sarot hibneet enpregtsladpmce. DALIA thesepctipds rhstaedird pyocedirasrthitves be f

the intend recipient . (i.e. the.user .wh 11| receive the
nessage if %ﬁ'ﬁggdz e’? %cné)’g‘lmsrﬁ) iw‘r?]l\f/’% l}%‘(ér%ii)lmﬁ s ‘gelhé?}?é’é safl%'l%gegﬁssgg‘? g)c? BCRRE of
that messagevicd. leteLPﬁti&‘t ;Tit:@sid iafncgnsmteinom thoSMsat BS ]‘Ektahiﬁﬁlotchﬁlgh@ﬁ&ﬂd@ te
nmessage recipient ha r een a recjipient of the nmessage, a
delivery | 85§ TahsogMgFo?@c%uP? sy Wﬁfélakéflfﬁ%@ebr%%éasbq aélgf%fﬁdmr
and does nehplaRRldd bhehenSMSEEIYi £€ farRRT eNSMICt B §f Bdhcdifed itle HlRGage
state indicates that a | oop not occur, the nethod proceeds to

Wi
step 75 an@elisib lekeingnaiteaured owardsrbe subserigr ysing dha sangdpiliaed dpregsdures
reflect th LEe Al g SS : :

2008/ 138955PCT LB20 %%%E%%t“‘iﬂ#%?i%g&’g Ib%'tﬁtb SIS %%SF(;A% Ay Hevare
del i very t that knyi sufaghsentidedogic processimg sslxgm dxBruted t h a nmessage wil | now
be described. Hi dden Text Characters Method 5In this nethod, a
network entity responsi ble for executing a smart service (e.g. SM5
Rout er2(®4 ouriG8 Apps 20) cedebilinyl detesagt-Bxidlihg ch@cdegilnrmiong vaf descsbar t
nmessage th%t ig. bei g% opi ed/ di ver.t ed/ aut o-responded. The hi dden text
is sent wi CHIPRIFIGALS &5@ BesE dnyeaien proyidsguaya i sllewHigfBFWBIK SHEY iRy
the <CR> (9@&6@&@_nﬁﬁbé&*d’i‘)unﬁ@b%s@ﬁ%'%rv@rﬂe%%ésh’a%g,to?'io bRk WaktherSitGdking
that, when a term nal displays the nessage, the proprietary text iS
10 over wri ftseinicad beBalfet a gsos pilhgasetadoep teseacur. Thee methedsewerk de pae of
shoul d caugg, {h&.cursor on the termnal display to imediately return
to the beginning of the line and to display the remaining text
carryi?fg the re@) detbsgaga] itfomstiow és widadi togp trieesag byl demettverkt éntity and

characters, .Wile the <CR> character is preferred, any other .
charact er (WRSEHeREs Eﬁ%ﬁ%’ﬁé“@"%@c@y Heiwp e@@ﬁ;ﬁ%gﬁﬁé@}lﬂ% Lep b pe
used. 15 Thesstapddemudigxthe san Revers ity wiachiayt ahéche inforkagum);, bot h by
t he network entéﬁéy creatigg the hidden text and the network entity

responsi bl e for TBReREVAG Loy siergs feehashdelpsry, traih migymetien &s pmepsge

hi dden t eXtyheNGoEXAAP! Be Ofetigbd?d HhAdSNoSXbn | NSE iRt @EN
ASCI | char ac?er gf hii?%de% tgxtﬁf The bi n_a(r)y bit)rtls?sf gfr?erﬁﬁg I?h?;lg g{g,%a%e
char acter subsemuendy ghurgscatheksams neiotorloensity. Bit 7reserved for future use

Bit 6indi cates nessage i s/was an auto-response nessage

Figure 4 shows the general methods which a message-handling network entity can
perform for the first option (1) above. Firstly, at step 60, the entity receives an SMS

message for a subscriber who has requested a message-handling service should be



Bit 5indicates nessage is/has been diverted Bit 4indicates nessage
I s/ has been copied 25Bit 3 - Ohop counter - nunber of smart services

that have ®hi08%¥138¥¥erted or auto-responded (nmax val ue RENERA084}56928 he
appreciated that this is one exanple & how the bits of a single

ASCI | char agloREd.C TRe BRsAbt esRbEbcaiRed Fomta 5IREReRAMEhITBMY s&thd 8perator’s
possi bl e schenmes for using 30hidden text. Al so, the nethod can use

two or nor &Rk ok hEPHC R ePUbSErIRET e anatier  prerater- nehrlact diclivery  trail

Addi ti onal ;A5G I ed .t f
P00B.1 98054 e F e g%‘g}i"egfggégsg%&%gn&gaggs %éi"g‘g’s T eBRC e BREMIA of 0

al | ow a neslskgey sehtinfoymagiofiiarsta It tofiserkiceo thoehavdenlteadyi abniapplidd fosthe
subsequent |y redeljvered. t he.first netwark by a | ooped deliver
path: 51 ot etk Bnieing € by i e Cme BB B ety
bet ween, i fewagdcdylet a lieroy sibisadibers tﬂhttth@ﬂgkkag&lﬁis%g (ﬂzirtﬁe?ﬂﬁ)&w&rﬂécblbdl?édnﬁn
added to t nessage i s hid froma user, it _does formpart of the
SNB. s aga e AHANHBOCEhO S 0ph o P e R to wdtn SPPSRaIEs i Sbe
avai | abl e G@ofndtisRthd thcBRENAIRS Aist OKL ARSSAE. thd NEERSOBpcctst thb Qist of
desirabl e that the anopunt of hidden text should be kept ]go a mninum

10 The hi daeniceseshat bawe deadysbagniappliedpioope inssseeg: hhnmaiity iyayt kre o sot of
ngt Wwor lf() All‘ltllgg {bahéc\{'@el Yh tgérfti-ng 'h@\gtseﬂ}?ceer @ltgl)ﬁlrdsb Cal e(aOB%’egtoﬁ Vtr}?at Lﬁ?ﬁa’/icteg'e
hi dden text 1T h a consi s? ent nanner, W ea{ceh netwbrk I ncrenenti ng

t he hop cobatcealrehtly beenGypBliedandhachdssage. t I thehmldsiisdicand thaethe isaee tshatld

have been ar E)r{vlol%éjd, tthcc)a- éaﬁoﬁr%géae § to( sl%‘lapt &3 \%ﬁgr% 'thejiqgrvice is applied to the message
and the delivery trail information in the message is updated so that other network
entities can determine what services have been applied. If the rules indicate that the

15 service should not be invoked, the method proceeds to step 64.

At step 65, the hop counter is inspected. At step 66, the hop counter value is compared
to a threshold value indicating the maximum number of hops that are permitted before
services are inhibited. If the maximum number of hops has been exceeded, the method
20 proceeds to step 64 and the service is not invoked. If the maximum number of hops
has not been exceeded, the method proceeds to step 63 and the service is applied to the

message and the hop counter in the message is updated.

At step 67, the subscriber list is inspected. At step 68, the method checks whether
25  invoking the new service would cause the message to be forwarded to a subscriber who
already appears in the list and, therefore, would cause a delivery loop. If a loop would
occur, the method proceeds to step 64 and the service is not invoked. If a loop would
not occur, the method proceeds to step 63 and the service is applied to the message,
The subscriber list is updated.
30
If another network operator who recetves the message understands the delivery trail
information, they can similarly inspect and make use of the delivery trail information,
and update the delivery trail information. If another network operator who receives the

message does not understand the delivery trail information, they will simply ignore the



When a network entity (SSCN, SMSC, SS Application) receives a nessage
for which a service is to be invoked, the network entity: checks if
the 211d cHWAXRYEP98f the text is <CR> - this is used aBCHERROR55928
mechani sm for detecting if |oop deteclion hidden text is present. 20

i f the <CRycEh2y @il QhifolBatidh a9 Rilll ddt bdase BRSinfdAfkiont NBNa kidlest case, a
hop- counter i s checked and if above a threshold value (e.g. 15) then

the nessagéingle pbvorkapicepriadinghedistivey tailblonaatsanigech messeasticns
bet ween Sers¥do§?§nd3‘{rﬁ%&|t559acﬁ h@&éﬁ%ﬁ-%&%ﬁ%%aéﬂ%f if § %ﬁfamg e ggaég{) whif”

not divert or copy ahy auto-respon sage; not auto-resp

messages t hformatiencopi ed or diverted; not divert any 25 nessage

whi ch has previously been diverted. If the hop counter is bel ow the

t hreshofd val ue, the hop counter value is increnmented (bits 0-3), the

val ues of IFiguse 4 &@?Eth@omﬁtﬁdd a}jaefoumabﬁlgh hﬁs%@éc—::ggﬁdling hersekviiiey tdhat
has just been applied to the nessage. _ i1f the <CR> is not present
then the né‘F%WR‘ErFFFQW RiAdE) @itk The epwsprhaidling ngbvosk catity oytores

the nunber gefivcRpRSil bak RRANEHCHBLIRH. mENR VB cesich Uy BN hASd ext
plus the <CR> at the beginning of the new nmessage before copyi hg,

di verting @&tessige 8D fesqsshaf tgse massegs. sTheamessage [Bngerigeonds fo emeisageeld
whi ch cogni.: e i ng; I t i.n t_the hidden
foxt. G SOBET b donERR thsblyat08u02E 8 by oo S 5 SPES b e et
as t he bodyubstriliee xthos hautaduastoday sndsept-handing esdrvider shesldelat invekedf What
i nter-netwyrk rotogols ar e 1lj.:_lsed b@t en ty) @gtwork operators ( SIVPP,
GoM NP, - ARISTEoHT CRRES TEreied BGTR & RPEEL iR BF i orPR Sk Pl &
St echnol ogy¥roihe stigcibdralfandter Oetivbr CobAORL C A} stepl T1CHe tt@sapSTD!in the
val ues of the, tcﬁ)(t field are conmon. Basic UDH net hod 3GPP 23. 040

descri bes fHEVEhBSHPEGISsheckpdprgainmba sinrrddist planessage 1D8e Lbhe sevatk ity he

10 Users Dahas hieadgEspodlihe DI MCWARE B HThE S tan bRy ﬁ@%&f‘%@ gL
Identifiers (TED IEIps In the range CO DO are reserved for Short

Message SepipicesscdCtit mesipge pnd oo dhsre iis 8e posatitli fons @ligers. 1od. - Thu .t 24
of 3GPP 23m%ﬂ1%dq§§c%gésbtg sEeIBPﬂ2UQa‘ &%Qse{h'e service to be invoked. The entity creates
delivery trail state information which it stores locally. The state information can be
stored in any suitable form of storage, such as RAM, Disk, Database (e.g. store 28,
20 Figure 3) etc. This state information can comprise the (global) message ID, the
telephone number of message recipient and optionally current time-stamp and other
contextual information. Returning to step 71, if the network entity has a corresponding
ID in it’s list, then it indicates that the network has previously processed the same
message and there is a possibility that a delivery loop will occur if the new service is
25  invoked. At step 73 the network entity checks the stored state information for that
message ID. At step 74 the entity determines if the intended message recipient (i.e. the
user who will receive the message if the service is invoked) has previously been a
recipient of that message. If the state information indicates that the intended message
recipient has already been a recipient of the message, a delivery loop is about to occur.
30 The method proceeds to step 76 and does not apply the new service. Returning to step
74, if the state indicates that a loop will not occur, the method proceeds to step 75 and
invokes the service. The stored state is updated to reflect the new service just invoked

for the message.



This method carries information within the User Data Header (UDH) of

short 15 nessages which can be used to detect the presence of | oops,
or an exce¥QiSHMSer of forwardi ngs. The infornati on BQHERAPKISA2S
nmessage as being (or having previousl V¥ been) diverted, copied or

aut o- r esponggidus bptichd ferbas ﬁ‘%EfHe ®ivérhithilMBfaskiond ofl(arknésﬁﬁg%rl\lﬁ%lhﬁﬁ
value is used to carry the d |very O trail information.

Advant ageoudgssage silbng be esciilmds i n" t he range CO- DO is used al t hough
any non-reserved | El value could be used. One exanple way of coding
the JET octets is: Cctet 1W value xx [Loop Detection] Cctet 2'E
| engt h (setHIﬂdemTérdrClmantmeethuﬂd be expanded) 25Cctet 3Bit 7for

future Bi t. 6i ndicate ut o-r onse ssa Bi

5i ndi cat es Irﬁé%‘%éngegmdsflhag"v een |r(°/sé’P{'Sala %?rtexff?lﬁ caﬁné %geeg Sg\f%as
been copi eRdidr 23 or seh@ma mmaemdgen;mmerth@ta?gsmg o{smhﬁncmssigmahat]tiav e
30copi ed, |verted aut o-respon X, val ue tet 4 or
Tuture. use PETgAPERERHY R0 FABTLRS T&a?ﬁ@ﬂc&é&x@&ss&bwtmdh% b of the
services tha ﬂ%&’@cmﬁ@ﬂs R 8- adaD (ROCRREIRIRRECTARR? O AGOTRAL7

Wien a copy-to, divert-to or auto-response smart service is invoked
on a nessadgéer tlmée);‘tequh)ph@t evhentayterminal displays the message, the proprietary text is

10 overwritten and is not displayed to a user. The <CR> character should cause the cursor
on the terminal display to immediately return to the beginning of the iine and to display
the remaining text carrying the real message, thus overwriting the ‘hidden text’
characters. While the <CR> character is preferred, any other character which has the
same effect as the <CR> character can also be used.

15
The hidden text can be used in a way which is known both by the network entity
creating the hidden text and the network entity responsible for checking for, and acting
upon, the presence of the hidden text. One example of using hidden text is to use a
single ASCII character of hidden text. The binary bits forming this ASCII character

20 can be allocated as follows:

Bit 7 reserved for future use
Bit 6 indicates message is/was an auto-response message
Bit 5 indicates message is’has been diverted
Bit 4 indicates message is’has been copied
25 Bit3-0 hop counter — number of smart services that have copied

diverted or auto-responded (max value 15)

It will be appreciated that this is one example of how the bits of a single ASCII
character can be allocated and that there are many other possible schemes for using
30  hidden text. Also, the method can use two or more ASCII characters followed by the

<CR> character. Additional ASCII characters can be used to carry one or more of?



checks if the Loop Detection JET is present; if it is
present, then the hop-counter (bits 0-3) is checked. If the

hop- count eV ¥0E8HVe the threshol d val ue then the messBEEEPAOSE28
copi ed, forwarded or auto- responded. i nteractions between services

are al so checked, #&bﬁggosfd@ﬁtﬁﬁr R @Swilll AMo@ §hﬂ§s‘a§é’ s B @l fir&Snetwork to
descri bed above for the hidden text nethod i s not

present then a nevbesﬁémtﬁeﬁﬂﬁslfagésﬂ@ewwét r@chmechnmhmérsumwork by a
contai ning the Loqp Cd@g 'Bp%iﬂ‘El is added to the beginning of the
nmessage 10 before copyl ng, Verting or auto-responding. For the
sanme reasons as-edesls ocbadsatbeyE)s thhi e argsagt havbeot ligtvariet berdeen, ic. a
ent|t|e§ whi ch do %gc%gni. e the TEl to performloop detection. In the
case of- concat enat nmessages the | oop detection JET only needs

to be added\itheudthecfddaRions cgfmnbtidf addbe tmﬁgﬁagelé fﬂ&ﬁrﬁmﬁ dsb'bQ:Wslt an
exanple call flow which is initiated by a subscriber of Network

Oper at or 1490y fymt erhphdic RS moipes rangapses some ef dke ahm@ag@tt\méd
subscri ber otl'%rw@é pdNeL. \gﬁﬁlg ft&)Q%@&ttQ cofn Ob,%ucpt%gtr ﬁ?&%g% ﬂe{efor% it ?snc(ljeblr%

forma | oop due to ea them usi ng a nessage Serv

Cal | Fl ows that fcweerount afdyxdBe testshiookd besicpigo BammmuldDH Met hod Subscri ber
"a" submts a short nessage via the local SMSC for destination
subscriber "b" 2Using normal MAP procedures (SriForSM and FSN SMsSCl

attenpts t Oheehidder tédiecahoet uddes fage pidpristas Ghidnber bybthe Tie Ame&Rge
is routed in the network of Network Operator 2 towards the SM5
Rout er. 3THECmaRAyliferentyongeiare gt 6R0Persie 1o ue ks Bidden (Xt Hea qapsistent

Appl i cati 0ﬁ1am45§' PAE ea ct?f'nelf\@&kéiné}étﬁ&{tﬁlgstﬁ'é' Hépcé'ou%?:r (he @5 HdaldilEssage
's term naE1setC<i)f ?tl.\l/slscgsatggc hla\Sfe l?fgalr(l ggme?ic’zg glcej: message (blts 4-6).
15
When a network entity (SSCN, SMSC, SS Application) receives a message for which a
service is to be invoked, the network entity:
e checks if the 2™ character of the text is <CR> - this is used as a blunt
mechanism for detecting if loop detection hidden text is present.

20 » if the <CR> character 1s present in this position, then the hop-counter is
checked and if above a threshold value (e.g. 15) then the message 1s not copied
forwarded or auto-responded. Interactions between services are also checked.
For cxample, rules can be set to: not divert or copy any auto-rcspond message;
not auto-respond to messages that are copied or diverted; not divert any

25 message which has previously been diverted. If the hop counter is below the
threshold value, the hop counter value is incremented (bits 0-3), the values of
bits 4-6 are copied and updated to reflect the service that has just been applied
to the message.

* if the <CR> is not present then the network entity cannot check if a loop will

30 occur or if the number of hops has been exceeded. However, it inserts hidden
text plus the <CR> at the beginning of the new message before copying,
diverting or auto-responding. In this manner, any network entities which

recognise the meaning of the hidden text can inspect the hidden text.



6The smart service application submts a new nessage to the SMS

Rout er destined for subscriber "c". The nessage contains_additional
UDH i nf or i BRI cati ng that the message has been di VEVERUSOEREng
nor mal MAP procedures (SriFor SM and Fé‘M SM5 Router WO

2008/ 138955PCT/ EP2008/ 055928 18 attenpts to deliver the short msssage

to subscri "c". The ssage cont ai divert information ipn the
User Dat aHe HFEMISOF VERREOR 28 WESQ‘Q@{ fy‘ffﬁ‘é ﬁl?ﬁ‘élgaﬂéfaYsstnﬁoé‘?’%@?ﬁibed

in the net ‘ﬁ?ésbe&ikre N@Wf HtdeREFHAR hrodols Q‘@rﬁ@écf bé?&/ee?lu%cr{e't\p&ﬂ{ olg%rators

8Subscriber "c" has a diversion serV| ce al so. Using normnal

procedur es ($MPPFOSSVMAE ANH-4 EMBER, etek @ni)tllﬁesp@tlde lof wehet tyime of greless
nmessagecto r & hY € Yy U
e ecer ved o) HRaminas ACIMEEDSR BE5° 9R% BN SRUor B8 T
i nt er cept edicidaraeimwok of Netvvork Oper at or 4 on behalf of subscrl ber
"d". 9Subscriber "d" has a diversion service also. Using normal MAP
procedures (Sri ForSM and FSM SMSC4 attenpts to deliver the short
message t o BasRRIMHLesthod" . The diverted nmessage should carry the UDH
it received unnodified as part of an)é di verted nmessage The nessage is
P

i nt er cept edGPR FHARotReHIES thet Sspdin barbnessagss. pRastapk th@fengq@ycrmtb@r
"b". 10 TherBepRadfealis, WhicHaRdIeds | o furEROF ISmALiGE &I m%%rs (TET).

Application. The smart’ service application understan
i nf or mat i oAERNY the range Cobfiscy re@q&rvhbﬁy"shost Mx@@gfdé@rvm Qﬁntrb pmtmnetary

forverd on Lhe dIERBR80.: MLShnao scimth et e B AR E o1 ol nal

nessage i s TEr m ha s§5age |s acknow e 3Because
t he short nessage | oop has been detected, as a policy option the

smart serv ubm.t t or.i . ssage Lo the ori
desti nati o ts B“%i‘ %4%6 E}‘?TH’QP s‘ﬁ@‘?%s@%@eb% @g}dp@ﬁbﬂﬁwf ‘sport
15 A nesv s hRkdagesiion ean Brdisedtd dwect ﬂl@tpr&;bl\/c%ro‘f'l&@s 2 %n GRS RurhIRPBf 1 S
submitted to the short massag by the smart service

orwardings. The information can mark a message as being (or having previously

been) diverted, copied or auto-responded,

In an embodiment of this method, a non-reserved IEI value is used to carry the delivery
20 trail information. Advantageously, one of the IEIs in the range C0-DO is used although
any non-reserved IEI value could be used. One example way of coding the IEI octets

1s:

Octet 1 IEI value xx [Loop Detection]
Octet 2 1EI length (set to 1 for now but could be expanded)
25 Octet 3 Bit 7 for future use
Bit 6 indicates message is an auto-response message
Bit 5 indicates message is/has been diverted
Bit 4 indicates message is/has been copied
Bit3-0 hop counter — number of smart services that have
30 copied, diverted or auto-responded

(max value 15)
Octet 4 ctc. for future use — can be used to indicate other as yet defined smart

services that have been invoked.



16 The "new' short message is delivered to subscriber "b" The fi nal
steps 15, 16 send subscriber b a nmessage notifying themthat the_
nmessage ha¥ W BEER diverted (in accordance with thei r PGHERAP8455928
settings) because a | oop occurred. A User may choose to update their
servi ce setWhengscaplyiteydivatei o digo-tdipchsBasBgavicOisSpvakee bh afmistdaerthe

| oops occurring. The sending of this nessage at steps 15, 16 is
optional . W"%’ee@%ssg%mw EP2008/ 055928 19 Expanded UDH Met hod

Thi's net hod a‘%hé&ﬁ?ﬁ“ﬂﬁé‘@go@%&&%@ﬁ%li@ =§33M short messages in order
to mark messages as being diverted, copied or auto-responded. As
before, one of ifheispossentethen techopEosrtesith 0a ischecked. ihihe hapgeur®D-iDO,
is used.for |oop_detectio ur poses. .5 The information.contained in
the TE15can compriedns trebele AR g e s doltinicd Aramener vty
by a nessage sekdherictieliorkicmebetntet Serbidenirt fajsoWhedked NBingasRedREGA0E
is received by the network for a lssecond ime. Thus, the nmessage ID

al l ows a net wor K &fmglpgmeanger s dsyrripekabane for thedhigrsa e method; s handl i ng
forms part of, atQORPgy i?.rngf ﬁre%;ﬂt en 2heb o rhgﬁgagg‘?étﬁl?ﬁ'ucltéa 4md tRe UDH

gl obal I'y unique identifier o e nmessage e way of creating a
gl obal I y uni quec¢riniogtibe beogp Weemton HE isi addeda toc the ebegininimp of sheimicgrage t 0

t he ne rk ope or (e.g. er.ator. ' ABC has co 123, _operator
oee hle ¢ he cBaeR sabitk, O Mo O Ring heFortEnithe "kt 4t ed
with a uni que ndesosbedvdbiohé,thishvad ale@t Weliek nethlvek it Gvhidhr dopreo6@i5ss the

t he nessage ID flit_ a nessage-handling network 15entity is as
previ ousl y descPHHeaPThOPREHEH P o Figure 5. As an al ternative to,

or as an adgiid Qe b cof@ten¥edFhstt MRSRRGCHE Dodd@ediBAIRYBnlyt A H bean
carry informati on about the delivery trail of the nessage, such as a

li st of subddditpérediniisesnensef theasssige t he nessage. The nethod for

procesgi ng the nmessage at 20 a nessage-handling network entity is as
previ ously described with respect to Figure 4. Wen a snart service
appl i cat i ofiguecéishes an shopte qald oagehich iscamiaied dpta supsaibert i sf Nets@dge

e P ot o4 BeTySOBh L SR URIERBRISTT SRR ot
det ermi ne Netwdik Oyewaset Budsdribeds ‘bhecnagisaydotas I6@CAicvRkatiios them
nmessage pr %;/iilé)glsnle Saggéiwgﬁgle%%cget ect a loop. 25
20
Call Flows — Divert Loop Detection using Basic UDH Method
1 Subscriber “a” submits a short message via the local SMSC for destination
subscriber “b”

2 Using normal MAP procedures (SriForSM and FSM) SMSCI attempts to
deliver the short message to subscriber “b”. The message is routed in the
network of Network Operator 2 towards the SMS Router.

The message is triggered for smart services to the SS Application.
Since “b” has a divert service so the original message is terminated

Mcssage is acknowledged to SMSCI

[ R - P

The smart service application submits a new message to the SMS Router
destined for subscriber “c”. The message contains additional UDH
information indicating that the message has been diverted.

7 Using normal MAP procedures (SriForSM and FSM) SMS Router



Figure 7 shows an exanple call flow which is initiated by a
subscriber 'a' of Network Operator 1 using term nal Msa. Subscriber
'a' sends ¥IRLLEESt0 a subscriber 'b' of Network OperBtBEP208/055928

Subscribers 'b', 'c' and 'd" forma |&bp due to each of themusing a
nessage divert agempytisCe. dé¥ierCellel shottOmBssageDtor Sliischilk® PcDeTRE inle@AgsiSi NY
Expanded UDH Met hod 1Subscri ber, "a" submts a short rressage via the
| ocal SNVBC for aenf dhyerionfapgiey iméie UpprDatpjdeader (UDH) of the short

2008/ 138955PCT g0 811{iomLed0 imbled gl ﬁ%@ﬁéwdwoﬂ%&%ﬂybgémor
(Sri ForSM and FSM) "SMSC1 attenpts to deliver the short nessage to

subscri ber "b" 3 onthehatbefsubsstiber “ebuted in the network of Network

Operator 240 1 he S [ | age 1s .gaered for
smart servigce\év%'g1 g&flh% &s %@P%rglf) Pg%%ggggﬁﬁsu%m gléﬂéﬁ, |“\)/Ceerg‘tlre%ervi ce
so the ori gi nal(SnifsSkigand ESV@rIM$EL etk 3¢ algkvdr shackitowlesdged t o

SMSC1 6The smart, servi.ge i cat,ion subnits a ne age to the SMS
Rout er desti nedUiSEYL scﬁ%@?’emg"mwﬁl&e %géia cﬁﬁ{@sﬁs‘géﬁaﬁv‘?‘s onal
UDH i nf or mat i onibéiticd BeparEsSageditaed hRAMH THE M8t TnicRapla@imal MAP
procedures (SriForSM and FS the SM5 Router attenpts to deliver the

short message DWoihaldNstyark Operatorrhen behgl agaubserifeaits di vert
i nformatiog i ”Shﬁt%ribéeF’@atl%ﬁ"'eédﬁ{ve&ngg'%?r?fcetQl?o.s e TBSSAIRIAP NE

message is intercepted In the networ Net wor k rator 3 on behal f
of subscriber ‘pweed@SubEdorHdrandcFSMaSMECH ekegitoto sieliver dee ah@D.

Using nor mal %%ﬁég Foe&ll’égc?ﬁ:er “b”. The diverted message should carry the UDH it

received unmodified as part of any diverted message The message is
intercepted in network of Network Operator 2 on behalf of subscriber “b”.

10 The message is triggered for smart services to the SS Application. The
smart service application understands the UDH information and if the
“number of hops™ is exceeded it will not forward on the message.

11 Since “b” has a divert service the original message is terminated

12 Message is acknowledged to SMSC4

13 Because the short message loop has been detected, as a policy option the
smart service may submit the original message to the original destination
(b”)

14 The original short message is delivered to “b”.

15 A new short message indicating that diversion has caused a loop is
submitted to the short message by the smart service

16  The “new” short message is delivered to subscriber “b”

The final steps 15, 16 send subscriber b a message notifying them that the message has
not been diverted (in accordance with their service settings) because a loop occurred.
A user may choose to update their service settings after receiving this message to
5  prevent further loops occurring. The sending of this message at steps 15, 16 is

optional.



(SriForSM and FSM SMSC3 attenpts to deliver the short nmessage to
subscriber_"d". The diverted nessage should carry the UDH it received
unnodi f i ed WAE208813898f any di verted message The nessage FST/EROYS&PBed
in the network of Network Operator 4 &h behal f of subscriber "d". 9
Subscri ber ¥xghanbasUpHIMegicad on servi ce al so. Using normal MAP

procedures (Sri ForSM and FSM _ SMSCA atteggté\z to deliver .the short
nessage to gsthpp ealso pees the HIUT \header @f SYert INeSEALES dhoFder th dnaoH

it receive Lt t Yar Bl T _is
|t er capt ea e B R B S B EaeA e OF R
subscri ber rd@rvEd dElspmislagreonegn theirgaper{ddDO o5 useddot logedatéation piposdie SS
Appl i ca%i on. The smart service application understands the UDH
information and if the forward ID information indicates that this
message hashalinfeanytiobeentained warhd dBl bys ddneprisSa Apasdgt IM | Thershbrt fntessage d
on the message. ' 11Since "b" has a divert service the original nessage
'S tor m natDdu be Hed FemPSABECRTARR ST SRy SvSenfy 3vhep iy fame piresage
short nessagRctioaPbnas lReRik datLetefd tife RROIHeGYes@RE ITDMIBRE a S8Rk
service may subnit the original nessage to the original destination
WO 2008/ 138955 HCTERRISD 8/hok §ggessae(it B handlpgrivans pirg ph allooph direferably,
nmessagenpi S 1 o h : i .hdi.catd ng

di ver si?%n ﬁgegglléo\gﬁ@%ag@ﬂ%og ] %ﬁls)%&%%d%% ]tgif{gﬁzﬁgﬁ%rrﬂteg%‘gsa%ﬂe% g%/‘h? ﬁe
smart ser vicortid® a Bballnemius Hdng tonesgsaepeh ilB wigl a vedeedhich isubger fobtbe

"b" MAP Met hod .The Mbbil e i cati-on Part P) |s. .

ol oat | oSl BB (e coBiBios RRED Rk 42 opbisioR BB s the code 124
ext ensi onCet)ai TIRS repAmdBEbL theolD the bd/htibartsdaw HBN MAcOpEhlat ivaithin Shat
carries additional information about whether_ the msssag%éh S been
subj ect t o NgiWpaF-t The gisthad, for grogessiog fhmmessegs P @ba mepprgs-haprding inghreprk

i nfor mpg i ORNGRMs RGHr&EAGUsiyRR@Wed with fespRf tdBkMRISK usi ng the NMAP
procedures. Any entity receiving or Intercepting the short nessage
can view the additional information specifying previous copied,

di " q . i .
det or i ne. P PRIEEARAECoORCRAJIANS, GGG RE MRS D 1Y LSRG A 5P
i nf or mat i oparc @Ay anforgen abdui she delienbsrili betls ksage swelgas hadisbeén

routed betueen;, @ hop, counters @ fal.oRall M E) pIESEAT e sl a
20  a message-handling network entity is as previously described with respect to Figure 4.

When a smart service application receives a short message it can identify if this

message has previously been copied, diverted or auto-responded from the information

in the User Data Header. Tt can use this information to determine if the new recipient

of the message has received this message previously and hence detect a loop.

25
Figure 7 shows an example call flow which is initiated by a subscriber ‘a’ of Network
Operator 1 using terminal MSa. Subscriber ‘a’ sends a message to a subscriber ‘b’ of
Network Operator 2. Subscribers ‘b’°, ‘¢’ and ‘d’ form a loop due to each of them
using a message divert service.

30

Call Flows — Divert Loop Detection using Expanded UDH Method
1 Subscriber “a” submits a short message via the local SMSC for destination

subscriber “b”



Delivery of a short nessage in GSM networ ks uses an Sli For SM VAP
operation 15 which is sent froman SM5C to an HLR to acquire

| ocation i MMOMREBBHE. The SMSC shall send the short nmesBaHEPI0RQ35928
subsequent M- Forwar dSM (FSM MAP opefhtion destined for the MSC

handl i ng tihe destighairm@NMPOSEEIdRRS (SHForSMOsdeE S esBivtiehpies cal |
fl ow consists of an SriForSM and a M- ForwardSM 20Fi gure 8 shows an
exanpl e cal | f [defysishectortanessige; ta sabperber absubigcpessege is goutesd innbe wor k

erator 1 usi } i L& a nessage to a
Op RGwoR Hrﬁakvoggpeé&%g@@g{)me @1\%58&6'& :

subscriber 'b' of Network at or scribers "b', 'c¢' and 'd
are part of a Mbomessage isdriggesdd fof srdrbserasss hytha SSesspdigaiodi ver t
servi ce. -t s Divert, Loo ecti.on usi ng. MAP.Met hod
TSubsor i ber * St 18 ek e AR O B meRieB s G  or
destinati o subsssdghey ackhowidfridngSM&Ctal MAP procedures (Sri For SM and
FSM SMSCl att ts to WO 20081138955PCT/ EP2008/ 055928 22 del i ver

t he short ssigg S%rtng‘PféCErﬁPB]é‘?am‘bmﬁ’mFﬁé‘ s Biggasg © &‘BUS(I‘@% Roytet he

networ k of Net wBdtiedPRF aduBScriBerlt 0WAT Afic t B sSIVE cRAMhET2ddiBibhE TRRPage is
triggered for smart services to the SS Application. 4Since "b" has a

di vert servi ceidermatign Biat G mepsagebasdyen digeredy ni nat ed 5Message i s
know edged t @r. T k6 | l }
acknow edgeg @Jgﬁ}ga%&?' REAP ng&ctedér% S$x?}eor§f91p£ddcﬁ$wrihes 'éﬁgotrf]{%%lﬁra new

message to the er. The nessage contains or ma t the
message has beeticropty dot dediver7thgsshog messagel toVBspilec édur Blse fiSssagor SM

and FSM SM5 Rout.er att s to deli,ver the short age.to
subscri ber "c" CONHES g’l@ﬁl\nﬁ TR 1} Igﬁ @?ﬁﬁﬁ%’fﬁﬁgadﬁf \ngf_ﬁ iR B R on i n
the optional exiessagt.OTheQnbaicrie intddprapIhaREheivorkTHEN RSEA0GerhiDr

i nt ted in_th r Net wor k erator 3 on behal f of
ESII]bg::(r:iegere "I(;"_3011%9,][1]5?1I c‘)’gu{)(scg{)er «CJ. Op

g Subscriber ¢ has a diversion service also. Using normal MAP procedures
(SriForSM and FSM) SMSC3 attempts to deliver the short message to
subscriber “d”. The diverted message should carry the UDH it received
unmodified as part of any diverted message The message is intercepted in
the network of Network Operator 4 on behalf of subscriber “d”.

9 Subscriber ”d” has a diversion service also. Using normal MAP
procedures (SriForSM and FSM) SMSC4 attempts to deliver the short
message to subscriber “b”. The diverted message should carry the UDH it
received unmodified as part of any diverted message The message is
intercepted in the network of Network Operator 2 on behalf of subscriber
“b”.

10 The message is triggered for smart services to the SS Application. The
smart service application understands the UDH information and if the
forward 1D information indicates that this message has already been
forwarded by the SS App it will not forward on the message.

11 Since “b” has a divert service the original message is terminated

12 Message is acknowledged to SMSC4

13 Because the short message loop has been detected, as a policy option the

smart service may submit the original message to the original destination



8Subscri ber "c" has a diversion service al so. Using normal NAP
procedures_(Sri ForSM and FSM SM5C3 attenpts to deliver the short
message to 0¥FEY&r "d". The FSM MAP operation cont ai FST/BP3088/355928
information in the optional extensionZtontai ner MAP paraneter. The
message is interegpted in the network of Network Operator 4 on behal f
of subscriber 9Subscri ber "d" has a_diversion service also. Using
nor mal MAP lfr odd grigigalsherit mspsass idelvemdto SWBECs attenpts to del i ver

the short nBSSag& el felda @rmc'i'if);ﬁg%ﬁﬁa oM MhFLQPEf@ld QMoGPNE &l s

divert information in the optiona tension contai ner MAP paraneter.
The nessage i s silmite¢wpbesharmessezerbytthvosnkarioferiget wor k Oper at or 2 on

behal f of bsgriber ..'R' b e.SM5 Rauter. 10The,nessage is
triggered f%(%)gr g[rrl}ﬁrl?\%ervqﬂcréessts?%l e §H§£ospuf3f°51§?li g)n. 11Since "b" has a
divert service the original nessage is termnated 12 Message i s
acknow edgﬁ g ?SFS‘/E 13Because the short nessage | oop has been

det ect ed, A %ﬂ PCy option the smart service may submit the

ori gi nal 1% a8ebikoASpiRathi BirnAIARLELdnn@hpliofioh 18e) prbEhPuRiiflivAAdcss
short nmessage is delivered to "b".” 15 A new short nessage indicating
t hat di ver §Figi9tiasTicatideioaCpeaiper pargngien oftthel MIoFemardhd M ARewpsatien by

the smagt Mi GRi1i : 8 2 he " .
hort mbssagort SR, BaRtaR Rl e O el Sl 2 o
| n previ ousopnboditneerpensehicoticens lhas adsstomgleinfddmatidre carelss egeed Bvdrghe

ﬁ:;;;gg \IMDtSEZ %ﬁ%&%gﬁﬁi %%Wt’ %{%@%&esg gydcianl n}ecchiné gl’e initerr]c\:/e%grtlgi 'shétt
message can view the additional information specifying previous copied, divert and

auto-response operations and can use this information to determine if there is a

10 possibility of a loop. The additional information can comprise: a list of subscribers the

message has been routed between; a hop counter; a (globally unique) message ID, as

described for other embodiments.

Delivery of a short message in GSM networks uses an SriForSM MAP operation

15  which is sent from an SMSC to an HLR to acquire location information. The SMSC
shall send the short message in a subsequent MT-ForwardSM (FSM) MAP operation
destined for the MSC handling the destination subscriber. In Figure 3 the SM-Deliver
call flow consists of an SriForSM and a MT-ForwardSM.

20 Figure 8 shows an example call flow which is initiated by a subscriber ‘a’ of Network
Operator 1 using terminal MSa. Subscriber ‘a’ sends a message to a subscriber ‘b’ of
Network Operator 2. Subscribers ‘b’, ‘c’ and ‘d’ are part of a loop due to each of them

using a message divert service.

Call Flows — Divert Loop Detection using MAP Method

1 Subscriber “a” submits a short message via the local SMSC for destination
subscriber “b” '

2 Using normal MAP procedures (SriForSM and FSM) SMSCI1 attempts to



5 message. Instead, as illustrated in Figure 9, a nessage-processing
network entity cal cul ates a nessage | D based on existing contents of
t he rressag@",oéﬁ%‘}?s%?é the destination address and nessageCVERIS/OFRRS
message | D can be cal cul ated using an2&l gorithm whi ch operates on

these fields (eliekhes iR méska@ tbisebdbderob” TR MBEHRAS réRedRIthye a
nunber which is unique for the nessage. Figure 9 shows a 'calcul ate

ssag F
nessage 10 | DReMpik of YatveopePaerioq 2depvarpethe sheRewenf fiel ds 81, 82
of nessage 180. i ¢ RESHATR; Dwthin the
nmessage anc;I3 thg}g:‘ngers%\énggﬁ%%e@sﬂgéﬁgﬁ%ﬁ\qsgég?dté%ﬁpat| bigfhlo%l'y bet ween
net wor ks. Vhendiwe “B hasealivetidervessaghe prigina nizesagelbjtgotimtedt 0 a di vert,
copy or aut.o-r .Ser Vi G l.o tore of nessage IDs is exam ned
to see if :Shat %Enéégggészacﬁ%éw%ri%&lit%ggsﬁbeen t he subj ect of one of
t hose ser vi6ces ThPrsehersaticy applivationd ubedilsaLieat edssagps®afe SM3 Routtised to
access stored sfthate whi ch i.ndi éat es services that Heave_be%{; appl i ed
to the message, D8MCERRFONADS OFPatonihyt thepessapst C0$HENH it hod of
using the r'ressg@gﬁlé_l BoMitl CRIAFS palc@itbAt(SHFHMSM Ginti NESMYESINR RbStct he
sane as shown in Figure 5. The call flowis detailed in Figure 10. A
| ess pref er abl attemptaipaelives thoshoss wpsigs logsubsibard St The FSNF bRt i on

by cal cul ati NG, ergﬁtﬁ‘ns@(gﬁaix#stiQQﬁ%o%tﬂaﬁsh?Q%‘;ol}tio%%ldéxt% ioh %o %Qmets I mply

reference stored state information using t Ields ensel ves.
However, this MAPpehncessTinr sksngblseintescepted riedhg nework ofublhtwlodt ger
amount of inforymation t stored. lacally. One potential linmitation
of cal cul ati ngdzi’%rrzr%osrgao e eF%f%f;%'é‘%me?{ &xi st i ng fields of a 25 nessage
i's that th@ nmeShedritkees” hata didstsion Bevieapdhisitgyndr@aldVIaPi Redetsds a

has been Subm (TSN £ (SHD S BRersling? sFeey b Siomesmes ©
originator, SiggRciRtrdt Mend B3V P bRPatdBSIohRRs AR HiiBRGoMd | DE
t he same. SM5 I\/Essages are usually delivered within a short tinmescale

(e.g. within athte®phenal opxteysipar gentajaero MY . parametent Thg t messeselis very
30 attenpts by: r -period
R e D
allocated a |if&tine, after which they are deleted froml ocal

storage. By setting. this,|lifeti to a _suitable lue (e.g. ger
Chan the t o SubPErE:, e gh) FlaiPnr stier afted\ LRipes bl A
shorter than tp&ctdutes (SABorSNISnd I8N D BEIY P 200879 % A2iBve2 4hPelidrod i n
whi ch successi ve deli ver a{)te‘rm,ts woul d be made) .a network entity
will only suppf’@é%g%%s%lé% $that - afhe GRMhMAR opeiation cpnipge pivert

Al ternatively, idortRE¥0riK ®Otdphivnd bk idiGiod! ERRERE 1APQhrafnlechet gl COPY
t he second delivery attenpt of the nessage but, as a | ocal operator

pol i cy option, mepiage Banterseptgéin e meiavadk pelieiwerl Opemier drondichaf of
destination. S5 HAL Sl %’%ﬁ%gﬁﬁ%u@?. accept abl e user experience as
u e

the original nessage wo orwar ded/ copi ed etc. as expected and
t he second10 deih¢ matsagreis sipgeretl domamatsevideo toatht $S tApplitatios.ubscr i ber

(again as a, logal ratqr policy.option). Call. Flows - Divert Loop
betecton 051 ngoen: S abeR S Vb RRYEEA mexStiers BN Subm (s a
short nmessage Wiedsagh dchallcdphlb $MBcdesti nation subscriber "b"
2Usi ng nornal MAP procedures (SriForSM and FSM SMSCL attenpts to
del i ver t hé> shBFauiiols ahut msssegs oopihge beendeteciqde ayyp paligyeontion tisut ed i n
the network of shat WQvike R§TAbAN tie Bﬂg@ﬂqﬁes})% YR B@%ﬁa@ lestiddfién

tthe SS Appl

nmessage is tri ?gered for Smart services to Ication. The SS
Application cal®ll ates a nessage ID for this short nessage. 4Since

"b" has a g veihe SEEYh bRl iPhhILRRL, APSSage s term nated

15 A new short message indicating that diversion has caused a loop is

submitted to the short message by the smart service



5Message i s acknow edged to SMSCL 6The snmart service application
submts a new nessage to the SM5 Router. 7Using normal NMAP procedures

(Sri For SM ¥SHRORBSNBISSVE Router attenpts to deliver the sHOVEPHESA5538
to subscriber "c". The nessage is int& cepted in the network of

Net wor k Opggat qhe 3n@h’ heRRcksapé issidledd BQlbscHer 8Subscriber "c* has
a diversion service al so. Using normal MAP procedures (SriForSM and

FSM SMSC3 attenpts to deliver the short nessage to subscriber "d".
The nessagqidiSnd [ [0y the network of Network Operator 4 on
Jifidud MSHEER Sl

behal f of scriber "d" has a diversion service
al so. Usi ndn permes civbdlipens etichese { Sreisegy BN tandedsSid IDEVBGAcd vitkimhs

to deliver the short,.nessage to bscriber "b". T nmessage s..,.
i nt er cept eaneis%g?.hgn hlg‘ff Wﬁ%‘gwm ttaf)r“l?e@)oéjr ﬁtrﬁ?ssaﬁegﬁ) Iﬁé’l‘?glc‘%“ﬁ‘i within a
subscri per mdssaghy InkeadSMs iRautard. in1Bigdlaes, e 95888 e-pfockdsingORiteekkT Gitity

smart services to the SS Application. A message |Dis calculated for
the short (BEYaER 2aRgssEe fﬁ braset I‘?ésexétStlFléch’PTe?% gfpthe message, such as the

2008/ 13895 3R4ihA &2 B9 AR 2hesdipe SEAT SfhdY RlliBsc YW GR RASIABRA &ﬁr&?&bxfd

in a short configurable tine, a |loop has been detected. 11Since
has a di veelzosny bishtaperaisiagi thede faldsstagethies existing fieldpdbi1the Meswag® i s

acknow edg ggq-JeOa %} W%?EF%: & ﬁ"ﬁeei%p ﬁle%pe%atge.rr%sg%%qf sl'nlo(\)v% R ‘Qzﬁgu]zgg ?nrc]:ssage

detected, as a policy option
10 ID’ function operating on the contents of fields 81, 82 of message 80. This avoids the

need to carry a message ID within the message and therefore overcomes problems of
compatibility between networks. Whenever a received message is to be subjected to a
divert, copy or auto-respond service a local store of message IDs is examined to see if
that message has previously been the subject of one of those services. Preferably, the
15 calculated message 1D is used to access stored state which indicates services that have
been applied to the message, or other delivery trail information. The method of using
the message ID which is calculated using this method is the same as shown in Figure 5.
The call flow is detailed in Figure 10. A less preferable alternative to referencing
stored state information by calculating a message ID based on message fields is to
20 simply reference stored state information using the fields themselves. However, this is
much less preferable as it requires a much larger amount of information to be stored

locally.

One potential limitation of calculating a message 1D based on existing fields of a
25  message is that the method does not have the capability to distinguish a
forwarded/copied message forming a delivery loop from a message that has been
submitted twice (in error or otherwise) by the same originator, since both the text and
the destination address will be the same. SMS Messages are usually delivered within a
short timescale (e.g. within a second, or several seconds). In contrast, redelivery
30  attempts by a user or network tend to occur over a longer period of time. The message
IDs stored locally at each network entity can be allocated a lifetime, after which they
are deleted from local storage. By setting this lifetime to a suitable value (e.g. longer

than the time period when a delivery loop is likely to occur, but shorter than the time



smart service may submt the original nessage to the original
destination ("b") 14The original short nessage is delivered to "b".
15 A new sM&}300§38%8ge i ndi cating that diversion has caPCEEP0Y&E8| s
subnmitted to the short nessage by theZsnmart service 16 The "new'
short messa@fod fn dalchVRERS{OJQHBSChtBREs whuldAe’ RS Lhetdbikf &{tl%mmll
met hods have been descri bed above.” A nétwork operatOor can use

si ngl e one o8y UAESE messinse that ge vadies delivefy Ippp  Aehaiisly, F@ptvevzlanlmtje,
a network ' ' I
petneen netioriBnarao it fobaRy bl fiEDa tspAARMCHE AURRRH o
hi dden t exta loet bperatonipblidy aptiomahis rcawq bie ddivsm;ipldmﬁlybtetthxeeﬂgim&tdmﬂnknon
operatogs) ...Usin e of different nethods,is advant ageous

toe of "5 bttt S 8oty Tf RuemRierosatisc el Mt il
operators. fifiwatdéalcoied ¥eCa &pBitéEanditillé 8&SndRich@A] #3Jhjs tefBinbed locally
describes a way of jdentif |ng nmessages whi ch have been subject to,

or whi ch hé@@l%é@ﬁ%@ﬁ@%% a%alapqr@gwthzspptmal)va| ue- added short
nessage service such as divert, copy, or auto-response. It can
sinply, and efficiently, identi fy messages which may be potential for
| oops or ukisdirileds + Biveat HoergDplebiion wing Unkte Messaggd Diatiodng entity
(e.g. an SNSO) I3 centre dres ) h ident.ifies
the enti tylﬁlsvwgﬁl?st%ﬂgers é‘bg’gtﬁ S%ﬂ me‘"é‘nge VIEItSt l(l)‘g g%t%mg%rtdeftmabon g.
SM5 Router) a pﬂasaﬂntélﬁ” in the sent nmessage identifies the service

centre address. (SCA t he SMS he SVMSC i s
al l ocated &t | &390 H'éal tﬂrﬁ‘?‘?g‘r‘r‘c'“%w E%VI ﬁl@)ﬁﬁ$gi§ﬁ?®?“l&e when
the SMSC sends daliveP afel shBR $8R08 W0 isehichIRS “Beeime @&s@@ﬁ@f@ﬁ&ldmaﬁea
result of a val ue-added short nessage service . di vert, copy,

aut o- r esponse) netyeiksofiefiveroRpgratand fanggds fhe SM%R $1ed a virtual
service cent reTﬁE‘ﬁl’e@sﬁgl e fsUr %%?@m!@%wc@srto\‘t% ApliONRI RS sS

nmessage- handl i ng enti e network
2008/ 138955PCTAPPRa0sH @ﬁ@@@@ g@essage ID for this short message.

4 Since “b” has a divert service so the original message is terminated

Message is acknowledged to SMSC1

an

5

6 The smart service application submits a new message to the SMS Router.

7 Using normal MAP procedures (SriForSM and FSM) SMS Router
attempts to deliver the short message to subscriber “c”. The message is
intercepted in the network of Network Operator 3 on behalf of subscriber
“c.

8 Subscriber ”c” has a diversion service also. Using normal MAP procedures
(SriForSM and FSM) SMSC3 attempts to deliver the short message to
subscriber “d”. The message is intercepted in the network of Network
Operator 4 on behalf of subscriber “d”.

9 Subscriber ”d” has a diversion service also. Using normal MAP
procedures (SriForSM and FSM) SMSC4 attempts to deliver the short
message to subscriber “b”. The message is intercepted in the network of
Network Operator 2 on behalf of subscriber “b” by the SMS Router.

10 The message is triggered for smart services to the SS Application. A

message 1D is calculated for the short message and if is matches a locally



identify nmessages which may possibly result in undesirabl e behaviour,
such as forwardi ng | oops or excessive forwardi ngs. An advant ag)eous
way in whi 9 0PRIBEA can be applied will now be descri HeHEP2A08/055928
message whi ch has been subject to mes¥hge-handling services is sent
to an SMSC usi Reredl e, GHichthak ivRKn crékb€ i b Sheht Ediganblet ind, helobp Nk by
whi ch standard SMS nessages woul d reach the SMSC. All nessages

recei ved at thdaspsedeteetd-hi s dedicated link will use the predefined
VSCA i nste ofg; def. aulk ' g eaSmih 1y

associ at edq\?vitﬁu%cﬁgbgl%é%%m%?ﬁg&swgﬁfgﬁlg to %{eeﬁ?ver the newy
generated 120 HMwssage meskeaydtdgedusSMFCdor nal MAP procedures, the

sm RP- QA paka er of the ESM contains.a virtual servi.ce centre
addr ess anggt @eﬁaélé’% ghﬁ eShf)rst neegﬁlalgggo qpnhaf Hagerh 8?%%&]#6:?\3\6 R hfyoolftf‘?él té‘ii/s
Router. The SMsmkioust®ice insaypsubwmittie ovipinbl HenydecdoRe ofigihkledeviitatioml
service centre ‘%gldresses in use and can enforce |ocal policies which
make use of th&U%&rvice centre address in the recei ved SMS nmessage.
15 A singl g4vi rmhdalginbiAnsamcR8gdis Adiverdithdcat e that any one of a
range of val ue-added services %as_ been applied to the nessage.

Al ternati véPy, Aanpwr gert messes iwlicalimCAbatcdiverpion s oesiusaded Mapp Hs t he
SMEC. A si ngl e oy £8NHObho &9&%%?%%%&%& different
nmessage- handl i ng, service, e.g. a-unfque v o indicate diverted
messages, a6unilgeénew?GhorEDAssage isnldincatdgo supedar fiEssages and so on.
The nessage-processing policy at the SM5 Router may specify, for
exanpl e, that only one divert operation is allowed, only one copy

oper ati on @ @ngelbediffolehiCinetioddIRkabeenCdesdribed bdveUad n&@oM GRrfi@dah Qise
address (vSCA). Consjdering that each of the three services:

copy,
di vert and?aiited® PRSPOHSE mEdRdhorisgusitli ofi B mpthods.diFor sxamplensaptwor
sinple set, ératBPHa?h@éth@M‘Aﬁnﬁ:ﬁio%ﬁ@ﬂﬁ)ch B2 GEFHBRMRRYIIR SERDES of RNOQS

.
have any other service applied. i's could be used to ensure that
mess age%l wenhondwef the/BH pshodser thstnder text mbthge Gvhich Hooet ramyiref wppdier
action; 2).Li ca - @S d nQt Led: 3)
bi verted meu el rERETDaRERY" 0 0RE £ bl P URNGR wOMb R R
in itself, whareas¢ bita watdaibdirndtyodt io notdeantiartlizedagpess hiudtigl@operators.

f orwar ded/ copi ed nessage (i.e. it cannot identify that nessage X has
been processed before) but it does provide a nethod in the |ocal

net wor k t ovidesltSekvichessagaddiRainelldde been generated as a result of
a divert, copy or auto-response_service and all ows

: ser Vi | ws O .
2008/ 158953PETrethsLoBr s 9282291 idaeillive anestigeswhieh hgve hia sbicrol or
which can pheYeRte badeshdabl & H‘%@sﬁﬁf%@,té;] \gﬂu@mw%mbgaﬁem& Sdifade

conbi ned wi th another one or nore of descri bed net hods which do
have the aBivEitt §opyoon dumréspgnsghdicen siaplyi and|efficiently sidepifh sessagesrwhich

ﬂl?gre;r;tegoﬁﬁggggatﬁ%tgggogrg&pg?Drrrg‘? 6@%@%@%11316%?{?%;2%' i nformation
about a nessage and use t he cached infornmation to g
15 A message-handling entity (e.g. an SMSC) has a service centre address (SCA) which
identifies the entity. When the SMSC sends a message to another entity (e.g. an SMS
Router) a parameter in the sent message identifies the service centre address (SCA) of
the SMSC. In this new method, the SMSC is allocated at least one additional service
centre address for use when the SMSC sends a short message which has been
20  generated as a result of a value-added short message service (e.g. divert, copy, auto-
response). This additional address will be called a virtual service centre address

(vSCA). The vSCA, or vSCAs allow other message-handling entities in the network to



detect when the sanme nessage is received again. Call Flows - Divert

Loop Detection using Virtual Service Centre Method 1Subscriber "a"
subnmits a YA HE¥Sage via the local SVBC for desti nat TOHERBRASHMBer
"b" 2Using normal MAP procedures (Sri®orSM and FSM SMSC attenpts to

del i ver thedfifr imdIREsA@idh0 nSyDp6ssibBe resul” in  THEsHEHS a@Bavidur Qtdhedsi n
t he hone network towards the SVM5 Router. 3The nessage is triggered
for smart J¥MArEREslopes arrEcostvaNRsVaTd®es-on. The Trigger information

i ncludes the original destination ("b") and the Service Centre
Address of the SMSC. 4Since "b" has a divert service the original
message i s Anexdviemiageods walp'in whichethe ySCocadi heeappli@VBilt oow e, deSdvibsdage

is acknow tQ.. The r{. servic lication subpmts w
seaoet o gt ot B ISR o SEINLCRRERR e R SO AT St
del i vers t hengesiedigaed tinlg balidh ysiffacpnedeflinked wihith staddaeSMBaResSiRRs I €

Addr ess associ ate i t e rt service application |ljnk in the
rel evant M&@“B@W&&b%r@g@ d% Héeéﬁg?sorei:‘i”éwnfgrt#ag &%rthlséiﬂﬂl;%%ds link
Thi s addr essil iusc tideprtidiingd vBEAAnYSE of Wl detidlt SR CRrCRRILE MHFRRSS)

7SMSC accepts the nesség/%e S?i/ send SMPP- SM Subnit-response to snmart
servi ce app$speiated ayithaba/BiI4 t Bhsn she@MiS{eatigmpts tp delivn dira nevdy garpsated
usi ng r R T rpl i

a5 par erer Gk AR TRE By T EE PR AR, s RO HRo e REESTY
centre addredsing SOtheISMBRE) cenffhaddress sadjtheingssageisaduted it the hhopmetwork

network t O%{h%%l\llg ﬁoﬁ'gﬁ 'ﬁ?e"gﬁg'Router is provided with knowledge of the virtual service
centre addresses in use and can enforce local policies which make use of the service
centre address in the received SMS message.

15
A single virtual SCA can be used to indicate that any one of a range of value-added
services has been applied to the message. Alternatively, a larger number of vSCAs can
be associated with the SMSC. A single vSCA can be associated with each different
message-handling service, e.g. a unique vSCA to indicate diverted messages, a unique

20 vS8CA to indicate copied messages and so on. The message-processing policy at the
SMS Router may specify, for example, that only one divert operation is allowed, only
one copy operation etc. The policies operate on the virtual service centre address
(vSCA). Considering that each of the three services: copy, divert and auto-response,
can be identified by a different vSCA. A simple set of policies could be:

25 1) Auto-response messages cannot have any other service applied. This could
be used to ensure that messages with the auto-response vSCA are relayed without any
further action;

2) Diverted messages can be auto-responded but not copied,
3) Diverted messages cannot be diverted again,

30
This method does mot, in itself, have the capability to identify a particular
forwarded/copied message (i.e. it cannot identify that message X has been processed
before) but it does provide a method in the local network to identify messages that

have been generated as a result of a divert, copy or auto-response service and allows



9The SMS Router and/or the SS App recogni se the vSCA. The invocation
of additional service is now controlled by the SM5 Router/SS @2{}2._ I n
WO 2008/ 1388862008/ 055928 28 the case of this exaffpi/EPHESHEE al
policy condition for invoking the Div&tt Smart Service Application

shal | excl uktelotAEndiRokagaskgenphaiiach ban Pleval undiRile ARMape€ &rlvailing.
itself, identified the Divert Virtual SCA and the ness

b
del i vered tiis Fet ?xﬁéﬂ the cFoaied rruith apptier conp or mprg gicthe dyscebpeiofs
for invoki nenidhge Bhweett 2BI%Y to %ﬁtYi‘ycﬁhﬁ%P@gh:ﬁ@&IéPﬁes%E&' has€BEEh gﬁcﬁ/géé@

messages generated by specific SM5 applications , where each'S
appl i cat i oreefoss, iserhirasi nhgtladls yhicht ald dleliverp treid infprntation toSOMessTgre oBMBthods

Rout er/ ?St %hclggatlﬂrsgac% p@%ﬂ%ﬁgﬁ laglo%lt ] rrﬂggs%%g%ﬂdg%é g]éé g@:ﬂﬁ%gn ‘]_1?:‘!‘%8% st%lge

docunen et eCt’l 6ops §sage is ac

i s acknow edgedviten tiE WHE nidvegt Bl rkaived ggdiext, and Figures 12-13,
descri be sonme further ways of processing nessages which can be used
within the network of a single network gperator. 5Local_ Detection at

Servi ce selCallFlowse DivercLogn Refgetionapsing Yutual fervigedsavireaMgthod | oop, at

the tinme ofy sekhibRAbHF2AsBRIY b GRort M¥ssh@ JiPWeMkaf SRS very trail
that will occur for a subscriber and ensuring that a continuous | oop

wi |l not resul Hestmptéonrsabrgaber “bd set up a new service will typically
b de b j . . i i A
e made byja SURRGHOASL MAS Bﬁggag&ggehﬁmsw% £l ESERRGHHRE

submits a request "to se vert service rch w di vert
al | of subscri deiveAths sbdromtssagests aglassribey “5'UUEEhdserge B roBefl ar the

configuring the service for bscri.ber A, the service subscription
record of subsg?’?lﬁglegﬁf?wééﬁ%%b%u?é‘e i f subscriber A has any
divert, copy OThéieSaiespaRsdIar wiLtetnabtete SEABlLS#en aTRE vert

service enabled and has all his short nmessages djverted to C then the
servi ce subscr i'pEEENPRERAGPY chidecihe eriging destiiglion(Waend thene has any

15di vert, copygekicdt-art RARRNSHE seh\kee enabl ed. This is continued
until either: (1) aloop is detected, i.e. the delivery trail

is followed at Sineash” haaeidived spruicathcarigmal wessageliptspmingted.6bhts t o occur;

(i) no loop i fa .. bhe trail is followed through to the
end and no Ioo%etﬁlgggg%gﬁrsyesdt?’ §O(i i1) a maxi mum nunber of service

appl i cati ofas ( Megsagdiseekivdedped ksSKMEached.

6 The smart service application submits a new message to the SMSC using
a dedicated link such that when the SMSC delivers the message it shall
use a predefined virtual Service Centre Address associated with the smart
service application link in the relevant MAP parameters as opposed to its
normal network address. This address is identified as a vSCA (virtual
Service Centre Address)

7 SMSC accepts the message by send SMPP-SM_Submit-response to
smart service application

8 SMSC attempts delivery of the short message using normal MAP
procedures (SriForSM and FSM). The service centre address parameter
(sm-RP-OA) is set to the predefined virtual service centre address
(SCA=vSMSCI). The message is routed in the home network towards
the SMS Router.

9 The SMS Router and/or the SS App recognise the vSCA. The invocation
of additional service is now controlled by the SMS Router/SS App. In



WD 20081138955PCT/ EP2008/ 055928 29 The first 'hop' of the delivery
trail is followed at step 42. This exam nes the consequence of

i npl ement i Y 10PE13FBuest ed service. In the exanpl e descPGHERROMHSTRS
the service requested by subscriber A®would create a nessage delivery
frail to subscrhdxse (ﬁ‘thl@\%xaﬁﬁlﬂ@thé%cal ef Kondtionasianvdkalhes Dike

t hreshol d nunber of hagps h beeA&EXCeeded If the threshold has
been exceeded, SPRE %é‘f‘?ﬁ%@llrc@t?&ég%“ pslude NSacssaecs gsrakal byl f t he
threshol d has 'iﬁ@enbﬁﬁihﬁﬁxﬁﬁﬁf?&ﬁtseﬁhﬁleﬁ@éa%?t BSEE VlaPs8AGRq 45 and
checks if a | oop exists fa loop exists e service request is
refused at steﬁmﬂkmmgﬂsd$U@pddD@sdn@ﬂab&xsmumnhéfhethod proceeds to
step 47 and ch en he d i en reached.
If this is the%ﬁé:lg Oh E:;(ﬁn nr%ﬂnm]%ﬁ%trgﬁdﬁeerg allté 1(98%8[(5038@ 10 step
48. O herw se, slﬁdhleexﬂlatldﬂS)MSrmetsstrgBSSgdnera&tlebp sﬂé&:ﬁclSMS b@plemaﬂipl, e above,

i f subscriber B has configured.a diyver ervigc t d cause the
met hod to ret uPNﬁ‘e’iec?a‘gft @ﬂbg'Eplé’ﬁEo”clﬁ&?R“ﬁ\?@{y lé“ffdleg'ﬁ?tecr‘?{gt%] t from
subscriber B wayk dM¥aNSuterdS g ukdsherBvhinthinatihsAnkiueesH a divert
service, the method would end successfully at step 48 and allow the
servi ce requesthis dupgetioidaistidaenit ed in the network of a single

oper at or, ther, | ocated in a | ocal database 28
accessi bl e E %&%EBS%? erv(%%(gg %{)S%I ication 27 and the SSCN 24. |f
t wo operatdﬂs dtfeasage isrchnavdedged taBdGC t he services their subscribers
have enabl ed, a SSCN 24 or SS Application 27 accesses this
information via a signalling 20link between the networks. The |ogic
shown in FTI\gblrﬁll&vxﬁgne)beaﬁi(@ﬁ‘gﬂ'@dliiwt&t@crﬁfé@dm%fmﬂﬁﬂ&&ay@@fq&i&de%n@t
service execution tlne Thi s ﬁge works in the sane manner as
described SB&PEETYHCh fagbgus ’élé‘fll egyork o5a slagly ey odedPefAe | me'  and
as shown in Figure 12. The main difference is that the nethod is
perfornmed when a nessage needs to be delivered, rather than when a
requests t oLoeal Rpgecsion af Herviceisgt-upbinieved. This method checks for the
presence ofr,a 1 ap t gﬁp

del i vering agrneészsdzgti %IGH(S f&?{ﬁe eﬁée EBHE’ #?I\l/egtrlﬁg &-ﬁ é{’%? SCW}CF by
occur for @lbwbmtheb@hwefy m‘athtthaewul @necursfoexaecsultsexﬂbeamildeﬂsummglghalt hat

bef ore. xararui krbpb 8 cBRtobiss, P e i @#Lﬁe@%i R

real time) mabé b awibstriendsanRaaslgecondidita ubgridel A ¥atinyitsfd Rliest fofsed t
is found that executl ng. a, service wll cause a_loop to occur,  the

servi c¥ i sURGtIIvEReerricedvhirh ailb diyert el of subseahss A %S‘@éﬂ eAeREsY) taubssatbps

to the subgcridst c‘%ﬁé’lﬂhﬁ; tBP Rk B s 86 VA, GBe sé%%c@@ub@%?@h ®ecord of
consi der that a subscribér has set up an auto- respond

2008/ 138955@11@@0@8#@5@9@8) 89 if sdsgibeeA Mhiagy giscHoePPKi quaut@kremonsdwat
Ut o- 1 osporirSoruitig. o8 B AR AN ERA0EutRE Il thy s IWE Bl
prevent a Hoepedob @ then thepervideswbsciiptida rgeoré f@ G iscavummed to :’.enq". he has any
15 divert, copy or auto-response service enabled. This is continued until either:
() a loop 1s detected, i.e. the delivery trail is followed at least until a point at
which a loop is found to occur;
(i1) no loop is detected, i.e. the trail is followed through to the end and no loop
has occurred,

20 (1) a maximum number of service applications (e.g. diversions) is reached.

The flow chart of Figure 12 shows an example of the logic for implementing this

embodiment of the invention. A request to set up a new service is received at step 41.



5The two enbodi nents descri bed above both require information about
what services subscribers in the frail have enabled. This is |likely
to restri cWQHEY8USef ul ness to situations where all suBSHERE055928
involved in a delivery trail are subs&ibers of the same network
operator. Tie fiBt Y GINthal RAVAPT KailVRCERIOWAR dt OdtepT@D €) TR M@fnknes the
operators share informati on about what services their respective
subscr i ber $omgHEREhabirgrementipg Wisisfuesied seryieeddn itheepipmpleadascribse labenss a

subscri ber tQr o] S :

ot o a1 ot Ch R el e o BB 2 IO PRESy AP ey el o
The f ol | owsnlgseriedr bdat kiapel3vi derck issmadeawbketioarthd thresheld mumbdesdflodps has

| oops, or an _excessi.v unber. qf .service far di ngs, where a

del Tverd « Ba SfeRREy ds MBS PChoih Sarrdbd hehi s roie Tofdsat ot s
SMPP opt i orgb 4daridmet wifesingtd hadndthreSbactddiE tisagahdEfocdeds Regép 45 and
protocol (SMPP) .is a prot ocfcl)_l whi ch can be_ used to exchange rressafges
bet ween SMSN§F&&EL %i0PP £igls. Lirmdoopigmistss Pl SPIvice dEqushis's a¢tsced vhptemBfe I 20
at: http: / AYsneRABIRIM, NBE meli SVERIPIPLREU7 SRNcReKUFeSl: RAL W aR: @
SSCN 24 and a SMSC 23. \Wien a service is executed on behal f of a
subscri ber delivenetpibhasrbcemmsehede If thisgs thatead of thegfrailatheaequestub acaspted at
di vertncCO u i  t o the . i.ng
an” SvpE opata R ERRRS il APt AU b b Ve Epile!
addr esses @& haskvenfigurgi mdivem geraiael thie mouhiadausegths wedoditb estanpd stsp 42 bnd

ot her 25 addresses av een used in t ast _as t of other
i ver s, cOBTLeTR afitathe ARER BT precaiops spai dBron okt fdedan
optional pasaiERt@ra e seritd iigahabod Weuld e Qlcc@bfull BSstéf U SardRIIs RYRe
has been subjected to. This additional information added to the SWMPP
oper ation §PVEST¥MESthi story of the delivery trail. The handling SMSC
23, ifj4t understands the new optional paraneters, can deci de whether

to process the 30 nessage based on the trail information. In
addi tion, Whenhimplexentedninsibagetwak sl sioglet epceatermal t subsoriberc eeconds gam
forward the

r I W.0pt 4 I [ t he | l.cation 2.7,
Thi 5 et hop #E8 S % Kta AR o e B VB ukiatih AMelfl R %0
2008/ 138955BCN BRI 086 OhIaaB sBire Ffgytmieiod Abah avsscaricead Xianipdubsceidkils hibeow
which is initiate suhscri her .'a._of Netwark Operator 1 usi
torm nat veoId Bt ds o SR Rurleror” e Secste R inesech et sepully o
Net wor %0 Op@filab&ltveeh thSuBS@EsDehe 18ic BRSMSBFidiR: & c8i VeEdecRed ¥y 8 SSCA! |
Flows - Divert Loop Detection using SMPP Met hod 1Subscri ber "a"

submits a <fort nmessage via the |ocal SMSC for

Local Detection at service execution time
This method works in the same manner as described above for ‘local detection at
25 service set up time’ and as shown in Figure 12, The main difference is that the method
is performed when a message needs to be delivered, rather than when a request to set
up a service is received. This method checks for the presence of a loop, at the time of
executing a service (i.e. delivering a message), by following the delivery trail that will
occur for a subscriber if that service is executed and ensuring that a continuous loop
30 will not result. The delivery trail is followed before exercising a divert-to, copy-to or
auto-respond service (in real time) which will send a message along the delivery trail.
If it is found that executing a service will cause a loop to occur, the service is not
executed. Instead, the message is delivered directly to the subscriber without applying

the service. As an example, consider that a subscriber has set up an auto-respond



destination subscriber "b" 2Using normal MAP procedures (SriFor SM and

FSM SMSCL atten‘g’as to deliver the short nessage to subscriber "b".
The messag& Q¥%HE18d in the network of Network Oper at oPCHEPW)HIERS

the SMS Router. 3The nessage is triggéted for smart services to the

SS Appl i Catsb@[be Thﬁs hiethg @ &¥ill i chédkr thext the Becipi Agm wiese JRerQpbd Madsage does
destination é and t he hopCount er=0 Since "b" has a divert
service thdo® ﬁs@lhﬁ&q apEdledgwond S?Yéﬁcﬁnsﬁa‘tlbbleforct?en‘il%g et megsageo Hiiy sl

SM5 to "c" émlaeﬁome%%@%m@@%réQﬁﬁhﬁﬁmﬁﬁge smart service

appl i catlon subnm ts a new nessage to the SM5 Router with "c" as the
destination. The nessage contains the information fromthe original

t i 0 rapeters.

Ve Rot et B8 AR, RERTR Bl LR <RRie Al P PR i iess

smart ser visolescelppd i alid anil SSub saabildder Thiz"is Hafelyatod resercs Itlwir ﬁ&fuﬂle@@ to
I Th d f rt services to

2pf)|°| cat ?oﬁ Ssaﬂevﬁ?raaﬁrsg?%ﬁfl ?%8’?) e deiey ¥ araéglewa% ghthe jsape

("b" and newtwdek bpéixdr.t Mee MMEA Wit @l'éo-@m%slvﬁ'&@tw& {orhAScPn c‘i'x&vé!&rc;pcrators
service the original nessage is term nated on the SVMS Router "c" is

set up to @h%rlﬂf%%hqnoab .whay servdcesniieir Tseeqtivse Sd}ﬁmlbe@aﬂlﬁ‘tﬁn esah!ﬁms
a nNew messafeelQ, Hﬁﬁe ) Hﬁl?fnc kda stbsciftRr b EadBRS bRk %B?rF{EE?WIE?A

message contains’ the in matlon Fom t e origina tr| gger
Li st and hdp@owmsl@rglnMthIn)ﬁnabm@dﬁﬁemaam‘ed@eﬁ if alldoSVE dRout er
accepts the nessage by send SMPP-SM Subm t-response to smart service
application.

The following methods have wider use, and can be used to detect loops, or an

excessive number of service forwardings, where a delivery trail involves subscribers of

15  different network operators.

SMPP optional parameter method
The Short Message Peer-to-Peer protocol (SMPP) is a protocol which can be used to
exchange messages between SMS peer entities. The SMPP specifications are available
20 at: http://www.smsforum.net. The SMPP protocol can be used between a SSCN 24
and a SMSC 23. When a service is executed on behalf of a subscriber, a new short
message 1s created (e.g. as a result of a divert, copy, auto-response etc.) and submitted
to the SMSC 23 using an SMPP operation. Additional SMPP option parameters
indicate the addresses of the originating and terminating subscribers plus all other
25  addresses that have been used in the past as part of other diverts, copies etc. In
addition the SMPP operation can include an optional parameter which indicates the
number of hops this message has been subjected to. This additional information added
to the SMPP operation gives the history of the delivery trail. The handling SMSC 23,
if 1t understands the new optional parameters, can decide whether to process the
30 message based on the trail information. In addition, if the “new” message is subject to
a smart service it can forward the received new optional parameters to the application

27. This method is generally applicable to SMPP version 3.4 and 5.0.



12Subscri ber "d" has a diversion service al so. The nessage is

triggered for WO 2008/ 138955PCT/ EP2008/ 055928 32 snart services to
the SS AppMEREBEISThe Trigger information includes thBCHEBWOPREEI28n
list ("b", "c" and now "d") and the hdbCounter=2. 13Since "d" has a
di vert ser \Rigge 1 ehodsi i RahplBREIS AGR ificH Bhimtidied Bla Gibskiir SVRf Rtk -
"d" is set up to divert SM5to "b". 14 The smart service application

submits a AYRARISSHEE eEninpldMSESURserbSE ‘anseds 2 pressige thipsubsgsiben X b
The nessageueiticdddasade ¢ kIR Q5 Jof i, iginal trigger (i.e.
DA Li st and hopCounter) as optionaP Sﬁﬁ%ﬂ%gfgﬁg%ggé 15 SMS Rout er
accepts the nessage by send SMPP-SM Subm t-response to the smart
servi ce apglallddowonDivart LbesDptectian tdiee SMBPPRdethed r ecogni ses t hat
subscriber ,"b" Jis already.in th A List .and .termnates the nessage
Since a rodp nautBbl Aetuitsg aTmerrdt vaMF LG B5 the vpp
oper ati ons whi dbstap@sl subgsbéh®” hi story of the delivery trail (e.g.
List=b,c,d_at step 14 of Figure 5 ows a network entity to detect

||
that a | oof isBB8HerHy %E?RF‘?CE’W)%‘* (1%6%0'&%@ AREFSM) PMRE 1 AtteBPtRHT K

entity to termiaafeiR sRIERRAIS: bfsublBbdeh” GQH Rt é%ﬁﬁ}@@m@}m
predetermined limt. This nmethod can be used V\/ner% iTferent network
operators are aefmvsceilctyprioiperatord evards thafMSREST. | | nks connect

di fferent qper . i i i . i nvention
's not Iintt edﬁ‘gﬁf% Stedgeglﬁb%g@%ﬁég%g{“@s%?‘?ﬁ\éﬂa‘l ﬁ%:ggi rP%ﬁ\%&%’i"gEﬁ’r?ay be

nodi fied or vafriggerninfoinuion depales thagrignadettimtiqac@Ppd aad tiiche i nventi on,
as defined by wpeco%%pe?:néied cl ai ns.

4 Since “b” has a divert service the original message is terminated. “b” is

set up to divert SMS to “c”.

5 Message is acknowledged to SMSCI

6 The smart service application submits a new message to the SMS Router
with “c” as the destination. The message contains the information from
the original trigger (i.e. DA List and hopCounter) as optional SMPP
parameters.

7 SMS Router accepts the message by send SMPP-SM_Submit-response to
smart service application

8 Subscriber ”c” has a diversion service also. The message is triggered for
smart services to the SS Application. The Trigger information includes
the destination list (“b” and now “c”) and the hopCounter=1

9 Smce “c” has a divert service the original message is terminated on the
SMS Router. “c” is set up to divert sms to “d”.

10 The smart service application submits a new message to the SMS Router
with “d” as the destination. The message contains the information from
the original trigger (i.e. DA List and hopCounter) as optional SMPP
parameters.

11 SMS Router accepts the message by send SMPP-SM_Submit-response to
smart service application.

12 Subscriber ”d” has a diversion service also. The message is triggered for



33 ainms |.A nethod of processing SMS messages at a nessage service
entity of %6?60%)1 g9s5 MObi | e operator network, the netmi,ET/%gggag/bsgbz@g
a plurality of subscribers and the 5ngiwork supporting

nmessage- handl i ng services for at |east some of the subscribers which
forward a messagertservagestohtbe S8 dipslicaiibieThe Thiggeratfoonhtioninphidss ng:
receiving a ne (70) ;. ] Aspect | del .very-trail infgrmation
associ at ed w tﬁﬁ%lg%mgzg?éih@te(g&m%sagaglOW?f)),angﬁl&e, hap ﬁ‘t“i‘tf)rl_?i ng

i nvocation 16f HimesEabe-ddival defdceIBs siigital hRksapdis térBCRkedes thessage .
10based on the jnspected delivery tail information (74);

wherein the net%§ OUFpr &sISdEI IR A eSS 19 B or mati on. " for nessages
previ ousl y ar oceg SR RYvicD S R RAGELRAY YhEPERhid %zthfﬂﬂqﬁ%‘ﬁtét ep of
inspecting delivery trail information associated with the received
message conpri 36t ‘§§ah@edmtht The messpge dohleins deaifpetatiadaye, or

[ f of el he st i
15 it i nf or mt SETL R e 8 Bier kP AR5 iR B 00 o

claim1 furthepa@okprd sing calctilating an identifier for the

recei ved sa ing a plurality of fields of the received nessage.
203. A net Kg agg@#’g?‘ﬁ% atCBé%fﬁt ?Fﬁe?s)%‘?}?)t Fﬁ’ég SYEHpPYsPyippit-response Konpar i ng
the nmessage i deftshfalt@ervide apfiRati®cel ved nmessage with a list of stored

message identifiers representing messages previously processed by the
nmessage Ser Vi Cétg};,qpqwt;th@W,S Routet recognises #jaf Subiseriber ¥ i plvasdain on of

t he nessage- hapdin 0g; I I g j §1 of the
recei ved rressagg Dd‘gg]s&%gd;%%?% 3 %Q%g@g%ﬁ?@ﬁ? ki }?ag?)@%dnée;t%eedl ist. 4.A
nmet hod according to claim 1l further conprising;

The information added to the SMPP operations which specifies the history of the
delivery trail (e.g. List=b,c,d at step 14 of Figure 5) allows a network entity to detect
that a loop is about to occur. The hop counter allows a network entity to terminate a

5 message if the hop counter reaches a predetermined limit.

This method can be used where different network operators are connected by SMPP.
However, where SS7 links connect different operators the SMPP information will be
lost.

10
The invention is not limited to the embodiments described herein, which may be
modified or varied without departing from the scope of the invention, as defined by

the appended claims.



conparing the nessage identifier in the received nessage with a list

of stored nmessage identifiers representing nessages preViously
processed by the nessage service 30-entity; accessing stored
delivery trail information for the nmessage if the nessage identifier

of the received nessage matches a stored identifier in the list; and,
al l owi ng the invocation of the nmessage-handling service on the basis
of the stored delivery trail information for that nessage. 34 S. A
met hod accor dCiRgmé 0 any one of clainms 1 to 4 wherein the identifier
is a. globally unique identifier. 56.A nmethod according to any one
of the preceding clains wherein, if a mesSage- handling service is

i nvoked for tihe receaicthed offpssegying IMR meestalrsdat faunessese %ﬁmfrqn%/s'?faﬁm

updating the delj ver trail infor ,LOn _assaci W LA hheibERCaH red
nessage 7. 4% ?W@&péboédgp"d’ldﬁ&g? Bg‘g’tﬁ‘i/k J(;)bng o?"’cfgl?%é}wlwﬁb 6 wherein,

i fs recei yed jopasageppbith@smasageiahdimgysetvices ol af teavreromeriabe selsatikeds
with it, the nethod further conpri e =] LG4 Bshbnsgly trail

i nf or mati on éfﬂﬁ"hgtggﬁﬁéj%ﬂcﬁsﬁggtlﬁérm égﬁgﬁbé’f lg%?qg‘gﬂ:@grg&ﬁrai i nf or mat i on
with the message. r@deivihagrembsdze@8hrding to claim 7 wherein the

gener ated deliver rail .i I ti"rag sol & -Eggcpg-lmhet,g@-wg@'ﬁ@@gge (71); and,
service entity. Q%S&cﬁ%”zﬁ%ﬁgr&gg}grﬂ Ing to (s:f&qi m 81 further conprising:
generating an i deednublling ifcaticnenfmemessage-handling service for the recbived message
Fe
10 based on the inspected delivery trail information (74); '

wherein the network stores delivery trail Information for messages previously
processed by the message service cafity, and the step of inspecting delivery trail
information associated with the reccived message comprises using an identifier in the

received message, or derived from the received message, fo access the stored delivery

15  trail information for that message (70).

2. A method according to claim 1 further comprising calculating an identifier for

the received message using a plurality of fields of the reccived message.

20 3. A method according to claim 1 further comprising:
" compating the message identifier in the received messape with a list of stored .

message identifiers representing messages previously processed by the message service

"entity; and,
allowing the invocation of the message-handling service if thc message

25 identificr of the received message does not maich a stored identifter in the list.

4. A method according to claim 1 further comprising:
comparing the message identifier in the received message with a list of stored
message identifiers representing messages previously processed by thc message service
30 -cntity;
- accessing stored delivery trail information for the message if the message
identifier of the received message matches a stored identifier in the list; and,

allowing the invocation of the message-handling service on the basis of the

stored delivery trail information for that message.



storing the identifier at the nessage service entity with the
generated delivery 20trail information. 10. A nethod according to
claim9 wherein the identifier is a globally unique identifier.
2511. A net hod according to claim9 or 10 further conprising adding
the identifier to the nmessage and forwardi ng the nmessage with the
identifier. 12. A method according to clsg m 11 wherein the identifier
is added to the nessage by one or nore of: 30storing the identifier
as hidden text within the nessage; storing the identifier in the UDH
header of the nessage; storing the identifier in_an extensjion _

cont ai ner ofa MAPTSHERSesBHing tasny snovoheltimsgl i 8 oyrarsiy theodentifierriso
10 wherein tép@,ajlg@ngﬁgihg{ﬁﬂ@@r the message is based on existing fields
of the nessage and the nessage is forwarded w thout the identifier.
514. A net hod of processing SM5 nessages at 'a nessage service entity
o:‘ a }‘ i rst ][wbi Lﬂ ﬁﬁgﬁ&&&hdﬁ@&ﬁ@ﬁ}( ond ckf&té’\ﬁ&mmg' FeP WhSﬂcmgif&hmesaalgg-
plurality of subscribers and net wor k su rti ssage- handl i ng
servi ces fomaxfling sepvice isdpyeksd ﬁ'ﬁ@@‘ﬁb‘@ﬂ F}eﬁséggﬁ?ﬁr{?%%(?ﬁr%ﬁmy%ssage
to anot her subscuapdagig the Aelivept tholdnRam@idnsbsoligted Wéith ehaetjved nil&gage

(60); 10i nspecting delivery trail information associated with the
recei ved nmessage (60); and, : :
7. A method according to any one of claims 1 to 6 wherein, if a received message

10 has no delivery trail information associated with it, the method further comprises:
génerating delivery trail information and associating the generated: delivery trail

information with the message.

! .

‘8. A mcthod according to claim 7 wherein the generated delivery trail information
15  issiored at the message service entity.
9, A method according to claim 8 further comprising:

generating an identifier for the message;
storing the identificr at the message service entity with the generated delivery

20  trail information.

10. A method according to claim 9 wherein the identifier is a globally unique

identifier.

25 11. A method according to claim 9 or 10 further comprising adding the identifier to

the message and forwarding the message with the identifier,

12. A method according to claim.11 wherein the identifier is added to the message
by one or more ol* .
30 storing the identifier as hidden text within the message;
storing the identifier in the UDH header of the message;

. storing the identifier in an extension container of a MAP operation.



controlling invocation of a nessage-handling service for the received
nmessage based on the inspected delivery trail information (68),
wherein delivery trail information is carried with the nessage as one
or nore of: 15hidden text within the nessage; data in the UDH header
of the message; data in an extension container of a MAP operati on;

a service centre address which indicatgs that the nessage has been
subject to, or generated by, a nessage-handling service; and 20t he
step of inspgcti POmERbi waroydlﬁgw daibNfo@ N0 BIHREh ]S SQmtidércDr metrhes&atge is

recei ved nessage conpris i n ectlng th eliver ail f or mat
carried wit HHHeOMEd fe% the mepEAge &N %Hﬁssﬁ%%&ré’m éF‘% rf*’
wher ei n -a nmegmdge. service entlty in the .network has a plurality of
different service centre addresses associated with it, there 25being:

an address for messages which have ‘not been subj ect to
nessage- handhi ngAsediod 86 p@besing SMS iessagRsit aona@sfddeiks chtiy df&smages

whi ch h b bj ect t dl

ot hod accor PG SPEET APPYE (R arark CEABE St Ca: ¢ Beahep g we
sel ects a see:wodes@nﬂing mdgcpedandlipp servidesiForont least aom&dage sigaerdigirson
whi ch interf WA l{orwa: ‘%%:/\%Sggcet?ﬁ%iﬁ? srgo%cnber %l?e h:%dg‘(f |mrEP isi 1% accordi ng to

any of clains nessag e
. receiving a message (60);

10 inspeciing delivery trail information associated with the received message (60); and,
copfrolling invocation of a message-handling service for the received message
" based on the inspected delivery trail information (68),
wherein delivery trail information is carried with the message as one or more
of:
5 hidden text within the message;
data in the UDH header of the message;
data in an extension container of 8 MAP operation;
a service centre address which indicates that the message has been subject to, or
generated by, a message-handling service: and '
20 the step of inspecting delivery trail information associated with the received

message comprises inspecting the delivery tratl information carried with the message (60).

15. A method according to claim 14 wherein a message service cntity in the

.network has a plurality of different service centre addresses associated with it, there

25  being: -
an address for méssages which have not been subject to message-handling
services and ' ‘
at least one address for messages which have been subject to messaée-handling
services. : s - '
30

16. A method according to claim 15 wherem the message servzce entity sclects a
service centre address for inclusion in & message based on which mterfaw 1t receives a

message.



service is invoked for the received nessage, the nethod further
conprises: updating the delivery trail information associated with
the receivec. nessage. 18. A nethod according to any one of clains
14 to 16 wherein, if a received nmessage has no delivery trai

i nformati on associated with it, the nethod further conprises:
generating delivery trail i nfor mati on gpd associ ating the generated.
delivery trail information with he message. 10 19. A nethod according’

to claimi8 V;her%ﬂem@a&%wg%eﬂy PL!&M%VM (b18! ki, OF HFHebdafe- ha%mdﬁﬁ@t
w th the nessage. 20. met hod _according to claim 19 wherein t

del i very nalsFchﬁF%‘Pmiﬂ.eﬂéqT thesreqeived supssage. die Mpthef urber¢eREHYE by one or.

more of . storli nguﬁ&hﬁn?f—ﬁe'd)!ﬂe}ﬁr&eﬁlaihfonhﬁfo‘ﬁra%t:hﬁﬂv%t[‘EE 126k Ve triosbaghtd t hi N
thc nessage; storing the deli'very trail information in the UDH header

of thz nmessage; storing the delivery trail information in an

ext ensi oy cqpt ai n%e%d acdPEnPRERA bR of 2RimP 14 14\ 18BLNSEN, affCaOfcdélﬁﬂi to
any one of the precedin clalms wherein the delivery trail

i nf or mat i on MEEWEE har &8 Fliveryt iwal indRrmaliaR 8R0S Wiy i it drethinde fUither

nore of ; i ntenpmdel:on about the services which have al ready been

applied to the nessa 25a |ist. of subscribers, that the has
been forwarded b%"c“ﬁié‘gﬁ‘ﬁ delivery rail “fgmaé“’EB‘Ef{ﬂss?ﬁ’a“f’ﬁ erﬁ?ﬂﬂ@tfgg%w?gﬁﬁag

t he nessage.dm&abe;emtﬁﬂfc\wds@d due to invocation of message-handling
servi ces,

19. A method according to claim 18 wherein the gcncratcd delivery trail

information is sent with the message.

20. A method accordmg to claim 19 wherein the delivery mall information is
15  associated with the message by one or more of:
storing the dclivery trail information as hidden text within the message; ;
storing the delivery trail information in the UDH header of thz me;ssage;'

storing the 'délivery trail informalion in an extension container of a MAP

operation.
20 - , _
21. - A method according to any one of the preceding claims wherein the délivcty
trail information associated with the received message comprises one or more of:
. information abﬁut the services which have already been gpplied to the
mcssage; .
25 - - a lis1 of subscribers that the message has been forwarded between;

a count of the number of times the message has been forwarded due to

invocation of message-handling services.

22. A method according to claim 21 further comprising COmpéring the count in the
30 delivery trail information associated with the received message with a threshold value
and preventing the invocation of the message-handling service if the count meets or

exceeds the threshold value.



22. A nmethod according to claim 21 further conprising conparing the
count in the 30delivery trail information associated with the

recei ved nessage wth a threshold val ue and preventing the invocation
of the message-handling service if the count neets or exceeds the

t hreshol d value. 37 23. A nethod according to claim21 further
conprising inspecting the list of subscribers that the nmessage has
been forwarded between and preventing t & invocation of a

message- handling service if it would cause the nessage to be he list of
forwar ded to 23 usér mithedagspeding 1prelipae] |fHier cgmpoSing ASREFRE fhe st ©
accordi ng t 0 GHYERE Bt [HRE nREREE Haf thebd. AbFFardedr bt@kerC QBRI prévendag the
storing rules which specify a rel ati onship_hetween serv'hces t hat hive
been applied lm\@cﬁlmesgég@eﬁﬁ%f'lﬁﬁg'é‘}igé@m‘&%df ithgrodeh GREe it HAPSBE N0 e

| nvoked; a”dq‘oﬂd;%}daat&z_b@sefﬁh@&pzpeasﬁpcm:ru@i. the invocation of the
message- handl 1 ng service. 10 25. A conputer program conpri sing
instructidns forprocessor causing ato performthe nethod according to

any one of the prRaGRAIGHhEdAhET and@ne HhSHRcdRIAINS Sethv @mpristhor k

entity conprising a_processor. whl,ﬁ(;h 'ﬁ 15 r_ratn ed towgcgrftort aLhE ¢

met hod accordi ng #eFshiRlenihich sppeiiyng Tqltipnship bebveen Rervisgs TRt fiavg Leen,

net wor k COWDE%@?:@% AcIMR W8 SRa@Le- BRI C rviads\ it kandrtintoked; aad.cor di ng
0 .

to claim 26. , ) . .
: using the rules to control the invocation of the message-bandling service.
| 1 R

10
" 25. A computcr program comprising instructions for cavsing a pracessor to

perform the method according to any ane of the preCeding'claims.

26.. An SMS message servicc network entity comprising a processor which is

15  amanged to perform the method according 10 any one of claims 1 to 24.

27. A mobile operator network comprising an SMS message service network entity

. according 10 claim 26.

20





