METHOD AND SYSTEM FOR SEARCHING SIMILAR MALWARES BASED ON THEIR
DYNAMIC ANALYSIS RESULTS

FIELD
[001] This technical solution relates to a computer field, in particular, to the method and system for

searching similar malwares based on their dynamic analysis results.

BACKGROUND
[002] The prior art source US 9,165,142 B1, 20.10.2015, discloses methods for identification of

malware family using profile signatures. In some embodiments the malware identification using
profile signatures includes execution of potential malware sample in the virtual machine environment
(for example, in isolated software environment) and defining, whether the potential malware sample
is related to the known malware family based on the profile signature. In some embodiments the
virtual machine environment is a virtual machine tool environment for monitoring the potential
malware samples during execution.

[003] The prior art source US 2019/0158525 A1, 23.05.2019, also discloses methods of automatic
grouping of malwares based on artifacts. In some embodiments the system, process and/or computer
software product for automatic grouping of malwares based on artifacts includes receiving of
multiple samples to execute automatic analysis of malwares for generation of log files based on
automatic malware analysis; processing of log files to extract functions related to malwares;
clusterization of multiple samples based on extracted features; and performing an action based on
clusterization results.

[004] The proposed solution is different from the solutions known in the art in that the proposed
method includes recording the actions executed by a malware in the behavioral report of JSON
format. The obtained reports are separated so that one group contains reports comprising similar
actions and related to one known malware family. Additionally, it is worth noting that the claimed
solution uses classifier ensemble which serves to improve efficiency of searching malwares as

compared to individual classifiers, and is also less massive solution than neural network.

SUMMARY
[005] Technical problem, for solving of which the claimed technical solution is intended, is creation
of computer-implementable method and system for searching similar malwares based on their
dynamic analysis results defined in the primary claims. Additional variants of this technology

implementation are presented in the subclaims.



[006] The technical result consists in searching similar malwares and improving the accuracy of
malware referring to the known malware family.

[007] The claimed result is achieved due to implementation of the computer-implementable method
for searching similar malwares based on their dynamic analysis results, the method comprising:
preparatory step, wherein:

- analyzing at least one malware in an isolated environment;

- recording actions executed by at least one malware in at least one behavioral report;

- separating the behavioral reports accumulated so that at least one group contains reports
comprising similar actions and related to one known malware family;

- creating a feature vector based on the known malware family according to the selected fields
from the behavioral report;

- training at least one binary classifier on the basis of each obtained feature vector;

- creating at least one ensemble of the binary classifiers based on the pretrained binary
classifiers;

operating step, wherein:

- analyzing at least one malware;

- recording actions executed by at least one malware in at least one behavioral report;

- starting the ensemble of the binary classifiers trained at the preparatory step;

- calculating, by the ensemble of the binary classifiers, a resulting estimate that the analyzed
malware belongs to at least one known malware family.

[008] In the particular embodiment of the described method analyzing malwares in the isolated
environment comprises recording at least the following:

- processes started by the program, each process starting parameters;

- files created by each process;

- mutexes created by each process;

- registry keys created by each process;

- virtual machine screen video during malware running;

- network activity;

- harmfulness markers.

[009] In the other particular embodiment of the described method, wherein the report is a report in
JSON format comprising at least the following fields regarding malware analysis: IP addresses,
registry keys, mutexes, user agents, markers, processes and running programs, request type and
domain, files.

[010] In the other particular embodiment of the described method the resulting estimate of the

ensemble of the classifiers is the resulting estimate from -1 to 1, where -1 means that at least one
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malware does not belong the specified family at all, and 1 - that at least one malware belongs the
specified family.

[011] In the other particular embodiment of the described method at least one ensemble of the
classifiers is configured to detect reports related to at least one malware group.

[012] In the other particular embodiment of the described method the feature vector is composed
based on attributes collected using regular expressions from the behavioral report.

[013] In the other particular embodiment of the described method the separation is executed on the
basis of a database of tagged known malicious files using at least ssdeep, YARA, IDS, behavioral
signatures, specific behavioral features, which could be related to the specific malware family.

[014] The claimed result is also achieved due to the system for searching similar malwares based on
their dynamic analysis results, the system comprising:

- a recording module configured to record actions of at least one malware in at least one
behavioral report;

- a computing device configured to implement the above method;

- an output module.

DRAWINGS
[015] Implementation of the technology will be further described in accordance with the attached
drawings, which are presented to clarify the technology chief matter and by no means limit the field
of the technology . The following drawings are attached to the application:
[016] Fig. 1 illustrates the system for searching similar malwares based on their dynamic analysis
results.
[017] Fig. 2 illustrates the computer-implementable method for searching similar malwares based
on their dynamic analysis results.

[018] Fig. 3 illustrates the example of the computing device schematic diagram.

DETAILED DESCRIPTION

[019] Numerous implementation details intended to ensure clear understanding of this technology
are listed in the detailed description of the technology implementation given next. However, it is
obvious to a person skilled in the art how to use this technology as with the given implementation
details as without them. In other cases, the well-known methods, procedures and components have
not been described in detail so as not to obscure unnecessarily the present technology .

[020] Besides, it will be clear from the given explanation that the technology is not limited to the
given implementation. Numerous possible modifications, changes, variations and replacements

retaining the chief matter and form of this technology will be obvious to persons skilled in the art.
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[021] The claimed computer-implementable method for searching similar malwares based on their
dynamic analysis results is implemented using the system for searching similar malwares based on
their dynamic analysis results illustrated in Fig. 1, which comprises at least: recording module
configured to record actions of at least one malware in at least one behavioral report (S10),
computing device configured to implement the method for searching similar malwares based on their
dynamic analysis results (S20) and output module (S30).

[022] As detailed below in Fig. 2 the claimed computer-implementable method for searching
similar malwares based on their dynamic analysis results (100) is implemented as follows.

[023] At preparatory step 101 carrying out the dynamic analysis of known malwares (step 102). For
this purpose the malwares run in the isolated environment (sandbox).

[024] At step 103, during program running, recording (for example, logging) all the actions

executed by the programs using the recording module (S10), for example:

a. processes started by the program and each process starting parameters;

b. files created by each process;

c. mutexes created by each process;

d. registry keys created by each process;

e. virtual machine screen video during malware running;

f. network activity - all possible information on malware relationship with the network: request

type (GET, POST, PUT, HEAD), user agent, domain, IP address, http/https, data transmitted in the
request body, etc.;

g. harmfulness markers — what happened during malware running.

[025] For example, creation of hidden or system files is recorded — the first marker. Code execution
in unnamed regions of random-access memory — the second marker. Abnormalities in PE file
structure are detected — the third marker. Self-replication — the fourth marker. Some markers could be
marked in red as suspicious. Step 103 is finished when a sufficient amount of data on malware
behavior is accumulated, and this data is provided in the form of behavioral reports (JSON reports).
[026] JSON report consists of multiple fields, from which the following fields are selected: IP
addresses, registry keys, mutexes, user agents, markers, processes and running programs, request
type and domain, files, and six classifiers are created according to them:

- according to network;

- according to markers;

- according to registry keys;

- according to processes;

- according to mutexes;

- according to files.



[027] At step 104 separating the accumulated behavioral reports so that at the reports combined into
one group comprise similar actions and belong to one known malware family (or alternatively to one
malware development team).

[028] Behavioral reports are separated on the basis of the database of malware tagged known files,
which is tagged, for example, using the following tools: YARA rules, IDS signatures, behavioral
signatures, ssdeep utility.

[029] YARA rules are text or binary samples where malware formalized features (signatures) are
described. Each description consists of the rules representing a set of lines and some logical
expression, on the basis of which the analyzer actuation logic is defined. If at least one rule condition
is defined for the investigated file, this file is classified as a malicious file. Such rules are written by
experts and renewed continuously.

[030] At starting each file in the isolated environment, it is additionally checked by YARA rules.
[031] IDS signatures are rules for detecting malicious activity by network traffic analysis. If the
analyzed file exhibits network activity, its traffic enables to give more exact classification and
understand, what namely malware is being analyzed. Executable file compression/encryption is often
used to bypass the signature analysis; however, traffic analysis does not depend on what file
modifications have been done, therefore, all its modifications are identified exactly.

[032] Behavioral signatures are the rules describing specific features of behavior for specific
malware type. It enables to classify exactly the malwares when they do not exhibit network activity
and are not detected by other features. Such rules are written by experts and renewed continuously.
[033] ssdeep utility is a tool for recursive computation and comparison of context partial hashes
(fuzzy hashing). Similar files are detected at fuzzy hashing. It is worth noting that ssdeep breaks the
file into pieces and starts hash function for each of them. Final hash is built according to this hashing
result. If only several file bites are changed, hash value of this file will change insignificantly.

[034] Having the database of the malware tagged files it is possible to compare ssdeep hashes and
thus detect files with similar code sections, which have not been tagged yet.

[035] Since the files are started in the isolated environment and record all actions executed by the
programs, using machine learning enables to detect automatically specific behavioral features of
malwares. Having the database of the malware tagged files it is possible to relate specific behavioral
features to a specific malware family.

[036] For example, the family, selected before, when starting (running) interacts in a certain way
with:

- CPU registries and memory (access microprocessor registries, memory cells, stacks, device
ports);

- OS (calls: WinAPI, NativeAPI, syscall);



- changes in the file system (creation of files (including executable), registry entries at program
start);

- program networking (how a malware interacts with management centers for data transmission
and receipt of commands);

- code interception and injection (code or libraries interception or injection into the other
processes).

[037] Comparing the behavioral features to the features of unclassified malwares it is possible to
detect malware modifications. Thus, for example, comparing to typical behavior, specific to malware,
there is detecting its abnormalities at interaction with the system and making a conclusion about
malware belonging to a certain family, but with behavior modification which could be expressed, for
example, in creation of some additional libraries or additional system functions call.

[038] The number of verdicts is approximately equal to the number of malware families. lLe.
determining that the specific malware file relates to ISRStealer family, and the other malware file
relates to Meterpreter family.

[039] Behavioral reports on malware analysis are marked. One or more malware families are
assigned to each behavioral report. Multiple families could correspond to one behavioral report, for
example, if one malware has downloaded and started the other malware. Marking can be done by
hand or automatically using additional special classifiers.

[040] In order to create a classifier ensemble, at least one classifier is trained on at least one vector
obtained from at least one field information of the behavioral report.

[041] In order to obtain a feature vector according to one behavioral report field, at step 105
attributes which are recorded into the feature vector comprising boolean values are collected. The
vector obtained is transmitted to the classifier input for training.

[042] At step 106 at least one binary classifier is trained on at least one vector obtained from at least
one field information of the behavioral report. For example, the first binary classifier is trained on the
vector created on the "marker" field basis, the second binary classifier is trained on the vectors
obtained from the report fields "user agents", "IP addresses", "request type" and "domain", and then,
the rest binary classifiers are created according to this scheme.

[043] There is a weighted system above all binary classifiers, which represents a classifier
computing a verdict from each binary classifier and forms, on this basis, a response about this
malware belonging to a certain family.

[044] Verdict rendering system — is a weighted system. It takes into account each classifier accuracy
(two classes accuracy — this family and all the others). Accuracy is taken based on classifier operation

on test data. Then it is normalized so that the amount of all accuracies of 6 classifiers is 1.



[045] Then when classifying a new file, the obtained coefficient is multiplied by the normalized
difference "opt_proba" (optimal split for this classifier, above which the malicious file belonging to
this family could be considered) and "cur_proba" (result of computing a probability of the malicious
file relation to this family according to the specific field).

[046] Then, having summarized all the products (there are 6 of them), obtaining an estimate from -1
to 1, where -1 means "the file does not belong to this family at all", and 1 - "the file definitely
belongs to this family".

[047] Thus, at step 107 the binary classifier ensemble for a new family is obtained, which can
render a verdict of the malware file belonging to this family in the detection mode.

[048] If after file processing by all family ensembles there is "no" answer from each ensemble (i.e.
threshold value has been exceeded in no case), it is considered that this malware file relates to a
family not yet known.

[049] At operating step (110) in the isolated environment running the malware whose membership
is unknown (step 111). At step (112) recording, similarly to the first step, all the actions executed by
the program in the behavioral report. Then, checking the report for membership in one of the report
groups selected before. It could be performed, for example, by transforming the report into the
vector, and further starting the pretrained classifier ensemble. At step (113) each of the classifiers
forms a numerical estimate of probability that the analyzed program belongs to the family of known
malwares, which reports this ensemble classifier has been pretrained on. Outputting the resulting
estimate through the output module (S30) at step (114).

[050] For example, the features, which have been detected in the operating system during its
running, are extracted from the reports. These features are similar to the features which are used for
defining the program harmfulness fact. For example, one of the malicious behavior features is the
fact of adding a new program into the list of automatically loaded programs at booting the system.
However, if for the sandbox analysis the mere fact that the program has been added to the autostart
list is important, the search for similar malwares requires to associate this action with the behavior of
the specific malware family. Therefore, the following features are important for searching for similar
malwares: file name length, file extension, what method of adding to the autostart list is used. The
following features are generally used:

— changes in the file system;

— changes in the operating system registry;

— changes in the processes created in the operating system;
— program networking;

— harmfulness markers.



[051] The extracted features are sent for analysis to the binary classifier ensemble, which is to
detect from all the features, which features are typical or, vice versa, not typical of the specific
family, and based on these features to render a verdict about belonging this malware to the specific
malware family.

[052] In Fig. 3 hereafter there will be presented the schematic diagram of the computing device
(300), processing the data, required for embodiment of the claimed solution.

[053] In general, the device (300) comprises such components as: one or more processors (301), at
least one memory (302), data storage means (303), input/output interfaces (304), input/output means
(305), networking means (306).

[054] The device processor (301) executes main computing operations, required for functioning the
device (300) or functionality of one or more of its components. The processor (301) runs the required
machine-readable commands, contained in the random-access memory (302).

[055] The memory (302), typically, is in the form of RAM and comprises the necessary program
logic ensuring the required functionality .

[056] The data storage means (403) could be in the form of HDD, SSD, RAID, networked storage,
flash-memory, optical drives (CD, DVD, MD, Blue-Ray disks), etc. The means (303) enables to store
different information, e.g. the above-mentioned JSON reports, files with data sets obtained from
different hosts, databases comprising records of time intervals recorded in different periods for each
user, etc.

[057] The interfaces (304) are the standard means for connection and operation with server side,
e.g. USB, RS232, RJ45, LPT, COM, HDMI, PS/2, Lightning, FireWire, etc.

[058] Selection of interfaces (304) depends on the specific device (300), which could be a personal
computer, mainframe, server cluster, thin client, smartphone, laptop, etc.

[059] As input/output means (305) there could be used: keyboard, joystick, display (touch-screen
display), projector, touch pad, mouse, trackball, light pen, loudspeakers, microphone, etc.

[060] Networking means (306) are selected from a device providing network data receiving and
transfer, e.g. Ethernet-card, WLAN/Wi-Fi module, Bluetooth module, BLE module, NFC module,
IrDa, RFID module, GSM modem, etc. Making use of the means (305) provides an arrangement of
data exchange through wire or wireless data communication channel, e.g. WAN, PAN, LAN,
Intranet, Internet, WLAN, WMAN or GSM.

[061] The components of the device (300) are interconnected by the common data bus (310).

[062] The application materials have represented the preferred embodiment of the claimed technical
solution, which shall not be used as limiting the other particular embodiments, which are not beyond

the claimed scope of protection and are obvious to persons skilled in the art.



CLAIMS
1. A computer-implementable method for searching similar malwares based on their dynamic
analysis results, the method comprising:
preparatory step, wherein:
analyzing at least one malware in an isolated environment;
recording actions executed by at least one malware in at least one behavioral report;
separating the behavioral reports accumulated so that at least one group contains reports comprising
similar actions and related to one known malware family;
creating a feature vector based on the known malware family according to the selected fields from
the behavioral report;
training at least one binary classifier on the basis of each obtained feature vector;
creating at least one ensemble of the binary classifiers based on the pretrained binary classifiers;
operating step, wherein:
analyzing at least one malware;
recording actions executed by at least one malware in at least one behavioral report;
starting the ensemble of the binary classifiers trained at the preparatory step;
calculating, by the ensemble of the binary classifiers, a resulting estimate that the analyzed malware

belongs to at least one known malware family.

2. The method of claim 1, wherein analyzing malwares in the isolated environment comprises
recording at least the following:

processes started by the program, each process starting parameters;

files created by each process;

mutexes created by each process;

registry keys created by each process;

virtual machine screen video during malware running;

network activity;

harmfulness markers.

3. The method of claim 1, wherein the report is a report in JSON format comprising at least the
following fields regarding malware analysis: IP addresses, registry keys, mutexes, user agents,

markers, processes and running programs, request type and domain, files.



4. The method of claim 1, wherein the resulting estimate of the ensemble of the classifiers is the
resulting estimate from -1 to 1, where -1 means that at least one malware does not belong to the

specified family at all, and 1 - that at least one malware definitely belongs to the specified family.

5. The method of claim 1, wherein at least one ensemble of the classifiers configured to detect reports

related to at least one malware group.

6. The method of claim 1, wherein the feature vector is composed based on attributes collected using

regular expressions from the behavioral report.

7. The method of claim 1, wherein the separation is executed on the basis of a database of tagged
known malicious files using at least ssdeep, YARA, IDS, behavioral signatures, specific behavioral

features, which could be related to the specific malware family.

8. A system for searching similar malwares based on their dynamic analysis results, the system
comprising:

a recording module configured to record actions of at least one malware in at least one behavioral
report;

a computing device configured to implement the above method according to claims 1-7;

an output module.
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