PCT/CA2013/050690

WO 2014/036656

112




PCT/CA2013/050690

WO 2014/036656

212

¢ Old SNOILYDIddY
a5k 1A [144 T4 ¥eT paad 0zz
NOILY DI MddY | | NOLLYOPNdAY | INOILY D ddY] | NOLLY O ddY NOLLY O ddY NOLLYONddY NOILLY O ddY
NOLLYINGOANI 5133r40 SONILLES SNIEYHE MM3IA SINUYTIV ONV NOLLYHOEY 100 SWv3IHLE
WHLSAS HISN Q3HYHS OIHYHS QICNILIYNN | [SLNIAT Q3HvHS | | ANY SMAIA JJEUVHS H€318N70
¥ - ¥ v ¥
Tz , T4 R x4
OO0 LO¥H 0201044 = 000104d
SNAvis ADNILSISNOD ANOHHONAS HIAV
ONAS
v.Lva
ki i
(474 ¥
e |~ TO00L0Hd Oie
o[t IHSHIGWEN »  I000LOYd
JOON
WAL j
s k4
gez
¥ I0D0LOMd 90¢
R e dISS09 1020L0Hd ,
AHIA0OSIO H3AV
1¥0ddns
HIALSMo
k4 L 4
g 502 0z <
p  dLLH/HOL dan A
' HIAY

//f:fx. 1HOdSNYRL
007



PCT/CA2013/050690

WO 2014/036656

312

€ Old

1

|

I

_ =

L 08E-
lepdrmatsdmonsiupes _|_m~m ol

.,j._.i~_.uww

H | H
i ] ]
! _ i
: | i
] T i
] _ i
i | i (&
M “ M 1 %Eﬂmuﬁ%a:mmcwnmm_m
i T
i | : . / I |
i I 5911119 95 40U SISUG gze |
_ | 11U} 85 1SISUOD Tor m |
g § |
i i |
¥ee s%m\Nm M m _
Ussunsegidumsisucs i i |
Nmm// } m M w |
..... T OBmmsean, ] CMNRANSES | L sy zES
L oze m (J@epdrvalAARoNSEuNeS 1 w !
] ‘ I I ! |
(enbompeepdnstunssi - \» i | g |
W M gle- SelIE asAous) SIS0 so1 M “
i [ ; -
i [ _
__ “ “ gLe
| | I (esmumesfoumssuosy pg pesnl }
! ! ! | Omayssiepdristunes T bumeswan | sed qcee
] i i i i |
i I i w _ i
_ 0LE~ w __ M
80% (mainuedOsiumas __ m _ w
! | | shumesuedo Zi9s
shuag/anes enbaEIsBUmBsUad) - - = v - mm m e frcramrmmr o ome o F QOuuf.A, ..... “ ......... m -w@w Mm% ..\Www zmu
i ] | , ‘ ,
| ] 1 .wme”\s! -
__ I i | Omesuedosbumeg J 1 //
I i ! 7 :
| I i ! i [sliumeg updD Liesy] /
1 f I | 1 1 B
m _ I | i i red | (£33
[ A { | i i
Fd iy jasn
al o 5
Feticriie} IERIES ianIEg ST o
B
€0k % ezoe

¢
om_m [Nom /nwﬁ (%S /

{(sBumegmuesianfopcsiunscusds

erQlL



WO 2014/036656 PCT/CA2013/050690

4/12

| 194&“\ 104!3\\ 104{;\\ 400 ?28
Camerat Sorvert Server2 Serverd %

! X

: Usearl
T
114 7 1 I i |
| TES e 102b |
Bynchr onyJoinRingl ring=5erverState serv=seryvart} Z'/— |
: - - I
i 402 ! i H Client] i
i ’Qa% ref I ) . A |
| — Synchronyd oinRing ring =Ser verStale serye=sarver?) [ 3
i ) ; | T sCTEalEs 3
fef 7 aynchr onyJoinRingfring=ServerState serv=server3) [ E :
i [
ISP i ; { I
: 403;”“ E ref < SynchronyEleciMas terlr ing=Server $lote app=Alarm s} ! i :
| T T T | 1
| | [P Logimfusert) 1 1
| § Server? is elected the ‘master o T 406 !
| { atarm application after this poinl i
f 1 e e s e . s e e e e i
! 408 ] !
i ] i ' |
g ref Synchronyd oinRinglring=Clie piMotification, serv=server 3} i é ;
i T ] i P
| DigtalinputActivaie() | ! | i i
L
B 412 % |
/ GetTrggeredRulesidioalinpulicive) GefTriggaredRules retums an alanm o i
410 | the activated dighta! input, (s alam is {
1 1 then signaled from the receiving server |
; i o ke trigoered o the alamms master |
AlarmTriggen) - H 416 sorver {
414 S T ! i
Beuﬁlaﬂnﬁtata'flﬂgg;emﬁ{} 4 1 8 i :
: ] f i i
| ! ] 1
1
hd SynchronyStste Changel{ring=ServerState sro=serverd, state-alarm State Tripgere 4} ‘
- i ! [
i H I
AlarmTriggerNolification(} i i
420 ! ! !
b =y i i i
! ref : I T ! !
| Synchr onytoinRing ring=Clie niNotification, ser y=sarver £} 422 3 }
I 2 L ! ! |
1
: ﬂ/‘} SynehronySiate Change{ring=Clie niNotification sre=server 2 stete=noiifyhlarm Trigger Eﬂ.{ [
{ . I
! ! ! — NotifyAlamSiate(statesalamTriggered) !
; | g 424 CT Ulalam Triggered()
% I | | J AR H
; MarmAcknowledgel) 7 7
| ! | Alamadmoniedge) [ %{“‘*'ﬁ" nowiedgs/
i | < {Cik} ;
I I Ly Lo
; | ~428 S 426 =7 !
; 1 1
& | SetalamStateAcknowledged(} i !
1 |
i " & {1} E i i [
! ref , . ) ' |
| SynchronyState Changelring=5%erver State, sre-serverd, stale =alarm SiateAcknowiedge 0 [
| - [
| i \““14 a0 | |
: § AlarmAcknowletgedNotiicationd) l ;
I i 432 [ ;
! - i
{  7oF /sy nchr onyState Change( ring=Clie ntiotification stc=ser ver2,state=no lifyAlarm Acknow led ged !
i T 7 T I Ta58 |
& ] i LJ 7 oy |
| ] . [ 434~ 436 , .
; F IG 4 : I Rbtityaamsite(statesamacknowledged) «
i = % H | ) i Urﬁl&m‘mﬁ\cﬂmwlgﬂgeﬂ(}
[ i [ |




WO 2014/036656 PCT/CA2013/050690

512

302a 302k

%_// Servert Server2 R
A

102a 102b
Usert ™ ,
,/‘ m;arx

INiT‘y Client?, Serer? Join %ﬁmﬂ’ﬁ NuEifyUsemiuggsL synchronyANNOURCE, se:s;.‘aimid)
!

H T }
Client i ) i -
oo 104a/ | 104b_ | Client2 |
et i i e e
sCTedles f 50 4 i ;CFQH%E!;T‘?
! : | ™, | ; i
E Loginfusers) _ | 4 ] i I
ref f
50 »/SWChruny.!ainmn;;1(rmgilieﬁlﬂcﬁificaljongerv:se rvert) f i
S T I i g 500
i i J| 508 ! i /
i Lol f
; — ‘egrﬂ(us&rm 5/
; i SynchronyJoiniing{ring=Clie ntMotilication, serv-serveraj - ‘g
I i
Ui?ﬁckﬁhﬁrﬁﬁuﬁw{umms& ¢ . ! i
i 1 i
J i o 1 506 } i
510~ SharedyipwOpen{viewStale) 4 I i
i i H 1
. i I i
) 512 SharedViewSessionCrestel) i ;
SharedviewpenResponselsassionid) T i i ]
mmmmmmmmm 514 ! ! !
518 i ! |
par 1] H } 1
/ ) ~Jret J o ] ! |
Egveﬂ Joiry Senchrony] 20 SyachronyJolnRingiring=Shared¥ipw 1,3 rves5erveri} : |
+ 1
o b e g Ao pereFepe e utiatutepaps e e v S
|
I
I
|
|

502 ref ynehr onys tate Change{Fing=Cle nilo tily, sic=serveris tate =no ifyView Sess iol})

b 528

524~//

v
Sharedy i ify

i
|
i | :
518| | " i
1
i i I L 526
| ! ! SharedViewOpenisessionid)
: I g e
H -
| | i Y 532 }
| o
§ I re'/gyncmony\miﬂﬁmg;{rm;;wsharad\f iew 1 S8 res erve rzw\ }
i : T T ]
¥ ]
par 53 i I |
[Useri Updates View} Y Snamd‘ﬂewuyda{e{ac?mﬂﬂom, { ' l
= | Paneld=h) gl 538 | 540~ i ;
{ UtzeomPaneiGeshire() : { ref SSymohr onySlate Change (ring=Share dV few 1,5vc=se reer 1,state=s hare o' e w Stat {
{ [ i : O 57 UiDisplayUpdateq !
5191 | ! | NotitySharedViewlJpdaia(action=zoom, Sdié=t)
g Tty v N6 PRttty sl ottt SRS = N ¥ .. SO
(U2 Updates View] ' | SharedvienUpdate(action=pan, panald=2) ﬁm:
{ u‘l 5_%8—’” ] Tyl T I
ref /

yrehronyState Changelring=SharedView 1 sree=sernr 25tale—share dvVia w Stat%} 5 46
I

]
|
|
55,
iu!ﬂisaiayummd{m 552 & T 550~
Molifyafafedyiewlpdatelackon=pan, params, pansiid=2)
I L

ExitClient ! | I
UIEACTero 55 | SharedviewSessionClose() ViEXiCen)
- T | Sharedviews dy | g HERHCHRRG

556 SharedViewCloseisessionid} . 360 1 A W )

i

*

1 ret /gvncm’ onyLeaveRing(ring=Share diiew 1,8 ervserve r?} X
-~
i"x‘ ShaediewSessionClosel)

I
i
!

s s e 1t i e e e e |

566
7 — FIG. 5
yochronyleaveMnglring=Share dView1,s erv=seryer 5 Y

[
[
i
t
|
L
|
i
. g™
\H“ 564 - se2 ]
1
d 1
1
i
i
i
i
i
{
I
i




PCT/CA2013/050690

WO 2014/036656
6/12
/-600
¥
~302a 102a H 1043 104b 114
% Clientt Server] Sever2 Cameraz 1
Usert
| | m— '
i 02— 1
! | I N RispSetup() I
! i f 6041 -
| ; [f SetupResponse{sessionid)
i | ! sos—
i POV S
| N | - RispPlay(sesionld) |
i Clientt can't 5 | 608~
§ communicate with ] ém _ FlayResponse(}
i Server? in the { ; 61 L
E oro SCEnaro 1 : O\ij\ RipStream() Llri
; - n i
! \\‘ ! j ! |
sCreates ’T:] ; : ;
! i ! ]
! I ] i
OpenSiream{Camera2 1) § 1' E
1 i —— i
Vi —516 I !
614 ServerConnecions:: Risps TCP calls are !
LookupRoute( | routed by Serverd o | ;
L | Server2 ;
RispSetup(Camera2.1) | : H
‘ 7] o2 | |
\\\’6 18 fﬁ NodeService: | i
[ LockupRoute) | ;
RispSetup(Camera2.1)| §
. i
SetupResponse{sessionid} ;
SetupResponse(sesionid) |~ —r6—2£_1 T ;
T | |
RispPlay(sessionid) _ | /630 ! §
Ny L | RispPlay(sessionicl) | §
PiayRaaml?e%)S = i 3
- T 632 !
T Il 634 | |
; i | RipStream() { 1
! T i
I I RipStream() 638 I }
. ! ]
Wdeﬂli)mpiay{cameraz_‘l 3 \\ 638 T : i
= o i | i
I 640 i | ]
i i 1 i

!

FIG. 6



PCT/CA2013/050690

WO 2014/036656

72

L '9Old

azoL

qzas

BZ0L

\ﬂ IDATTMONMIOY

/

,,

@o.\.,.z% IDATTMONADY

v NV 00:8 ~ €102 'L AYNNYP :GIHIOONL WAVTY |

J, WY £2:9 — €102 '8 AUVYNNYT :03HI00M L WYYV
.y

/m JOATTMONNOY

\M WY GPZ — €102 'L AYVYNNY (03H300NML WYY

00L—




WO 2014/036656 PCT/CA2013/050690

8/12

800 —_

/f 802
3 )

804
! -:

ACCESS, USING A FIRST SERVER NODE COMPRISING
PART OF THE SECURITY SYSTEM, A NODE IDENTIFIER
IDENTIFYING A SECOND SERVER NODE ALSO
COMPRISING PART OF THE SECURITY SYSTEM,
WHEREIN THE SERVER NODES ARE TWO MEMBERS OF
A SERVER CLUSTER AND WHEREIN THE NODE
IDENTIFIER COMPRISES PART OF CLUSTER
MEMBERSHIP INFORMATION IDENTIFYING ALL AND
ACCESSIBLE BY ALL THE MEMBERS OF THE SERVER
CLUSTER.

806
! s

SEND THE DATA FROM THE FIRST SERVER NODE TO
THE SECOND SERVER NODE.

FIG. 8



WO 2014/036656 PCT/CA2013/050690

912

900 ~

\ FROM BLOCK 806

- 902
/

REBOOT ONE OF THE SERVER NODES

. / a04

ACCESS PERSISTENTLY STORED CLUSTER
IDENTIFIER

| /' 906

REJOIN THE SERVER CLUSTER
CORRESPONDING TO THE STORED
CLUSTER IDENTIFIER

TO BLOCK 808

FIG.9



WO 2014/036656 PCT/CA2013/050690

10/12

%ﬁza 7900\‘ 104&-\ 1 D4b—\ 4 Q%
x

UilisplayUpdated()
t

: i

X |

Serveri Server? 1 064\\
US?” : r Monitor OQ Adm:msirator
R A PUOUDA W
! I E «create»
! i Logln{mcmamser}
| | L )H
! | 16107
; ! Shqr@mﬂew@pen{viewstgte)
i 3
i i 1012 o
! ! | SharedviewSessionCreste()
! | 1014
| 1020 ! SharedviewResponse{sessionid)
v « T T i i s
| N U Cose
: ; SynchronyJoinRinglring=SharedView! serv=ServerZ)
i
| ! - } ]
i 1022 ! RegisterMonitor{sessionid)
| N S ANETTT 1
i 1
E 1 DZa\‘ DirecloryRegisterMorflor{zession]d) ! :
f _ 1 ]
! Chert ! ; }
«creates ; | ! ]
LDgrn{operatanBer}; E { '
__________ | ]
| | |
UiDisplayMonitor (sessionid) ! | ! !
10267 11 « ! ;
SharedviewOpen(sessionid) i ! ;
| 1azs=" "1 ! t
SharedviewRespons ;
___.-m,—, s . i H
v L<Tgse= ‘ | 032 :
i
i E Syn{;hmﬂwmnﬂmg{rlng—SharedVewi,sew Servert) b] ;
] N 1 i
i
! mm*ggﬁlﬂffﬁ_mleﬁ%m ! 5
! TS A =
UtPanPaneiGesture() ! ! :
=11 .
U 1US&JSharedxﬁewLJpcrate{acnm—pan paneikl=2) i :
L_I
| 1038~ ; | 1040
: SynchronySiateChangelring=SharedView! sre=server] state=sharedViewState) ‘j E
| T T
i E MaijWShared\ﬁewindatE{act}mwan, parmams, panelkd=2)
! | 1042 1044 |
! !
| !
i
| |
! i

FIG. 10



WO 2014/036656 PCT/CA2013/050690

1112

1100

1102

START

1104
\ /

SEND, FROM A SECOND SERVER NODE
COMMUNICATIVE WITH THE UNATTENDED DISPLAY TO A
FIRST SERVER NODE THAT IS COMMUNICATIVE WITH A
CLIENT DISPLAY, VIEW STATE DATA INDICATIVE OF A
VIEW DISPLAYED ON THE UNATTENDED DISPLAY

1106
! s

DISPLAY, ON THE CLIENT DISPLAY, AT LEAST A PORTION
OF THE VIEW DISPLAYED ON THE UNATTENDED
DISPLAY

-1108

END

FIG. 11



WO 2014/036656

PCT/CA2013/050690

12/12

1202
1200\‘ { START }

1204
v -
SEND, FROM A FIRST CLIENT TO A FIRST SERVER NODE,
W

IEW STATE DATA REPRESENTATIVE OF THE SHARED VIEW
AS DISPLAYED BY THE FIRST CLIENT

206
! -

SEND THE VIEW STATE DATA FROM THE FIRST SERVER
NODE TO A SECOND CLIENT VIA A SECOND SERVER NODE

l 1208

UPDATE A DISPLAY OF THE SECOND CLIENT USING THE
VIEW STATE DATA TO SHOW THE SHARED VIEW

1210
¥ -

IN RESPONSE TO A CHANGE IN THE SHARED VIEW AT THE
SECOND CLIENT, SEND UPDATED VIEW STATE DATA FROM

REPRESENTATIVE OF THE SHARED VIEW AS DISPLAYED BY

THE SECOND CLIENT TO THE SECOND SERVER NODE,
WHEREIN THE UPDATED VIEW STATE DATA IS

THE SECOND CLIENT

' 1212

SEND THE UPDATED VIEW STATE DATA FROM THE SECOND

SERVER NODE TO THE FIRST CLIENT VIA THE FIRST
SERVER NODE

! //’1214

UPDATE THE DISPLAY OF THE FIRST CLIENT TO SHOW THE
SHARED VIEW USING THE UPDATED VIEW STATE DATA

v 216

END

FIG. 12



