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Data Vault Database /766
Document Store Table ~267

Store Name
Store Location Core Database 165

Store ID
r PersonTable 265

| —1 Core Person ID

Core Person ID
Store ID ] -
Document 1D ‘
Document Name

Document Table k255

//5'/

Data Vault
Remote Store

262

Data Vault
Remote Store

267

Data Vault
Local Store

260

Other
Stores

Data Vault Document Storage

264
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Diary Permissions
[ Patient Account ] Notes
- A permission is the ability to perform a specific
~—570 action
- Various aspects of a Patient Account are
. secured by specific permissions

Patient

Manage Profile J

Manage Invitations J

Manage Goals J

Medications

Exercise

]
J
Sleep ]
J

llinesses

FIG. 5
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Issuing Permissions

[ patient Account Notes

- Permissions are given from a patient
570 account to either a Visitor, another
Patient or to an Organization

Patient

Patient/Visitor

.

Manage Profile

Manage Invitations ]

Manage Goals

~

<
Medications ]—’

]

]

J._

Exercise ' Organization
Sleep
llinesses

Staff

FIG. 6
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Viewing/Managing Another Diary
[ Patient Account Notes
Guest - Permissions can be given to
@ ~—570 @
Patient PatiengVisitor
[Manage Profile J
Wanage lnvitationsJ @
Manage Goals J Guest
[ Medications J
Exercise J Organization ]
Sleep |
linesses J
Staff |

FIG. 7
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Organizational Concepts
[Orgamzatlon ] A institution/business/clinic
@ A user that is employed/affiliated to the Organization
Staff
An owner of the diary account that Organization has been given
access to
Patient
Permission ] The right to perform an action in the system
Role ] An organization defined combination of permissions
Access Group ] An organization defined group to link staff and patients

FIG. 8
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Organizational Roles

[ Organization ] Notes

) « The purpose of roles is to allow
easier management of permissions
across a large number of staff

« The permission a staff member gets

Manage Invitations is the cumulation of all the roles they

belong to

\ - » Roles are defined by the

organization

[ Role - Admin

Manage Profile

Staff Member A

Role - Secure Clinical

Medications

Sexual Health

Staff Member B
—_
Role - General Clinical l
Sleep
Exercise
Staff Member C ete

FIG. 9
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Organizational Access Groups

Organization

Staff Member A Staff Member B

Group A Group B
Patient A Patient B Patient C
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Staff Access To Patient
([ oati \ Process
Patient Account _ _
Medications J 1. Patient A gives Organization XYZ
specific permissions.
llinesses 2. Organization XYZ places Patient A in
. Access Group A
Patient A Manage Profie | 3. Organization XYZ places Staff ABC in
L J Access Group A
\1 / 4, Organization XYZ places Staff ABC in
Organization XYZ\ roles A& B
Access Group - A Permission Calculation
§ J| 1. AStaff can see a patient account only if
— the patient and the staff share a common
Staff ABC Role - A access group.
M Brofi ] 2. The degree to which a staff can access a
anage rrotie patient account is determined by the
Manage Invitations cumulative permissions from all the roles
s the staff member belongs to.
) . | 3. Those permissions are them restricted to
Role - B only those given to the organization from
— the patient account.
Medications ]
Exercise J

FIG. 11
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Patient Account

o

Patient

Patient
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Notes

' Invitation

Manage Profile ]

Manage Invitations ]

Medications }

Sleep

}

J

Visitor

- To initiate the sharing of a patient account

an invitation is generated from the patient
account.

+ An invitation consists of a combination of

the permissions that recipient will have
should the invitation be approved

+ A single invitation can be sent to a single

recipient that may be a patient, visitor or
organization.

+ A staff member cannot receive an

invitation to a patient account

rOrganization

1D

Staff

-~

FIG. 12
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PULSE Timeline Data Vault
PULSE I

DATA VAULT

sort by date v filter ~

radar Oct. 07.2014 - 3:40PM —

( Upload File

FIG. 15
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Upload Document(s)

Choose files to upload to your data vault.

[ Choose File }

FIG. 16
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PULSE Timeline Data Vault
PULSE I

DATA VAULT

sort by date v filter ~

radar (png) Oct. 07. 2014 - 3:40PM =

View Details

Edit >

Download

Delete

FIG. 17
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Message: "A connection already 21/72
exists with this guest.' - ( SendInvite }—7905
Edit Existing Permissions (link to
edit image) CTTTTTTTTTT ™
Cancel This Invite (close overlay) | | 7920
- 7910
Display | [nput Guest's Email |
validation
message

K/’J

Message: "An invite to this
guest aiready exists."

Edit Existing Invite (edit pending
Invite)
Cancel This Invite (close overlay)

-
| Hello ,

Existing
Connection?

PCT/US2016/015392

/’/.900

7830 | . Add link to create account

1935
Submit Form invite.

Assign Permissions | | Associate invite with email
address so we can display
a notification of the pending

| invited you to join...

_______ e

- Update Email Message

Notifications:
- Invite Sent (owner)
- Invite Received (guest)

i
J

FIG.

1950
Send Simple Invite

71965

Create invite

1940 __

'Hello, __has invited you|
to join... !
________________ J
//.955
Send Invite for New
Account
User creates account

Status Record

7870

( Deliver Invite r;

|

Includes personalized message,
unique url to reply to request and

1 9 link to LHD FAQ page.

SUBSTITUTE SHEET (RULE 26)



WO 2016/123359 PCT/US2016/015392
22/72

REPLY TO INVITE /_2000
Reply to invite (via 205
URL)

Logged in?

2020
New / Login &

2015
Display Invite Page

2035
ify Users ;

Update 2040
Permissions

2045 ‘
Notify of Acceptance Notify of Refusal

2055
Display Status
Message

« Send confirmation email to inviter

2050

- Send refusal email to inviter

fications: _ Notifications:
Notifications: - Invite Refused (owner)
« Invite Confirmed (owner) - Invite Refused (guest)

- Invite Confirmed (guest)

FI1G. 20
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\

Display invite
message

2755

!

/274.5
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2710 V2775

Enter Organization Enter Doctor Name

l

|

2720
Lookup Account &

/2 725

Display Results

2130
Select Org. from Results 6

‘Display Options

!
|
|
!
|
I
!
!
!
|
!
|
I
|
|
|
|
|
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Person Details
Email B
First Name
Last Name
Message Y
Account (view: 0) (modify: 0)
Allows access to personal account information.
Profile Q private XX view access
Access (view: 0) (modify: 0)
View or modify the access you have and give to other users.
Manage Account Access Q private 3 view X__access “f
Diary (view: 0) (modify: 0)
Allows access to daily health entries.
Allergy Qlprivate X)X view X access )
BodyMeasurements Q private X)X view X access )
Glinical Notes Q private XX view X access )
Conditions QA private XX view X access )
Diary Notes & private W view X access )
Drinking Q private XX view X access )
Environment Q private \X___view  X__access )
Immunization Q private \X__view  X__access )
Lab Results Q private N view X access )
Life Events Q private \(__view  X__access )
Medication Q private \X___view _ X__access )
Mood Q private N view X access )
Nutrition QN private XX view X access )
Pain Q private 3\ view )X _access )
Patient Stress Q private N view X access )
Physical Activity Q private N view X access )
Sleep Q private XX view )X access )
Smoking Q private NX___view  X__access )
Symptoms Qprivate X)X view X access )
Treatments QX private \X__view X access )
Vital Signs QX private 2 view X access )
Vitals Q\ private \X___view X access )
Data Vault (view: 0) (modiy: 0)
Allows access to Data Vault contents
Document Access Q private XX view X access )

Send | [ Cancel |
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This invite was confirmed by Marian Chen on 10/2/2014 E/Qg@gi{s/ History]
Person Details
Email joel.g@lifetimehealthdiary.com
First Name Joel
Last Name Gaines
Message Marian Chen has invited you to her diary.

Account
Allows access to personal account information.
Profile R private XX view )X access )
Access
View or modify the access you have and give to other users.
Manage Account Access Qiprivate XX view X access )

Diary '
Allows access to daily health entries.
Allergy ( private X view DQVaccess))
BodyMeasurements Qprivate N view X access )
Clinical Notes Q private N view  X__access )
Conditions (_ private X view X\access\)
Diary Notes C private X view X\ access\)
Drinking ( private X view DQ\access)
Environment (_private X view X\ access\)
Immunization (private )X view )\ access\)
Lab Results C private X view OD\access\)
Life Events (_private X view D\ access\)
Medication ( private X view QNaccess\)
Mood ( private X view X\access\))
Nutrition (_private X view X\access)
Pain ( private X view D\ access )
Patient Stress (private X view X\ access\
Physical Activity (_private X view X\access\)
Sleep ( private X view D\ access\)
Smoking (_private X view R\ access))
Symptoms C private X view DX\Vaccess)\)
Treatments C private X view XN accessy)
Vital Signs ( private X view Dlaccess))
Vitals Q private XX view X access )

Data Vault
Allows access to Data Vault contents

Document Access &\ private XX view X access )

FIG. 26

SUBSTITUTE SHEET (RULE 26)

X



PCT/US2016/015392

29/72

LT DI

v102/21/11 g ajeq (pawuyuod SNJeIS ) PleuCON Med
10e/2/01 ‘luag ajeq ((pauuyuod snieig’) eoq uyor
v102/2/0} Weg akeq (pauuyuo) snielg ) usy) ueyely
PBAIB08Y SUOIJEJIAU|
] Suojje)Au| @
sjnsay oN
s1suMO E§
AV
uoyeziueBi() apAuj g ﬁ }s8ng) vy 8)iAu) w punoody suopdsuuoy Aeig
- %
seules) jeop
ajo|dwo
pajejdwo) /| Buipued ,_ P 9 - @

WO 2016/123359

SUBSTITUTE SHEET (RULE 26)




PCT/US2016/015392

8C DIA

suofieyAu| B

30/72

slouMO £

sjnsay oN ) sisang) [

N

JUNOJJE SIY} PAMBIA OUM 1SBNY) | hiinoooy suonosuuon Ameiq

NV

seuler) |sop

Aunjoy jsen
sisen9 |7 Aoy 7] WYY . @

WO 2016/123359

SUBSTITUTE SHEET (RULE 26)




PCT/US2016/015392

WO 2016/123359

31/72

6C DId

SUOElAU|
pruogon fied (%) S
siau
uay?) uelepy @ v O &l
siseng [
80 Uyor @ isano. [
N

§§8008 UaAIB aABY OUM S18UMQ)

SIBUMQ

hunoooy suofosuuon Aeig

A4

seuler) [sop

-

SUBSTITUTE SHEET (RULE 26)



WO 2016/123359 PCT/US2016/015392

32/72 x
Person Details
Email visitor@example.com

First Name ~Hérman

Last Name Visitor

Message
Account (view: 0) (modify: 0)
Allows access to personal account information.
Profile Q private \X__ view X access )
Access (view: 0) (modify: 0)
View or modify the access you have and give to other users.
Manage Account Access Q private \X__view X access )
Diary (view: 2) (modify: 12)
Allows access to daily health entries. .
Allergy Qprivate XX view X access )
BodyMeasurements Q private X\ view X access )
Clinical Notes Qi private NX__view X access )
Conditions (_private QAN view N access )
Diary Notes (_private A view \\X__access )
Drinking ( private X view D\ access\)
Environment ( private X view D\access))
Feelings ( private X view DX\access)
Immunization (_private X view  \access\)
Lab Results (_private X view X\ access\
Life Events (private X view X\ access)
Medication (_pivate X__view  X\access\)
Mood ( private X view \access\)
Nutrition ( private X view ) accessy)
Pain (_private X view X\access\)
Patient Stress ( private X( view D\ access )
Physical Activity (_private X view X\ access)\)
Sleep ( private X view DN\access\)
Smoking ( private )C view X\access\)
Symptoms ( private X view X\access\)
Treatments ( private X view  D\Naccess\)
Vital Signs ( private X view DA\access\)
Vitals Q\ private \X__view X access )
Data Vault (view: 0) (modify: 0)
Allows access to Data Vault contents
Document Access Q private W) view X access )

Update Access | [Cancel] FIG 3 O

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/015392

WO 2016/123359

33/72

I¢ "D

|eoue)
9ABS
?mwommém MBIA um oeAud u JuBWaBRUB| WAISAS
MBIA H sjeAud U Juswisbeuey Jels
MBIA H oeAud U uslweBeuepy Em_am
‘uolfeziueBio S|y} 10} BIep ||e O} SS830. SMOJY
(vipow) (0wei) uopeziuebiQ

8ABY 0] 8|04 SIY} 8] PINOM NOA SSB00E JO [8A8)| 8} 8S00YD)

8|0y UIWPY :SuolssiuLIad 8|0y abeuep

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/015392

34/72

WO 2016/123359

¢t ‘DA

SUBSTITUTE SHEET (RULE 26)

= 01 aidwies y
A 1 ﬁﬂwv 9|0y 9jdwies
= (9:4eIS) 4amaIA Hoday
= GZ Jjeis ) jualied
= (8:4e18) ss800Y JuBlIEd
= % JOJRAISIUILLPY JOWo)SN?)
= @) e
— 9|01 UIWpe Uy SIBUMO £
| els ajoY uiwpy SUOHEIIAY| @
SOIOWBLND | yowabeuey sosn
) "%
al0H MeN g junoooy urLPY SUOHOBUUOD
AV
uitupeBiQ euojoi Jeyuusr
‘ so|oy obeuep
Tw_om 7 sdnoig | yels | sieumQ w -




PCT/US2016/015392

WO 2016/123359

35/72

e "DId

(7 (=]

uoneziueBip

$$900Y Alelg

- $5800y AleIg

8|01 ayealn

uonduosaq

aweN

adA} aj0y

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/015392

WO 2016/123359

36/72

9|od 818jed

ve DId

@) v

8|0y P34

B:jjeis) $s800y Jusied

suoIssilIBg abeuep

[ JBIS) JolensiuiupY Jawoisny

siequiapy ebeuepy

IIIJ

9]01 UIWpe uy

(L45) o4 uwpy

$8j0Y Juaiuin)

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/015392

WO 2016/123359

37/72

¢t DI

[eouey PPV

18sn dmyjoo

1el1s ppv

_ [poue)) _ﬁ 8|04 0} Jjels ppy

X uILpeBiO BUOIOIA JajiuuaP @

ajo1 sl ul yelg

9|0Y UIWpY

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/015392

WO 2016/123359

38/72

9¢ "DId

[goue)

BABS

——————

58008 2\ MAIA
-
wwmoomém MBIA
S

N 558008 W MBIA

- ajeaud u Bupoday
ajeaud

Juowabeuely WaisAg

ojeaud Juswabeuepy yeis

ajeAud

oS
A

usLweBeue)y Jusied

‘uoneziueBio S|y} 1o} Blep || O} SS90 SMO|yY

@ é_noeu Q ”>>m_>v uoleziuebip

8ABY 0] 8|01 SIUY} 8¥lj PINOM NOA SSBOT. JO |98} 8L} 8SO0YD)

8joY UlWpY :SUOISSILLIB 8|0Y mmmcms_

SUBSTITUTE SHEET (RULE 26)



WO 2016/123359 PCT/US2016/015392

39/72 »
Manage Role Permissions: Patient Access
Choose the level of access you would like this role to have
Account ) (view: 0) (modity: 0)
Allows access to personal account information.

Profle Qprivate XX view X access )
Commmunications Q\ private X view  X__access )
Access (viow: 0) (modity: 0)

View or modify the access you have and give to other users.
Manage Account Access Q private \X__view X access )
Diary (view: 0) (modify: 0)
Allows access to daily health entries.
Allergy Qprivate N\ view )X access )
Drinking Q private N\)X__ view X access )
Physical Activity Qi private X)X view X access )
Environment Q private NX__view  X__access )
Conditions Qi private X)X view X __access )
Immunization N private XX view X access )
Lab Results Q private XX view X access )
Life Events Qprivate XX view X access )
Medication Qi private N view X access )
Mood Q private 2 view § access ;
Nutrition Q private \X___ view access
Pain Q private ) view X access )
Diary Notes Qoprivate XX view X access )
Patient Stress Q private N view X access )
Sleep Qprivate X)X view X access )
Smoking Q private XX view X access )
Symptoms Qprivate XX view X access )
Treatments Q private XX view X access )
Vital Signs Qprivate XX view X access )
Clinical Notes Q private N\X__view  X__access )
Vitals E\g\ private % view X access )
BodyMeasurements private . view X access )
Feelings Q private \X__view  X_access )
Data Vault (view: 0) (modify: 0)
Allows access to Data Vault contents
Document Access Qprivate XX view X access )
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Account (view: 0) (modity: 0)

Allows access to personal account information.

Profile Cprivate )X view X access )

Access (view: 0) (modify: 0)
View or modify the access you have and give to other users.

Manage Account Access Q private XX view  X_access )
Diary Gview: D (modify: D
Allows access to daily health entries.
Allergy Sprivate W) view X access )
BodyMeasurements Qprivate NX__ view  X__access )
Clinical Notes QprivateXX__view X access )
Conditions Qprivate ) view X access )
Diary Notes Qprivate N view X access )
Drinking Qprivale N view X access )
Environment Qprivate N)X__view X access
Feelings Q private 2X__ view  X__access
Immunization ' Qprivate N view X access )
Lab Results Qprivate XX view X access )
Life Events A private view X access )
Medication X private view X access )
Mood R private ) view )X access )
Nutrition X private . view X access )
Pain Qprivate XX view X access )
Patient Stress Qprivate XX view X access )
Physical Activity Qprivate N view X access )
Sleep ( private QN view \\)(__access )
Smoking (private X__view  X\iaccess\}
Symptoms Sprivale ) view X access )
Treatments Qprivate )X view X access )
Vital Signs E\i\\ private % view X access )
Vitals \\ private view access
Data Vault (view: 0) (modify: 0)
Allows access to Data Vault contents

Document Access Sprivate ) view X access )
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