WO 2014/012503 PCT/CN2013/079592

1/6

Decompressing a sub-portion of data in an application installation
package to acquire decompressed data, where the sub-portion of data
to be decompressed is not greater than a threshold value

l

Checking the decompressed data according to the virus samples in a
virus feature library

01

A

Determining that the application installation package is a virus-
infected file or rogue software when the decompressed data includes
any of the virus samples

102

Fig. 1
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Judging whether the size of the data which
has not yet been decompressed in the application
installation package is greater than or equal to a
threshold value 200

No
Yes
A A
Reading a sub-oprtion of data, the size
of which is equal to the threshold value, Reading the data which has not Yet
from the data which has not yet been been decompressed in the application
decompressed in the application installation package into the internal
installation package, into an internal memory 203
memory 201
y v
Decompressing the sub-portion of data, Decompressing the data which has not
the size of which is equal to the yet been decompressed and the size of
threshold value, in the application which is less than the threshold value in
installation package, into the internal the application installation package, into
memory 202 the internal memory 204

D

= Fig. 2A




PCT/CN2013/079592

WO 2014/012503

3/6

T1Z 21emyjos angox Jou

m N . @_H_ 9]1J PeIoaJuI-SILIA € Joyjiau s1 ofeyoed uone[esur uonesljdde oy jey) Sutuiwiadg

01T 21emJ0s ondo1 10 o1 pajoyul
-snuiA e s1 98exoed uonejeisur uonesrjdde oy jey) SuruTuLojoq

Z07 1nsa1 uostredwos a1y urpiooox
pue A1e1qI] 91M)edJ SNIIA € Ul So[dwes snIlA oy) JO soxjeudis
SIIIA )M BJRp SUINOAYD STLITA 3 JO uosedwos e Jurjey

A

orduwes snuia Aue
asudwoo o8exoed uonereisur
uoneorjdde oy u1 Bjep pessardwooap )
JO SWId [[& JO AU IO}9y

pa1o1dwoo st o8eyoed
onejreisur uoneorjdde oy Jo uoIssaIdwWOdP
oy Joypoym 3uidpn

907 21meudIs snIIA ay) Jo Y3u9] oy 0) Jenba
yi8us] ay3 pue jutod Sumaels 31 Se JUTAISS SSAIPPE J9SIJO A}
ynm e1ep 3uryooyo sniia ‘ejep passaidwossp oy woly ‘Surimboy

oX

T0¢ ordures snajA e ul
ainjeudis st oy Jo ySu9) ayp 03 [enbd
m3u9] e pue jutod Funie)s S)1 Se SSAUAPPE JISIJO AYI YIIm
gie(] Suryooyo snia asudios ejep possardwodsp
oy 1oIoym Swdpns

ON




Reading module

14')

Compqnson ~112
unit

d

WO 2014/012503 PCT/CN2013/079592
4/6
10 11 12
2 At N\
Decompression Checking Determination
module module module
Fig. 3
11
10 13 S
{ S
Decompression Judgment Acquisition V111
module module unit

312

Determination V113
unit

Determination
module

Checking module

Fig. 4

5 20

g 30

Apparatus for checking a process of
decompressing an application installation

package

Client device

Fig. 5




WO 2014/012503 PCT/CN2013/079592
5/6

Identifying respective uncompressed sub-portions of an application
installation package in accordance with a predetermined threshold size N\, 602
established for each uncompressed sub-portion

A
Decompressing the respective uncompressed sub-portions one sub-portion
at a time to acquire corresponding decompressed data for each respective N\ 604

uncompressed sub-portion

A

Before completing the un-compression of all sub-portions of the
application installation package, checking th ding d 4| 606
pplication installation package, checking the corresponding decompresse
data of a first respective sub-portion of the application installation package
according to virus samples in a virus feature library

Concluding that the application installation package is a virus-infected file 08
or rogue software in accordance with a determination that the j-6

corresponding decompressed data of the first respective sub-portion
includes respective features of at least one of the virus samples

Continuing the decompression of the respective uncompressed sub-
portions and the checking of the corresponding decompressed data of the U’61 0
respective uncompressed sub-portions, one sub-portion at a time, until it is
determined that the application installation package is a virus-infected file :
or rogue software !

Continuing the decompression of the respective uncompressed sub- | 12
portions and the checking of the corresponding decompressed data of the !
respective uncompressed sub-portions, one sub-portion at a time, until the 1

decompression and checking of the application installation package is |
completed :
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