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ABSTRACT

The present invention discloses a security verification method based on a biological feature, a
client terminal, and a server. The client terminal sends an authentication request. The server
terminal receives the authentication request, and then returns an authentication request reply
message. The client terminal receives a fingerprint image used for verification and input by a
user, acquires a corresponding biological feature template ID, compares the acquired biological
feature template ID with a biological feature template ID in a locally saved enable record,
generates an authentication response message including the acquired biological feature template
ID, and sends the authentication response message to the server terminal. The server terminal
receives the authentication response message, and compares the biological feature template 1D
included therein with a biological feature template ID in a corresponding user record locally
saved in the server terminal. If the biological feature template I1Ds are consistent, the verification
succeeds, otherwise an error is reported. The present invention further provides a client terminal
and a server that correspond to the foregoing method. The present invention can avoid
transmission of a personal biological feature via the network, avoid a leakage risk, and further
reduce network traffic consumed during network transmission. Therefore, the present invention

achieves higher security.
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