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FIELD
(00047 This disclosure generally relates to the device intelligence field. More
particularly, some embodiments relate {o the conlinuous risk assessment of mobile

devices.
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BACKGROUND
[0005] Digital platiorms in the form of mobile applications on mobile devices
have come {0 rely on identifying a user's mobile device and its attributes {o
establish customer trust and prevent fraud. This is conventionally done through
device fingerprinting, which enables the digital platform to assign an identifier 1o the
mobile device, as well as record the device aliributes of that device. Digital
platforms profile a device and assess it for risk. This is conventionally done only
once, either at the point where the mobile application first registers the device, or
on an ad-hoc basis, such as and when a risk assessment for the device is deemed

to be necessary or desirable.

SUMMARY
{0006} According to some embodiments, a method for continuously assessing
risk on a mobile device running a mobile application is described. The method
includes: on the mobile device, continuously monitoring a plurality of parameters
associated with the mobile application for one or more predetermined triggering
events; on the mobile device, upon detecting one more of the triggering events,
executing a fingerprinting routine configured o obtain a current state of a plurality
of device fingerprint attributes; transmitting the current siate of the plurality of
device fingerprint attributes to a risk engine running on a server; analyzing with the
risk engine the current stale of the plurality of device fingerprint atiributes to obtain
device intelligence information, the analyzing includes comparing the current state
of the plurality of device fingerprint allributes with a previously oblained stale of &
the plurality of device fingerprint atiributes; transmitting the device intelligence
information to the mobile device; and on the mobile device, underiaking one or
more actions based on the intelligence information received from the server.
[0007] According to some embodiments, the method also includes saving to
database information indicative of the current state of a plurality of device
fingerprint atiributes. According to some embodiments, the information indicative
of the current siale of g plurality of device fingerprint atiributes is a delia between
the device fingerprint attributes al a the current state and a previous state.
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[0008] According to some embaodiments, the device intelligence information
includes a quantitative risk score that indicated the level of risk associated with the
current mobile app session. The device intelligence can also include gualitative
information indicative of what types of trigger events are associated with the
current mobile app session.

[0008] According to some emboediments, the actions undertaken by the mobile
device can include one or more of the following: continue monitoring the mobile
device, send the user a waming, terminate a user running the mobile application,
and shut down the mobile application.

[0010] According to some embodiments, the predelermined triggering avents
includes one or more event types selecled from g list consisting of: a risk module is
installed; a risk module is initialized; the mobile application is resumed; a display
configuration has been changed; a screenshot is taken; a GPS provider change is
detected; a network change is detected; ang a change in tools is detected.

[0011] According to some embodiments, the plurality of device fingerprint
attributes includes fingerprint attributes from one or more of the following attribute
categories: device hardware; nelwork; software; screen; and location.

{0012} According to some embodiments, a system for continuously assessing
risk on a mobile device running a mobile application is described. The syslem
includes: g mobile application running on a mobile device, the mobile application
configured to continuously monitor a plurality of parameters associated with the
mobile application for one or more predetermined triggering events, and upon
detecting one more of the triggering events, execute a fingerprinting routine
configured o obtain a current stale of a plurality of device fingerprint atiributes, and
transmit the current state of the plurality of device fingerprint atiributes 1o a risk
engine running on a server; and a server running a risk engine platform configured
to analyze the received current state of the plurality of device fingerprint attributes
to obtain device intelligence informaltion, the analysis includes comparing the
current state of the plurslity of device fingerprint attributes with a previously
obtained state of a the plurality of device fingerprint attributes, and transmit the

device intelligence information o the mobile device, wherein the mobile application
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is further configured 1o undertake one or more actions based on the intelligence
information received from the server.

[0013] As used herein, the grammatical conjunctions "and”, "or” and “and/or”
are all intended to indicale that one or more of the cases, object or subjects they
connect may occur or be present. In this way, as used herein the term “or” in all
cases indicales an “‘inclusive or” meaning rather than an “exclusive or” meaning.
[0014] As used herein the terms “library” and “database” are used
interchangeably, and both terms refer herein {0 a collections of digital content
and/or data that is stored and can be accessed electronically from a computer
system. As used herein, the terms “library” and "database” can also refer to
models such as trained models that include features (e.g. vectors of coefficients
and weightings) and procedures {logic) that can be used {o identity the presence
and/or usage of malicious tools.

[0015] Although the term “ool” is sometimes understood o be designed for a
specific use case, and the term “application” is sometimes understocd to refer o a
larger, more complex piece of software, as used herein the terms “tool” and

“application” are used interchangeably.

BRIEF DESCRIPTION OF THE DRAWINGS
{0016} To turther clarify the above and other advantages and features of the
subject matter of this patent specification, specific examples of embodiments
thereof are iliusirated in the appended drawings. H should be appreciated that
these drawings depict only illustrative embodiments, and are therefore notto be
considered limiting of the scope of this patent specification or the appended claims.
The subject matter hereof will be described and explained with additional specificity
and detail through the use of the accompanying drawings in which:
{00171 FIG. 1 is a schematic block diagram iflustrating an overview of a system
for continuous risk assessment for a mobile device, according to some
embodiments;
[0018] FIG. 2 is a schamatic block diagram illustrating flow characteristics of a
system for continuous risk assessment for a mobile device, according to some

embodiments;
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{00191 FiGs. 3 and 4 are schematic block diagrams illustrating a use case for
detecting a GPS provider change on a mobile deavice by a system for continuous
risk assessment, according to some embodimeants;

{00201 FiGs. 5 and 6 are schemaitic block diagrams iliustrating a use case for
detecting a network change on a mobile device by a system for continuous risk
assessment, according to some embodiments;

(00211 FiGs. 7 and § are schematic block diagrams iliustrating a use case for
detacting a display change on a mobile device by a system for continuous risk
assessment, according to some embodiments;

[0022] FiGs. 9 and 10 are schematic block diagrams illustrating a use case for
detecting a neiwork change on a mobile device by g system for continuous risk
assassment, according to some embodiments; and

[0023] FiGs. 11 and 12 are schemalic block diagrams illustrating a use case
for detecting a resumed application on a mobile device by a system for continuous

risk assessmeni, according 1o some embodiments.

DETAILED DESCRIPTION
[0024] A detailed description of examples of preferred embodiments is
provided below. While several embodiments are described, it should be
understood that the new subject matter described in this patent specification is not
limited to any one embodiment or combination of embodiments described herain,
but instead encompasses numerous alternatives, modifications, and equivalents.
In addition, while numerous specific details are set forth in the following description
in order to provide a thorough understanding, some embodiments can be practiced
without some or all of these details. Moreover, for the purpose of clarity, certain
technical material that is known in the related art has not been described in delai
in order to avoid unnecessarily obscuring the new subject matter described herein.
it should be clear that individual features of one or several of the specific
embodiments described herein can be used in combinalion with features of cther
dascribed embodiments or with other fealures. Further, like reference numbers and

designations in the various drawings indicate like elements.
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[0025] Device fingerprinting enables the digital platform to assign an identifier
to the mobile device, as well as record the device atiribules of that device. Digital
platforms profile a device and assess it for risk. This is conventionally done only
once, either at the point where the mobile application first registers the device, or
on an ad-hoc basis, such as and when a risk assessment for the device is deemed
to be necessary or desirable. However, fraudsiers can circumvent these defence
mechanisms by using device modification tools, and using them selectively, at only
certain junctures, which can evade deteclion. According 1o some embodiments,
risk assessment of a mobile device is conducted continuously throughout a user's
session on a mobile application. According 1o some embodiments, the risk
assessment is carried cut based upon a predelermined set of friggers.

[0026] A mobile application "lifecycle” can be defined as a software process
which starts when the mobile application is launched by the user and ends when
the application is terminated manually by the user or terminated automatically by
the operaling system of the device during its memory management procedures.
The mobile application usually transits between different states depending on how
a user interacts with the application. Some of the common state transitions within
the application lifecycle occur while launching the application, navigating from the
application back to the device home screen, or switching between applications
through the multitasking window.

(00271 Due io the reactive nature of the application lifecycle which
automatically invokes state changes whenever a user inferacts with the device, it
can be used 1o deiect the instance when a potential malicious activity is performed
and proactively reassess the device to provide a fresh set of device indicators.
[0028] FIG. 1 is a schematic block diagram illustrating an overview of a system
for continuous risk assessment for g mobile device, according {6 some
embodiments. The system has some components that run on mobile application
100 that is being executed on the mobile device. The system also has some
componenis that run on a backend server 150. This mobile application 100
includes both an event listener module 112 and a risk module 120, The event
listener 112 is configured 1o observe or listen during the application lifecycle for
certain predetermined triggers. According to some embodiments, the triggers

6
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include one or more of the following: the risk module 120 is installed; the risk
module 120 initialized; the mobile application 100 is resumed {e.g. after being
paused),; the display configuration has been changed; a screenshot is taken; a gps
provider change is delected; a network change is detected; and a change in the
tools is detected.

[0029] Upon detecting a irigger by the event lislener 112, the risk moduls 120
runs a fingerprinting routine and sends the updated current fingerprint to risk
engine 160 on the backend server 150. The fingerprint data is analyzed and a
determination 180 is made whether or not the fingerprint attributes have changes.
If there has been no change the process “ends” which means no further action is
taken based on the trigger event. H fingerprint altribute(s) have changes then, the
risk engine 160 stores the change(s) in the database 170, and updates the risk
module 120 with the new device intelligence. The device intelligence outputs
generated can be used wholly independently, referenced as part of a decision-
making framework, or ingested as inpuls into a larger sysiem that derives its own
conclusions and/or actions. When it comes 1o acting on the device intelligence
received during the continuous risk assessment of mobile devices during a user
session, the possible actions include, but are not limited to incentive-based,
punitive, and passive actions (no action or monitoring made only).

{0030} According to some embodiments, the fingerprinting attributes include
one or more of the following categories: Device Hardware; Network; Scoftware;
Screen; Location and Miscellaneous. According to some embodiments examples
of those categories can include one or more of the following: Bevice Hardware -
Device Brand, Device Name, Device Model, IMEI, Baitery Level, Baitery
Temperature, Brand, Manufacturer, Model, Hardware, Host, Device, 1D and CPU;
Network - Carrier Name, Carrier Country, Battery Technology, Battery Voltage,
Battery Health, Carrier Country Code, Carrier Network Code, WIFI Name, WIFI IP
Address and WIFI MAC Address; Software - O8 Version, Merchant App Version,
Version Incremental, Version Release and Version Codename; Screen - Screen
Resoclution, Screen Size, Pixal Densily and Display; Location - GPS Country, GPS
Coordinates, IP Country and P Address; and Miscellaneous - Timezone, User

Language and User Agent.
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[0031] FIG. 2 is a schematic block diagram illustrating flow characteristics of a
system for continuous risk assessment for g mobile device, according {o some
embodiments. As can be seen from the diagram, atl time 230 the user opens the
module application 110. The mobile app 110 which causes the risk module 120 to
initialize. According to some embodiments, initializing the risk module 120 is
trigger event so the fingerprinting routine 200 is run. The fingerprint is sent from
risk module 120 to the risk engine 160 (on the backend server). For each
fingerprint sent to the processor engine 210, the entire fingerprint will be scanned
to identify any change in atiributes pertaining o fraud. When there is no change in
fingerprint attributes, the processor engine will drop the process. When thereisa
change in fingerprint aftributes, the risk engine 160 will identity the delta between
the current fingarprint and the most recent fingerprint of the same session. It will
then perform two things: (1) send an updated intelligence back to the device; and
(2) store the relevant delta to the datsbase. Action is performed based on the
updated intelligence, which is described in further detail infra. At time 232, the
browsing of the application without any trigger events does not cause any aclivity
by the risk module 120 or risk engine 160. Al time 234 the user re-opens the
mobile application 110. If resuming or re-opening the mobile app 110 is the trigger
event, then the mabile app 110 send the applicalion on the resuming event to the
risk module 120 and the fingerprinting routine 200 is run. The fingerprint is sent to
the risk engine 160 where it is processed 210. According {o some embodiments,
the processing 210 includes comparing the current fingerprint with the prior saved
fingerprint. H there is a change, the device intelligence information is sent back 1o
the risk module 120, According to some embodiments, the device intelligence can
include a quantitative risk score that indicated the level of risk associated with the
current mobile app session. For example, the risk score could be weighted score
between 0 and 100. According to some embodiment, the device intelligence can
also include qualitative information such as what types of triggers and/or risks are
associaled with the current mobile app session. For example, the device
intelligence can include the type of triggering event(s). According to some
embodiments, device intelligence can also include one or more recommended risk

decisions io allow/block an activity based on predefined policies to cater to
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business use cases of the application provider's organization. For further details of
device intelligence see, e.g. Int'l Pat. Appl. Ser. No. PCT/IB2020/058799 filed on
September 21, 2020, published as W0O2021/053646 with publication date March
25, 2021, and Intl Pat. Appl. Ser. No. PCT/IB2020/058801 filed on September 21,
2020, published as WQ2021/053647 with publication date March 25, 2021, both of
which are incorporated herein by reference. The mobile application then takes
action based on the received intelligence. In general, the action taken based on
the intelligence will depend on the nature of the risk, the level of the risk, the type
of mobile application, and the relationship between the mobile app provide and the
user. The action taken can include, but are not limited to: (1} do nothing and
continue with normal operations (e.g. if the certain triggers are not met and/or risk
level is relatively low); (2) continue monitoring the device the user account (e.g.
when a subsel of indicators show elevaied risk); (3) send the user a warning
through the app or other channels; (4) terminate the user from the mobile app
and/or shut down the mobile app temporarily or permanently. The fingerprint data
is also saved to the database 170. According to some embodiment, only the
change, or delta, of the fingerprint is saved o the database 170,

[0632] Efficient Process. While it is beneficial to have more data, meaning

more frequent processing and analysis of fingerprints, this may impact the latency.
This is especially true when processing power is used to process duplicate
fingerprints within the same session. According to some embodiments, throughout
one application life cycle, a list of trigger evenis is curated so that it efficiently
and/or optimally covers most of the potential fraud points pertaining to one session.
With this, only useful fingerprints are processed, hence [atency of the real-time risk
decisioning will often not be compromised.

{0033} Efficient Comparison. A single device fingerprint typically contains

hundreds or thousands of data points and it will take time if a comparison of data
noint by data point is carried out (o identify changes. Moreover, some points that
have changed may not have any significant impact on the risk profile of the device.
According to some embodiments, a set of identifiers are used that can efliciently

identify when a risk profile of the device has changed. According to some
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embodiments the set of identifiers include one or more of the following: risk
indicators; proprietary risk score; and iD hash.

[0034] Efficient Storage. While it is good to store as much data collected as

possible, i is desirable 1o determine the balance between storing as much data as
possible and reducing the storage cost. According to some embodiments, table is
configurad in such a way thal only the delta of the fingerprint attributes are stored
whenever a change in fingerprint is detected.

[0035] FiGs. 3 and 4 are schemalic block diagrams illustraling a use case for
detecting a GPS provider change on a mobile device by a system for continuous
risk assessment, according to some embodiments. In this example, a malicious
actor 400 is disguising themself as a “good actor” to hide their malicious intent.
With the continuous risk assessment system described, the malicious actors are
caught right at the moment when they turn bad. Malicious actor (driver) 400 opens
a ride-hailing app with the malicious intent to add more distance to his trip by
changing his GPS coordinates. In FIG. 3, at time 320, malicious actor 400 first
opens the app without turning on any GPS spoofer service. Fingerprinting routine
200 is run by risk module 120 (within the ride-hailing mobile app).  The malicious
actor 400 then finds a passenger. Just before starting the ride at time 322 in FIG.
3, the malicious actor 400 turns on the GRS spooier service 300. When the GPS
spooter service is detected, the gps provider change event is detecied by the event
fistener (shown in FIG. 1). The risk module is triggered and the device is re-
fingerprinted as shown in FIG. 3. Turning on a GPS spoofer service will change the
GPS provider of the device. In this use case, a ride-hailing company (such as Uber
and/or Lyft) may opt to monitor the usage of GPS spoofers as a sign that their
employees and/or partners (drivers) have been dishonest. The ride-hailing
company has several oplions upon receiving the device intelligence during the
continuous risk agsessment. These oplions include, but are not limited to: (1) do
nothing and continue with normal operations if all indicators are normal (for
example, if no GPS spoofer use was detected and the risk score is within
accepiable range); (2) continue monitoring the device and the driver account if only
some indicators show elevated risk (for example, if no GPS spoofer use was
detected, but the risk score is in the moderate range); (3) send the driver a warning

10
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through the app or other channels — such as using a text message or email, if
indicators reflect the contravention of company policy {for example, if the use of a
GPS spoofer was detected), signalling risk of the driver conducting fraud (inflating
travel distance, getlting preferential bookings, elc); and/or {4) as a variation of (3),
the company could also elect to kick the current driver out of the app and shut
down the app or poteniially even deregister the driver.

[0036] FiGs. 5 and 6 are schematic block diagrams iliusirating a use case for
detacting a network change on a mobile device by a system for continuous risk
assessment, according fo some embodiments. In this example, a malicious actor
400 again disguises themselves as a good actor to hide their malicious intent. With
the continuous risk assessment sysiem described, the malicious actors are caught
just as they reveal their malicious intent. Malicious actor 400 opens a pald media
streaming application with the malicious intent 1o purchase the conlentat a
cheaper price by changing his geographic location. In FIG. 5, at time 520,
malicious actor 400 first opens the app without turning on any VPN, Fingerprinting
routine 200 is run by risk module 120 {within the media streaming app). The
malicious actor 400 then visits the payment page. Just before the purchase, the
malicious actor 400 will turn on the VPN service 500. When the VPN service is
turned on, the network change is delected by the event listener (shown in FIG. 1).
The risk module is triggered and the device is re-fingerprinted as shown in FIG. 5.
Turning on a VPN will change the network the mobile device is connecled to. With
the new intelligence being passed 1o the device, the media sireaming app can flag
the malicious actor right before performing the malicious activity. In this use case,
a content-streaming service (such as Netflix or Disney) may opt to monitor the
usage of VPNs as a sign that their users are taking advantage of them. These
could possibly range from price arbitrage, {o abuse of account sharing or account
takeovers, and more. The conteni-streaming service has several options upon
raceiving the device intelligence during the continuous risk assessment. These
options include, but are not limited to: (1) do nothing and continue with normal
operations if all indicators are normal (for example, if no VPN use was detected
and the risk score is within acceptable range); (2) continue monitoring the device

and the user account if only some indicators show elevated risk (for example, if no
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VPN use was detected, but the risk score is in the moderate range); (3) send the
user a warning through the app or other channels — such as using a text message
or email, if indicators reflect the contravention of company policy (for exampile, if
the use of a VPN was detected), signaliing risk of the user conducting fraud
{(subscribing to a cheaper plan by changing the 1P address (o a couniry with
cheaper price plans, sharing accounts with users cutside of their family, etc); (4) as
a variation of (3}, the company could also elect to kick the current user out of the
app and shut down the app or potentially even ban and unsubscribe the user; and
(B} it the suspected issue is an account takeover, where a rogue user has iaken
over an account, the invader can be shut out and the account locked until the real
user can be alerted and remedy is possible

{00371 FiGs. 7 and 8 are schamatic block diagrams iliustrating a use case for
detecting a display change on a mobile device by a system for continuous risk
assessment, according to some embodiments. In this example a malicious actor
400 hides their true malicious intent. With the described continuous risk
assessment system, the malicious actor 400 is caught just prior to the malicious
action. The malicious actor (hacker) 400 utilizes remole access o allow betler
control over the application. In FIG. 7, at time 720, malicious actor 400 first opens
the app without any remote conirol service enabled. The malicious actor then visits
the account page. Just before changing any information on the account, the
malicious actor 400 tumns on the remote control service 700. When the remote
control service 700 is enabled, the display change is detected by the event lisiener
(shown in FIG. 1). The risk module 120 is triggered and the device is re-
fingerprinted as shown in FIG. 7. Turning on the remote conirol service 700 will
add an additional display to the device and hence trigger a change in the display.
With the new intelligence being passed 1o the device, the mobile app can flag the
malicious actor 400 just belore performing the malicious activity. In this use case,
an app with sensitive information (such as banking apps) may opt to monitor the
usage of remote-gccess {ools or screen-sharing tools as a sign that their accounts
are being targeted by hackers and fraudsters. These could possibly range from
fraudsters stealing content, hackers stealing sensitive information and more. These
apps have several options upon receiving the device intelligence during the

12
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continuous risk assessment. These options include, but are not limited to: (1) do
nothing and continue with normal operations if all indicators are normal (for
example, if no remole access was detected and the risk score is within acceptable
range); (2} continue monitoring the device and the user account if only some
indicators show elevated risk {for example, if no remote access was detected, but
the risk score is in the moderale range); (3) send the user a warning through the
app or other channels — such as using g text message or emall, if indicators reflect
the contravention of company policy (for example, if remole access was detected),
signalling risk of the user conducting fraud (stealing content by copying/using
screenshots/screen-recording) or unknowingly being a victim of fraud; (4) as a
variation of (3), the company could also elect to kick the current user out of the app
and shut down the app or potentially even ban and unsubscribe the user; (5) if the
current user is a victim of fraud - fraudster masquerading as cusiomer service
agent and obtaining sensitive data such as names, emails, phone numbers, credit
card numbers, PiNs, elc through the remole access screen sharing, the current
session can be terminated, and the account locked until the user can be alerted
and remedy is possible.

[0638] FiGs. @ and 10 are schematic block diagrams illustrating a use case for
detecting a neiwork change on a mobile device by a system for continuous risk
assessment, according to some embodiments. According to some embodiments,
continuous device profiling can help merchants to learn the behavior of the user
throughout the session of using the app. The described system can analyze how
frequently a user switches between carrier and Wi-Fi throughout a single session.
In FIG. 9, at 920 user 1000 first opeans the app with his carrier data 1o access the
content of the page. After some time, at 822 the same user 1000, in the same
session, changes his carrier data to a Wi-Fi network. At the instance of the switch,
the network change is detected event is triggered and the device is re-
fingerprinted. Data about this change is stored in the database for further
analytics. An analysis of how frequent users swilch between networks on g
particular page of the moebile application can be concluded, and relevant actions
can be taken. In this use case, any mobile app could opt to monitor network
changes on the mobile app. The utility that this insight provides includes but are

13
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not limited to 1) improving the user experience, or 2} delecting potential fraud. A
mobile app has several oplions upon receiving the device intelligence during the
continuous risk assessment. These options include, but are not limited to: (1) do
nothing and continue with normal operations if all indicators are normal (for
example, if no network change was detecied and the risk score is within acceptable
range}; (2) continue monitoring the device and the user account if only some
indicators show elevated risk (for example, if no network change was detected, but
the risk score is in the moderate range); (3) send the user a waming through the
app or other channels — such as using a text message or emall, i indicators reflect
significantly elevated risk (for example, if multiple risk indicators were positive, and
the risk score is in the high-risk region), signalling risk of the user conducting fraud;
(4} if the current user is a victim of fraud, the current session can be terminated,
and the account locked until the user can be alerted and remedy is possible; (5)
send the user a warning that higher data consumption is a likely event (for
example, if the user was detected to have swilched from Wi-Fi to celiular dats,
when using a media-streaming app); and (8} log the device intelligence and any
useful data points for future analytics o help improve the user experience.

[0039] FiGs. 11 and 12 are schematic block diagrams illustrating a use case
for detecling a resumed applicalion on a mobile device by a system {or continuous
risk assessment, according to some embodiments. According 1o some
embodiments, continuous device profiling can help merchants 1o leamn the behavior
of the user throughout the session of using the app. The described system can
analyze the number of times a user puts the application on background throughout
a single session. In FIG. 11, at 1120, user 1000 first opens the mobile application
120 and performs relevant tasks on that mobile app. After some time on the
application, at 1122 the user 1000 will put the application in the background and
switch over to another application. When the user returns, the application on
resumed event is triggered and the device is re-fingerprinted. Data about this
change is stored in the database for further analytics. An analysis of how frequent
users change between display oplions can be concluded, and relevant aclions can

be faken.
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[0040] In this use case, any maobile app could opt to monitor when and how
frequent their users switch out of and back 1o their apps. The utility that this insight
provides includes but are not limited to 1) improving the user experience, 2)
providing timely incentives 1o encourage feature adoption/usage, or 3) delecting
potential fraud. A mobile app has several options upon receiving the device
intelligence during the continuous risk assessment. These options include, but are
not limited to: (1) do nothing and continue with normal operations if all indicators
are normal (for example, if no switching of apps was delected and the risk score is
within acceptable range); {2) continue monitoring the device and said user account
if only some indicators show elevated risk (for example, if no switching of apps was
detecied, bul the risk score is in the moderaie range); (3) end the user a promotion
code or coupon through the app or other channels — such as using a text message
or email, if indicators reflect the user was hesitant (for example, if frequent app-
switching was detected), signalling risk of the user dropping off, or comparing
features/offers between competifors; (4) send the user a warning through the app
or other channels — such as using a text message or email, if indicators refiect
significantly elevated risk (for example, if multiple risk indicators were positive, and
the risk score is in the high-risk region), signalling risk of the user conducting fraud,
(5) if the current user is a victim of fraud, the current session can be terminated,
and the account locked until the user can be alerted and remedy is possible; and
(8} log the device intelligence and any useiul data points for fulure analytics 1o help
improve the user experience.

[0041] Although the foregoing has been described in some detall for purposes
of clarity, it will be apparent that cerfain changes and modifications may be made
without departing from the principles thereof. It should be noted that there are
many alternative ways of implementing both the processes and apparatuses
described herein. Accordingly, the present embodiments are to be considered as
llustrative and not rastrictive, and the body of work described herein is not to be
fimited to the detalls given herein, which may be modified within the scope and

gguivalenis of the appended claims.
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CLAIMS

What it claimed is:

1. A method for continuously assessing risk on a mobile device running a

mobile application, the method comprising:

on the maobile device, continuously monitoring a plurality of parameters
associated with the mobile application for one or more predetermined
triggering evenis;

on the mobile device, upon detecting one more of said triggering events,
executing a fingerprinting routine configured to obtain a current state
of a plurality of device fingerprint atiributes;

transmitting said current state of the plurality of device fingerprint attributes
to a risk engine running on a server;

analyzing with said risk engine said current state of the plurality of device
fingerprint atiribules to oblain device intelligence information, said
analyzing including comparing said current state of the plurality of
device fingerprint attributes with a previously obtained state of a the
plurality of device fingerprint attributes;

transmitling said device intelligence information to said mobile device; and

on the mobile device, undertaking one or more actions based on the

intelligence information received from the server.

2. A method according to claim 1 further comprising saving to database
information indicative of the current stale of a plurality of device fingerprint
attributes.

3. A method according to claim 2 wherein said information indicative of the

current state of a plurality of device fingerprint attributes is a delta between the
device fingerprint attributes at a the current state and a previous state.
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4. A method according to claim 1 wherein said device intelligence information
includes a quantitalive risk score that indicated the level of risk gssociated with the

current mobile app session.

5. A method according to claim 1 wherein said device intelligence information
includes qualitative information indicative of what types of trigger events are
associated with the current mobile app session.

6. A method according to claim 1 wherein said one or more actions include one
or more of the following: continue monitoring the mobile device, send the user a
warning, terminale a user running the mobile application, and shut down the mobile

application.

7. A method according to claim 1 wherein said one or more predetermined
triggering events include one or more event types selected from a list consisting of:
a risk module is installed; a risk module is initialized; the mobile application is
resumed; a display configuration has been changed; g screanshol is taken; a GPS
provider change is detected; a network change is detected; ang a change in tools

is detected.

8. A method according to claim 1 wherein said plurality of device fingerprint
attributes includes fingerprint atiributes from one or more atiribute calegories from

a list consisting of: device hardware; network; software; screen; and location.

9. A system for continuously assessing risk on a mobile device running a
maobile application, the system comprising:

a mobile application running on a mobile device, the maobile application
configured to continuously monitor a plurality of parameters
associated with the mobile application for one or more predetermined
triggering events, and upon detecting one more of said triggering
events, exacute a fingerprinting routine configured 1o obtain a current

state of a plurality of device fingerprint atiributes, and transmit said
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current state of the plurality of device fingerprint attribules to a risk
engine running on g server; and

a server running a risk engine platform configured to analyze the received
current state of the plurglity of device fingerprint attributes to obtain
device intelligence information, said analysis including comparing
said current stale of the plurality of device fingerprint atiributes with a
previously obtained state of a the plurality of device fingerprint
attributes, and transmit said device intelligence information (o said
maobile device, wherein said mobile application is further configured 1o
undertake one or more actions based on the intelligence information

received from the server.

10. A system according to claim 8 wherein said servier is further configured {o
save to a database information indicative of the current state of a plurality of device
fingerprint attributes.

11. A system according to claim 10 wherein said information indicative of the
current state of a plurality of device fingerprint aitributes is a delta between the

device fingerprint attributes al a the current state and a previous state.

12. A systemn according to claim 2 wherein said device intelligence information
includes g quantitative rigk score that indicated the level of risk associated with the

current mobile app session.

13. A system according to claim 2 wherein said device intelligence information
includes qualitative information indicative of what types of trigger events are

associated with the current mobile app session.

14. A system according to claim 9 wherein said one or more actions include one
or more of the following: continue o monitor the mobile device, send the user a
warning, terminate a user running the mobile application, and shut down the mobile

application.

18



WO 2022/071881 PCT/SG2021/050584

15. A system gecording to claim 9 wherein said one or more predetermined
triggering events include one or more event types selected from a list consisting of:
a risk module is installed; a risk module is initialized; the mobile application is
resumed; a display configuration has been changed; a screenshot is taken; a GPS
provider change is detecled; a network change is detected; ang a change in {ools

is detected.

16. A system according to claim 9 wherein said plurality of device fingerprint
atiributes includes one or more fingerprint atiributes types from a list consisting of:
device hardware - device brand, device name, device model, IMEIL, baitery level,
batiery temperature, brand, manufacturer, model, hardware, host, device, 1D and
CPU; network - carrier name, carrier couniry, batiery technology, baltery voltage,
batiery health, carrier country code, carrier network code, Wi-Fi name, Wi-Fi IP
address and WIFi mac address; software - OS version, merchant app version,
version incremental, version release and version codename; screen - screen
resolution, screen size, pixel density and display; location - GPS country, GPS
coordinates, IP country and P address; and miscellaneous - timezone, user

language and user agent.
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