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+SYSTEM FOR ENCRYPTI ON OF W RELE ONS FROM PERSONAL PALM.BDECZ00
COVWPUTERS TO WORLD W DE WEB TER “cal Field 5 The present 5
invention relates to the protection of data transnmtted fromwreless

term nal ularly pal mtype corrput er devices, {;K conputer
term nal ?%%&Ogés: Wrld Wde Wb (Web) or Internet uséad(;ﬁl/nt elrchangeabl y)

termnals. 10 Background of Related Art The past decade has been marked by
a technol ogi cal revolution driven by the convergence of the data
processing industry with the consumer 15 electronics industry. The effect

has, in turn, driyv own and a ail abl e but
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relatively qui escen over JHP one of these technologies is
the Internet JROMN\BEREPELRALY COUTSERY BUFPRHR WPE IR FFBYE8LS nedi a and prograns.

The convergence of the electronic entertainment and consuner industries
W th dat ge@inaeassidlq 20 exponentially accel erated the demand for w de
raggi ng conmuni cation distribution channels, and the Wb or |nternet
commenced a pgriod of etqorrenfl tes)gpatr;ly ontec\t/\{ %hl S expansi on,

resent inve on re e pro
busi nesses and cOnsUMErs have I Tect to all matter of docurrents

medi a and*tofpUCEIEEpT? SETatE el s ﬁeﬁmjd‘raﬂ%rpafr(’i?c"llﬁréy V™ 58PS SRt s f ul |

pot ent i aldeBisesh&o asiogk cerrfipre Fermdralg| uchuse| rid Hedehteh ebs and academi c
t r ansact ilorsrnandusedoimenvhogealdns tettisalsr.ovi ders and users of the Wb and
| ilge networks nmust be assured an open communi cation environnent, as well

as prot ecggjzl&%o&fd ;ﬂgela%tgrtt hat is offered over the Web and the requests
made for suc ata. 3 the rise of the Web, there has been an
dnflort unat e |ncrease in the nunber of malicious users_who, at the |east,

try to di srupt V¥ aif§e st 'I‘laérbeeﬁé‘la\’ﬁb‘?‘q(b%ér‘iﬁcgé’§°g&ﬁﬂl TSP (TS, try to
st eal godstheswpysrgercegfdtheddita RFCERSEHID LRSUBRFE Wit M EhRESNSUmET cour se, t he
i ndust ry ehect rprdeR nngwqtrng The effect has, in turn, driv?n technologies which

have been known and available but relatively quiesceﬁt over the years. A

major one of these technologies is the Internet or Web related
distribution of documents, medlia and programs. The convergence of the
electronic entertainment and consumer industries with data processing
20 exponentially accelerated the demand for wide ranging communication
distribution channels, and the Web or Internet commenced a period of
~ phenomenal expansion. With this expansion, businesses and consumers have
direct access to all matter of documents, media and computer programs.

25 In order for the Web to reach its full potential as the basic
-channel for all world wide business and academic transactions and
' communications, the providers and users of the Web and like networks must
_") be assured an open communication environment, as well as protection of the
data that is offered over the Web and the requests made for such data.

30 With the rise of the Web, there has been an unfortunéte increase in the
number of malicious users who, at the least, try to disrupt Web and other
network services and, at their worst, try to steal goods, services and
data accessible over the Web. Of course, the industry has been working
for many years to eliminate, or at least neutralize, the efforts of such

35 maliclous users.

Despite these security problems, the above factors have given rise
to a new way of doing business, electronic business or E-business. This
of course involves conducting all matter of business over the Web public

40 network and/or private networks when greater security is demanded.
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-for‘many' years to elimnate, or at |east neutralize, the efforts of such
35 malicious users. Despite these security problens, the above factofs have

given rise to a new way of doing business, electronic business or ~0 DEC 2005
E- business. This of course involves conducting all rratter of business over
the Wb p%dzﬁ%ogbo network and/or private networks whepr@afajen Security is
demanded. DEC 2005 000002 WO 02/ 076059 PCT/ GB02/ 00931 2 One of the

cor ner st ones of worl d Web wi de securizy has been encryption of the data
transmtted. Unfortunately, it appears to be a truth on the Wb that
anyone who wants to get information badly enough can sonehow get to it.
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encryption is about a trillion tri ion times more difficult to break than

40 bit encryption. However, the larger bit number encryption systems
demand greater CPU and storage capaclty. In the general Web browsing
technology, because of the availabillity of computers with greatly

25 increased CPU processing power and increased storage capacity, the

technology has moved toward high end encryption. Both major Web browsers:

Microsoft's Internet Explorer and Netscape's Navigator noﬁ use the high

end 128 bit encryption for Web transmissions. The standard encryption

protocol for Web Documents is the Secure Sockets Layer (SSL). SSL

30 encrypts the whole Web document, uses Digital Certificates lssued by a
certifying authority that'has been approved under SSL protocols to
authenticate that respective Web servers are what they claim to be and
then the Web server and the Web statlon browser send encrypted messages
back and forth until the particular transaction is complete. Encryption

35 in the Internet or Web is discussed ln greater detail in the text:
Internet: The Complete Reference, Millennium Edition, Young et al.,
Osborne/McGraw-Hill, Berkeley, 1999, particularly pp. 403-406.

With the development of the Web has come a public demand for
40 efficient access to the Web through palm-type terminals and, particularly,
mobile and wireless palm type display terminals. These terminals, also
known as PDA's (Personal Digital Assistants), include for example,



‘end 128 bit encryption for Web transm ssions. The standard encryption
protocol for Web Docunents is the Secure Sockets Layer (SSL). SSL 30
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in the Internet or Web is discussed in greater detail in the text:
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The present embodiment provides a solution to the problem of how a
wireless personal palm-type computer device can encrypt Web or Internet
transmitted documents despite the limited data processing and 'memory
functions in such devices. The embodiment provides a system for the
30 secure transmission of data to the network from wireless remote computer

controlled display terminals comprising a wireless computer controlled
display terminal that includes means for initially encrypting only a
portion of a text document and means for wirelessly transmitting said
partially encrypted text document to the server compﬁter which normally
35 functions as the Web server, i.e. the server through which Web computer
terminals are wired or connected into the Web, This Web server then
includes means for receiving this partially encrypted text document sent
from the wireless palm type device, means for further encrypting the
received text document and means for transmitting the further encrypted
40 document to a terminal in the network.



-Summary of the Present Invention 25 The present enbodi nent provides a
'soluti'on to the problemof how a wireless personal pal mtype conputef DEC 2005
devi ce can encrypt Wb or Internet transmtted docunents despite the

limted data processing and nmenory functions in such devices. The

enbodi meniygan@vdsies a system for the 30 secure transnpggicBiygdiidata to the
network fromwreless renote conputer controlled display termnals
conprising a wireless conputer controdled display termnal that includes
means for initially encrypting only a portion of a text docunent and neans
for wirelessly transmitting said partially encrypted text docunent to the
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2005 WO 02/:0460@5nPLall §3802d:00031 tde Ascudbdd theufipieithafber he set forth in
greater dghalle, td x%n@%b'tﬁsine?& +E MR &UER, SRCLXRIH QLbdPRkBLL 35 tRE Wi rel ess
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the Iimted roc smgz menory fi'es of 't e pal m devi ce
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Wb, For pmEranpleo flor envayptidhebf bhsicneds dardmssetidwnsg theewigebehst card
nunber of tdaRenisHERr £:2h thbeapalasvicy pe aRMML 8drvés t1henCht th€akbdata which is
most i npgadtant theD rEREFIPbart HAEP eHdAIP d&hxﬁenklmt&dflmﬂ&e&&?i}ptéad nmenory
10 resour cag, e thE ANt LRGN L SRR LA, deybig are appii od

ri r|I r car uring the wirel ess
'Itoré msgf°6‘ﬁe? 8?ﬁﬂt%9é’y%§fcfﬁbaiéj\7? tp(f°?e|‘?§“\?éb server. Then, gt the Web

server, the received partially encrypted docunent may be further encrypt ed
usi ng the SSL Ayr biroct@nt aspece ridr $het prehentwhiipbéindue dreatesf gre furt her 15
convent i oaslogMéhord itBAtr §10idé ita8 warklefd pLRSEIpAHeviid LR IEharku aspect of the

present epdxady FBurbdvel ¥Rsyithene HIRAOHILLAAN bR 18l BrQedthénaM el ess pal m
ty@@ devi & Liaocl‘:géoltshethg%UcﬁQQ: may be partially encrypted at the wireless
palm device using a less comprehensive and less powerful encryptilon
protocol such as the above-mentioned 40-bit encryption or even a 64-bit
system, e.g. The Blowfish Algorithm {described hereinafter). It is then
necessary to decrypt this lower level encryption at the server to restore
25 the text document at the server before the server may then re-encrypt the
whole document using the conventional 128-bit Web encryption protocols,
such as SSL,

In addition, if the critical or particularly sensitive data which is

30 to be encrypted at the wireless palm device 1s a relatively small amount
of data, such as a credit card number or like identifying number, then
this limited amount of data may be encrypted at the palm device using the
higher level encrypfion protocols without overly straining the CPU
resources at the palm device. In such a case 1t will not be necessary to

35 decrypt the partial encryption before fully encrypting the text document
since the same high level encryption protocols will be used for this
subsequent full encryption.

Brief Des tion of the Drawings
40
The present invention will be better understood and its numerous

objects and advantages will become more apparent to those skilled in the



‘menory resources to encrypt the whol e docunent using the conventional Wb
‘20 SSL protocols, the docunment may be partially encrypted at the wrgl ess
pal m devi ce using a | ess conprehensive and | ess powerful encrypticﬁiﬁDECZME
protocol such as the above-nentioned 40-bit encryption or even a 64-bit
system ew@oxdiede Bl owfi sh Al corithm (described herei npdt/@8ohnooki 1S then
necessary to decrypt this |lower |evel encryption at the server to restore
25 the text docunent at the server béfore the server nmay then re-encrypt
the whol e docunent using the conventional 128-bit Wb encryption
protocols, such as SSL. In addition, if the critical or particularly
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used for this subsequent full encryption. Brief Description of the
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sent. i nv
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20 Web server for further decryption/encryption; and

Fig. 5 is a flowchart of an illustrative run of a program set up
according to Fig. 4.

25 ta ription of red 1 t

Referring to Fig. 1, there is provided a generalized system through
which the individual wireless palm-type terminals 10 may be connected to
their respective Web servers 56. The mobile terminal 10
30 transmits/receives 12 via antenna 10 to/from satellite 13 via path 43 to
satellite dish 33 and then through wireless terminal receiver 45 connected
to Web server 56. It should be noted that the term personal palm type
device is used to generally'cover all varietles of palm type devices.
These include cellular phones and related wireless devices, smartphones

35 and Internet screen phones. The encryption and decryption functions -
performed in palm computer device 10 and in the server 56 have been
previously discussed in general and will be subsequently discussed in
detail. Server 56 may have an associated I/0 display or display computer
57 through which a user may interface with the server 56 for maintenance,

40 upgrading, error correction, etec.



functions to.partially encrypt docunents fromthe pal mtype display

conputers and to wirelessly communi cate partially encrypted docunents to a
20 Wb server for further decryption/encryption; and Fig. 5is a f|0WC§'5brE

of an illustrative run of a programset up according to Fig. 4. 25 EC 2005
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61. which may function as any of the Web terminals 62-63, servers 56 and 53,
as well as I/0O display terminal 57. A Central Processing Unit (CPU) 22,
such as one of the PC microprocessors or workstations, e.g. RISC
System/6000!™! (RS/GbOO) series available from International Business

25 Machines Corporation (IBM), is provided and interconnected to various
other components by system bus 25. An operating system 21 runs on CPU 22,
provides control and is used to coordinate the function of the various

! components of Fig., 2, Operating system 21 may be one of the commercially

‘ avallable operating systems such as the AIX 6000™ operating system

30 available from IBM; Microsoft's Windows98'™ or WindowsNT'™, as well as
UNIX and AIX operating systems. Application programs 20, controlled by
the system, are moved into and out of the main memory, Random Access
Memory (RAM) 24, These programs include the programs and routines of the
present invention for encryption and decryption at the server and Web

35 terminal components as described herein. A Read Only Memory (ROM) 26 is
connected to CPU 22 via bus 25 and includes the Basic Input/Output System
(BIOS) that controls the basic computer functions. RAM 24, I/0 adapter 28
and communications adapter 40 are also interconnected to system bus 25.
I/0 adapter 28 communicates with the disk storage device 30.

40 Communications adapter 40 interconnects bus 25 with the appropriate
outside network enabling the data processing system to communicate, as
respectively described above, through the Web or Internet. I/0 devices



The Web docunents may then be accessed through the Wb terminals 62 and

63, at which the encrypted docunents may be decrypted as will be -5

herei nafter described. 20 Referring nowto Fig. 2, a typical data DEC 2005
processing termnal is showmm which nmay function as any of the Wb

term nal s servers 56 and 53, as well as I/0O dj m nal 57. A
Central P\rvgcz:%@?sr%g Unit (CPU 22, such as one of thebé@b%é&@tr’%%rocessors or
wor kstations, e.g. RISC Systen 6000¢T") (RS/6000) series available from

I nt ernati onal Business 25 Machi nes Corporation (IBM, is provided and

i nterconnected to various other conponents by system bus 25. An operating

system 21 ruﬁ o %ro]nncé‘PHadzgc? sxaﬂ:reg\ﬁig%§ vng}slggllng&qaéja&%gg §9 o901 dinate the
t

f b
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or W ndowsbplay,adastensdnd rasitddNbaX @neliAlnétepen athb mgtwyrstsenwrs Appl i cati on
pragr ans 2ehou€ Gl rakpeg by sudnbaosy.stem are noved into and out of the main
menory, Random Access Menory (RAM 24. These prograns include the prograns
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2410 | / O adéapirespe28 toartd PRAATAINPeCadnzbpsladapt devides asel & S prisesttonnect ed

t0 systemnbatsid. The/fds@CdRhar PDAS iGOIHARNILE &heSpresdnb deheridi Sk st orage device

ggﬂsffgecodl't@lﬂlt%t éx%n&eadapgﬁgnaﬂ?aimﬁﬁgcﬁw&%t &c%n@@liﬂog&tt’ ﬂecafgr ogr iate
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respect i \r}g gp?ilens?éntq’ﬁeﬁcf‘qg%ﬁ"t . ?ehFr'DQu?? ekﬁ' S%b ? ET%J & W%?’EPIP/ 5n%ew ces WO

02/ 076059}4°Fftf?}<‘d30"27°06v3539?rar ghegp §6‘”€8ﬁ rfé&tcéaprteBe'?%%lérﬁeB?f& $5i%i a user

i nt%er f acethadapt e Bal3Rlng PajipBllotyJeff £9¥ kson2 Feaqipiis Brepy: 189§, ntngr Honnected to

bus 25 t hiheughkt ufelin Hindheld) abbnmdapt Bri@R, JdsbempkirCedapitiér N86 supports

nmoni t or 3k, Thevo.diThpy ayniada[at @ita HaccaaBey, t cHerifyg B@steh] rbaat 2doin t he

net wor k S Y€k andVat fRNineaN Yorshraiagde hédorf,URCI-bsnanRe 6 hitgy now to Fig.

3, there |§ ﬁ%hgwepﬁmvar Y1 Q803 L A6l @eqa.ﬂ@ed 9% 0GRELAARL Jpal m ¢ ype

deV| ce 10. L pefore roc%§ o 5 _description,
RRfC t SIRT P pPoviAaR *SEnE A 5’?°6’ﬁnd 10 Wi t?f’ regpe to the PDAs
or person%FI tbﬁaﬂ?hl GRSEOTHBYAIEARS IRSEHIPG TR ENTHYBERRToutines of the

present invention conventionally stored on the personal palm device's RAM
are now also stored in this ROM. In addition, the device operating system
i and built-in applications are also conventionally stored in the ROM.

25 Flash ROMs may be written into by a technique known as flashing.
Additional software may be flashed into the ROM hardware. Thus, the
personal palm type device 10 includes a data processor 65, a programmable

»‘ ROM 64, which is preferably the previously described Flash ROM, a RAM 66
which is shown in an operational state loaded with the device's operating

30 system 73 and its application programs 67, including the encryption
program routines of the present invention. The personal palm device 10
also includes antenna 11, control buttons 59 and aisplay screen 72.

Now with reference to the programming shown in Fig. 4, the program

35 of the present invention is set up. A personal palm type computér device
is set up with a wireless I/0 to the Web, step 80, e.g. wireless
transmissions receiver 45 connected to server 56 (Fig. 2). An encryption
routine is set up within the palm type device, step 8l1. As previously set
forth, because of the limitations in processor power and memory in the

40 palm device, the wireless palm type device uses a simpler encryption
program, The Blowfish Algorithm, a 64 bit encryption system as compared
to the more complex 128 bit SSL encryption system presently used for Web



i nvention. The nost common PDAs included in the present generic definition
are the: personal palmtype devices including Mcrosoft's WnCE |line; the
Pal mPil ot |ine produced by 3Com Corp.; IBMs WrkPad; and Mdtorola's BT@Q% ;
Way Pager. These devices are conprehensively described in 15 the text %W
11 & Pal gRi Jeff Carlson, Peachpit Press, 1998, i e text, Palm
Handhel d, Oh%@gr% and Brioda, Osborne/ McG aw H| I, W d}f?"”t"gooo. They
contain a data processor, operating system about 2. to 4 M of RAM and a
per manent progranmabl e nenory, a programmable ROM which may be an EPROM or
flash ROM which are described in the Carlson text at 20 page 38. Because
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deVi ce, dpepe IPEYHEORE FYe arAryPted oRtiopd CAUde BEekeRt dPFuERtat i ons i n

pr ocessorfreyo s Pahqddm%r ytapn82, hegd (. pdihng.dblvd ceseltededagimepk essnqpal m t ype
devi ce usesplatelsynpl esxtench \ipt tHenserpsrogramsedhe Bl e ushidN gorithm a 64 bit
encrypt i QBartisd 50 35utEAMTRAI@0howt SrckiRs TRE evhsméc%me#&dbéetnd&ke encryption
syst em present .y %@%oémenAt}/éQco\é\th&} 0g§40§190th[/ jﬁo\%(eo %gﬂvli?g gdggunment

, bl k h
t%g[ ygtnlcrg?tls%ldecr 2‘" fd Feniv%"gomi &°PIFd il?g e?ﬁé"% 910 Ftsﬁgn al s dggcrlclbgder

in the arttcfe Sﬁ%lsrP“tSB‘Ftﬂ%rdécﬁﬁﬁjr‘ﬁ?p’ihieo‘f?cmﬁ“t ARd¥rehihatf it &8y PRubl i shed in
Dr. Dobb'déspiaypdnali theappiminalgoster e subsequently in the

Now, with reference to the flowchart of Fig. 5, a simplified
25 - illustrative run of the process set up in Fig. 4 will be described. The
wireless palm type device is activated, step 88. A document for
o transmission is created in the palm device, step 89. A determination is
:_') made, step 90, as to whether there is any security data in the created
document which must be protected, e.g. a credit card number. If Yes, only

30 the security data is encrypted, step 91, by Blowfish for example, and then
step 92, the partially encrypted document is wirelessly transmitted to the
sexrver. If the determination in step 90 is No, there is no security data,
then the unencrypted document is also wirelessly transmitted to the
gerver, step 92. When the wireless document 1s received at the server,

35 then any partial encryptions are decrypted using The Blowfish Algorithm,
step 93, At thils point, a further determination is made as to whether
there is any security data in the document, step 94. If Yes, then the
whole document 1s encrypted in a SSL, step 95, and there is a wired
transmission over the Web to the appropriate Web terminal, step 96. If

40 the determination from step 94 is No secure data, then there is still a
wired transmission over the Web to the appropriate Web terminal, step 96,



5 article, The Blowfish Al gorithm-One Year Later, B. Schneier, also in Dr
‘Dobb" s Journal, Septenber 1995. However, at the present tinme, 2001, BDECZUUS
Bl owfish is an ol der and si npl er encryptl on programthan the currently

used 128 bit encryption system However, Blowfish is very suitable to the
resource ywphh@éspons of the pal mtype corrput ers. In aﬂéf/&h@nogﬂ here is 10

set up in the present routine, the capability of encrypting only

relatively small portions of the text9 docunents being wrelessly

transmtted, e.g. just the credit card nunbers in the transmtted

docunent. A conplenmentary Bl owfish decryption routine is set up in the

ser ver Wl@kbl{te&x%k%ﬁ%rl eyl JRLBSS b AR SSER LG, fir ther distribution

15 in the PR he encrypted portions of the wrel ess
docunent #’% “S”’g s?f’n%rev?%g step 82, Fig. 4. Thus, the received

docunent is now conpletely in text form in the server. The server is set
up wWith a stahdardd3s netedttibae thhirctsratmvcensced py $he lpeesghbl e docunent and
serfds t heinveWtdbre mendr ypbet docidwest tigC podseningorpdtaShyspemt atal $hép t he
recei Vi Ngar¥élaqdtel €7 M Blagrst eRst8t1dMaendyeLbVdrad 1 anb QY ESLidRge VED
term nal xﬁe%uﬁtet Hp inV\A tdbs)?‘@ri%@'as‘égcqtc\ eqewitgrthgec%r Mt%%:l J?Jg%v.&hg gOl%UITEnt in

order that | pae e termn th

ref erence L0 a%jgax?rfor%csﬁmh %‘ ?pt?cal ey T8F MBFi |%(§D2‘% |cf°f“rﬂf§F’f atl ve run of
the pr ocejé’gu%éf RilSh |f?1°pP|‘19diSﬁ F I“Fe e’ adé%"(??’( lﬂ‘éﬂ‘ dfive copyter égritpal m type
deMi ce i sFuakhery dbedrogee pngBuciiogocandatstprad in tenserossiofrenpehecr eat ed in
the pal mdewitee prsdrefo 88e iA tletgstamne tidNpiedentTRfl@ntiDhemd90, as to whet her

there is @aysmSe@dldvey dadalidtel REtELatAl 000 GHER AL IREGE- g be
pr. Cbt ect edsucﬁ ad- tn@ ﬁQQQJeI: Q:ﬁgnd %rby l:lie §e$c otoglllyﬁi?'e%egi.h?nve gifrl ty data is

encrypte or

partiall SU enst(]:c(r?ﬂe? g}gcﬁrrrte °u§d Wregjfaéss P ﬁ§?ﬁet"feé’d°°t“5r‘£ﬁjé‘g ser ver | f

t he detertr?lerf’e’ff%/ ﬁ’u“ﬁe'&i@p 259 CP%abP«b °ftbﬁéfr9ed%5§r+?&tgﬂbéfeu°i°wt%rata then the
unencr ypt¥adaoe aaift of ¢ wrdvwhd étessly transnitted to the server, step 92.
When the wirel ess docunent is received at the server, 35 then any parti al
encrypti ons aneheepr yqtech psdrBered anddliauks YRvALga isfadmmandst ep 93. At this
poi nt, a deW&dib&d, detennbdahddBrdog tﬂ@gﬁax@scﬂaq?wgﬁclqﬁgdiflcja@:{o%sInﬁ%(any security
da2t0a in t}:ll QQ%QFQB’W1§L£§ c?%artdtx% ¥§o§n the g&')pe anddlwg QCUITEI’I

encrypted in a S Lo here is a wire Tafism ssi on over the
Web to t HE appr Sptiat e V\ébtermnal step 96. If 40 the determnation from
step 94 is No secure data, then there is still a wred transnission over
the Web to the appropriate Wb term nal, step 96, WO 02/ 076059

PCT/ GB02/ 00931 :



9 without encryption. The received docunment, if encrypted, is then
decrypted using SSL protocols. It shoulld be noted that t he programs cpvered
by the present 5 invention nay be stored outside of the present conmpu SIEC 2005
systens until they are required. The programinstructions nmay be stored in
anot her re@tdinse nedium e.g. in a disk drive associated with the desktop
conputer or in a renovable nenory such as an optical disk for use in a CD
ROM conmputer input or in a floppy disk for use in a floppy disk drive
conputer input. 10 Further, the programinstructions may be stored in the
menory of another conputer prior to use in the system of the present

i nvention knd {*rcﬁﬁﬁ%‘f@crt“éﬂv%géySt%f“L%%P g SAMREHBFIR O IQWPIEINGE W de Ar ea
Net wor k5 ( Mahtyg ertclaﬁ {;Pé i alsm%]sfsﬁ:%'r'r é% DuteNEankds: sm‘Pxfoft he
present invention. es | I'n the art “shou appreci ate t

processes dantathe hetwprk Sronhwirplessrentotd enmemitéraontiobeddipaby Erminaﬂnal ng
distributed in. corrputer readabl e nedia of a variety of forms. Although
certain pr%mf‘érbg enbodi ments have been shown and described, it will be
under st ood t hata walesct@ngasr @nttoltedldisplantdrmisal imyudify:be nmade therein

wi t hout departing fromthe scope and intent of the appended cl ai ns. 10
Cainms: 1. A conput eMeas ighfeteupaing seeyity dae m A dacwBeiiut er net wor k

conprigj ng a 5 plurahkhy ferem?mmgegamﬁé@déuﬁﬁnwdﬂmg%e 20 %J»em for
t he secure transm ssion of a to the network fromwreless r te
conputer controlled #idplay terminals conprising: a wireless conputer
controlled display t Qeens . 1. 04 rity data
in a docunent; 10 m@%{éﬂsr}g{ wéﬁ%%kéig'tﬂia%sgmlgg%asq gdfga?{%aelgg%ngbwé%@ ﬁ}%glt‘m ng the
security data; awd nmeans for wirelessly transmitting said partially
encrypted docunent; 15 an geﬁ.a rver conputer including: neans for

recei ving sai d P¥FY§APMPY (’:‘?“g}‘b‘f% document; nmeans for further encrypting

sai d rcei ved dOCU”&'ﬂEans&Bﬂrd&Ex&ﬂ%sfaﬁfpz&'ﬁﬂl}séﬂc?}&)'té@ﬁd&@hﬂnﬂcUrther encrypt ed

docurment to a terminal in
means for further encrypting said received document and

means for transmitting said further encrypted document to a terminal in

said network.

20 2. The computer network system of claim 1 wherein said wireless display

terminal is a personal palm type terminal.

3. The computer network system of claim 2 wherein said computer network is
the World Wide Web. |

25
4. The computer network system of claim 3 wherein said encrypted document

includes a credit card number.

5. The computer network system of claim 3 or 4 wherein said server computer
30  further includes means for decrypting said encrypted document prior to said further

encrypting.

6. The computer network system of claim 5 wherein said means for further
encrypting encrypt said document in a Secure Socket Layer (SSL).
35
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said network.. 20 2. The conputer network systemof claim21l wherein said
wirel éss display termnal is a persondll palmtype termnal. 25 3. Thef DEC 2005
conmput er network system of claim2 wherein said conputer network is the
Wrld Wde Web. 4. The conmputer network system of claim3 wherein said
encrypted docu i I ! . er network
syst em of 21 ai mES? Hﬁ'{ﬁﬁg%g'ioﬂ( é}{gfeg{ é%@%é%c%hﬁ%ﬁ %arlg’n?gg%e@??%é i ncl udes
means for deaypig engrigaiie whale yaicndddocumant prior to said further
encrypting. 6. The computer network systemof claim5 wherein said neans
for further encrypting encrypt said docunent in a Secure Socket Layer

(SSL). 35 @ DECARGHol for thé SR aknfi@torMalalfrdm wibiess QEMRME RbipaiepOr K

systemof claim6 wherein said nmeans for further encrypting encrypt the
whol e r&ceroritpligd dlispiar ternginala torp copputebRetvREk efacpineality efeommison of data

fromwirel g5%; lggq%rﬁligﬁg?&%gﬁr}%@econt rolled display terminals to a conputer

network of a plurality r controlled termnals conprising:
det er m ni ng secdetetryingeg scuntyalathaocardentmemncr ypti ng part of the docunent

containing the security data.in a wireless. renote termnal; .10 wirel essly
transmtting saF’EFrﬁ%tHg %r&ﬂgﬁéiroﬁwg%f cﬁﬂ%ﬁﬂ%&e SPREHY Jptagn §é’YIEF?‘?§§rti ally
encrypted gogstgedni@l; a network server conputer; further encrypting said

recei ved docunent at said server conputer; and transmtting said further
encrypt@d docundittelasgly srapgpitiingsaid pargally enceyried documeng. The net hod of claim

8 wherein said Y\‘Lc@@?ﬂ%’ss%i(gf)%ﬁbl@eﬁ%d&%cu&r&n?ﬁ%&@@ﬁé slgzr\{%glc{[ﬁﬁgﬁf g term nal.

10. The nethod of “wherein conput er networ rld Wde
Wb, 20 11. Thefurthehercrppting sidwmet@vehdocaimentatisdideseovey pomgutsaiadd docunent

includes a cr eﬂ'ialtlsn%afn% sqm%'her énBerkéJB (Wcﬁgl%gg tbdaotgfrrlﬁll\l/'z}f in said network.

15 9. The method of claim 8 wherein said wireless display terminal is a personal

palm type terminal.

10.  The method of claim 9 wherein said computer network is the World Wide
Web.

20
11.  The method of claim 10 wherein said encrypted said document includes a

credit card number.
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