WO 2009/079708 PCT/AU2008/001898 - 1 - SYSTEM AND METHOD FOR SECURING DATA
Technical Field 5The present invention relates to a system and method for securing data, and
particularly but not exclusively to a system and method for securing data objects sent in an electronic
format. 10 BacRgreumdof’éRe Invention In online environments, electrork€ tata2i®Btgasdistributed
from one point to another. Where there is a necessity to secure the data from unauthorized usage or
15 access, particularly in situations where the data is eonfidential or requires protection, users can
utilize a system to encrypt the data prior to sending the data over an unsecured network. 20System
and methods for encrypting data age &tew g otesysiemeorllewarHsastasalact a data object, and
then by operation of a client, encrypt the data object with a password or other type of key (such as a
PIN (personal identification number) a biomarker , etc.) to create an encrypted data file. This data file
is then "secured!" Eﬁ‘ﬁﬁgﬁﬁﬁéu@bﬁi@d users as the contents of the data file cannot he viewed by a
user unless the user has the correct information to "un-encrypt" the file. When the data file is required

to be decrypteg, an authanizedueaewith the passwierd sanwacrypt thesdatadite byasing-theclient.
Such systems are Hé%f“_l,g"é‘uexfg “é%rt%%‘s liffie Qr.nQ intention of digtributing the, encrypted data file. in

such 35 arrangements, once the data object is encrypted it can be distributed via unsecured networks.

However the user AU TR Metistfic- GeufiBIRE DB forat WeFnt 10 an
2009/079708PCT/Al420881001898mat .

10 Background of the Invention

In online environments, electronic data is often
distributed from one point to another. Where there is a
necessity to secure the data from unauthorized usage or

15 access, particularly in situations where the data is
confidential or requires protection, users can utilize a
system to encrypt the data prior to sending the data over

an unsecured network.

20 System and methods for encrypting data are known.
Such systems, allow a user to select a data object, and
then by operation of a client, encrypt the data object
with a password or other type of key (such as a PIN
(personal identification number) a biomarker , etc.) to

25 create an encrypted data file. This data file is then
“secured” against unauthorized users as the contents of
the data file cannot be viewed by a user unless the user
has the correct information to “un-encrypt” the file. When
the data file is required to be decrypted, an authorized

30 user with the password can decrypt the data file by using
the client.

Such systems are useful where a user has little or no
intention of distributing the encrypted data file. In such
35 arrangements, once the data object is encrypted it can be
distributed via unsecured networks. However the user must

also find a method to distribute the password for an



authorized person to decrypt the object. Often, for the purpose of efficiency, the password is
distributed over the unsecured network without any encryption itself. This increases the likelihood of
the data object becoming 5 unsecured as the password may he intercepted or distributed to
unauthorized pXRi&¥?079788turther concern is that the level of protection off@fedAJ{2 &AL
encryption is minimal since the 10 encryption key is stored within the encrypted data file itself. That is,
once the file is received, a hacker has all of the necessa?y data to decrypt the data file. Moreover,
where the user is not technically proficient, an election of an easy to break password could mean the
data is object is easilyldeciypieddbicugh the dseofthruté:éoreey awathod€ten Evenrwheee a safer and

more secure password is;used ta. ererypL the, dag gbject Mhs.ser &s gllkupabledo2Q,.eqntrol the
manner in which the data object is_utilized, 12]% once the password and Ehe data ot%;i%t have heen

distributed, the per| %S%}Fﬁ)c}ﬁlé\%(iiplﬂgl%%%' i Wit De completely wanstérred o the fecelving user.
For example, whefe 8 1&%F @Pchits & dhidopirctlatdiSeAds & t6ZB&hotheFRSeaEen via the
Internet, the receiving ¢esetr €anssiillwheiribatestherdateagbjeet witheutamy ednsideration for the security

of the object. For exarppley,a-thifdpartymayirealy distihute; the password with the encrypted data file,
or remove the encryption altogether 30 and thereby allow a plurality of unknown users to access the

data object. These limitations make it very difficult for a user to securely control the data

contained in the electrorfic S5HTeNSSuRANGS Gt the (YRhtiche 1Y 8¥irefadit of Hepresent
invention, there is pfdvided somethachferrskeceingygatacdistidutachbpalfirst nser tohat least one

recipient usey, corpprisingthesters,of tespanding {0 anequesidremdbodirsidisesdq epciypt the data
with a key; and, recog%i g thgf‘}llggatiiosn ofO trrllg kqi%ig %dftgiablasse]t gvchee{ggl on 5h%ggijggasg receiving a
request from the ajf‘feas one recipient user for autﬁorlzatlon, providing the Key to the &t least one

redpmntuserupoﬁ%ﬁﬂﬁgniﬁﬁn?ecessary data to decrypt the data file.
Moreover, where the user is not technically proficient, an

election of an easy to break password could mean the data
15 object is easily decrypted through the use of “brute

force” methods.

Even where a safer and more secure password is used

to encrypt the data object, the user is still unable to

20 control the manner in which the data object is utilized,
as once the password and the data object have been
distributed, the permission to manipulate the file will be
completely transferred to the receiving user. For example,
where a user encrypts the data object, and sends it to

25 another location via the Internet, the receiving user can
still distribute the data object without any consideration
for the security of the object. For example, a third
party may freely distribute the password with the
encrypted data file, or remove the encryption altogether

30 and thereby allow a plurality of unknown users to access

the data object.

These limitations make it very difficult for a user
to securely control the data contained in the electronic

35 file.



In one embodiment, there is provided a further step of the database receiving rules arranged to
constrain the 15 at least one recipient user's interaction with the data. In one embodiment, the step
of authorizing comprises the further steps of comparing an identification profile of the at least one
recipient user With2a0pfgsdestermined 20 criteria, wherein the at least one re&igieAt M8 sthorized if
the pre-determined criteria matches the identification profile. in one embodiment, the identification
pro 1 includes at least one criterion characterizing a chagacteristic of the at least one recipient user.

In one embodiment, the first user interacts with a Client application, the client application requesting
the key from a cenfiahseweesr tHeongRmbedinent, the at least one user interacts wicn at leazt one
receiver application, the at least one receiver application being arranged to request 35 authorization
from the central source tc decrypt the data. WO 2009/079708PCT!AU200W001898 -4  Inone
embodiment, the key is gtRefated 5 oRSBT fre REntrAFsBhTESHd HE St AP pliAET I Bne
embodiment, the centraf dedrce omhprdes ars gamketper debdcd betangedteprotect tHelsemver from
unauthorized ysersiser th) ane Bsabedinienttheiganiral saskee fudtherdempbgses.a legging service
arranged to log any acfiyity, 10 on the data by fhe (ecipieghuset. =38 Onggrmbediment, the,data is

included in a file wiranper as an encrypted data string.
thepdata with gpkey; and, gecording the location of the

key in a database, wherein on the database receiving a
request from the at least one recipient user for
10 authorization, providing the key to the at least one

recipient user upon authorization.

In one embodiment, there is provided a further step
of the database receiving rules arranged to constrain the

15 at least one recipient user’s interaction with the data.

In one embodiment, the step of authorizing comprises
the further steps of comparing an identification profile
of the at least one recipient user with a pre-determined

20 criteria, wherein the at least one recipient user is
authorized if the pre-determined criteria matches the

identification profile.

In one embodiment, the identification profile
25 includes at least one criterion characterizing a

characteristic of the at least one recipient user.

In one embodiment, the first user interacts with a
client application, the client application requesting the

30 key from a central source.

In one embodiment, the at least one user interacts
with at least one receiver application, the at least one
receiver application being arranged to request

35 authorization from the central source to decrypt the data.



5In one embodiment, the file wrapper is a secure document arranged to be processed by the receiver
application. In one embodiment, the data object is provided with a 20 secure envelope arranged to
enclose the data such that when the data is within the envelope, the at least one recipient user's
interaction witt¥AeY#e4&8onstrained by the rules established by the first d&eyAU2PBAYSEEINd aspect
of the present invention, there is provided a system for securing data distributed by a. first user to at
least one recipient user, comprising a module arranged fbr fesponding to a request from the first user
to encrypt the data with a key; and, a routine arranged. to 30 recording the location of the key in a
database, wherein on therdatahasenieeevingha requesidfegmithegtneasttont tecipient uderdae

authorization, providing he keyto-the atleasionerresipientyiserunon,authorization. 05In one
embodiment of the second aspect,-abase WO 2009/070708PC1'/AU20081001898 -5-, constrain the

at least one recipient user's interaction with the data. In a third aspect of the present invention,
there is provided a’€brApate? oGt ebmprising el ezt ofeiRSFuSRRIorhtrdlling a computer
system to impkemerd tteinethad-irnsacsardanae vatigthd first paspeetadf thbgresemanveéntion, 10 Brief
Description of the Drawings- i damnpediments of the present invention will now be described, by way
of example only, with reference to the accompanying drawings in which: Figure 1 is a block

diagram of the system in accordance with one embodiment of the present invention; and
In one embodiment, the central source further

comprises a logging service arranged to log any activity

10 on the data by the recipient user.

In one embodiment, the data is included in a file

wrapper as an encrypted data string.

15 In one embodiment, the file wrapper is a secure
document arranged to be processed by the receiver

application.

In one embodiment, the data object is provided with a
20 sgecure envelope arranged to enclose the data such that
when the data is within the envelope, the at least one
recipient user’s interaction with the data is constrained

by the rules established by the first user.

25 In a second aspect of the present invention, there is
provided a system for securing data distributed by a first
user to at least one recipient user, comprising a module
arranged for responding to a request from the first user
to encrypt the data with a key; and, a routine arranged to

30 recording the location of the key in a database, wherein
on the database receiving a request from the at least one
recipient user for authorization, providing the key to the

at least one recipient user upon authorization.

35 In one embodiment of the second aspect, the database

is arranged to receive rules, the rules being arranged to



Figure 2 is a flow diagram of the operation of one aspect of the system in accordance with the
embodiment of 20 Figure 1; and Figure 3 is a flow diagram of the ope: ion of a second aspect of
the system in accordance with the embodiment of Fiaure 1; and Figure 4 is a block diagram
illustrating the ¥&Me99269368ponents in accordance with the embodiment oP Flgapaos/andos Figure ti
is an example of a. file wrapper in accordance with an embodiment of the present system; and Figure
G illustrates an example of the secure data 30 object in &cordance with an embodiment of the
present system; and Figure 7 illustrates another example of the secure data object in accordance
with an embodimenipithearasentsysenms aWO 200943 108RE TIAEF26081004 8. « 6i-detailed
1-)eof thPreferred I%riq:q,?cg@gr;&a@gf_erring to Figure 1 an embodiment of the present invention is
arranged to provide a system for securing S data comprising a central source 100 arranged to respond
to a request from a first user to encrypt data with a Rev and an authorizing service arranged to receive
a request for authorizationraad Wherduperectecelving easer gsauthokizetthé Peceitingtsset $s directed
to the key for o;degsypiingdae gdatmmpuis this:erghbadimenidhe systeratanctemethegdalogy and

associated software, ANC/QE barsivars, ARRIiGANION 10 A¢CQrdangs, with thisrhodigianof dhig invention
may be a method in accordance with the first aspect of the

present invention.

10 Brief Description of the Drawings

Embodiments of the present invention will now be
described, by way of example only, with reference to the
accompanying drawings in which:

15 Figure 1 is a block diagram of the system in
accordance with one embodiment of the present invention;
and

Figure 2 is a flow diagram of the operation of one
aspect of the system in accordance with the embodiment of

20 Figure 1; and

Figure 3 is a flow diagram of the operation of a
second aspect of the system in accordance with the
embodiment of Figure 1; and

Figure 4 is a block diagram illustrating the server

25 components in accordance with the embodiment of Figure 1;
and

Figure 5 is an example of a file wrapper in
accordance with an embodiment of the present system; and

Figure 6 illustrates an example of the secure data

30 object in accordance with an embodiment of the present
system; and

Figure 7 illustrates another example of the secure
data object in accordance with an embodiment of the
present system.

35



15 executed on a device such as an example device shown in Figure 1. In Figure 1 there is shown a
schematic diagram of a central source, which in this embodiment is a server 100 suitable for use with
an embodiment of the present invention. The server 100 may be used to execute 20 application and/or
system service¥ @aeH/A¥H8ystem and method for securing data in accordae® WP ¥fodiment of
the present invention. With reference to Figure 1, the server 100 may comprise suitable
components necessary to receive, store and execute appropriate computer instructions. The
components may include a processor 102, read only memory (ROM) 104, random access memory
(RAM) 106, an inpuiéautput-deviees sushiamdise drivesths: énputdiaitesiibéfsuch 30 as an
Ethernet port, a LIM port, etc), display 112 such as a liquid crystal display, a light emitting display or
any other suitable display and communications link 114. The server ingludgs il[}structions that may be
installed in ROM 104, RAKF 185 s Ariteg408 andthay e axBeited By the 35 hrocassor 102.
There may be providetaplomlifysobesmnuatcatoP ks 224 IFEE weay Va0 Fsiy'ebARECt to one or
more computing deldees sdatbasServers, persardl A 2069109 7TABRCIHAI 200846061888 - 7 -
computers, terminals, wireless arhandheld computing-daviees. Atdegstons ob aplyiiof xey
communications link maége connected to an external comglutinég ?}%tw%rlééhigpeugah %telegh%ne line or
other type of comnfiitcafior  POX HE biid FAHiICUIAT efbodiment the device may inciade Storage
devices such as a @3¢ VP8 BiHidiPThayrBAcoRmPASSRBRd 3tdte HRiVES HakF &iscdtives, optical 10
drives or magneticdapadltivesdT hasereersli 0myay sise aisinglecdiscadtiviesortimellthae discxdrives. The
server may algp use-R siftable-oReratingsystem 116 which resides on the disc drive or in the ROM of
le server 100. 15In some embodiments, a first user utilizes a computer 120 to execute a client
application 130. The computer, in one example, can be a personal computer using an Intel/AND

chipset having an operatif§ $y/3iemSRAHIFRIENE', MARETSEBAL AT ARHY s§Sems, or as a

person skilled in associated software and/or hardware application in

accordance with this embodiment of the invention may be

15 executed on a device such as an example device shown in
Figure 1. In Figure 1 there is shown a schematic diagram
of a central source, which in this embodiment is a server
100 suitable for use with an embodiment of the present
invention. The server 100 may be used to execute

20 application and/or system services such as a system and
method for securing data in accordance with an embodiment

of the present invention.

With reference to Figure 1, the server 100 may

25 comprise suitable components necessary to receive, store
and execute appropriate computer instructions. The
components may include a processor 102, read only memory
(ROM) 104, random access memory (RAM) 106, an input/output
devices such as disc drives 108, input devices 110 (such

30 as an Ethernet port, a USB port, etc), display 112 such as
a ligquid crystal display, a light emitting display or any
other suitable display and communications link 114. The
server includes instructions that may be installed in ROM
104, RAM 106 or disc drives 108 and may be executed by the

35 processor 102. There may be provided a plurality of
communication links il4 which may variously connect to one

or more computing devices such as servers, personal



20 the art would appreciate, the computer can be a mobile device such as a PALM' or IPAQ' device
arranged to perform comouting functions. In this embodiment the client application is a. 25 software
program implemented in any computer language arranged to reside on a storage device of the
computer 120. Wthmnexamples of implementation of the client application 1BOTs\pessibEstscluding,
but not limited to the computing instructions stored in ROM, programmable 30 array, optical drives,
smart cards, memory units, nonvolatile memory modules; The client application 130, in one example
has an interface arranged for the user to direct any input or output, or, in other examples, the client

application 130 is empedded with.an.existing 35, software o Ppesaling systemappliayon, such as,

without limitation, %pen Office', or Microsoft éﬁ‘lce'f, and Ehel[g Xaddci)r}g ag%lirtrilgg?l futrzlgtci)onali ties to
these software, STAECEIReNt Applic&AST 130%a¥ a BommbiAicaton port arrangad 1o tommunicate

with the server 100} WheRayuser SinaizeactheamslicatibAIzd. tReapphdatbriesyestitacts the

server 100 via a sechrecgnnactien spobas 4 55 otrSStheenneggtiorn in omenexainple ] thesapplication
sends its unique identification code, or IP address or other information for the server 100 to identify the
user 10 and the computer 120 in which the user is operating from. This allows the server 100 to control

the security of the system for securing data by allowing authorization of any communication session
between the client applicafoP1B0RHI e de e LOODSIBFE ahf SuER EbRTMUREatiBR Sed8ions 15
can be sustained. stodnesgmésenbedinenty, withaeferencétoFgures2 whédinstmeser utilizes the client

application 130 to geleschdatasresniring gRaRPtigni(¢02). Hae data san @xistinsthesgl ferm of files 101,
addresses, poiontera or ob'e%tg. E’X usin Ehe‘__interf%ce the firs& er (%%Qfggagl%r&d rr%c QL otherwise

reference andL select the data as heeded. On%‘gethe]fﬁgse gr'e se e_‘cteS , the client a atloﬁ 130 can

begin the security Sroese rédifedté Gechre MelgdRle disc drives. The ‘server 100

may also use a suitable operating system 116 which resides

on the disc drive or in the ROM of the server 100.

15 In some embodiments, a first user utilizes a computer
120 to execute a client application 130. The computer, in
one example, can be a personal computer using an Intel/AMD
chipset having an operating system such as Windows™, MAC
08™ or Linux operating systems, or as a person skilled in

20 the art would appreciate, the computer can be a mobile
device such as a PALM™ or IPAQ™ device arranged to perform

computing functions.

In this embodiment the client application is a

25 software program implemented in any computer language
arranged to reside on a storage device of the computer
120. Other examples of implementation of the client
application 130 is possible, including, but not limited to
the computing instructions stored in ROM, programmable

30 array, optical drives, smart cards, memory units, non-
volatile memory modules. The client application 130, in
one example has an interface arranged for the user to
direct any input or output, or, in other examples, the
client application 130 is embedded with an existing

35 software or operating system application, such as, without
limitation, Open Office™, or Microsoft Office™, and

thereby adding additional functionalities to these



25 In the embodiment described herein, the security process initiates by sealing the data (204) to
create a data object such that all of the data (either existing as a file, object, address, pointer or any
combination) can 30 he integrated and referenced as a single secure data object 140. Once the
secure data o} MM 1878¥eated, the secure data object 140 is then descritfet W88/ &8 where the
user can assign permissions or rules to describe the object (206), The permissions or rules are
arranged to 15 control the manner in which the data objéct-140 can be interacted with or manipulated.
In one example, the permissions may demand that the data files within the WO 2009/079708PC I/A
U2008/00 t898 securetdataobject 140 are read only, or print only. In another example, the
permissions or rules may include what level of users within any specific IF address range using a

specific type of computer, oftw re can access g:e files W ereupgn t %ng@isgﬁons have been set
by the first user, the clienta cafio o% 1%p§row €es afuln3c%on% ty “for the first user o eStablish an

Access Control List{P63y |(§Ppﬁﬁ’fﬂ§‘é’§%qn§’€6f PcibiehPGs&R A RRoli28d. 16t réeer?Eand interact
with the secure dataobject 146s Thiecacoessicontroblistlédn intbre axahiptealsndafife the

authentication schegig-necessaty factherecinientuserdoda-avthesnticatet fof exampledhg scheme
could demand tha remp_g‘g% user | be 2 ppe erati frgm a éggh%%gr wgﬁelliaaézﬂt@g]:@gﬂtlﬁcatlon
r or

code, or the user |s operating oma spec |cnloc networ II\]]pproved by some form of
biometric scan. Th%%%oh%%l}galfﬁutﬁe’é"?wbiﬁd%%lé’ﬁbr‘éﬁﬁa‘?e o?ﬁe ASBRESSt ffhenticating- a

recipient user. 20 other information for the server 100 to identify the user
10 and the computer 120 in which the user is operating from.

This allows the server 100 to control the security of the

system for securing data by allowing authorization of any
communication session between the client application 130

and the server 100 before any such communication sessions

15 can be sustained.

In some embodiments, with reference to Figure 2, the
first user utilizes the client application 130 to select
data requiring encryption (202). The data can exist in the

20 form of files 101, addresses, pointers or objects. By
using the interface, the first user can drag and drop or
otherwise reference and select the data as needed. Once
the files are selected, the client application 130 can
begin the security process required to secure the data.

25

In the embodiment described herein, the security
process initiates by sealing the data (204) to create a
data object such that all of the data (either existing as
a file, object, address, pointer or any combination) can

30 be integrated and referenced as a single secure data
object 140. Once the secure data object 140 is created,
the secure data object 140 is then described by the user,
where the user can assign permissions or rules to describe
the object (206). The permissions or rules are arranged to

35 control the manner in which the data object 140 can be
interacted with or manipulated. In one example, the

permigsions may demand that the data files within the



In this embodiment, upon the establishment of the access control list, the client application 130 begins
the encryption process (210). In one example, the encryption process uses AES (Advanced Encryption
Standard), or US 25 Federal Information Processing Standard (PIPS) (see for example
ihttp://www.nistgoweesRy@r other encryption methods as appreciated by aRersdrngiaiesas the art. To
initiate the encryption process (210), the client application 130 either self generates a key arranged for
30 encryption, or in other examples, retrieves a key fromgthe server 100. During the encryption
process, the key is not encrypted with the data object 140, and thereby any encrypted secure data 140
ohbject will n(;)t Conkt)%i@ctﬂﬁeﬂaigtpéoxsiﬁgé@tstmrog devel of protestion, as haekers 3nmwyshingito decrypt
the secure data object 140 cannot utilize methods such. rute f . pt the secure
data object 140 as e ]%?/l;s %%?Wﬁ?n’ thtgerlllgef:)ﬁzrltizmlzglg(%%}%1 a%%otige%ﬁ@ﬁzl gﬁg%%%o%mat

arrangement provid€d HatInIy88ERs With1he eedRsddd Hont & SPHaRSand Aaep&idsht source
from the secure data sbfect 140 darpdeciypttheseeuresddtzmahijectcds0 .35 Cpon thescoigletion of the
encryption progess (210), the client application 130 will return the secure data object 140 as fully

encrypted (212). In one example e serre daje obieql 140, p.orsated by ataghingdne Jo gocrypted

data files to a file wrapper 500, w can be_implemented in XML or_another suitable computer

language. - In the &&Fhple-ife fite-FPpFEBAC a5 SHowt th BV 85t ofides natsata 56% to
describe the securéiatslobjdct =0 sirshrthae veiramie 8bjezbisbera@ted WRRAtathkr¥iée Feceiver or
client applications hy the usek dhempplicatien is infermed of ¢he pfermatice relating e the-secure data

object 140 to {herepy assist iy he secyring progess; as hereindescribeda [he s6¢ure daigobject is
stored as a file residing In memoré/ or on itolréa%e device 20 on the comgléter, 20. th'fr'{St user can
ia i

have the option of GISHHBH the Sbjet fstfiBttion cRERNET TS in"the form of email, F 1P, SSH,
storage, CD, USE devieen hbAa/biatile srémiry bf offsrackomciBfngecipient user to

be authenticated. For example, the scheme could demand
that the recipient user be operating from a computer with

15 a certain identification code, or the user is operating
from a specific local network, or has been approved by
some form of biometric scan. The person skilled in the art
would also appreciate other variations of authenticating a
recipient user.

20

In this embodiment, upon the establishment of the

access control list, the client application 130 begins the
encryption process (210). In one example, the encryption
process uses AES (Advanced Encryption Standard), or US

25 Federal Information Processing Standard (FIPS) (see for
example ‘http://www.nist.gov/aes’) or other encryption
methods as appreciated by a person skilled in the art. To
initiate the encryption process (210), the client
application 130 either self generates a key arranged for

30 encryption, or in other examples, retrieves a key from the
server 100. During the encryption process, the key is not
encrypted with the data object 140, and thereby any
encrypted secure data 140 object will not contain the key.
This provides a strong level of protection, as hackers

35 wishing to decrypt the secure data object 140 cannot
utilize methods such as brute force methods to decrypt the

secure data object 140 as the key is not within the secure



25In one embodiment, the receiver application 132 resides on a recipient user's computer 122,
arranged to decrypt a secure data object 140. Upon the possession of e secure data object 140, the
recipient user initiates the receiver. application 132, which in one example may be 30 integrated into
an email softw3¥e R&erEP8by automatically initiate when the secure data obfidét F2§9¢E¥8ived by
email. With reference to Figure 3, the receiver application. communicates with the server 100, and
establishes a secure connection with the server 100 (302p 35 The server 100 begins an authorization
process (304) whereby, in one example, the receiver application 132 sends an identification code to
the server such thagihe W 200910197 08RC EALI2Q08/001898 arldemeacipipiiuselds idamified,

In other examples, iis recipient user js raguired,fo_enter suffigient details i he authentigated. The 5

authenticated method are those already defined by the first user when ttlje,secure Object 140 was
created, and as defiREFRHVEhay Mt/ofie bicHetr eSS hasswords aliestions or@Rer forms of
authentication as adssrspRtskillerl inahezat dotid apprtiatet?0  Upon the successful
authentication £304) of the - recipient user, the receiver application 132 queries the server 100 for

permissions relating to thg specific rights and aceessarermuissions.306) allowed by the ifsf user for 15
the recipient user. Once these rights li:r,e received, the re if)iernttuser i%gfund to only&'g}::eract with the

permissions and ruf&$ a8 tethedIRPhetRst BBer 17 sBe eXamplas, Whera the Tecipient user is only
allowed to view thecBormehts 6Pa datd HlelWithinctaerdexdird ¥bta 2016bjeBeL £5a Brbfvsef iinitiated
by the receiving appdicatien d32aThe tsewsen 5 axanged tedisplay thefileiondy tared rejects any

attempts by the recipiept ysertosedit thafiles +o a file wrapper 500, which can be

implemented in XML or another suitable computer language.
In the example, the file wrapper 500 as shown in Figure 5
provides metadata 502 to describe the secure data object
140 such that when the object is opened with either the

15 receiver or client applications by the user, the
application is informed of the information relating to the
secure data object 140 to thereby assist in the securing
process as herein described. The secure data object is
stored as a file residing in memory or on storage device

20 on the computer 120. The first user can have the option of
distributing the object via a distribution channel 135 in
the form of email, FTP, SSH, storage, CD, USB device, non

volatile memory or other electronic forms.

25 In one embodiment, the receiver application 132
resides on a recipient user's computer 122, arranged to
decrypt a secure data object 140. Upon the possession of a
secure data object 140, the recipient user initiates the
receiver application 132, which in one example may be

30 integrated into an email software and thereby
automatically initiate when the secure data object 140 is
received by email. With reference to Figure 3, the
receiver application communicates with the server 100, and
establishes a secure connection with the server 100 (302).

35 The server 100 begins an authorization process (304)
whereby, in one example, the receiver application 132

sends an identification code to the server such that the



25In this embodiment, the receiver application 132 begins the decryption process (308), which firstly
requests a direction to the decryption key from the server 100, which is the key used to encrypt the
secure data object. The server 100 may store the key within. the 30 server, in which case the key is
transmitted to tWe peeewerapplication 132. However in some examples, the?k@yawiapds stesed in a
separate server in a different location, and accordingly, the server 100 will send only a direction to the
receiver application. 132 to retrieve the 35 key from the separate server. In yet another example, the
key may be stored in a separate storage media such as a smart card or USp key or CD ROM, in which

case, the server 10Q sepds.a diregtion; to the-racepversapplication to direct the user to find the relevant
storage media housing the key. Upon the successful possession of the key (308), the receiver

application 132 decrypts the secure data object (310) and delivers the data to the recipient user
subject to the constraints Tlre2ieldstass By théPeFRisdiarie and Fhfes’as &FFHgEE By the first
user (312). Each 1emamipsiativincorinterdetien tise recibiertwiske ntakes-with tAdrdata is recorded and
the logs are returnggh to the: sernes d0Rforstorage angberview£3a4): def iV4th neferenee to Figures 4,
in some embodiments (e {3 server. 109 comprisgs 2 pumber of soryer.comagpents inglding.. but not
exclusively limited to; a gatekeepér service 410; an authorization service 412; an administration

service 414; 20 an {6ty Serheda 182 Ya A% SeRETH18: &7 RackAfiFeerity 419.

questions, or other forms of authentication as a person
skilled in the art would appreciate.

10

Upon the successful authentication (304) of the

recipient user, the receiver application 132 queries the
server 100 for permissions relating to the specific rights
and access permissions (306) allowed by the first user for

15 the recipient user. Once these rights are received, the
recipient user is bound to only interact with the
permissions and rules as defined by the first user. In
some examples, where the recipient user is only allowed to
view the contents of a data file within the secure data

20 object 140, a browser is initiated by the receiving
application 132. The browser is arranged to display the
file only, and rejects any attempts by the recipient user

to edit the file.

25 In this embodiment, the receiver application 132
begins the decryption process (308), which firstly
requests a direction to the decryption key from the server
100, which is the key used to encrypt the secure data
object. The server 100 may store the key within the

30 server, in which case the key is transmitted to the
receiver application 132. However in some examples, the
key may be stored in a sepérate server in a different
location, and accordingly, the server 100 will send only a
direction to the receiver application 132 to retrieve the

35 key from the separate server. In yet another example, the
key may be stored in a separate storage media such as a

smart card or USB key or CD ROM, in which case, the server



Each of these services can be deployedan individual 25 server, or in the example as shown in Figure
4, exist as computer software implemented in a computer language, machine code or ROM within the
server 100 to provide functionality to each of these server components. Each of these services are
arranged to com@minddatsoxith other 30 services and are combined to proviBleiAd &88/e¢1390 to
provide a system and method of securing data in accordance to one embodiment of the present
invention. in the embodiment described herein, when-the client 35 application or receiver
application is in communication with the server 100 the gatekeeper service 410 initiates the session

between the applicatigns {13Q, 132);with the WMA2Q0073488REPAL200%/001898 43 server 100.

Once initialized, the gatekeeper service 410.dir cts the aRpIich%n 1Q connect to ik at%hegiication
) 3 £h €

service 412 to auth%e%ﬁ(e:gfe euser” t%yfd'l?gctmgealﬁnlt?ﬁ connecf?ons?I through the ggteJ[(%%per

service 410, security*® ftfther enhanced on the server as the gatekeeper service 410 is arranged to

filter out malicious and/or blacklisted web connections which may compromise the security of the
server compongents 10 408, personssidlied drthe adsvidd apprecatmthatdieresare)-matyevariations
in which the gatekereé)er service 410, c%répg 1 rﬁgmf&gég%ggugﬂgg, !@é@&@éll@g@g tgk%r&rgware

able of: analy

and/or software firewgl?é‘éﬁvlfcap\ﬁ ichis ca zing incoming traffic_ 15 Should the

connecﬂonbenNeeﬁ%ﬁ%hmiﬁécﬁﬁﬁﬁﬁﬁﬁs he data to the recipient user subject
to the constraints already established by the permissions

and rules as arranged by the first user (312). Each
10 manipulation or interaction the recipient user makes with
the data is recorded and the logs are returned to the

server 100 for storage and review (314}.

With reference to Figures 4, in some embodiments the
15 server 100 comprises a number of server components
including, but not exclusively limited to;

e a gatekeeper service 410;

e an authorization sexrvice 412;

e an administration service 414;
20 e an identity service 416;

¢ a database service 418; and,

e back up service 419.

Each of these services can be deployed on an individual

25 server, or in the example as shown in Figure 4, exist as
computer software implemented in a computer language,
machine code or ROM within the server 100 to provide
functionality to each of these server components. Each of
these services are arranged to communicate with other

30 services and are combined to provide the server 100 to
provide a system and method of securing data in accordance

to one embodiment of the present invention.

In the embodiment described herein, when the client
35 application or receiver application is in communication
with the server 100 the gatekeeper service 410 initiates

the session between the applications (130, 132) with the



120, 122 and the server 100 satisfy the requirements of the gatekeeper service 410, the authentication
service 412 will then attempt to check and authorize the user. This 20 firstly involves the service to
retrieve records from the identity service 416, which stores a list of identification criteria, including, but
not limited to uB&r PfilesdRiser authentication means, passwords etc. AftePilsAdatadessieved, the
user, whether the user 2; is a first user or a recipient user, must be authenticated to continue access to
the server 100. In some examples the authentication sebdice 412 may demand the user to enter a
password key, profile details or it may detect the client In, IP addresses, computer identification code,
biometric 3D verificatioreer other impleraentsiwhichicanibe wiiesgeferergeerwitk the dataswithin the

identity service 415 in.grder to,authenticate.and authorize thecliept sessian sHehthattbe yiser may
continue to access the server com onentsg400.,35 WQ 2009/079708PCTA132008/001898 - 14

process any requeSEfof thie chiéft 130 Bt raavEFabBIicAon T2 in order to provide a system and

method of securing data as herein described. Where the first user in creating the secure data object
140 has elected to includeypermissipna®ra llesitoirestraircthenmannenn whichithie relcipient user can

interact and manipylate the secute data.abiech the adminisprationsservicer4 hReayides functionality for

these permissions tal—Td rules to be ené%red stt__oredeaneq: enforc%% A 1'8 tglg %rgboglim%ptttge
administration service 417 alfows the ¢ ?erﬁ%p%]ﬁ%aﬁon 13319 e.n?er and store at least one permission
which would constfdin tR& stbsefaeaitsaye GtHRd atk bbidtt by e dsRnFas&e Thicns
administration serwte flasrayintetfacerbreadcast tectherclient applidatioret3® referepoingrthe secure

data object created by thg fisstuser. bxone exampleraf the intpHace, hedirstusercamselect from a list
of permissions to cL scribe the secure data Olgjfgt 140, Thﬁg}.lzotwéesgi&cggeee Ig‘)él} ngégmitgcei to the

read, write, print pe Gdssion of the: ?ﬁa?%acﬁgct; aﬂé, o w, .

410 can be implemented, including, but not limited to a
hardware and/or software firewall service, which is
capable of analyzing incoming traffic.

15

Should the connection between the user’s computer

120, 122 and the server 100 satisfy the requirements of
the gatekeeper service 410, the authentication service 412
will then attempt to check and authorize the user. This

20 firstly involves the service to retrieve records from the
identity service 416, which stores a list of
identification criteria, including, but not limited to
user profiles, user authentication means, passwords etc.
After this data is retrieved, the user, whether the user

25 is a first user or a recipient user, must be authenticated
to continue access to the server 100. In some examples the
authentication service 412 may demand the user to enter a
password key, profile details or it may detect the client
ID, IP addresses, computer identification code, biometric

30 verification or other implements which can be cross
referenced with the data within the identity service 416
in order to authenticate and authorize the client session
such that the user may continue to access the server
components 400.

35

Once the authentication process has been successfully

completed, the server 100 is now able to proceed to



the copy petit. ssion of the data object; a the share permission of the data object; and, 25- the
redistribution of the data object; and, specific time periods allowed to access the dat.a object; and,

the person or group of persons allowed to access the data object; and, 30- who, or in what
circumstances W@ 13k up of the data object permitted; and, the locat®RfAT/BEHHEMNBOrk or
geographical location of the computer allowed to access the data object. 35 - 15 - can sedect a submit
button or switch which triggers the database service 418 #0 record the rules and permissions with
reference to the secure data object 140 to a _database. The database, as can be appreciated by a
person 5 skilled in fie addBcluglesrbytisdiotdistitechto, RelatienalkdatarBase Management System

(RDEMS) such as Qracle. of Migraspit Aqcessi,ohischotenied database ystems,Jaf flgs or other

file structures. Once the rules and permissions are written, to the database, they lo can he retrieved

when a recipient uS&FYEMRRARES 15 Thé T&foten P & Hatl 5hj8ct- Bperatisit ob thetsystem wil

be described with creating the secure data object 140 has elected to include

5 permissions or rules to restrain the manner in which the
recipient user can interact and manipulate the secure data
object, the administration service 414 provides
functionality for these permissions and rules to be
entered, stored and enforced.

10

In this embodiment, the administration service 414

allows the client application 132 to enter and store at
least one permission which would constrain the subsequent
usage of the data object by a recipient user. The

15 administration service has an interface, broadcast to the
client application 130, referencing the secure data object
created by the first user. In one example of the
interface, the first user can select from a list of
permissions to describe the secure data object 140. These

20 rules include, but not limited toj;

- the read, write, print permission of the data object;
and,

- the copy permission of the data object; and,

- the share permission of the data object; and,

25 - the redistribution of the data object; and,

- gpecific time periods allowed to access the data
object; and,

- the person or group of persons allowed to access the
data object; and,

30 - who, or in what circumstances if any is back up of
the data object permitted; and,

- the location, both the network or geographical
location of the computer allowed to access the data
object.

35
Once the rules are established by the first user, the user

can select to save the rules via the interface. The user



reference to the process as outlined in Figures 2 and 3. 1 Firstly a. first user prepares and selects the
data required to he encrypted and distributed. This can be in one example, one or more data files
including documents, spreadsheets, emails, text, graphics, multimedia or other forms of computer
data. Upon selectionoitms data, the 20 first user opens the client applicati®e /30 wbhcioispone
example exists as a software application running on the first user's computer (202). Once the
application is initialized the client module contacts the.semyer 100 wherein the gatekeeper service
executes a series of checks 25 to verify the integrity of the connection (203). Once the gatekeeper 410
allows the connectio, the authorization.servise 412 isexecHted ko authenticate the-ysersuch that the
user can be identified as an authorized cregtor of a secur. ject. n the user being.authorized
through 30 matchir‘%l 5 aesfaeqsuel’rlévrﬁé:r?ts%’f%théoaulfﬁ(o:ﬁfgteio%ﬁéerﬁi_l(lzfegé.agt%esegrﬁgﬁﬁg loﬁ?gs’password,
key or a biometric ¥eéd), #7 EFREMCSp IR alBR RftntBs8 r8dAEHTE contéctiBn ith the server 100
and allows the used4a addshe detta fifles: rguieng @acosptioptodppnersetwe dataB8Pelbject In some

examples the yserdnay deag ppe(dngre filesinieithe, interfacesohthe alient egplieatjon 132 and select

to close the data object such that the files are W02009/079708PCTIAIF 20084001898 - 16 - then
combined to form egjesﬁr:%% dafa ofﬂ?etc?( 6%). Malljr? ﬂﬁg%?ntbo iment fr‘]ae first u)ser Is directed to the

server's administratioRSetvice 14 Gretety R frttiser RPgieh diF oFBSRmitRA o EeSSibe the
manner in which theydatamshje il 240 £ahdse nanipiihtad by deesipiesttysessin Oncexammple the first
user accesses the intedace andisproyidashwith varigusules and paenissionseecontiobthe manner

in\thhthe(Eya(%@%nQQHEEErieﬁed when a recipient user gains access to the

referenced secure data object.

Operation of the system will be described with
reference to the process as outlined in Figures 2 and 3.
15 Firstly a first user prepares and selects the data
required to be encrypted and distributed. This can be in
one example, one or more data files including documents,
spreadsheets, emails, text, graphics, multimedia or other
forms of computer data. Upon selection of this data, the
20 first user opens the client application 130 which in one
example exists as a software application running on the
first user’s computer (202). Once the application is
initialized the client module contacts the server 100
wherein the gatekeeper service executes a series of checks
25 to verify the integrity of the connection (203). Once the
gatekeeper 410 allows the connection, the authorization
service 412 is executed to authenticate the user such that
the user can be identified as an authorized creator of a
secure object. Upon the user being authorized through
30 matching of the regquirements of the authorization service
(e.g. the entering of a password, key or a biometric
scan), the client application continues to maintain a
connection with the server 100 and allows the user to add
the data files requiring encryption to form a secure data
35  object. In some examples the user may drag one or more
files into the interxrface of the client application 132 and

select to close the data object such that the files are



10 manipulated. Some examples of these options have been previously described. The rules and
permissions are enforced by the receiver application 132 which is used to access the secure data
objects 140 by the recipient user. Once the rules and permissions are entered and selected, 15 the
user can select®30¥M®3Witch or button which triggers the rules to be writttatd Hi88404B%%e via the
database service of the server 100. In this example where permissions are written to the database, it is
written in the form of an Access Control List (ACL) (268)1which is 20 then stored back by the database
service 418 of the server 100. Upon completing the selection of permission and rules for the data files
or objects the user gavrereiypt thed? Scoltjeets €21 nlenesxanyilg sitve cleok application 130 then
creates a key to encrypt the data to form a secure data object. The encryption process ensures that

the key is not embedded into the secrlﬂ'?e ata oigjeg su%h th%t the secure 8?{%}; on étstown will not in
any way reveal the 30 en&F/ptihkey™ 1T ahBier eximple- e Ciient applicafion 130 requésts a key

from the server 10GaWHRR’ Ferichaicsis FaRGS Ik ERITItEE for daty ReeAMtion  Antdption isggiven to
the user to stoee thekeyi o thasenmrd00,0f te staredbedelbelsevherehutindicatetd the server

100, 35 where the kgy igigtored;syichthatan authesized regipient usercan be diregted,to the key. This
arrangement reducesetpe r}%mgggogkeaﬁ?itgr%ggnftpg erl\ﬁgg%og, theeé%b [ -tllg - sl%rteaditng- the risk
of a security breach 16 other sévers. Th this process, a Racker would Tave ana ditionar hurdre to find

the relevant key sifEEtHES|REABH IE Aot iHhh eifateR RN G 36 aRYURRRAGT PGSt Once the
client application hasm@enonyptetdd¢haaata selectedh byltheHiestaser; alseeate dWafalobject is formed by
the client appligation, 438uYpeadhe sonepletianof the grcpmiion prgeess &1 fheisesyred data
object 140 is iD reac%ye to QS dfpl%/eesgct&%réydnug}peer lg)&}l:g%ipiaenné use}g%ihsrgggg 2 (Jg%téibution channel
135. In some exan?p &< the Tirst user can simply email the secure ‘Bbject o a single or multiple

recipients or can dREfHESReBhjERDFgce1ver application 132 which 1s used to
access the secure data objects 140 by the recipient user.

Once the rules and permissions are entered and selected,

15 the user can select a submit switch or button which
triggers the rules to be written to the database via the
database service of the server 100. In this example where
permissions are written to the database, it is written in
the form of an Access Control List (ACL) (208) which is

20 then stored back by the database service 418 of the server

100.

Upon completing the selection of permission and-rules

for the data files or objects the user can encrypt the

25 objects (210). In one example, the client application 130
then creates a key to encrypt the data to form a secure
data object. The encryption process ensures that the key
is not embedded into the secure data object such that the
secure object on its own will not in any way reveal the

30 encryption key. In another example, the client application
130 requests a key from the server 100, which generates a
random key suited for data encryption. An option is given
to the user to store the key on the server 100, or to
store the key elsewhere but indicate to the server 100,

35 where the key is stored such that an authorized recipient
user can be directed to the key. This arrangement reduces

the number of keys stored on the server 100, thereby



Compact Disc, Universal Serial Bus (USE) key or other computer readable medium. An immediate
advantage of the current arrangement allows the user to distribute the secure object through any
insecure channel, as a hacker would find it extremely difficult to break into the secure data object 140
without locatingvthenéseyrsaoelecrypt the 20 data object. As a secure data obj@CT14MENLESR encrypted
in such a manner whereby the encryption key is not within the secure data object 140, it is therefore.
extremely difficult for the secure data object 140 to be degrypted. 25 Upon the reception of the
secure data object by a recipient user, the recipient user can start the receiver application 132 as
earlier described a@ﬂﬂ@é@iﬂ% secure-data ahiest 140 ntorthe eseiver application 242-8,30 some
examples this can jnvalye se ecting the secure data QQLifé 1§9Vaen%gr ing PQQ acirogg%ipglite into the
interface provided I)}tﬁelrgcgla\:/%(r: afés lic&tion. f%ef In other examples, the receiver application may be
integrated into an EdsfiAglofRrE pEEKaRE K KRG 0EBR WorRRtERBel: PAtverPoint', Access' or
Internet Explorer' admetaéd simeilar packageso Upon theasudeessidfoadiag of the secure data object
140, the recipient user is then - 18 - authenticated by the central server 100 when the receiver

application 132 connects o the server. 100, This aﬁ@g@q%q;iqga@ag he '!H:tpgdfogﬂeofc@a[a@vision of a
physical smart card, a Uglrzli%yF ?orﬁ%%rﬁ:néat%?g S password, a unique user ID located on the user's

computer, an IP ade8S Gt arRY comMBinEtoRT alh§ f thé aBBFET6r B bth& iificatisn tediTques that
are available. Upohithéseiccéssut aathorizatibhemdlddtheHneatidhef granrekipieéanusdr thaseceiver
application 132 wilkA0-sgmmawhiGate vétistheservee 00 ansibe dirested tthaecassia dearyption key.

The decryptiap key. gy be stgjed i g sarves 100, Haweyer. By sqmedpsiaiices ug server only

stores a pointer to a relévant sefgjgtsga e location where th keg may Ibe saved. In onelexam le a
subsequent smart CRFF18biguribttéd sBRatB1y BIRESechre data Bojeet ay Stdke fiie détryption
key. In any event themehtta senaarl GO WL direstahe rebipictRUSe? to ) QHtable® IctatidRIer

or multiple recipients or can distribute the object on a
Compact Disc, Universal Serial Bus (USB) key or other

15 computer readable medium. An immediate advantage of the
current arrangement allows the user to distribute the
secure object through any insecure channel, as a hacker
would find it extremely difficult to break into the secure
data object 140 without locating the key to decrypt the

20 data object. As a secure data object 140 has been
encrypted in such a manner whereby the encryption key is
not within the secure data object 140, it is therefore
extremely difficult for the secure data object 140 to be
decrypted.

25

Upon the reception of the secure data object by a

recipient user, the recipient user can start the receiver
application 132 as earlier described and load the secure
data object 140 into the receiver application 132. 1In

30 some examples this can involve selecting the secure data
object 140 and dragging and dropping it into the interface
provided by the receiver application 132. In other
examples, the receiver application may be integrated into
an existing software package such as Microsoft Word™,

35 Excel™, PowerPoint™, Access™ or Internet Explorer™ or
other similar packages. Upon the successful loading of

the secure data object 140, the recipient user is then



retrieving the decryption key. This may require some additional actions on the part of the recipient user
such 20 as accessing a separate server or locating a physical media containing a key (e.g. inserting
the smart card to the computer 122), Once there is a successful acquisition of the decryption key the
receiver applicaioa@®@329¢em then decrypt the secure data object 140 and aR6WMBUWSHOPBTO
manipulate the secure data object 140 as constrained by any permissions and rules that may have
been set by the first user. In one example where the firstgiser has limited the recipient user's ability to
edit a document that has been encrypted within the secure data object, the 30 recipient user cannot

make or save any ghanges 1eHhedoeyment butislimited de-oaly nepdlingieaccensingeand pinating the
document. In alternative, embodiments (e secure dajaghiedt can35 eyist aga gecure envelope as

shown in Figure 6.Where the secure data o ject is a secure envelope 600, the envelope is stored as a

file which encloseHiHRARGAIC2 8820 AAYiIES 688 dibfed Rithinthe s ety tRY8IbPR600 The envelope
is fully protected uptignstieadecure tata dbfectasySEEMkeay praévieishE désciiséd Hawever, once the files
within the envelope asewsagged and rgmoveskiFonmtheds seedrecenveiepe sad antedhp wsets

computer interface (e g .the deskiap or their, oun file sysiem) the,gorrol.and Ripteelion,as gxercised
by the current system 610 Is then withdrawn, allowing the recipient user tq uI%/interact and

manipulate with th8'd&ta & hd Woidb behip $fe FEQbich Tsér Bwne he fildBGtght 605. In
this example the filSteiserargpeicate Petissions ioenatrk fatife fecgiehPisetcdriifot remove any
data file from the seeutig eBMelopger the receiver application 132 will -

10 communicate with the server 100 and be directed to access
a decryption key. The decryption key may be stored on the
server 100. However, in some instances the server only
stores a pointer to a relevant separate location where the
key may be saved. In one example a subsequent smart card

15 distributed separately to the secure data object may store
the decryption key. In any event the central server 100
will direct the recipient user to a suitable location for
retrieving the decryption key. This may require some
additional actions on the part of the recipient user such

20 as accessing a separate server or locating a physical
media containing a key (e.g. inserting the smart card to
the computer 122). Once there is a successful acquisition
of the decryption key the receiver application 132 can
then decrypt the secure data object 140 and allow the user

25 to manipulate the secure data object 140 as constrained by
any permissions and rules that may have been set by the
first user. In one example where the first user has
limited the recipient user’s ability to edit a document
that has been encrypted within the secure data object, the

30 recipient user cannot make or save any changes to the
document but is limited to only reading, accessing and

printing the document.

In alternative embodiments the secure data object can
35 exist as a secure envelope as shown in Figure 6. Where
the secure data object is a secure envelope 600, the

envelope isg stored as a file which encloses individual



isIn other embodiments where the secure data object exists as a secure document 700, the data file
itself is encrypted using the system and method as described with reference to Figure 7. In this
instance the entire file 702 must be accessed through the client application only 20 and, unless
otherwise pernteg0eantios be distributed or fully copied by the recipient usR¢T/AUZPgEOeHHOdIiments
described, advantageously do not interact with the data to be encrypted in any manner. In 25 other
words, the data to be encrypted is never "passed through9or stored on the central source. This
arrangement removes the risk of providing a centralized hub of data which could attract hackers. 30In
some embodimentsidhe systers is offeracbasd servicetochsersamnasvemoednlire Merfacehdn this

embodiment, a licepeg;is Bravided tQ,a1yseste downlaad ang-opserate the.appligationdi3ioencrypt or
decrypt data objectié)nstig aca(I:Sordan(‘:fel &‘{'}the Steps a{)regdy rﬁ%rdrt(iegfréed_ %151 Tgetligenggﬂa limit the
functionality of the aﬁ’ﬁllcarﬁon 13091 one e%ampfe,)f & free licence will'limit the appeﬂication 30 to only
decrypt a file, but ol igd}iReft 1R e WA 22RO/ VP FARES50S/804858 0" RENTEMay B extended to
allow the application<k30rto encrypofile- dndthercexarhpless the kcerowntasydimin tee-tfigecof files that

may be encrypted ordecrypied ard therebyliniting Lsekaceess te getain filese Thisms example is

particularly useful in corpqrate o group environmenésdv\@ re ach User ma gtgé%m&c_i different
licences to encrypt %rrl%«aﬂ‘%]r'f)?p{:tecc(:a£rtacl)rli1 data %ﬁieelléct‘i%)ﬁs. }?Altfl?ough not reqaéf ed, the em%o%l"lsments

described with refefeite WHHEHGIBs AR iEIehéEaARETIE dpfficafich progrdmming
interface (API) or agmtseres-ofililstaries | for sechy atdevelispala bad G am bedneladeéd within another

software applicationagusheas arteriinAas 161 sonahGamp dieh Spetalin( syseauera Horables .
computing device 03?@5'1% S¥§%l§e9ﬁ@”¥i§§@r8g@nrHA?/dLgﬂgate permissions to
ensure that the recipient user cannot remove any data file

from the secure envelope.

15 In other embodiments where the secure data object
exists as a secure document 700, the data file itself is
encrypted using the system and method as described with
reference to Figure 7. In this instance the entire file
702 must be accessed through the client application only

20 and, unless otherwise permitted, cannot be distributed or

fully copied by the recipient user.

The embodiments described, advantageocusly do not
interact with the data to be encrypted in any manner. In
25 other words, the data to be encrypted is never “passed
through” or stored on the central source. This arrangement
removes the risk of providing a centralized hub of data

which could attract hackers.

30 In some embodiments, the system is offered as a
service to users on a web or online interface. In this
embodiment, a licence is provided to a user to download
and operate the application 130 to encrypt or decrypt data
objections in accordance with the steps already mentioned.

35 The licence may limit the functionality of the application
130. In one example, the free licence will limit the

application 130 to only decrypt a file, but on payment the



is include routines, programs, objects, components and data tiles that perform or assist in the
performance of particular functions, it will be understood that the functionality of the software
application may be distributed across a number of routines, objects or 20 components to achieve the
same functionality2asotére®enbodiment and the broader invention claimed h&€MAG0F/84R2ions and
modifications are within the purview of those skilled in the art. 251t will also be appreciated that where
methods and systems of the present invention are implemoented by computing systems or partly
implemented hy computing systems then any appropriate computing system architecture may be

utilized. This will ingluderstangdAjone Copryutars: 30netwnsk compuigtsi ard dedicateh carpputing
devices. Where the [erms, computing systemy'and csampyting deice] aresedythen higse terms are

intended to cover any appropriate arrangement of computer hardware for mglementm the function

described, - 21 - 15Rn&tHBE fBF séddfity HARE dRbHEd B & ¥Rdt U5t to At &t ohe raBipient user,
combrieing the stepsefeby 1ingspomdingtraaeqeest fromahstirdtuddri®sencryptitie data with a

key; regordingsthe1lecation of the-kew i ¢ dajalbase,wheteip e datahasgreageceiving a
request for io authqrization from.t ew%géggste%r& reginient usepproyides the kertauthe At least one

.. eIV O .
recipient user Upon au%horlzatlon; broviding the fire: user with an ¢ption to eleﬁt.one or more rules to

constrain the mannerGA%5E te BRERSR bt et fienFiser car interact Mith the 75 ¢S ‘and once
the key has been provideﬁl’app].yjﬁg fiitopmequired, the embodiments described with
reference to the figures can be implemented via an

10 application programming interface (API) or as a series of
libraries, for use by a developer, and can be included
within another software application, such as a terminal or
personal computer operating system or a portable computing
device operating system. Generally, as program modules

15 include routines, programs, objects, components and data
files that perform or assist in the performance of
particular functions, it will be understood that the
functionality of the software application may be
distributed across a number of routines, objects or

20 components to achieve the same functionality as the
embodiment and the broader invention claimed herein. Such
variations and modifications are within the purview of

those skilled in the art.

25 It will also be appreciated that where methods and
systems of the present invention are implemented by
computing systems or partly implemented by computing
systems then any appropriate computing system architecture
may be utilized. This will include stand alone computers,

30 network computers and dedicated computing devices. Where
the terms “computing system” and “computing device” are
used, then these terms are intended to cover any
appropriate arrangement of computer hardware for
implementing the function described.

35



or more rules to constrain the manner in which the at least one recipient user can interact with the
data, where the first user has elected to do so. 20 2,A method according to claim 1 comprising the
further step of the database receiving the one or more rules arranged to constrain the at least one
recipient user's interaction with the data, 3. A method accordina to claim 1 or claim 2, wherein the step
of authorization further comprises the steps cf: comparing an identification profile of the at least
one recipient user with a pre-determined criteria, 30 wherein the at least one recipient user is
authorized if the pre-determined criteria matches the rdekiifieation profile. 4. A method according to
claim 3 wherein the 35 identification profile includes at least one criterion characterizing a
characteristic of the@kaénst one recipient user. 5. A method accoreing to any one of the preceding
claims, wherein the at leaet one user interacte with at least one receiver application which is arranged
to apply the one or more rulessthoA nsekhed accordingso-=clains & Whereth the at |Iéastane user
interacts with the at/gast @ae 4ecelvgr apgheation: afyaagedipaefueshauiectiZationdrandhe 10 central
source to decrypt he gata. 7. A method according to any one of the preceding claims, wherein the first
user interacts with a cI|ent_appllcraélgg°%ré§rﬁgeq éo e[e(]?_teec%t1 éké kg;_; gaprg&c%qg@é%gggrcgﬁ
encrypt the data with a key;
- recording the locatien of the key in a database,
wherein the databasse, on receiving a request for
10 authorization from the at least one recipient user
provideas the key to the at least one recipient user upon
authorization; providing the first user with an option to
elect one or more rules to constrain the manner in which
tha at least one reciplent user can interact with the
15 data, and
- once the key hags bsen provided, applying the one
or more rules to constrain the manner in which the at
least ona Yacipient user can interact with the data, whers
the first user hag elected to do s0.
20
2, A method according to claim 1 comprising the further
step of the database receiving the one or more rules
arranged toc constrain the at least one recipient user’s
interaction with the data,
25
3. A method according to claim 1 or claim 2, whereln the
step of authorizatien further comprises the steps of:
- comparing an identification profile of the at
least one regipient user with a pre-determined criteria,
30 wherein the at least one recipient user is authorized if
the pre-determined c¢riteria matches the identificatiom

profile.

4. A method according to claim 3, wherein the

35 identification profile includes at least cne criterien
characterizing a charagterigtic of the at least one
recipient usger.



8. A method according to claim 7, wherein the key es generated by any one of the central source or
the client application. 2 0 9. A method according to any one of the preceding me, further comprising
the step of using a gatekeeper service to protect the database from unauthorized users. 2% 10. A
method according to any one of the preceding claime, activity 0 mprising the step of logging any data
by the recipient user, 11. A method according to any one of the preceding claim, wherein the data is
included in a file wrapper as an encrypted data streng, 12. A method according to any one ce the
preceding claims, wherein the file wrapper is a secure ddb&ument arranged to be processed by at least
one receiver application. 13. A method according to any one of the preceding claims, further
comprising the step of enclosing the data with a secure envelope, such that when the data is within the
envelope, the at least onedrenitibrtiusers Siitnerautioarwyitiotie datdrcorstrzideddy the rules
established by the fiyshtuser, #4deAelystenefoitsersding daia diswibuteddysafiestwisentaat least one
recipient user, COmpEgipg: dda CRBULRLSYSIRN: CIDPHAINGHA PROCRSSAfraBeAOLY, afgiatabase,
and having ;.  @Jpodyle arrapged far fesponding to a request from the first user to encrypt the
data with a key, and arranged to provide the first user with an option to elect

6. A method according to claim 5, wherein the at least
one user interacts with the at least one receiver

application arranged to reguest authorization from the
10 ceritral source to decrypt the data.

e A method according to any one of the preceding
¢laims, wherein the firet ueser interacts with a client
application arranged to request the key from a central

15 |source,

8. A method according to claim 7, wherein the key 1g
generated by any one of the central source or the client
application.

20
9. A method according to any one of the preceding

¢laima, further comprising the step of uvsing a gatekeeper
service to protect the database from unauthorized users.

25 10. A method according to any one of the preceding
¢laimg, further comprising the step of logging any
activity on the data by the recipient user.

11, A method according to any one &f the preceding
30 claims, wherein the data is included in a file wrapper as

an encrypted data string.

12, A method acecording to any one of the preceding
¢laims, wherein the file wrapper is a secure document

35 arranged to be processed by at least one receiver
application,



is one or more rules to constrain the manner in which the at least one recipient user can interact with
the data and, a routine arranged to record the location of the key in a database, wherein the
database, on receiving a request for authorization from the at least one recipient 20 user, is arranged
to provide the key to the at least one recipient user upon authorization, and once the key has
been provided, arranged to apply the one or mere rules arranged to constrain the manner in which the
at least one recipient user can 25 interact with the data where the first user has elected that the one or
more rules be ap ied, 15. A system according to is arrafged to receive the 30 constrain the at least
one with the data. 14, wherein the database one or more rules arranged to recipient user's
interaction 16. A syslem RcRERRFPESRRERSr ERIMYS5 SRReRdn tHE BEfiTE £8Fanged to
compare an identificst#ings pratithetthecarieast vife thgipiaerusd \eriF Baftngetditifdad Triteria
such that if the pre-déterminedcure envelope, such that when the data is within

the envelope, the at least one recipient usger’g
5 interaction with the data 1s constrained by the rules
eatablighed by the first user.

14. A gystem for securing data distributed by a first
user to at least cne recipient user, comprisging:
10 = a computer gygtem comprising a processor, a
memory and database, and having
- a medule arranged for regponding to a regquest
from the first user to encrypt the data with a key, and
arranged to provide the first uper with an option to elect
15 one ar more rules to comstrain the manner in which the at
least one recipient user ecan interact with the data; and,
N a routilne arranged to record the location of the
key in a database, wherein the database, on receiving a
raegquest for authorization from the at least one rec¢ipient
20 user, is arranged t¢ provide the key to the at least one
recipient user upon authorization, and
- onge the key has been provided, arranged to
apply the one or more rules arranged to c¢onstrain the
manner in which the at least one re¢iplent user can
25 interact with the data where the first user has elected
that the one or more rules be applied.

15. A system according to claim 14, wherein the database
is arranged to receive the one or more rules arranged to

30 constrain the at least one recipient usger‘s interaction
with the data.

16. A system according te c¢laim 14 or claim 15, wherein
the routine is arranged to compare an identification

35 profile of the at least one rezipient user with a pre-
determined criteria such that if the pre-determined



- 24 - criteria matches the identification profile,at least one recipient user is authorized. 17. A system
accordingclaim 1S, wherein the s identification profile includes at least one criterion characterizing a
characteristic of the at least one recipient user, 18. The system in accordance with any of one of claixr
14 Ic to 17, further comprising at least one receiver application, which is arranged for the recipient user
to Interact with, and which is arranged to apply the one or more rules. 15 13. A system according to
claim 17, further comprising at least one receiver application, arranged for the recipient user to interact
with, and arranged to r authorization from the centralsdiftce to decrypt the data. 20 20, A system
accordIng to any one of claims 14 to 19, further ccmprising a client appliCation, arranged for the first
user to interact witfF & akABREABaBHRSt HfeREY iR HleEn Rt Be, EyezftAg%?éﬁn,
according to claim 20swherdpithatkaysy drerateddyiafrdone of a central source or a client
application. 30 22, A system according to claim 21 wherein the central source comprises a gatekeeper

service arranged torprotegt ¥iesempragsysiemdoridialtherizeeadiSeaes. tad A system according
to claim 22, whereindhgcenttal soMHCe fynalcCampiisas & legoind.serder agangedaog any activity
OnthedaﬂibytheES%&§@£Q§?Eing a characteristic of the at least one

recipient user,

18. The gystem in accordance with any of one of claims 14

10 to 17, further comprising at least one receilver
application, which is arranged for the recipient user to
interact with, and which ie arranged te apply the one or
more rules,

15 13. A system according to claim 17, further comprising at
least one receiver application, arranged for the reciplent
user to interact with, and arranged to reguest
authorization from the central aource to decrypt the data.

29 20. A system according toe any one of claims 14 to 19,
further compriging a client application, arranged for the
first user to interact with, and arrangad to recuest the
key from a central source.

25
21. A system accordlng to claim 20, wherein the key is
generated by any one of a central source or a client
application.

30 22, A system according to claim 21, wherein the central
source comprlisesd a gatekeeper service arranged to protect
the computing system from unauthorized users.

23. A system according to claim 22, wherein the central
s source further comprises a logglng service arranged to log
any activity on the data by the reciplent user,



- 25 - 24. A system according to any one of claims 14 to 23, wherein the data is included in a file
wrapper as an ypted data string. s 25 A system according to claim 24, wherei wrapper is a secure
document arranged to be processed by a receiver application which is arranged for the recipient user
to interact with to 26. A system according to any one of claims 14 to 25, wherein the data is provided
with a secure envelope arranged to enclose the data sveh that when the data ie within the envelope,
the at least one recipient user's interaction with the data is constrained by the one or is more rules.
27. A method according to any one of claims 1 to 13, fuiher comprising the step of the first user
defining the 20 one or more rules to be applied, 2. A system in accordance With any one of claims 14
to 26, further compriging dn Fitstfate ePRBNATHe frsti¥erRfdeme e BRe 1t niredues to be
applied, 29. A computerplogrene, canprismgimsiradidnd forcditiellingaPe@npaterad implement a
method in accordanseswithwany aae Hf etaimsyl to 13. 3G. A computer readable medium, comprising a
computer program in accordance in with claim 29,
5 25. A system according to claim 24, wherein the file
wrapper 1s a secure document arranged to be processed by a
receiver application which is arranged for the recipilent

uger to interact with.

10 26. A pystem according to any one of claime 14 to 2%,
wherein the data is provided with a secure envelope
arranged to enclose the data sguch that when the data is
within the envelope, the at least one recipient user’s
interaction with the data is constralned by the one ox

15 more rules.

27. A method according to any one of claims 1 te 13,
further comprising the step of the Zirat user defining the
20 one ¢r more rules to be applied.

28. A system in ac¢ordance with any cne of claims 14 to
26, further comprising an interface enabling the first
user to define the one or more rules te be applied.

28
29. A computer program, comprieing instructions for
controlling a computer to implement a method in accordance

with any one of <¢laims 1 to 13.

310 30. A computer readable medium, compriging a computer
program in aceordance in with claim 29.

31. A data signal, comprising a computer program in
accordance with <laim 25.





