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SYSTEM A}TD METHOD FOR SECI]RTNG DATA

Technical Field

5 The present invention relates to a system and method
for securing data, and particularly but not exclusiwely to
a system and method for securing data objects sent in an
electronic format.

10 Backgrround of the fnvenLion

In onl-ine environments, electronic data is often
distributed from one point to another. Where there is a

necessity to secure the data from unauLhorized usage or
access, particularly in situations where the data is
confidential or requires protection, users can utilize a

system to encrlpt Èhe data prior to sending the data over
an unsecured network.

20 System and methods for encrlpting data are known.

Such systems, a11ow a user Eo sel-ect a data object, and
then by operation of a client., encrLpt the data object
with a password or other tlpe of key (such as a PIN
(personal ídentification number) a biomarker , etc.) to
create an encr)T)ted data file. This data file is Lhen

"secured" against unauthorized users as the contents of
the data file cannot be viewed by a user unless the user
has the correct information to "un-encrlzpt" the fi1e. When

the data file is required to be decrlpted, an authorized
user with t.he password can decrlpt the data file by using
the client.
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Such systems are useful where a user has litLle or rto

intention of distributing the encrlpted data fi1e. In such

arrangements, once the data object is encrl4pted it can be

distributed via unsecured networks. However the user must

also fi-nd a method to distribute the password for an
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WO 2009/079708 PCT/AU2008/001898 - 1 - SYSTEM AND METHOD FOR SECURING DATA
Technical Field 5The present invention relates to a system and method for securing data, and
particularly but not exclusively to a system and method for securing data objects sent in an electronic
format. 10 Background of the Invention       In online environments, electronic data is often distributed
from one point to another. Where there is a necessity to secure the data from unauthorized usage or
15 access, particularly in situations where the data is confidential or requires protection, users can
utilize a system to encrypt the data prior to sending the data over an unsecured network. 20System
and methods for encrypting data are known. Such systems, allow a user to select a data object, and
then by operation of a client, encrypt the data object with a password or other type of key (such as a
PIN (personal identification number) a biomarker , etc.) to create an encrypted data file. This data file
is then "secured!" against unauthorized users as the contents of the data file cannot he viewed by a
user unless the user has the correct information to "un-encrypt" the file. When the data file is required
to be decrypted, an authorized user with the password can decrypt the data file by using the client.
Such systems are useful where a user has liffie or no intention of distributing the encrypted data file. in
such 35 arrangements, once the data object is encrypted it can be distributed via unsecured networks.
However the user must also find a method to distribute the password for an  WO
2009/079708PCT/A1120681001898 
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authorized person to decry¡lt the object. Often, for the
purpose of efficiency, the password is dist.ributed over
the unsecured network without any encry¡ltion itself. This
increases the Iikelihood of the data object becoming
unsecured as the password may be intercepted or
distributed to unauthorízed parties.

A further concern is that the leve1 of protection
offered by st,andard encrlption is minimal since the
encrl4ption key is stored within the encrlzpted data file
itself. That is, once the file is received, a hacker has
aII of the necessary data to decrlpt the data file.
Moreover, where the user is noE technically proficient, âfr

el-ection of an easy to break password coul-d mean the data
object is easily decry¡rted through the use of "brute
force" methods -

Even where a safer and more secure password is used
to encrlpt the data object, the user is still unable to
conlrol the manner in which the data object is utilized,
as once the password and the data object have been
distributed, the permission to manipulate the file will be
completely transferred to the receiving user. For example,
where a user encr¡rpts the data object, and sends it. to
another Location via the Inbernet, the recej-ving user can
stiI1 distribute the data object without any consideration
for the security of the object. For example, a third
party may freely distribute the password with the
encrlpted data fi1e, or remove the encrlption altogether
and thereby allow a plurality of unknown users to access
the data object.

These limitations make it very difficult for a user
to securely control- the data contained in the el-ectronic
fiIe.
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authorized person to decrypt the object. Often, for the purpose of efficiency, the password is
distributed over the unsecured network without any encryption itself. This increases the likelihood of
the data object becoming 5 unsecured as the password may he intercepted or distributed to
unauthorized parties.       A further concern is that the level of protection offered by standard
encryption is minimal since the 10 encryption key is stored within the encrypted data file itself. That is,
once the file is received, a hacker has all of the necessary data to decrypt the data file. Moreover,
where the user is not technically proficient, an election of an easy to break password could mean the
data is object is easily decrypted through the use of "brute force" methods.       Even where a safer and
more secure password is used to encrypt the data object, the user is still unable to 20., control the
manner in which the data object is utilized, as once the password and the data object have been
distributed, the permission to manipulate the file will be completely transferred to the receiving user.
For example, where a user encrypts the data object, and sends it to 25 another location via the
Internet, the receiving user can still distribute the data object without any consideration for the security
of the object. For example, a third party may freely distribute the password with the encrypted data file,
or remove the encryption altogether 30 and thereby allow a plurality of unknown users to access the
data object.         These limitations make it very difficult for a user to securely control the data
contained in the electronic 35file.  Summary of  the Invention       In a first aspect of the present
invention, there is provided a method for securing data distributed by a first user to at least one
recipient user, comprising the steps of responding to a request from the first user to encrypt the data
with a key; and, recording the location of the key in a database, wherein on the database receiving a
request from the at least one recipient user for 10 authorization, providing the key to the at least one
recipient user upon authorization 
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Summary of the Inwention

In a first aspect of the present invention, there is
provided a method for securing data dj-stributed by a first
user to at least one recipient user, comprising the steps
of responding to a reguesÈ from the first user to encrlpt
the data with a key; and, recording the location of the
key in a database, wherein on the database receiving a

request from the at leasL one recipient user for
authorization, providing the key to the at least one

recipient user ìrpon authorization.
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In one embodiment, there is províded a further step
the database receiving rules arranged to constrain the
least one recipient. user's interaction with the data.

In one embodiment, the step of authorizing comprises
the further steps of comparj-ng an identification profile
of the at least one recipj-ent user with a pre-determj-ned
criteria, wherej-n the at. least one recj-pient user is
authorized if the pre-determined criteria matches the
identification prof iIe .

In one embodiment, the identification profile
includes at l-east one criterion characterizing a

characteristic of the at least one recipient user.

In one embodiment, the first user interacts with a

client application, the client
key from a central source.

application reguesting Ehe

fn one embodj-ment, the at least one user interacts
with at least one receiver application, the at least one

receiver application being arranged to request
authorízatíon from the central source to decrlpt the data35

In one embodiment, there is provided a further step of the database receiving rules arranged to
constrain the 15 at least one recipient user's interaction with the data.       In one embodiment, the step
of authorizing comprises the further steps of comparing an identification profile of the at least one
recipient user with a pre-determined 20 criteria, wherein the at least one recipient user is authorized if
the pre-determined criteria matches the identification profile.       in one embodiment, the identification
pro 1 includes at least one criterion characterizing a characteristic of the at least one recipient user.
In one embodiment, the first user interacts with a Client application, the client application requesting
the key from a central source.       In one embodiment, the at least one user interacts wicn at leazt one
receiver application, the at least one receiver application being arranged to request 35 authorization
from the central source tc decrypt the data.  WO 2009/079708PCT!AU200W001898 - 4       In one
embodiment, the key is generated by one of the central source and the client application. In one
embodiment, the central source comprises a 5 gatekeeper service arranged to protect the server from
unauthorized users.          In one embodiment, the central source further comprises a logging service
arranged to log any activity 10 on the data by the recipient user.       In one embodiment, the data is
included in a file w:ranper as an encrypted data string. 
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rn one embodj-ment, the key is generated by one of the
central source and the cl-ient application.

In one embodiment, the centra] source comprises a

gatekeeper service arranged to protect the server from
unauthorized users.

fn one embodiment, the centraL source further
comprises a loggj-ng service arranged to log any activity
on the data by the recipient user.

In one embodiment, the data is included in a file
wrapper as an encrl4pted data string.

In one embodiment, the file wrapper is a secure
document arranged to be processed by the receiwer
application.

In one embodiment, the data object is provided with a

secure envelope arranged to enclose the data such that
when the data is within the envelope, the at least one

recipient user's interaction with the data is consÈrai-ned
by the rules established by the first user.

In a second aspect of the present invention, there is
provided a system for securíng data distributed by a first
user to at least one recipienE user, comprising a module
arranged for responding Eo a request from the first user
to encrlpt the data with a key,' and, a routine arranged to
recording the location of the key in a database, wherei-n
on the database receiving a requesL from the at least, one

recipient user"lor authorization, providing the key to the
at least one recipient user upon authorization.
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5In one embodiment, the file wrapper is a secure document arranged to be processed by the receiver
application. In one embodiment, the data object is provided with a 20 secure envelope arranged to
enclose the data such that when the data is within the envelope, the at least one recipient user's
interaction with the data is constrained by the rules established by the first user       in a second aspect
of the present invention, there is provided a system for securing data distributed by a. first user to at
least one recipient user, comprising a module arranged for responding to a request from the first user
to encrypt the data with a key; and, a routine arranged. to 30 recording the location of the key in a
database, wherein on the database receiving a request from the at least one recipient user-for
authorization, providing the key to the at least one recipient user upon authorization. 05In one
embodiment of the second aspect,-abase  WO 2009/070708PC1'/AU20081001898 -5-,  constrain the
at least one recipient user's interaction with the data.       In a third aspect of the present invention,
there is provided a computer program comprising at least one instruction-for controlling a computer
system to implement a method in accordance with the first aspect of the present invention, 10 Brief
Description of the Drawings       Embodiments of the present invention will now be described, by way
of example only, with reference to the accompanying drawings in which:       Figure 1 is a block
diagram of the system in accordance with one embodiment of the present invention; and 
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constrain the at least one recipient user' s interaction
with Ehe data.

In a third aspect of the present invention, there is
provided a computer program comprising at leasÈ one

instruction- for cont,rolling a computer system to implement
a method in accordance with the first aspect of the
present invention.

10 Brief Description of the Drawinqs
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Embodiments of the present inwention will now be
described, by way of example on1y, with reference to the
accompanying drawings in which:

Figure 1 is a block diagram of the system in
accordance with one embodiment of the present invention,-
and

Figure 2 ts a flow diagram of the operation of one

aspect of the system in accordance with the embodiment of
Figure L¡ and

Figure 3 is a flow diagram of the operation of a

second aspect of the system in accordance with the
embodiment of Fig:ure I ¡ and

Figure 4 is a block diagram illustrating the server
components in accordance with the embodiment of Figure 1;
and

Fj-gure 5 is an example of a file wrapper in
accordance with an embodj-ment of the present system; and

Figure 6 illustrates an exampLe of the secure data
object in accordance with an embodiment of the present
system; and

Figure 7 illustrates another example of the secure
data object in accordance with an embodiment of the
present system.

35

Figure 2 is a flow diagram of the operation of one aspect of the system in accordance with the
embodiment of 20 Figure 1; and       Figure 3 is a flow diagram of the ope: ion of a second aspect of
the system in accordance with the embodiment of Fiaure 1; and          Figure 4 is a block diagram
illustrating the server 25 components in accordance with the embodiment of Figure 1; and       Figure ti
is an example of a. file wrapper in accordance with an embodiment of the present system; and Figure
G illustrates an example of the secure data 30 object in accordance with an embodiment of the
present system; and       Figure 7 illustrates another example of the secure data object in accordance
with an embodiment of the present system.  WO 2009/079708PCTIA1T260810018, - 6 - Detailed
1-)eof thPreferred Embodiment  Referring to Figure 1 an embodiment of the present invention is
arranged to provide a system for securing S data comprising a central source 100 arranged to respond
to a request from a first user to encrypt data with a Rev and an authorizing service arranged to receive
a request for authorization, and whereupon a receiving user is authorized the receiving user is directed
to the key for o decrypting the data.       In this embodiment the system and methodology and
associated software and/or hardware application in accordance with this embodiment of the invention
may be 
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Detailed Description of the Preferred Embodiment

Referring to Figure 1 an embodiment of the present
invention is arranged to provide a system for securing
data comprising a central source 100 arranged to respond
to a request from a first user to encrlpt data with a key
and an authorizing serwice arranged to receive a request
for authorization, and whereupon a receiving user is
authorized the receiving user is directed to the key for
decrypting the data.

fn this embodiment the system and met.hodology and
assocj-ated software and/or hardware application in
accordance with this embodiment of the invention may be

executed on a device such as an example device shown in
Figure 1. In Figure 1 there is shown a schematic diagram
of a central source, whicLr in this embodiment is a server
1OO suitable for use with an embodiment of the present
invention. The server 100 may be used to execute
application and/or sysLem services such as a system and

method for securíng data j-n accordance with an embodiment

of the present invention.

üIith reference to Figure L, the server 100 may

comprise suitable components necessary Lo receive, store
and execute appropriate computer instructions. The

components may include a processor 102, read only memory

(ROM) Io4, random access memory (RÀM) 106, an input/output
devices such as disc drives 108, input devices 110 (such

as an Ethernet port, a USB port, etc), display 112 such as

a liquid crystal dísplay, a light emitting display or any

other suitable display and communications link 114. The

server includes instructions that may be installed in ROM

Lo4, RAM 106 or disc drives 108 and may be executed by the
processor IO2. There may be provided a plurality of

"o**.rnícation links LL4 which may varj-ously connect to one

or more computing devices such as servers, personal
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15 executed on a device such as an example device shown in Figure 1. In Figure 1 there is shown a
schematic diagram of a central source, which in this embodiment is a server 100 suitable for use with
an embodiment of the present invention. The server 100 may be used to execute 20 application and/or
system services such as a system and method for securing data in accordance with an embodiment of
the present invention.       With reference to Figure 1, the server 100 may comprise suitable
components necessary to receive, store and execute appropriate computer instructions. The
components may include a processor 102, read only memory (ROM) 104, random access memory
(RAM) 106, an input/output devices such as disc drives 108, input devices 110 (such 30 as an
Ethernet port, a LIM port, etc), display 112 such as a liquid crystal display, a light emitting display or
any other suitable display and communications link 114. The server includes instructions that may be
installed in ROM 104, RAM 106 or disc drives 108 and may be executed by the 35 processor 102.
There may be provided a plurality of communication links 114 which may variously connect to one or
more computing devices such as servers, personal  WO 2009/079708PCT/AU20081001898 - 7 -
computers, terminals, wireless or handheld computing devices. At least one of a pluri-of
communications link may be connected to an external computing network through a telephone line or
other type of communications _       In one particular embodiment the device may include storage
devices such as a disc drive 108 which may encompass solid state drives, hard disc drives, optical 10
drives or magnetic tape drives. The server 1.00 may use a single disc drive-or multiple disc drives. The
server may also use a suitable operating system 116 which resides on the disc drive or in the ROM of
le server 100. 15In some embodiments, a first user utilizes a computer 120 to execute a client
application 130. The computer, in one example, can be a personal computer using an Intel/AND
chipset having an operating system such as Windows', MAC OS' or Linux operating systems, or as a
person skilled in 
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computers, terminals, wireless or handheld computing
devices. At least one of a plurality of communications
l-ink may be connected to an external computing network
through a telephone line or other type of communications
link.

In one particular embodiment the device may include
storage dewices such as a disc drive 108 which may

encompass solid state drives, hard disc drives, optical
drives or magnetic t,ape drives. The server 1-00 may use a

single disc drive or multiple disc drives. The server 100

may also use a suj-table operating system 116 which resides
on the disc drive or in the ROM of the server 100.

fn some embodiments, a first user utilizes a computer
L2O to execute a client application 130. The computer, in
one example, can be a personal computer using an Intel/AMD
chipset having an operating system such as Windows*, MAC

OS* or Lim:x operating systems, or as a person ski1led in
the art woul-d appreciate, the computer can be a mobile
device such as a PALM* or IPAQil device arranged to perform
comput j-ng functions.

In this embodiment the cl"ient application is a

software program implemented in any computer language
arranged Lo reside on a storage device of the computer
1-20. Other examples of implementation of the client
application 130 ís possibJ-e, including, but not. limited to
the computing instructions stored in ROM, programmable

arrayf optical drives, smart cards, memory units, non-
volatile memory modules. The client application 130, in
one example has an interface arranged for the user to
direct any input or output, ot, in other examples, the
client application 130 is embedded with an existing
software or operaüing system application, such as, without
limitation, Open Of f ice'", or Microsoft Of f ice'*, and

thereby adding additional functionalit.ies to these

10

15

)(r

30

35

20 the art would appreciate, the computer can be a mobile device such as a PALM' or IPAQ' device
arranged to perform comouting functions. In this embodiment the client application is a. 25 software
program implemented in any computer language arranged to reside on a storage device of the
computer 120. Other examples of implementation of the client application 130 is possible, including,
but not limited to the computing instructions stored in ROM, programmable 30 array, optical drives,
smart cards, memory units, nonvolatile memory modules. The client application 130, in one example
has an interface arranged for the user to direct any input or output, or, in other examples, the client
application 130 is embedded with an existing 35 software or operating system application, such as,
without limitation, Open Office', or Microsoft Office', and thereby adding additional functionali ties to
these  software,       The client application 130 has a communication port arranged to communicate
with the server 100. When a user 5 initializes the application 130, the application 130 contacts the
server 100 via a secure connection such as a SSL or SSH connection. In one example, the application
sends its unique identification code, or IP address or other information for the server 100 to identify the
user 10 and the computer 120 in which the user is operating from. This allows the server 100 to control
the security of the system for securing data by allowing authorization of any communication session
between the client application 130 and the server 100 before any such communication sessions 15
can be sustained.       In some embodiments, with reference to Figure 2, the first user utilizes the client
application 130 to select data requiring encryption (202). The data can exist in the 20 form of files 101,
addresses, pointers or objects. By using the interface, the first user can drag and drop or otherwise
reference and select the data as needed. Once the files are selected, the client application 130 can
begin the security process required to secure the data. 
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sof t,ware.

The client apptication 130 has a communication port
arranged to communicate with t.he server 100 ' WLren a user
initializes the application 130, the application 130

contacts the server 100 via a secure connection such as a

SSL or SSH connection. In one example, the applicaÈion
sends its unique identification code, or IP address or
other information for the ser-ver 100 to identify the user
and the computer 120 in which the user ís operating from.
This aflows the server lOO to control the security of the
system for securing data by allowing authorization of any

communication session between the client application 130

and the server 100 before any such communication sessions
can be sustained.

In some embodiments, with reference Lo Figure 2, the
first user utilizes the client application 130 to select
data requiring encrl4)tion (202). The data can exist in the
form of files 101, addresses, pointers or objects. By

using the interface, the first user can drag and drop or
otherwise reference and select the data as needed. Once

the files are selected, the client application 130 can

begin the security process required to secure the dat.a.

fn the embodiment described herein, the security
process initiates by sealing the data (204) to create a

data object such that all of the data (either existing as

a file, object, address, pointer or any combination) can

be integrated and referenced as a single secL¡'re data
object. 1-4O. Once the secure data object 140 is created,
the secure data object I4O is then described by the user,
where the user can assign permissions or rules to describe
the object (206). The permissions or rules are arranged to
control the manner in which the data object 140 can be

interacLed with or manj-pulated. In one example, the
permissions may demand that the dat.a fifes withln t.he
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25       In the embodiment described herein, the security process initiates by sealing the data (204) to
create a data object such that all of the data (either existing as a file, object, address, pointer or any
combination) can 30 he integrated and referenced as a single secure data object 140. Once the
secure data object 140 is created, the secure data object 140 is then described by the user, where the
user can assign permissions or rules to describe the object (206), The permissions or rules are
arranged to 15 control the manner in which the data object 140 can be interacted with or manipulated.
In one example, the permissions may demand that the data files within the  WO 2009/079708PC I/A
U2008/00 t898 secure data object 140 are read only, or print only. In another example, the
permissions or rules may include what level of users within any specific IF address range using a
specific type of computer software can access the files.       Whereupon the permissions have been set
by the first user, the client application 130 provides a functionality for the first user to establish an
Access Control List (203) which provides a list of recipient users authorized. 10 to receive and interact
with the secure data object 140. The access control list can in one example-also define the
authentication scheme necessary for the recipient user to be authenticated. For example, the scheme
could demand that the recipient user be operating from a computer with 15 a certain identification
code, or the user is operating from a specific local network, or has been approved by some form of
biometric scan. The person skilled in the art would also appreciate other variations of authenticating- a
recipient user. 20 
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secure data object l-40 are read onIy, or pri-nt on1y. In
another example, the permissions or rul-es may include what
level of users wiLhin any specific IP address range using
a specif ic type of computer soft\¡/are can access the f iles.

Ialhereupon the permissions hawe been set by the first
user, the client application 130 provides a functionality
for the first user to establish an Access Control List
(208) which prowides a list of recipient users authorized
to receiwe and interact with the secure data object 140.
The access control list can in one exampLe also define the
authentication scheme necessary for the recipienL user to
be authenticated. For example, the scheme could demand

that the recipient user be operating from a computer with
a certain identification code, or the user is operating
from a specific l-oca1 network, or has been approved by
some form of bi-ometrj-c scan. The person skilled in the art
woul-d also appreciate other variations of authenticati-ng a

recipient user.

In this embodiment, upon the establishment of the
access control list, the client application 130 begins the
encryption process (210) . fn one example, the encrlption
process uses AES (Advanced Encrlption Standard), or US

Federal fnformation Processing Standard (FIPS) (see for
example 'htLp , / /yw.nist "gov/aes') or other encrlption
methods as appreciated by a person skilled in the art.. To

initiate the encr)4)tion process (210), the client
application 130 either self generates a key arranged for
encrlrption, or in other examples, retrieves a key from the
server 100. During the encryption process, the key is not
encrlpted v,/ith the data object L4O, and thereby any

encrlpted secure data 140 object will- not contain the key.
This provides a strong leve1 of protection, as hackers
wishing to decry¡rt the secure data object 140 cannot
utilize methods such as brute force methods to decrypt the
secure data object 740 as the key is not',,/iLhin the secure
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In this embodiment, upon the establishment of the access control list, the client application 130 begins
the encryption process (210). In one example, the encryption process uses AES (Advanced Encryption
Standard), or US 25 Federal Information Processing Standard (PIPS) (see for example
ihttp://www.nist.gov/aes1) or other encryption methods as appreciated by a person skilled in the art. To
initiate the encryption process (210), the client application 130 either self generates a key arranged for
30 encryption, or in other examples, retrieves a key from the server 100. During the encryption
process, the key is not encrypted with the data object 140, and thereby any encrypted secure data 140
object will not contain the This provides a strong level of protection, as hackers 35 wishing to decrypt
the secure data object 140 cannot utilize methods such as brute force methods to decrypt the secure
data object 140 as the key is not within the secure  = 10 -  data object 140. The encryption
arrangement provides that only users with the key extracted from a separate and  independent source
from the secure data object 140 can decrypt the secure data object 140. 5 Upon the completion of the
encryption process (210), the client application 130 will return the secure data object 140 as fully
encrypted (212). In one example, the secure data object 140 is created by attaching the ip encrypted
data files to a file wrapper 500, which can be implemented in XML or another suitable computer
language. - In the example, the file wrapper 500 as shown in Figure 5 provides metadata 502 to
describe the secure data object 140 such that when the object is opened with either the receiver or
client applications by the user, the application is informed of the information relating to the secure data
object 140 to thereby assist in the securing process as herein described. The secure data object is
stored as a file residing in memory or on storage device 20 on the computer 120. The first user can
have the option of distributing the object via a distribution channel 135 in the form of email, FTP, SSH,
storage, CD, USE device, non volatile memory or other electronic forms. 
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data obj ect 740 - The encrlption arrangement provides ttrat
onJ-y users with the key extracted from a separaLe and
independent source from Lhe secure data object 140 can
decry¡rt the secure data object 140.

Upon the completion of the encrl4gtion process (2LO) ,

the client appticat,ion 130 will return the secure data
object L4o as fuIly encrlpted (2L2). fn one example, the
secure data object 140 is created by atÈaching the
encr)¡pted data files to a file wrapper 500, which can be

impleme4ted in XML or another suitable compuLer language.
In the example, the file wrapper 500 as shown in Figure 5

provides metadata 502 to describe the secure daÈa object
L4O such that when t,he object is opened with either the
receiver or client applications by the user, the
applicatíon is informed of the information relating to the
secure data obj ect 140 to Lhereby assist in the securing
process as herein described. The secure data object is
stored as a fil-e residing in memory or on storage device
on the computer 120. The first user can hawe the option of
distributing the object via a distribution channel- 135 in
the form of email, FTP, SSH, storage, CD, USB device, non
volatiLe memory or other electronic forms.

In one embodiment, the receiver application 132

resides on a recipienL u.ser's computer 122, arranged to
decrlpt a secure data object 140. Upon the possession of a

secure data object L4O, the recipient user inít.iates the
receiver applicatLon L32, which in one example may be

integrated into an ema1l softr,ùare and thereby
automatically initiate when the secure data object 140 is
received by email. With reference to Figure 3, the
receiver application communicates with the server 100, and

establj-shes a secure connection with the server 100 (302) .

The server 100 begins an aut.horization process (304)

whereby, in one example, the receiver application 1-32

sends an identification code to the server such that the
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25In one embodiment, the receiver application 132 resides on a recipient user's computer 122,
arranged to decrypt a secure data object 140. Upon the possession of e secure data object 140, the
recipient user initiates the receiver. application 132, which in one example may be 30 integrated into
an email software and thereby automatically initiate when the secure data object 140 is received by
email. With reference to Figure 3, the receiver application. communicates with the server 100, and
establishes a secure connection with the server 100 (302). 35 The server 100 begins an authorization
process (304) whereby, in one example, the receiver application 132 sends an identification code to
the server such that the  WO 2009/079708PCTIAU2008/001898 - 11 - recipient user is identified,
In other examples, the recipient user is required to enter sufficient details to be authenticated. The 5
authenticated method are those already defined by the first user when the secure Object 140 was
created, and as defined above may involve biometric scans, passwords, auestions, or other forms of
authentication as a person skilled in the art would appreciate. 10       Upon the successful
authentication (304) of the - recipient user, the receiver application 132 queries the server 100 for
permissions relating to the specific rights and access permissions (306) allowed by the first user for 15
the recipient user. Once these rights are received, the recipient user is bound to only interact with the
permissions and rules as defined by the first user. In some examples, where the recipient user is only
allowed to view the contents of a data file within the secure data 20 object 140, a browser is initiated
by the receiving application 132. The browser is arranged to display the file only, and rejects any
attempts by the recipient user to edit the file. 
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recipient user is identified.

In other examples, the recipient user is requi-red to
enter sufficient details to be authenticated- The

authenticated method are those already defined by t'he

first user when the secure object 140 was created, and as

defined above may involve biometric scans, passwords,
guestions, or other forms of authentication as a person
skilled in the art would appreciate.

Upon the sucCessful authentication (304) of the
recipient user, the recej-ver application 132 gueries the
server L0O for permissions relating to the specific rights
and access permissions (306) allowed by the first user for
the recipient user. Once these rights are receiwed, Lhe

recipient user is bound to only interact wiLh the
permissions and ruLes as defined by the first user. In
some examples, where the recipient user is only allowed to
view the contents of a data file within the secure data
object L4O, a browser is initiated by the receiving
application l-32. The browser is arranged to display the
file on1y, and rejects any attempts by the recipient user
to edit the file.
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In this embodiment, the receíver application 132

begins the decry¡:tion process (308), which firstly
requests a direction to the decryption key from the server
100, which is the key used to encÐæt the secure data
object. The server 1-00 may store the key within the
server, in which case the key is transmitted to t.he

receiver application 132. However in some examples, the
key may be stored in a separate server in a different
Iocatj-on, and accordingly, the server 100 will send only a

direction Lo the receiver application 132 Lo retrieve the
key from the separate server. In yet another example, the
key may be stored in a separate storage media such as a

smart card or USR key or CD ROM, in which case, the server

35

25In this embodiment, the receiver application 132 begins the decryption process (308), which firstly
requests a direction to the decryption key from the server 100, which is the key used to encrypt the
secure data object. The server 100 may store the key within. the 30 server, in which case the key is
transmitted to the receiver application 132. However in some examples, the key may be stored in a
separate server in a different location, and accordingly, the server 100 will send only a direction to the
receiver application. 132 to retrieve the 35 key from the separate server. In yet another example, the
key may be stored in a separate storage media such as a smart card or USp key or CD ROM, in which
case, the server  100 sends a direction to the receiver application to direct the user to find the relevant
storage media housing the key.       Upon the successful possession of the key (308), the receiver
application 132 decrypts the secure data object (310) and delivers the data to the recipient user
subject to the constraints already established by the permissions and rules as arranged by the first
user (312). Each 10 manipulation or interaction the recipient user makes with the data is recorded and
the logs are returned to the server 100 for storage and review (314).          With reference to Figures 4,
in some embodiments the 15 server 100 comprises a number of server components including,. but not
exclusively limited to;  a gatekeeper service 410;  an authorization service 412;  an administration
service 414; 20 an identity service 416;  a database service 418; and,  hack: up service 419. 
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100 sends a dj-rection to the receiver appJ-ication to
direct the user to find t,he relevant storage media housing
the key.

Upon the successful possession of the key (308), the
receiver application 132 decrl¡gts the secure daLa object
(310) and delivers the data to the recipienL user subject
to the constraints already established by the permissions
and rul-es as arranged by the first user (312) . Each

manipulation or interaction the recipient user makes with
the data is recorded and the logs are returned to the
server 100 for storage and rewiew (314).

With reference to Figures 4, in some embodiments the
server 100 comprises a number of server componenLs

including, but not exclusively limited to;
. a gatekeeper service 41"0;

. an authorization service 412;

. an administration service 414,'

. an identity service 416
o a database service 4J-8,' and,
o back up service 4l-9.

Each of these services can be deployed on an indiwidual
server, or in the example as shown in Figure 4, exist as

computer software implemented in a computer language,
machi-ne code or ROM within the server 100 to provj-de

functionality to each of these server components. Each of
these services are arranged to communicate with other
services and are combined to provide the serwer 100 to
provide a system and method of securing data in accordance
to one embodiment of the present inwention.

t_0
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In the embodiment described herein, when the client
application or receiver application is in communication
with the server 100 the gatekeeper service 410 initiates
the session between the applications (130, L32) with the

35

Each of these services can be deployedan individual 25 server, or in the example as shown in Figure
4, exist as computer software implemented in a computer language, machine code or ROM within the
server 100 to provide functionality to each of these server components. Each of these services are
arranged to communicate with other 30 services and are combined to provide the server 100 to
provide a system and method of securing data in accordance to one embodiment of the present
invention.            in the embodiment described herein, when the client 35 application or receiver
application is in communication with the server 100 the gatekeeper service 410 initiates the session
between the applications (130, 132) with the  W0'2009/079708PCPAU2008/001898 13 server 100.
Once initialized, the gatekeeper service 410 directs the application to connect to the authentication
service 412 to authenticate the user.       By directing all initial connections through the gatekeeper
service 410, security is further enhanced on the server as the gatekeeper service 410 is arranged to
filter out malicious and/or blacklisted web connections which may compromise the security of the
server components 10 400. A person skilled in the art would appreciate that there are -many variations
in which the gatekeeper service 410 can be implemented, including, but not limited to a hardware
and/or software firewall service, which is capable of: analyzing incoming traffic_ 15 Should the
connection between the user's computer 
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server 100. Once initialized, the gatekeeper service 410

directs the application to connect to the authenti-cation
service 412 to authenticate the user.

By directing all initial connections through the
gatekeeper service 410, security j-s further enhanced on
the server as the gatekeeper service 410 is arranged to
filter out malicious andfor blacklisted web connections
which may compromise the security of Lhe server components
4Oo. A person skilled in the art woul-d appreciate that
there are many variations in which the gatekeeper service
4IO can be implemented, including, but not limited Lo a
hardware and/or software firewall service, whích is
capable of analyzing incoming traffic-

Should Lhe connection between the user's computer
I2O, L22 and the server 100 satisfy the requlrements of
the gatekeeper service 4Lo, tLre authenticatj-on service 4I2
will then attempt to check and authorize the user. This
firstly involves the service to retrj-eve records from the
identity service 416, which stores a list of
identification criteria, including, but not limit,ed to
user profiles, user authentication means¿ passwords etc.
After t,his data is retrieved. the user, whether Ehe user
is a first user or a recipient user, must be authentj-cated
to continue access to the server 100. In some examples Lhe

authentication service 412 may demand the user to enter a

password key, profile detai-Is or it may detect t,he client
ID, fP addresses, computer identification code, biometric
verification or other implements which can be cross
referenced with the data within the identity service 4L6

in order to authenticate and authorize the client session
such that the user may continue to access the server
components 400.

Once the authentication process has been successfully
completed, the server 100 is now able Lo proceed to

10

15

20

atr

30

35

120, 122 and the server 100 satisfy the requirements of the gatekeeper service 410, the authentication
service 412 will then attempt to check and authorize the user. This 20 firstly involves the service to
retrieve records from the identity service 416, which stores a list of identification criteria, including, but
not limited to user profiles, user authentication means, passwords etc. After this data is retrieved, the
user, whether the user 2; is a first user or a recipient user, must be authenticated to continue access to
the server 100. In some examples the authentication service 412 may demand the user to enter a
password key, profile details or it may detect the client In, IP addresses, computer identification code,
biometric 3D verification or other implements which can be cross referenced with the data within the
identity service 415 in order to authenticate and authorize the client session such that the user may
continue to access the server components 400. 35  WO 2009/079708PCTA132008/001898 - 14
process any request for the client 130 or receiver application 132 in order to provide a system and
method of securing data as herein described. Where the first user in creating the secure data object
140 has elected to include permissions or rules to restrain the manner in which the recipient user can
interact and manipulate the secure data object, the administration service 414 provides functionality for
these permissions and rules to be entered, stored and enforced.       In this embodiment, the
administration service 414 allows the client application 132 to enter and store at least one permission
which would constrain the subsequenlusage of the data object by a recipient user. The 15
administration service has an interface, broadcast to the client application 130, referencing the secure
data object created by the first user. In one example of the interface, the first user can select from a list
of permissions to describe the secure data object 140. These 20 rules include, but not limited to  the
read, write, print peLudssion of the dataobject; and, 
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process any request for the client 130 or receiver
application 132 in order to provide a system and method of
securing data as herein described. V,Ihere the fj-rst user in
creating the secure data object 140 has elected to include
permissions or rules to restrain the manner in which the
recipient user can interact and manipulate the secure data
object, the administratj-on service 41-4 provides
functionality for these permi-ssions and rules to be
entered, stored and enforced.

tr
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In this embodiment, the administration service 4L4
allows the client application 132 to enter and store at
least one permission which would consÈrain the subsequent
usage of the data object by a recipient user. The

administration service has an interface, broadcast to the
clj-ent application 130, referencing the secure data object
created by the first user. In one example of the
interface, the first user can select from a list of
permissions to describe the secure data object T4O. These
rules incl-ude, but not limited to;

- the read, write, print permíssion of the data object;
and,

- the copy permission of the data object,' and,
- the share permission of the data object; arrd,

- the redistribution of the data object; and,
- specific time periods allowed to access the data

obj ect,' and,
- the person or group of persons allowed to access the

data object,' and,
- who, or in what circumstances if any is back up of

the data object permitted; and,
- the l-ocation, both the network or geographical

location of the computer allowed to access the data
obj ect .

Once the rules are
can select to save

established by the first user, the user
the rules via the interface. The user

35

the copy petit. ssion of the data object; a          the share permission of the data object; and, 25- the
redistribution of the data object; and,  specific time periods allowed to access the dat.a object; and,
the person or group of persons allowed to access the data object; and, 30- who, or in what
circumstances if any is back up of the data object permitted; and,  the location, both the network or
geographical location of the computer allowed to access the data object. 35  - 15 - can sedect a submit
button or switch which triggers the database service 418 to record the rules and permissions with
reference to the secure data object 140 to a _database. The database, as can be appreciated by a
person 5 skilled in the art includes, but is not limited to, Relational Data Base Management System
(RDEMS) such as Oracle  or Microsoft Accessm, object oriented database systems, flat files, or other
file structures. Once the rules and permissions are written to the database, they lo can he retrieved
when a recipient user gains access to the referenced secure data object. Operation of the system will
be described with 
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can select a submj-t button or switch which triggers the
database servj-ce 418 to record the rules and permlssions
with reference to the secure data object L4O to a

database. The database, as can be appreciated by a person
skil-Ied in the art includes, but is not limited to,
Relational Data Base ManagemenL System (RDBMS) such as

Oracle* or Microsoft Access", object oriented database
systems, flat fi1es, or other file structures- Once the
rules and permissions are written to the database, they
can be retrieved when a recipient user gains access to the
referenced secure data object.

Operation of the system wÍI1 be described with
reference to the process as outlined in Figures 2 and 3.
Firstly a first user prepares and selects the daEa

required to be encrlpted and distributed. This can be in
one example, one or more data files including documents,
spreadsheets, emails, text, graphics, multimedia or other
forms of computer data. Upon selection of this data, the
first user opens the client applícation 130 which in one

example exists as a sofLware application running on the
first user's computer (202) . Once the application is
initialized the client module contacts the server 100

wherein the gatekeeper service executes a series of checks
to verify the integrity of the connection (203) Once the
gatekeeper 410 allows the connection, the authorization
service 412 is executed to authenticate the user such that
Lhe user can be identified as an authorized creator of a

secure object. Upon the user being authorized t.hrough
matching of the reguirements of the authorization service
(e.g. the entering of a password, key or a biometric
scan), the cl-ient application continues to maintain a

connection with the server 100 and al-Iows the user to add

the data files requiri-ng encrlætion to form a secure data
object. fn some examples the user may drag one or more

files into the interface of the client application 132 and

select to close the data object such that the files are
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reference to the process as outlined in Figures 2 and 3. 1 Firstly a. first user prepares and selects the
data required to he encrypted and distributed. This can be in one example, one or more data files
including documents, spreadsheets, emails, text, graphics, multimedia or other forms of computer
data. Upon selection of this data, the 20 first user opens the client application 130 which in one
example exists as a software application running on the first user's computer (202). Once the
application is initialized the client module contacts the server 100 wherein the gatekeeper service
executes a series of checks 25 to verify the integrity of the connection (203). Once the gatekeeper 410
allows the connection, the authorization service 412 is executed to authenticate the user such that the
user can be identified as an authorized creator of a secure ohject. Upon the user being authorized
through 30 matching of the requirements of the authorization service (e.g. the entering of a password,
key or a biometric scan), the client application continues to rodntain a connection with the server 100
and allows the user to add the data files requiring encryption to form a secure data 3S object. In some
examples the user may drag one or more files into the interface of the client application 132 and select
to close the data object such that the files are  W02009/079708PCTIAIT2008/001898 - 16 - then
combined to form a single data object (202).       In this embodiment the first user is directed to the
server's administration service 414 whereby the first user is given an opportunity to describe the
manner in which the data object 140 can be manipulated by a recipient user. In one example the first
user accesses the interface and is provided with various rules and permissions to control the manner
in which the data object will be 
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then combined to form a single data object (202) .

In this embodiment the first user is directed to t.he

server's administration service 414 whereby the first user
is given an opportunity to describe the manner in which
the data object l-40 can be manipulated by a recipient
user. In one example the first user accesses the interface
and is provided with various rules and permissions to
control the manner in which the data object wil-l be

manipulated. Some examples of these optíons have been
previously described. The ruLes and permissions are
enforced by the receiver application 132 which is used Lo

access Èhe secure data objects 1-40 by the recipient user.
Once the rules and permissions are entered and selected,
the user can select a submit switch or butlon which
trj-ggers the rul-es to be written to the database wÍa the
database service of the server 100. In this example where
permissions are written to the database, it is written in
the form of an Access Control List (ACL) (208) which is
then stored back by the database service 418 of the server
100.

Upon compléting t.he selection of permission and'rules
for the data files or objects the user can encrlpt the
objects (21-0) . In one example, the client. application 130

then creates a key to encrlpt the data to form a secure
data object. The encrlrption process ensures that the key
is not embedded into the secure data object such that the
secure object on its own will not in any way reveal- the
encry¡:tion key- In another example, the client application
130 requests a key from the server 100, which generates a

random.key suited for data encrlption. An option is given
to the user to store the key on the server 100, or to
store the key elsewhere but indicate to the server 100,

where the key is stored such that an authorízed recipient
user can be directed to the key. This arrangement, reduces
the number of keys stored on the server 100, thereby
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10 manipulated. Some examples of these options have been previously described. The rules and
permissions are enforced by the receiver application 132 which is used to access the secure data
objects 140 by the recipient user. Once the rules and permissions are entered and selected, 15 the
user can select a submit switch or button which triggers the rules to be written to the database via the
database service of the server 100. In this example where permissions are written to the database, it is
written in the form of an Access Control List (ACL) (208) which is 20 then stored back by the database
service 418 of the server 100. Upon completing the selection of permission and rules for the data files
or objects the user can encrypt the 2 S objects (210). In one example, the client application 130 then
creates a key to encrypt the data to form a secure data object. The encryption process ensures that
the key is not embedded into the secure data object such that the secure object on its own will not in
any way reveal the 30 encryption key. In another example, the client application 130 requests a key
from the server 100, which generates a random key suited for data encryption. An option is given to
the user to store the key on the server 100, or to store the key elsewhere but indicate to the server
100, 35 where the key is stored such that an authorized recipient user can be directed to the key. This
arrangement reduces the number of keys stored on the server 100, thereby  - 17 - spreading- the risk
of a security breach to other servers. In this process, a hacker would have an additional hurdle to find
the relevant key since the location is not immediately known to any unauthorized user. 5       Once the
client application has encrypted the data selected by the first user; a secure data object is formed by
the client application 130. Upon the completion of the encryption process (210) the secured data
object 140 is iD ready to be deployed to any number of recipient users through a distribution channel
135. In some examples the first user can simply email the secure object to a single or multiple
recipients or can distribute the object on a 
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5

spreading the risk of a security breach Lo other servers.
fn this process, a hacker would have an additj-onal hurdle
to fj-nd the relevant key since the location is not
immediately known to any Ltnauthorized user.

Once the cLient application has encrlpted the data
selected by the first useri a secure data object is formed

by the client applicaÈíon 130. Upon the completion of the
encrl4ption process (210) the secured data object 140 is
ready to be deployed to any number of recipient users
through a distribution channel 135. fn some examples the
first user can simply email thre secure object Èo a single
or multiple recipients or can distribute the object on a

Compact Disc, Universal Serial Bus (USB) key or other
computer readable medium. Arr immediate advantage of the
current arrangement allows the user to distríbute the
secure object through any insecure channel, as a hacker
would find it extremely difficult to break into the secure
data object 140 without locating the key to decrl¡pt t'he

data object. As a secure data object l-40 has been

encrlpted in such a manner whereby the encryption key is
not within the secure data object L40, iL is therefore
extremely difficult for the secure data object 140 to be

decrypt.ed.

Upon the reception of the secure data object by a

recipi-ent user, the recipíent user can start the receiver
application 132 as earlier described and load the secure
data object I4o into the receiwer application 132. In
some examples t.his can involve selecting the secure data
object 140 and dragging and dropping it into the interface
provided by the receiwer application 132. In other
examples, the receiver application may be integrated into
an existing software package such as Microsoft Wordil,

Excelil, PowerPoint.*, Access* or Internet Explorert or
other similar packages. Upon the successful loading of
the secure data object I4O, the recipienL user is then
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Compact Disc, Universal Serial Bus (USE) key or other computer readable medium. An immediate
advantage of the current arrangement allows the user to distribute the secure object through any
insecure channel, as a hacker would find it extremely difficult to break into the secure data object 140
without locating the key to decrypt the 20 data object. As a secure data object 140 has been encrypted
in such a manner whereby the encryption key is not within the secure data object 140, it is therefore.
extremely difficult for the secure data object 140 to be decrypted. 25       Upon the reception of the
secure data object by a recipient user, the recipient user can start the receiver application 132 as
earlier described and load the secure data object 140 into the receiver application 112. In 30 some
examples this can involve selecting the secure data object 140 and dragging and dropping it into the
interface provided by the receiver application. 132. In other examples, the receiver application may be
integrated into an existing software package such as Microsoft Word', Excel', PowerPoint', Access' or
Internet Explorer' or other similar packages. Upon the successful loading of the secure data object
140, the recipient user is then  - 18 - authenticated by the central server 100 when the receiver
application 132 connects to the server 100. This authentication may be in the form of a provision of a
physical smart card, a USE key, biometric data, a S password, a unique user ID located on the user's
computer, an IP address or any combination, any of the above, or by other verification techniques that
are available. Upon the successful authorization and authentication of the recipient user the receiver
application 132 will 10 communicate with the server 100 and be directed to access a decryption key.
The decryption key may be stored on the server 100. However, in some instances the server only
stores a pointer to a relevant separate location where the key may be saved. In one example a
subsequent smart card 15 distributed separately to the secure data object may store the decryption
key. In any event the central server 100 will direct the recipient user to a suitable location for 
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authenticat,ed by Èhe central server L00 when the receiwer
application 132 connects to the server 100. This
authentication may be in the form of a provision of a

physical smart card, a USB key, biometric data, a

password, a unique user ID located on the user's computer,
an fP address or any combination, any of the abowe, or by
other verification techniques that are available. Upon

the successful authorization and authentication of the
recipient user the receiver application 132 wilI
communicaLe with the server 100 and be directed to access
a decrlption key. The dec4¡gtion key may be stored on the
server 100. However, in some instances the server only
stores a pointer to a relevant separate location where the
key may be saved. In one example a subsequent smart card
distributed separately to the secure data object may st.ore
the decrlptì-on key. In any ewent the central server f00
will direct the recj-pient user to a suitable location for
retriewing the dec4ption key. This may reguire some

additional acLions on the part of the recipient user such
as accessing a separate server or locating a physical
media conLainj-ng a key (e.g. inserting t,he smart card to
the cgmputer l-22) . Once there is a successful acquisition
of the decrlnption key the receiver application 132 can

t,hen decqpt the secure data object 140 and a11ow the user
to manipulate the secure data object 140 as constrained by
any permissíons and rules that may have been set by the
first user. In one example where t.he first user has

limit.ed the recipient user's abilíty to edit a document
that has been encrlpted within the secure data object., the
recipient user cannot make or save any changes to the
document but is limit,ed to only reading, accessing and

printing the document.

In alternative embodiments the secure data object can

exist as a secure envelope as shown in Figure 6. Where

the secure dat,a object is a secure envelope 600, the
envelope is stored as a file which encloses individual
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retrieving the decryption key. This may require some additional actions on the part of the recipient user
such 20 as accessing a separate server or locating a physical media containing a key (e.g. inserting
the smart card to the computer 122), Once there is a successful acquisition of the decryption key the
receiver application 132 can then decrypt the secure data object 140 and allow the user 25 to
manipulate the secure data object 140 as constrained by any permissions and rules that may have
been set by the first user. In one example where the first user has limited the recipient user's ability to
edit a document that has been encrypted within the secure data object, the 30 recipient user cannot
make or save any changes to the document but is limited to only reading, accessing and printing the
document. In alternative embodiments the secure data object can 35 exist as a secure envelope as
shown in Figure 6. Where the secure data object is a secure envelope 600, the envelope is stored as a
file which encloses individual  - 19 - data files 602 stored within the secure envelope 600 The envelope
is fully protected under the secure data object system as previously described- However, once the files
within the envelope are dragged and removed from the 5 secure envelope and onto the user's
computer interface (e.g. the desktop or their own file system) the control and protection as exercised
by the current system 610 is then withdrawn, allowing the recipient user to fully interact and
manipulate with the data file as would be ip allowed if the recipient user owned the file outright 605. In
this example the first user may create permissions to ensure that the recipient user cannot remove any
data file from the secure envelope. 
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data files 602 stored within the secure enwelope 600. The

enveJ-ope is ful1y protected under the secure data object
system as previously described. However, once the files
within the envelope are dragged and removed from the
secure envelope and onto the user's computer interface
(e.g. the desktop or their own file system) t.he control
and protection as exercised by the current system 510 is
then withdrawn, allowing the recipient user to fully
interact and manipulate with the data file as would be
allowed if the recipient user owned the fil-e outright 605.
In t.his example the first user may create permissions to
ensure that the recipient user cannot remove any data file
from the secure envelope.

In other embodiments where the secure data object
exisLs as a secure documenL 7OO, the data file itself is
encrlpted using the system and method as described with
reference to Figure '7. In this instance the entire file
702 must be accessed through the client application only
and, unless otherwise permi-tted, cannot be dist.ributed or
fully copied by the recipient user.

The embodiments described, advantageously do not
interact with the data to be encrlpted in any manner. In
other words, the dat.a to be encrlpted is never "passed
through" or stored on the centraÌ solrrce. This arrangement
removes the risk of providing a centralízed hub of data
which could attract hackers.

In some embodiments, the system j-s offered as a

serwice to users on a web or online interface. In this
embodiment, a l-icence is provided to a user to downl-oad

and operate the application 130 to encrypt or decrl4pt data
objections in accordance with the steps already mentioned.
The licence may limit the functionality of the application
130. In one example, the free licence will limit the
application 130 to onl-y decry¡pt a file, but on pal¡ment the
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isIn other embodiments where the secure data object exists as a secure document 700, the data file
itself is encrypted using the system and method as described with reference to Figure 7. In this
instance the entire file 702 must be accessed through the client application only 20 and, unless
otherwise permitted, cannot be distributed or fully copied by the recipient user.       The embodiments
described, advantageously do not interact with the data to be encrypted in any manner. In 25 other
words, the data to be encrypted is never "passed through" or stored on the central source. This
arrangement removes the risk of providing a centralized hub of data which could attract hackers. 30In
some embodiments, the system is offered as a service to users on a web or online interface. In this
embodiment, a licence is provided to a user to download and operate the application 130 to encrypt or
decrypt data objections in accordance with the steps already mentioned_ 35 The licence may limit the
functionality of the application 130. In one example, the free licence will limit the application 130 to only
decrypt a file, but on payment the  M4)21M9/ 9PCT/M12008/001898 20 licence may be extended to
allow the application 130 to encrypt file- In other examples, the licence may limit the type of files that
may be encrypted or decrypted and thereby limiting user access to certain files.. This 5 example is
particularly useful in corporate or group environments where each user may be granted different
licences to encrypt or decrypt certain data objections.       Although not required, the embodiments
described with reference to the figures can be implemented via an ic application programming
interface (API) or as a series of libraries, for use by a developer, and Can be included within another
software application, such as a terminal or personal computer operating system or a portable
computing device operating system. Generally, as program modules 
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licence may be extended to allow the application 130 to
encrl4)t files. In other examples, the licence may limit
the type of files that may be encrlpted or decrypted and

thereby limiting user access to cerLain files. This
example is particularly usefuÌ in corporate or group

enwironments where each user may be granted different
Licences to encrlpt or decrlpt certain data objections-

Although not required, the embodiments described with
reference to the figures can be implemented via an

applicat,ion programming interface (API) or as a series of
libraries, for use by a developer, and Can be incl-uded
within anoLher software application, such as a terminal or
personal computer operating system or a portable computing
device operating system. GeneralIy, as program modul-es

include routines, programs, objects' components and data
files that perform or assist in the performance of
particular functions, it will be understood that the
functionality of the software application may be

distributed across a number of routines, objects or
components to achieve the same functionality as the
embodiment and the broader inwention claimed herein- Such

variatj-ons and modifications are within the purview of
those skilled in the art.
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It will also be appreciated that where methods and

systems of the present inwention are implemented by

computì-ng systems or partly impÌemented by computing
systems then any appropriate computj-ng system architecture
may be utilized. This will include stand alone computers,
network computers and dedicated computing devices- Where

the terms "computing sysLem" and "computing device" are
used, then these terms are intended to cover any

appropriaLe arrangement of computer hardware for
implementj-ng the function described.

35

is include routines, programs, objects, components and data tiles that perform or assist in the
performance of particular functions, it will be understood that the functionality of the software
application may be distributed across a number of routines, objects or 20 components to achieve the
same functionality as the embodiment and the broader invention claimed herein. Such variations and
modifications are within the purview of those skilled in the art. 25It will also be appreciated that where
methods and systems of the present invention are implemented by computing systems or partly
implemented hy computing systems then any appropriate computing system architecture may be
utilized. This will include stand alone computers, 30 network computers and dedicated computing
devices. Where the terms "computing system!' and "computing device" are used, then these terms are
intended to cover any appropriate arrangement of computer hardware for implementing the function
described,  - 21 - 1.A method for securing data distributed by a first user to at least one recipient user,
combrieing the steps of             responding to a request from the first user to encrypt the data with a
key;             recording the location of the key in a database, wherein the database, on receiving a
request for io authorization from the at least one recipient user provides the key to the at least one
recipient user Upon authorization; broviding the fire: user with an cption to elect one or more rules to
constrain the manner in which the at least one recipient user can interact with the IS data, and once
the key has been provided, applying the one 
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Clairns

l. A method for eecurtng daEa díetrlbuEeil by a firet
uger eô eÈ leasE one reclpient uFcr, cornptleing the eÈeps

of:
- reepondlng to a rcqueËE from Ehe first user to

encrypts Ehe data wlth ê key¡
- recordíng Ehe locaÈlon of trhe key Ín a deËâ.båÉë¡

wherein the databaee, on reeelvlng â. requeÉtE for
auEhorlzabion frcm Ehe at leest one reeípíent' uaer
provides Ehe key Èo thê aE least one recipient uE elr upori
auEhorizaEioni providlng Ehe firsË user wlEh an optíorr Eo

elect of¡e or more ruleE Èo conÉËrain the nanner ln which
the Ets Iea¡E one recLplenL uÉer can ínteract wlth the
datra, and

- once trhe key hae been provlded' applylng the one

or more rules to consÈ,rain Ehe mañfler in whfëh the at
leaet one reeipierrt user ean intereeÈ w1Èh Èhê dAtA, wtrere
the f lrãÈ user hag elecÈed Eo d,o go.

2, A meEhod. according Eo clalm 1 comprising the furÈher
Ðt.ep of th.e daÈabaee recelvLng t'he one or ilore rules
arrang'ed Eo constraln the at LËasE one recÍpient u,Ber's
i¡:Eeracuíon wiEh the data,

3. .å, meEhod aecordlng Eo ël-ailn l- or claim 2, whereln bhe

stêp of authorization f ulthër cocrprises t,he sEeps of :

- compartng an idenEificat'ion proflle of the aÈ

least orte rêcipient uÉter witsh a pre-determined críteria,
wherein the at leaet one reoipienE. user ls authorlzed if
the pre-deÈesmlneil criteria maÈcheE Èhe tdenÈlfiêaEicn
profíIe,

+. A method accordlng to claim 3, whereLn Ëhe

identificatsion profile includes aÈ leaEt one critêrion
characcêrizfng a Êh.eracterlsuic of Ehe at least one

reelplent uEer.
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or more rules to constrain the manner in which the at least one recipient user can interact with the
data, where the first user has elected to do so. 20 2,A method according to claim 1 comprising the
further step of the database receiving the one or more rules arranged to constrain the at least one
recipient user's interaction with the data,  3. A method accordina to claim 1 or claim 2, wherein the step
of authorization further comprises the steps cf:             comparing an identification profile of the at least
one recipient user with a pre-determined criteria, 30 wherein the at least one recipient user is
authorized if the pre-determined criteria matches the identification profile.  4. A method according to
claim 3 wherein the 35 identification profile includes at least one criterion characterizing a
characteristic of the at least one recipient user.   5. A method accoreing to any one of the preceding
claims, wherein the at leaet one user interacte with at least one receiver application which is arranged
to apply the one or more rules.  6. A meLhod according to claim 5, wherein the at least one user
interacts with the at least one receiver application arranged to request autecrization from the 10 central
source to decrypt he data.  7. A method according to any one of the preceding claims, wherein the first
user interacts with a client application arranged to reqtest the key from a central 15 source. 
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5. A rneÈhod aecordlng Ëo ar¡y ofle oË the Frecediûg
claíms, whereln the at LeâFE one uger fnEeracts wítl- at
least one reëelver applicaEion whfch le arranged to apply
Ehe one or rflore ruleË.

5, A metlrod according to clalm 5, whereln Ehe at leaet
one uEer ínteraetE wlth the aL 1eå.ÈE onË rêcaiver
applícatíon arranged to requeËt authorization from t'he
cenEral Eource tso 4ecr1çt the dåea'

7. A method according Èo any onc of tshe preceding
clairns, whereiri the firet uger interacEe wit'h a c1lenE
applicaEion arranged Ëo request trhe key from a cenÈral
Ðource.

B. A meEkrod aceording to elafm 7, wherel-n the key 1s
greneraE€d by any one of the central Eource or the cllent'
application.

9. A meEhod. aceordlng to any orie of the precedlng
clalmg, fu-rther comprlelng the Ëtep of uslng a gatelcëepêr

servlce Èo proEecÈ Ehe daEaþase from unauEhorlzed ugerÊ.

10, A rneËhod accÐrding to any or¡e of tshe preceding
claimË. futther comprieíng Èhe etep of loggíng any
acEivity on tshe daEa by the recipienÈ user.

1t, t¡, rnet,hod according to any ôrle of Ehe precedíng
claíms. wherein Ehe data iE includ.ed ln a flle $traÞFêÍ aE

an Çncrypt,ed daËa sÈring '

12. À meE,trod according to any one of EhË preéedlng
claimg, whereì-û thè f:Ie wrappef ie a E€cure d.ocument

arranged Co Þe preceFFed Þy +t leaEE one recelven
appllcatlon,
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8. A method according to claim 7, wherein the key es generated by any one of the central source or
the client application. 2 0 9. A method according to any one of the preceding me, further comprising
the step of using a gatekeeper service to protect the database from unauthorized users. 2$ 10. A
method according to any one of the preceding claime, activity o   mprising the step of logging any data
by the recipient user,   11. A method according to any one of the preceding claim, wherein the data is
included in a file wrapper as an encrypted data streng,  12. A method according to any one ce the
preceding claims, wherein the file wrapper is a secure document arranged to be processed by at least
one receiver application.   13. A method according to any one of the preceding claims, further
comprising the step of enclosing the data with a secure envelope, such that when the data is within the
envelope, the at least one recipient user's S interaction with the data is constrained by the rules
established by the first user,  14. A system for securing data distributed by a first user to at least one
recipient user, comprising: 10a computer system comprising a processor, a memory and database,
and having             a module arranged for responding to a request from the first user to encrypt the
data with a key, and arranged to provide the first user with an option to elect 
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13, A meEhod according to any one of E,he preeedtng
cLaime, further cornprislng the FE,ëp of encloslng the. daÈa
wit,h a E¡ecure envelope, such ËhaE when Ehe daEa ie withln
the envelope, tFrc at leagÈ orre reciplent uÊer'H
interactlon wiLh Ehe daEa 1E coneurained by the ruLss
eEtabliEhed by the flret user,

t4. A FyBEem f or securirrg daEa dletrlbut'ed by a f iret
uger to atr leaeE one leclpient u.Eer, compl.lslngr

- a. computer ÉyËgem comprfsiflg å proceselor, a
memofy and databage, and, having

- a môdule arranged for reeponding Eo a request,
frorn the flrÊt usÊr to enerypt the data wíth a key, and
arranged to provide tshe ffret uger wich +n optsJ.on to êlêcË
õne ör mofe rules to constrê1n the rna¡rr¡er in whích the aE

leaet orre recipienE user ca¡r i¡rteract wiÈh Ehe data¡ andf
- a rouÈlne arranged Eo record Èhe location of the

key in a datsabaee, whereln ttre datsabase, on recel-víng a
requesE for autLrorlzatlon frÕin Ehe at leaeÈ one recipienÈ,
ueêr, is arranged Èo provide Ehe key uo thê ât l-êaÊb one
recl.ptent uger upori äuEhorization, and

- erlce Èhe key hae been provJ-ded, arranged tso

apply the one or ffiore rules arrang'ed to corrêÈrain ttre
maflrrer in whtch bhe au leaeÈ one recl-Ðlenb uÈer can
inÈeract wlth the data where the fírsE user hae eleeE.ed
t,hat Èhe one or mors rulee be appJ-ied..
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15. A system +cçordlng to
íe arranged Eo receive Ëhe

cÕnHÈrâín tshe aE leâ-åE o$e
wiuh Èha datsa.

clalm L4, wlrereín Ehe databaEe
ofrrÐ or morÉ rules arra-rrged tso

recipient uEer'e lnt,eract.Lon

16. A EyeËem accordlng' Eo claim 14 or clalm 15, wlrerein
the rouElne is arranged Eo compare an identificaÈlon
profil-e of Ehe at, leaEÈ êne recípienÈ uÉer wlÈ'h a pre-
deç.ermiaed eriEerla Euch thetr if the pre-deÈ,ermined

is one or more rules to constrain the manner in which the at least one recipient user can interact with
the data and,            a routine arranged to record the location of the key in a database, wherein the
database, on receiving a request for authorization from the at least one recipient 20 user, is arranged
to provide the key to the at least one recipient user upon authorization, and            once the key has
been provided, arranged to apply the one or mere rules arranged to constrain the manner in which the
at least one recipient user can 25 interact with the data where the first user has elected that the one or
more rules be ap ied,  15. A system according to is arranged to receive the 30 constrain the at least
one with the data.            14, wherein the database one or more rules arranged to recipient user's
interaction  16. A system according to claim 14 or claim 15, wherein the routine is arranged to
compare an identification 35 profile of the at least one recipient user with a pre- determined Criteria
such that if the pre-determined 
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crlteriâ maÈches Ehe lilentlficatlon profile. the êE least
one rëcipient uËef, is aut,horlzed.

1'7. A eyeEem eccordÍng to claim 15, wherefn the
identificatlon profile includes at leasE one crlterfon
characEerlzlng Ê characterLEtlc of Ehe at least one
recipient uËer,

L8. The syetem in accordance tdlÈh any of one oÊ clåifiiÉ I4
Eo 17, furttrer comprl-slng at least one recelr¡er
appltcatlon, which ie arrarrged. for Ehe recLplent user Eo

lnÈereeL with, and whlch is arranged Eo apply Ehe one or
more rulèË.

19. À eystem aecordLng Eo claim 17, furt,her comprising' at
least, one receivër applicaËJ.on, arranged for t,he recl-pLenb
uEer to lnt,eracÈ wiEfr, and arrangeil tsô requegE
euthorization from Ehe central source to decry¡rt Ehe daEa.

20. A sysEern accordlng Eo any orre of elaLmg 14 tô 19r
furb,her comprising a cllent appltcation, arraJaged Êor Ëhe

flrEÈ uÊer tso in-.eract wiÈlr, and arranged Èo réqueet the
key from a central eource.

2L. å, Eysten accordl¡rg to claim 20, whereln the key is
generaEed by any one sf, a central gource or a clíenE
application.

22. A system accordLng Eo claím 21, whereln the central
Eourëe comprleeg e gat,ekeeper Eervlce ¿rtanged Eo protect
Ehe compubing ÉyËbêm from unauthortzed uËerÊ.

?3 . A EysEem according Eo clalm ?2, t+hereirr ELre cenÈral
source furtlrer comprisee í loggJ.ng eers,'iee arranged Lo log
any actlvlty on the daEa by Èhe reelplent uËer.
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- 24 - criteria matches the identification profile,at least one recipient user is authorized. 17. A system
accordingclaim 1S, wherein the s identification profile includes at least one criterion characterizing a
characteristic of the at least one recipient user, 18. The system in accordance with any of one of claixr
14 lc to 17, further comprising at least one receiver application, which is arranged for the recipient user
to Interact with, and which is arranged to apply the one or more rules. 15 13. A system according to
claim 17, further comprising at least one receiver application, arranged for the recipient user to interact
with, and arranged to r authorization from the central source to decrypt the data. 20 20, A system
accordIng to any one of claims 14 to 19, further ccmprising a client appliCation, arranged for the first
user to interact with, and arranged to request the key from a central source, 25  21. A system,
according to claim 20, wherein the key is generated by any one of a central source or a client
application. 30 22, A system according to claim 21 wherein the central source comprises a gatekeeper
service arranged to protect the computing system from unauthorized USers.  22. A system according
to claim 22, wherein the central source further comprises a logging service arranged to log any activIty
on the data by the recipient user.  
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24, A Eystem according to any one ôf clâimÉ 14 to 23,
whereín the dete is included Ln a fLle wrapper ä.E aÍI
encrypEed data ãtr1ng.

25. A ryEtëm accordirtg to claim 24, whereín the file
wrapper is a EecufÇ document arrÊngèd Eo be Þrocessed by a

reeeiver appllËaEion which te arrarrged for Ehe reciplent
user to interacÈ with,

26. A eystrem accordlng tro årry one of c1almê L4 Eô 25 r

wheretn Ehe daEa fe provlded wit'h a securê envelope
arrang'eÈl Eo encloe€ the daEa Êuëh Ehat when Ehe data Ls

wlthln the envelope, the aE leaÊÈ one reci¡rient ueerrs
intseraction wj.th the daÈa iE conEEralned by thê on€ or
more ruleE.

21 - A meEhod according Èo erry ône of claimE I to 13,
furEhe" comFri8ing Ehe EEep of Ètte :IrËt user defíning the
one or more rulee to be aPPLIed.

2s. A EyEEem {n acçordance $tfth a¡ry onÉ oi c1alms 1¿ tö
26, furEher comprleLng arr ínterface enabllng Èhe fLret
user to define Ehe one or more rulee Eo be applled'

29. A eompuLer Frogreffi¿ cornprieing insÈructions for
controlllng a compr.rter Eo irnplement + meEhod ln accordance
with any one of clalmÉ I Eo t3 '

30. A compuÈer readabLe medium, eompr!-eing a computer
prográTn ln accordånce in with clalm 29.

31. À d.ã.Ett sígnal. comprlelng a computer PrÉg'ram in
accordance wlth claim 29.

to
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- 25 - 24. A system according to any one of claims 14 to 23, wherein the data is included in a file
wrapper as an ypted data string. s 25 A system according to claim 24, wherei wrapper is a secure
document arranged to be processed by a receiver application which is arranged for the recipient user
to interact with to 26. A system according to any one of claims 14 to 25, wherein the data is provided
with a secure envelope arranged to enclose the data sveh that when the data ie within the envelope,
the at least one recipient user's interaction with the data is constrained by the one or is more rules.
27. A method according to any one of claims 1 to 13, furcher comprising the step of the first user
defining the 20 one or more rules to be applied, 2. A system in accordance With any one of claims 14
to 26, further comprising an interface enabling the first user to define the one or more rules to be
applied, 29. A computer program, comprising instructions for controlling a computer to implement a
method in accordance with any one of claims 1 to 13. 3G. A computer readable medium, comprising a
computer program in accordance in with claim 29, 




