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FIG. 1
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FIG. 2
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FIG. 3

Capturing a first set of images of an original ID document at one or more 

angles using an imaging unit 

302
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Processing the first set of images by an image processing unit to generate 

one or more first absolute value differencing images
304

Obtaining a first set of training data from the one or more first absolute value 

differencing images
306

Obtaining a high quality printout of the original ID document and capturing a 

second set of images of the printout at one or more angles using an imaging 

unit 308

Processing the second set of images by the image processing unit to 

generate one or more second absolute value differencing images 

310

Obtaining a second set of training data from the one or more second absolute 

value differencing images
312

Training a convolutional neural network using the first set of training data and 

the second set of training data
314
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FIG. 4

Aligning, by an image processing unit, the first set of images of 

the original ID document 
410
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Reducing the captured first set of images to a first single channel 

420

Preparing a first absolute value difference image using 
background differencing 430

Obtaining the first set of training data for training a convolutional 

neural network 440
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FIG. 5

Vertically stacking all the first set of images to the first image 

of the first set of images 
502
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Identifying a first foreground content of the original ID 

document 504

Homographically aligning the first foreground content of the 

first set of images 506
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FIG. 6

Obtaining a pixel value in at least two images in a first set of 

aligned images
602

Subtracting the pixel values of the two images
604

Preparing the first absolute value differencing image
606
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FIG. 7

Aligning, by an image processing unit, the second set of images 

of the printout of the original ID document
710
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Reducing the captured second set of images to a second single 

channel 
720

Preparing a second absolute value difference image using 

background differencing 
730

Obtaining the second set of training data for training a 

convolutional neural network 740
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FIG. 8

Vertically stacking all the second set of images to the first image 

of the second set of images 
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Identifying a second foreground content of the ID document 

804

Homographically aligning the second foreground content of the 

second set of image
806

900

FIG. 9

Obtaining a pixel value in at least two images in a second set of 

aligned images
902

Subtracting the pixel values of the two images
904

Obtaining the second absolute value differencing image
906



Capturing a third set of images of an ID document at one or 

more angles using an imaging unit 

Processing the third set of images, by an image processing 

unit, to generate one or more third absolute value differencing 

images

Inputting the one or more third absolute value differencing 

images to the trained Convolutional Neural Network

Generating, by the trained convolutional neural network, a 

confidence score 

FIG. 10

8/9

1000

Verifying the authenticity of the hologram on the ID document 

based on the confidence score 

1002

1006

1008
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1004
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FIG. 11

Capturing, by an imaging unit, a third set of images of the test ID 

document, such as a test ID card, at different angles
1110
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Vertically stacking, by an image processing unit, the third set of 

images to a first image of said third set of images 
1120

Identifying, by the image processing unit, a third foreground 

content of the test ID document 1130

Homographically aligning the third foreground content of the third 

set of images using the image processing unit 1140

Obtaining, by the image processing unit, a pixel value in at least 

two images in the third single channel image
1160

Subtracting, by the image processing unit, the pixel values of the 

two images 1170

Obtaining the third absolute value differencing image 
1180

Converting, by the image processing unit, the third set of images 

into a third single channel 1150

Inputting, by the image processing unit, the third absolute value 

differencing image to the trained Convolutional Neural Network 
1190

Verifying, by the trained Convolutional Neural Network, whether 

the hologram present on the test ID document is valid or not

1195


