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This i'nventioh__reiates to radio frequency (RF) communications
systems, and mqré partic__ﬁ_ul_ar_ly io digital radios havihg a “secure"
_mode that encrypts and dec_rybts messages._ Still' more particulaﬂy,

the presént invention relates to tech_niques for secureh:/ loading and
10 storing cryptographic key information within a mobile or portable radio
transceiver. Another feature of the preseht invention provides
multiple "banks" of stored cryptographic keys. o

ACKGR AND SUMMARY OF THE INVENT
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The widespread availébility of police "scanners” and other
inexpensive_consumer'radid feééivers has created significant security
problems for law enfor_cément and othér radip users. For examp.le, it
is now possible for criminals to monitor police radio communications

20 in order to discover polic'e.whereabouts and activities -- and thereby
elude the police. Alth'ough some police forces have adopted the
practice of.talking in "code” to make their communications less
understandable, these codes' often__mak_e informative conversation
rhore_difficult -- and the "codes" typically are relatively easy to

25 "decode” after listening to _polié_e conversations for a few weeks.

Modern state-of—the-art mobile radios are digital. They convert
the user's voiée into a di_gitizéd data stream consisting of "bits"
having "1" and "0" values before sending the "bits" over the radio
channel -- and similarly th”e_y' réceivé communiéétibns in digitized data

30 stream form and convert fhe received "bits" into analog voice signals
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consumers or criminals may still allow eavesdropping. Moreover as
5 the cost of "digital” scanning receivers comes down, this type of
receiver will become more widespread. In addition, a certain class of
radio users (e.g., people associated with the FBI, CIA, military and
other highly sensitive organizations) require an extremely high degree
of communications security. Thus, there is need for communications
10 that provide greater security and protection against eavesdropping
than can be achieved using digitized speech.
In response to this need for greater security, major
manufacturers of land-mobile radio equipment in the United States
have for many years incorporated "encryption” into their radio
15 products. The state of radio electronics technology has advanced
such that it is now practical and cost-effective to have the radio
equipment automatically electronically "code” ("encrypt”) and
"decode” ("decrypt”) communications electronically.
Briefly, "encryption™ and "decryption” are part of
20 "cryptography,” the art of communicating securely in the presence of
an "enemy” or "attacker”. "Encryption” takes a "clear” text message
and transforms it into unintelligible form ("cipher text”). "Decryption”
reverses the process, transforming the cipher text back into the
original "clear” text. In modern "cryptosystems” such as "DES"
25 ("Data Encryption Standard”), it is computationally infeasible to derive
the "clear” text from the cipher text unless one knows beforehand the
particular transformation that should be employed. So long as the
decryption transformation remains a closely guarded secret, parties to
én encrypted communication can feel safe knowing that only

30 authorized people (i.e., the people who know the specific decryption
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"Encryption" takes a "clear" text nessage _
Because of the. difficulty of designing and verifying the security
of a cryptosystem, it has become commonplace to define encryption
and decryption transformations with two components: (a) an
algorithm that defines a family of tranéformations; and (b) a
cryptograbhic. "key" that specifies a particular one of many (usually a

10 very large number of) transformations within the family. The
cryptographic algorithm can be contained in standard, readily available
integrated circuit chips and may even be widely published (e.g., the
details of the "DES" algorithm is published in Federal FIPS Publication
No. 46). However, before the aigorithm is used by, for example,

15 Steve and Carole to encrypt and decrypt messages, Steve and Carole
select and agree upon at least one cryptographic "key” they intend to
use with the algorithm. Steve and Carole keep this cryptographic key
a closely guarded secret. Since the cryptographic key deiermines the
particular encryption/decryption transformation{s), an attacker who

20 knows the basic cryptographic algorithm but doesn't know the key

._wil'l be unable to decrypt intercepted encrypted communications.
Moreover Carole énd.Tim can agree to use a different cryptographic
key for their secure encrypted communication, and Steve intercepting
the communication will be unable to decrypt it successfully. To

25 provide increased security against long-term cryptographic attacks,
"traffic analysis,” et'c., parties. can ‘agree to periodically change their

' agreed-updn cryptographic keys -- or they may agree to use a
different key if they feel the security of their communications has

been compromised.
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Tessage tnoan'raee %IO&%E &LfARB which mc)l(ude a digitized voice
encryption/decryption capability. Motorola Inc. of Schaumberg lllinois
5 has similarly for many years sold "SECURE NET" land-mobile radio

equipment including digitized voice encryption. Although prior radio
products were limited to only a single encryption technique, more
recent digital voice radios (i.e., EGE's AEGIS/VG digital radio products)
currently use any one of three conventional key-based encryption

10 algorithms (DES, VGE or VGS) for securely transmitting digitized voice
over an RF channel.

In using such systems, there arises a practical problem of how
to load the secret cryptographic key(s) into all radio transceivers
intended to participate in secure communications. In EGE's prior

15 systems, the "key"” information is loaded into each radio individually
using a device called a "key loader.” This keyloader device
communicates with the radio over a serial data cable, and downloads
"key" data into the radio for use in defining the particular
encryption/decryption transformation to be used. The user may

20 download "keys" to the radio at any time by connecting up the key
loader to the radio and specifying the new key data. When the radio
receives new "keys" from the key loader, it must store and retain the
"keys"” so that they can be retrieved every time the radio is
subsequently turned on. '

25 In prior radio products, the key storage method depended on
the type of encryption algorithm in the radio. Prior EGE radio designs
using DES encryption transferred the "key” data to a special-purpose
DES encryption/decryption integrated circuit "chip” for storage. This
DES "chip” is connected to a small battery {e.g., a lithium cell) that

30 continually supplied power to the DES chip even when the rest of the
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different cryptrgdiphowever, this arrangement requires the existence of a :
battery-backed device to maintain the "keys" throughout the power
cycle. Moreover, commercially-available DES chips have a limited key
storage capacity whereas in the context of a mobile radio

1.0 communications system it may be necessary for a given mobile radio
to select between a number of different keys corresponding to, for
example, a number of different secure communications recipients.  In
prior VGE encrypted radios sold by EGE, the key information was
simply stored in a table in EEPROM ("Electrically Erasable -

15 Programmable Read Only Memory"). This storage solution removed
the requirement for a battery-backed device, but was not very secure
since the key information is simply in a table in EEPROM and thus can
be read out by someone willing to take the time to "dump" the
contents of EEPROM -- a relatively simply process that can be

20 performed using readily available, relatively inexpensive equipment.
Because of this "reverse ehgineering" po'ssibility, the security of the
entire radio communications system becomes compromised if even a
single radio transceiver falls into the wrong hands. Of course, .it is
always possible in such a system to -chan'ge'encryption keys on a

25 system-wide basis -- but the logistical difficulty of reprogramming
each individual radio transceiver at a service depot using a key loader
would cause secure communications to be disrupted for hours, days
or even longer. S

There have been prior attempts to securely store encryption
30 keys within 8 mobile radio transceiver. S.ee, .for example, U.S. Patent



key for their secure encrypted communication, and Steve intercepting the
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PCT/ US95/ 02815 4 Eri csson- GE Mobi |l e Radi o Conmuni cations Inc. ("EGE") of
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internal non-volatile EEPROM encryption/decryption key store. ’
Whenever external access of the EEPROM key store is-attempted
5 (e.g., in order to test the function of the key store), circuitry
automatically clears the EEPROM contents -- thereby preserving the
secrecy of the encryption/decryption keys. This technique has the
drawback of requiring a specially designed security module with
special-purpose circuitry for destroying key store contents when
10 external access is attempted.
It would be highly desirable to provide an arrangement for
safeguarding the secrecy of encryption/decryption keys stored by a
mobile/portable radio transceiver that does not require any additional
hardware components or other costly additions to the transceiver
15 architecture and yet provides flexibility in securely storing a large
number of selectable different cryptographic keys.
The present invention provides a digital radio having a table in
non-volatile memory- such as EEPROM for "key storage”™ as in prior
VGE products, but the "keys" are stored in an "encrypted” form such
20 that their identities are not readily revealed by a "dump” of memory
contents. Additional security is provided in accordance with the
present invention by extracting the "keys” from the stored table and
re-"encrypting” the entire table each time a key loader device is
attached to the radio. This re-encryption adds another level Qf
25 complexity to the process should someone attempt to "break” the
cryptosystem by repetitively loading different "keys” into the radio.
In somewhat more detail, a digital radio provided by the present.
" invention "hides” or "shrouds” its key store information by in some
sense "encrypting” the key information before storing it in the radio's
30 internal EEPROM memory. A pseudo-random_ function is used as part
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5 gain access-to the keys will presumably "dump” the entire contents of
the EEPROM including the key store, but this information will be
useless unless she also knows the particular shrouding transformation
used. To learn the shrouding technique, the attacker would have to
dump the entire program store and reverse engineer the control
10 program software in detail -- an extremely expensive and
time-consuming process exposing the attacker to copyright
infringement liability.
A mobile or portable digital radio provided by the present
invention first constructs and writes a table containing pseudo-randdm '
15 data into a key store section of internal EEPROM. The radio's
cryptographic keys are written "over” the random data, and are
written at locations which can change from one key loading operation
to the next -- thereﬁy "hiding" the cryptographic keys by "burying"
them somewhere in a "sea" of pseudo-random data. As an additional
20 protection in the preferred embodiment, the keys before being stored
are first "encrypted"” in a sense that they are transformed based at
least in part on random data stored in other parts of the ta_ble. As a |
result, the stored cryptographic keys are hidden among a series of
random data values, and the stored key data itself "looks" like random
25 data. As a result, an attacker would be unable to learn the identity of
the stored cryptographic keys from a dump of the EEPROM table .
uniess she knew Where to find the stored keys within the table, and
uniess she also knew what particular transformation should be used to

decrypt and thereby recover the keys.

ata. Wen the radio



25 In prior radio products, the key storage nethod depended on the
type of encryption algorithmin the radio. Prior EGE radi o designs using
DEW@9s23¢6% i on transferred the "key" data to a speci BFU/BS$88 DES
encryption/decryption integrated circuit "chip" for storage. This DES
"chip" is connected to a small battery (e.g., a lithiumcell) that 30
continually supplied power to the §ES chip even when the rest of the WO
95123467 PCT/ US9/ 02815 5 radio
Is turned off. The solution of storing the "keys" in the DES chip is very
secure since the radio mcrocontroller never "sees" (and cannot access) the
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t he "keysrtepebtadigirery titriecajmycloader device is connected to the radio

transceiver. The actual key data is extracted by performing an inverse

5 transformation, and a random number generator is used to

re-randomize the table. The key data is transformed using the newly

randomized table and the cryptographic keys along with the

associated {new) index are redeposited into the table. This means

that the keys typically end up being stored in a different place within

10 the table, and that a different decryption/extraction transformation
based on the information stored in the table must be used to recover
them.

In accordance with a further feature provided by the present
invention, multiple key banks are used to provide enhanced voice

15 security by increasing the number of encryption keys available for use
by a radio. This feature provides the additional advantages that the
number of times a radio must be key loaded is reduced, and the
number of personaliiy configurations for groups, channels, and
systems is greatly increased.

20 Prior portable or mobile two-way radios store only a limited
number of encryption keys {(e.g., seven encryption keys for EGE's
Voice-Guard private voice operation, and six encryption keys fbr
EGE's AEGIS private voice operation). Different keys can be selected
for channels, groups and special calls. The number of keys to choose

25 from is very limited. Also, if the user feels private voice calls are no
longer secure using the programmed key, the only choice the user has
is to discontinue communications until the radio can be key loaded
with new encryption keys. Key loading the radio can be very time
consuming because each radio must be individually connected to the

30 key loader.



cycle. Mreover, commercially-available DES chips have a linmted key
storage c | 6,7\/\/ner_ea's in the context of a nobile radio 10 communi cations
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to use can be specified on a per system basis using a radio '
personality. The radio personality can contain the same system data
repeated multiple times with only the key bank changing. The
following illustrates an exemplary radio personality:

10

System Key Key Bank Group Key

SYS1 3 Fire 1

SYS2 3 2 Fire 1

15 (with key banks 1 and 2 con__tairjing different sets of cryptographic
keys). I - |
It users feel trunked calls on the group "fire" are no longer
secure on system "SYS1," the users can instantly change to the other
System "SYS2" and continue encryptéd communications USing |
20 different encryption keys stored in key bank 2. Increasing the number
of keys available to the user provides for more configurations on the
radio personality. For. example, _ci_onventional (non-trunked) operation
could use the first four banks of keys, and trunked operation could
use the second four banks. 'Di-ffer'ent banks and/or keys can be used
25 for different cryptographic modes (e.g., VGS, VGE or DES). In
addition, increasing the number of éncry'ption"keys that can be stored
in the radio can reduce how 6ften the radio needs to be key loaded. -



each individual radio transceiver at a service depot using a key | oader
woul d cause secure conmunications to be disrupted for hours, days or even
Ion&@?*vﬁmﬁ%e have been prior attenpts to securely stBEHUS5M2838t i on 30 keys
within a nobile radio transceiver. See, for exanple, U S. Patent WO
95/ 23467 10 PCT/ US95/ 02815 6 No.
5,150,412 to Maru, which discloses a nobile radio tel ephone including a
single chip mcroconputer (security nodule) including an internal

non-vol atil e EEPROM encryption/ decryption key store. \Wenever external
access of the EEP in order to test the
function of the kWMI ears the EEPROM
contents -- thereby preserving the secrecy of the encryption/decryption

keys. This techni que has the drawback of requiring a specially desi gned
security nodulkhese: and other features and advantages of the present

invention will be better and more completely understood by referring

5 to the following detailed description of the presently preferred
exemplary embodiment in conjunction with the sheets of drawings of
which:

FIGURE 1 is a schematic diagram showing a radio transceiver
10 connected to a key loader device in accordance with the presently
preferred exemplary embodiment of this invention;

FIGURE 2 is a block diagram of an exemplary radio transceiver
architecture useful with the present invention;
15
FIGURE 3 is a schematic iliustration of an exemplary key store
data structure provided by the presently preferred exemplary
embodiment of this invention;

20 FIGURE 4 is a schematic diagram of plural key banks shown in
Figure 3;

FIGURE 5 is a flowchart of exemplary program control steps
performed by the preferred embodiment radio shown in Figure 1 to -
25 receive and store the keys transmitted by the key loader;

FIGURES 6a and 6b together are a flowchart of exemplary
program contro! steps performed by the preferred embodiment radio to
randomize or re-randomize the key store table; and

30



‘speci al -purpose circuitry for destroying key store contents when 10

ext er nal | s attenpted. It would be highly desirable_to provide an
ar-r angenﬁgﬁﬁdsaf eguar di ng the secrecy of encryption/ decrgypg?ﬂﬁozﬁﬁls '
stored by a nobile/portable radio transceiver that does not require any
addi ti onal ~ hardware conmponents or othertiostly additions to the transceiver
15 architecture and yet provides flexibility in securely storing a |arge
nunber of selectable different cryptographic keys. The present invention
provides a digital radio having a table in non-volatile nmenory such as
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stored tabl e aBUtrAGt eRREIRIRH ikeys oD EieLkey: str) tabis8RoOWNIB HHOKES 3t oader
device is attached to the radio. This re-encrypti on adds anot her |evel of
25 complexity to the process shoul d soneone attenpt to "break"” the

cryptosystens by repetitively | DEUAMCEDIDESCRIPTIONCQOF Ai nto the radio.
PRESENTLY PREE_ERBEQ EXEMPLARY EMBODIMENT

Before describing the cryptograbhic key protection scheme

provided by the preferréd embodiment of the present invention, it may.

10 be appropriate to at ieast bri'"efly describe the overall radio system
environment in which the present invention may be useful. The
present invention is particula_rly useful in the context of a so-called _
"digital radio" 50 such as é portable "walkie talkie" type radio or
portable radio (e.q., of the_type ;nounted on the dashboard of a

15 vehicle). Radio 50 preferé_bly_ is a digital radio transceiver having a
display 52 and keypad_ 54 as shown in FIGURE 1 and having an
exemplary more detailed afchite%:ture as shown in FIGURE 2. Radio
50 may be, for example, an_MhK or ORION two-wéy digital "trunked”
radio transceiver manufactﬁréd and sold by Ericsson-GE Mobile

20 Communications, 'Inc. 6f_ Lynchburg, Virginia. A microcomputer 58
controls the operation 'of fadio 50 and its inc;IUded digital frequency-
synthesized RF transmitfer/recei\_)ei 60. As will be understood by
those skil!ed in the art, microcomputer 58 controls the frequency' at
which the RF_ transmitter/receiver 60_operat_es (e.g., by sending digital

26 frequency control signals to th_é transmitter/receiver), and also |
controls ndmerous other aspééfs of _fhe RF transmi:tter/réceiver
operation (e.g., controliing the incfuded ‘transmitter to apply RF enér'gy'
of a particular frequenc:y: tlb antenna 62 for radiatidn over the air to a
distant receiver or repeater; controlling the transmitter t_o case

30 transmitting and to unmute the receiver so as to allow the receiver to



I n sonewhat nore detail, a digital radio provided by the present invention
"h| gf " or "shrouds" its key store information by in sone sense

(i 67 the key information before storing it i nPCHUSISNIBIS s 30
|nternal EEPRO\/I menory. A pseudo-random function is used as part WO
95/ 23467 PCT/ US95/ 02815 7 of the
shroudi ng techni que. This use of ®pseudo-randoni zation factor neans that
the keys are shrouded differently fromone radio to the next -- and that
the sane radi o shrouds the keys differently from one shroudi ng operation to
the next. An unauthorized person trying to 5 gain access to the keys w ||

pr esunabkaceideamplifg, et aﬁdcdyﬁﬁ@d\slatéafedd'@ecﬁﬁP%halaCétudl ng the key

store, but this informati on wl be usel ess unl ess she al so knows the
parti cul aartmlauﬁnengemmspr@gmmd by sbe migroeemputer: asdr oudi ng t echni que;
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engl neer
receiver/transmitter such as, for example, RF power output level,

5 modulation level, tone generation, etc.).
In the preferred embodiment, radio 50 may be operated in either

a conventional "non-trunked” mode or in a digitally trunked mode.
When operating in a conventional non-trunked mode, radio 50
typically transmits RF signals on the input frequency of a conventional

10 RF repeater, and receives RF signals on the output frequency of that
repeater (the input and output frequency being different and
sufficiently spaced apart as understood by those skilled in the art).
Conventional CTCSS or other selective squelch type signalling in
either analog or digital form may be used to control access to the

15 conventional non-trunked repeater, and radio microprocessor 58 may
control transmitter/receiver 60 (or other components) to generate the
appropriate selective squelch signalling to access the repeater.

In a trunked mode of operation, radio 50 may request a working

channel for temporary use in communicating with other members of a

20 common "group” by transmitting a digital inbound channel request
message over a dedicated digital control channel, this message
identitying the "group”. This inbound channel request message is
received by a trunked radio repeater site (not shown) and -- assuming
a working channel is available for assignment -- the trunked repeater

25 site responds to the message by transmitting a digital channel
assignment message over the control channel to the requesting radio
as well as to all other radios within the "group™ specified by the
requesting radio in its initial channel request message. Upon receiving
the channel assignment message, all radios within the specified

30 "group” shift their operating frequency to the assigned working



10 program software in detail -- an extrenel y: expensive and time-consum ng
process eﬁ’@? i ng the attacker to copyright infringenent liabilit A nobile
or -portab ?ﬁ”g"g €721 radio provided by the present inventionPG¥¥ 102815
constructs and wites a table containing pseudo-random 15 data into a key
store secti~on of internal EEPROM The radi o's cryptographic keys are
witten "over" the randomdata, and areqgritten at |ocations which can
change from one key | oadi ng operatron to the next -- thereby "hiding" the
crypt ographi ¢ keys by "burying" them sonewhere in a-"sea" of pseudo-random
data. As an addrtronal 20 protection in the preferred enbodi nent, the keys

bef bei t f t, " ted" i t hat .the
Cr anst or meq badsSnget| dhertrynkest i Tepaatss b PENEes: o apHRBNRL: *par 1 s of
the table. As aebewtopermngbﬂrm iﬂﬁ@ﬁé&%hﬂﬁg Kﬁé(rﬁwe?ﬁﬁhr'&h%&@r@‘s“w a

series of random data val ues; and t Stored key data itself "looks" 1ike
random 25 dat a.Signals transonittedsby sadias and &'rmleatsfethmwmwed)RFemgmls he

uni ess Lhe knolVHIGHD' ok e/ MRBEE RBWSF JFERl ok Besht ovRn RV R eraRR
5 area. When the communication(s} is finished, the trunked radio
repeater site preferably sends a "unkey" digital message over the
temporarily assigned working channel to cause all radios within the
group to return to monitoring the dedrcated drgltal control channel
| Radio 50 may be capable of transmrttmg signals in vanous |
10 forms. For example, it may be possible for radio 50 to transmlt and
receive analog vorce-modulated FM srgnals in addmon, in the
preferred embodiment, rad_io 50 is capable of transmrttmg and
receiving digitized voice signals. In particular, referring to FIGURE 2,
when the radio's use_r'speaks irlto a rnicrophone 64, the resulting
15 analog voice signals (after amplificatieri by an amplifier 66) are
converted from'anelog form into a stream of pulse code modulated
("PCM") digitized voice signal ("bits") using a conventional speech
digitizer/converter 68 such as for example a CODEC or digital signal
processor (DSP); This digitiéed voice sighal may be applied to the RF
20 transmitter modulator (net showh)' within transmitter/receiver 60 for
modulating an RF carner to be radrated by antenna 62. Srmrlarly, the
receiver portion of transmltter/recerver 60 may receive digitized voice
S|gnals transmitted (e. g via a repeater) 'by some other radio 50. The
received 'd'igitized voice.signals' are demodulated by the
25 tr'ansmitter/receiver 60 to broduce a digitizéd voice data stream which
is converted by CODEC/DSP 68 to analog vorce srgnals for -
amphfrcatlon by amp!rfrer 70 and conversron mto sound by speaker
72,
In order to provide a secure communications capability, radio
30 50 is equipped with an encryptor/decryptor 74. When the user



unl ess she al so knew what particular transformation should be used to
decrypt and thereby recover the keys. WO 95/ 23467

PCWO8523462315 8 I n accordance with a further featur ®CFAUSISORSES by t he
present invention, the entire table random zation and transfornmation
process is repeated every tine a Eey | oader device is connected tq the
radi o transcei ver. The actual data is extracted by perform ng an

i nverse 5 transformation, and a randon1nunber generator is used to
re-random ze the table. The key data is transfornmed using the newy

random zed tabl e and the cryptographic keys anng wi th the associated (new)
i ndex arselectd epbsecre”iopgevating mode,ctheTises' sreeice signalstdonverted t ypi cal |y

end up being stored jn g diffe ce W|th| 10 the table, and that a
differ er\'c“%latﬂ'%ﬁq UH?‘-‘@x?'Bﬁéis %rqcéaégcﬁ‘ﬁeﬁﬂp&ﬁ Jeee BRYUERE i nfor mat i on

stored ighdrPsedriicry Pt 748 ERth{plor/deRAyPIoF 74 may be, for example,
a conventional DES {Data Encryption Standard) or other conventional
5 off-the-shelf cryptosystem-based integrated circuit "chip” or,
aiternatively, encryption/decryption may be performed by
microcomputer 58 under software control {assuming the
microcomputer has a sufficient processing capacity).
Encryptor/decryptor 74 uses one or more standard conventional
10 algorithms (in conjunction with one or more cryptographic keys
selected by the user) to transform or "encrypt” the digitized voice
data stream into "cipher text.”
The conventional algorithm defines a family of transformations
with the specific transformation within the family being specified by
15 the selected secret encryption/decryption "key." Users desiring to
communicate with one another via encrypted messages agree
beforehand on a common shared encryption/decryption keyl(s). The
encryptor/decryptor 74 within the transmitting radio 50 encrypts the
digitized voice data using the agreed-upon encryption key, and
20 transmits the encrypted digitized data stream via modulated RF carrier
radiated by antenna 62. A receiving radio 50 receives and
demodulates the RF carrier to recover the encrypteq digitized voice
data, and applies this encrypted data to its encryptor/decryptor 74
operating ina decryption mode to apply an inverse transformation
25 (using the same shared secret, or in some crypto-systems a different,
agreed-upon cryptographic key) to recover the "clear” digitized data
stream from the received cipher text. Block 68 converts the
decrypted data back into analog speech signals for reproduction by
Ieudspeaker72.



them In accordance with a further feature provi ded by the present

in\'/entiong,orwzg*aql e key banks are used to provide enhanced voice 15 =
security by Tncreasing the nunber of encryption keys avail HIE03951028)3 by a
radio. This feature provides the additional advantages that the nunber of
tinmes a radi o nust be key |oaded is redyged, and the nunber of personality
configurations for groups, channels, and systens is greatly increased. 20
Prior portable or nobile two-way radios store only a |imted nunber of
encryption keys (e.g., seven-éencryption keys for EGE'S Voice-Cuard private

: 44 . rypt)on ke S ° .
operati o Di 1 er of RRYESHIRHBEL RRYE A IR FEGRITS BNATRE B cpeci a
cal I's. The nunfgf halinged® khOwiy 88€ speciicodhdryptibhiddcrpticdl kel beihg t he -

user feels private voice calls are no |onger secure using the progranmed
key, the only u$ed §er amarticuler casmmunicatidnswilhbe unabie tengecexnti es unt i |

can be very i HESALHRTTEES doiir SabaR Bhedlies RadBtp P Rnor dmB e~ 7
connect ed t o5 t Bf/ptographic key needed to perform the specific ;
transformation/inverse transformation used to encrypt and decrypt.
Communications will remain secure so long as the cryptographic key
is kept secret.

Radio 50 further includes a non-volatile memory device 76 such

10 as an EEPROM (electrically erasable programmable read only memory).
EEPROM preferably stores program instructions for loading into and
executing from a RAM (random access memory) within
microprocessor 58. The operation of radio 50 is defined by executing
these instructions with microcomputer 58. EEPROM 76 also includes

15 so-called "personality" defining operating parameters defining the
operation of radio 50 (such parameters may include, for example,
operating frequencies, group-and individual id's, tone frequencies, etc.
as is conventional in this art). In addition, EEPROM 76 stores a key
table 78 containing one or more cryptographic keys to be used by

20 encryptor/decryptor 74.

Before operating in a secure mode, microcomputer 58 reads an
appropriate selected encryption/decryption key from key table 78 and
loads the key into encryptor/decryptor 74 (it will bé understood by
those skilled in the art that the data path between microcomputer and

25 the .encryptor/decryptor 74 may be protected to prevent signal

. analysis from revealing the cryptographic key). Key table 78 may
store a number of different cryptographic keys in plural key "banks™ or
sets so that an entire repertoire of keys can be selected by selecting a
different key "bank.” Different cryptographic keys aliow radio 50 to

30 communicate securely with a variety of different parties such that



30 key | oader. WO 95/ 23467

PCI/ US95/ 02815 9 The preferred enmbodi nent provided by the present

i nvention

soWREAMFL probl em by using nultiple banks of encryBCRBISINeBIs -~ 3| |

stored in the sane random dat a EEPROM t abl e-descri bed above.

The radi o can

store multiple banks of keys with ﬁ(e.g., six or seven) keys 5 per bank to
g

mai ntain conpatibility with existi

radi os. The key bank to use can be

specified on a per systembasis using a radio personality. The radio

personality can contain the same systemdata repeated multiple times with
only the key bank changi ng. The following illustrates an_exenplary radio
per sonal ingfie abths, perties is ableo decrypt gagrypied communigasions

10

15

20

25

30

intended for other paffies. In additioh, different cryptographic keys
provide users with several alternate encryption/decryption keys in
case the security of their communication has been breached.

Cryptographic keys must be initially loaded into radio 50.
FIGURE 1 shows radio 50 connected to a key loader device 100 via a
key load cable 102. Radio 80 in the preferred embodiment includes a
universal device connector ("UDC") 56 via which external devices
such as key loader 100 and "PC Programmers"” may communicate
with the radio over a serial data path (e.g., cable 102).

Key loader 100 in the preferred embodiment includes its own
display 104 and key pad 106. A user may input cryptographic key
information into radio 50 by depressing one or more controls of
keyloader key pad 106. The inputted cryptographic key may be
displayed on key loader display 104 before being transmitted to radio
50 via key load cable 102 for storage and use by the radio.

In more detail, the process of loading cryptographic keys into
radio 50 involves connecting key loader 100 to the radio via four-wire
or two-wire communication cable 102. Some radios (e.g., the MRK)
use a four-wire communication protocol referred to as "synchronous
mode communication,” while other radios (e.g., the ORION radio) use
2 two-wire communication protocol referred to as "asynchronous
communication.” Cable 102 may, for example, include a standérd
conventional telephone jack on one end and a universal device
connector type screw-on connector on the other end. The phone jack
end of the cable 102 connects to key loader 100 while the other end
connects to radio 50 via the UDC interface 56. |

Key loader 100 has key pad 106 on its front surface to allow
the user to enter key data for each cryptographic key to be loaded
into radio 50. Before transfer to radio 50, the user must first enter

Key SYS1



SYS2 3 2 ~ Fire 1 15 (with key banks 1

and 2 containing different sets of cryptographic keys). If I
trunked W& the group "fire" are no | onger secure on Pﬁzﬁéﬁﬁ‘);@%ﬂ,"

the users can instantly change to the other system "SYS2" and conti nue
encrypted communi cations using 20 diffeggnt encryption keys stored in key
bank 2. Increasing the nunber of keys available to the user provides for
nore configurations on the radi o personality. For exanple, conventional
(non-trunked) operation could'use the first four banks of keys, and trunked
operation could use the second four banks. D'fferentgggaks and/ or keys can

be used 25 for therdesited sequancs phpytes intedhe keydjoad OViee e3chDES) . 1 n

ol o KRS RBAHELorfle BIGHAP il ti bgln 908 i BO'R ) "
95/ 23467 security reasons, the preferred keyloader may destroy retained key
information if someone attempts to disassenﬁble the key loader to read
5 out the information. Once the cryptographic key data is loaded into
the key loader 100, the user presses a sequence of buttons 106 to
transfer the data from 'the 'key loader to radio 50 Upon proper
reception of the data and acknow_ledgement from radio 50, the key
loader 100 indicates "GOOD TRA.NS_FER"' and the cryptagraphic key

10 transfer is complete. This p'rocess' may be repeated for additional
cryptographic keys the user wants to load into radio 50. Uhless the
user desires to change the cryptographic key data for security reasons
(or other reasons for that matter), thé key transfer brocess to the
radio is complete and does not need to be repeated. _

15 ‘ As will be explained in mdre detail below, once the
cryptographic key data is received by radio 50, the key data is
"encrypted” (i.e., hidden and shrouded in some fashion to make it
unintelligibie to an attacker), before being stored in EEPROM
non-volatile memory within the radio. Every time fhe key loader

20 device 100 is connected to radio 50, the radio re-"encrypts"” the
existing cryptographic k’ey data within the radio. | This process
involves extracting the cryptographic key data from _its "encrypted”
form, re-randomizing the encrypted key table, and then re-encrypting
the actual key data for storage in the table. Table re-encryption

25 occurs in the preferred embodiment even if the user conneéts and
removes the key loader 100.without having trahsferred any additional
key data. This provides another level of security by significantly
altering' the encrypted key t‘able'every 't"i_me' the key loader is

connected.



10 BRI EF DESCRI PTI ON OF THE DRAW NGS These and ot her features and

advant ages of the present invention will be better and nore conpletely
unoRP8s2ME7 by referring 5 to the foll owing detail ed BESMEIMBEL of the
presently preferred exenplary enbodi nent in conjunction with the sheets of
drawi ngs of which: FIGURE 1 is a schematic diagram show ng a radi o

transcei ver 10 connected to a key 1I ader device in accordance with the
presently preferred exenplary enbodl nent of this invention; FIGURE 2 i's a

bl ock di agram of an exenplary radi o transceiver architecture useful with
the present invention; 15 FIGURE 3 is a schematic illustration of an
exenpl ary key store data structure provided by the presently preferred
exenpl ary enmboBIGRRE Dis arschematindiagnamof an exemplayedata s a schematic

di-agram Oétrﬁ)é%rrgluslégyinbtmkgreiggw piere'f'ir é)?eg_%blary e-r}lbodiment of
this invention for key table 78. .Key table 78 in the preferred
embodiment consists primarily of random data, with meaningful data
5 "scattered" here and there separated by random data. The
"meaningful” data stored within table 78 includes a first byte random
vaiue 82, a kth byte random value 84, and at least one (and typically
many) cryptographic keys stored in key banks residing within a
cryptographic key block 86. Blocks of random data separate each of
10 these blocks of "meaningful” information. Thus, for example, a
random data block 88a separates data values 82, 84; random data
blocks 88b, 88c, 88d separate value 84 from the cryptographic key
block 86; and a random data block 88e is stored after cryptographic
key block 86 within table 78. In the preferred embodiment, it is very
15 difficult for an attacker to tell the random data 88 from the
"meaningful” data 82, 84, 86 -- and therefore the random data in
some sense "hides” or "shrouds™ the meaningful data to make it
difficult for the attacker to extract the meaningful data.
FIGURE 3 thus shows how the actual encrypted key data is
20 completely surrounded by pseudo-random data blocks 88d, 88e.
Moreover, the starting address of the encrypted key block 86 is
variable according to a starting address calculated as a function of
values 82, 8B4 (the variability occurs because value 82 is also
pseudo-random number albeit limited in range). In accordance with an
25 important aspect of the present invention, every time fhe key loader
100 is attached, a new pseudo-random data value 82 is' written to
table 78 thus char;ging the starting location of the encrypted key
block 86. Moreover, since the contents of the random data blocks
88c, 88d changes each time the key loader is attached, an -
30 encryption/decryption transformation used to encrypt the



FIGURE 5 is a flowhart of exenplary programcontrol steps perforned by the
preferred enbodi nent radio shown in Figure 1 to 25 receive ﬁ@ﬁs%sgoggfs t he
keys traNd9%23d467 by t he key | oader; FlI GURES 6a and 6b toge? re a

fl omchart of exenplary programcontrol steps performed by the preferred
enbodi ment radi o to randoni ze or re-random ze the key store table; and 30
11 What is claimed is: 1. A digital rgglio conprising: a RF transmitter
for transmtting digital signals over a radio frequency link; a RF receiver
for receiving digital signals transmtted over said radio frequency link; a
non-vol atile nmenory device; an encryptor/decryptor coupled to said nenory

evi oo Tor o YPLARBBMGRR 1kyh ASIHE) bheBlofed T BRSUK BBIEE Uhihgbgec! vl

each time key loader 100 is attached. @

When radio 50 is initialized, it is typicé.l_l;f first connected to a "pc
‘programmer” type device (not shown) well known by those skilled in

5 this art. Such a "pc programmer” is responsible for writing the
"personality” and other information stored within EEPROM 76. The
"pc programmer” may, for example, connect to radio 50 via UDC 56.
in the preferred embodiment, this "pc programmer" reserves space for
the key table 78 in EEPROM 76 by constructing and writing key table
10 78 as a table of all zeros to EEPROM in response to the user

specifying a key size and the number of encrypted key banks. The
‘size of key table 78 in bytes is directly evaluated from the following

equation:.
15 table size = (# of banks) * (# keys per-bank) * (key size + # CRC 'b\)tes) +h

where "# of banks" is the number of different key banks, "# keys per
bank” is the numbe{f of cryptographic keys stored within each key
bank, "key size" is the length in bytes of each cryptographic key,

20 "number CRC bytes” is the number of additional bytes per
cryptographic key used to provide CRC or other error checking
information, and "h" is an additional number of bytes used by random
data blocks 88a, 88b, 88c, 88d, 88e used to help hide the key
information. .In the preferred embodiment, there are seven

25 cryptographic keys allowed per bank, a CRC field stored with each
key to verify data integrity, and a maximum number of four or eight
key banks (depending upon the length of each ‘cryptographic kéy).

When key loader 100 is connected to radio 50, the radio
microcomputer 58 initially writes the entire key table 78 with random

30 data. This random data may be generated using a conventional
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cryptographic key stored within said nenory device; and a m croconputer
coupled to said nenory device, said mcroconputer witing, into said nenory
deWwe@e8s2Ma7 d cryptographic key within a field of ran®CKUS85/02828 a, sai d

m croconputer hiding said stored cryptographic key within said stored
random zed data field, said m croconputer ensuring that said cryptographic
key is transforned before said cr2ptographic key is stored within said
menory device and for ensuring that said stored cryptographic key is

i nversely transforned before it is used by said encryptor/decryptor to
cryptographically transformsaid transnitted and/ or received digital

signas. oiBERE!Anasi nlint (iite? RIS, | hb&gae'csnganhgﬁ di fferent

transfornmati ons osa io as inclaiml

wher ei n meddmrandompuﬂﬁersgememosmaﬂablwpt nmmm@rdahvgly‘ nto said nmenory -
device in _one ofa Iural inclaiml -

wher ei n &ifigieptly, H@’:ﬁés ﬁ\é’&?@ef@f t@'ﬁdﬁenghﬁge o random dat a
into sal EyS@ﬁl"bfeg ?ur}?e WW?H tgqrms said

crypt ograp ey a to sald stored pseudo-random
data. 4. "Randodh @euabncecﬁmeramrs aridaStredm\Cypbers "sdi@94rJohnconput er

or ypt ogr VP &Sprsiied farch diacussiin.of o tterent poenaesaandorent el y
Wi thin sgjfnbérhéhétatorRNslitanié dofgbAerating a string of pseudo-random
data values that could be used to fill table 78 with random data.

Once table 78 has been filled with random data, the kth byte

10 84 in the preferred embodiment is overwritten with a certain known
value "y". Another byte 82 in table 78 is then preferably limited in
value to a pseudo-random value between zero and x. An index
pointer used to address or "point” to the beginning of cryptographic
key block 86 is then calculated as a function of these two bytes 82,

15 84. Any desired function may be used to perform this index pointer
calculation, although it is preferable to use a function that is relatively
efficient for microcomputer 58 to calculate. The ranges of values
stored in bytes 82, 84 used as input to this function are constrained
as described above so that cryptographic key block 86 falls entirely

20 withun tabile 78.

FIGURE 4 schematically shows one exemplary configuration for
cryptographic key block 86. In the example shown, two key banks
86a, 86b are shown but the preferred embodiment can provide as
many as four or eight key banks depending upon the length of the

25 cryptographic keys. In the preferred embodiment, each key bank
begins with a "key bit-mask byte” 90 that indicates which keys within
the bank have been successfully loaded by key loader 100. Initially,
the bit-mask byte 90 is zero. As cryptographic keys are loaded into
the bank 86, the bit-mask byte 90 is updated to indicate which keys

30 within the bank are valid. The actual cryptographic key information is



5. A digital radio as in claim 1 wherein said transformati on and said
I nver se tm&gg tion are based at |l east in part on portions of said
random ze ield. 6. A digital radio as in clai m| REFEVSH2EE d

m croconput er includes neans for 12 exclusive-ORing said cryptographic
key with portions of said random zed dajp to provide a result, and for
storing said result in said imenory devi'te within said random zed data
field. 7. A digital radio as in claiml| wherein said mcroconputer
stores at | east one pseudo-random value within said random zed data field,

and wherein said mcroconputer includes means for calculating a starting
addr ess wi t hi nstaied aftardhei bitanaslk hyte 80d with aCBE appanded-taieach keym val ue

o o CReP LS FORGPEIRRLY 2 18160, P o, AR ELSERR, MndH o
radio i s one okep iGeddr POO Hdvhidbds &l @sod ™SReyl imerone bftithese BBUSH Y device
Stores Sald Cryp e, bhimask bvte 0a & updated with & "on6™ i an appropnate
piaces, y p . pprop
5 bit position indicating the key is valid, and the key data is stored in.
the corresponding place. Storing muitiple key banks as shown in
FIGURE 4 expands the number of keys allowed in the radio at one
time. In previous EGE radios, a maximum of seven keys could be
retained by the radic. With-multiple key banks, the radio can now
10 store up Ito eight banks of seven keys per bank. This effectively
increases the number of keys in the radio from seven to a maximum
- of fifty-six. The user chooses a key for private voice calls by
specifying both the key number and the bank number in the
personality of the radio. As an example, the user can specify in the
15 radio personality when on "candlers” system and the "psrs” group the
radio should use the key data contained in "key 3" of "bank 2" for
private digital voice calls. The information stored in EEPROM 78
relating to the "personality” assaciated with this configuration is
created by a pc programmer supplied by Ericsson-GE Mobile
20 Communications to customers that purchase EGE's mobile/portable
radio products. Organizing the keys into banks means that an entirely
- different set of keys can be selected by simply selecting a different
bank. S .
Cryptographic key block 86 in the preferred embodiment is
25 stored in "encrypted” form, meaning that it is transformed or -
"encrypted” into unintelligible form before being stored in the EEPROM
76. Radio 50 decrypts key information read from EEPROM 76 back
into intelligible "clear” form before the radio uses the key information
with encryptor/decryptor 74. . In the preferred embodiment, the
30 encryption/decryption transformation used to encrypt the keys is



said mcroconputer includes neans for selecting: (a) between said first key
bank and said second key bank, (b) personality data defining at |east one
fur MO 3482 at i ng characteristic of said digital radiRGCT/USASOR#IS a di screte
cryptographi c key based on a key bank selector and a key selector, said
encryptor/decryptor includes neané for using the sel ected cryptographic key
fromsaid selected key bank to en ?ypt and/ or decrypt radio frequency
transm ssions communi cated at |least in part in accordance with said further
operating characteristic, and said m croconputer further includes nmeans for
changi ng said key bank selector w thout changing said key selector in order
t o sel ectbased atflepstirapartrgmpthe) randaoro data vailise storadeatithint fandemdi gi t al

4 e v O s o ¢ . t
o oo et fiogk, B8cs HHd, In BB SpibFas ek VER TOREE Hhib eyl chrcq oy -
bank; angahReg8EACForEHrhPRE litf Rhe prafertddiambeBfNant i tHiEFdsUM g said -

crypt ographic key infornmation to produce a "clear"” key code, and neans for -
encrypt i neansfaingationof thei cryptegraphicckey infoonationxabitdined fram' key code. 10.

oand Bonkel it ol Yt AP AroSiaF warSR SuEe URbS SRS PERRE R "o Ere
non- vol atthé &, 2NGEY8Y Ybf ¢ 6€more random data bytes stored within blocks
88c, 88d. Preferably, the CRC values for each key are aiso
transformed in this manner. The transformation used may be any
convenient transformation so long as it is invertible and relatively
10 efficient for microcomputer 58 to pérform. Any of the random data
bytes within blocks 88c, 88d may be used to transform the key data.
Thus, for exampie, some selected byte or bytes of random data within
block 88c, B8d may be used to transform all of the key data, differant
random data values within these random blocks méy be used to
15 transform different portions of the stored key data, etc. Additional
security is provided by making this transformation variable (i.e.,
dependent at least in part on pseudo-random data values stored in
blocks 88c, 88d).
When radio 50 needs to access a selected stored key within
20 table 78, the user (or some software mechanism under the user's
control, e.g., correlated to "group radio select” and "system select")
selects a particular key bank and associated cryptographic key number
(e.g., 1-7). Radio microcomputer 58 accesses values 82, 84 in order
to determine the beginning of key block 86, and then accesses the
25 appropriate key bank bit-mask 90 in order to determine whether the
selected key is valid. If the key is valid, microcomputer 58 reads the
associated encrypted cryptographic key data and associated CRC
information from bank 86, and also reads a portion or portions of
random data biocks 88c, 88d to determine the inverse (decryption)
30 transformation needed to extract the actual cryptographic key data -



stores at |east one of said encrypted keys in said first key bank, and
stores at |east anot her 13 f said encrypted keys in said second key
bank, saM™P¥¥23#7al radio alternatively selecting from sai dP¢T/PEIS/0B85K
encrypted keys and sai d second bank encrypted keys for comunicating with
another digital radio. 11. A digital radio as in claim8 wherein the
non-vol atil e menory devi ce stores pseug§-r’andom data, "and the m croconputer
overwites.only sonme of said stored ps€Udo-random data with said
cryptographic key information.. 12. A digital radio:as in claim8 wherein
the non-vol atile nenory device stores pseudo-random data,” and the

m croconputer hides said cryptographic key information within said stored
pseudo- r andomfaematherinformatipgireaq fromaithe £Eypoaraphim ke blocki 86 sai d

M croconput er 3 kS ' & L ang d means
for storng sAREESTRUEEER, e SRk Ihld IBctl BRI AARR 4 peEnRRE, ™" -
begi nni ng at ahetreatikey irddrmationst ehierebgprovidimg she ichypragraphic keyngnse to
sai d pseudo-randomval ue.

appropriate "clear" unencrypted form. ‘Microcomputer 58 applies this
5 cryptographic key to encryptor/decryptor 74 for use in ehc&pﬁng and
decrypting secure communications as described above.

In accordance with an important éspect of the present |
invention, every time key loader 100 is connected to radio 50, the
entire key table 78 shown in FIGURE 3 is overwritten with new

10 values. ‘Specifically, microcomputer 58 reads the entire cryptographic
key block 86 and extracts the associated cryptographic keys using the
appropriate inverse transformation as determined by fandom data
blocks 88c, 88d. These "clear” cryptographic keys are temporarily

- stored by microcompuiter 58 in its internal RAM memory. The

16 psuedo-random number generator is then used to rewrité table 78
with a new set of random values. The bytes 82, 84 afe again
reinitialized in order to locate the start of block 86, and
microcomputer 58 rewrites the entirety of block 86 using the
appropriate encrybtion transformation based upon the "new" contents

20 of random data blocks 88c, 88d. Thus, the keys along with their

 associated bit-mask byte 90 are redeposited into table 78 starting at
the address pointed to by a function of "new" pseudo_-random value
82 and value 84 in the table 78. Table re-encryption occurs in the
preferred embodiment even if the user connects aﬁd re'mov_es key

25 loader 100 without havihg transferred any add'itiorial'key data. This
provides another level of security by significantly alteri'ng
configuration of the encrypted key table 78 every timé the key loader
100 is connected. | |

FIGURES 5, 6a, 6b, 7a and 7b are flowcharts of exemplary

30 program control steps performed by radio microcomputer 58 to



—_—

14. A digital radio as in claim 13 wherein said non-volatile nmenory device
stores said pseudo-randomvalue. 15. A digital radig_as._i mi m 8 wherein
saiwio w2846l ati |l e nenory device stores pseudo-randonrwg,yoé sai d

m croconput er includes neans for transform ng said cryptographic key at

| east in part based on said stored pseudo-random data, said nonvolatile
menory device storing said transf @4ed cryptographic key. 16. A digital
radio as in claim15 wherein said mcroconputer includes neans for witing
first and second pseudo-random data into said non-volatile nenory devi ce,
means for transform ng said cryptographic key based on said first stored

by L L
radi o as FIGURE 31 Thwhkeygitransmissiondstovageroutine200rshaleniine defines first
f,‘gﬁ'i Zﬁfg”%ﬁﬁégb rllsk Sbéﬁsé%%drgacr{hotcit?hr?ﬂé\? rlo;&cri-‘ugg is c:c:nngt:‘?taerc]istcgc |C')ardigI efining a
50. FIGURES 6A & 6B show the routine performed by microcomputer
5 58 to (re)randomize table 78 with pseudo-random values, and
FIGURES 7A & 7B show the routine microcomputer 58 performs to
extract encrypted cryptographic keys from table 78.
Referring now to FIGURE 5, microcomputer 58 detects when
key loader 100 is attached to UDC 56, and executec routine 200
10 based upon stored program control instructions within EEPROM 76 or
other memory device (e.g., an additional program ROM). The first
thing microcomputer 58 does is to extract and re-randomize
cryptographic key table 78 in the manner shown in FIGURES 6a, 6b,
7a and 7b to be discussed below (block 202). The resuit of this block
15 202 is that any cryptographic keys formerly stored in EEPROM key
table 78 are temporarily stored in clear text form within
microcomputer RAM, table 78 is rewritten with pseudo-random values
as described above, and the keys are encrypted using a new
transformation dependent on the new random data within the table
20 and again stored within the table. Microcomputer 58 then expects to
receive a bank number command inputted from radio key pad 54
{and/or key loader key pad 106) indicating which of the plural
cryptographic banks a new key is to be stored into (block 204). The
user next inputs the key number (1-7) by depressing an appropriate
25 button of key loader key pad 1086, the resulting value of which is
transferred from the key loader 100 to radio microcomputer 58 via a
serial communications protocol over key load cable 102 (block 206).
After receiving the bank number and key number values specified by
the user at blocks 204, 2086, radio microcomputer 58 "knows" where
30 (i.e., which bank and which key entry within a bank) to store a "new"



means for storing a first plurality of cryptographic keys into said first
key ban at _a variable | ocation within said non-volatile nenory devi ce,

i ncl udi ngVRRYFM6T or sel ecting said variable |ocation based® 2HeP8Hef i ned
vari abl e val ue; means for storing a second plurality of cryptographic keys
into said second key bank at a variabl ggl ocation within said non-volatile
menory device, including nmeans fo selecting said variable |ocation based on
sai d defined variabl e val ue; neans for selecting between said first key
bank and said second key bank;-and neans for sel ectiing a cryptographic key

veans for  conaYPIORToRNE Gey-s PSS! RV IBPLIR BIGIFOIFPRBPNIKEY e

encrypt or/ decryighfp ﬂé%idﬁﬁ%? AL 106, anRar e bam'esgi:galrvéfehsbéﬁdzr@at a using

sai d sel ected cryptographic key to provide encrypte gitized data; and
t he RF tr ansnirater micwicodusutee &8s viackey toadt asblagl Q2 dbldck 20&8)quency carri er

onerypted digiti zedDast ASUlE RO en Adaspst IR e ad e aft Refdiemed radi o
L Tharcl oSy Ao P00l Rrdhdmphi serdunf i ghicsayp v ) o
crypt ogr aphi c tkeybit-mdsk 80scarresppndingto ahel selested key bank (see FIGURE

4) to indicate that a new key is present and valid (block 210). Radio
microcomputer 58 performs a CRC calculation on the key information,
. and appends the calculated CRC value to the received key data (block

10 212). Microcomputer 58 then transforms the received key data and
associated appended CRC information based on the random data
stored within random data blocks 88c, 88d (block 214) -- thereby
encrypting this key information so as to make it unintelligible unless
one knows the appropriate inverse transformation. Radio

15 microcomputer 58 then stores the encrypted key data and CRC
information within table 78 at the correct point within the selected
one of key bank biocks 86 (block 216). This correct point is
determined by bytes 82 and 84, the "keynum" pointer, and the
"banknum™ pointer in the preferred embodiment.

20 Radio microcomputer 58 then determines whether the key
loader 100 has been disconnected (block 218). If the key loader has
not yet been disconnected, radio microcomputer 58 performs blocks
2,04;21 8 again to accept an additional new cn}ptographic key. This
process continues iteratively until the user has finished loading new

25 keys into radio 50 and disconnects key loader 100. |

FIGURES 6a-6b together are a flow chart of exemplary program
control steps performed by radio microcomputer 58 to re-randomize
the random value stored within table 78.. Before microcomputer 58
re-randomizes table 78, it first extracts all encrypted key data using

30 the extraction routine shown in FIGURES 7a, 7b (block 220). Then,



encryptor/decryptor includes neans for decrypting said encrypted sel ected
crypt ographi c key before encrypting with said decrypted sel ected

cry ﬂ)%@&’fi c key. 19. A digital radio as in clai m IFCT/S9SH2815t he

m croconput er includes neans for enerating a pseudo-random val ue
constrained within a range, neans gor provi ding a econd, fixed value; and
means for cal culating at | east on® address based at least in part n said
pseudo-random val ue and said second, fixed value. 20. A digital radio as
in claim17 wherein: said non-volatile nmenory device stores a field of
pseudo-random data; and sai d m croconputer includes neans for overwiting
| ess t hamigrecamputard8 aeneratesantbwries enpsrudo-ranslom Malue sai d first and

secons. STt i shton o falti st ¥ ndheyp AU A B SRS
sai d fir MichosbrapOterds®ItHen WiitesOd consBiMor#108 "™ leaythePkthobyigo84t ori ng said
keys In S\‘rfriilti?inntgg?er %Bd(eb\‘claglsf224). Microcomputer 58 next writes the entire
5 rest of table 78 with pseudo-random data generated using a
conventional pseudo-random number generating routine (block 226).
Microcomputer then sets an internal pointer "pstart™ to point to the
start of the random data block formed by 88c, 88d shown in FIGURE
3 (i.e., always the zth byte in the preferred embodiment) (block 228).
10 Microcomputer 58 in the preferred embodiment then sets the bank
number to 1 (block 230) and sets a bit-mask pointer to point to the
bit-mask byte 90 corresponding to bank 1. This pointer is calculated
based upon bytes 82, 84 (block 232). The preferred embodiment
microcomputer 58 then sets another pointer "pkeydata” to point to
15 the encrypted key storage block 86 corresponding to key bank #1
(i..e, "pbitmask + 1" initially since block 86 is stored contiguously
with and immediately following its key bit-mask byte 90 in the
preferred embodiment) (block 234).
Microcomputer 58 then transforms the cryptographic keys of
20 the associated bank number {which are now stored in microcomputer
RAM) with the random data stored within blocks 88c, 88d in order to
encrypt the cryptographic keys (block 236). Microcomputer 58 next
stores the cryptographic key data so encrypted stanitin_at address
"pkeydata” (block 238), and writes the appropriate bit-mask byte
25 value to the address pointed to by "pbitmask” (block 240).
Microcomputer 58 then updates "pbitmask” to point to the next bank
bit-mask location (which in the preferred embodiment is the byte
immediately following the end of the last-written key bank 86 (block
242), and updates the pointer "pkeydata®” to point to the next bank's
30 key data (i.e., pbitmask + 1) (block 244). Microcomputer 58 next



22. A digital radio as in claim21 wherein said encryptor/decryptor

i ncl udes neans for transforming said cryptographic keys based at |east in
part on O¥P&53M8Ted in said non-volatile menory device. 23PCT/URIHO§IS al -
radio as in claim?22 further including neans for storing random zed data i
said nenory device, and wherein said mcroconputer includes neans for
transform ng sai cryptographic keys bas®tl at least in part on said stored
pseudo-random data. 24. A net hod of protecting cryptographic keys
retained by a radio transcei ver conprising: (a) connecting a keyloader to a
radio transceiver; and (b) performing the follow ng steps in response to

sai d connecti n&o?élﬁlénis?l}he bahkriiadbaovalueqBldtk 246RdAMd té$t8 ' WHether the
cryptographic key information encrypted using a first encryption

t ransf or mat i onlast zrﬁn&etmag/ptrea@v beea wettenddgpision bisiekc248) ¥fhmereation; (3)

t hi c. -k f d
nor ypti on &1 aHERER AL FEmeI RSBl TER Dl SoTPHr B Ertedfo g, Fteps ot
transformati Onbldcﬁ)zssfzwgo.atﬁe REXt Réy bARKGTZ 8desithia umrhhveiysemﬂ aipdi o,
and (5) storing and hiding within said stored randonized data f |eId sai d

key i nformat$ ohe\erb@nyptrwebpe@awlm@.p (3).
FIGURES 7a, 7b together are a flow chart of exemplary -

program control steps perform_ed by _microcomputer_ 58 to extract
encrypted keys from table 78. To extract encrypted keys,
micrbcomputer 58 first sets a pointer “pbitmask" ta paint to the

10 bit-mask byte 90a corresponding to key bank #1. (This address is
pointed to _by a function of values 82, 84, see FIGURE 3) (block 250).
Microcomputer 58 next sets a pointer "pkeydata” to point to the first
key data byte within bank 1 (i.e., "pbitmask™ + 1) (block 252).
Microcomputer 58 next sets a pointer "pstart” to point to the start of

15 the random data block 88c, 88d used to encrypt/decrypt
cryptographic keys (see the preferred embodiment, this block always
starts at z) (block 254). The preferred embodiment microcomputer 58
next sets "keynum" to 1, and sets "banknum" to 1 (block 256).
Microcomputer 58 next checks whether the "keynum" cryptographic

20 key has a corresponding bit set in the bit-mask pointed to by

"pbitmask” (this test determines whether the key is valid or not)

{decision block 258). If the corresponding key is valid {("yes" exit to
decision block 258), m:croco_mputer 58 transforms (decrypts) the data
stored at the location pointed to by "pkeydata" using the random data

25 within random data block 88c, 88d (block 260), and then performs a
CRC verification check on the resulting extracted cryptographic key
and associéted CRC information (block 262). Assuming the CRC
check succeeds (decision block 264), microcomputer 58 stores the
extracted key data as an unencrypted valid key within its internal

30 RAM (block 266). Microcomputer 58 then increments the pointer



25. A nmethod as in claim24 wherein said storing and hiding step (5)

I ncludes the step of storing said encrypted key information into said radio
bewla#s23¢67at a variabl e |ocation within a non-vol at i Pe/HE2$5devi ce. 26.

A nmethod as in claim?24 wherein said storing and hiding step (5) includes
the step of storing said encrypted key information into said radio

begi nning at a random | ocation within a radi o non-vol atile nmenory devi ce.
27. A method as in claim24 wherein said storing and hiding step (5)

i ncl udes the step of storing sai d28ncrypted key information into said radio
within a portion of a radio 16 non-vol atile nenory device that contains
shroudi ng data. 28. A nethod as in claim 24 wherein said storing and
hiding step (5) includes the step of storing said encrypted key information

on o PR S 88e8 rd il TokasBaigd i toguaCT 0] 8 12, 0
cl ai m 24 kelyeincthe currentckey Pankriblockep68B) Micngoomputar58iakat ni ng sai d
O D O 6 ot Whathb Heve e a7y inord' kB3 in Hhe o 2cd data
bank to extract {decision block 270). If there are more keys to
5 extract, microcomputer-58 repeats block 258-268 to extract the next
key. For any keys that don't exist (as indicated by the bit-mask 90
and tested for by decision block 258}, blocks 260-268 are skipped.
When all keys of the current bank have been extracted and stored into
RAM ("no" exit to decision block 270), microcomputer 58 updates
10 pointer "pbitmask” to point to the next bank bit-mask byte (biock
272), sets the pointer "pkeydata” to point to the key data biock 86 of
the next bank {block 274), increments the bank number "banknum"”
and resets "keynum” to 1 {block 276), and then executes blocks
258-276 again to extract the next key bank. This process continues
15 iteratively until all key banks have been extracted (as tested for by
decision block 278).
While the invention has been described in connection with what
is presently considered to be the most practical and preferred
embodiment, it is to be understood that the invention is not to be
20 limited to the disclosed embodiment, but on the contrary, is intended
to cover various modifications and equivalent arrangements included

within the spirit and scope of the appended claims.



storing step (4). 30. A nmethod as in claim24 wherein said storing and
hi ding step (5) conprises storing said key-information be&éﬂw @és

addr ess W@I952B467ed based on at | east sonme of said stored v dat a
31. A nmethod as in claim?24 further including the follow ng steps: (a)
storing shrouding data within a non-volatile nenory, said shroudl ng dat a
occupying a bl ock of nmenory addresses; (b) providing a variab pat-rey (C)
generating a menmory address w thin said_bl ock basedfFatfTeastyi n
sai d variabl e value; and wherein said s28p (5) incl @ 710 SO
cryptographic key information within said stored ra dom zed data by storing
sai d cryptographic keys within said shrouding data b'e‘g'l"nmhrgghégﬂagge  Repl

generated nenory address. 32. A nmethod as in claim31 fu aced
the follow ng sﬂﬁmﬂ%bsequentlyto sai d step(d g", g.
a further variable value diftferent fromsaid first-nention

val ue; (f) generating a further nenory address within said block based at

least in parg o 1. A digital radio comprising: —

P e [T
3 an RF receiver; - = . = ¢ L h S
4 '~ a memory device;
5 an encryptor/decryptor coupled to said memory device for

-6 cryptographically transforming information based on at least one
7 cryptographic key stored within said memory device; and
8 a further encryption arrangement coupied to said memory
9 device, said further encryption arrangement encrypting said -

10 cryptographic key before storing said cryptographic key within said

—
-

memory device and for decrypting stored cryptographic key for

-
N

application to said encryptor/decryptor,

—
w

wherein said further cryptographic arrangement repetitively
uses different transformations to encrypt and store said cryptographic

- -
[ I N

key.
1 2. A radio as in claim 1 wherein said further encryption
2 arrangement stores said cryptographic key into said memory device in

3 one of a plurality of key banks. .

3. A radio as in claim 1 furthe.r including means for storing

-t

pseudo-random data into said memory device, and wherein said

further encryption airanger_nent transforms said cryptographic key at

hA W N

least in part in response to said stored pseudo-random data.

1 4. A method of operating a radio frequency transceiver

2 comprising the following steps:



" rdat a.

said further variable value; and (g) overwiting the copy of said

cry ﬂraphlc keys stored beginning at said first-nentioned nenory address
ng data, and re-storing said cryptographi PCkRsg9s#2818 n shroudi ng

data begi nning at said further generated nenory address. 33. A et hod

as in claim32 V\/nereln said steps (e)-(g) are perforn‘é_d—ea_ﬁtlrre a

keyl t cascceReplaced t 0 said r o devi ce.
furtﬁ?ﬁ% fyi 'cryptl ng sai gﬂ?zrypt ographl C keysnﬂ"mwﬂﬂ“lmwm
respon i SMllr ed shrouding data before storing sai¥l Keys wi*t hi'n sa|
non-vol atil e nmenory. 35. A nmethod as in claim31 wherein said hiding step
(d) conprises overwiting less than all of said shrouding data with said
keys. 36. A ﬂetﬂ@ﬂ"ﬁ&’YﬂtQQ'éPWF:ﬁeW\WéP@#'%|"Mf'ﬁ$'d$'?‘@1 seeend(d) conpri ses
encrypji ngsb%n(iskeys using a process responsive to Said stored shrouding

7 method as in claim?24 further cenprising the follow ng steps:
(a) wsting a(bl selecting onedf-said divsy kévabankaaral saidsecomdr keywn of said

nonvol atil e
6 bank; and

7 (c} using cryptographic key information from said selected key

8 bank to encrypt and/or decrypt radio frequency transmissions.

-t

5. A method as in claim 4 wherein said step (c) includes the
following steps:

(i) reading said cryptographic key information from said
selected key bank;

(i) decrypting said cryptographic key information to produce a
"clear" key code; and

(iii) encrypting a digitized Voice data stream based on said
"clear” key code.

W N OO bW N

-b

6. A method as in claim 4 wherein said step (a) includes
encrypting a plurality of discrete cryptographic keys, storing at least
one of said encrypted keys in said first key bank, and storing at least

L W N

another of said encrypted keys in said second key bank.

1 7. A method as in claim 4 wherein:

said step (c) includes selecting a discrete cryptographic key
based on a key bank selector and a key selector; and

said method further includes changing said key bank selector
without changing said key selector in order to select any of plural

o o s~ W N

cryptographic keys associated with the same communicants.

1 8. A method of operating a digital two-way radio frequency

2 transceiver comprising the following steps: -



menory; (b) selecting, based at |least in part on a pseudo-random process, a
| ocation wthi n said block; and (c) witing at | east one cryptographic key
into sai WAV portion at a place corresponding to sai d BEVESYNI81S _

| ocat.i on, sai-d-pseude-random—characters shrouding sai d_J.-I-—t—{*eﬁW A

met hod as in i ncludin (d) selecting. afurt fédcan . -
based at | ea ﬂ‘ﬂﬂi‘éiunm‘ mld pseudorg;\dom process; andhi éeg & |d
key into sal OR at a different place corriesp \\\m '

further |ocation. A method as in cIa|m37furtherl|n _

transformng said encryptlon key at |least n part in response to at Ieast -

sone of sai @ pseudda} auefiningtfirstendrascoaddkesbankst sai d witing step (c)

conprises witing s(ﬁidtransf yRption ortion.
i

k
o e et on nY TR SSRGS %ﬁé"ﬁé“%& |‘EféfPH%9e'¥’8§ Reré bitg Sty T
key from saigd key bank;

6 {c) storing a second plurality of cryptographic k'eyé into said
- 7 second key bank; o

8 - (d) selecting between said first key bank and said second key

9 bank;
10 (e} selecting a cryptographic key stored within said selected
11 key bank; " '

12 (f} converting analog speech signals into digitized data;

13 (g) encrypting said digitized data using said selected

14 cryptographic key to provide encrypted digitized data; |

15 (h) generating a radio frequency carrier signal;

16 (i} modulating said radio frequency carrier signal with said

17 encrypted digitized data; and
18 (j) transmitting said modulated radio frequency carrier signal

19 over the air.

1 9. A method as in claim 8 wherein said steps (b) and (c)
include the step of encrypting cryptographic keys before storing them,
and said method further includes the step of decrypting said

P W N

encrypted selected cryptographic key before performing said step (g).

-

10. A method of protecting cryptographic keys retained by a
radio transceiver comprising:
{a) connecting a keyloader to a radio transceiver; -and
(b) performing the following steps in response to said
connecting step (a): ‘
{1) reading stored cryptographic key information

N o o b WN

encrypted using a first encryption transformation;



18 nmenory portion, and inversely transformng said read transfornmed key in
response to said at | east sone pseudo-random characters. 41. A nethod as
i n Wo2s2347 further including reading said key from SRATAUSYSAZRIS portion,
and transformng said read key in response to at |east sonme of said
pseudo- random char acters. A digital radio as—#-clai-m+—further

conpri smhmifeaﬁ@éla&ﬁow d| ng variable data; a ans
coupl ed v riable data for select ]m B“mmq\m g ss based
at | east ﬁ ari abl 82data; and shro ed to said
non-vol a and al so coupled to said address sel ecting

means, for storing ShI’OUdI ng data within said non-volatile nenory device
and for storing at |east one cryptographic key within said stored shrouding

data Reginning at S‘@Zﬂdé@%tﬁigeshldﬁéﬁdwrﬁﬁfﬁgiﬁéhlc%y iMofthatiba! radio as in

claiml1 further including an arrangenment for..programm ng encr ypt| on key
inforation into th&HBgCW'HQa%md dmvmdacnwn@omwbrq/kqm ce conpri sing:

ond e BTl HRREE sheBFlEReRARch tAta R et BiferdRt YRt anct or e
11 said first encryption transformation, and
12 {4) storing said key information encrypted by said step
13 (3).



cryptographic key into said nenory device at a place corresponding to said
sel ected | ocati on and surrounded by shroudi ng characters, said shrouding
char act e™P W36 sai d encrypted cryptographic key. ThiRCT/Re&02815
HasBeenRel aced radi o communi cati ons device non-vol atile nenory conpri sing:
means for witing shrouding characters into a portion of said nenory; neans
for pseudo-randomy selecting a | ocationjy®thin said nmenory portion; key
encrypting means for encrypting a cryptographic key; and nmeans coupled to
said selecting neans and to said key encrypting neans for witing said
encrypted cryptographic key into said nenory portion at a pl ace
corresponding to said selected | ocation and surrounded by said shroudi ng
characters, said shrouding characters hiding said encrypted cryptographic
“key. .

FIG. 1
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pseudo-random nunber generator. Any desired conventional pseudo-random
nunber gMRISR3E67 capabl e of running relatively efficient! YU EEonput er

58 is suitable for this u

se. See, for exanple,
Crypt ography, Chapter 15 entitled 52/
Cyphers" (1994 John Wley & Sons IncC.

Schnei er, Bruce, Applied
ndom Sequence Cenerators and Stream
~for a discussion of various

di fferent pseudo-random nunber generators suitable for generating a string
of pseudo-random data val ues that could be used to fill table 78 with

random data. Once table 78 has been filled with random ddata, the kth byte
10 84 in the preferred enbodi nent
"y". Another byte 82 in table 78 isG re

pseudo-random v ebet
"point" to the %!Gu n§

80\

[
ADDRESS/DATA
BUS

en zero a

IS overwitten

nd X.

of cryptographic

with a certain known val ue
ly limted in value to a
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key block 86 is then calculated as a function of these two bytes 82, 15 84.
‘Any desired function may be used to performthis index pointer cal cul ation,
al t hough WP 9523467 ef erabl e to use a function that is rel ati PEFYSEYEBE ent

for mcroconputer 58 to cal culate. The ranges of values stored in bytes 82,
84 used as .input to this function are constrai ned as descri bed above so
that cryptographic key block 86 falls enB/®ely 20 within table 78. FlI GURE 4
schemat'i cal |l y shows one exenplary configuration for cryptographic key bl ock
86. In the exanple shown, two key banks 86a. 86b are shown but the
preferred enbodi nent can provide as many as tour or eight key banks
dependi ng upon the I ength of the 25 cryptographic keys. In the preferred
enbodi nent, each key bank begins with a "key bit-nmask byte". 90 that

i ndi cates which keys within the bank have been successfully | oaded by key

| oader 100. Initially, the bit-mask byte 90 is zero. As cryptographic keys
are | oaded into the bank 86, the bit-nmask byte 90 is updated to indicate
whi ch keys 30 within the bank are valid. The actual cryptographic key
information is
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WO 95/ 23467 . PCT/ US95/ 02815 21
. stored after the bit-mask byte 90, with a CRC appended to each ke Key 1

is fol | oWedst24@ley 2 up to key 7 as shown in FI GURE 4. WhACTRS? Pé% dler 100
downl oads a "good" key into-one of these seven places, bit-mask byte 90a is
updated with a "one" in an appropriate 54p9t position indicating the key is
valid, and the key data is stored in the corresponding place. Storing
nultlple key banks as shown in FI GURE 4 expands the nunber of keys all owed
in the radio at one tine. In previous EGE radi os, a maxi mum of seven keys
could be retained by the radio. Wth nmultiple key banks, the radi o can now
10 store up to eight banks of seven keys per bank. This effectively
i ncreases the number of keys in the radio fromseven to a maxi num of
fifty-six. The user chooses a key for private voice calI's by specifying .
both the key nunmber and the bank nunber .in the personality of the radio. As
an exanple, the user can specify in the

86a
86b

key # 2 CRC
key # 3 CRC
key # 4 CRC
key # 56 CRC
key # 6 CRC
key # 7 CRC
key # 1 CRC
key # 2 CRC
"key # 3 CRC
key # 4 CRC
key # 5 CRC
key # 6 CRC
key # 7 CRC

|—*
key # 1 data (# bytes depending on the | key # 1 CRC

encryption algorithm})

key #2 data
key #3 data
key #4 data
key #5 data
key #6 data
key #7 data

FIG. 4

90a~?

keybank #1 bit mask (1 byte)

keybank #2 bit mask

key #1 data
key #2 data
key #3 data
key #4 data
key #5 data
key #6 data
key #7 data

8Qb
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15 radi o personality when on "candl ers" systemand the "psrs" group the
radi o should use the key data contained in "key 3" of "bank 2" for private
digital Wei95834631|s. The information stored in EEPROM 78 PETHSHE8LY t he
"personal ity" associated with this configuration is created by a pc
programer. supplied by Ericsson-CGE Mbile 20 Conmuni cations to custoners
t hat purchase EGE s nobil e/ portabl e radi ?)roducts. Organi zi ng the keys
i nto banks neans that an entirely different set of keys can be sel ected by
sinply selecting a different bank. Cryptographic key block 86 in the
preferred enbodi nent Flﬁ stﬂ)ed in "encrypted" form neaning that it is
transforned or "encrypt 4 unintelligible formbefore being stored in
t he EEPROM 76. Radi o 50 decrypts key information read from EEPROM 76 back
into intelligible "clear” formbefore the radi o uses the key information
wi th encryptor/decryptqg 4 n.the prgf-g rred enbodi nent, the 30

PERFORM CRC

encryption/decryption rané{_ﬂ;‘_?ati u to eas-sypl—-bhe—keyl S 212
CALCULATION AND

EXTRACT AND APPEND TO keydata

RE-RANDOMIZE TABLE AS
IN FIG. 6A, 6B, 7A, 7B

214
[

K 4

TRANSFORM DATA IN
banknum = INPUT FROM keydata WITH DATA AT
pstart

KEYPAD BY RADIO USER (i.e.
default = 1)

216
[

L4

keynum = TRANSFERRED

FROM KEYLOADER VIA ' STORE ENCRYPTED
PROTOCOL keydata IN TABLE AT

CORRECT POINT

keydata = TRANSFERRED
FROM KEYLOADER VIA -
PROTOCOL

KEYLOADER
DISCONNECTED?

SET keynum BIT IN EXIT
CORRESPONDING BITMASK BYTE
TO INDICATE KEY IS PRESENT

SUBSTITUTE SHEET (RULE 26)



WD 95/ 23467 ' PCT/ US95/ 02815 22
based at least in part on the random data val ue stored w_ thin random data
bl ock 8W& 9583457 | n ot her words, each val ue stored withi n BEHUB¥MEIB6a, for
exanple, in the preferred errbodl ment is the result of a transformati on of
the cryptographic key information obtained from5 keyl oader 100 with the
particul ar transformati on used bei ng z??ed on the val ue(s) of one or nore
randoim data bytes stored within bl ock 3 88d. Preferably, the CRC val ues
for each key are also transformed in this manner. The transformati on used
may be any conveni ent transforrration so long as it is invertible and
relatively 10 eff i croconputer 58 to perform Any of the random
data bytes wthi nﬁ'

Thus, for exanpl e, sorre sel ected byte or byt ¢s of S'ﬁABd'm dat

88c, 88d may be used to transform all
data val ues within these random bl ocks may be "used
different portions of the stored key data, etc. Addi Li onal

EXTRACT ENCRYPTED
KEY DATA AS IN FIG.
7A, 78

WRITE
PSEUDO-RANDOM
NUMBER (0..X) TO
BYTE 1

222

WRITE Y TO KTH BYTER. 224

WRITE REST OF TABLE
WITH
PSEUDO-RANDOM
DATA

226

pstart = POINTER TO
START OF BLK 88C
(i.e. ALWAYS 2)

228

banknum

230

pbitmask = POINTER TO
BITMASK

BYTE(FUNCTION OF

BYTES 82884)

232
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security is provided by nmaking this transformation variable (i.e.,

dependent at |east in part on pseudo-random data val ues stored in bl ocks
88c, 88W0Q9M™4EY radi o 50 needs to access a sel ected stor RENESPSMRRIRi n 20
table 78, the user (or some software nechani smunder the user's control
e.g., correlated to "group radio select" and "systemselect") selects a
particul ar key bank and associ at ed cryl(%graphlc key nunber (e.g., 1-7).
Radi o m croconputer 58 accesses val ues 82, 84.in order to det erm ne the
begi nni ng of key bl ock 86, and then accesseg N 25 appropriate key bank
bit-mask 90 in order to determ ne whether tN g ected key is valid. If the
key is valid, mcroconputer 58 reads the assO%at ed encrypted cryptographic
key data and associ ated CRC i nfornmation fron1~.nk 86, and al so reads a
portion or portions of random data H ER OBt er i ne the i nver se,

(decryption) SOFIGsfoerBl on need

key data

STORAGE (l e.
pbitmask + 1)

TRANSFORM banknum
KEYS WITH DATA AT
pstart

STORE ENCRYPTED
DATA STARTING AT
pkeydata

238

WRITE BITMASK BYTE
TO ADDRESS POINTED

TO BY pbitmask 240

pbitmask = POINTER
TO NEXT BANK
BITMASK LOCATION

242

pkeydata = POINTER TO
KEYDATA NEXT BANK §244
{i.e. pbitmask + 1)

246
banknum + .+

banknum < =
MAX_BANKS?
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MD 95/23467 , PCT/ US95/ 02815 23 from
the information read fronlthe crypt ographi c key bl ock 86. M crocor uter 58
t hen appMEYPB#7s i nverse transformation to decrypt the r PLIYSO

i nformati on -- thereby providing the cryptographic key in approprlate
"clear" unencrypted form M croconputer 58 applies this 5 cryptographic key
to encryptor/decryptor 74 for use in 8XQypting and decrypting secure
communi cati ons as described above. In accordance with an inportant aspect

of the present invention, every tine key |oader 100 is connected to radio
50, the entire key table 78 shown in!flfgggze 1S overwitten with new 10
-values. Specifically, mcroconputer e entire cryptographic key

bl ock 86 and extracts the associated cryptographic keys using the
approprlate i nverse transformation as determ ned by random data bl ocks 88c, _
88d. These "clear" cryptographic keys are tenporarily stored by - ’
m croconputer 58 in its internal RAM nenory__The 15 psuedo-random nunber
generator is then used to rewite table 78 with a new set of random val ues
The bytes 82, 84 are again

260
START l (

TRANSFORM DATA
AT pkeydata WITH

_ DATA AT pstart
] 250
pbttmask POINTER
TO BITMASK BYTE £~ 262
AS A FUNCTION OF PERFORM CRC

BLOCKS 82 & 84

VERIFICATION ON
- 252 KEY DATA

pkeydata = POINTER TO
1ST KEY DATA BYTE (i.e.
pbitmask + 1)

> 254
pstart = POINTER TO
START OF BLOCK
88C (i.e. ALWAYS 2)

{256
4

SAVE KEY DATA AS
UNENCRYPTED
VALID KEY

1)keynum =1
2)banknum=1 _

(‘268
7

1tkeynum+ +
' 2)pkeydata
-»»1 POINT TO NEXT KEY

IS keynum BIT
SET IN pbitmask?

NO

SUBSTITUTE SHEET (RULE 26)



reinitialized in order to |ocate the start of block 86, and m croconputer
58 rewrites the entirety of block 86 using the appropriate encryption

t r ansf oMRP¥B¥6based upon the "new' contents 20 of randonfCEPS? ks 88c,
88d. Thus, the keys along with their associated bit-nmask byte 90 are
redeposited into table 78 starting at the address pointed to by a function
of "new' pseudo-random val ue 82 and valW284 in the table 78. Table
re-encryption occurs in the preferred enbodi nent even if the user connects
and renoves key 25 | oader 100 wi t hout having transferred any additional key
data. This provides another |evel of security by significantly altering
configuration of the encrypted key table 78 every tine the key | oader 100
is connected. FIGURES 5, 6a, 6b, 7a and 7b are flowcharts of exenplary 30
program control steps perfornmed by radio mcroconputer 58 to WO 95/ 23467

PCT/ US95/ 02815 . FIG 7B

keynum < = YES

KEYS_PER BANK (i.e. 7

pbitmask = POINTER TO
NEXT BANK BITMASK BYTE

C 274

pkeydata = POINTER TO
KEYDATA NEXT BANK fi.e.
pbitmask + 1)

( 276
/

1)banknum + +
2)keynum = 1

banknum
< = MAX_BANKS

SUBSTITUTE SHEET (RULE 26)



24 mani pul at e .and ot herwi se handl e Thia8hdéersas BanReShdedICt UT € Ln ELGURE

3.. The key transm ssi on/storage rjout} in Fl GU '

eath time key | oader 100 is conngct ;Hl@ﬁﬂ'ujmgﬂ FI GURES GQEEE%@QE@\F#F‘ ET
rogiti ne perforned by m croconputdr t domi ze t #dohg.74) § MAY 1996
pseudo-random val ues, and FI GURES 7A & 7B show the routinelss =Y Y
perfornms.to extract encrypted cryptograpti ¢ keys fromtable 78. Referring
now to FIGURE 5, microconputer 58 detects when key |oader 100 is attached
to UDC 56, and executes routne 200 10 based upon stored program control

I nstructi W thin EEPROM 76 or other nenory device (e.gqg. ' -
progr am at w¢e'afmed st hi ng ni croconputer 58 does is tolmmnﬂﬁmnm‘mm
re-random ze cryptographic key table 78 in the manner showt i i Ft GURES 64,

6b, 7a ang 7b t i SGUS (bl ock '202). The resllt of this block
15 202 isqt'hat 'grqggqtcérj,ﬁ?%g?gp P'g;l“ﬁ%l s fornmerly stored in EEPROM key table

78 are tenporarily @& dtfedtransmitsenr fosxtransmigting Hiaitali signalsmpenesr araadio
table 78 is rewdduentyirid) pseudo-random val ues -

a RF receiver for receiving digital signals transmitted over said radio

~ frequency link;

a non-volatile memory device;

an encryptor/decryptor coupled to said memory device for
cryptographically transforming said transmitted and/or received digital
signals based on at least one cryptographic key stored within said?rriémof'y
device; and

a further arrangement coupled to said memory device, said further
arrangement writing, into said memory device, said cryptographic key
within a field of randomized data, said further arrangement hiding said
stored cryptographic key within said stored randomized data field, said
further arrangement ensuring that said cryptographic key is transformed
before said cryptographic key is stored within said memory device and for
ensuring that said stored cryptographic key is inversely transformed before
it is used by said encryptor/decryptor to cryptographically transform said
transmitted and/or received digital signals.

Wherein said farther arrangement repetitively applies different
transformations to said cryptographic key.

2. A radio as in cla.im 1 wherein said further érrangement stores said
cryptographic key into said memory device in one of a plurality of key banks.

3. A radio as in claim 1 wherein said further arrangement includes means for
storing pseudo-random data into said memory device, and wherein said further
arrangement transforms said cryptographic key at least in part in response to
said stored pseudo-random data.

4, A digital radio as in claim 1 wherein said further arrangement overwrites

portions of said field of randomized data with said cryptographic key, said
“overwritten cryptographic key disposed entirely within said field of randomized
" data. '



as descri bed above, and the keys e ncrypt ed usi ng a ‘new transformation
dependent onmttenew Tandom data W i

) L‘Q
within the't er 58 . mEm Wlﬂ‘ m@mdmmw
comand |nptlmu 'Frlqﬁuﬂ ey pad er )q ﬁ
I ndi cati ng W c I'ural crypt ograph| c banks a n \Dakeey. _____ 8 __________
stored into* (bl ock 204). The user next- n@puts the key ‘Fser—ti=—ry—hy "
depressing an appropriate 25 button of key | oader key pad 106 the
resulting value of which is transferred fromthe key | oader 100 to radio
ni cr oconp@ er #gdigital sadigrasin ¢lgifmuihndareingaid tsaeciarmatiep and saiddaverss e
102 (bl ockra?@6drmdfioerare sl aiglcabe ibPaft Banberticizlok exidtariuvmizel ubsta
speci fied Bydthe user at bl ocks 204, 206, radi o m croconputer 58 "knows"
where 30 {I. €., which bank and which key entry Wlthln a bank) to store a
"new' WO 9123467

PCT/ US95/ 82815 A2@igital radio as in claim 1 wherein sald further arrangement includes
means for exclusive-ORing said cryptographlc key with portions of said
randomized data to provide a result, and for storing said result in said memory
device within said randomized data field.

crioey

7. A digital radio as in claim 1 wherein said further arrangement stores at
least one pseudo-random vajue within said randomized data field, and, wherein
said further arrangement includes means for calculating a starting address within
said randomized data field based on said pseudo-random value and for storing
said cryptographic key within a key bank beginning at said starting address.

8. A method of communicating securely between first and second radio
frequency transceivers over an insecure radio frequency channel, said method
including the following steps performed' by each of said first and second
transceivers:-
a) storing cryptographic key information in first and second key banks;
b) selecting one of said first key bank and said second key bank, and
also selecting personality data defining at least one further operating
characteristic of said transceiver; and
c) using cryptographic key information from said selected key bank to
encrypt and/or decrypt radio frequency transmissions communicated at
least in part in accordance with said further operating characteristic,
wherein; )
said step (c) includes selecting a discrete cryptographic key based
on a key bank selector and a key selector; and |
said method further includes changing said key bank selector
without changing said key selector in order to select any of plural
cryptographic keys associated with the same communicating first and
second radio frequency transceivers.

9. A method as in claim 8 wherein said step (c) includes the following steps:
i) reading said cryptographic key information from said selected key

bank;



crypt ographrt“Key The user next '”H‘Hfs% ee to raph| c key itself via

t he key | oad m mumuﬂnd this ‘F nred !

i cr oconput eﬂ“! m cabl e m Onc REBLACEMERRSHEET
successful ly recéived he new,key fr rgdio croconput er
sets the appropriate bit within the bit- mask 90 corre pon | ﬁatﬁﬂ

valid (bl ock 210). Radl o mcroconmputer 58 perforns a CRC cal cul ati on on the
key information ends tae cal cul ated CRC value to the received key

an
data (block 10'h12)de tEYPEIIIER W'ferya'M?BFﬁEO? i@ RredEre 84 ale]r” dat a
and associ at edkapmd@e@nﬁRC | nformat I on based on the random data stored

wi thin random gata Rheaksi S’d@%ﬁe&w gf%( éﬁ%trean’f b8E&P¥n &yefd*g Kk s

key infor rratlon SO as to nma uni nt ess one novvs
appropriate i n9@¥8€e transformation. Radio 15 m croconput er 58 then stores
the encrypted key data and CRC information wthin table 78 at the correct

DO Tt 100, REvRRNER! 88 "Bt bluiaal, BhaE Kol Sof 1068 Shorbi .
t he plurality of discrete cryptographlc keys, storing at least one of said encrypted
keys in said first key bank, and storing at least another of said encrypted keys
in said second key bank, said first and second radio frequency transceivers
alternatively selecting from said first bank encrypted keys and said second bank
encrypted keys for communicating therebetween. |

11. A method as in claim 8 wherein said storing step {a) includes:
1) storing pseudo-random data into a non-volatile memory, and
2) overwriting only some of sald stored pseudo-random data with said
cryptographic key information.

12. A method as in claim 8 wherein said storing step (a) includes:
1) storing pseudo-random data into a non-volatile memory , and
2) hiding said cryptographic key information within said stored pseudo-
random data.

13. A method as in claim 8 wherein said storing step {(a) includes:
1) generating a pseudo-random value; and
2) storing said cryptographic key information into a non-volatile
memory beginning at a starting address determined at least in part in
response to said pseudo-random value.

14. A method as in claim 13 wherein said storing step (a) further includes
storing said pseudo-random value within said non-volatile memory.

15. A method as in claim 8 wherein said storing step (a) includes:
1) storing pseudo-random data into a non-volatile memory;
2) transforming said cryptographic key information at least in part
based on said stored pseudo-random data; and
3) storing said transformed cryptographic key information into said
non-volatile memory.



"banknum pointer in the preferredn} Radi o m croconput er

I REPLAREVENT

new

58 t hen deterntnes—whethert he key

erdodi . 2
1;%(: a 1 cedaen
218). If S not yet Eﬁ t-ef,
58 perfor ﬁm@!ﬂﬂgm"ﬂi@ again to itipnd
s iteratively until the user

key. This proe

new 25 keys into radi o 50 and di sconnectig key | oader 1067
together are a flow chart of exenplary program control steps perfornmed by
radio mcroconputer 58 to re-random ze the randomvalue stored within table
78. Bef or 6ri cPotsithed @s igsclpn thuderetns table 78, it first extracts all

?Bfr yltk)t ggoyeyTﬂat a gaidngtahd mgsxnr)amtdhmbsr Ntiting fRbP\Whd BeEbRRbseutb- 7D
oc : e . . . _
a)ﬁkfﬂ‘cdr%\?daﬁj%gfd é%nﬁ'gﬁ%qlgtrggmgﬁﬁ wites a pseudo-random

PCT/ US95/ 02815"
val ue
said transforming step (2) comprises transforming said
cryptographic key information based on said first stored pseudo-random
data; and '
said storing step (3) comprises overwriting said second stored
pseudo-random data with said transformed cryptographic key information.

17. A method of operating a digital two-way radio frequency transceiyer of the
type having a non-volatile memory comprising the following steps:
a) defining first and second key banks;
b) defining a variable value;
c) storing a first plurality of cryptographic keys into said first key bank
at a variable location within said non-volatile memory, including the step
of selecting said variable location based on said defined variable value;
d) storing a second plurality of cryptographic keys into said second
key bank at a variable location within said non-volatile memory, including
the step of selecting said variable location based on said defined variable

value; .
e) selecting between said first key bank and said second key bank;
f) selecting a cryptographic key stored within said selected key bank;

gl converting analog speech signals into digitized data; _
h) encrypting said digitized data using said selected cryptographic key
to provide encrypted digitized data;

i) _ generating a radio frequency carrier signal; _

j) modulating said radio frequency carrier signal with said encrypted
digitized data; :

k) transmitting said modulated radio frequency carrier signal over the
air;

i) - repeating said step (b} to define a further variable value; and

m) repeating said steps (c) and (d) to store said first and second key
bank at variable locations different from said first-mentioned variable
locations based on said defined further variable value.

18. A method as in claim 17 wherein said steps {c) and (d) include the step



tabl e 78 (bl'ock 224y~ ™M croconpute

vacuco.oriNMIFHRER EEN: .df:;argut. ne (1 ok 226) N ““°:18Lwt“t e

sets an internal tpo"ntér *pstart” to poi,t to the start o1 the random dat a
bl ock forned by 88c, 88d shown in FIGURE 3 (i.e., always the zth byte in
t he preferfred errbodl rrentég % ock 228). 10 Mcroconmputer 58 in the preferred
enbodi merR’ $MYPEEGCYREOY; H!a'%m\b%Petq;elsteansataem@ndaﬁ@rdsr@ﬁmfi FRtheg s k

poi nt er tinchaestthestéhef detrypiizig daid en8bymetrsesqmed ichgptograpltik key bEioaa
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enbodi ne m croConputer s aho
to 16 thek%fncrypt ed key storage bl ock 86 correspondl ng to key bank #1
(i..e, "pbitmask + 1™ initially since block 86 is stored contiguously with

o TG LK R gt Y pbiTRE < DYt 20,0 the prefered e
keys of said defining step (b) comprises; _
generating a pseudo-random value constrained within a range, and
providing a second, fixed value; and
said storing steps (c) and (d) each include the step of calculating at
least one address based at least in part on said pseudo-random yalue and
said second, fixed value.

(within the range of 1-x) to byt E RE3(bIock 222).
M croconputer 58 then wites a cgﬁns?Sh erTen ia‘%ﬂl min u %l-mé'lm n
s t t

0| nt

20. A method as in claim 17 wherein:
said method further includes storing a field of pseudo-random data
within said non-volatile memory; and
said storing steps (b}, (c) result in overwriting less than all of said
stored pseudo-random data field with said first and second key banks.

21. A method as in claim 17 wherein said storing steps (b), (c) include
encrypting said first and second plurality of cryptographic keys prior to storing
said keys in said memory.

22. A method as in claim 21 wherein said cryptographic keys encrypting step
comprises transforming said cryptographic keys based at least in part on data
stored in said non-volatile memory.

23. A method as in claim 22 further including storing randomized data in said
memory, and wherein said transforming step comprises transforming said

cryptographic keys based at least in part on said stored pseudo-random data.

24, A method of protecting cryptographic keys retained by a radio transceiver

comprising: )
a) connecting a keyloader to a radio transceiver; and
b) performing the following steps in response to said connecting step

(a);
1) reading, from said radio, stored cryptographic key



20 the associ at ed bank—rutber (wh re now stored in m | croconpui er RAM

wi th t he Tandom dat a W t h| [ Ep C'E'WMHEL‘P |
e e W@ﬂ | BT A

38), and wr*ltés the approprlate bit-rmask byte 25 v
poi nted to by "pbitmsk" (block 240). Mgroconputer 58 then updates
"pbitnmask” to point to the next bank bit-mask |ocation (which in the
preferred enbodinent is the byte imediately follow ng the end of the

| ast-written key baHKogwatipnagncrynsd uaing @ fidst escrypsiopdiransformatiopdat a” t o
boi nt 1o the next bapk' s ge8ring!asid feadeurypRbbiaphidkey lafotiation; 244)

M t 58
MCT Ueon 02615 57 1 Hbr enBhE/RHY ik JRRmMRred, SryRtogsRhic 58K, infarmation; o
whet her the | ast bauokingas saboedogndwpnomransefmmagonsdutfaremmimrnzsa)d finstt

nore encryption transformation;
4) storing a field of randomized data within said radio, and
5) storing and hiding within said stored randomized data field
said key information encrypted by said step (3).

- s

25. A method as in claim 24 wherein said storing and hiding step (5) includes
the step of storing said encrypted key information into said radio beginning at a
variable location within a non-volatile memory device.

26. A method as in claim 24 wherein said storing and hiding step (5) includes
the step of storing said encrypted key. information into said radio beginning at a
random location within a radio non-volatile memory device.

27. A method as in claim 24 wherein said storage and hiding step (5) includes
the step of storing said encrypted key information into said radio within a portion
of a radio non-volatile memory device that contains shrouding data.

28. A method as in claim 24 wherein said storing and hiding step (5) includes
the step of storing said encrypted key information into said radio beginning at a
random location within a portion of a radio non-volatile memory device that
contains random data.

29. A method as in claim 24 wherein said encrypting step (3) comprises
transforming said cryptographic key information based at least in part on
randomized data stored by said storing step (4). '

30. A method as in claim 24 wherein said storage and hiding step (5)
comprises storing said key information beginning at an address calculated based
on at least some of said stored randomized data.

31. A secure method for storing cryptographic keys within the non-volatile
memory of a radio device, said method comprising:
a) storing shrouding data within said radio device non-volatile memory,



banks are to be witten, .then m CFR& S e
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banks h FI GURES 7
exenpl a ‘Hu“m steps: pe 0oco er 58 to extract

encrypte s u‘r@!m gabre 78. To extract encrypted 1 rte b Oﬂﬁﬁtm%
first s’éts a pointer "pbitmsku to pointt74o the 10 bit- mMEsSKhyre=9Ga——=x"
corresponding to key bank #1. (This address is pointed to by a function of
val ues 82, 84, see FlI GUREg) (bl ock 250). M croconputer 58 next sets a

poi nter " pkeyd&el shepusingdats acespyinga biegk ghmerpyneadptensesbank 1 (i.e.,
"pbitmask"” + 1p)(bl pebvidhry a Wridme ¥Fpus;.er 58 next sets a pointer "pstart”
to point toth start t.h ta bl ck 88 d,_use

encrypt/ decr ypt cry Sg;%%rﬁ?@ E‘eyni&((jysgég? Pe ‘ﬁ’ft %P?‘ db%ola?‘%eeﬁ?% ?ﬁﬁt in

bl ock al ways sipart enz@id ya(ipbteckal2espndThe preferred enmbodi ment '
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at said generated memory address.

e({aeats the steps of bl ock

32. A secure method as in claim 31  further including the following steps
performed subsequently to said step (d); :

e) providing a further variable value different from said fnrst-mentloned
variable value;
f) generating a further memory address within said block based at

least in part on said further variable value; and

gl overwriting the copy of said cryptographic keys stored beginning at
said first-mentioned memory address with shrouding data, and re-storing
said cryptographic keys within shrouding data beginning at said further
generated memory address.

33. A secure method as in claim 32 wherein said steps (e) - {g) are performed
each time a keyloader is connected to said radio device. '

34. A secure method as in claim 31 further including encrypting said
cryptographic keys at least in part in response to said stored shrouding data
before storing said keys within said non-volatile memory.

35. A method as in claim 31 wherein said hiding step (d) comprises
overwriting less than all of said shrouding data with said keys.

36. A method as in claim 31 wherein said hiding step (d) comprises encrypting
said keys using a process responsive to said stored shrouding data.

37. A method of programming encryption key information into a digital radio
communications device non-volatile memory comprising.
a) writing a block of pseudo-random characters into a portion of said
non-volatile memory;
b) selecting, based at least in part on a pseudo-random process, a
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38. A method as in claim 37 further including:
d) selecting a further location based at least in part on said pseudo-
random process; and
e) writing said key into said memory portion at a different place
corresponding to said further location.

39. A method as in claim 37 further including transforming said encryption key
at least in part in response to at least some of said pseudo-random characters,
and wherein said writing step (e} comprises writing said transformed encryption
key into said memory portion.

40. A method as in claim 39 further including reading said transformed key
from said memory portion, and inversely transforming said read transformed key
in response to said at least some pseudo-random characters.

41. A method as in claim 37 further including reading said key from said
memory portion, and transforming said read key in response to at least some of
said pseudo-random characters.

42. . A radio communications device comprising:

a non-volatile memory;

means for providing variable data;

address selecting means coupled to receive said variable data for
selecting a memory address based at least in part on said variable data;
and

shrouding means coupled to said non-volatile memory and also
coupled to said address selecting means, for storing shrouding data within
said non-volatile memory and for storing at least one cryptographic key
within said stored shrouding data beginning at said generated memory
address.

43. Anarrangement for programming encryption key information into a digital
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means coupled to sald selecting means and to said key encrypting

means for writing said encrypted cryptographic key into said memory
portion at a place corresponding to said selected location and surrounded
by said shrouding characters, said shrouding characters hiding said
encrypted cryptographic key..
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a RF transmitter for transmitting digital signals over a radio frequency link;

a RF receiver for receiving digital signals transmitted over said radio frequency link;

a non-volatile memory device;

an encryptor/decryptor coupled to said memory device for cryptographically
transforming said transmitted and/or received digital signals based on at least one
cryptographic key stored within said memory device; and

a microcomputer coupled to said memory device, said microcomputer writing, into
said memory device, said cryptographic key within a field of randomized data, said
rhicrocomguter hiding said stored cryptographic key within said stored randomized data
field, said microcomputer ensuring that said cryptographic key is transformed before said
cryptographic key is stored within said memory device and for ensuring that said stored
cryptographic key is inversely transformed before it is used by said encryptor/decryptor to
cryptographically transform said transmitted and/or received digital signals,

wherein said microcomputer repetitively applies different transformations to said
cryptographic key.

2. A radio as in claim 1 wherein said microcomputer stores said cryptographic key into
said memory device in one of.a plurality of key banks.

3. A radio as in claim 1 wherein": said microcomputer includes means for storing

pseudo-random data into said memory device, and wherein said microcomputer transforms
said cryptographic key at least in part in response to said stored pseudo-random data.

4. A digital radio as in claim 1 wherein said microcomputer overwrites portions of said
field of randomized data with said cryptographic key, said overwritten cryptographic key

disposed entirely within said field of randomized data.

5. A digital radio as in claim 1 wherein said transformation and said inverse
transformation are based at least in part on portions of said randomized data field.

6. A digital radio as in claim 1 wherein said microcomputer includes means for
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and said second key 6 bank; and
7. A digital radio as in claim 1 wherein said microcomputer stores at least one

pseudo-random value within said randomized data field, and wherein said microcomputer
includes means for calculating a starting address within said randomized data field based
on said pseudo-random value and for storing said cryptographic key within a key bank
beginning at said starting address.

8. A digital radio as in claim 1 wherein:

the digital radio is one of a pair of digital radios;

said non-volatile memory device stores said cryptographic key in one of first and
second key banks;
said microcomputer includes means for selecting: (a) between said first key bank
and said second key bank, (b) personality data defining at least one further operating
characteristic of said digital radio, and (c) a discrete cryptographic key based on a key bank
selector and a key selector,
said encryptor/decryptor includes means for using the selected cryptographic key
from said selected key bank to encrypt and/or decrypt radio frequency transmissions
communicated at least in part in accordance with said further operaiing characteristic, and
said microcomputer further includes means for changing said key bank selector
without changing said key selector in order fo select any of plural cryptographic keys
associated with the digital radio pair.

O. A digital radio as in claim 8 wherein:

the microcomputer includes means for reading said cryptographic key from said
selected key bank; and

the encryptor/decryptor includes means for decrypting said cryptographic key
information to produce a "clear" key code, and means for encrypting a digitized voice data

tream based on said "clear" key code.

10. A digital radio as in claim 8 wherein said encryptor/decryptor includes means for
encrypting a plurality of discrete cryptographic keys, and the non-volatile memory device
jstores at least one of said encrypted keys in said first key bank, and stores at least another
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pseudo-random data, and the microcomputer overwrites only some of said stored

pseudo-random data with said cryptographic key information.

12. A digital radio as in claim 8 wherein the non-volatile memory device stores
pseudo-random data, and the microcomputer hides said cryptographic key information within
said stored pseudo-random data.

13. A digital radio as in claim 8 wherein said microcomputer includes means for
generating a pseudo-random value and means for storing said cryp{ographic key into the
non-volatile memory device beginning at a starting address determined at least in part in
response to said pseudo-random value.

14. A digital radio as in claim 13 wherein said non-volatile memory device stores said
pseudo-random value. '

16. A digital radio as in claim 8 wherein said non-volatiie memory device stores
pseudo-random data, and said microcomputer includes means for transforming said
cryptographic key at least in part based on said stored pseudo-random data, said
nonvolatile memory device storing said transformed cryptographic key.

16.  Addigital radio as in claim 15 wherein said microcomputer includes means for writing
first and second pseudo-random data into said non-volatile memory device, means for]
transforming said cryptographic key based on said first stored pseudo-random data, and
means for overwriting said second stored pseudo-random data with said transformed
cryptographic key.

17. A digital radio as in claim 1 wherein:

rete
)

said non-volatile memory device defines first and second key banks;
said microcomputer includes:
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said variable location based on said defined variable value;

means for storing a second plurality of cryptographic keys into said second
key bank at a variable location within said non-volatile memory device, including means for
selecting said variable location based on said defined variable value;
means for selecting between said first key bank and said second key bank;
and |
means for selecting a cryptographic key stored within said selected key bank;
said digital radio further includes means for converting analog speech signals into
digitized data;
said encryptor/decryptor includes means for encrypting said digitized data using said
iselected cryptographic key to provide encrypted digitized data; and
' the RF transmitter includes means for generating a radio frequency carrier signal,
means for modulating said radio frequency carrier signal with said encrypted digitized data,
and means for transmitting said modulated radio frequency carrier signal over the air.

18. A digital radio as in claim 17 wherein the microcomputer controls the

encryptor/decryptor to encrypt cryptographic keys before storing them, and the
encryptor/decryptor includes means for decrypting said encrypted selected cryptographic
key before encrypting with said decrypted selected cryptographic key.

19. A digital radio as in claim 17 wherein the microcomputer includes means for|
generating a pseudo-random value constrained within a range, means for providing a
second, fixed value; and means for calculating at least one address based at least in part
on said pseudo-random value and said second, fixed value.

20. A digital radio as in claim 17 wherein:

said non-volatile memory device stores a field of pseudo-random data; and

said microcomputer includes means for overwriting less than all of said stored
pseudo-random data field with said first and second key banks.

21. A digital radio as in claim 17 wherein said encryptorl_decryptor includes means for
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23. A digital radio as in claim 22 further including means for storing randomized data in

said memory device, and wherein said microcomputer includes means for transforming said

cryptographic keys based at least in part on said stored pseudo-random data. -

24. A method of protecting cryptographic keys retained by a radio transceiver

- comprising:
- (a) connecting a keyloader to a radio transceiver; and

(b) performing the following steps in response to said connecting step (a):

(1) reading, from said radio, stored cryptographic key information encrypted using a first
encryption transformation; '

(2) decrypting said read cryptographic key information;

(3) encrypting said decrypted cryptographic key information using a second encryption
transformation different from said first encryption transformation,

(4) storing a field of randomized data within said radio, and

(5) storing and hiding within said stored randomized data field said key information
encrypted by said step (3).

25. A method as in claim 24 wherein said storing and hiding step (5) includes the step
of storing said encrypted key information into said radio beginning at a variable location
within a non-volatile memory device.

26. A method as in claim 24 wherein said storing and hiding step (5) includes the step
of storing said encrypted key information into said radio beginning at a random location
within a radio non-volatile memory device.

27. A method as in claim 24 wherein said storing and hiding step (5) includes the step
of storing said encrypted key information into said radio within a portion of a radio

. arildigital radio ag im) claisr 2 whierain skid éndryptewdegrypterpipciudes @m@nsfer to
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non-volatile memory device that contains shrouding data.

28. A method as in claim 24 wherein said storing and hiding step (5) includes the step
of storing said encrypted key information into said radio beginning at a random location

within a portion of a radio non-volatile memory device that contains random data.

29. A method as in claim 24 wherein said encrypting step (3) comprises fransforming
said cryptographic key information based at least in part on randomized data stored by said

storing step (4).

30. A method as in claim 24 wherein said storing and hiding step (5) comprises storing
said key information beginning at an address calculated based on at least some of said

stored randomized data.

31. A method as in claim 24 further including the following steps:

occupying a block of memory addresses;
(b) providing a variable value;

variable value; and

beginning at said generated memory address.

to said step (d):

value;

said further variable value; and

within shrouding data beginning at said further generated memory address.

(a) storing shrouding data within a non-volatile memory, said shrouding data

(c) generating a memory address within said block based at least in part on said
wherein said step (5) includes hiding said cryptographic key information within said
stored randomized data by storing said cryptographic keys within said shrouding data
32. A method as in claim 31 further including the following steps performed subsequently
(e) providing a further variable value different from said first-mentioned variable
(f) generating a further memory address within said block based at least in part on

(g) overwriting the copy of said cryptographic keys stored beginning at said
first-mentioned memory address with shrouding data, and re-storing said cryptographic key%
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33. A method as in claim 32 wherein said steps (e)-(g) are performed each time a
keyloader is connected to said radio device.

34. A method as in claim 31 further including encrypting said cryptographic keys at least
in part in response to said stored shrouding data before storing said keys within said
non-volatile memory.

35. A method as in claim 31 wherein said hiding step (d) comprises overwriting less than|
all of said shrouding data with said keys.

36. A method as in claim 31 wherein said hiding step (d) comprises encrypting said keys
using a process responsive to said stored shrouding data.

37. A method as in claim 24 further comprising the following steps:

(a) writing a block of pseudo-random characters into a portion of said nonvolatile
memory; '

(b) selecting, based at least in part on a pseudo-random process, a location within
said block; and
(c) writing at least one cryptographic key into said memory portion at a place
corresponding to said selected location, said pseudo-random characters shrouding said
written key.

38. A method as in claim 37 further including:

(d) selecting a further location based at least in part on said pseudo-random process;
and

(e) writing said key into said memory portion at a different place corresponding to
Tsaid further location.

39. A method as in claim 37 further including transforming said encryption key at least
in part in response to at least some of said pseudo-random characters, and wherein said
L«riting step (¢) comprises writing said fransformed encryption key into said memory portion.

40. A method as in claim 39 further including reading said transformed key from said




, lmemory portion, and inversely transforming said read transformed key in response to said

icharacters.

- |142. A digital radio as in claim 1 further comprising:
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at least some pseudo-random characters.

41. A method as in claim 37 further including reading said key from said memory portion,
and transforming said read key in response to at least some of said pseudo-random

means for providing variable data;

address selecting means coupled to receive said variable data for selecting a
memory address based at least in part on said variable data; and

shrouding means coupled to said non-volatile memory device and also coupled to
said address selecting means, for storing shrouding data within said non-volatile memory
device and for storing at least one cryptographic key within said stored shrouding data
beginning at said generated memory address.

43. A digital radio as in claim 1 further including an arrangement for programming

encryption key information into the digital radio non-volatile memory device comprising:
means for pseudo-randomly selecting a location within said memory device; and
wherein said microcomputer includes means for writing said transformed

cryptographic key into said memory device at a place corresponding to said selected

location and surrounded by shrouding characters, said shrouding characters hiding said

encrypted cryptographic key.



