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[0003]Wireless communication networks have become an integral part of today’s
digital lifestyle. The necessity and the desire to remain connected at all points of time
has resulted in wireless operators expanding their networks to almost all conceivable
parts of the world.

[0004]Different standards and protocols have been adopted in the industry,
depending upon the users’ requirement and the preference of the operators in a
particular geographical location. Some of the popular technologies that are present
in this domain include GSM, GPRS, 3G, CDMA, WCDMA, TDMA, WLL, WiFi, WiMax
and VolP. All of these technologies have their merits and shortcomings and provide
a gamut of voice based and data based services. A network operator may be
providing one or more of voice/data service using one or a combination of the

aforementioned technologies.
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[0008]Due to the magnitude of revenues generated through inbound roaming,
operators are always motivated to capture the maximum amount possible of inbound

roaming traffic. Billboards and advertisements at airports and borders, and the
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DETAILED DESCRIPTION

[0016]A method for detecting the anti-TR mechanism and redirecting the roamer to a
preferred network is disclosed. The method detects the presence of an anti-TR
solution by observing one or more registration messages exchanged by a visiting
network and a home network. The method includes steps to steer the roamer to
reattempt connection with the preferred networks by sending appropriate registration
response messages in response to the observed registration messages.

[0017]The invention also discloses a system for detecting the anti-TR mechanism
and redirecting the roamer to a preferred network. The system includes a probing
block to observe the registration messages exchanged between the Home Network
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reless t nol ogi'es such as
technchfy aanécmxthe\onmme:comcrepios]teewtallysfamhc@ble inbetber wireless

technq%gfgg Eh i C&}é@fﬁ,gﬁ%l\ﬂgt \\M)#Il,(V\VI?SM e\r/]oﬁ:’eet%rf (d,orgtgxtag‘f a cell-
based GSM network, the home network has been referred to as Home Public Mobile
Network (HPMN) and the visiting network has been referred to as Visiting Public
Mobile Network (VPMN). Furthermore the HPMN and VPMN may both have more
than one network operators wherein the HPMN may prefer certain VPMN network
operators to the others. The terms HPMN/ HPMN network / HPMN network operator
and VPMN / VPMN network / VPMN network operator have been used
interchangeably throughout this specification and their intended meaning is driven by
the context in which they have been used. The term subscriber is used herein to
indicate a user that registers with a network. The subscriber that registers with a

network can be any combination of hardware and software capable of registering on
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Net work (HPWMN) and the visiting network has been
referred to as Visiting Public Mobile Network (VPW).
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(PC terms HPMN' HPMN network / HPMN networ k operator and
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the preferred network. [0023]FIGURE 1 illustrates

VPMNs, bskamk menjgrhﬁn the a)refmlteeim\ll?i\/l&l@ccﬂfddﬂRJ‘ANw rh this illustrative

I T I LR T
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descri bed | ustrati ng conmuni cati on _bet ween one
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114. %lggﬁm%%@@%n%&m%H% s i 1 us ytobﬁpm Roaming

STP 1q|2b¢ditltﬁtiﬁF-TRVﬁNN< b?ﬁwprrsgtshgpmreé ﬁmmdldeé{F%/erabldg\lﬂb’bk 110a, a
IS e non rererre t
detectingtblogied S6p BAGTCHPRHIG BIoGOHSS Jb8 TRCIATS OLiResS Plecks has

seen dhQ8gh gt T, T koo Bl B8 roen
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I scussed in detail hese bl ocks are
104 dnagi106] \HPMbk < 0dndompyisbe prVE’MN SEE dae QW@B@ to a VPMN

VLR/\:ﬁg%{: ‘g’p/o pYé@Nci&G L@%HTE &ngg)(/lﬂ\r/]ﬁs olf8"diso have a similar structure
(not shown in this diagram). HPMN Roaming STP 112 communicates with VPMN
STP 120 and VPMN STP 124 via international STP 116, SS7 interface 106 and
international STP 118. The aforesaid embodiment is described using the blocks
pertinent to the invention, however various other blocks may be present in HPMN
and VPMNSs.

[0024]In accordance with one embodiment of the invention, the HPMN 102 may
deploy a TR solution so as to steer its outbound roamers to its preferred VPMNs
106. In order to counter this TR, the non-preferred VPMNs 104 may deploy anti-TR
solutions that would try to pull the inbound roamers on to their networks. The anti-TR

solution is deployed in the VPMN 104 network either by monitoring the roaming MAP
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System further conprises an international STP 116,

corresponding with HPMN 102, to route the signals to
w@n@bhea3sd nt er nati onal STP 118 that correspondBCTS1906/009064

VPWNs 104 and 106. VPMN 104 conprises a VPWN STP 120

transactionp| @i trjectingPduriodsRNesSaya r byPintereepting thero@ming MAP
VORI PR TR AT My

VLR. with VPW STP 120 and VPMN STP 124 via i nternati onal

STP 116, SS7 interface 106 and international STP 118.
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solutiof e Moy Giid FbBiER Hh e A Sa ol AR |
accordance with one enbodi nent of the invention, the

_ HPWN 102 ma deploy a TR solution so as to steer its
Monitaying dpproaehners to its preferred VPMNs 106. |In order
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mossaial N S LS AR bRt B nfion
robin GHAEFASELHSHEE v FoR8Fali =Sl ey SOWGH RPN
102 and VBN i104s Tared detadting blockr 460 alefects am antshRt pfempt, by

{oani ng, handse r the real VP VLR.. [.0025] The
observing, dff &Pedif_%’l‘f Jheuisiy BRFIRY dadetaly DERATLomessaces
exchaﬁdgﬁi HativedAt HPMN - 502 UAh@NVPMVIN 10 ndrierémbodiment of the
approach and the in-signaling approach. Mnitoring

inventisppatdesst greoeg]stiatian reessagenisa LesationdUpdatedt Ub) message.
anti-anti-TR nodul e 110 detects the anti- TR attenpt

s PATERRERRA hossise Vet vecn TP 303 and Voui 108
[0027]I§12%?1gg§g’?%§iftﬁﬁht of th_”.d1%hvie:1_ﬂen,t ianﬂi%anti-ﬂ’rl%blhmrghplbl‘md}(detects an
ant-TR @fiaeit BFAIVeHOBORIINERHNe 363G, Bod@ereH RN BigoRnd VPMN
to4. FQCOAERFFIE, Mol SalBZ Gy e ORIBHLEST P loast ono
registrators agessagex bbwegrd HitVINe d 02HeN \IBRINa d4vAAGIveO monitaring is
nereinglg GIPEER JHOTRG04BDYS2% T-5GEANA TpGeB (PEURySignaling mode
the anBFREBR blodkM £ #abHIBYe AR @RfiIng SS7 path by configuring HPMN's
102 roaming STP 112 to route roaming SCCP traffic through anti-anti-TR module
110.

[0028]It will apparent to a person skilled in the art, that different routing methods can
be used without affecting the working of the system or method as disclosed herein.
[0029]FIGURE 1 depicts both the monitoring based and in-signaling path based anti-
anti-TR architecture. In the case of monitoring-based anti-anti-TR solution, there will
be an additional tapping of international roaming links between HPMN and
international signal carriers. In the case of in-signaling path based anti-anti-TR
solution, roaming SS7 messages from any VPMN are redirected thru the anti-anti-TR
block 110 by the HPMN Roaming STP 112. Whatever deployment option is chosen,

the anti-anti-TR detection mechanism will receive an outbound roamer’s Location
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[0027] I n anot her enbodi nent of the invention,
anti-anti-TR nodul e 110 detects an anti-TR attenpt by
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after aﬁ?“&ﬁﬂgpﬁﬁwg s%nlﬁtl%}, g%n }E?lpiﬁg‘fbf catjnhge%l.ﬁc%oﬁf%ﬁiilure of the

HPMN diR/BAt-2mti-TR Wolui@nreidpdssuzesss bé thes YPMMN EhtdaliR solution. If the
affecting the working of the system or method as
roamerifalerdoeeiRisPn. the[\gwéﬂ retgrk H04afeethe gatRNERER solution,
| d t i
ven HERN 02 0 G ARCSISL A8 PR BARERETR couton and
the failerd of thetVPIIR Soti-TR snhutldmer e wll be an additional

ot T, B G AL B BBt
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romany VPMWN are redirecte
overhetahe ARYantaanti-TRR suncess/faillioe,byperhentapiN oko sediregtesir Poutbound
po ﬁ?t ever deploynment option is chosen, the
roamlngr;fq L) TR detection nechanismw || receive an
[0032] THE DAUNTR GANRIoNS dep Uo'b 6 VWRIR0G640GAE$take one or more
PCT/ US2006/ 009064 upda ransacti on between VPMN
approabbes We now amanm@@chl of Hbese caproapbe\and hQV\hethe instant

mventlpp grﬂﬁg ':“b'ﬁg %HB@]} %éﬁﬁ#s ‘%%dgnn%ﬁg’&?@é@%({jﬁ? he roaner

still succeeded to register on the non-preferred VPWN
network after a HPMN anti-anti -TR sol ution, then HPWN
Fake ManualModenrchlotGrvarage HetegtiopRefensgn
[0033]%%51%?5[#@@3”%& I-l[rg)lér‘ﬁl #‘Iﬂh@%nagﬂtl ?Hﬁlﬁﬁ(sjétt 2ivBR ¥ ¥Nfool the

roamer ftaile O register on
HPMNtTI;R tNEgNkrth%t\émematﬂée’afst @peratieg antmanaat motk moﬂhetVBMN is the
t hen HPWN 1 C ded success ,of the
only netwyoskdn caMerager 1 8is '&tch'he‘é‘ﬁﬁby FeReatadly Lﬁ»&?da?g ? geRfig\update

on thea'g% Tr%t%"kjidééﬂon[d&%gt F?ﬁél%‘jtlﬁh hh@é@tl&?dﬁ&éﬂeofé?ecﬂfdﬁs from

sequent success or ure of
the HPl\mél'rRakaady TR, HPWN 102 can produce all ki nds of

oos RSk SHERs 5 B4 0Bl RifhioR S, Bk manual selctor

or if th& /PN & e tdk Mdtwork in coverage recognition of this mode of an

outbound roaming device is important. To avoid bad customer experience, the

current TR solution deduces the manual mode or VPMN-only coverage if the
outbound roamer’s location update from the same VMSC/VLR of the VPMN comes
back the fifth time despite rejected the previous 4 times consecutively. This makes it
easier for the anti-TR solution of a VPMN operator to fake the manual mode or
VPMN-only coverage on behalf of the inbound roaming device.

[0035]However the anti-TR solution generally cannot hold for a long time to respond
to the registration of an inbound roaming device. This is because the handset might

move to another network or try another registration anyway if its registration attempt
7



roam ng traffic etc. [0032] The anti-TR sol ution
depl oyed by VPMWN 104, nay take one or nore
wappsozckes. W now expl ai n each of these apprparism06/009064
and how the instant invention's anti-anti-TR solution
is timedoout. effheeanh—Tzﬂ sdhetion alsnamheh edeilk eselaolugomedangom or

ot S, 5 T A B Bl ot
intervafsh'ére 'Y’Fém Jl%rbelciJBI@kT%B% ﬁt&v’é’l@nﬁétetonhﬁ \@ﬁefaﬁhblﬁ@ different
de 'or the VPWN is the d%énetwor In

handse:tcbymsa@elt alfoi csan ba‘@als@wwﬂﬁ?ﬂer@@@ mq/sa,r@ﬁmangisat type. It is

also passEe® thakl psauprolooaial EERRs bV Ale. T kaf bR iterent

operatdr8/rittweAay FurPeahabid, Nakr Hatwbaulodation updtd ihtemalscmlght also
registration of devices in a manual selectjon or if

vary ampig \different hamdsehtypesebutorlro iGanchave agemall dapgpivesrfor the

samo B 0B 28 B8, IR BUILERT B9 O8I0 1 co by

VPMN Caﬁérﬁmspéstlrsg)thﬁ regpotied to dse filse IoMuaIupﬁaﬂbfrom the device is a
covera]gelf the out d ro r s | ocatij on

TR atteIpEmiS K 1A RIS ORI RIGShaCCEagSiop. on the
same VISV R ‘)é‘ﬁalfjrﬁfsﬂe iR 6@chFda‘?ﬁn§‘b%vaeeé(t' tAHS/EVINL Mes

consecuti ve IS rm es It ier for the anti-TR
[0036] Rovl extainpie oif thae wRIATR pelluaoo IflrQ8)3ffa<kl@ lohatiormupaatesefter dne first

onl b h h b
TR reigily 187 800 bRoURrcie Hezh i TR Jeegh Wb ABFA Yy, another
Iocatloﬁ te Al tﬁefé%fmé‘ 6Bt tHE I-WNW@MLtIanWHIhﬂlow the location
istration of an inbound roam ng device. This is

updateb&oamtheh“eemmeetf the gindi-TRealution Biest ena mease eealionr update

e R 8 98508 RN 2 SR ancse

will thedttry 3ThRrénbéation epdates on tlessarnenocdtioradineyHPMN TR solution
sone random or confi gurabl e intervals to fake new

will allow & lashlogatian aipsiptr-BOIMAIYY - | ocation update intervals

00528 S BOPASHGHAC i, TSR TRCBNEI Pl Al T

mecha‘ﬁiﬁhh|ofr@étﬂﬁzlr$g’ehefmanmdﬂemd&eomb/m&rdtorﬂy/pwvetage but does not
al so possi bl e that inter,k networ on FI
count adeeatipal updaln thal Gormes Wattvn @ §9 ibte threshbldftife interval, for

examqﬁ’é’ﬁﬁtﬁho{f?égéém Iefter rE\LFrF\WS[I c%tlohrﬂlp%‘été‘%tr‘éiﬁdfed

I on update 'inte al so vary anon
[0038]EIGURE et lllhsumset smrynpeeotbuernag sapmsaacrm/ éora agnanii-TR solution

ceploysEnR Fev e LSO Gl 12 i 085 abbtibhes i
conjunction with each other. However these individual approaches may be
implemented in isolation or in any combination alongwith other approaches for anti-
anti-TR.

[0039]As mentioned before the anti-anti-TR block 110 receives LUP messages by
either monitoring the SS7 link between the Roaming STP 112 and International STP
116 or by the redirected messages from roaming STP 112. The LUP messages from
a particular IMSI are received at step 201. At 202 it is checked if the LUP message
for the same IMSI from the same VMSC/VLR 122 is received within a configurable
threshold time interval. If it is found so 203 then HPMN 102 does not increment the

LUP reject counter 204 but sends a LUP reject 205. If the LUP is received after the
8



VPMN, after suspecting the response to the first
| ocati on update fromthe device is a TR attenpt, is
W 200b@Y93By rapidly fire one or nore | ocation UPCEUS20061009064
succession, on the same VMSC/ VLR on behal f of the
threshola timeneithrard APl tieR inuay ackridvdedgaviie $0086]rFoay ephitmkeck for

i f, e anti-TR_salution fires 3 nore |ocation updates
other aHF'tfé{]aPﬂ@aPh%tzagTR reject, then the total TR rejects

[0040]'!"‘|*’I|§I éntpsnt‘?'T ThRcRandsean Weldct BE ikfeyvahesn bt @pdates

on the sane location; the HPMN TR sol ution w ||
of the aamemettheumdndMSI is shapierthan th@rcqﬂwmleéheaﬁb\p@ time interval.

R |yt f
When ' Pef ldralipny Gpdiey Baes i s0h oo bRl Mg dhalg tme
1nterva|°eth% IR Fé]éctiﬁ?m@tthe'rhﬁah@ﬂdﬁﬁiate\ﬁm hott belmntbdylrﬁthimrrejectlon
'ocati on updates on the same | gcation. The

countesdnuthisowayygven taugh ‘th@eamtéx@fltHT&ﬁﬂhéfr\C%bbl&NN iR mlght have
I r

o o OTHTBrEOHBRE s ATy o g o

VMSCAfLRIeg2cit ¢l tﬁdjtetrémrlhalroamd@ davis@PNnanlsl modereﬁgiewﬂimontlnue

does not count a lLocation that cone
to relecidnpiLyiF WS 3 o g1 L PrAYSTORIS Cors Wil eonfigurable
l’]@éﬁ" conds, after a previous |ocation update is
threshéfYHttm\{ ?5038] FIGURE 2 illustrates sone counterin
[0041]Iapzm exarnplary emodiment off thesiiventiam thdesinfigucatiy thresgold time

n- preferred VP Figure 2 shows these
'”tewabﬂ'lx?ryg%?c ¢hanged p gﬁ?ﬁ? Btion with each other. However

[0042]Ihh‘%llse?ur‘ti'i‘é‘rl \dribGdinfiiR " 8AGHES ifRNtiBR, arnpémirm aslockd 110 may
ation or in any conbination al ongw ﬂeot er
?@V f

statistieqlfyr olsarrgss the)rcoaﬁgurabﬁtthrewmd[tmgglp Yeroageeriod of time.

This 3%2@@%%60;51'?(&} nt | pﬁagf bﬁol%%)e(gfﬁﬁ éﬂi%ofré Vi nkII:lEL),JB? recelved from

variou$ NﬁNIg@NllFQQSSEI? d E3aa proviigsaidbusalesSTayaihdBanti- Tlfi/ solution
the redirected massag?es fromroam ng STP 112. The LUP
detectingdba gesfigyrahle threshald §medntaryd) are received at step

oo e ARy nd BRI Kbt . BRFaRaRORsy skt

301 a mdbi’léfst@twrabhandéétriaiilhtésjrdglstmtnont\mth/aI non-preferred VPMN 104.
found so 203 then HPMN 12 33; &5 cre the

Thoreagrad L eng Lt 0aas MUID7.I6es FROUN 13 goved a

TR oy ARG 01y YOS o5, o

solutioacURIMNId@4t tietestsntheol Rnag4 @mtd sendshdokoreo LUPbmessages 305
rom St WRIRRRLEF 57 2l 008 HUROEBLAFAR LGB o, The
numbetRs s messages sent would depend upon the threshold number after which
HPMN 102 would accept the LUP. However, since VPMN 104 cannot hold on to the
mobile station for long as the roamer may initiate a new location LUP manually in the
mean time, therefore VPMN 104 sends further LUP messages in quick succession.
Upon receipt of a consecutive LUP message from same VMSC/VLR, anti-anti-TR
block 110 would check if it has come within the configurable threshold time interval.
If it has, then anti-TR would be detected 306 and LUP rejection error would be sent
307, without incrementing the LUP rejection counter. This way the mobile station
would effectively be reinitiating the registration process in a normal manner 308

despite of anti-TR solution intercepting in between.
9



of the sanme outbound IMSI is shorter than the
configurable threshold tine interval. Wen a new
wo cwanesy updat e cones within such a confi gur abtBUS2006/009064
threshold time interval, the TR rejection to the
[0044] Thizcanti-antiRIsbkition wnurks dootie thé in-sigealing peth owede of TR and
counter. In s way, even though the anti-anti-TR
the moRiEAKIBey R mi ght have received 5 consecutive

Location Update attenpts fromthe sanme IMSI on the
same VMSCNLR 122, it will not treat the roam ng
Speciati landset Detecticn anddRefensewi | | continue to reject the

o0sAr SRR il B AR SoBAbTRIS FOPEI PR i

that th@ﬁéﬂ@éeﬂhﬁolﬂ!@ﬁﬁtlmfﬁ sécislh eyigxeiing the tnterval between Iocatlon
conf |gurabl e threshold tine interval may be cha c‘(
updatepeon dhiecaamg. VPN 2] 0 \H-R/b/rl\ﬂ%@r 1%%b@fdm?erﬁa”aﬁ QGH\%O or by

i nvent i [ t
oxeaf L AT 7450 PBI O ERHE vBblco i Yty
avoid B&d | bterhet Iei?erleﬁd?e Strsg HPBIN d92 wdll @libat subsegyerdelocation

based on th requency of LUPs received from various
updateywsose#ed-Such a sol uti on provides robustness agai nst

[0046]1%“&éfe?§ taggfé' r'ré{t'tlﬁﬁ ﬂﬁ@‘%@g&%t@@%o FMINT iU b ALTR &fK! 710 on

ws the exchange of
recelptsmgaal BUPofrotrhananSWtaRt POmeavasitak rehiechs . if At is 3eaeived after a

oveshqBobgoSsEbb e L SSE UL St bl Bhetbllod i <

conflgdré’ﬁ 3%%tetn‘aeH'PWe193no§' nﬁetoHWMN:HWWMNDHOSZeWo@ld it without

tion, refuses the update and sends_a LUP reject
assummgsthageomteastaurhle tcabeua smrecigdiandsehard thevefre dspugeaia LHE ack.

ror xR RedodR A T o3 852 168 ore) cmes

of the ﬁ&@ﬁéﬁ)mfﬁvéma '@mecﬁuémﬂ‘rgu@éd bw%mmsmemmmm matween

pend upon the t hreshol d nupber after which
locatlommmdat@:cléme LUR is upceiveduitbin the; %@dﬁﬂmﬂf&?r@&wﬁ anti-TR
110 whifl el 8 L bsREAId Bptod Spir SpcAgE: et

102 willl ﬁmz whierref tie bt htepmatiSof ar cdrdiguralite nessbgegeign 1) of
qui c

successi on pt of t U
imes, fub S SRSEoRL o o LBOD, RSPl ol & ABRGRHRI 5 e LUP
o Y, g o g i ¢
extendedutlrﬂeblatel‘ealehasedbeﬁﬁGemrdlselemoeq dhan dhe eontigurablg aumber of

imes 36814 423 i Sh S LEHITR S G rPRUG g 8B 210, then o
LUP réfe&ﬁgtée\‘l?bPS @g;tg?réﬂér?dédd;gmbhﬁterr\%'c%hh?ﬁrl i9 hdreprpsed by one
pite of anti-TR sol ution

(not shawreincfigutrehg i n bet ween.

[0047]FIGURE 4 shows the exchange of signals for the aforementloned scenario. At
401 the mobile station initiates registration with VPMN 104 and VPMN 104 sends
LUP (with IMSI and VLR information) message 402 to HPMN 102. Since HPMN 102
deploys TR, it rejects the LUP received 403 from a non-preferred VPMN 104. This
way VPMN 104 detects the presence of a TR solution 404. Thereafter anti-TR block
of VPMN 104 drops LUP messages from same IMSI for ‘n’ number of times 405 and
follows it up by sending a LUP message 406 thereby extending the period between

two consecutive LUPs so as to fool HPMN 102 to treat the mobile station as special
10



9 WO 2006/ 099389 PCT/ US2006/ 009064 [0044] Thi s
anti-anti-TR solution works in both the in-signaling
w@aiokosmsee of TR and the nonitoring node of TRCT/US2006/009064
Speci al Handset Detection and Defense [0045] Anot her
handsea.p‘ﬁowever bedarrsehyf the afotemerfionedalganithims HPMN 92 siitieends a

it ey O PN VT YR A Pkt v
re|n|t|a %@Sreﬁﬂstﬁéfi%ns BrEte¥SNN 40doivhaiNviAngr 2409 del%?nté apfe anti-TR

rwé extending the interval between [ocation
solutlompirﬂaltCéptlb@u etwaef works. Normally to avoid bad

oo SR SRR ol B T Sl e of TR

the moHRdPYInRE@RI 6fSTRt hi s anti-TR tactic, the HPWMN 102
anti-anti-TR block 110 on receipt of an LUP from an
| MSI NLR 201, vvoul d check if it is received after a

DetectdH{f DRfArd hiBind A ol GERANAIA bR TR Solibn 207, Thi s

iS a configura e extended tine
[0049]mﬁith@rdba$ict|dlea/\fof ahti-AIRVIS tb02voieb sUUsement\,{matmnt update between

VPMN 38 and VR 158 bircisiig b Blhgel Lo BEGider (BREE store the
first Ioc,%‘i’l%' @Q’dé’l@ Sp‘?ofﬂglﬁ QH@Q/F‘N/INEné’tWo'rl@%WNé \Wgy #’W ar?y tBsnce that

he normal I nterval %
the l’Oéfn‘i’Eﬂf $l@weededyntrbglsmnm| atnVPMNR1 @éldﬁspﬁﬁ) h@éﬁMb‘rﬁ TR attempt,

e LSBT bl BEAN o 55 LSS ybupaat b

the rogn%@atthé@amwpmwxer to avoi d bad customer
experience, HPMN 102 will only wait for this extende

[0050]Inrereen/tal deteet f@ememfg@klatas(aamam R g@ution,PHIN's 1 P%@tl -anti-

TR soled T b Bpeh P8, st HESessTIS0E01T RER b dhoutvounc
roameEOR NFNINAD Lischslienee By tal sebsequentiacation updaiehfec kiezlsarme IMSI
the extended tinme interval has been, exerci,sed,

on san&MPMNe1 Qb Ar e eV RMhb a¥itHR a €9 raijg time in ggval 213, for
examp%é@ r{'nﬁﬁﬂas Hé@afd‘z él§ %‘F\%k@i‘f?s @g Vﬁé\ﬂ\'r%%‘ipt dffLLrlPs has been

en a rej 2ct Sent 203 and ext ended
happehmgﬁdrrrhenyaéubsounensr216 omar pamictika %I?I\/Mé04( ﬁl'dte number of

shown in f 471FI GURE 4 ,sh
subscrhagh dpcheskii, 15 eonGan e BIed A & et NApBefoRRIRR a very
i
WatCth@m%}gfge'n% 'Sé\ieﬁ‘\tugsczl’\ﬁl\;l@t%HBE%/r?édérgﬂbé@ hBt Vigibitel e location
within i theoconfiguraplemtissen datenc thenHawmo:Lregtlvesmtl@nwale@ taken.

Howew%gp,# mg Eﬁl(g@l@pﬁkﬁ?%dfmaﬁﬂel‘r%%ré %chhYa%%“% Hc?l”ch@ number of
subscribers to be checked maybe a ratio of the total number of subscribers
registered with the particular VPMN 104. If the above two conditions are not satisfied
i.e. subsequent LUPs have been received 214 and even if they have not been
received from few IMSI 217, then HPMN 102 assumes no GLR based anti-TR
solution deployed. However, if it is found that subsequent LUPs have not been
received within the configurable time 215 and the same has been happening for a
number of subscribers 219 then HPMN 102 would send a Cancel Location message
219 to IMSI.

[0051]After the detection of GLR based anti-TR solution, the anti-anti-TR solution will

wait for a configurable interval (for example 10 minutes) to issue a MAP Cancel-
11



way VPMN 104 detects the presence of a TR sol ution
404. Thereafter anti-TR bl ock of VPWMN 104 drops LUP
wore@sagssd from same | MBI for "n' nunber of ti nEST/UNH06/009064
and follows it up by sending a LUP nessage 406
Locatioh Iwohblwnem lowhitiog updateat el VPAINAEUNG: ot toobe deptaying GLR
based :g@tg'tnggrogé atgnggitggpn Hi’%@l%%%gq%&gat 1RERITRbIPthat the Home

Locatloﬁ(ﬂ_é%f @ggﬁ%e fRARMSE devide V@il had Bfarsd WPMNWLR/VMSC
forenment’i on gorithm HPMN 102 still sends

entry. Inetdstwaps Serganyoliobile VONginatee (MODrﬁqilvmthﬂhet%ﬁoMﬂl\@\l the

nandscf ] b PaltRel 4ok iR e fifleh lnahe AL Forapy frovie
Termingfd! ¢ Mf)%alﬁgrdRuhI&nbomncﬁrc*eﬁrﬁén fee Hpmmtmeanmn[nmwm RN to

anti-anti solution works in both the in-s

the outb@%ﬂﬂ rﬁmercﬁ reat \AiR, Whisk refong the MoRhbdé tha V*f’%ﬁ&tr'}gevt"y of
and .De T

e oo SIS DERY A0, RRSES e mBRtate e MR

The arﬁlLﬁlﬁEﬂRemluhmw(gl (Wballilflﬁéﬁ eohfigurable intétval i issardandgtiver MAP
Cancelipgation i e outRceR A ioadis t Be IR, VLR Shipge RESréDat.
For an}??\}l'\“gl\h S tb"ah giugbm rddmédty tI?é‘HF‘WIR”IqERt \k}ﬂlt retlﬁﬂhethe outbound

oaner succee In regl St erl ng at 04 ite
roameraHRAVIN VIRSAR teethet ongmatmﬁmﬁnﬂm/orlgmaheg MSC will then

send thg) MeSkeTe e We SRS SAISGRRTRE PN TR R, HEERpg, the
SMSngiye@ceJéea%S%rr%F sdRap8 &h aMén r@F’c&ﬁOih@t deliveryiPdtius to the

anti-anti- TR solution 110 wou check if a first
roamersEiPdN HUR Fardaturerdeliperat e of an out bound roamer on

4is fallag .

s GRS el PGt LSRR R bR Giaro. A

501 a %érhlr{g ﬁndbﬂefétauéﬁbégnsterwltmvwral1cmsvam 10dxsemisea LUP
m nutes. HPMN 102 al so checks i f

messagerﬁ%ct@uhilf’l\/ﬁ‘i 1mvsTh%é0Q?él@H Uﬁdﬁﬁﬁeﬁrcﬁée ffgrthﬁafﬂﬂmer sent by
HPMN 1#555 &' '(grgps%;‘géw) i eé/i?é\fl\l*oil%ry sTJl:%é?qH@HﬂhUP from

|s condi ti'on ma
IMSI, VBV {04 eduirdiobethe Wkﬂr@dh proﬂlatwaclmomdadgef Uponrmiwovenng that

ST hoCRe S 4E0E o AES B P an
snmllart&%ﬂrr@n?Q rf&eﬁtdu\‘@o%f' I%I%ﬁ' shrie VIFNIRM 04, HAWRNR 102 deduces

I ona roach e nore calcul ative, in
that a @liR basee amhwfblérscﬂxﬂtlomhas beebei@lcn@doé% hié dheni seag@ gancel

Locatid ripssRee 505 POBS MR 18 nBVR T beh sl & g period
of timecGNIPMIQAD4H KM GLIFRbASEd &8ti-TR solution.

[0053] This anti-anti-TR solution works in both the in-signaling path mode of TR and
the monitoring mode of TR.

[0054]We would now explain certain approaches to anti-TR that would work in the in-

signaling mode only:

Roaming Restricted
[0055]In a TR mechanism employing in-signaling approach, a Roaming Restricted
error code can also be used is response to a LUP message. Although this

temporarily, puts the network location area as forbidden in the handset, it results in a
12



I .e. subsequent LUPs have been received 214 and even
if they have not been received fromfew I MSI 217,
W b@a/opBRN 102 assunes no GLR based anti-TR sPCTIUBIN6/009064
depl oyed. However, if it is found that subsequent LUPs
faster hetwerlaeséleetion.r Foedefeddnwagainst tiie 'Eanthgu&imibTB spludion can

pertom i o B SRR TR e Hane 10

message fifth 'LRI%XB@?(%@Q]%’(E\ LRt & dd@?go[‘t@@%é}v%é efc inNSD ACK.

etection GLR based anti - sol ution, the
[0056]Ta>ncmumat ngaRst thiatantikTRi factic,wahengvar faeck&rﬁ iRfArigmat honored

cve o 3k ghY g TP e S BV SEUBRE B e

ISD (RRZCfBr bi dBhfRyUrAsIBtRbaPORtiMestbdfbe WiMY 41fi clteehative TR tactic
depl oying GLR based anti-TR) from an outbound

unless toaMRYNGis\geRIinely Jecearizedias ARR NanasuRRRKting Retwork. If it is

oot B ESH ot pRbsAd FOATIRD N6 PN Ehrain R

whereadNathbRPio e1of) thenriatrady (Hh@)\faKHd thalt yanvmnthTstolumm,ls deployed
handset will be forced to nmake a new | ocati on update
by the Y?MMe VPMN. For any Mobile Terminate (M) call to an
out bound roaner, the HPWMN HLR will issue MAP PRN to
t he out bound roamer's real VLR, which returns the
RoamiRtot Aflowled VPMN VLR entry of the roaner is enpty,

t he MN VLR I VAP, Rest t
(00535 TR PPobAR FNPElsHATg s BMITG.APRIoPER: 4 ‘SO LN ablowed
error ch8é @M 0‘86 Bel @s%bemafé%baﬁée MAR LIGRRrfessdgdes Alihougarthisheuts the

out bound roanmer to VPMN VLR after the RestoreData.

networkoas dioybitiersNB  the aﬁl%mfbeuhanfﬂ?ﬁnéfr resylts ipNay faster network
11 _return th \Y/ :
oo B AL, BTSSR B pve LUP
ack/err%?ﬂﬁeé%é@ﬁéaﬂmbaldtéw ice@ds dnbtheyMIOP hiegshgeVEWMNhe same
Rentry is enp the SMSC will receive a
transa@uﬂn ofie disst ltlﬁBﬁniB%?ﬁﬂet thehgoldéri WP erear af Rogrgingriot Allowed.

o s 300 TR ) B 0 A R BB

same POERMHbWRd AttwdrRlagain oamd mguitbibiave altawwedrihe egigistration to be
with VPMN 104. VPWN 104 sends a LUP nessage 501 to
succesgfWN 102. The | ocation Update profile of the roaner

[0058]'?(2%@9%t eérépa:}%t]tﬂ% bRt-SROERGcPheV AV fqﬁél ﬁﬁ'ﬂ §|Qt3-ant|-TR solution

very subsequent LUP from
will coAfifuenuissue RNA e astboatiah ppdsdtelikit com@kbaﬁla \atﬂ@e a gmfrgurable

interval e ke e 2 srcari) trne,Pravios Jecup pd e gt got rejected
with the RNA error.

Defense against an Anti-TR solution to OTA/SIM approach

[0059]In order to defend against a HPMN 102 deploying OTA based TR mechanism,
a VPMN 104 simplistically blocks all the OTA messages from HPMN 102 to its
outbound roamers.

[0060]So as to counter the above, in one embodiment of the invention, HPMN 102
would respond by sending RNA error code in the LUP response to a LUP request
from an outbound roamer registered/attempting registration with VPMN 104

deploying anti-TR solution to OTA/SIM approach. Once the roamer registers with an
13



simlar occurrence for a nunber of IMSIs on sane VPMWN
104, HPWN 102 deduces that a GLR based anti-TR
w@00an9e89 has been depl oyed 504. It then sendspP@Er/Cs2v0€009064
Locati on nessage 505, 506 to the I M5l who have not
alternateenetwgrdatHRMRNo1 02 ctamgthepmseod OFA measagas\ypei@ermgit to the

hav based anti-TR solution. [0053] This
preferr%lﬂ\/lz’mﬁip TR sol uti on works in both the in-signaling
[0061]TP%BE1%TH6’& fisclBs@@dabdte HERI teY idtivanede @hatThey are robust

d now expl ain certai n approaches to
agalnstathelanTFil'lRmiutmaldﬁplwad by: then W PIMN. Singﬁa*hﬂr@t'n@ﬁbTR solution

as epr@;ﬂﬁ/dopRoamwp(%§§ 3)3{2{)'#%9% t?lgSttharb 8% &égg ?Iﬁ%l registration

messaddd kcifatfadC BatwalerotHee HRMN arsd ties (Mgl tamdalsl_blé’t focused on

nessage. Although this tenporaril uts the net
counteting @nyoparicwar #preadhlegientnal may %\é{ﬁg%en 'mP'erf%%f\L{@fikby the

s ol B FRICHBEEIL TR SOk, gt oo

TR meéinisrhRissdikelbsed heesin. performj ust TCAP abort or just

00621 e Th Rt ks SaEuRIG: SR program

code, WITEN lv\gt% é>€ec'ufbd 1\%&‘&% thﬂeoﬂitﬁﬁosoﬁﬁw 84 déﬁl@yéétbytthleS\/PMN

enever t ISD RR i s not honoréd
The arﬁluERta:tteitnﬁtuspimecteg nobsamingt exshanget ¢feataleast aneiregigiration

AT
included! &8 ttérvﬁsé—l'ﬁet ER drém Woldesfort hedigeihyi theg@oainee! i attempt

recog as a non-supporting network. If it is
reconndet]m:vwib amn‘erseﬂmetworkhe | SD ack messages fromthe

VPIVN
o A TS, oy gy prrecs
descrid®d bBSvé/Fi’Mith@W Bembiratiéhl ofvedmpfhg ]ddmpoﬂ'd'ﬂts and devices

nmechani sm enpl oyi ng i n-si gnal i roach Roam
operatingt tbgeiivated Nee SPEPOBETE SRAMGIATRES oacFIEn ents or

st By TR A G 3, o i nESicompners
can aldcabé eouplidwitik any emnahtmrtdfmtherTcmrdpéMs 4oali shawn)y f@f example

B I e
rumb e SRR 1T SR RUZAGhLEToP okl 43, pocossar
based components may be carrying out the functions of the ATRCS. | ove

[0064]1t should be noted that the various components disclosed herein may be
described using computer aided design tools and/or expressed (or represented), as
data and/or instructions embodied in various computer-readable media, in terms of
their behavioral, register transfer, logic component, transistor, layout geometries,
and/or other characteristics. Computer-readable media in which such formatted data
and/or instructions may be embodied include, but are not limited to, non-volatile
storage media in various forms (e.g., optical, magnetic or semiconductor storage
media) and carrier waves that may be used to transfer such formatted data and/or
instructions through wireless, optical, or wired signaling media or any combination

thereof.
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In this way, the HPW TR may deduce that the handset
has manual 'y selected the sane not allowed network
wag@snossd coul d have all owed the regi strati onP€DUR®06/009064
successful. [0058] To counter against this anti-TR
[0065]Uha§53| the Cdsrﬁexmeleal;lmmqmmmotﬁlﬂrWLsanthromghe@ﬂ thei descrigtion and

continue to,iss t t d
the clifige naiprs caraser oGPy ang: ravs ik 5 Blstolte bhnsigfFFin an
lncluswé%é‘?\‘%% B&Péiﬁi B 8N ieRERIsvecat éiausidaisent8athal®d to say, in a
ecte he RNA error. Defense against an

sense @ﬁw'tlnelmﬁar@olmutw@h IltthQTW"SV\Mrdppisdm:Hﬁﬁf @miarnoropwl Rigmber

oo oGRS s U UG08 A g v

"hereln@T‘heﬁ“B%@éﬁS"éU&/@ HHGbW I 2and Worsls @msmmdlmmef@r to this
[ 0060] So as to counter t he above, in aqne enbodi nen f
E@(ﬁen the

appllcatm@ asra/wheleoand PPN any-ParigdipEPPRIORS AT this anplgatig)-
word "of" | OB%@?& &éf@rér{b% tloLg)hEF?er " dﬁr hord itdrRs M @AY GRird coVers all of

roaner regis attenpting registration
the folIdW'h@ iNR¥pretabnsosfitheword: amy bf TR iberhain the list, aitef Bevtems in

proach. Once the rqaner isters with an 13 WO
the list QOGWQ@%@“@@UQE‘ Gd@/‘%@b@% Shl t ernate network, HPMN

[0066]T41%2 t2d0et BE BVEW%GQM& %ié&eémb%ﬁﬁﬁéht%goftthboms is not

rred The net hods di scussed above
mtendddaN)ebe Iexhalaisatmtcﬂge llrm’athet cheﬁ to thebprecisedganiisclosrd. While

st e BRI R 5B PAET RS o 68l i for

lllustratﬂ}%sgﬁﬁgﬁd%%st Uﬁrlél)éo&q@ivﬂleﬁf ﬂf&ﬁl’fb?ailoﬂfs érbgads%ﬁilétwlﬁﬁm tie scope
es exchanged between the HPWN and the VPW, and
of the AERES, asdboseskiled i thenat mithcecaepizsariiiectepghings of the ATRCS

oovio 64 B 8 g B PSE 58 o} SRR s ey may
not be fRbY t8 the@8ystehts Alimetiodshdestribed amoive. TR mechani sm
as di sclosed herein. [0062] A conp ter

(0067 Thea Slepuenie, anchSHecH {BEV 2 Oho A BPOUEINS GaoGHPamAncyReEan be

o A SRS 0B i
the ATRC S sigjhtiofitheabdvandetatiéd abstription. one regi stration

message between the VPMN and the HPWN. The conputer
Otheryéﬁlml@rﬁ'edl um further includes conputer usable

[0068] YoV EGHE drhe 'eRffidaBibhi FFEhbSE of @AdRENY SkiRld &f@trt, and not
as a limitation on the scope of the invention, are detailed illustrations of a scheme for
countering anti-TR between VPMN and HPMN of the roaming mobile station.
Numerous variations and modifications within the spirit of the present invention will of
course occur to those of ordinary skill in the art in view of the embodiments that have
been disclosed. For example the present invention is implemented primarily from the
point of view of GSM mobile networks as described in the embodiments. However,
notwithstanding, the present invention may also be effectively implemented on
CDMA, 3G, WCDMA, GPRS, WiFi, WiMAX, VOIP etc., or any other network of
common carrier telecommunications in which end users are normally configured to
operate within a "home" network to which they normally subscribe, but have the
capability of also operating on other neighboring networks, which may even be

across international borders.
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reconnection with a preferred network. [0063] The
conponents of Anti-Traffic Redirection Countering
WEIEHEM3EATRCS) descri bed above include any PCT/US2006/009064
conmbi nation of conputing conponents and devices
[0069] Thpenampigs tuogier rhm predent dogndios n‘t«lﬁl-Efafflh Reslireetior &rpuntering

Systemcuics) SSiBan bre AetaiNe S RrAcatifind neBhfi e dggorioed

using t%rjrﬁsoaﬁﬁ c%ﬁgﬁ’h@tg dtavh Iéﬁ@élyWHﬂﬁeGSM niddilerteRpBAY Gifksstructure.

for exanple” other buses, controllers,
But userefthege dae«arnIﬂS$ shoudld det Heiinterpreted tulimifing thednventioardy those

media. (e oty BROBPORR CRIRpobd S8 s28 el AT Bl Rring anti TR

betweehevmmyam laRMN hef fheneddraing afobtilbestaTiBESIn BOAGNEr that is
shoul d be noted that the various corrponents di scl 03%3
of use

agnostigdedha mbﬂ@lesmbe ivisilgd i RRN-BestipEIedanefuert g8
and pré\zgkg R s(fﬁr u?ﬁ/p{yﬁésﬁf‘j él%’éonéﬁ%%%%BhQ%edﬁﬁn MRling without

I'n various
limitatighR (Y Erf mbb&d&@lbphnmdnatworh mdudmgomthamdmmtatlon GSM, 3GSM,

3G, Cqbﬁgmé’rpg/'m or ég%%éer t ];\@ges oL Cq;fr%ggﬁ%glephone networks
or syst&?\@hgﬂ %abéﬁ%d @ﬁﬁpéﬁﬁa’rafu%mmaﬂyr[%@d%@héﬁﬁ\b% Silslribed

/or ‘instructions nay be enbodi ed
network nbliudisp mlgamd fiart use oNt@¥isited PoRORBICANE 08 NodraRGugEomed

vvork S SEeb 5o Sl Bk Gefsp RkofhoniBRS Pl porona

compuf@?‘é’ PalrHgse [ Wirdte Mspiehdévead! (Y sthabaterattiraent console

nstructions through wrel ess, optica or wre
platforml such iasgSonyi Rlaystatey, P&bionethen appasatdstthat argesapable of

2006/ 099389
erorg AL L ERPASAERE ef 0 P et
even (ﬁﬁsﬁiéooﬁm@rdeﬂf&s nhelec fo F@ceivihg wndmnk:mmnsl at' capable of

omprising,” and the |ike are to be construed in
deploymeﬂt u@,.r\u@q%r@plgéo%gm@g%@@jpfﬁegwng)& Pgegisten §ubscrlber id such

t
oo B MEvRSE T D, . S lhor i mant o
voice (ﬁ/leﬁﬂPllcammUnlphumrw suahvdethoselovided lbydéondge ot Backetdr
[0070]Inf£qs§rla{ngngqnfgé o I%telngsggfy t@e%?lggsgu;%eny W&t ;\%géﬁt |8yent|on
this spéblgbéﬁ’(%n o s thé fth o? tbRCSmnARRLAEH @éll fR6ma3a BAMhE party to

rtlcu ar portions of this
a calleamﬁrtycﬁblrdﬂne thlelancenef dmnbtj thafrcalli caruke dor & npenak eaiee call, in

T KX MR e o
audlovfé”ugl ok ?rFE?hdrf-‘anﬁﬁe'dlsiﬂay Alterfétiveng thb§@$iewmestdﬁcdlls sfan be for

onbl nation of the itens in the |ist.
text, video, plctures or other communicated data.
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[ 00661The above description of illustrated enbodi nents
of the ATRCS is not intended to be exhaustive or to
WO 20vb0993BE ATRCS to the precise form di scl osedPCEMIE1086/009064

speci fic enbodi nents of, and exanples for, the ATRCS
Technieakrefersnidelsed herein for illustrative purposes,

various equival ent nodifications are possible wthin

the scope of the ATRCS, as those skilled in the art
GSM Qgﬁloh MRPQHRIcARatidRe teachings of the ATRCS provided

erein can be applied to other processing systens and
Digital cedlutardelectmegumiggtionsosysiem|(Phpsedtto the systenms and

. t hods scri 0 J00671The el enents and acts
Mobile ggpp??g'%ngﬁ?'g&@%ﬁb%%cﬁﬁpéﬁdescri bed above can be
(3GPP 989902 d/eksloR 709.00Relbssé heg8enbodi nents. These and

ot her changes can be nmade to the ATRCS in |ight of
t he above detail ed description. Qther Variations
8] Provi ded above for the edification of those of
Q71X%¢§?nary skill in the art, and not as a limtation on
Q70X MmP scope of the invention, are detailed illustrations
of a schenme for countering anti-TR between VPMN and
Q77X MR of the roaning nobile station. Nunerous

GSM 1431 i<t S0 Muble TREHEgat i ons within the spirit of the
pr [ |

esent invention wll of course occur to those of
GSM 1d14iSikr Joalkit| | in the art in view of the enbodi nents
at have, _been di sclosed. For exanple the present
IR 732{)%7%%"?%% RQ2MPG enented prinarily fromthe point of
M MBeYe Rt @A | e networks as described in the
GS embodi ments. However, notw thstanding, the present
GSM 310¢83acunityrayd &1 be effectively inpl enented on

, . MW F, WMAX, VOP etc., or any
GSM Zg?%rG%gW\%%'ogj% ISt%w’carri er telecommunications in
GSM 408 MbbiRNRadREINterfdce Netwark Lpyeonf i gured to operate

wthin a "hone" network to which they normally
GSM 23182dvielile Stalionfipeedwe capability of al so operating

t : ' ' ich may even be
Gsm ZBpBGhI BRI RLURIK Byl O Y O oaes
GSM2P¢T1 B8RHE6Ac08EKHIlityl 0069] The exanpl es under the

resent inventjon Anti-Traffic Redirection Countering
GSM2§§%&W&M@§?‘%@?& led in the illustrative exanples
GSM2661% ﬁ,f&g%éﬂggﬁ{ malzégﬁngdescrl bed wusing terns and
rge

constructs drawn ly from GSM nobi | e tel ephony

GSM 2900cadAPURtobo@l But use of these exanpl es shoul d not
be interpreted to limting the invention to those
media. Anti-Traffic Redirection Countering System- a
met hod for countering anti-TR
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bet ween VPMN and HPMN of the roam ng nobile station in

a manner that

WO 2®60eBSDr

is agnostic to the capabilities of the
non- accust oned network can be of

provi ded t hrough any type of tel ecomunications

medi um
APPENDiIKepho
3GSM

ot her

3G
nobi |

so-cal |l ed W Fi

i ncl udi ng wi t hout
ny network including w thout

limtation: (i) any nobile
[imtati on GSM
CDVA, WCDMA or GPRS, satellite phones or
e tel ephone networks or systens; (ii) any

apparatus normally used in a hone or

Acronysmabscri bed

Descomption but al so configured for use on a

3G Visited or |[MHirdgerecratiomofirmbilest omed net wor Kk,

BSC | NClUdINg dipafeiSiationCortiRsllegat ed to

BCSM Lt eCommunT Gl 0TS 5[k FRdBFT Sonal__conputer's,

CAMEL, o} o VP 9 CUSBRoEd ABHiicdfiol Tor Mobile ErhantedLogic
SHHt—e+—tar T =AY v T Ul [{T,oUul 1l

CDMA pi ayst at i orf, C@% BasignMultiple P ACEESS oy “ore eapable

CLI _of sendi ng Galling ing AendfiealloRc ommuni cat i ons over home

CAP or non- hone GemgbArplication Rarén (iv) fixed-1ine devices

CS! nmmde for reocamieh§ubsonpiivindafarmadionbut capabl e of

GMscdepl oynment

| GatwB/ ST | ocations while preserving a

GLR persistent

SCRfEWa\PEbcatdnREdIsters the eye2eye devi ces

GPRSfl om Pk

VOO p—aN\LaK

“GEnsfl PoRNBPRLGRISIemeqU prient_meant T or

GSM \v/:ng\éeur:fl 18 ‘él'SV’swmc#r.“l\'ABbJE‘;”; as hose‘ provi ded by
H T 0 IBAA \ AT Y CT 1,01 11 clT U Aartl
GSM SSkhodi nent <] GEM REMNIEESWIGARG PG00, dsant i nvention

HLR this specif

Jamed-oaationRRJIS®E pat h of &

HPLMN el econmuni

CHbmenRulli Lanid babile NdgtWPRG party to

a

HPMNcal | ed part

yHofzr Public kiobileNetword doubt, that call

IMSI _can be Tor pyehaBonaiaviosile 8ubscriber luéntith t he

IN SUbSTTT Der mt@ﬁwwkpns equi pent Is al so
INAP_Gopant &0 Vintdiitent NCRIT ApBREatitin PRI on- prcture
IDP__forh soe - Liniial DR NAGAR Hlessalls” o= o “2 0 e
ISUP_16 w0 2006/ hiNdIserFatko006/ 009064 Technieal
MAP_ref erences (E¥abieArphcatign Bgeci fi cation Digital

MCC cel l ul ar te| MobilenGowdty Gadesyst em (Phase 2+)  Mbhile
MCC Appl T cati on| Nrbile(@AAR)irySPedefi cati on (3GPP TS 09. 02
MNC VErsion 79 Midiak G ot He Q71 X SCCP Q70X MIP Q77X
MO YV Mobile Originated

MSC Mobile Switching Center

MSISDN Mobile Subscriber ISDN Number

MSRN Mobile Subscriber Roaming Number

MT Mobile Terminated

NDC National Dialing Code

ODB Operator Determined Barring

OTA Over The Air

0-CSlI Originating CAMEL Subscription Information

PRN Provide Roaming Number

RNA Roaming Not Available

RR Roaming Restricted

SIM Subscriber Identification Module

SRI Send Routing Information

SS Supplementary Services

SS7 Signaling System 7

STP Signal Transfer Point

TCAP Transaction Capabilities Application Part
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GSM 1111 SIM and Mobile Interface GSM 1114 SIM

Tool kit IR 7320 Steering of Roam ng GSM 348 Security
wW@ea6I9389 GSM 31048 Security and OTA, GSM 231HOI/US2006/009064

Gateway Location Register, GSM 408 Mbdbil e Radio

T-CSI Interface Nefesmikatingy@AMEISEendae Infommatian St ati on

VAS Procedure GSpdidd Nedelt8ervieeRadi o | nterface Network

VLR Layer GoMIAUIdeEbdatiom REGRET! biTity GSM5304 Idle

VNISC HoeSel eCtilie EEE R CHRIGIOT K WappI ng G5

VPLMNpoeer o A Visted Bubllc Fnd RSB NetwiorE<T

A-O-B-E-

VPMN nphile Bsd isied \uﬁ é OB NGO, oot ot b cart

St ate Mbdel CAMEL Custom zed Appl i cati on for Mobile
Enhanced Logic CDMA Code Division Miltiplexed Access
CLI --Calling Line Identification CAP Canel
Application Part CSI Canel Subscription Information
GVBC --Gateway MSC GLR Gateway Location Regi ster GPRS
General Packet Radio System GSM d obal System for

Mobi |l e GSM SSF GSM Servi ce Switching Function HLR
Hone Locati on Regi ster
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HPLM\I Horre_ Public Land Mobile Network HPMN Hone
Public Mbile Network I MSI |International Mbile

woaissovdsker | dentity [N --Intelligent Networ kPCTNES2006/009064

--Intelligent Network Application Part |IDP Initial DP
| N CAP nessage | SUP | SKEN-ABES Part MAP Mbbil e
Application Part MCC Mbile Country Code MCC Mobile
Country Code MN\C Mbile Network Code MO Mbile

| claim:© | 9i nated MSC Mobile Switching Center MslI SDN Mbile
Subscri ber | SDN Nunber MSRN Mbobil e Subscri ber Roam ng
Nunmber MI Mobil e Term nated NDC Nati onal Dialing Code

1. Adr@hog%rfat 3 r&@é &%&L"@%Eé ?9"‘ ectidr @’?g?%rﬁ gﬁ'n'bblle statlon

ﬁ’faowubﬁm Mmomm@twmvmamb aNdbm@vlamH)Im:‘cMeblléeNetwork
Roam ng Rest ricted SIM Subscriber Identification
(WEBIN thSRﬂetB@ﬁ@ORtnﬁlsmﬁgthﬁrﬁt%P%ﬁfl on ss Suppl ement ary

Ser vi t | far i

S R SRR R Totog ot o

2006/ SIeRHRY REWINSEY @bsepBtg exchange of at least one registration
message between the VPMN and the HPMN, and

- steering the roaming mobile station to reinitiate a registration attempt

with a preferred VPMN.

2 The method of claim 1, wherein detecting the forced connection comprises
passively monitoring the exchange of registration messages between the
VPMN and the HPMN.

3. The method of claim 1, wherein detecting the forced connection comprises
actively monitoring the exchange of registration messages between the
VPMN and the HPMN.

4. The method of claim 1, wherein detecting the forced connection comprises
checking a number of LUP messages received within a configurable threshold

time interval.

5. The method of claim 4, wherein steering the roaming mobile station
comprises sending a Location Update Reject registration message in
response to a predefined number of LUP messages received within the
configurable threshold time interval.

6. The method of claim 5, wherein the predefined number of LUP messages is
one or more.
7. The method of claim 5, wherein the configurable threshold time interval is 15

seconds.
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T-CSI Term nating CAMEL Service Information VAS Val ue

Added Service VLR Visited Location Register VMSC
wOoe@sedsMobi | e Switching Center VPLMN Vi sit eBCPURLI00€009064

Land Mobile Network VPMN Visited Public Mbile

Net wor k 19 WD 2006/ 099389 PCT/ US2006/ 009064 CLAI M5 |

claim 1. A pethod f teri i - ffi -
8. Theimasedd oh oGt HBPRGoRERNG SeateBr siafdieol g cpptigrring
teshbfRPli  bad PN thEYunbsmes BUPl i ' i
tﬁlg:}\bvoér‘slt1 (Wﬁ?ﬁebﬁet hod _cgﬁ}pri sing F«ﬁ'e ??ggfg%i ?ac_elved
wi¢tie the ogniigdrablecitireshaidtimedntesyalt he roani ng nobi | e
station to a non- preferred VPWMN by observi ng exchange

of at |east one registration nmessage between the VPMWN

0. B ndtRodRAMN:Iamd, -wisdreR tetecting thedotaegl ooiméation comprises
station to reinitiate a registration attenpt wth a
@resking fou avipvaigap betweenivp sansgcutivgi Ll m EPn
detecting the forced connection conprises passively
nonitoring the exchange of registration nessages

10. P Werthddheof \GRM a81d wiHeeeinPiéerBig The nearing onokileai station

, Wherei [ ' i
cmprass Sosng & g tondTesR ARSI Sred <y apBeS 6 the two
e YO ahen (BN A epaP I donurae dadnced
goepnteped. checking a nunber of LUP nmessages received

within a configurable threshold time interval. 5. The
met hod of claim4, wherein steering the roam ng nobile

11 §hahORod I BMihS 86, WABFIINGhE cbAfirable bireatied Rejettterval is 2

registration nessage in response to a predefined
timeb er carffigutbledbresgold e ditea@lwi thin the
configurable threshold tine interval.

12.The method of claim 10, wherein the configurable extended time interval is 30

seconds.

13.The method of claim 10, wherein sending the Location Update Reject

message is executed only a predetermined number of times.

14.The method of claim 13, wherein the predetermined number is within the

range of 1 to 2.

15.The method of claim 1, wherein detecting the forced connection comprises
checking for a Location Update (LUP) message received subsequent to a
successful registration, within a configurable time interval and for a threshold

number of outbound roamers registered with the same VPMN.
16.The method of claim 15, wherein the configurable time interval is 10 minutes.

17.The method of claim 15, wherein the threshold number of outbound roamers

is at least one.
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6. The nmethod of claim5, wherein the predefined

nunber of LUP nessages is one or nore. 7. The nethod
w@booclgg3ge 5, wherein the configurabl e t hreshol BCT/US06/009064

interval is 15 seconds. 20 WD 2006/ 099389

PCT/ US2006/ 009064 8. The nethod of claim4, further

18. i Baipdior CRim, 1oy Sareth HeL s bk o GyBPupd Foamers
NESHAMREdr £ 8l yadentidehbNtdtiicogboling voakiees rBgietdned dvith the
time interval. 9. The nmethod of claim1, wherein

Mt i ng the forced connection conprises checking
for a tine gap between two consecutive LUP nessages.
10 The nethod of claim9, wherein steering the roam ng

19. TRO| hetiddtafortlaimonr wieseinestberyga thec exaroimgUpdalite  station
Rej ect message in response to the two ¢ {%?_ecutive Lblfpt'
easpprgRsssensiing addARFance] Lpsation "é\esé?@ﬁﬁiag Zopnfigurable time

' ' val., . jogy of claim 10,
@ﬁéﬁ@%ﬁ%@ﬁéb%@tﬂﬂpﬂ%ﬁlg IaeL%Iita-éES%ge\z?rre ‘interval is 2
times a configurable threshold tine interval. 12.The

net hod of claim 10, wherejin the configurabl X

20. Traenathod ot SR Soiwhedeiodha confiaiahls fEdieRat it A Mflutes.
10, wherein sending the Location Update Reject
nmessage i s executed only a predeterm ned nunber

of )
21.Theemettiad Tofe akaitthot, o¥hereii ratagyinguwibeeirpamifig mobile station

redeterm ned nu LS within,. n VI

B aTast Seafory VAR et Yo Spt 6Bl e ign
% eheth ERENiIhG 8 MAPIRStbrDta from BOLRMININ Updat e

UP)" nessage recei ved subsequent to a successful

registration, within a configurable tinme interval and

22 e LR P A O gk a0,

wherein the configurable time interval is 10 m nutes.
17. The net hod of claim 15, wherei.n the threshold .. .
23.Ahaberetoed obk HdaiAY Hodvharsin, i slegting e&?t 'gRRIING ymobile - station

comprises sending ISD (RR) for a configurable number of times in response
to an ISD ACK with System Failure, Unexpected Data Value and Missing
Data.

24.The method of claim 1, wherein detecting the forced connection comprises
checking for a Location Update (LUP) message received within a configurable
time interval subsequent to a RNA message for a particular mobile station on
a particular VPMN.

25.The method as claimed in claim 24, wherein steering the roaming mobile
station comprises sending a RNA message, in response to the LUP message
received within the configurable time period of sending the last RNA message

to the mobile station attempting registration with the VPMN.

26. The method of claim 24, wherein the configurable time period is 20 seconds.
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WO 2006/ 099389 PCT/ US2006/ 009064 18. The net hod of

cl aim 15, wherein the threshold nunber of outbound
w0 o@ameyss8? s cal cul ated as a percentage of totaPCT/US2006/009064

out bound roaners registered with the VPW. 19. Qq%
27. Trret hroethold of atlaim, 1mmlﬂ%rem,s§t&ﬁﬁn§gﬂﬁ¢1erq3@%iﬁ9n§‘ Ii |station

station

RERIEE SOy & KT BFRE oA dn 1750028 16.q LA RBdato request
ftdin 'aSVPMWwﬂlth%saﬁlkabled@VR%éssa@eswan ihiees hkRI\/INf

claim 19, wherein the configurable time interval is 10

m nutes. 21. The nmet hod of claim 1, wherein steering

t.aki .
28. %ﬁ%ﬁﬁﬁ&e{n&l ggaﬁ |ét?é'fgcgggréétur o 15§ ???lﬁg\g?mogls Zﬁtatlon
Iﬁ @V%ﬁlﬂ'@rﬂ’ublm Mebﬂae Nelhsgon&k WAR@ESVWHW@leb\VPM@tWOFk

. The nmethod of clajm 2fl wherein the configurable
(HHMND dhesyalen somerisingr 23. The nethod of claim

1, r&’oBS g?]g)ﬁ’ﬁél{ W%Dtc%t%gr\ﬂﬁ@ Bo 1884t bRestagisPation message

conpri ses for a confln%ura e nunber
of tlem:hanged@epmmthet\z!PMN ped taekRWMIND Syst em

Fail ure ex d Data, Val ue t :
24- e ORIERIE SHOH PP eGRG, 8 PTeey ST RgiBRedt Shedgobie
connegliiRg SRMRh td&Snor-pesisirad IRVINa@ahacat i on Update
(LUP) mess%ge received within a confi gur abl e

i nt-era a¢dicadionquesk: for steeringihedogairg mabilg Sé%ﬁiqn i felpitiate 2
T g Bl BB YU, 25 The et hod e

in steering the roam ng
nmobil e station conprises sending a RNA nessage, in

29.%g;%?/gfa?‘atﬂ?glgﬁhéggwﬁeeg%%%hes\ésmﬂ] gﬁgeﬁgéplli?@\e a part of a
méf?%?ﬁ‘gt‘wmhe nmobi | e station attenpting registration

26. The nmet hod of claim 24, wherein the
configurable time period is 20 seconds. 22 WO

2006/ 099389 PCT/ US2006/ 009064 7.Th
30. Themaiest ©F CABAT SR PGSR BTt ESM.BPRs,
@.n”@:"mﬁﬁs Wg:‘g{mRQTBI\/WWVEUWFFMdefbr’fc?V@Hmﬁ@tW&kﬁ

oc‘:atl on’ up request froma VPMN which has
di sabl ed OTA nessages fromthe HPMN. 28. A system for

31.%8%?5&2{%3 ?:gqir%nﬁé,_\}v gltefiril er%%brir?& 'bilo%'P( iﬂ{ereeﬁtgaéﬁs[bg\aling link
between the HPMN and an international STP.

32.The system of claim 31, wherein the probing block passively monitors the

registration messages exchanged between the VPMN and the HPMN.

33.The system of claim 28, wherein the probing block is coupled to the HPMN
Roaming STP.

34.The system of claim 33, wherein the probing block actively monitors the

registration messages exchanged between the VPMN and the HPMN.

35.The system of claim 28, wherein the probing block monitors the registration

messages exchanged between a VPMN and a HPMN STP.
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ina Visiting Public Mbile Network (VPMN) by a Honme

Public Mobile Network (HPMN), the system conprising
wW@B006/0988pr obi ng bl ock for observing at | east PCEUS2006/009064

regi strati on nessage exchanged between the VPWN and

the HPWN, - a detecti ng bl ock for detecting a forced

connectjon of the g _sta i

36. A P PO YRR ook PAEE? &2 RLileh deBpaple. medium
ifél88gne &&ﬂpﬂ%@%aﬁaﬁkbﬁfc@réﬁﬁtb@@ fop doentertigae anti-traffic
regi stration attenpt ref

erred. VPMWN, 2
redeciinmodf @ E9aming, makie &taliamin grVsTting PUREC Mﬁ‘al"@mrk

G, 5n i BB o P oL A goaan

u A, TDVA, WL, WFi, Wl\/ax and Vol P
networ ks. 31. The system of cl a|m

th ,
pr obi ¢RINPUIGE I(eﬁ%@@? g dgneen Wéj‘r?q’ E‘Rr dﬁmggna {PRgsible
HPNN \Aﬁp@eoa%obﬂé@c [ oF qRa ro ﬁt’n%%oﬂ]@ sktfrdre o of r@ln%r'éferred

ereln e probing bloc assively nonitors the
regl SYPRIN dry mbsendes axichahgre begisiselion reesgage sxghanged

the HPMN. 33, Th t f 28, wh th
ot obi PRfvisep.he PN AL 4PMAL By "Roan ng. STP.
34, Th@qrﬁ%éﬁe‘?%%a&b%rﬁg% cHder edrifigubsd Iﬁéroéite@ﬂn@thél?oamlng

actively nonitors the “registration nessages exchang

bet vemobil@estafi tandeinhiate-ra/Negsiatine alieingt With ca apr@,ferred
\I\{)F in the probing block nonitors the

reg| S ‘'on nessages exchanged between a VPMN and a

HPMN STP. 23 WD 2006/ 099389 PCT/ US2006/ 009064 36. A

conput er program product conrprl sing a co

37. TeadionRutes diregianh OredHa! PfaClaBhmid GOmRIERY |°8?'H?L85F Ippdable
Srg)%f@r%\gé%geb Iﬁpéﬁ@rgglfep pﬁQél\/ekg//rrﬂBHt&mdpﬁﬁ Fé‘éi&ﬂré’t"brpfn@ssages

on'rn a I ¢ Mobi
Bldnsided Hetkbh tlbevvzmmmdﬁublmwmm | e Network
(HPMN), the conputer program product conprising: -
conmput er readabl e program code configured for

e ! r fﬁeeqt.drﬁ ifthg tdenp@aniragdable
33. TR B, BOSRY padld A RaA T ddrfridihg Ldtnb
program code conflgured for actively momtorlng the registration messages

exchanged between the VPMN and the HPMN.

39.The computer program product of claim 36, comprising computer readable
program code configured for checking the number of LUP messages received

within a configurable threshold time interval.

40.The computer program product of claim 36, comprising computer readable
program code configured for sending a Location Update Reject registration
message in response to a predefined number of LUP messages received

within the configurable threshold time interval.

41.The computer program product of claim 36, comprising computer readable

program code for statistically configuring the threshold time interval on the
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VPMN by observing at | east one registration nessage
exchanged between the VPWN and the HPMN, and -

W@ 09pl99389 r eadabl e program code confi gured f orPGL/E820061¢)9064
the roaming nobile station to reinitiate a

basis safr the onunabere optLUR t messages deeeived within g1e cprEigurable

@%ii r.o%grrp product of claim 36, conprising
IMERRERe program code configured for

passively nonitoring the registration nessages

exchanged between the VPMN and the HPMN\,  38. The
42. Toemeneputpr aypenanp mediat @ claimi 36 SOMRISiG icompyter readable

CO er.rea . fi
SBR[l B B PGB RR OUIE LD betwoon two
Eorfdernpes LUF nrssagdése VPWN and the HPWN. 39. The

conput er program product of claim 36, conprising
conmput er readabl e program code configured for

43, ﬁ@%ﬁﬂgﬁhﬁﬁ?r@% [%ﬁcﬁd.léﬂﬁ SIBHT 3L Scidn‘?}%rgéiﬁ{r%%on%dtbf Reddable

time interval. . The_conput er _
proggaancqae donfigukdcionisendibg @ dpsatien Adpdatapieject message In

ebeanser o B eSRRs Rl rCUPL e SO @ oo or
éméﬂet&@n@é@gﬁ@im@dvﬂunber of LUP nessages

ed wthin the configurable threshold tine
interval. 41. The conputer program product of claim 36,

1 SREPEATO SR A B L P By s
begtrﬁﬁh céde @&ﬁ%&@ﬂ%ﬂ%@cl&ﬁ@'ﬁﬂ?ﬁ@%é%%ﬁat@ﬂs@@) ofessage

he nunber of nessages received w

(tihi n the )
teneivaslsubsequarirteshsuecessiyl Lapadippdypdats, within gnernfigurable

(e f ' i Si .
FEBEEMAL B o0 el FErERFRY QUBSGEARER egtor on
thaeamap/mieNieen two consecutive LUP nmessages. 43. The

conmput er program product of claim 36, conprising
conmput er readabl e program code configured for sending

45.%hb°8&ht;8fér%gl'—a% Rsb8GEt GPéﬁaﬂﬁ936,ncorhgﬁ@iﬂgS@om?uteMeadable
consecuti ve nmessages recelved after a gap o a
prograguredrlee eortfignozt! for neendingr aalMAP-Cancel  Location after a

configurable time interval subsequent to issuing a LUP ack to a VPMN.

46.The computer program product of claim 36, comprising computer readable
program code configured for sending a MAP-Cancel Location after a
configurable time interval subsequent to receiving a MAP RestoreData from a
VPMN.

47.The computer program product of claim 36, comprising computer readable
program code configured for sending 1SD (RR) for a configurable number of
times in response to an I1SD ACK with System Failure, Unexpected Data
Value, RNA and Missing Data.

48.The computer prbgram product of claim 36, comprising computer readable

program code configured for checking for a Location Update (LUP) message
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44. The conput er program product of claim 36,
conprising conputer readable program code configured

w0 o0o60988ki ng for a Location Update (LUP) nessBOEUS2006/009064
recei ved subsequent to a successful Location Update,
reiceived witkio g configusakle timerintervabsyhkseaent foa RNA message for

2 warcr oBIE SayBh ol L BRHEHE N .o or catet of

clai m 36, conprising conputer readable program code

configured for sending a MAP-Cancel Location after a
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RR rbspase athe mablle Statopaterst USRS Y BN
product of claim 36, conprising conputer readable

program code configured for sending ISD (RR) for a
50. Thefcampuater eoragrene productt dfnelain 36, esqropdsing ccamputgDreadable

ACK wi th stem Fai | ure, Unexpe | ue
aiaorin 8o ettt b se e T G398, SPE soliBoliiiasise to 2
DIcatioh 3B daterayuest ffomcOYPMIRr readabl e  program code
configured for checking for a Location Update (LUP)
nmessage 25 WO 2006/ 099389 PCT/ US2006/ 009064 received
within a configurable tine interval subsequent to a
RNA nessage for a particular nobile station on a
particul ar VPMN. 49. The conputer program product of
clai m 36, conprising conputer readable program code
configured for sending a RNA nessage, in response to
the LUP nessage received within the configurable tine
period of sending the |last RNA nessage to the nobile
station attenpting registration with the VPMN. 50. The
conmput er program product of claim 36, conprising
conmput er readabl e program code configured for sending
a RNA error code in response to a |ocation update
request froma VPMN. 26
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