METHOD FOR ACCESSI NG AN OBJECT USI NG A " V\EB BROAMSER COOPERATI NG WTH A
'SMART CARD The invention relates to an enbedded system cont ai ni ng

i nformation that makes jt | bl ' At e Jo]! ted in a
netvor k. and AtkERYaTa AGRESIN AR By O8hEA - Repniiustitarl
t-he invention relates to GOUERATING WELH'£SMARTCARDL his object. Wthin
the scope of the invention, the term"object"” should be considered in its

nost general sense. i ncl udes many types of conputer resources such as

text files, ”f‘l?eel Lér{t g{eg }381 éﬂiﬂ»&dd@? %‘s ﬁé&n‘?ﬁmﬁﬁpﬂ?ﬂnat%ﬂ ag(é Ly oln a

al so |ncludes Lt |on connectro er sys

gi ven propasible tolimstiritiateldnrabject Regted ihenetorl; tsd u\methoﬂefomﬂamtthahgduberel nto
be static, since their instances are not tine-dependent. In the second
case, theo'EJB‘f‘ects will be said to be dynamic, since their instances vary

ith time. An t 15
W ' I ég%%%l%ﬁi@ﬁ@nﬁonwi@é 10 at:h@thf:& ?df%w{r@a&éss% tHxE‘?Sthﬁg

net wor k, woul d connection. Also wthin the scope o
i nvention, theWithimthe ssape oﬁtﬂmmmuoahbutedméfbbpctbehoumucecmlsdottdum1tsm@etner al

sense. The af rerre { d user, stat y be const &eg i n (Efécul ar,
oS e canar Eee tapuaes AR Bt S P MoU! tr3arEe Mehiss L ek, imgBF
W NDOYS  giltidddia ﬁl@@(\hdébf soMHdCétc. 3 Tals icRided @shshitidfe BPEdARtetioht N al so be

constltut ed by a 20 wor kst ati‘on, ~a portabl e conputer, or a so-called
" dedi cat echmpierdystembasedion a gixenprotocolyi  hi n t he scope of the invention, the

Lerm et wor k'l QB Ese SN oRLUQEH pe SR LA RS s, SRLYRLS s 1O

one anot her,

transport gd nenﬁin&-@emdentl In thesetohd caxk) thie bbjedts b bé butd tdtteedynemxc. emye uhertvvor k
in which data is exchanged using.an |Int rne . pr.otocol vate enterprise
or sim | ainstgngesyRRSViltttipg ofmondimiting ¢ the framepiork of aadntemet ext end

(e 1 i gL 11 oS 0159 be 3 €00 (G35
a so-cal | ed " Vlselwithin fketseapeckofthd iavertionthe eerh3sdi@ativpA" shotld alsoBEH

Pr ef er 1 cdandepHOAIARESHETRR St 1o RTRIHO éﬁﬁeﬁéﬁ&%ﬁam%%'n'meédpeﬁ” Ve
o ik Y SO
net wor k. @ér UNIX (tth of whish dreapgisteredttiademarks). &reang alse bakconstittedyi ses t he

Foll O% ngwgﬁcis&tiox(la,laepnéert%l% :corlnputer, or a so-called "dedicated” card terminal.

Likewise, within the scope of the invention, the term "network" includes any network
comprising a set of servers linked to one another, particularly a global network in which
information is transported end-to-end. It specifically includes the Internet, any network in
which data is exchanged using an Internet protocol, private enterprise or similar networks

25 known as "intranets," and the networks that extend them to the outside, known as "extranets.”
It could also be a GSM (Global System Mobile), ATM, UMTS, or GPRS (Global Packet
Radio System) network, or a so-called "Wireless Network," for example I3E 802.11 BLUE TOOTH

Hereinafter, without in any way limiting its scope, we will focus on the preferred

application of the invention, unless otherwise indicated. We will therefore consider a user
30  station, which will simply be called a "terminal," equipped with a smart card reader and
connected to an Internet network.

A chip-card based application system generally comprises the following main
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or not, such as a display screen 5 and a keyboard 6.

20 The terminal 1 can be placed in communication with servers or any computer systems
connected to the network RI, one of which 4 is illustrated in Fig. 1 A. "Server” is understood
to mean any information server capable of handling communication protocols, either to
provide access to documents, or to provide access to machines. In the case of the preferred
application of the invention, the access circuits 11 place the terminal 1 in communication

25  with the servers 4 using a particular piece of software 10, called a "web browser.” The latter
makes it possible to access various applications distributed throughout the network RI,
generally in a "client-server" mode. "Browser" is understood to indicate any means offering
the following functions:

- the display of a page, particularly a page in "SGML" (Standard Generalized Markup

30 Language);

- the downloading of resources offered on the page.



-. the downl oadi ng of resources offered on the page. 2 This function
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20 standard, referenced 101, and the "APDU" command handler (ISO 7816-4 standard),
referenced 201, are represented. On the smart card 2 end, the layers corresponding to the ISO
7816-3 standard are referenced 200 and the "APDU" command handler (ISO 7816-4
standard) is referenced 201. The applications are referenced 4, ..., A i» ... An; n being the
maximum number of applications present in the smart card 2.

25 A "cardlet" (registered trademark) application 4; present in the smart card 2 (Fig. 1A)
dialogues with the terminal 1 using a set of commands. This set typically includes write
commands and read commands. The format of the commands is known by the abbreviation
"APDU" (for "Application Protocol Data Unit"). It is defined by the aforementioned ISO
7816-4 standard. A command "APDU" is written "4PDU.command" and a response "APDU"

30 is written "APDU.response". The "APDUs" are exchanged between the card reader and the
smart card using a protocol specified by the aforementioned ISO 7816-3 standard (for

example in character mode: T=0; or in block mode: T=1).



“exanple in character node: T=0O, or in block node: T=1). 3 Wen the snart
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of the fasrh thd dgsibast system associated with the card reader 3, i.e. the

However, it must be noted that the card 3 cannot communicate directly with the
browsers on the market, unless the code of these browsers is modified. The current smart
cards, which also conform to the standards mentioned above, have a hardware and software

25  configuration that does not allow them to communicate directly with the Internet network
either. In particular, they cannot receive and transmit data packets using any of the protocols
used in this type of network. It is therefore necessary to provide an additional piece of
software, installed in the terminal 1, generally in the form of what is called a "plug-in." This
piece of software, which has the reference 12 in Fig. 1A, provides the interface between the

30 browser 10 and the card 2, more precisely the electronic circuits 20 of this card 2.

In the current state of the art, the host system associated with the card reader 3, i.e. the
terminal 1, is also associated with a particular application. In other words, it is necessary to
provide a specific, so-called "dedicated" terminal for each specific application.
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“terminal 1, is also associated with a particular application. In other
"words, it is necessary to provide a specific, so-called "dedi cated"
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is seen as a peripheral of the smart card, and it makes hardware resources, such as a display
screen, a keyboard, etc., available to the card.

25 To do this, a specific software communication layer is provided in the smart card and
its counterpart in the terminal. The term "specific" should be understood to mean specific to
the method of the invention. In essence, these so-called specific communication layers are
generalized no matter what the application in question. They come into play only in the two-
way data exchange process between the smart card and the terminal, and between the smart

30 card and the network.

The specific software communication layers comprise, in particular, software

components called "intelligent agents," which specifically allow protocol conversions. There

are matching agents in the respective specific communication layers associated with the

5



" The specific software conmuni cation |ayers conprise, in particular,
+software conponents called "intelligent agents,"” which specifically allow
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\r,]\dg? a?l @gs, &fslcpm tganégﬁﬁgé ttrﬂel{hgﬁt%%eﬂ} &eﬁﬁﬁt‘éd?@ \}\gra[%k 39 I’e: ze%,

create an i onprises ne Interface freans
desi gneghicA ceOmRAEARh \hd dthérihelligedt fhwdrkseni inttes feanmahmaiisr thosmted i n t he

termnal, so that the enbedded system constitutes an
20  card. This agent makes it possible to define the virtual objects that the smart card, and thus
the user (or holder of the smart card) can access, and provides the interrogating browser, via
the smart card, with methods that make it possible to access these virtual objects.
The invention therefore relates to an embedded system, equipped with a chip
comprising information processing means and information storage means and designed to
25  cooperate with a network through a terminal, characterized in that:
- it stores at least one object file containing information associated with an object
located in the network and making it possible to create an instance of this object;
- it comprises network interface means designed to cooperate with matching network
interface means located in the terminal, so that the embedded system constitutes an
30  information server in the network; and
- it comprises object file interface means, designed to establish a correspondence
between information passing through the network interface means and assigned to at least

said object file, and information exchanged with said object file.
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30 information server in the network; and - it conprises object file
interface neans, designed to establish a correspondence between

i nformation passing through the network interface nmeans and assigned to at
.least said object file, and information exchanged with said object file. 6
Advant ageousl the object file includes a ce of auto&onnus sof t war e

execut abl e iAdvaprageasisty, dhsrabiget &le inglpdes %@’éﬁ‘h% gptonagaqus spitware sxecHialle Bhous
sof t Warb?ox!vsseég eAB{/a teﬁghﬁg'%ﬂfs' pléte P a%ﬁﬁ%ug édfﬁvaﬁ@ﬁ%ﬁ&@@&f syst em of
Sys dvant ago

t he enbedde usl'y, said object file includes a
descri pmpwmenimgeh IObj&St file nhxamaganémrsymdmorﬁtheﬁembeddcd systeirmst antiate an
obj ect. Advant ageousl med . nside the

t lu ti
enbedded sys‘}‘e‘ﬁfl@ﬁﬁo%ghé?lgl%f"f?ét OQEQIB@?%&@%HZH%@O g %‘ﬁttg 5P Bedded
system, éé’éi‘f@ﬂ{s%ﬁ%?h éch%cﬁ%hﬂa@&%sly”ﬂie%ﬁoﬁsﬁhbl@ﬂ@ a®RInk (péﬁ'&dnd@lblhﬁdéie t he

enbédded system an 5| sting in séssions with agents of the termnal in
or der tthe ebedded isydtem rarad lcomslshmgrm sésnifoos hethicom aganis/efrtbe embedded sEster k. 10

Advant ageous sai d etvvo i nt erf.ace.mean i e wth
the matchi ‘ﬁ‘@ﬁ%‘?% arcIIISB%mr“r[%lélﬁ?:tll%’éé)[egfa ?Q?lﬁ d?@‘rerﬁrlﬁlbéapgé)(p@%{ ﬁ&at t he
embeddegl 13¥8diQNAR fsesmdnls 6B theagehts O theQaRiRhiEn @fdes e BRai iRbrinatiad frb@ast one
server of the network. The invention also relates to a nethod for

i nst antlnmmﬁgorawrwji ef:'thelne@mrbd in a network, wusing the aforenentioned

enbedded sy:é& ?Hg L& n%ﬁg l,’[lt%lt}%e Hﬁézglg%geteﬁesgn {l’ ﬁféd(}ﬂhledté Qi hedescri be

a s&t of se en ag en rou nmeans of at

| east thfchihg |nl3l®era Qltéﬂfa&:laﬁneaﬁs mbieus]lmmgemhals $o that thi emgedndssysmm et ed;
for each agent, defining call q%umants necessary he agent.

Advant dgl@drlféleyt capablg|of C@‘P‘ljﬁ%%lto deast prsessryen af B‘Bé‘ﬁi"}‘@}‘of a session with
anot her %veIA%}é%ig%argﬁfée 3 ¥ mAbADP HstoARAfg EroHiOR 1ddal iR rRfvlENT S

used by anot agen n-a variant, the net s characterized in that it
i npl eneigg the aﬁjrmmttaﬂe&vembe(hgd rsystemddmzrqtd:rezdd fry thanit aiskecit pbisilde éxecut ed

fromthe information server of the ded. sys b mean | east
t hel5f olqeéﬂ}ﬁlt??ga%ef%%esm%s betWB‘“éhi‘gef‘fsé {Oiugﬂ a'@)f’bjﬁﬁt tfblﬁjnl]eyc 459 a§lea5te€ecut| on of
this obqoﬂggv s: Advant ageously, the object file is identified by a

u I're

partic tory nane. Advantageously, the object file is identified
by a parti cu establishing g lisorfitberagemts implemented;

- for each agent, defining call arguments necessary to the agent.
Advantageously, a call argument describes the opening of a session with another
20  agent.

Advantageously, an agent modifies the list of arguments used by another agent.

In a variant, the method is characterized in that it implements sessions between agents
described by an object file executed from the information server of the embedded system by
means of at least the following steps:

25 - identification of an object file;

- execution of this object file.

Advantageously, the object file is identified by a particular directory name.

Advantageously, the object file is identified by a particular naming convention.

Advantageously, the object file is executed by instantiating the first agent associated

30  with the object file.

Advantageously, the object file is executed by instantiating one or more agents

referenced by the object file.



~ Advant ageously, the object file is executed by instantiating the first
‘agent associated 30 with the object file. Advantageously, the object file
is executed by instantiating one or nore agents referenced by the object
.file. 7 1n a variant, the nmethod is characterized in that it inplenents
sessi ons be en.age ri 1 ' owser
of tvar e by haSALART T s FEFIF ShitleittedtR oehSipicohorts SO RE Rt
sof t wardescpibe@By ahjoBftt filelerecndl 2o pecwddr softwhre byapeink ef ti follphmgstepsng it ;
5 - execution of the sgecific software D tﬁtﬂe browser_.s ftvva%ﬁ
Advant ageous/i§adingRy bp&EGeE sEbY GRSt an paiegl g and a SP‘?‘F‘fé‘?'nﬁ AP PEL ed
Ianguagrt% leﬁ?&ﬁﬁh‘é gble by the browser software. Advantageously, the object
filein grpre €T Is enbodied in browser software. In a variant, the nethod
i s ehar act eriexemtion of thetspedifie sefiolars biytibe bropsddefiveystemto i o make it
possi ble to inpl ement sessions between agent.s, descr.ibed by, an object file
executed f rrapagssly. fssparibe so ‘ﬁ?feil%ergﬁ%‘{leq{n%H‘E)W%%@ﬁ%@%%%p t hat
consi stg.Qk ﬂlé’ﬁ{'?ﬂefb%»o&r O¥whRans of a universal resource identifier, a
specific sortware for inplenenting the browser software. Advantageously,
t he uni ver saldvasegenusky, thearbjdct fiker infesprieter éscgrahasiied inteoiseh yoléweext docunent .

15 Advant ageously, said hypertext docun .S | i edded
system . Aqadvatear e ta o er R am e} Heliiellied YRR

i nfiar MhAKRN: SREHES toGmplddtnh SisWohK betvephgents deseritied byrinasbjied ityyadeenred
Advant ageously, said specific software is |oaded by a method available in

the br dwmebrovesor sofisase.and inithatid sampriseh thestep Hay epnsists ofadentiyiog; Bemeats er .

20 The invention al sq - ). &IRe : : i bfRa, Chi p
conpri sqfﬁdm“feﬁﬁagfe %ff’%?@%ﬁ%%%%é encgﬁcrreansqgﬁg 1@%&%&%??% bgltg‘ggeé\gé%trrgahs and
desi gned t o AdepREesRIyicunierse revouice tiduntitighisdnte gratedrialo, a ltpartexit er i zed in
that it conprises network interface neans designed to cooperate with

mat chi iigcwaEMor k i nterface neans located in the termnal, so that the

embgdded sy SARRMEOBSHY, 4hifhyBetichd LOEHRrh R cHBANERIn i difRfedaed Yikdin.and! or

acts like ac 25 "capa of connecting to at |east one server of the
net wor k. TheAdvanegtdwsty, ahid hypertext decunend is coatamadan adésforynaitbnt sgriesopticat e

with a net V\%rk and corrﬁri shn i.nformation processing neans, information
st or agdCHEK sTemptfr g ePgrdded 5¥8F Mt i ng with an enbedded system equi pped

with a chip gomRficshify, sHHQpERTiE TS GERAIIbyEmMBhodAdail ibicinhé bewset or age
eans, software and deduced from the universal resource identifier.
20 The invention also relates to an embedded system, equipped with a chip comprising
information processing means and information storage means and designed to cooperate with
a network through a terminal, characterized in that it comprises network interface means
designed to cooperate with matching network interface means located in the terminal, so that
the embedded system constitutes an information server in the network and/or acts like a client
25  capable of connecting to at least one server of the network. The invention also relates to a
terminal designed to cooperate with a network and comprising information processing means,
information storage means, and means for cooperating with an embedded system equipped
with a chip comprising information processing means and information storage means,
characterized in that it comprises network interface means designed to cooperate with
30  matching network interface means located in the embedded system, so that the embedded
system constitutes an information server in the network and/or acts like a client capable of
connecting to at least one server of the network. Advantageously, the terminal dynamically

acquires said network interface means from the network via a software loading mechanism.

8



“characterized in that it conprises network interface neans designed to
“cooperate with 30 matching network interface neans | ocated in the enbedded
system so that the enbedded system constitutes an information server in
.the network and/or acts like a client capable of connecting to at | east

one server of the network. Advantageously, the terninpal dynamcally
acqui r edhisequid b thBRIKCHIAE @ P&tgé‘“nﬁ%;?ﬁga‘\“?%ﬁlf fhedermp S Q?émé)ws@f’t war e

| oadi n AR D £ ' e & e RarhESH Aderved forthéSoftware Mechani sm
| f the%{%ﬁ%ﬁﬁ% oflelgczr{lgl%‘ﬁlk owt(?%og&'aé%ttensi on of teﬁve f(i)l e containing said
sof t waragsocidiedsenlh dliesxitimsien, siswallyrcafled a tdpsdf t ware associated with this

extension, usually called. a "hel per." Advaptageousl ai d t chi net wor k
interface n%vél,ntag?@’cs%s‘l“gﬁ‘?ﬁtaﬁ’llg Aef Oy ingey C%%‘?ﬁﬁ%ﬁgﬁﬁgﬁpg‘iﬁng onStitute a

stack cormby %teﬂﬂ% ﬂtitﬂ@%@ta@?%@ﬁﬁﬁg bAG of AVRY SonsiHEicAtibatlaydrbig)echahdiow t he
enbédded systemto sﬂare all or some of the communication |ayers of the

t er mi nahey Atoveteembetidhal tysteni wahardllantsage of lecommpunietioadaysss ptdein its

comuni cat.ion  layers, which allow it route a f| ow.of | jon to or
f r om orfermypalpilogedyer, thgleEming @vgptag%bghaggg%egg p%IB}Sﬁﬁlét?g(o)fPB{eug%%ﬁéht o the

poi Nt s kNQWR, Y SISy NAGRoutSAROW(SPaRfona et ACeas Frohloiobmhdredeihese thybys. t he | SO
standard. The invention also relates to an enbedded system . equi pped with a

chi p coRpsé stoasp paints epmesPPBh tpthe eis kpwhdkihdie aame" AfASr ARRVISH ASFBBage neans
and_desi gn 0._.Goaqpe ] a network through a terminal, characterized
Sh5 B3R 0 b

in tha I'nterface nmeans designed to cooperate with
mat chi ng netygyikvérmioaraisaaelatteanan bwbedded sistemhayuipprediwied 3 clip commptisid® at

| east part of a flow of information exchanged between an application of the
t er m nainfoametion processinggreans 48d HOIPAtGN GHPTRgTamEARS RBY Hesighed P SeePeiis Mot ¢ he

embedded, §Y3hEMosl a BHFRATANE UM AR iF ol REbARKIRMNRNIAGIAGI Al - The

i nventid So refate 0O atermna esigned to cooperate with a network
and congusigabdep dovherareitio maphogesswork ineafase meamsflocated inche sroimmgesorains,

and neans for cooperating with an enbedded system,. equi d 20.wth.,a chip
conpr i sAtAgRst PATLR Rt P ﬁ’_f B%%‘éaé’é’i“ r‘?é‘:l?'?é‘ﬁﬁ‘g g%m&_e‘%/ﬁl? @%P@%rh&g(g% F%’é“%%dns ,

char act @t 2@k PadsBthrdugh (RIS BSin@t00 hteahd bR RS 8hBeddRARGste@SIngned to
cooperate wth "nmatching network interface neans |ocated 1 n the enbedded

syst em acsordnheet wish ctitesis knpan by die tgrminpb Fhefinvention alse radafestechisipidal bet ween

an application of the term nal and.the networ : t he networ k
i nt er f a8S GRS HECUWPCH RV é‘&@%"dﬁég}%%ﬁ’“?‘ﬂg géérg?a%?ﬁ%ioc&g{?ég@rg??sé” a 25
known by dhfatibe §itdpe meahfl@int difah§ or@bopatstingoith be efnbeddedfsystahpequappedn t o

t he enbedded systemis advantageously performed by the information

pr o20es swith abipeomyfrisinganfosmatipmprocessingaaeand ané MfQEmatiop St g BEATS s hed
criteri &iarzﬁ:itérpz%(ﬁ i that iit Sgllnin){seg hetwbiR iffefadeflank ?leﬁgt%ttl) %B@ﬁlerﬁ)% vAth
matching network interface means located in the embedded system, so that at least part of a
flow of information exchanged between an application of the terminal and the network passes
through the network interface means of the embedded system, in accordance with criteria
25  known by the terminal. The routing of part of the flow of information to the embedded
system is advantageously performed by the information processing means of the terminal in
accordance with pre-established criteria, either statically or in a way that is negotiated by a
dialog with an embedded system,; in the latter case, the terminal can, for example, ask the
embedded system for its "IP" address (if it is the Internet), using known protocols.
30  Advantageously, the aforementioned criteria include one of the following:
- the "IP" address of the embedded system, or its "ATM" address in the case of an
ATM network;
- the IP address of the terminal and a particular "TCP" or "UDP" port;
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“dialog with an enbedded system in the latter case, the term nal can, for
"exanple, ask the enbedded systemfor its "IP" address (if it is the
Internet), using known protocols. 30 Advantageously, the aforenentioned
-criteria include one of the following: - the "IP" address of the enbedded
system or i-tagy SAPMccadGoas shdt RefeR@cah€embedied sysidhnet work; - the IP
address of the term nal_ and a(f%arti cular "TCP" or "UDP" port; 9 - any SAP
access poi ntThetiyentien gl pewderdsacrinet dp gegies detall aa refersnefOdhs 46hed | |~ now be
described in t el detail in reference to the attached draw ngs, in

whi ch: (Egﬁnéss’%ﬁscglhd | B schematically illustrate the hardware and software
ar chi t ect ur egigs. 3 Arangpdtdhembical lyfillastraexthahaware dridosoftavare rabigetturppl i cati on
system according to the prior art; - Fig. 2 schematically illustrates an
exefpl dESPEERTCHY©4RY eb%{g%laryafgw-%raﬁaw WE‘F%H%“ Séfét%]ratfffs?fa‘ %Otﬂheepril?{\?é tion,
the latter ag S Hilu B Gh exemblady ciipichidtksPipdhicatoh sybiwnl i fi ed
fashi on, theq%%'ggsbcg marlccw'?t eltl:turee ofex%m f/lg}{%n?icn whi ch ﬁ?he sn%/rt card
conpr i sesordingab thegjanentmgethtdattet @ctingRisq "webi' Isénvet,r at es a system architecture

according to the jnvention, in.wi.ch th mar t rd comprises .SCri.

transl ating ‘iéﬁgé ’I”i“éféﬁ?s’élbgmpg,ﬁed falﬁpij’.‘” %eﬁ%g’%al&f%‘@?%ﬁ{es r?e%‘FF‘cl&‘tha%

i1 ust gt ngetha ngjpﬁséghe@mgeg{a%mgbange between a browser and a snart
card having the architecture of Fig. 4; - Fig. 6 is a diagram schematically

i | 1est rat i ng Eig edlusmatesd systape archiséctung acersdingdo B invansion; ingvhigh thgsmart

i nvention, through which it..is. [ 0 access virtual objects

distri bc@{%%omws%%cr}pﬁ?rgp%ét%n%lg%@g%gpg egisa smart card and a vaeb browser; -
Fig. 7 schenmticislaydibdrhmschah@icallpéhsirgény thatmaim phdsesofexchar deddtweentaual
file managenent systemfor inplenenting this aspect of the method of the

i nvent i yawser apfl g smRrt cardbpvingthp REghiteetpeftiagtdir e conprising a virtual file
managenent s e ralng: i o an e QS re

di agr anms sch)e/lﬁg't clmcs %@@%@%ﬁ%ﬁ@%ﬁ%ﬁé ﬁhsl%\t/rgtrz%ﬁ ane{::%%g}a}rgs t E{dg?g@{n%gloﬁet hod
accpr di fgording toehd invertidnahrouBafwdrich id essmrssiblertg atdess ietuhloebjéaty diatributedtin ng
applications |located in a smar ccording to the invention and

. card 8 .
det ai | i%’g‘nweéfleth‘iqﬂé&atﬁrsémfrb?ar?&?%‘?? nBFR¥AFS S on, it is first 25
appropri ate -tﬁﬁbf b @hiSHMGiEResithe ofAhRhLGIGr A6t @Nled Wirhisal Bife communi cati on

protocols in et wor ks.
management system for implementing this aspect of the method of the invention;
- Fig. 8 is an exemplary architecture comprising a virtual file management system
20  according to Fig. 7;

- Figs. 9 through 15 are diagrams schematically illustrating several embodiments of
the method according to the invention.

Before describing the method for activating applications located in a smart card
according to the invention and detailing an architecture for its implementation, it is first

25  appropriate to briefly summarize the chief characteristics of communication protocols in
networks.

The architecture of communication networks is described in various layers. For
example, the "OSI" ("Open Systems Interconnection") standard defined by the "ISO"
comprises seven layers, which run from the so-called lower layers (for example the so-called

30  "physical" layer that supports physical transmission) to the so-called upper layers (for
example the so-called "application" layer), passing through intermediate layers, including the
so-called "transport” layer. A data layer offers its services to the layer that is immediately

above it and requires other services from the layer immediately below it, via appropriate

10



The architecture of comruni cation networks is described in various |ayers.
"For ' exanple, the "OSI" ("Open Systens |Interconnection") standard defi ned
by the "1 SO conprises seven layers, which run fromthe so-called | ower

. layers (for exanple the so-called 30 "physical" |ayer that supports

physi cahtetfa@gsmﬁlaympommtmh:atmmgatrimhﬁvasp ;Téuey cay dss crhmunicateamiph kayetse

so-cal |l ed appllcatlon assi ng F h internedi ate | ayers,
i ncl udighéhe aene §YFJCI§ICF€%FD af‘ﬁ’étﬁgtﬁg?s S’(’"'I“'a?/f[et ese éﬁ may QQEPH'SMSEP its
services tohe Illlt aytg?)@@ﬁv&(ﬁlrﬁéﬁ‘imtgé@ta@ BHve RPAY Sandim@B PrdcRQH, Fi@t GEher

services fromthe immedi ately below it; via appropriate 10
i nt er f acghyerTioehd bytems layommmapp@tamslam (pirtmh thp es-mItepicahedrangport

conmuni cat ayers le ert ai r ec sone
of Phedayer 3;@::1; l;ln‘hﬁ/}{%t&'ol% i? EE[P vr’é?rfia Ig(rclﬁ%et% @)P’g g%lﬁ)r otﬁ%%?d there
are fl\{ﬁ‘e RYRiaPlay&nd nore preC| sely, fromthe top Iayer to the bottom

| ayer: appl I catl on layer ("hap", "ftp", "e-mail", etc.), the transport
5 | ayer (" TERVing gilen ﬁeﬁmmarade@sH np Cf(bel @"WChlﬁﬁ@r@‘aftEasm@rhkafﬂayer

"PPP", " ’
e i | iepprmcu R e U Sre Pl cudle p EEHEP FREEIM Rt B0

syst emdBahn SRR @S ihRprtBited Sabethatical BCh Fag 22 Theelkineasrosamon’o Fgarnpl e of
such an architecture is represented schematically in Fig. 2. The el enents

contfon and 15 kpye the samegeferenceanthydl baws-deapribedamby @Srfe,eégssamlwqdpr Se

re- descrlb c a

vart ous Ber gD MEGIRANberibRet Plinck 8 SRty (P, AT S e
keyboarl&yﬁoarﬂmfo%mﬂ)le)marnet f@tesélapaiesent ed. Wth the exceptl on of

speci fic software comuni cation protocol ers refer eniﬂa’ %g
respecti vel yWilthél't’ea‘P’icéﬂtl‘?%OftSlR@‘”f‘%rsﬁﬁtW%rle C?"'QH{\;“@HQH DFRiPO! ayFep rﬁ?fre"tcﬁ% t her
har dWaf ﬁ%pi;cﬁ%lgl Wi gealie Fﬁ?:rlE 1?15191 SRTHP SmbR chid® P HeVthé@Mardwd?€ and

term n rises"circults accessing the network RI, constituted
foris emﬁpla&e dymentsracteonfroon tol'the pnmearnet or a network card for a |local area
net wor k. The,é1 circujts contain

t f c2
cor r espondi ngéterrpigal %9{9@?585F“C‘Hﬁgﬁ"tjaﬁﬁcfressl?[?% o nth‘ﬁfé?iﬁr SB&K}] %o
repr ese&‘aﬁfﬁl@ﬁ}ﬁa tHd8eMIBEhe Ta¥ Bt o BnaRerkéhrd f&rarlﬁéﬂﬁfﬁilﬂégﬁérﬁ Tlﬁ@e net wor k

addr ess” | P* in the case of the Internet) and "transport ( TCPC)1 Jlayers.
The topcm;ppj; cordain die lowvgy seftwarpdaygrs Cr gndd”; corggspapding todhe’ ghyplgalnap data
represe The |nterface between the |l ower layers C, and C2 and t he upper
| ayers t'i’%( constituted by a software |ayer generally called a

"l oyer |evel Amblry;ﬂésemem«ae the p?ed layees € &Rd C2oorespofiding & mednetmrls interface
and ar eadldr;cpglsF(r'r"lalg!'t1g(iihebcaser:r(%1€Jl Slse Ircl)ternset)ea%ldf Itr(ezlnsfp%ptc(t ’1‘88 llélytzerrsa.l r'Ilhc top apphcatlon
layer ("http", "ftp", "e-mail", etc.) is not represented.
The interface between the lower layers C; and C; and the upper layers C; and Cyis
constituted by a software layer generally called a "lower level driver." The upper layers C;

25  and C4 rely on this interface and are implemented by means of specific function libraries or
network libraries 14, to which they correspond. In the case of the Internet, "TCP/IP" is
implemented by means of libraries known as "sockets.”

This organization enables a browser 10 (Fig. 1A) to submit requests to a server 4 (Fig.
1A) in order to consult "web" pages ("HTTP" protocol), transferring files ("FTP" protocol) or

30  sending e-mail ("e-mail" protocol), in an entirely conventional way. |

The terminal 1 also comprises a card reader 3, which may or may not be integrated. In
order to communicate with the smart card 2a, the card reader also includes two lower layers

CC; (physical layer) and CC; (data link layer), which play a role similar to the layers C, and

11



"network libraries 14, to which they correspond. In the case of the
‘"Internet, "TCP/IP" is inplenmented by neans of |ibraries known as
"sockets." This organi zation enables a browser 10 (Fi 9. 1 A to submt
.requests to a server 4 (Fig. 1A) in or der to consult "web" pages ("HITP"

t | f fil " FTP" 0]
G NG EHE R N AN
conpri 5%/@C¢§fe@1ffc§ﬁ‘&?(“pz%t 6V“S'ér9ﬁe WVI@EEI‘"MC NerstEC| HdaOC atheshsellves aror der to

communi cate with the smart card 2a, the card reader al so includes two | ower
| ayers de@ﬁibe(imwbe t‘e‘e(])78b(yértf)roagld7$j©24 ftdndaady, ppnRas bepaindicaigd. ch pI ay a role

simlar tot The .s AR I
a1 and oc2 A eoiSed obuetnit Lo R hEES b B BREGMt et dfor VO
3er Vﬂegl%sé?ft&ﬂ lafle Ehe)low@hlﬁgé@mlsan@@czamﬂe foath ﬁuhétﬁtﬁﬁdeveszcdlt@thlsikaymls hed by

the | SO 7816-1 throu 7816-4 standards, as has been indicated. An
addi ti analltlpmfltgémllleiyélﬂgi@m@nrm an int erface bet ween the applicative

I t o nt d
Funt§ on devBR/EaEg PRI ifiife bl S0 YR8 e Fonction

The C0mnhﬁt@tthaﬁ@ed/\totl’fhnmemsmmn dpafaﬂingayitahe)fﬂiea'dﬁ\lﬁﬁc(wglhmgdt 0 a
paradigm simlar to that used to handle files in an operating system of
t he " UNradempplogyrs: e@B&N t IR Rer Ry RV e CLEBEN€C.n READ" | "WRI TE", " CLOSE",

OLO 10 N LHF (R Wdr G nPBE, Rk 1S DERRIaL By éa&aﬁhmd 26, 86 PRREFRIE o | - €. the
pr esence of ower a ers, er enced ysical layer) and CCa2
(dat a | jonkr lagynerﬂeferax:ed/élaalzﬁphyamal ]ayt@mﬁ@.@@abmlllﬂﬁhye@n{sl\’?@] gainmlar to
the layer 16. According to.a . first chargcteristic, on both ends, i.e. in

t he terlr'?feﬁ@Pe laygneha; ﬁ“ttrﬁ]é( similiu to thelayerld- o speci fic protocol |ayers are
provi ded, ﬁ@&?@%ﬁ?ﬁx fl}s’% cﬁﬁgct&%?uc &R bblrl‘l én'&? ileeinth® @rminal 1 Red sP@eisfdagr | ayer
Wi

13 |nterfaces lower |evel drivers"” 15, with the libraries 14 of
t he net oupd Rajtwespscmﬁpmwbod‘)hyessrmie wwidedhresmvd&dﬁ alnéyléﬁs of the card

der 3, he | I 6.
ThelSpect 1 o1y B T S Bty Chntiee i o fe R LU SO T o

the smag i Gy hrddes 1|4rbeH§lhétW@Pk la[yérs Tapt €,, ad with 0 paapwlaa;temsfsrhs uad as
the Internet browser 10 (Fi the e-mail software,

util i zateladfrfs3 i.pthe 1aveg lqms (gﬁamd CGe-vizpthe neyltiplERing fayes 1éa1F*1ﬁ= S@ﬁ%}fléiayef her e
is an e ance
of the Shalifry E AR o HeARMALAS AR WcSihdeaoa AAABABAM ab bl

More pr ekt applitdidns p@m dsithe InmtaetdraBsarid (F3a2ptke suhadisefteedt, eat, dort hr ee

main software elenents:
20 utilizations involving the smart card 2a.

On the smart card end 2a, there is an entirely similar organization constituted by an
additional instance of the specific layer, referenced 23a, the counterpart of the layer 13.

More precisely, the specific layers 13 and 234 are subdivided into three main software

elements:

25 - a module 130 or 230q for transferring blocks of information between the layers 13

and 23a, via the conventional layers CC,, CC,, CCqa, and CCay;
- one or more pieces of software called "intelligent agents," 132 or 2324, which

perform, for example, protocol conversion functions;

- and a module for managing the specific configuration 131 and 231a, respectively,
30  which module may be integrated into a particular intelligent agent.

Hence, in the terminal 1 and the smart card 24, there is a communication protocol

stack between the two entities.
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25 - a nodul e 130 or 230a for transferring blocks of information between
“the layers 13 and 23a, via the conventional |ayers CCl, CC2, CCal and
CCa2; - one or nore pieces of software called "intelligent agents," 132 or
_232a, which perform for exanple, protocol conversion functions; - and a

nodul e for nagi ng .t he ci.fic configuration ) ivel
30 whi ch rodUieaeii BT eagrak e A R ahid TR Eie b RaRER: | Ve v
Hence, dnihtdigd 580 thelermiddd . Thesesapid are aéspordble fhethe degctiorcanimaensiblet i on
protocol stack between the two entities, 12 The leve|-2 layers (data |ink

| ayer s)cogeticamef tEOaRiskiondrers: Yariewt Pratngelssee weble. thedollawinebeg aidy and t he
termnal 1. .These |ayers _are responsible for the detection and possible
correcﬁxgﬁusgf'eﬁfnaqseﬁg@gll%%’n errors. Various protocols are usable, the

f ol Isowi ng beiRgETSNG8M exhausbinneeddatgon;of exanples: 5 - the ETSI GSM 11. 11

recommendation; - the protocol defined by the | SO 7816-3 s dard, in
char act er nodbe Feegyeol defined bythe &‘Bﬁgb@fﬁis%ééargymt éraF§U“P§i%[§§; standard, in

bl ock node T:tﬁ& gfﬁ’ffgg\‘,éﬁtmﬁgibytﬂf?én‘%q%é‘g% nE?rdtfﬁeol$c§Qn§§é}?=ﬁt andard, in

"HDLC' (for gh-1 ntro frame node. 10 For purposes of
the inventi oror thé priofocpl ééferrediblyehd ISQI3B0% siandaBDiY BIBLE" (ffowt'Hegil-Leveh Dafock
node. In an essentially known way, each protocol layer is associated with a
cert ai nLinkeafrol bfraiﬁlﬁi‘?ﬁdﬁi ves that allow the data exchanges between | ayers

of {he same #&?ﬁ}po%@sdo# thO ThveRon, |i@¥?Fef$@bl@@@hﬂﬂhe 1§0178 853 HRbwcol! fieblock
primtives associated wth the l'evel-2 layer are of the "data 15 request”

(" Dat a.medgiest "), "data response" by the card ("Data. response"), and "data

confirn ("Data.confjirnd) types tc. e i £ : 13 d
23a are res r?élie’éfeé‘_“f‘fcw mﬂ%‘%n é’%& é@ﬁﬁgr%%ﬁmaé'ﬁﬁg%géocisa@r‘%’Ml’ég%gﬁ%gﬁgn ért he o
host, i oEyridhii§ed @AM thé dathRaekarngay Béteean lagers ol ehevumiedeng and fronf anerrat i on
bet ween user (not represented) of the termnal 1 and the smart cg%{d 2a,

a

]1: or ex alagéremﬁhah@OFdr opmpbevtherppnivies agspeiated prithothe ipigk? daser aterpfithfe dafgrv

ormat. 3. T | so al.low the inpl [ f I gurati adapt ed

f or ¥ he*gesHi (ﬁéa 89‘6615% b’e\@l%tfl\f?s 8”%1? bggﬁgéaggécki&tgesﬁ%ggphhl ca?t% ]Eedd&gggteel,o t he

| ayers coppfdon@rhiriggesdedtinct entities. The first layer, 130 or 230a, is

essentially constituted béea sof tware _mul ti t he exchange
ALLY:H "i‘ﬁe

of i nfor mat i Mergercqidis lawerstl SR d39 érearﬁgl’ot%{ﬁ(. E@nf8l§ %hetcﬁfl?llﬂglfméqet‘f?e t he
smart card 24 and the host, i.e. the terminal 1. These layers allow the exchange of information
between a user (not represented) of the terminal 1 and the smart card 2a, for example \‘/ia
20  drop-down menus in the form of hypertext in the "HTML" format. 3. They also allow the
implementation of a configuration adapted for the sending and/or receiving of data packets.
As indicated above, the layers comprise three distinct entities.
The first layer, 130 or 230a, is essentially constituted by a software multiplexer. It
allows the exchange of information between the smart card 2a and the host terminal 1, in the
25 form of protocol data units. It plays a role similar to that of a data packet switcher. These
units are sent or received via the level-2 layer (data link layer). This particular
communication protocol makes it possible to put at least one pair of "intelligent agents"” in
communication with each other. The first agent of each pair, 132, is located in the layer 13,
on the terminal 1 end, the second 232a, is located in the layer 23i on the smart card 2aend. A
30  link between two "intelligent agents" is associated with a session. A session is a two-way data
exchange between these two agents.
An intelligent agent can perform all or some of the functions of the level-3 and 4

layers, depending on the configuration used by the terminal 1.
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25 formof protocol data units. It plays arole simlar to that of a data

- packet switcher. These units are sent or received via the level-2 | ayer
(data link layer). This particular comrmunication protocol nakes it
_possible to put at |east one pair of "intelligent agents” in conmunication

with each other. The first agent of each pai.r, .. ol i p..t he | ayer
13, on t he A BEHFHAYT inElligrgt agqnt s 861?{8%%31 ,ld‘?nstl%ﬁ%%ggtazwdﬂ @%ﬂ%ﬁgeﬂf 1z;b;er 23i yon
the s H%E(Eraﬁ@r il 16%it€ Pfnurhb3 elviddh OLAIWISBS) Whis idléHtiiel sased, fagenaimple,iis a

e

associ a with a session. A session is a two-way data exchange between
t hese tpagoag@lataunitAronititiehg i destinaéorereferenas a9gfsopRIse a¢TEredfe-some of t he

f ti f the | | -3 and 4. | [ fr ' d
by Che. t o ni T e S cackise s Ber FRERT BupDr hE°uAOH, MLELIAT 1o

i dent i fiegiehyri@ MotiRedeidtelice, LiRT ageatsamphe’dliantt Gyl whicharaidebifiediet aeen 0

and 65535). This identifier is used, for exanple, ic&a roicicol data unit
l%ﬂéﬁe fhere are two

const i tvatinblg referbast fleliveragibyr e eprfigisatiignanagemeignye o3
mai n cat egord.es of intelli.gent . ih& ar MBent d0éREf Whi ch
Sare. | dont Heciotsy® Brip U Lsp SR BorrRAR e @lonifie anaficlfen ovpeol W0
whi ch apedidaptishd Gstnbyhedessiad withlag imefligestrgentddithes Sepdr ype. Heée layers
configuration managenent nodule 131 or 23 la. The (gfrgces% .fort ogei\ni ng a
sessi onl30snd @A Mapageiables (10s irmgsenisd) that cantaiga st offBn MIgHECH RSN | | ent »

typg opens Egﬁ@%g@gt;tgﬂni%ltf]e@;ﬁd&net LigeRta@I8Ningof the "server” type. The

| ay¥r s Pr9%8 nmanage not represented) that contain a list of
the intelli gpdineYiégthsagdtsuresentiaed wittespeoidic prepentieselr atiribwgs. diedllgsiraihe

smart card 2a end. The intelli.gent agent re associ at ed. w i.fi c
oo L SomEPaaRd [ogtes norymilTaer e Bt RURIRESE PRt s 0L

non-1imtj . e followng six properties are associated wth the
intell r%’giﬁp%égee&ﬂégs%bgqgebﬁbst": agent located in the termnal; 15 - "card":
agent | ocat ed'Host"t dgensloaated gathd termifidlpcal ": agent not conmunicating with

t he network; | - ",,net\Aol' k": ~agent com‘rud‘,ni cating with the network; - "
clint": agent¥hat&dth "FF‘tﬁgérgﬁ‘S STRLSPBh; server”: agent that receives a
sessi on requeghe,2QdiiGiot Béinuhi@eig ROR Mesnoték; | t possi bl e to exchange
data (hypertext, for exanple), but also to injtiate network transactions.

The confi gur atreomonkiirrggeitommyieriingsvith the ngiyers31a, respectivel y, can be

integrated, as has.been indi. i.ato specific intelligent agents. For
exanmpl e, the” nﬁl&e[ﬂ? H agenrf tlllﬂ%lﬁgtteggses'sfyh,

- " server": agent that receives a session request.

20 The intelligent agents make it possible to exchange data (hypertext, for example), but
also to initiate network transactions.

The configuration management modules, 131 and 231a, respectively, can be
integrated, as has been indicated, into specific intelligent agents. For example, the module
131 on the host terminal 1 end, specifically manages information related to the configuration

25 of this terminal (operating modes), the lists of other agents present, etc. The module 231a on
the smart card 2a end has similar functions. These two intelligent agents can be placed in
communication with one another in order to establish a session.

According to one characteristic, the smart card 2a offers the host system, i.e., the
terminal 1, a virtual terminal model. To do this, the smart card 2a acts as a "web" server.

30 The smart card 2a is "addressed” by the browser 10. It then transfers to the browser a
"web" page in "HTML" language, an "applet” or any other piece of software. For example,
the "web" page can be presented in the form of a welcome page that gives a choice of
possible applications and/or hyperlinks to external servers.
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131 on the host termnal 1 end, specifically manages information related to
the configuration 25 of this termnal (operating nodes), the lists of other
agents present, etc. The nodule 23 la on the smart card 2a end has simlar
~functions. These two intelligent agents can be placed in comunication

with one another in order to establi sh(g sSessi OB’i"A cor ,ng ton%?‘ﬁe
char act er i stln@ predisakyay.thegpyyt o d drasidyapRgeens a§i§

term n?(forl'Un?VC\‘éa\i)Blé?cL réeeﬁ&'a'&ﬁ‘l' ﬂ%g defTrﬂngg Clj(%(ﬁ)’bﬁek folRe %fﬁal ¢akdr 2dqacts as

a "web erver e snart ca als sed” by the browser 10. It
then t ranpbietiag toart bachnowser. For ekweable, phageudtnre'Hithis " URAiguageallars " appl et
or any ot her piece of software. For exanple, the "web" page can be
presentfé’HOWﬁ the formof a wel cone page that gives a choice of possible

appls cations and/or hyperli Hﬁﬁ/ﬁlm gxtesosd servers. 14 In a practical way,
t he smart card 2a is advantageously "addressed" using a "URL" (for

" Uni ver sal Reswiuclc&l@ﬁdtl@rthe)"IHdbblopls&kd@ﬂreﬁ&mgi%()sl()oe SOk tugnticke terminal 1

tsel f, d t t t
of thi s - URLE: SilFsiHgr g o TR s IREE s 65a BB Rl 1 i i
127. 0. Opd shsirt AR 7d &mﬂrﬁ@ﬁﬁﬁ&ii% dp@ns oandwdFWHich aﬂeeepnegehwaumfoer Fig. 3
illustrates, in si ion, the logical architecture of a system

wher ei ninteiligens agent o anwpezrmt@mwﬂlys@mpwéiqnagé@ﬂ infglligert, ageRfi 4326 el tBF whi ch

e R R e

stack coimmly 86 thbESd 9BEs- 3@fa@HQGQF1g| ayGCS.arfde(EéaﬁmhedAPﬂma cowtmaid corrpl y
with the 1'SO 7816-3 standard SFI : 1 and CCa2)

hand| erhangles 201 @nend the ppekek aw tmlﬁqr Bﬁ%&éhe lzgefabm%'éltqr%ﬁ?ﬂgWltgé'i‘%’g‘“i(f‘ﬁﬁeélF faced
W th the | Hl&ggp% the@ 4R tﬁ[t IH?é géﬂt%w the "web" intelligent agent
hé aq end, fere

232a, . erm e two Stacks, one communi cat i ng with
the inter net Ot bhaetmintkeridl thetdare od b etacks, bhe chmrnsmamngwrtu tikainteTied fir st
stack corrprl ses the elements 11

Fg. 2. G dcz.f h
et o kORI A, iRPOSTot e es L ety Ebophesaly SERER I G z
C3 and 94%, a GES"f&%@é%sﬁa Qhe A8 oHAI0R! drayelisnAF®) bid @kl ICPiPWptdioddie

br owser he” ot her k conprises the | ower protocol |ayers, referenced
101, whiagérs (Eignpl 6 amdt(Eu)I memrsei 760.6THe leterievervare intgrfaced vath hadwed) | t he

e GRRTRC, ROREr R0 P G RERASh ARt 1 ¢
repr esegdgly whtethk 38O &8 16-BhtcdaldS(Fas SUaRand Qz)bﬂleO'fAPﬂj’lE" domerhmvat kAndggpe, can
al so communicate with the browser 10 via the "TCP/IP" |layers 100, and with
t he20 nt &d%haend the packet multiplexer 130, the latter being interfaced with intelligent agents,  only
one of which 132 is represented. The latter, which is assumed to be of the "network" type,
can also communicate with the browser 10 via the "TCP/IP" layers 100, and with the internet
network RI via these same "TCP/IP" layers 100 and the element 11 for accessing the network
RI.
25 The "APDU" command handler 201a is also interfaced with one or more layers on the
applications level, which will simply be called applications. These applications, as indicated,
are applications of the conventional, so-called "cardlet" type.
In summary, the "web server” function provided by the smart card 2a can be produced
by associating the "web" intelligent agent 2324, in the smart card with the network agent 132
30 in the terminal.
The smart card 2a then actually has the "web" server functionality. Moreover,
according to one characteristic of the method of the invention, any conventional application

A, through A, of the aforementioned "CGA" type, can be activated through this "web"
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"network RI via these sanme "TCP/IP" layers 100 and the elenment 11 for
~accessing the network RI. 25 The "APDU' conmand handl er 20l1a is al so
interfaced with one or nore |layers on the applications |evel, which wll
~sinply be called applications. These applications, as indicated, are

appl ' Caste}v%p,,%ltﬁgr th%%gﬁ%v'%b'"%%bser 30 g?e%hlltqg thect‘%frﬁlhﬁlt {, ok MRBugH drepbi@ary, the

"web server n provided by the smart card 2a can be produced by
associ drowgeriidwatedve bty poineinl thgemrnatg@mwOIlt?IQIaAccqrdeéo ﬁm@th@@ﬁﬂthﬂn th the

network agent 132 30.in The. s then y has
the "wdBvETdign,/i8f aPR}W@P?‘EﬁAI %f %T‘g)o%r“eed Eﬂ?ﬁow ﬁ&n f“& YreSE artégfél]rel stic
of the met hod-Qfqih &)Ada)\/t?d%h&}aeteﬁmé SR BREh M theaPplieaidgiemain t hr ough

A ,, of the a?ore ntioned "CGA" type, can be activated through this "web"

15 ser vaecessibld toertetrhinalugfiihe benvepigsia b’rpémlsfemcmdlpgé%@ﬁtprkohalﬁhe termnal 1,
or t hr ough ?lgro?%[}ttﬁgle %&E%?IQﬁ%?d RA=LaNY S&gl% tlon erlec?Bg k.larﬁetv\ork

Accor di Kvent on t hr ough

A" do nQtd PeaRiddes BenceRMMidrh bl Rl thlse- daﬂad"ca:sn(heymaroa Gaheway ﬂm@ceo
anot her characteristic of the invention, these applications remain 5

acce55|fbh@thnonstaltl@#lmcﬂavef@pnﬂlhéveéoWé‘?f’@i onal type, i.e. according to the
prior art. tion
of fered by tlﬁ%fo Ofe e[sleblng%? E)éeé'llﬁlﬁﬁ | %gf‘é!:tru%@& ﬁhn%l%qh ntléhetrhg afddne

S a nechanismsimlar e so-called

"CHy  (pdseiBTEnD prsiueyaYurdiibe bf adetype if thechiaarcardisdedt] ltedapmoprmWMvmwal
"web" servers Before describing an exenplary architecture according to the
|nvent|tbﬁcblﬁéﬁh%ﬁmﬁlﬁszlcpgbs%ﬁieﬁ!“é‘gt %r oduce a function of this type in

the smart c a'r(fhf"tlgg g[;e;p@aybx? 641 ?%énﬁhg etTr@m %e'WeBWser%]eaﬁﬂi'ic%ons written

characteristics o operating no is a specification for
i mpl emefor theg UN IO rirezisteved trademnarky, ,"D&}Spl PICAVINROWS | (registerefl dradetnark) UNI X"

t d t d " ' { d .t
operat | A5 ysanemo b st UNS ooiied ByBrai b LRI &7 g0t
speg fi £t hrﬁpfdr $he %ﬁé\ﬂs @5" @ﬁ%@atf:@rsygt@ﬁl tHNSMt% is 0@l &B3I'ng system

the specification is " %al n by way of exan&) an "HITP" request
to a "URL" adduiedy vmyajfeasmplehand'{ TRXAWQH@%’L[O@ oHREgiad W%klﬁlka%gl (2), in

whi ch "host" refers to host tem r eno is |nterpreted by
a "web" server as thel @&Wﬁﬁ mé"(g%g’%ﬁ’!dé%crlptt@% the "CA" type
named " pXhicRMhsPT 8&eNo d lbst HiRtedd (fnéOY e¢niote); & nbrpr teﬂfbytm'lveebhtssnvesg/sstem
Al t hough the nane of the directory could theoreti Call‘gﬁ&gbe any . name,

convent thegaequyion of p ommand serRPtGH tien G@L tyRe rmedc w1 eF y2 P%eﬁbmttH%
20  directory "cgi-bin" of this host system. Although the name of the directory could

theoretically be any name, conventionally it is the name given to the directory storing the
"CGI" type scripts. A script is an instruction sequence of the operating system of the host
system whose final result is transmitted to the "web" browser that sent the aforementioned
request. Various languages can be used to write this script, for example the "PERL"
25  (registered trademark) language.
In a practical way, the request is normally displayed on a computer screen in the form
of a form included in an "HTML" page. The "HTML" language makes it possible to translate
a form into a "URL" address. The form includes one or more fields, which may or may not
be required, that are filled in by a user using the customary entry means: a keyboard for text,
30  amouse for boxes to be checked or so-called "radio” buttons, etc. The content of the form
(possibly along with so-called "hidden" information and instructions) is sent to the address of

the "web" server. The "HTML" code of the page describes the physical structure of the form
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""CA" type scripts. A script is an instruction sequence of the operating
system of the host system whose final result is transmtted to the "web"
browser that sent the aforenentioned request. Various |anguages can be
used to wite this script, for exanple the "PERL" 25 (registered trademark)

L?R%ﬂf‘%?m@'@PanﬁES‘ééké%?aﬁy ofer A B Frvedl e Prpce i ie Grgfetiine
HTM" | anﬁe@@t?@tra%kﬁﬁ t!ht dzﬁQ@ﬁ;‘e%ce) to transl ate a forminto a "URL"

address Mo TCPudes nore fields, which may or may not be
required, thpie t@dn@mﬁslsidn&;dn itakelpyaca buseelronmmgamhppesmﬁtfmmmtw kﬁtst;fonmmns a

keyboard for text, a nouse for boxes to be ch Fv}eﬂ;&o]{/m SO- ((%:%IIJ "radl o"
but t onsiseethe SO'FH’éﬁCt:d)rQ%lﬁtmﬁ)tf‘O@ Ard # s5qend (JﬁééE?mg‘:a%&‘ rpgfhad, Fogp

"hi dde Y&d SRS X nt to the address of the "web"
ser\%erﬁt ﬂflhﬁff&ﬁ—#%kh? rg th page deort@%gs t he physical structure of the
form 16 (fr ands ngclathnm;shoméxo is, noa ditec hyytratspesabletto rarsmatt@)erhQVWeWhera@et he
structure of ngt.h ta type
etc.). f"'éﬁ@?ﬂ g”%é’ o??r%ﬁérfu‘tcé‘l%alﬂ)tp'élﬁceorglggz‘&08?18{]@5 W?‘ﬁ %}‘Cé f or mat s.
A first; (,&{nrggt uses the so-called "POST" nethod and a second uses t he

So- caIIed "CGET" nethod. Format 5 type information is present in the code
of the formWag’ell 1D desomleshrmnd xemplarp weshiectuieghaignakes itarossihlette apibyaisam e to
a smart card, ev ter. offers e "weh" i@pality
2 cobr i s EBiAL By Of FblHiuvE ar Fep e Rin piGma Ga 28 0 Bipe i RS
descri bg an exenplary architecture that makes it possible to activate any
1o conventional type of application via a "web" server in the smart card
2a, in ref erloriclist semriagiseu(nol sepeesentedcalis,dppm Risyaep” progyser dipg-ek At @d)

calls, hj r "URL" address that may be

pr esent éﬁqﬂ{:nn esswqq%&lb%éﬁggen&ﬁh? he%?tlg)“rgﬁ%vosm xxx. htm (3), 15 in which
"@ard" is an IP addr ess hufp:/t @eard18880/xgahtnl( f or ex@hpl e t he | oopback
address " 127.0.01 " descrj bed ove: see fornula (1) x.htm" is a
paghs i ninish ' @cady ifapelP addrest abithe smarteard ¢f %rtﬁ"éfnpf%Fp% )l%oﬁ%ﬁ‘g?ta&(‘%&" of fered
by the Sl%rOtOIGQiregcrlbea aﬁ?_}_l%eg%rrﬁﬁl%m))'z{hdt Q?x'ﬂ%ﬂp%a??g%qh"‘pﬁ%ﬁbm@ua he

smart card returns an , exanple of the formtype. 20 In a
t hird stetyoed tohwepanseriarfapplisation "tdcve dffee¢disy tie sihaet dask-m and transnmits its

f ggt eBL: ht guir{]%ewo%%%p (ir? th% malljrtsn%?des)(l:rlggd gbove kt'hQ 93t cardB utrrllscalfxI rc}l{Tch/[L(:"l d of

page, for example of the form type.

20 In a third step, the user fills in the fields of the form and transmits its contents to the
smart card, usually by clicking on a particular field of the "push button" type.
The data is then sent and received by the network agent 132. The data then passes
through the packet multiplexer 130 (which constitutes one of the components of the specific
layer 13 on the terminal 1 end), the "APDU" command handler 102, the protocol layers 101,
25  in order to be transmitted to the smart card 2a. It then passes through the protocol layers
2004, the "SPDU" command handler 201a, the packet multiplexer 230a in order to be
received by the "web" agent 232a,. Thus, a logical session is established between the two
intelligent agents, as explained above.
It is appropriate to note that the data addressed to the "web" agent 232a; is
30  transported, in an essentially conventional way, in the form of "APDU" commands addressed
to the particular "Packet Multiplexer" application. The "APDU" command handler 201a

selects this application in a way entirely similar to the other applications of the "CGA" type



"The data is then sent and received by the network agent 132. The data then
'passes through the packet nultiplexer 130 (which constitutes one of the
conponents of the specific layer 13 on the termnal 1 end), the "APDU'
.command handl er 102, the protocol |ayers 101, 25 in order to be transmtted

to the smart card 2a. |t then passes through the protocol la(lyers 00a, the
" SPDU" PEsAfei dhnsinadt exrd 2aargferenced da diatgthi-t Ingithstvordss the paskoraeliip 8he

recei V%??Ys %e@r? by RD! qrﬁﬂ@‘“éorﬁﬁgﬁéhanﬁk&%lé a]L 2gb ar%eé@Aorﬁ ﬁca‘?i%ﬁabl i shed

bet ween Intel'l't gent agents, as expl ai ne ove I'S appropriate
t o note thatTheNEITdR" aecp.téelnes}ﬁaadmhkyzémby tméb)ebag@nt 22A7 adhich d8@ctsmansport ed,

in an essentially conventl onal he form "APDU' . co nds
addr es $8ireNES G hRArHE R ey ek ot Bﬁ'lema&rﬂe%?a?leépcgﬂnw@ﬁtqnem?ﬁe " APDU"

Com“%{aﬁﬂ%{ Ao %?}ﬁmuﬁa‘?%ﬁ@kﬁn&b'f& ésam 1S lyix® M i casevmh@@,zd n@éy simlar to

t he ot her ap ications o e 17 present in the smart card 2a,
r ef er enleswtibdd. The cargpleepath m thiskvase mhedsﬁoret togi- pmaﬂ(/emx ful ti plexer 230a is
seen by the " APDU'

coma andl er, 201la .a n, or y | i cation.
The " HITP"  rASOEERE (o Onfﬁﬁﬁraaﬁ%af%%f&ﬁwem@o TuEnSeniinl wsgave 8JY L ot oot s
a ref ‘%feﬁ@ﬁzﬁest @p@m&ﬂaﬁ 4&@ @srso@lhte@%ﬂlraﬁ,eq\ﬁﬁllﬁ?amlhlbr &m@atr@f xek".be called,
conventional ly, "cgi- smart and to a particul ar plication, for

exarrpl e "xxin alfﬁumfh%elmah@sc@fpt tsﬁéereummeéedctysmm@élegemrmnbmﬂ@t éCfmit hin
%ﬁallai?gt ?ge?rg \ﬁ/\ﬁ}&:ﬁt %r{]ertil er XX alled V%A ‘dll'ﬁg txta?lslg 15 gat}% %I Cu &' c of

ove enti e5|gna es a

SCI’I pt 1@.&5@&[56\{:@@_ with an equal ly partl cul ar application xxx In a fourt h
step, the script is then interpreted by an intelligent agent called a
"script 1 o &randlydhe nycigeant 232qnitsah, which indhis casefis equipredcosith adoublgs:

Thi s transl tab% can be perfornmed in various ways: a/ by the "web" agent
232a, itself Pth in this case is equi pped with a double capacity; b/ by
a uni que scry/pt thyanaliqid segpaganiatiagpabiteapdblé obinaishiting gllalf theokriptse scri pts
15 present in the smart card 2a c/ by a dedicated script agent that wll
her'éi nafter P(S‘éseﬁtallnlt'é‘?jsmﬁ%d @one per script): or d/ by an "APDU agent

2010a of the,"AP W@cﬂg{‘éﬁeﬁf thaOh A hdtih&ervd calié SAFSS€(dng peAV pped
with a doubl e cap CI ty. 20 T APDU" agent 2010a is a conponent of the

"APDU' commendptieordl er | ayer 201a. The latter, as has been indicated, is a
layer Capabld‘? of b%/earrllt"rlﬂJﬂé‘j’ Qg%n?&é)w%fofttﬁee "APABBU;:ommand handler 2014, which in
this case is equipped with a double capacity.

20 The "APDU" agent 2010q is a component of the "APDU" command handler layer
201a. The latter, as has been indicated, is a layer capable of centralizing all of the "APDU"
commands sent and/or received by the system, of selecting applications from among A
through A,, but also of offering an interface of the intelligent agent type. It is therefore
capable, according to one of the characteristics of the method, of communicating with all of

25  the intelligent agents of the system (via sessions), whether these agents are located in the
terminal 1 or the smart card 2a.

In case ¢/ above, a session is opened between the "web" agent 232a, and one of the
"ATSD" agents.
Fig. 4 illustrates an exemplary architecture for which the translating agents are of the

30 "ATSD" type. They are referenced ATS| through ATS, and associated with the applications
A, through A,. Assuming that the application selected is the application A;, the session is

established between the "web" agent 2324, and the agent ATS;.
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~commands sent and/or received by the system of selecting applications from

anong A] through A but also of offering an interface of the intelligent

agent type. It is therefore capable, according to one of the

-characteristics of the nethod, of conmmunicating with all of 25 the
intelligent e [ S, ) er are

| ocated in Chert SeflabilsRHCl Rl PSR, contiBhdCh {gpyTBRRLT

sessi ormeivseeﬁpmteﬁxsbmhmgmxﬁmee Cnple tl&ga%laht Qﬁﬂaandana",QBBUOfagémeomd\TSD'

agents. Fig. 4 illustrates an exenplary architecture for which the

transl é&@ﬁ@m&&@ﬁﬁ aredhen gont tofee "ABDUApgEnt 20} e ThFhé’sP%J ecqmamandhadipr TS,
throughofT S &Qﬁleaﬁﬁ%' Bl Al (f %xﬁﬂ 'e'tﬁé“é zf%ph% foRy 8l ﬁ&snﬁ%%’m ng
t hat the app|cat|on sel'ected i's 't |cat| e session

est abl itlkh'eAPDEL weremants cbmﬁhdagﬁnmre&aﬁﬂatedradd tHeEefa@e:ohvequnal Milch isBri pt

translatin era et .of "APDU' commands, A session is o ened
bet weer‘falﬁar‘i’g" ?frg‘ﬁ‘giﬂsg%“g ;‘g%%PP?‘F%HO“e‘ﬁéWFﬁ?fBWt‘}?éma ¥ Attivateds Withowt hagwe:t
agent %Ql,%lﬁedﬂ;}ereg,gmnds are then sent to the "APDU' agent 2010a. The

"APDU' command handler 20la selects the "CGA" application A, (for exanple
the "e-pur sé’heawbhwatfiwn)hea'ﬁ?ﬂ}/i"r@P@nﬂttm A,tarfStrartsmlttdd:lDthe tARDEds, commands

R PR B RALR SSoA b 288 gl bk AR oh
havpng g %@eralbyetdm@lkéﬁ;ﬁ@raﬁﬂaﬁte dgeht)en The responses fromthe " CGA"

application A, are transmt to the "APDU' conmand handl er 201a to the
" APDU' agentBaztﬁlwathetsh@@S%@faflaﬂlll’@@ftthﬁemag@ﬁtﬁNBS*CHPGHE seppeiramstitigeneral |y t o

runn gl ERERETH (R RERE o FRYFRRR AT BEBRSH @B 1 1C cgen

ATSi i Narghegeaanpinemits ithigthe4arigeiayét asedbyddg énitifl redlioM, but inahgupggite@nd
transmts it via the various |ayers used by the initial request, but in the
opposi {dieeiqne ¥t PRt fOFHtBIbEQFeSF‘ﬁFd P t}iedhﬁéaBb?Cé%eé‘rﬁ &de-dd)t he di splay screen 5
(Fi,g- 1A). 4 by
sol ?d l i nes cg-r?lfa\g%'tyﬁ\dé&t e%%%%rélt%?g?g%lﬁ&%%ggksﬁ%f §'b lcl)ati ;B 2%14 (?/(}nhgcsfﬁlrggrslel de

t hese Blmtiosal l:Eocg;:s oBb;db&asrhlhmasaihdi@e thasatdockses the main steps of the process
t hat has ju g descri bed: Lhe t ransm SEI on via the lnternet net wor k
R (or f romit eaftiGa Vﬁ’:"ﬁ&arlz?% ¢ TR (RRBRCHY it dAsiust begn
conventdbw@,léd_browser 10), of an "HTTP" request, referenced RQ b/a response

fromthe "web" server of the smart card 2a, in the formof a form
a/ the transmission via the Internet network RI (or from the local terminal, in

20 either case by means of a conventional browser 10), of an "HTTP" request, referenced RQ;

b/ a response from the "web" server of the smart card 24, in the form of a form,
referenced FO,
c/ the transmission of the filled-in form, in the form of a new request RQ; and

d/ a response in the form of an "HTML" page, referenced PR.

25 The response could also consist in the transmission of a file, or of a piece of software
or "Applet".

By implementing the mechanisms and functions that have just been described,
particularly the "web" server function and the use of intelligent script translating agents,
according to an essential characteristic, the method according to the invention will make it

30  possible to define a virtual environment, advantageously protected by the smart card. In a
preferred embodiment, this environment is compatible with applications of the so-called

multimedia type.



referenced FO c/the transm ssion of the filled-in form in the formof a
‘néw request RQ and d/a response in the formof an "HTM." page, referenced
PR. 25 The response could also consist in the transmssion of a file, or of
~a_piece of software or "Applet”. By inplenenting the nmechani sns and

functions thgfi l}aﬁ\fzﬁaﬂaet%hstl?ceﬁ rﬂ)aﬂ%ﬁﬁaﬂybﬁ%ntaﬁ%ﬁg b@déh?er th¥ rddafe “Wig" server

function and the use of intelligent “script translating agents, according
to an dsoesers, athidhae actirelyi csmlvcntldnlab bmetnmbrama&umjmalgp it possiide tmlwailrdi on will
make it ssible to dg‘ni net?(ﬂ virtual envjro vanta

pr ot ect’™® 1B’§/8‘@ﬁ8V’§?1'HP‘?“t% images, Sopads, £-)e ﬁﬂhga P atE t?ﬁonm::nt

i's Comaﬁwmeqowst\bhlalﬁ)maly%tma%ﬁ)t Bé lﬁt&ﬁa@@ tﬁgtlrhﬁ& it PANsibldRGhaipyaR: 19 This
| ast characteristic is particul arly advant ageous because the recent "web"

br ovis emsyltimadioHiles @icovers, ety Icamieast.itbhbiowspry makeiir possible taglowntoagake i t
possi bl e t.o build . nultinedia environnent ni_mat e soun etc.).
ey arififiedidchla aEb i oGy PRl ot BHRIN et REETor PO ot be

i nt egr ah&@rmindRbr BRY Sirhillar RRSS kdle ldevidd.TnPataiutar Jethtloldgi®diate bedres
(viewers, etc. ). In any case, the browsers nake it possible to downl oad

mul t i mesoReserhfos displaying vigeseauenses BLishl- pr neargeal tiaprd o5 fepreduceriosed.a har d

di sk, e t rmnal, or on a simlar nass storage device. In
parti cu1od’ &S% Plgg}eeﬂs]& IEa\‘?e been proposed for displaying video sequences

i noeal - or Hwadver,@ahad bevr,nod, 4 spandacl hag oalundnall ftoape Capabity.si t es on the
Internet. 10 However, as has been noted, a smart card has only a small

st or agdVIeEp¥i 1 pllowapnlx gy low thigushiat erﬁagfl dyripgeychapges ﬁtrlée@ﬁifefe of data
during; r of
dat o fi1f BEAIORFstolea e mIHHEL O Gua HIRASR, G OpBLRaRy FbRiie BUTHEL 10
files, rmdnepthaffdes \zmept fdmvexty sherjusequeasesoor ssonthskqeenpee pn@deed ncopatcular a
particul ar 4; Hﬁ (§ "MD" encoding. 15 Beyond these Iimtations of
a tech %1%‘8 CHF? M& al so desirable to be able to access renote

appki cat i ongpeybhd IRsEmnaxiiag & ahé@l'ﬂologi@l n&hireSRGIES Josirdble ¢HbOBbIY té he use
of a smart card can offer. The neth according to the invention allows

t hi s nodesssferaye ppplicononsTdile Anjoyingrachigh leyekeftseehrity y whigh opdyl the peedofzn
envi ronne tc, ccorge ng to a preferred enbodi nent, makes it 20 possible to:
- def i nBAEPUE c§]rects that the smart card can access;

The method according to the invention allows this mode of operation. The chip-card
protected virtual multimedia environment, according to a preferred embodiment, makes it
20  possible to:
- define virtual objects that the smart card can access;
- provide methods for accessing these objects.
Fig. 6 schematically illustrates this essential aspect of the method according to the
invention.
25 A user U;interrogates the smart card 2a using the "web" browser 10 contained in the
terminal 1. Using a mechanism that will be described below, particularly by means of the
"web server" function described above, the smart card 2a will return to the browser a list of
so-called virtual objects Obv;, i being an arbitrary subscript, to which it has access, i.e. in
practice, to which the smart card 2a or the user U; has access rights. In essence, these access
30 rights can be strictly linked to the smart card 2¢ and unchangeable. They can also be linked to
a user profile, the user U; supplying, for example, identification data and a password. The
smart card 2q performs a verification through a comparison with data in a security database
stored in a read-only memory, and if the result of the comparison is positive, supplies a list of

20




- provide nethods for accessing these objects. Fig. 6 schematically
‘iflustrates this essential aspect of the nethod according to the
invention. 25 A user U, interrogates the smart card 2a using the "web"
~browser 10 contained in the termnal 1. Using a nechanismthat wll be

descri bgdu@hRits aw hdseMth@A I“thne ”ﬁéﬁ‘ﬁ;ﬁ&fnoh lasta/pamh)r@e MEMn af u&eﬁﬂlm
descri bed above, the snmart card 2a w | return to the browser a |ist of

so- cal | kegwni wayydiis fitsit phass capunplempey m@edmd detsincryptipg §at1@§es¢lilq@ged beswigki ¢ h it

has acc rac |ch th ser U,
nas acdBeBrminshand e sREACHIER of MpllhaR o sl IR mis o pkfodl T FPYT T

l'i nked TH: dnti@r GiR@R4 “@Iaa@oz@p;ﬂyldhumhmﬂ@@daﬂoeac&m mammlaqs@bjlaetslomked to a
user profile, the user for exanpl e, |dent| fication data and a

pasdwor d. Thkhe \sﬁnaltob&aw;cﬁlzawlla@%fm pishes stabie OF Fynaniig as dicalaghabave aRAei son
W th da}%?ﬁt#cﬂmﬁw?ﬁl %Xn%ﬁ‘ﬁdai%za& %idp oy t%ﬁ‘ﬁat f o?rﬁo?gger%?zmé% H%g?vgfst%rﬁ”d If the

resul t R T AR ual objects

Cbv, aswantadEo thé inlfbrhételeiw&e m:n Amﬁﬂmgmo dﬁi etlapasaistic df thedhventibh, iR
essenti aI ly known way, this first ({)hase can, i npl ement a nethod for
encr ypt!PSioR Y éraélﬁ%%‘ﬁggdtb"e?‘iﬁé"éﬁ” pad P%?%fﬁ'a'iheé.‘?ﬁf Yings willhe shewing 2a or

| pl enent & {ROUERS ?&%&{Iﬁ%gﬂ;ﬂ? ifVeRGOE Peciftdhil ﬁg'ses wli'a_ltt"%/ll? elnaft@ gk 22 Wi ||

al so supply a list o or accessing the virtual objects Qov;. 5 The
vi rivual catibd eeirmialle, maviigemestrsgstemnt hetSGEL'iaod arspebyaleeil scrgs tnansiam ed above,

caner s/ Ces LTI o% e RS DATSERY Pisaldded ns bk ihRs e ai gt o
one chay, geﬁtts%%ﬁésltﬁe Rt JENEaNYEREL Dby, thbi e sﬂn@ﬁ%md% daﬁ acéésgn@g%@mt& for
t he browser hence for ‘the user U, as will be shown he met hod

accor di "rluﬁilt"oaddms nsrasmatcrhwstb@ectlf vietahl gbjens €vniThe cau -bp ohthiei WREt fzfr)mbe 10
cal |l ed (ﬁ?\(l r.t.yal erren SpeC| a,llvl ze

Co ot e Ve dowter 1B R AR s tihial oy Ponal outh SRR

dediscatigethb® WMusnﬁg@kmambde §peeificitg ik objggent supplies the list of
virtual objects Obv, that the smart card 2a can access. A part| cular "URL"

address is JSEs6 oy EbbigthhsusBaiAgi the glypqu@f@gquswfacp@@elg@np fil§ of this
SR h@fleehiBf o YBR hOERUAS! califa TBERS dbn BIALYiCud t%w@marﬁfaaoﬁ Bg
e 4 jen BRPRLeuled

vi rtual using a given call may or nay not be
speci f i cmediuinhdush Gb;l aadd.didk. The jnfoenationlis hxb'reelfihyhesﬁormmf afde. tAhﬁler; ihether

characteristics of a conventional fil.e st erej fter

cal | ed Pusgsiata ogprogram WEP%tfﬁniss‘S ﬁ%‘ff“f%“@fﬂ é‘gﬂoﬁ? Phfh %lei‘ SEP]%S -S1Z8 ﬁu‘?\ such
as 2% hagd) E’ﬁcﬁ:!fn mEOEinisH ALRALE Poksible BMAR ailRt bBe E@fa{]ge%io&s fHat Bonsfidid | €
whet her pure data or programinstructions, 1s conventionally corrposed of a

set of the fiédanslitheir bddsedses inAh@memsry. known rrechanl sm nmakes it possible to

obtain a li SA d%];ctgrq%s %tp%{tia %Far?leo\% 8setcrc]>% en | 1islt E)P %1[%: descriptors. Such a

| descriptor comprises, for example, the following elements:
- the name of the file;
25 - the length of the file;
- the creation date;
- areference that makes it possible to retrieve a list of the blocks of the file (number
of the first block, table of the block numbers, etc.); and
- attributes that specify particular properties of the file (directory, read, write,
30 execution, etc.).
The first directory is normally called the root directory. A directory that is not a root
is called a sub-directory. The directory that contains the descriptor of a given file is its father
directory. The address of a file in the "SGF" is therefore a sequence of directory names, from
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‘the file and their addresses in the menory. A directory is a particular
file whose content is a list of file descriptors. Such a descriptor
conprises, for exanple, the follow ng elenents: - the nane of the file; 25
.-.the length of the file; - the creation date; - a reference that nmakes it

possi bltge oot dieéotdg\e ik fathet dwéctdmyef iheofills swhich tdBfindsi d gath. 'Foreeamplefsuthe fir st
bl ock, table of the block nunbers, etc.); and - attributes that specify
parti Clﬂaﬁ’rapﬁﬁﬁféé? fqlloyspf the file (directory, read, vvrl te, 30 execution,

etc.). The first di rech%é/dﬁe%td?gf Ca{:‘%tg%{égmgff%“%he raQ directory. A

directory that is not a root |recto 'y. The directory that
contains the descriptor of a given file is its father directory. The

address of file in the "SGF" s t ref re as ence,.of directory nanes,
Fr o 2104 Wb Bast Poegaers: hoof dies Tareee Loy 06 SR8 vy ch

def| nes i BB bdiff a l?)<§]g}}hﬁ=;msuch a path appears as foll ows:
"Iroot/difectory 1" /directory2/file _nanme" (4), 5 the nunbers 1 and 2 being

arbitrary, 'Fooetsthalieiardy thenSOnhie-bstandaed defotes dhea ot ebim,ctorandlled NIFetfnanme"

bei ng g For a smart,.car o . 1 SO 781, and e the
oot o Mt Jatipeticiges S ity (irs DeBienB s o R nleSpufle
" DF" (fv'g[:'"'flaedm@ﬁ{eggrfpﬂlégs ') and elenentary files called " EF" (for
"Elementary Files"). 10 Wthln the scope of the invention, the file

mandgenent SYithiarthe gopeof thetinantign] the b maRggeMeBisYSETSGRY |, twhich wilhbses | t
possi blrgferrgd goeésl rQ/‘ierct]ual G E—;{Iﬁ %ﬁg)lo ?t%l% tocgef net\}?rtlg\éjﬁ' Ba { rﬁbv?mﬁwhﬁ?erﬁ%a%g can

have acCess. "Accor the 1 nv 1 on VITt ] ect

Qov, i &arcﬁ@ﬁmllﬁkledcd%st Mcaondirng taahe ﬁlbﬂiaiﬁlmlfﬂ’feMnflédt@n d hetuabstjeniomf isa
virtual el enmentary file is constituted by the set of information that
makes 895 ‘Mlﬂéatvm%éé@%mtaﬁeﬁ%gbw%t@& of p vl elemepigrefite iy, and to

obt ai n Bl ARG QA oPATplfloh M KA ABbsche dﬁch%@\ﬁ@agssahwmma@s

illustra sch tic y e system can constitute a
subiset objecaOpv;andaw dbtéfﬁ@ﬁ"mst;mtemﬁsamam tienenpnadi sel y, an "SGFV' is

contained B3 SEETER! st LiLey A%, SELLNed By 1e. dloromalened |0
el ementnstitd@ a subdif oP26Bn@rd 'S6FF bYsBom, and more precisely, an "SGFV" is contained
in an elementary file, as defined by the aforementioned ISO 7816-4 standard.
A file descriptor generally comprises the following elements;
20 - the name of the file;
- the length of the file;
- the creation date;
- a reference (advantageously a whole number) that makes it possible to retrieve a list
of the blocks of the file (number of the first block, table of block numbers, etc.): a virtual file
25  isidentified by its name or this unique reference; and
- attributes of the file that specify the particular references of the file: directory or
elementary file, virtual or non-virtual, direct or indirect.
A "direct virtual object” is an object that is instantiated from the smart card 2a. It is
typically a static virtual object Obv; that can be manipulated by the browser, for example
30  displayed (image, etc.). An "indirect virtual object” is a virtual object Obv; that is instantiated
from the browser 10, typically by means of an "applet.”
Fig. 8 schematically illustrates the architecture of a chip-card system that makes it
possible to instantiate a virtual object Obv; located anywhere in the internet network R/ via

22




- the length of the file; - the creation date; - a reference

(advant ageously a whol e nunber) that makes it possible to retrieve a |ist
of the blocks of the file (nunber of the first block, table of block
-nunbers, etc.): a virtual file 25 is identified by its name or this unique

i ef er enhebroaser 10 @idithé brb@sardf2aqt Tae EiehRnishamnsdeei thy plehRup fighiies Uha the
references of the file; directory or elenentary file, virtual or

non- vi rsemgrefeggneese andhwil] brgrerdeseribed ondy assacesspit ual obj ect” is an obj ect
that is instgatiat : t 9. ' ty pi atic
virtual obj él‘g}{é a@.‘\t‘/t%glttu Re;l? ﬂ%:tgﬂn&ln%rﬁngh% %ﬁ{eg,{ égnll%yotth% %r%%sﬁ?hg Sésr%n%garrpl e 30
di spl aydéfferencedps in efedfagt.thait provides &ctSGFYT 8alorabinabd Smars ca&rd\iaf ndbd obj ect
Qov; that s instantiated fromthe browser pically by nmeans of an

10, t
"appl etSPecify §cripg raptiapginteligept ageph st FAPASFRY ’a{?%Fﬁ“F%Y-L}'FlE’ QPeraiinghi p- car d
system t:. gk | / i I | LL.t - Qb by ocat ed
ayunor S is FRERE ot BOSELR! Sy [ W P Ay G ARl A,
card 2dt isTheelorewmertssayivondesoribhi ipdetail dnshd pigsene sadeathe pahieulas ame

references, and wi|l be re-described only as nece ry...rlhe architecture
1 st Aab PR eieplaced e g g Pl R ateal St Sa gy B TORRaSdbR | o

di f f er gB&eon ik @ablikhbdBerhdsh tHeRiwdrk iREREAC TR 3296 Yhe Gved Qn@ligefk t he
smart card 2a, and a 5 specific script translating intelligent "agent

" ATSDA/ASER\232ar éiceprdingdd te myghanispedesciibrgl aboweic dessien isithenr establishesk

illustra Fl g 4 wi shin Cess . Ll r, application A It
ist herbgﬁ\%eggl?%ennv%%esaégw;%?@ E}nzﬂh%%éélﬁ%%%ia eqstngggij’é%/ #6%:\)2 7t he present case,
the parti cullah prapiphliveay, tefinieHidedPiRaetA DIDAMBGIVT ¥ Wadccbisiie i@RRIENENt
system "SGFV' 8. To begin with, a session is established between the

net wor k URdsse| typigalhit ofBe frllowins Bikg: t he "web” intelligent io agent 232al.

According to the nechapj m A6 G54 ( esxlon is then established
bet ween the "web" agenphég al gé}%%?ﬁxé@g:?ﬁ%ﬁgws%\z’m(% gent "ATSDA/ SGFV' 7. In
a psactin ehichwagfy" iswen applieatidngenhe &O@HttyperdsSRALSEWth the Imeligag agédl e usi ng
"URLs, " i cal ,Qf the follow ng type: . ) )

"http:/ %@M@Qﬁ’c %mﬂffy Pb%VﬁaF(ﬂ'—}eébf%elfﬁYs If BYyssible forsegthihg free Ofdijectpries

appl i cagip @ir bhRent@the Br¥REera®S 8¢ hRthBToMint TN gggee Irhi O8N esOEME

" ATSDA/ SGFV' 7. The above request nakes it possi bl 0 scan the tree of
di r ect drek @ wrtdal of showirtuaheiemeotny Eles associakesl withhadgperlick. Ty trapsmissiof an

"HTM." . . _The "I N . the .t irtual. or. -virtual, _.
el enondily FrrdcaycEaerainabl diffriad fyimsRied = etfbeinelindpRaciion Wi Figne
"snpgrt 4card 2a-termnal 1" direction is perfornmed as explained in

connection with Fig.
In other words, the intelligent agent "TATSDA/SGFV" 7 associates a "URL" address

with any element of the "SGFV" 8, be it a directory or an elementary file. The "URL" address
of a directory designates an "HTML" page that contains the list of its elements. The "URL"
address of an elementary file makes it possible to create an instance of the virtual object Oby;

25  associated with this virtual file.

To illustrate the concept, if one uses the above "URL" address (5), one obtains an

"HTML" page that presents the contents of the root directory to the browser 10. This root
directory is constituted by a set of sub-directories and files, as illustrated schematically by
Fig. 9. In this figure, we have represented a root directory rep#0, at the top level, a real

30 elementary file fe#7, and a real sub-directory srep#1 at the lower intermediate level, and a

v virtual sub-directory rep#2 and a virtual elementary file fe#5 at the lowest level, both of
which are dependent on the real sub-directory srep#1, the reference numbers being purely
arbitrary.
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20 4. In other words, the intelligent agent "ATSDA/ SGFV' 7 associates a

"URL" address wth any elenent of the "SG-V' 8, be it a directory or an
el enentary file. The "URL" address of a directory designates an "HTM."

“page that contains the list of its elenments. The "URL" address of an

el emrentary f i i.bl. cre ' ance of th i rtual

obj eot oy, DYBEEAEE pidke R Rolifork de Gl RIS SPEY oMy e fedrones

conceptl0, irf regpoaseivethe tdypestiresetved Rl "HENII g8 8e (o) repddbenedf @iokdnd in ond TM."
resents the contents of the root directory to the browser 10.

t hat
gﬁ?g rgglim 36?‘?%*&%9“9 fesarghaspguEotipe aSGEY " 8 Thupagsiis sommlyskispiayedt i | es,
as il gty (ﬁ§;ﬁ§ly KGO Eg.%‘: |5)’, fQIyexaElpge in%h?_lgd}{ﬁé%{alsmgﬁlﬁlﬁragh li}qg?@\é(ﬁée]ng rir%nt ary

represented a root directory rep# at t eve rea
fil éf expnstanidd y ndabersink decribotgor subsdimptbty at art blememapy filenThe aEplaftsn | evel

and a \ﬁéi rtual slulg-di recﬁory rep#né and a virtual elenmentary file fe#5 at
the | oRE¥NHEEQRYY bR Bt graghicalfprmpnd mayrasieift begssoriatedasith a descaiptivet or y

st ep#1 texthlie HBARY SNESEUSDEE SO BELE s rdpl i first
phase, the ient € Iig_entr agen? " AT A}SE@%&M%t@raz%%ﬁnﬁﬁﬁoqeg%f@gﬁ’gpgmags& 10,

i n resposrlde todispley iwgs escomplerifve dxanaple thfvilimgnaipaal) fiains; eheranpt ed)

showi n i ne... for r _another, the hierarchical structure of the "SGV'
8. Thegf)sé)ﬁie;tel%smrtl%cr’%?lt@e di fé@%ﬁs togl?f 13“3?%‘15?‘2?“@8?@8?_13’ (sRrgeniing thgir  f or
exaop! @aiuke (fbeexfaaipie, @fcamerERpresding al Vil Qik), WicHRAY of ﬁl_a? nbPRSEssb4ied by a
hyperlink describing a sub-directory or an elenentary file. The display can
advant 3J@Adasgripiveitextgr aphi cal form and may or many not be associated with
a descripti ' . e of Fi 9 bein i splayed on the
af or ement i o\r@a ug‘%ﬁéelsnbl%ﬁﬂ t{H;t%%hgﬁo oh ggléféﬁgrg‘f‘ﬁ?‘t"ba ngep TR’P qt&%ﬂ& WrtL% | ex
(for ex@agtaphichl exgd). Mhnighnhis hclid, 6 wik #6 AbRab BBtai PGSRk AtLst e &iege of
the vi rtua& objects to be instantiated, and possibly representing their 10

nat ur e V{8 OWKE e, a camera representing a video file), which may or may
not;s be assoqi,atedrywigtib @ 4 [oR 4 - i is pronpted to
click on a hyperlink (10?1 82.1 ﬁ%g%ﬂs@iétgﬁdgﬁgﬁ%ﬁg%??#%?%18lr{'éeégoery C8?tg§w§r“hphi cal

i mage) theFmagugind 24 for ecimmaan HEERROM "heleaticelly eracdbl@memary)| asillafegedf t he
desired SGFV' 8 is advantageously stored in a

re-pr oa%hgm%é@ iﬁ&b r‘r%ﬁ}c?t EE?%(%?E ggi-g?t‘li’em@??és g}‘?as_r“iuc%‘éer of the treg gf Figy nple an
Fio. 10, The o ChvE 8 rahr Saoo Reahy boraSauls Mehd FURLondROPIRMERL Y oo n
i n t helndtid phpse byedickingem a HARA.H gvhodt edubdtypidally tre the follgwingobt ai ned during an
20 "http://www.host.com/cgi-smart/sgfv?/file#5 (6),
the user U; obtains an instance of the virtual object Obvs associated with the elementary file
referenced fe#5 in Fig. 10. Similarly, he could have obtained the contents of a sub-directory,
the parameter "file#5" being replaced with "file#x" in (6), #x being the number associated
with the sub-directory.
25 The non-virtual files are stored in the smart card 2a and conform to the usual
paradigm that governs "SGFs." They contain data, for example keys, necessary to the
intelligent agent "ATSDA/SGFV" 7.
There are various possible conventions for defining the information required for the
instantiation of a virtual object Obv;, for example:
30 - a virtual file of null length inherits access methods from its father directory;

- a virtual directory is associated with a virtual elementary file whose name is keyed

(for example "virtual"), and which contains the access methods of this directory.
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initial phase by clicking on a "URL," which could typically be the
followng: 20 "http://ww. host.com cgi-smart/sgfv?/file#5 (6), the user U,
obtains an instance of the virtual object Oov5 associated with the
-elementary file referenced fe#5 in Fig. 10. Simlarly, he could have
obtained the contents of .a sup-directory, . the paraneter "file#5" being
repl aced wi ﬁﬂ CBSCRGY, 1top t@ég‘? H%!P?Bléq q%es[s c H’lﬁ'ﬁﬁ(e‘?%l%%gél’ia%‘b’&te hgank t he
sub-dir, O "MOR LM il i,y : rt:.card 2a and
conf or r??t&g fAﬁreS lﬁulgg;qw g@? géétiagsrr%%?hgp agrg'?/tgr&?lgor?dg%{éggg a%ﬁ%%%égﬁ?gﬁﬁggat a, for
exanpl draeyl or patebtbainfotmationeontamied| ih iagémdal alperentat\iiBDEIgSEGFV' 7. There are
vari ous lgos%i bll e.lglonvten Lons for defining the information required for the
i nst antPAFTBITA0Y SURey RIS P8RSt Cbv,, for exanple: 30 - a virtual file of
nul b | engt h Adebelidd ® (A€ ARERATERIOESedtioAMvd Sockathi@hodh FREE@IV¥Ty callég Vi Tt ual
directory is associated with a virtual elenentary file whose nane is keyed
(for exisgandigdirect are provigad, inmaretidansamdihibe atidbutecefshe mgtuabelemeitatyhi s
di rect ?flégl cﬁ]%sﬂi& essence, in addition to the list of the accessible virtual
obj ect s ,, an‘intelligent agent "ATSDA/ SGFV' 7 nust al so supply a
net hod for gheenséigetBodtMBtvinratdestrigiinestta,chainld¥ihelligeRraght bis@f intthe
information contained in a virtual elementary file. Fig. fl schematically
i |1 ust PERCESS foRpecepying @ ¥ituabobieet &4y #iyl fos Oblainipgphingtanee efiremenwéhst i on, two
acGess - , i ed . dirf. i ndir re yi ded, in
ncaly GAMERRGE heh ESAEER Y Brobel L pIoEh uRIERh aPO rileh Higm o ReR BN LESH o,
The di iedatedetibhsmdsioonsligtos calhstanclascthiapvilbherehafierdieaialledi "dallt reéthbdesrt

agents d h roce for accessing a virtual object Obv, and for
obt ai ni &%ﬁéﬂﬁi é}ﬁét &Hfzﬁvlﬁ&oéi)ﬁ%to?%?%ﬁ%ﬁpﬁ kerminal . Wien a session is opened,
a given int Q’l&dlgs‘%ﬂlfcttﬁcglé&h?ﬁs%&ei ves, fromthe agent that initiated this

S

session, a list of cal ructures that will hereinafter be called a "call
met hod" or -‘apvidemtfieRifhe {nitelligenviagdnsovifr whioh the Watian Ismipeidd; A cal |
st I‘]J.IC'[ ure conprises: - an identi frii%rﬂtﬁf t.he intelligent agent with which

t hd> sessi on ~(18@Heigyments,gequired,f YH0fents, required for its

utilizati onThéestfinteBigenttigeht ddarRtcdademt apAeneRRRAEd BY: thualeef £ MRAhipned
|ist "consunes" a first call structure that is addressed to it. It

t r ans istractyuigdhatds addsessedhe it ensuris the rest efghe beuaterrdist totthe héxgentelligengent |
with V\’QE&R \!vfth %Ec%m ésﬁb‘?ﬁh& ass%§s%19 rEl’ntiij@lteielnd top ﬁlqugisqfeacthgg. list is reached.
To illustrate the concept, an example of the various stages of exchange between the
20  intelligent agent "ATSDA/SGFV" 7 and two cascaded intelligent agents, 232a,, and 232a,), is
illustrated schematically by Fig. 12. The call structure list sent by the intelligent agent
"ATSDA/SGFV" 7 actually comprises two distinct sub-lists, respectively referenced #1 and
#2 in their headers. The first one is consumed by the first intelligent agent 2324,,, and the
second by the second intelligent agent 232a,,. An intelligent agent, for example the intelligent
25 agent 232a,, is identified by a reference, or agent identifier ("Agent Identifier #1" or "Agent
Identifier #2"). The intelligent agent addressed, with which a session is established, retains
the sub-list that is addressed to it by means of the header ("Call Structure #1" or "Call
Structure #2"). The arguments of the sub-list that it retains ("Argument#1" or "Argument#2")
are constituted by a set of data necessary to the proper functioning of this agent. For example,
30 apiece of data could be a (non-virtual or virtual direct) file name.
A given intelligent agent, for example the intelligent agent 2324,,, can modify the rest
of the call structure list before transmitting it to the next intelligent agent, 232a,.. To do this,

it addresses this intelligent agent 232, and establishes a session with it.
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"To illustrate the concept, an exanple of the various stages of exchange
between the 20 intelligent agent "ATSDA/ SGFV' 7 and two cascaded
intelligent agents, 232a,,, and 232a,,, is illustrated schematically by
-Fig. 12. The call structure list sent by the intelligent agent

" ATSDA/ SGFV'..7 actual |y conprises t di stinct sub-lists, respectively

ref erenced #1° ﬁg mezlioqy‘f?nt ?WtaWHﬂ\gﬁ’Q.deﬁ%@eﬁ pigg thefhe ASNG b langress e t he
first iipoaliAbeesnt SYERRINARLR 1., and the second by the second intelligent
agent 232a,,. An intelligent agent, for exanple the intelligent 25 agent
232a,,,, is Thealertdceehsimyethod mhlrsanpassibbe toalpéinitiveeinstadtisee a (irdgbobject
Identifier #1 " or "Agent, ldentjfier #2"). The intelligent agent

addr es séebd)  diggerly frgm gﬁ%gl@e%‘?gﬁ 4 Rrigrdt by % Lleebigcdt Hhegstantiptedsofieqtiist  t hat
i s addmesBfd) presdntedi (RIS oTfan"ATMIEBEIRN o afrahdplRt BfdvtEd Tlthe ef2l |
Structure #2"]§ The argunents of the sub-1i st tIl at 1t ret acllns f'b r“ést?rgr:e?nt#l
" or "APgunent#2") are constituted by a set of data necessary to the

proper functi.qnj f this ent. .For exanpl 30.a pi.ece of data could be
a (non-vi rttt;ﬂa?? Q%Jr&\c/il%rc e&gfneglﬁ)?l act )" dﬁ‘r?cftgc‘ffégrgl.eﬁfﬂdg’is\}%ﬁga:l‘ é???ﬂg?ﬁt agefsht , for
exanpl endiiel, bot islihpeerhteddamnt tié3eaninal | ARMABS the shRrr @8t 24. ahid H&m6a! |
structure list before transmtting it to the next intelligent agent,

232a, , IS estentigyy ppgdsto ingtantidryiggaleadiects @bvyiof dieldygemic tigent  232a"  and
estigabl i shes J AU it cal t hod . «advant.ageously be
e L S e e S SR T i e T

Not at i @irtuil Elemefitaey fllerfekt, tedardizeneidead’ ADEDA/SGFYOS Habdigitd © tHebiowsts vel y
instantl'bat e@%,rtual obj ect %v, directly fromthe smart card 2a. A
priori, Vi shageitat Gppians a hyperlink dhat poinks tedhe Birect ecqess meted mal | y

pr esent@@dciafediviieh fhe Virned oBfct GPM." page or an " applet"” transmtted to the
browser 10. The second access nethod, or indirect access nethod, is in

real ity al sdheredire ot varpoeshat captbhdaplementeds i npl enented fromthe terninal

1 d not from.the smart card.2a. Thjs thod  |[s essentially used to

i ngganti at etrgf f‘f%glan jcgﬁstli}s ehusinggn twgﬁyﬁgﬁl@kﬁ?%.acﬁﬁs Reinddnilist o this
var i antasefis ahe 'hl@dateéiBt_th@%@&}eﬁe‘@@dr@,"'mﬁlitsreﬁi%n@@%laﬁgﬁé&&ﬁb 1 virtual

el ementary filefe#x, the intelligent agent "ATSDA SG-V transmits to the
browser 10- Hi¢ napent.e., paBL{ hafa semvigiuakfile stoperbinl thekmatisard@ei nts to t he

di rect accegﬁ..Efgilﬂhqgatdgég@%ﬁﬁ&ﬁ&%&%éﬁvi rtual object OQov;. There are

two variants t can he first variant consists of

using an "appdatitpatanidier dfithis "hpléth & Detlestmcieé Hadfor BxAMpIs co§@sia ASN AN
" ag(ﬁl et" . located at the address "@ard," which itself can be designated by:

e Hylifgted;abgve. The"applety cgntamed gman, | TV pree i dopareaded fronhdesmartt car d

2a; card 2q or the internet network RI to the browser 10, which is forced to execute it. This

"applet” establishes a session with a first intelligent agent, arbitrarily referenced 232a,. The
connection to this intelligent agent 2324, uses, for example, a data exchange model of the
"TCP/IP" client/server type (i.e., the class known as "socket JAVA"). The "applet” acts as a

25 "TCP/IP" client and connects to a "TCP'IP" server (the latter also being an intelligent agent)
identified by the address of the card and a port: "@card:port".

Fig. 13 schematically illustrates the various phases of the exchanges for instantiating a
virtual object using the indirect method. This Fig. 13 includes the parameters of the example
described above, i.e., the virtual elementary file fe#5, which is translated into the "URL"

30  address with the configuration (6) above. It is assumed that the address of the smart card to be
used is "@card" and the port 8080. The request is transmitted to the intelligent agent
"ATSDA/SGFV" 7 according to the process described above. The latter returns to the
browser 10 an "HTML" page P constituted by an "applet." In order to simplify the drawing,
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- a "URL" that designates a virtual direct file. A call parameter of this
"applet" is a call structure list, for exanple coded in ASN.1 as 20

i ndi cated above. The "applet"” contained in an "HTM." page is downl oaded
~-fromthe smart card 2a or the internet network RI to the browser 10, which

is for t e khi I|s .th a first
intell ﬁg%n&tr%ggéﬁﬁu&g? Slotfrttggl e'fpyl %Jregoﬁg%gﬁé%% l?ﬁ:ég @etﬁ' EEPPYS‘ o this
i nt el | i"dppler aglehplataPbarweaete Ifﬁarkerekta[ﬂméte >andj&1a@pl%l$ hizagesseretaly iglownhe
"TCP/IP' client/server type (i. t he cl ass known as "socket JKVA) The

" appl et¥aYalles 2pRiel ivEsockpd pigth aclh%@%ﬁhd”@éh egbitrarily eplled Cprolgss”, deit ver
(the | aty ei i t e dress of
he cacd 1§P}zgqgﬁgg$ TH He %gr&élﬁ&g'@ﬁstlﬁgq(g‘f in 1!:%[151 tgéa lru?(gre fE}E frn§ es the
var b ousntphigemsigoit of e lest(stl'acrtgesrdfmnaed%an,r, laadl theglddress/bflﬁlﬁ@brt(ﬂtbhﬁgin usi ng

t he indj.rect t |s JFi 13 i udes t aranmeters of the exanple
descri g‘é‘ﬁl %ﬁ%(‘g Cpresé 3#‘?%%‘?“ g@%n&ﬁiﬁ?‘g%ﬁﬁﬁc’&d@@t higrintehigeat ftgﬁ%ttnngl ated
| nto t b§2a QBB Be:f&a?éa(iiﬁ@l%ssrﬁ\dr{ @arH hg Ogg‘plfhb%’}ﬁﬁltldéqn (6) above | t I S assuned

that the address of the smart card use "@ard" and the port
8080. The r&drg@sxt phesa ¢ansistsi farélk browséreof WQHftsklngehdam@elﬁ[tom thATHRASCGV" 7

accordl n. 0 roce S ed .above. The | atter ns to the
br owser™ %étﬂ}f’c tur ’eW% ﬁgﬁ P95t tﬁ‘? %%Fwaraﬂel‘sa%&eeﬁpp ety Ip rgsngase. thy
si npl i tyrdtthas@iewRdappld, Whieh \6al ibe Usaded Bl KMCELRRS iffo 1Esm1ﬁualapszaEt have
been summarized in Fi QL; 13 by the notation "Applet code" placed between

the mafké hige 2xbgse dtwill eéﬁ@llt%} diophstbrowsay, hip nexiqiasd cansigtsiafcaktingWeey, t he
"appl e i 4 vvhl. his arbltrarlly cal l ed
"vt . cl gr}st%mlgc@sd?% 2‘%9 aﬁt Jﬁ? socjlgt %lasglfﬁzlg Jadg aalng%a% hcl udes instructions

i ndi cating Eaeh mmb:lhm ag:énttfbﬁe)iarm}ﬁé 2824, néxehteg @ precrg @itk: @cryptnldfah
structure, ferenced é. and the address of the port to use, in this

case t ﬁ'écr?éB‘B BESSagmp e Catéﬁ{bo fnaeswiads arglerisecynity gt Fenvsesiomefadfilefeam ahi s
ingell hgs‘%%m?agﬁpﬁnotl?e?%ﬁp e@@'%lﬁl%uél?fiﬁl&%ﬂel F'lthlggntsa\r%ﬁt 23§9r r e%re?en e.dnlttls[1 ﬁ

terminal 1. The next phase consi for
appl et péssiie tdmomdcdaSZacesemyn@veﬂaécasadadedshﬂel]tg%hlf@ehtlssfs in ﬂdelpeétedﬁaﬁlcaﬁs the

cal l .. res se, the Ocardtransmts it the
ool et (ignrnchic s S aERuG s, | ThLORRATEE:. AL os Palates poch e gy agent
machi nQ32dM%@ﬁ§mhés aakd of ¥6e B REUEBE thA1QS add}EssBd YR Eind tltahgmfi?ﬁlte g{gaéﬁxer

consists of calling the intell ﬁent agent 232ap using the cl ass
of theunghapged ¢r Hed to theaiext intedligang agant faps mepreseotedpxanpl e 232ap, execut es
a precise t encryp sage rificatio

pag(gwor ds a?ﬁ% Strtagglg%&lwt t%'é?{t V%n%rgha\l/ned;té g%s‘ii%l?e t§e F?‘ngp?’ ?%r‘r\sﬁssuﬂé tP?t té

f or mat ugeo Lamhheb dOWﬂloa&Taﬁd exyctiaumgindiontilg, peximplelcbdaienitha 0Pt B3daR 1S
repres&g}érf possi bl e to provide, as necessary, several cascaded
L

intell e gwﬁfuéesa@e,qﬁ tl@%@rtﬁqxlé@wpsngergdgf@renced FS, offered by the "HTML"
menu page transmitted by the intelligent agent "ATSDA/SGFV" 7 during the initial phase.

Fig. 14 schematically illustrates the sequence of steps for instantiating such a virtual object,
25  referenced FS. It is assumed that the browser 10 does not have an appropriate reader for such
a format. This reader, referenced LS, is searched for on an Internet site, which may or may
not be different from the site where the sound file FS is located.
In the example described, the sequence of steps is as follows:
a/ the user U; clicks on a hyperlink (text, icon or any other graphical representation of
30  the object to be searched for, i.e. the file FS): a request [, is transmitted to the smart card 2q;
b/ in response, R;, an "HTML" page is transmitted by the smart card 2q to the

terminal 1 and to the browser 10;
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(Fig. 12), which is illustrated in Fig. 13 by dotted Iines. Al so as before,
each intelligent agent 232ap consunes a part of the list structure that is
addressed to it, and transmits the rest, either unchanged or nodified, to
-the next intelligent agent (not represented). 20 To better illustrate the

first +Lllustrate the cance | et us assune that the ser
UI r\janrgr;gndgﬁn?&a\ggah%g gﬁ%e&ﬁdefoﬁﬁffs rBWg‘?rIIQtofr‘Hfue@ﬁ&rrgPIel%oded in tﬁe
"MP3"  fimeABEation T ?ﬁ tHe r@seﬁ%‘a%&'thféﬁﬁe%n@@&armm%hﬁ tifd W@é a?@%%%ﬁ?ﬁgi@re re

referenced FS, ofrfered by the menu ge tr
i ntellilgént agent " ATSDA/ SGFV" 7 during the initial phase. F| g. 14

schematical ly.illustr n steps . for. instantiating sucha
virtual obj éj%:lfn e rti’ﬁé e{:@ gﬁ}ﬁ?g C{i’é"’é{]ﬁ’?@ﬁdﬁﬁa’c"sia% d By Ggdeamingd lgoes
not shave an ecappbepiicall @ apdadedretRs (telehhrt @ird 04 r@&uesfﬁ}' i Jr@éqgf)b afneag?r enced
LS, is searched for . on an Internet site, which may or tb fferent

from t fstasice of hepdiofe FSotmd file FS is located. In the exarrpl e descri bed,
th k h i nk
e sequence @f. sﬁ%ﬁ&s HeSr8%sdrQblr Ves?‘lﬁ%égﬁpgﬁgé‘ﬁ %}Flchl g Eehon SI egfe{ ol Be

(text, icon or a er graphirca

sear chcpthyéahrby the Eermiriael,‘fwhﬁh E&Dv haatﬂemmﬁgirlaﬂesohﬁdidaaasmtted to the smart
card 2a; i n response, an "HTM." page is transmtted by the smart
card 2a to lItHBuSttbéPﬁieﬁahatf”a}r*ﬁjolfeéatt% ags Epsparenifor tip us¢r Yhmordfiktiselyage

regei ves hobtzet NE \&hﬁ&ﬂ?&()w}'ooﬁ@ tﬁeeﬂH(ﬁ*? I:ar&?or'lal? reg(;eagﬁéb? fnﬁ{' ;gékgmgnr égtder

(in the present case S neans’searc

LS); dththew'epHdoﬁ$md/mhe vireat eb;elcarsosgmgrret theSile F5d0 WK Oadfk, dRd tHenst al | ed
in the termn br owser ﬁ}?al n addresses the smart card 2a,

requesflzi%beeflr‘foglrpétélrle Wdthdbff aiprrlgsrrapacrrgtoé St Gapd 2 5Pl then bavedeemnd f/ in
r espons@redtiiehdIbaWS B0 Eﬁbkrs@%b&r@fedtﬂy d%u@&'@kh@s IE'#lgel'ii THYU GRS &30 Qg r ead,

i.e. played, by the termnal 1, whi now has t ppropri a e “sound reader
LS | t NPRINOWHES ¥Acs Ebcetien ofthe virtial olmecrtaﬂbmn Oniy thetsmartspat Znior frde t he user

cat DB RS themetischRagde“ ATSBAAEY S SRovs B fatioh e viual abipes of he.
vr rt uathedis} eftthe SSGENT 8 and €he hbBOA ifdrencERsing théig, exanpl e, had their sizes

been conpatible with the storage capacity of the smart card 2a, could then
have been EtdP@feried verant of themethodghp skl ey msonti" ATS IA/SGFW étaltd nes i n

e oy ARy AR5 RS LR T R 2
agent thAfEﬁDA/aS@'Né systerkribhwstetrh €secodsh@nd b€ coidgderéd inUal brodie@ieseOfor t he
H 50 f Oc]:,xatmp?e itte a\t/'e's tg a%ggmgr?tecar Slgto gdlvgsoe{ccgscs%g %grltar:g re[sggrrcr:]es based on a given
subscription for example, or cards that provide actual secure access to confidential resources,
based on a level of clearance, for example. As indicated, the resources or virtual objects Obv;
can be constituted by transactions.
This constitutes a characteristic of the method according to the invention.
25 According to a second variant, illustrated schematically in Fig. 15, it is possible to use
a hyperlink that defines the "TCP/IP" address of the first intelligent agent associated with the
access method. The address is of the type: "@Agent:AgentPort", with "@Agent" being the
actual address of the intelligent agent in question and "AgentPort" being the port of the latter.
The list "MethodPDU" in this case is a parameter of a "URL." The hyperlink is associated,
30  for example, with an image or a form of an "HTML" page P'.

Thus, for example, a "URL" having the following structure:

http://@ Agent: AgentPort/MethodPDU?Value-xx... (7),
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In a preferred variant of the nethod, the intelligent agent "ATSDA SGFV' 7
also knows the list of the only virtual objects accessible to a given user
U, (authorizations). It is therefore a secure system The term "secure"
-shoul d be considered in its broadest sense. For 20 exanple, it relates to a

paynenty s & golkable % Yé?l@h af RSN g&ﬁ ag@t{tttﬁ’dt Acts @8 guﬁ‘@?ﬁP ge-ven aﬁ)lﬁ’ér‘ﬂg n
subscription ‘for exanple, or cards that provide actual securé access to
conf i deefeieaked éﬁw‘;r'ﬂesmtelbg@eagm 2a2¢qes' ficaefl attheaddrese A gémirA gendignt 'end As

i ndi cat ed ur ces r,, | s Cbv, be cqonstituted b
t r ansadtqeos ! hhe‘l‘f‘i‘?lss 6L t‘stcz ﬁ% }élﬂ &Plpﬁfalnéet%“f R? WSt hod accor di n)g; to
the inventi amn illdQraf€ @rRcBh&tpt, tléttﬁ S8 AaVRE vadlal olbjlsétlt%\f atednagbgymd | cal Iy

in Fig. 15, it is possible to use a hyperlink that defines the "TCP/IP"
addf es displayeden pisersen (Fgel AiSyem pagewar tosmaicisatgitic Wiawset he, andcmslse met hod.

1o oot AR Rkt hatd b dntPGiria BB LR §Rbhusedsthy TSRS byiewin i 0r g

the porcbuldibef fue ekahplera proghen ExeshitabMetyvad BR¥atindsylsting u&as e theeAnip@r BMet er
of a URL The hyperlink is associated, 30 for exanple, with an inmage or a

f or m ofof ¢ "WX/EKG ptéfﬁ‘é "F"‘h XXX beingdhe paraned the peograyrl Fheaslion gf eligkinl | owi ng
struct V X es it
possi bIlé)tielel‘ttlebaﬂrbtevtgt(ﬁ:l é{@ ﬁ?géel%tl SSISME{& 5 @hggxg&lﬁb&ﬁ ﬁgrangswlﬁgl}ér ver,
ar bot r aan by locaetl ém ﬂmctmhlﬁémaqr 1n'ﬁhe1$10|el’$ty§tbint gent agent 232aq is |ocated at

the addr ess T@g[dﬁft tPort" and receives the call structure |ist
" Met hod PDU" trﬁléce P&?Fé'ttet twe paripats,of embodimery i5 that igithefigst €356, Bencept |

| et US ASSUIR b 1 B8eyicsd HBloaaR C¥pled SARBS I splayed
on a screen (Fig. 1 %%ﬂel n aOSartglecguFaraE% or mat %utsl{éﬁsg&)tstﬁge%&g)v\nggg 10, and
t hat t lastomagicaliy. Imldesse@mtd dase; ¢heawsen ppisqpompted toclickr@ama hyperlink o tdi spl ay,
genera aI l.ed, a "viewer." This could be, for exanple, a program

execut §B¥Cél %@/SW@IB‘ﬁ@Patl ng systemused in the termnal 1, of the

"XAK. exe” t imeoughithdreadili of BRI dbavé h?ls%aﬁﬁto%ée tHAEtHRiREHLABH cIERfy asfibw Of
clicking on the above hyperlink (7) will make it possible to search for

t hi s execeluedss et fordyr am which 10 can be | ocated in the termnal 1 or in a
rempte systg f he. Ie) enbo iment is
. ueltq)% cij aI h%&v%ogr HQI? he 1§velnhon fl él&;u[etdeto l;us&gaesetxe?lﬁ é’ll‘X oadi ng of

that nthe irst cas€, the

an ap[ehfbbdlmeﬁtd ex@tlcmllyeiesdrﬂ;ea g ecupatyf mrdaiﬁdecu@ﬂtvﬁﬂﬂlg§aﬂ thyoughnst he second
case, the user U, pronpted to click on a hyperlink or to execute a
simlar acti %Hamﬁlafmﬁ goRAsRSIRe PBSHICHR BPnsﬂﬁ@gdﬁt@U’éemi agents, g dynctign oke t hat

theyi nYl?éWiHeq’lfgeﬁ{ Eg%‘ht YssBGHe8 iRt thi bﬁtugpflﬁ%ﬁtaﬁgﬁlerﬁt%%tgm can be fulfilled by a

non-dedicated agent: the "web" agent or the "APDU" agent.
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It must be clear, however, that the invention is not limted to just the
exenpl ary enbodinents explicitly described, particularly in connection
with Figs. 2 through 15. In particular, as concerns the other script
-translating intelligent agents, the function of 20 the intelligent agent
associated with the virtual file managenent system can be fulfilled by a
non-dedi cated agent: the "web" agent or the "APDU' agent. 29 | CLAIMS 2 3
1.1 Enbedded system equi pped with aCEAIMSconprising information processing
4 means and information storage neans and designed to cooperate with a
network through a 5 ternminal, characterized in that: 6 - it stores at

| east one gbj ec | | nj i P i ] ect
I ogat ed 7qi n t?{:g{ Hﬁé?%%kglﬁgh@g%%%{% EJIICP(S)(& Fﬁgﬂg&ﬂgﬁggﬁgﬁ Err?@{%rﬁs ance of
t hi s aigaecind iformatiorw stopge seannatddesignedtecdopemtawitha ndevgork iedugltoa cooper at e

wi t h mat chi ng net wor interface neans located in the termnal, so that

. 9
the efFﬂg’b‘lfé’ t(eé‘ﬁ?‘t’@r@?tftut es an information 10 server in the network;
ang | 1 - Lt GEPAIISRE0RDOEL ld dshidiRing i RERatEARSoci A6 Waned oﬁo\%?%a@h' sh a
correspondence between 127information passing through the network
i nT er imihe newenk and thakisgiigpesdibledogrediearsinskacaofgbjsebiect;i | e, 13 and

i nformation.exchanged w th id object fil 1 2. Enbedded,syst em accordi ng
to§ clai m 1] "ERBPESE Tk O%(Hflégff’cq‘ WF%"%%M?PF@@SCOQPHPEC‘@% Blagghi e&‘ﬁ%%ous
S 0§ t WaterfR¥ehdiha icatet in HeQ¥®Ehals &f thuethe embeddedEyREAURHs YRS BRI AEAR4HNNY t O

claim1l, wherein said network interface nmeans are 2 designed to cooperate
wilg h seEcyathanaiyorke#dbr k i nterface nmeans located in the termnal, so that

3.1 he enbed Stem: Y [ cli > L Of nnect i o_at
"ahot one. soromPYFRTER Bk heing Wb {RleRRAR A cHRAPTENT e cco

| ozat a@doinmatnpasing throughahandtevikziatriate hfeahs ardd asRighs®e® aMeactdartiolgect syt em
equi pped. with a chip copprjsi.ng, |nformation processi ng neans and 3

i orﬁ%ffl"gﬂ?f"?%?%‘é’aﬁé%dg@{théﬁeOBE@FBWed to cooperate with a network through
atermnal, the 4 enbedded system storing at | east one object file
containing informati on associated with an object 5 located in the network
and maki ng2it pEsasicde dystear aabelimgoi obsmah eeheodin thei obje fikcdompmisds & pigpe i Si ng
6 netwgrk interfage nmeans dﬁsi.rﬂ&ed toq%oo erate wi th matching network

i nt er PRt OHEINE SCHY RIS M PNE {ThROFSFIIRY .50 that the enbedded system
constitutes an information server in the network, 8 and object file

interface nmeans _designed to establish a correspondence between information
1 3. Embedded system according to claim 1, wherein said network interface means are

2 designed to cooperate with the matching network interface means located in the terminal, so that
3  the embedded system behaves like a client capable of connecting to at least one server of the

4  network.

1 4. Method for instantiating an object located in a network, characterized in that it

2 uses an embedded system, equipped with a chip comprising information processing means and

3 information storage means, and designed to cooperate with a network through a terminal, the

4  embedded system storing at least one object file containing information associated with an object
5 located in the network and making it possible to create an instance of this object, and comprising
6  network interface means designed to cooperate with matching network interface means located

7  in the terminal, so that the embedded system constitutes an information server in the network,

8  and object file interface means designed to establish a correspondence between information

9  passing through the network interface means and assigned to at least said object file, and
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-9_passing through the network interface nmeans and assigned to at |east said
object file, and 30 I information exchanged with said object file, the

nmet hod al so being characterized in that it makes 2 it possible to describe
~a-set of sessions between agents using an object file, by neans of at |east
3 the following steps: 4 - establishing a list of the agents inplenented; 5
- for each agent, defining call arguments necessary to the agent. 1 5.

Met hoédnfapedioni exghanged wathrsridl objgee fids, theamethbd also heimg chadesizédiashithemaipgni ng

of ,a . i wi.th another.agent. 1 6. Method according to claim4,
wher eftﬁaogﬁﬁl%égﬂ?scﬁ%ﬁiafsgteogSf"ﬁ‘?éonlgi%gttwetﬁfl AgFJRHERE &n objcgidde Byymeansihat leagent . 1
7. 3|Vbt}’feqd]1f)mngisuﬁ;santi ating an object located in a netvvor_k, char acteri zed
inthat it 2 uses an enbedded system equipped with a chip conprising
i nf or mat i oncPrBIshing alist pbthesgenis impleiehiedimat i on st or age neggsdand desi gned
t o, cooper at ' K rough a termnal, the 4 enbedded system
Stori ng at oer\élglg%m%%geg%}qg@? C1L‘]i|?lalr u%gﬁ%aqeﬁfﬁﬁryitﬂfl&'ﬁf‘f'on associ ated with an
object 5 located in the network and making it poisi bl e ]EO Create ag _ |
instance of this object, and conprising 6 network interface neans designe
to' cooperate wi S’f‘?t LRPIEEteckamd. iwheesin acall prgament drsetiless the openifgofa
tegm : t nmbedded system constitutes an information server in
tﬁfe ngél?)\k/\g?%?th %%glr?(}jgg%ﬁ%ect file interface nmeans designed to establish a
correspondence between information 9 passing through the_nstmork_lnterface
ns and assi to at least said object file and 10 information
g§ hanged aﬁthg t dcﬁ?f"%r@fngftpIclél,‘mt“hé"hﬁ@éfh@ma%némoﬁélmgh%mpéeng@lmsgtsd IP'I
t hat | tani ts sessions between agents described by an object file
eggcu?§g¥?fgg??hgﬁﬁﬁfornation 12 server of the enbedded system by nmeans of
at least the followng steps: 13 - identification of an °P1?0t7f';ﬁ; 14 -
tion of this ,object file. 1 8. Mthod according to claim7Z7, lerein
{ )ﬁlgcgbj oot 111 e@%hogjiﬁ&l??‘élaé“fﬂﬁgi ot ’%Pﬁeﬂgﬂ a?‘""t“??ég’f“!h?‘@?teﬁé%‘ht“ thadbcei at ed
Wiz h tdes apbinbeddellisygem3dqulpred viNEt Hest _%6&19Fi§jihggnt5ﬁn§tlcﬁ1' prbdessi ‘ﬁ{e‘?lh?ar{che
object file is executed g |nstant|aP|ng 2 one or nore agents referenced
by4 t hi@fQsBjagien storage mepny and dasigned te egoperase withiaatetwirk alroogi etirmired.ahed 11 n a )
net wo i 7. i j t uses. an enbedded system .equipped wit
o o oedEALARELORHR l ekt B shisei et inl SRARASR st et Sbeitage

a chip conprisin rocessi _
meansloeated thethe gewark andmaRRgaf gosvibldto 2rdaed MOIktahd¥ TSR oBjebe i Béthpridile
6  network interface means designed to cooperate with matching network interface means located
7  inthe terminal, so that the embedded system constitutes an information server in the network,

8  and object file interface means designed to establish a correspondence between information
9  passing through the network interface means and assigned to at least said object file and
10 information exchanged with said object file, the method also being characterized in that it
11 implements sessions between agents described by an object file executed from the information

12 server of the embedded system by means of at least the following steps:

13 - identification of an object file;
14 - execution of this object file.
1 8. Method according to claim 7, wherein the object file is executed by instantiating

2 the first agent associated with the object file.
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4 enbedded system storing at | east one object file containing information

-

associated with an object 5 located in a network and making it possible to
create an instance of this object, and conprising 6 network interface nmeans
designed to cooperate with matching network interface nmeans |located 7 in

the termnal, so that the enbedded system constitutes an information server
in the network, 8 and object file interface nmeans designed to establish a

cotrespondénce Béethedaccording watlaion?, vhpass itgoijét SU@R k@b Y\REtniidti R f ace
means igned to at ast said_object file and 10 information
exghar?gé;gr %%f%&ggg&efgfﬁng%cl l%f ﬁ\eé’,%lelchglerret hod al so being characterized in
that it 11 inplenents sessions between agents described by an object file

executed from browser software 12 by means of at |east the follow ng
stbps: 13 10 oaMeibpdsfpr inseanbangsar oljedtivatee infa reovekj Ettactdrized anthadit

i £ ble of . 14 inplementing .if; 15 - tion of th
Spoci 11 OISR SRRy Bisaniih o SRR rioRdanformeRomercsesvednaigs nu ol ai m

103 whefomianionh Bersgeantdns ans aédi Mad8o s i@ Y ' r et ed
Iangua'%gede({éﬁcut abl e b; tﬂe br%}\%se(r) S%I%ﬁg?e@q‘llﬁl %{(ﬁéggﬁ%@?%i tﬁ‘& to

cl&i nf SVHFR St b jeasttong iobiect fileaoptagting infernenipn diediated with i oMBEr
Sof t “Mﬁ% hof, I iating an object. l.ocated in a network,
char\é\%f:gtﬁ ?%ne%‘?lletn that | t&ﬁhgkt{}%&%ﬂ%gogr %&%85‘@%0&@58 Flo BRYCNPISIBE chi p

compr etk inferficeratehndepigned ssidapermRaRih antchid ﬁaﬁvefmﬁérfae? ﬁ{etﬁ’%giggatéef& e dded

and desjgned.to cooperate wth a network through a term na
S &g t el tb'? %f'inmf?é? tli“gé}%"t erphrsded pyseqm F‘Pﬂséltl&mnaiingirn@tibm feoverdh illemeasshci at ed

wig h & &l ' : maki ng i ossi.hle tp create an
i nst ancedbg# t hi i?tééﬁegg?gnéaﬂéé;ggg%&ﬁsw%h gggrﬁgstp\%?%c?hf&‘ieﬁ ORYIPg desi gned

t@ corpseinatiyougit the matvairk ingerfieteuncahs and avsfghee tomaBs: kg abrek B2ahdi N t he
term.n rmaﬁlgngh%t t he .%énbegldg.d sfyst m constitutes an information server in
t he network, AReF ot ead phiegt filgs the meghod alspnbeinmeliagansatized ithatit] i sh a
car r eapoans seskiohye@wed i R TRk Qbed b ' i3 efwork knterface
nmeans and assigned to at I_ggast sai d ogfdzc%tbfb? |t flg,&g%ge& ﬁgfnn r8‘r”ﬁ¢étsf’gware
eXchahgBeangiof gt sastdhefellewingsiens; the nethod al so being characterized in

that it 5 ed systemto_.make it )ssi bl e to i npl enent
slgssi ons beltS E@E%Sgé%ﬂoﬁg@ég%ggfgg?rleb &“@C&hﬁ[}?ﬁﬂg&m&ﬁﬁ%S%fmretcé@abﬂer@fm br owser
sdf t vienpégmentiaigiitn t hat it conprises the step that 7 consists of
igentifying, by, means of a universal resource identifier, a specific
$9f t war e quﬁﬂ'ﬁ@‘?éﬁtﬂ?erf@’e@ﬁé spitoredyy thobromeseesoftwaid. Met hod according to
claim 13, wherein the universal resource identifier is 2 integrated into a
hypertext docunent.

1 11. Method according to claim 10, wherein the specific software is embodied in any

2 interpreted language executable by the browser software.

1 12, Method according to claim 10, wherein the object file interpreter is embodied in

2 browser software.

1 13. Method for instantiating an object located in a network, characterized in that it

2 uses an embedded system, equipped with a chip comprising information processing means and

3 information storage means and designed to cooperate with a network through a terminal, the

4  embedded system storing at least one object file containing information associated with an object
5  located in the network and making it possible to create an instance of this object, and comprising

6  network interface means designed to cooperate with matching network interface means located
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A [ [ [ [ I fi ftware is
'1.15. Method according to claim13, wherein said specific so
| oaded by a 2 nethod available in the browser software and deduced from

the uni versal resource identifier. 33

7

I in the terminal, so that the embedded system constitutes an information server in the network,

2 and object file interface means designed to establish a correspondence between information

3 passing through the network interface means and assigned to at least said object file, and

4 information exchanged with said object file, the method also being characterized in that it

5  enables the embedded system to make it possible to implement sessions between agents

6  described by an object file executed from browser software, and in that it comprises the step that
7 consists of identifying, by means of a universal resource identifier, a specific software

8  implementing the browser software.

1 14. Method according to claim 13, wherein the universal resource identifier is

2 integrated into a hypertext document.

1 15. Method according to claim 13, wherein said specific software is loaded by a

2 method available in the browser software and deduced from the universal resource identifier.
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