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Systems and Methods for Distributed Control Computing for a High Altitude Long

Endurance Aircraft

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to and the benefit of U.S. Provisional Patent
Application No. 62/838,783, filed April 25, 2019, U.S. Provisional Patent Application No.
62/838,833, filed Apnil 25, 2019, and U.S. Provisional Patent Application No. 62/855,593,
filed May 31, 2019, the contents of all of which are hereby incorporated by reference herein

for all purposes.

FIELD OF ENDEAVOR
[0002] The invention relates generally to flight control computers, and more particularly to

flight control computers for an unmanned aerial vehicle (UAV).

BACKGROUND

[0003] Unmanned Aerial Vehicles (UAVs) are aircraft that may be capable of controlled,
sustained flight. The UAYV has no onboard pilot, and a tlight control computer (FCC) onboard
the UAYV 1s the central intelligence of the aircraft. The FCC may include one or more

processors and the FCC controls functionality of the UAV.

SUMMARY

[0004] A system embodiment may include: a first flight control computer (FCC) of two or
more FCCs; a second FCC of the two or more FCCs; at least one selector in communication
with the first FCC; and at least one watchdog window 1n communication with the at least one
selector, where the at least one watchdog window monitors a performance of the first FCC
based on an electrical pulse emitted by the FCC; where the at least one watchdog window
may be configured to detect a fault pulse of the electrical pulse emitted by the first FCC; and
where the selector may be configured to toggle to the second FCC based on the detected fault
pulse emitted by the first FCC.

[0005] In additional system embodiments, the detected fault pulse may be a pulse that may
be outside a preferred range. In additional system embodiments, the detected fault pulse may
be a pulse that skips a beat. In additional system embodiments, the detected fault pulse may

be a pulse that has a frequency and amplitude outside of a preferred range of a baseline pulse.
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[0006] In additional system embodiments, the selector may be further configured to reset
power to the first FCC. In additional system embodiments, the selector may be configured to
toggle to the first FCC after power has been reset to the first FCC. In additional system
embodiments, the at least one watchdog window may be further configured to monitor the
performance of the first FCC after the first FCC may be toggled by the selector.

[0007] A method embodiment may include: monitoring, via a watchdog window, a
performance of a first tlight control computer (FCC) of two or more FCCs, where the
performance may be based on an electrical pulse emitted by the first FCC; detecting, via the
watchdog window, a fault pulse of the electrical pulse emitted by the first FCC; and toggling,
by a selector in communication with the watchdog window, to a second FCC based on the
detected fault pulse emitted by the first FCC.

[0008] In additional method embodiments, the detected fault pulse may be a pulse that may
be outside a preferred range. In additional method embodiments, the detected fault pulse may
be a pulse that skips a beat. In additional method embodiments, the detected fault pulse may
be a pulse that has a frequency and amplitude outside of a preferred range of a baseline pulse.
[0009] Additional method embodiments may include: resetting, via the selector, power to the
first FCC. Additional method embodiments may include: toggling, by the selector, to the first
FCC after power has been reset to the first FCC. Additional method embodiments may
include: monitoring, via the watchdog window, the performance of the first flight control
computer (FCC) after the first FCC may be toggled by the selector.

[0010] A flight control computer embodiment may include: a field programmable gate array
(FPGA); a flight control computer (FCC) processor in communication with the FPGA via an
FCC bus; a plurality of serial ports in communication with the FPGA and FCC processor; and
a controller chip in communication with the plurality of serial ports, where the controller chip
may be configured to transform a parallel output of the FCC bus i1nto a serial form for

transmission though a serial port of the plurality of serial ports.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The components in the figures are not necessarily to scale, emphasis instead being
placed upon illustrating the principals of the invention. Like reference numerals designate
corresponding parts throughout the different views. Embodiments are 1llustrated by way of
example and not limitation 1n the figures of the accompanying drawings, 1n which:

[0012] FIG. 1 depicts a system of an unmanned aerial vehicle having distributed control

computing, according to one embodiment;
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[0013] FIG. 2 illustrates a top-level functional block diagram of a computing device for
distributed control computing, according to one embodiment;

[0014] FIG. 3 depicts a computing device for distributed control computing including a
plurality of serial ports, according to one embodiment;

[0015] FIG. 4 depicts a system for monitoring the performance of two computing devices,
according to one embodiment;

[0016] FIG. 5 depicts electrical pulses associated with a computing device for distributed
control computing, according to one embodiment;

[0017] FIG. 6 depicts a flow diagram of a method for distributed control computing for
monitoring the performance of a flight control computer, according to one embodiment;
[0018] FIG. 7 shows a high-level block diagram and process of a computing system for
implementing an embodiment of the system and process;

[0019] FIG. 8 shows a block diagram and process of an exemplary system 1n which an
embodiment may be implemented; and

[0020] FIG. 9 depicts a cloud computing environment for implementing an embodiment of

the system and process disclosed herein.

DETAILED DESCRIPTION

[0021] The following description 1s made for the purpose of i1llustrating the general principles
of the embodiments discloses herein and 1s not meant to limit the concepts disclosed herein.
Further, particular features described herein can be used in combination with other described
features in each of the various possible combinations and permutations. Unless otherwise
specifically defined herein, all terms are to be given their broadest possible interpretation
including meanings implied from the description as well as meanings understood by those
skilled 1n the art and/or as defined 1n dictionaries, treatises, etc.

[0022] System and method embodiments disclosed herein may include distributive control
computing for a flight control computer (FCC) of an unmanned aerial vehicle (UAV). In one
example, the UAV 1s a high altitude long endurance solar-powered aircraft. It 1s a challenge
for FCCs to physically house all of the desired communication lines between the information
processing system and an outside system, so-called “input/output” or “I/O”. An FCC may be
controlled and programmed with a field programmable gate array (FPGA). The FPGA 1s an
integrated circuit that 1s field-programmable 1n the sense that 1t may be programmed after
manufacturing to carry out one or more logical operations. The FPGA may be connected to a

central processing unit (CPU) with a bus to handle all the requisite I/O. This point-to-point
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design establishes just a single connection per node of the aircraft’s avionics, where each
node 1s given a specific task. Such a configuration may lead to high serial traffic that can be
taxing for the CPU.

[0023] Additionally, 1t may be important to have a system that monitors the performance of
the FCC, such that the UAV may maintain flight in the event that the FCC 1s malfunctioning.
UAVs may have at least two FCCs, with at least one of the FCCs acting as a backup 1in case
the other FCC malfunctions. Furthermore, a matrix of checkers, or selectors, may monitor the
performance of each FCC. If one FCC fails, the UAV may still sustain flight by switching to
the backup FCC. This approach may be complicated and the chance of any one of the
selectors failing may be increased due to an increased complexity. Furthermore, the matrix
configuration may be challenging to debug, require substantial wiring, and be at a large
expense to implement. Still further, the matrix configuration may require substantial power,
and the architecture may be challenging to build.

[0024] In one embodiment, the FCC has a processor with an FPGA fabric proximate the
processor. The FPGA 1s radiation tolerant to help shield the computer from high frequency
solar radiation which may otherwise damage the electronics housed therein. Connected to the
processor/FPGA system 1s a plurality of serial ports. A circuit may be created with the FPGA,
providing enhanced flexibility for serial port to pin connections. In one embodiment, the FCC
has an increased capacity of serial ports. In general, the constraints to the total number of
serial ports are the number of physical I/O pins and the size of the FPGA. In one
embodiment, twenty serial ports are disposed at the FCC providing substantial I/O. This
configuration provides a so-called “party line”, where all nodes of the aircraft’s avionics are
listening and communicating.

[0025] Each of the twenty serial ports may be connected to a different element of the flight
control system. For instance, there may be ports for buses, data links, transponders, and the
like. This system may require minimal maintenance and may accurately distribute control
without over-taxing the processor. Furthermore, the system may operate at lower power. For
example, a typical Ethernet connection configuration uses approximately one watt of power,
whereas the FCC may have a power usage at an approximate range measured 1n milliWatts
(mW) of power.

[0026] The system for distributive control computing for the above-described FCC further
includes monitoring the performance of the FCC. More specifically, a system for auto-switch
toggling from one FCC to another 1dentical FCC 1n the event of malfunction 1s described

herein. In one embodiment, a selector connected to the FCC may have a simple
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configuration, e.g., no logic gates, transistors, etc. Individual aspects of the selector may fail.
However, there may be very few failure modes 1n the system due to the simplicity of the
selector, and thus the reliability may be much higher.

[0027] In one embodiment, each FCC has a pulse or “watchdog” being generated by the FCC
programming and the FCC circuitry. A watchdog window associated with the selector may
detect the electrical pulse. If the watchdog window detects that performance specifications
are not met, e.g., a lack of a pulse, then the selector may toggle to the second FCC, while the
first FCC may be power cycled, e.g., shut off and turned back on. Additionally, power to the
first FCC may be reset and any 1dentified 1ssues may be resolved. The FCC may be back up
and running again in a short enough time that aircraft safety 1s assured. Therefore, the UAV
can sustain continuous flight, since the selector has toggled to the healthy backup FCC.
[0028] With respect to FIG. 1, a system 100 for distributive control computing for a flight
control computer (FCC) 112 of an unmanned aerial vehicle (UAV) 101 1s depicted. UAVs
are aircraft with no onboard pilot and may fly autonomously or remotely. In one embodiment,
the UAV 101 1s a high altitude long endurance aircraft. In one embodiment, the UAV 101
may have one or more motors, for example, between one and forty motors, and a wingspan
between one-hundred feet and 400 feet. In one embodiment, the UAV 101 has a wingspan of
approximately 260 feet and 1s propelled by a plurality of motors, for example, ten electric
motors, powered by a solar array covering the surface of the wing, resulting in zero
emissions. Flying at an altitude of approximately 65,000 feet above sea level and above the
clouds, the UAV 101 1s designed for continuous, extended missions of up to months without
landing.

[0029] The high altitude long endurance UAV 101 functions optimally at high altitude due at
least 1n part to the lightweight payload of the UAV, and 1s capable of considerable periods of
sustained flight without recourse to land. In one embodiment, the high altitude long
endurance UAV 101 may weigh approximately 3,000 Ibs and may include two or more outer
wing panel sections and one or more center wing panel sections, providing for efficient
assembly and disassembly of the UAV 101 due to the attachability and detachability of the
wing panel sections to each other and/or to the center panel.

[0030] In one embodiment, the UAV 101 does not have an onboard pilot. Accordingly, a
flight control computer (FCC) 112 onboard the UAV 101 1s the central intelligence of the
aircraft. The FCC 112 may partially or completely control much of the functionality of the
UAYV 101, such as determining a flight pattern, changing direction of the UAV 101, and the

like. In one embodiment, the FCC 112 may determine a flight pattern based on weather
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conditions, the aims of the payload operators, flight patterns of other UAVs within the fleet,
and various external sensors. In one embodiment, an operator determines a flight pattern of
the UAV 101.

[0031] FIG. 2 illustrates an example of a top-level functional block diagram of the FCC 112
of a high altitude long endurance aircraft. The FCC 112 includes at least a processor 153,
such as a central processing unit (CPU), addressable memory 154, an external device
interface 156, e.g., an optional universal serial bus port and related processing, and/or an
Ethernet port and related processing, and an optional user interface, e.g., an array of status
lights, sensors and one or more toggle switches, and/or a touch screen. Optionally, the
addressable memory may, for example, be: flash memory, eprom, and/or a disk drive or other
hard drive. These elements may be in communication with one another via a data bus 160.
[0032] In some embodiments, via an operating system 162 such as one supporting
applications 164, the processor 153 may be configured to execute steps of a process
establishing a communication channel.

[0033] The FCC 112 may be further connected to or in communication with a global
positioning system (GPS) 126 configured for receiving position data from a constellation of
satellites. Still further, the FCC 112 may include a transmitter 157 for transmitting to the
aground repeated GPS signals and/or transmitting to the ground translated GPS signals in an
auxiliary frequency band to a terrestrial RF receiver in cooperation with a terrestrial GPS
receiver.

[0034] With respect to FIG. 3, the FCC processor 153 may be connected to a field
programmable gate array (FPGA) fabric 152. The FPGA 152 may be an integrated circuit
that 1s field-programmable 1n the sense that the FPGA may be programmed after
manufacturing to carry out one or more logical operations. More specifically, the FPGA 152
may include a collection of logic cells, or “lookup tables” (LUTSs), that may be surrounded by
an interconnect fabric. The LUTs and interconnect fabric are programmable providing for a
system that may implement an algorithm. In one embodiment, the FPGA 152 may be
reprogrammed to implement different logic functions, which 1n turn may provide for flexible
reconfigurable computing.

[0035] The FPGA 152 may help expand the I/0 capability of the processor 153. The FPGA
152 may have large resources of logic gates and RAM blocks to implement complex
algorithms. The FPGA 152 architecture may consist of LUTSs, routing channels and 1/0 pads,
where the I/0 pads allow for memory mapping between the processor 153 and other

peripheral devices in the FCC 112.
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[0036] The FPGA 152 may be radiation tolerant to help shield the computer from high
frequency solar radiation which may otherwise damage the electronics housed therein. In one
embodiment, the FPGA 152 may be a SmartFusion®2 FPGA from Microsemi Corporation of
Aliso Viejo, California.

[0037] A plurality of serial ports 170 may be connected to the FCC 112 and in
communication with the processor 153 and FPGA 152 via an input 176, such as a bus. In one
embodiment, each serial port 170 may be a sertal communication interface through which
information 18 transferred 1n and out of the FCC 112 one bit at a time. In one embodiment, the
serial port 170 interfaces with a controller chip, e.g., a Universal Asynchronous
Receiver/Transmitter. The controller chip may be configured to take the parallel output of the
FCC bus 160, as shown 1n FIG. 2, and transform the output 1nto serial form for transmission
though the serial port 170. The senal ports 170 may require minimal support software from
the FPGA 152. The senal ports 170 may be gendered, 1.e., male and female, such that a
connector of the serial port 170 may only mate with a connector of the opposite gender.
Generally speaking, the male serial port connectors have protruding pins, while female
connectors have sockets. In one embodiment, a serial port 170 may have a male connector
that may be mated to an output 174 that 1s female. The output 174 may be a cable that
connects to an external element 172 such as a modem, transponder, and other external
elements associated with the UAV’s avionics.

[0038] A configuration may be created with the FPGA 152, providing enhanced flexibility
for serial port to pin. In one embodiment, the FCC 112 may have an increased capacity of
serial ports. In general, the constraints to the total number of serial ports are the number of
physical I/O pins of the serial ports 170 and the size of the FPGA 152. In one embodiment, a
plurality of, for example, twenty serial ports are disposed at the FCC 112.

[0039] The embodiment having twenty serial ports may provide substantial I/O for the FCC
112. Each of the twenty serial ports 170 may be connected to a different external element 172
of the FCC 112. For instance, there may be ports for buses, modems, data links, transponders,
and the like. The twenty serial ports 170 may require minimal maintenance and may
accurately distribute control without over-taxing the processor 153. In one embodiment, the
serial ports 170 may reduce the amount of processing required of the processor 153.
Furthermore, the 20 serial ports configuration may allow the FCC 112 to operate at lower
power. For example, a typical Ethernet connection configuration uses approximately one watt
of power, whereas the FCC may have a power usage at an approximate range measured in

milliWatts (mW) of power.
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[0040] The system for distributive control computing may further provide for monitoring the
performance of the FCC 112. More specifically, and with respect to FIG. 4, the system
includes auto-switch toggling from a first FCC 112 to a second FCC 113 1n the event of
malfunction. The FCCs 112, 113 are shown without the serial ports 170, as shown in FIG. 3,
for clarity. In one embodiment, the first FCC 112 may be 1dentical to the second FCC 113. In
one embodiment, a selector 182 may be a microcontroller connected to the FCCs 112, 113
via outputs 185. Additionally, the selector 182 may have a configuration with no logic gates,
transistors, and the like. In another embodiment, more than one selector may be connected to
the FCCs 112,113.

[0041] In one embodiment, an integrated watchdog window 180 may be located on a chip of
the selector 182. In another embodiment the watchdog window 180 may be located on an
external expansion card in the FCC’s chassis. The watchdog window 180 may be in
communication with the at least one selector 182 to monitor the electrical pulse, or
“watchdog”, emitted by each of the FCCs 112,113. Watchdog windows may be found 1n
embedded systems that are not easily accessible to an operator, such as the FCCs 112,113
onboard the UAV. In such systems, the FCCs 112,113 may not rely on an operator to reboot
the FCC 1n the case of malfunction.

[0042] In one embodiment, one or more sensors 190 may be connected to both FCCs 112,
113. In one embodiment, the system may include three sensors 190. In one embodiment, each
sensor may be 1dentical. Each sensor 190 may sense information relevant to the health and
performance of the FCC via an output 184. The three sensors 190 may provide for a triple-
redundant critical flight sensor system. In one embodiment, the FCCs 112, 113 may select a
middle value of the redundant set of three sensors 190 to assess the performance of the FCCs
112, 113.

[0043] In one embodiment, the watchdog window 180 monitors an electrical pulse, or
“heartbeat”, generated by the FCC 112 as the heartbeat passes through the FCC’s 112
circuitry. For example, and with respect to FIG. 3, a healthy pulse 192 may be monitored by
the watchdog window 180, where the frequency window of the signal 192 1s within the
preterred range for a properly functioning first FCC 112, as shown in FIG. 4. At another time,
the watchdog window 180 may detect a pulse that beats too slowly or skips a beat, such as
pulse 194. At yet another time, the watchdog window 180 may detect a pulse that beats too
quickly, such as pulse 196. In one embodiment, performance specifications may require that
the frequency and amplitude of the FCC heartbeat be within a certain percentage range of a

baseline pulse. In one embodiment, 1f the signal 192 1s outside of the frequency window, e.g.,
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the heartbeat 1s too fast or too slow, then the FCC 112 will be reset. A fault pulse may be a
pulse that 1s outside a preferred range, a pulse that skips a beat, a pulse that 1s slower than the
preferred range, a pulse that 1s faster than a preferred range, a pulse that has a frequency and
amplitude outside of a preferred range of a baseline pulse.

[0044] In one embodiment, if the watchdog window 180 does not detect a heartbeat or if the
detected heartbeat 1s abnormal, e.g., a lag in time between successive pulses, of the first or
active FCC 112, the watchdog window 180 may communicate to the selector 182 to toggle to
the second or backup FCC 113. In one embodiment, power to the first FCC 112 1s reset and
any 1dentified 1ssues may be resolved through the resulting resetting of the memory and
processor. Accordingly, the first FCC 112 may be back up and running again shortly after a
power cycle and therefore, the UAV may sustain continuous flight. Additionally, since the
selector 182 may have toggled to the healthy second or backup FCC 113, continuous flight 1s
not disturbed while running on the second or backup FCC 113. In some embodiments, the
second or backup FCC 113 may be a duplicate of the first FCC 112.

[0045] In one embodiment, 1f a healthy pulse 1s detected for in-charge FCC 112 by the
watchdog window 180, but no pulse 1s detected by the watchdog window 180 for the backup
FCC 113, then selector 182 does not toggle to the backup FCC 113. In one embodiment, each
FCC 112, 113 may last approximately 8 hours or more, which may be sufficient time to land
the UAYV after failure of one of the FCCs 112, 113. In the case where power may have been
completely cut off and neither FCC 1s able to power up and function, the UAV may
implement a landing procedure. In one embodiment, the landing procedure may be
implemented by activation of a flight termination system.

[0046] With respect to FIG. 6, a flowchart for a method 200 of distributive control computing
for monitoring the performance of an FCC 1s illustrated. In one embodiment, a watchdog
window, such as watchdog window 180 may be in communication with the at least one
selector, such as selectors 182 to monitor the electrical pulse, or “watchdog”, emitted by
FCCs, such as FCCs 112,113. The watchdog window monitors an electrical pulse (or
“heartbeat”) generated by a first FCC as the heartbeat passes through the first FCC’s circuitry
(step 202). In one embodiment, performance specifications may require that the frequency
and amplitude of the first FCC heartbeat be within a certain percentage range of a baseline
pulse. The watchdog window may detect a lack of a pulse or that the pulse 1s outside of a
frequency window of a preferred frequency range for a properly functioning FCC (step 204).
The watchdog window may detect a fault pulse. A fault pulse may be a pulse that 1s outside a

preferred range, a pulse that skips a beat, a pulse that 1s slower than the preferred range, a
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pulse that 1s faster than a preferred range, a pulse that has a frequency and amplitude outside
of a preferred range of a baseline pulse. The watchdog window may communicate to the
selector to toggle to a backup, second FCC (step 206). The second FCC may then control the
UAYV and sustain flight of the UAYV (step 208). Power to the first FCC may be reset and any
1dentified 1ssues may be resolved through the resulting resetting of the memory and processor
(step 210). Accordingly, the first FCC may be back up and running again shortly after a
power cycle and therefore, the UAV may sustain continuous flight. The selector may
communicate, by the watchdog window, to toggle back to the first FCC once the first FCC 1s
running (step 212). The UAV may sustain flight with the first FCC once the first FCC 1s
running (step 214). The watchdog window may continue to monitor the electrical pulse
generated by the first FCC (step 216).

[0047] FIG. 7 1s a high-level block diagram 500 showing a computing system comprising a
computer system useful for implementing an embodiment of the system and process,
disclosed herein. Embodiments of the system may be implemented 1n different computing
environments. The computer system includes one or more processors 502, and can further
include an electronic display device 504 (e.g., for displaying graphics, text, and other data), a
main memory 506 (e.g., random access memory (RAM)), storage device 508, a removable
storage device 510 (e.g., removable storage drive, a removable memory module, a magnetic
tape drive, an optical disk drive, a computer readable medium having stored therein computer
software and/or data), user interface device 511 (e.g., keyboard, touch screen, keypad,
pointing device), and a communication interface 512 (e.g., modem, a network interface (such
as an Ethernet card), a communications port, or a PCMCIA slot and card). The
communication interface 512 allows software and data to be transferred between the
computer system and external devices. The system further includes a communications
infrastructure 514 (e.g., a communications bus, cross-over bar, or network) to which the
aforementioned devices/modules are connected as shown.

[0048] Information transferred via communications interface 514 may be 1n the form of
signals such as electronic, electromagnetic, optical, or other signals capable of being received
by communications interface 514, via a communication link 516 that carries signals and may
be implemented using wire or cable, fiber optics, a phone line, a cellular/mobile phone link,
an radio frequency (RF) link, and/or other communication channels. Computer program
instructions representing the block diagram and/or flowcharts herein may be loaded onto a
computer, programmable data processing apparatus, or processing devices to cause a series of

operations performed thereon to produce a computer implemented process.

10



WO 2020/219765 PCT/US2020/029640

[0049] Embodiments have been described with reference to flowchart 1llustrations and/or
block diagrams of methods, apparatus (systems) and computer program products according to
embodiments. Each block of such illustrations/diagrams, or combinations thereof, can be
implemented by computer program instructions. The computer program instructions when
provided to a processor produce a machine, such that the instructions, which execute via the
processor, create means for implementing the functions/operations specified in the flowchart
and/or block diagram. Each block 1n the flowchart/block diagrams may represent a hardware
and/or software module or logic, implementing embodiments. In alternative
implementations, the functions noted in the blocks may occur out of the order noted in the
figures, concurrently, etc.

[0050] Computer programs (1.e., computer control logic) are stored 1n main memory and/or
secondary memory. Computer programs may also be received via a communications
interface 512. Such computer programs, when executed, enable the computer system to
perform the features of the embodiments as discussed herein. In particular, the computer
programs, when executed, enable the processor and/or multi-core processor to perform the
features of the computer system. Such computer programs represent controllers of the
computer system.

[0051] FIG. 8 shows a block diagram of an example system 600 1n which an embodiment
may be implemented. The system 600 includes one or more client devices 601 such as
consumer electronics devices, connected to one or more server computing systems 630. A
server 630 includes a bus 602 or other communication mechanism for communicating
information, and a processor (CPU) 604 coupled with the bus 602 for processing information.
The server 630 also includes a main memory 606, such as a random access memory (RAM)
or other dynamic storage device, coupled to the bus 602 for storing information and
instructions to be executed by the processor 604. The main memory 606 also may be used
for storing temporary variables or other intermediate information during execution or
instructions to be executed by the processor 604. The server computer system 630 further
includes a read only memory (ROM) 608 or other static storage device coupled to the bus 602
for storing static information and instructions for the processor 604. A storage device 610,
such as a magnetic disk or optical disk, 1s provided and coupled to the bus 602 for storing
information and instructions. The bus 602 may contain, for example, thirty-two address lines
for addressing video memory or main memory 606. The bus 602 can also include, for

example, a 32-bi1t data bus for transferring data between and among the components, such as

11



WO 2020/219765 PCT/US2020/029640

the CPU 604, the main memory 606, video memory and the storage 610. Alternatively,
multiplex data/address lines may be used instead of separate data and address lines.

[0052] The server 630 may be coupled via the bus 602 to a display 612 for displaying
information to a computer user. An input device 614, including alphanumeric and other keys,
1s coupled to the bus 602 for communicating information and command selections to the
processor 604. Another type or user input device comprises cursor control 616, such as a
mouse, a trackball, or cursor direction keys for communicating direction information and
command selections to the processor 604 and for controlling cursor movement on the display
612.

[0053] According to one embodiment, the functions are performed by the processor 604
executing one or more sequences of one or more 1nstructions contained 1n the main memory
606. Such instructions may be read into the main memory 606 from another computer-
readable medium, such as the storage device 610. Execution of the sequences of instructions
contained 1n the main memory 606 causes the processor 604 to perform the process steps
described herein. One or more processors in a multi-processing arrangement may also be
employed to execute the sequences of instructions contained 1n the main memory 606. In
alternative embodiments, hard-wired circuitry may be used in place of or in combination with
software 1nstructions to implement the embodiments. Thus, embodiments are not limited to

any specific combination of hardware circuitry and software.

[0054] The terms "computer program medium," "computer usable medium," "computer
readable medium", and "computer program product,” are used to generally refer to media
such as main memory, secondary memory, removable storage drive, a hard disk installed 1n
hard disk drive, and signals. These computer program products are means for providing
software to the computer system. The computer readable medium allows the computer
system to read data, instructions, messages or message packets, and other computer readable
information from the computer readable medium. The computer readable medium, for
example, may include non-volatile memory, such as a floppy disk, ROM, flash memory, disk
drive memory, a CD-ROM, and other permanent storage. It 1s useful, for example, for
transporting information, such as data and computer instructions, between computer systems.
Furthermore, the computer readable medium may comprise computer readable information in
a transitory state medium such as a network link and/or a network interface, including a wired
network or a wireless network that allow a computer to read such computer readable

information. Computer programs (also called computer control logic) are stored 1n main

memory and/or secondary memory. Computer programs may also be received via a
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communications interface. Such computer programs, when executed, enable the computer
system to perform the features of the embodiments as discussed herein. In particular, the
computer programs, when executed, enable the processor multi-core processor to perform the
features of the computer system. Accordingly, such computer programs represent controllers
of the computer system.

[0055] Generally, the term "computer-readable medium" as used herein refers to any medium
that participated in providing instructions to the processor 604 for execution. Such a medium
may take many forms, including but not limited to, non-volatile media, volatile media, and
transmission media. Non-volatile media includes, for example, optical or magnetic disks,
such as the storage device 610. Volatile media includes dynamic memory, such as the main
memory 606. Transmission media includes coaxial cables, copper wire and fiber optics,
including the wires that comprise the bus 602. Transmission media can also take the form of
acoustic or light waves, such as those generated during radio wave and infrared data
communications.

[0056] Common forms of computer-readable media include, for example, a floppy disk, a
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any other
optical medium, punch cards, paper tape, any other physical medium with patterns of holes, a
RAM, a PROM, an EPROM, a FLASH-EPROM, any other memory chip or cartridge, a
carrier wave as described hereinafter, or any other medium from which a computer can read.
[0057] Various forms of computer readable media may be involved in carrying one or more
sequences of one or more instructions to the processor 604 for execution. For example, the
instructions may initially be carried on a magnetic disk of a remote computer. The remote
computer can load the instructions into 1ts dynamic memory and send the instructions over a
telephone line using a modem. A modem local to the server 630 can receive the data on the
telephone line and use an infrared transmitter to convert the data to an infrared signal. An
infrared detector coupled to the bus 602 can receive the data carried in the infrared signal and
place the data on the bus 602. The bus 602 carries the data to the main memory 606, from
which the processor 604 retrieves and executes the instructions. The instructions received
from the main memory 606 may optionally be stored on the storage device 610 either before
or after execution by the processor 604.

[0058] The server 630 also includes a communication interface 618 coupled to the bus 602.
The communication interface 618 provides a two-way data communication coupling to a
network link 620 that 1s connected to the world wide packet data communication network

now commonly referred to as the Internet 628. The Internet 628 uses electrical,
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electromagnetic or optical signals that carry digital data streams. The signals through the
various networks and the signals on the network link 620 and through the communication
interface 618, which carry the digital data to and from the server 630, are exemplary forms or
carrier waves transporting the information.

[0059] In another embodiment of the server 630, interface 618 1s connected to a network 622
via a communication link 620. For example, the communication interface 618 may be an
integrated services digital network (ISDN) card or a modem to provide a data communication
connection to a corresponding type of telephone line, which can comprise part of the network
link 620. As another example, the communication interface 618 may be a local area network
(LAN) card to provide a data communication connection to a compatible LAN. Wireless
links may also be implemented. In any such implementation, the communication interface
618 sends and receives electrical electromagnetic or optical signals that carry digital data
streams representing various types of information.

[0060] The network link 620 typically provides data communication through one or more
networks to other data devices. For example, the network link 620 may provide a connection
through the local network 622 to a host computer 624 or to data equipment operated by an
Internet Service Provider (ISP). The ISP in turn provides data communication services
through the Internet 628. The local network 622 and the Internet 628 both use electrical,
electromagnetic or optical signals that carry digital data streams. The signals through the
various networks and the signals on the network link 620 and through the communication
interface 618, which carry the digital data to and from the server 630, are exemplary forms or
carrier waves transporting the information.

[0061] The server 630 can send/receive messages and data, including e-mail, program code,
through the network, the network link 620 and the communication interface 618. Further, the
communication interface 618 can comprise a USB/Tuner and the network link 620 may be an
antenna or cable for connecting the server 630 to a cable provider, satellite provider or other
terrestrial transmission system for receiving messages, data and program code from another
source.

[0062] The example versions of the embodiments described herein may be implemented as
logical operations 1n a distributed processing system such as the system 600 including the
servers 630. The logical operations of the embodiments may be implemented as a sequence
of steps executing in the server 630, and as interconnected machine modules within the

system 600. The implementation 1s a matter of choice and can depend on performance of the
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system 600 implementing the embodiments. As such, the logical operations constituting said
example versions of the embodiments are referred to for e.g., as operations, steps or modules.
[0063] Similar to a server 630 described above, a client device 601 can include a processor,
memory, storage device, display, input device and communication interface (e.g., e-mail
interface) for connecting the client device to the Internet 628, the ISP, or LAN 622, for
communication with the servers 630.

[0064] The system 600 can further include computers (e.g., personal computers, computing
nodes) 6035 operating in the same manner as client devices 601, where a user can utilize one
or more computers 605 to manage data 1n the server 630.

[0065] Referring now to FIG. 9, illustrative cloud computing environment 50 1s depicted. As
shown, cloud computing environment 50 comprises one or more cloud computing nodes 10
with which local computing devices used by cloud consumers, such as, for example, personal
digital assistant (PDA), smartphone, smart watch, set-top box, video game system, tablet,
mobile computing device, or cellular telephone 54A, desktop computer 54B, laptop computer
54C, and/or automobile computer system 54N may communicate. Nodes 10 may
communicate with one another. They may be grouped (not shown) physically or virtually, 1n
one or more networks, such as Private, Community, Public, or Hybrid clouds as described
hereinabove, or a combination thereof. This allows cloud computing environment 50 to offer
infrastructure, plattorms and/or software as services for which a cloud consumer does not
need to maintain resources on a local computing device. It 1s understood that the types of
computing devices S4A-N shown 1n FIG. 9 are intended to be illustrative only and that
computing nodes 10 and cloud computing environment 50 can communicate with any type of
computerized device over any type of network and/or network addressable connection (e.g.,
using a web browser).

[0066] It 1s contemplated that various combinations and/or sub-combinations of the specific
features and aspects of the above embodiments may be made and still fall within the scope of
the invention. Accordingly, 1t should be understood that various features and aspects of the
disclosed embodiments may be combined with or substituted for one another in order to form
varying modes of the disclosed invention. Further, 1t 1s intended that the scope of the present
invention 1S herein disclosed by way of examples and should not be limited by the particular

disclosed embodiments described above.
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WHAT IS CLAIMED IS:

1. A system comprising:

a first flight control computer (FCC) (112) of two or more FCCs (112, 113);

a second FCC (113) of the two or more FCCs;

at least one selector (182) in communication with the first FCC; and

at least one watchdog window (180) in communication with the at least one selector
(182), wherein the at least one watchdog window monitors a performance of the
first FCC (112) based on an electrical pulse (192, 194, 196) emitted by the first
FCC (112);

wherein the at least one watchdog window is configured to detect a fault pulse of the
electrical pulse emitted by the first FCC;

wherein the selector is configured to toggle to the second FCC based on the detected
fault pulse emitted by the first FCC; and

wherein the detected fault pulse is a pulse that is outside a preferred range.

2. The system of claim 1, wherein the detected fault pulse is a pulse that has a frequency

and amplitude outside of a preferred range of a baseline pulse.

3. The system of claim 1, wherein the selector is further configured to reset power to the
first FCC.

4. The system of claim 3, wherein the selector is configured to toggle to the first FCC
after power has been reset to the first FCC.

5. The system of claim 4, wherein the at least one watchdog window is further

configured to monitor the performance of the first FCC after the first FCC is toggled
by the selector.
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6.

10.

A method comprising:

monitoring, via a watchdog window (180), a performance of a first flight control
computer (FCC) (112) of two or more FCCs, wherein the performance is based on
an electrical pulse (192, 194, 196) emitted by the first FCC;

detecting, via the watchdog window, a fault pulse of the electrical pulse emitted by
the first FCC; and

toggling, by a selector in communication with the watchdog window, to a second
FCC (113) based on the detected fault pulse emitted by the first FCC,

wherein the detected fault pulse is a pulse that is outside a preferred range.

The method of claim 6, wherein the detected fault pulse is a pulse that has a frequency

and amplitude outside of a preferred range of a baseline pulse.

The method of claim 6, further comprising:
resetting, via the selector, power to the first FCC.

The method of claim 8, further comprising:

toggling, by the selector, to the first FCC after power has been reset to the first FCC.
The method of claim 9, further comprising:

monitoring, via the watchdog window, the performance of the first flight control

computer (FCC) after the first FCC is toggled by the selector.
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