FAULT- TOLERANT COMMUNI CATI ONS | N ROUTED NETWORKS
BACKGROUND [ 0001] In a conputer networking

wenvi7asutent , nul ti pl e nodes may communi cat e WeCI/USamk/035497
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ot her over a network. Should the network experience a
failure, communication between the nodes nmay be

i or upt ed eSO 0P RBIEITCAADNE I ROUPES SRR RS

S|an|f|ed summar closure in order

provi de a basic understan@hngcﬁo@the reader. Th|s

summary i s not an extensive overview of the disclosure
aioill doeslmod kcawepttef y nkm@wpridng centirtapalengl enelipke ofodes may
the invention or delineate the scope of the invention.
IF@“%‘QPE&‘EUWHBS@CPSOW‘% omreée"wtwgbnéh%ﬁcféptrsetwork experience a

di.scl osed herei.n for prelude to
i n oueR B hosesiian o) ePident ea L at er
[0003] The follow ng exanpl &ipLQyi de conputer network
conmuni cation fault-tol erance via unique network stack

afstoif ect ur efe rBfiGiving NSresdntd MBLiInfAASH dRkhdhdrPNoDihe disclosure in
application software operating on networked nodes.

[ ofR4]to Maoyidefa bhsic atridentdarling eatthe esadar. | THe soomeary is not an
readily appreciated as they beconme better understood
byxteasier eyrrdevefithe disloswiriang itidees naddensify keyer gifical elements

consi dered i n connectio vvlth eacco anyi ng
Bme‘ngyenmem Peae %QRWWE[‘ %g]'tsﬂ’ﬂée purpose is to

esent descriptio e better rstood from
FBrRE restcohRpke Bitlesis Eﬁ%" W} G PRE BB ot IR o e
a‘ﬁ&b‘PéETHé’tﬁb(%1 %QF:BMM‘H%UW?@&%&H lafp006] FI G 1 is block
di agram show ng an exanpl e network stack architecture.

[ @08] FI G TReifslléwib ostantpl&dpav dehesh figed netvtk Wik dhication
conmputing environnment including two exanpl e nodes

c Gayit-ederanee t we netguwsr keetwpBO08kclE| GrchBettsres bteguking minimal
di agram showi ng an exanpl e faul t-tol erant

C 6PRRIARr BN DhaP Rl sofEaregperating on networked nodes.

[0004] Many of the attendant features will be more readily appreciated as
they become better understood by reference to the following detailed description
considered in connection with the accompanying drawings.

DESCRIPTION OF THE DRAWINGS
[0005] The present description will be better understood from the following
detailed description read in light of the accompanying drawings, wherein:
[0006] FIG. 1 is block diagram showing an example network stack
architecture.
[0007] FIG. 2 is a block diagram showing a ' networked computing
environment including two example nodes coupled via two networks.
[0008] FIG. 3 is a block diagram showing an example fault-tolerant
communications driver, NETFT.
[0009] FIG. 4 is a block diagram showing an example fault-tolerant

communications architecture including NETFT and an application.



[0009] FIG 4 is a block diagram show ng an exanpl e
fault-tol erant conmuni cati ons architecture including

WORIFH3z11d an application.[001 0] FIG 5 is a PCOWS2006/035497
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di agram showi ng data flow ng through a fault-tolerant
conmuni cati ons environnment including a source node and

gﬁgﬁ@i nati pg; 8qde fﬁ%&@%m{%\ﬁ% &h{;ﬁﬂ@%ﬁ{gtﬂ%u@{ég%alt-touerant

ath B over netwo IC. 67is a

di@amaRicahiend Revicaineenk | @WiuBEgt Br vi@ke thidde fad tat dk’imatibn node
conmmuni cations environnent shown in FIG 5 with the

adoligiécvia Ghthseverr aletvpwk Ji dnldePatioBoverireaworki’ss f ai | ur es.

[001 2] FIG_7 is a block diagram show ng and anot her
elipi e of AG dulis golley froremnsiamirhdrinHoyingyBirough the fault-
NETFT. [001 3] FIG 8.is a block diagram show ng..an

BT EPROHE LU B, AToBBRA A DS Qe Se Ry Aon of several
[ B?%Sll}tqli ggmh’ﬁﬂﬂﬁgﬁ@f_aﬂﬂ‘reépp' ication. [001 4] FIG 9 is

a1l ow

Iragram show ng data flow ng through a-

f gaditz t ol er aRf. TRNMBURadibgam SoWiIhPBAR RhothRE ledampl & a fault-
source node and a destination node coupled via Path A

ov&eranetowmiinitatord dPveh NBTBV.er network 2. [001 5] FIG
10 is a flow diagram show ng data flow ng through the
f 00131 ol er afiG.c8mirurd ddeskorBagsami sbewiaat aB heydnpla fAudt-tolerant
9 with the addition of Cﬁ ier al _possj bl e comruni cati ons

f pMuEatiprparchifecyrgingyding NETIH) HRRYFEM s howi ng

a npl e UL i r Vi i i GF _
Iy SRTR RIS Bl U e
Lick@nuf SEERS @nbivbmh &S irklRlinds @d sdurle ARk 9B & ldekihation node
parts 1 n the acconpanyi ng drawi ngs. DETAI LED

DieSGREPTiaGdkH AQLerGletdtre 10@idPdted cdesoatvptid 2an provi ded

bel ow i n connection with the appended drawi ngs is

i ie@ikded as FG.dEs iy agidvodiagian sbopingseata flovdamgplterughdhe fault-
is not intended t o represent the only fornms in which

t fielefsnt SemmusiGaHpN e §NYHANMSET SBAA ﬂmai)éc? Bith fhe pAdiign of several
The description sets . forth the functions of the

ePRRTiPle£o WY fECBR fiEHEe of steps for constructing
arﬂgmcb?eratl M the gxagphesk HRWRVE' shdWify an example computing

environment in which the technology described above may be implemented.
[0017] Like reference numerals are used to designate like parts in the
accompanying drawings.

DETAILED DESCRIPTION
[0018] The detailed description provided below in connection with the
appended drawings is intended as a description of the present examples and is not
intended to represent -the only forms in which the present examples may be
constructed or utilized. The description sets forth the functions of the examples and
the sequence of steps for constructing and operating the examples. However, the
same or equivalent functions and sequences may be accomplished by different
examples.
[0019] Although the present examples are described and illustrated herein as

being implemented in a computing and networking system, the system described is



sanme or equivalent functions and sequences may be
acconpl i shed by different exanples. [001 9] Although

woOher7peegent exanpl es are described and il ust paras2006/035497
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herein as being inplenmented in a conmputing and
networ ki ng system the system described isprovided as

taiﬂ'o?é@t%mals.e an:Qar'?\?Fe Qnr% 'H&taﬁﬁ hq?t'atlonAs ADQREsSKiilib®Gn 1tRe art will

appreci a e present exanpl es are

Sifipk @t thelpréRpt bxahpiONadesuRaddrtbedppliehtish fnf £U81ky of different
types of conputing and networki ng systens. [0020] FIG
bypa;&hm&budhgghamnahanggyaamexanple net wor k st ack
architecture 100. A network stack ("stack") generally
cle@pPles wi tHGsoF t Warbéocéspmlaqfam shewinpa ane¥RNR! estnse'kork stack
interfaces_and/or oth ov dq net

cuhtrs a1 Bis 4 RPNty CPReEn ppsres forian Witk Software
t pllfei\c,'t?otnlsqpa hgtw%)}(l{)%t%@l [rXer?aQ:' %aﬁd R)r kb?heqtlnt{e%cecs%%rgs%de network

etwork ist
S&in“nﬁﬂcﬁﬁ)n@tfurg&fonﬁﬁ’&mb ﬁgpﬁc‘a)mr‘ish%n"aﬁibhtaﬂmn |§’fty|:ﬁ&31*ﬁy said to be at

stack. Various elenents of a network stack nay be

r @f eblied to) ths “tap” of thasadckt Reetvapk oy tybixhiysaidto bheat (or coupled
stack, or higher or lower in the stack relative to

el thedbhtspm” Bbthesstarkp Veriousrel@nath of a peivask stackimayee referred to
130 is higher in the stack than NI C 180 which is sh W?

ads ARy Neat Lhnior ort ritase gE ke taginiog higkiet PE lpwsy i fRfustack relative

Rt SRS RRP ISl BT SPrRECoR ) 5T MsfEn B stk than
NRHES, éd']\%hﬁ"\qg@ﬁ%\ﬁn ?\ptlﬁﬁgd{ﬁ% oWeSstag{eﬂet'ﬂ%' ﬂﬂtl@lﬂalt h&re Various
pur pose or focus o b

eplctlon as under st ood

t BQs& Tk idflaesbtivbrid digciaiby of Mg Hot TRtudeesome’ etatlv elemedss, or may
used herein refers t o a control programor the |like

t aupeoalel @ rameode dleroerapan atkows whysa dppertdimgibarthe purpose or
device, such as a printer, network interface card, or

ofdsas otthwpslepistios.Assynsieesigochby thesopdlied i the ﬁf’f one or

nor e_prograns suchﬁgweqetmor stacks roto

dio¢&l s, andh et E Atpiredr NLent i 1o 2 ?q“rwroeqrsw or the

s o, 105 oAU 5 1AL, e
”ﬁé(thﬂg‘ﬁt@faQ@‘Egl%t oPBthan&nB&elaSl%s%Kmdgﬂd Si8flatk Withddhe or more

application operating on another node. In this case,
t pgdahasich Sahdwbek §thew, peaved| diibessirablsr athdr icsmpenrt software

out over a network. Data recelved by a node is saidt

oof Ffiowwarepdr the like. For example, a protocol driver typically operates with a
network stack.
[0022] An application may pass a packet of data to a stack destined for an
application operating on another node. In this case, the data is said to flow “down”
the stack and is sent out over a network. Data received by a node is said to flow “up”
the stack until it reaches the destined application. Such networking systems are well
known to those skilled in the art.
[0023] In one example a stack is based on the Network Driver Interface
Specification (“NDIS") which defines a standard application programming interface

(“API") for network interface cards (“NICs"), such as NIC 180, and abstracts the

network hardware from network drivers. NDIS also specifies a standard interface



the stack until it reaches the destined application.
Such networking systens are well known t o those

wekbd7toasii7on the art. [0023] I n one exanple a sPaAThIS2®6/035497
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based on the Network Driver Interface Specification

("NDI S") which defines a standard application
PrREL@NMIAYredNhBfWoRk EdfiveE)] ther ) aBekry@inly 1dWeeLIERE Edrivers that
cards ("NI'Cs"), such as NIC 180, and abstracts the

nehamagk Headwevar eudhr asn netimpok diivev.efrom MPP&-Blvelodrivers, such as
specifies a standard interfacebetween | ayered network
droretecs), drivees-ebuldiplst NRE-corforringr proeacsl dgiversemay tqeagxist on a
manage hardware, such as a mniport _driver, from . .

LSHEHe PedR Al s pade nsbies alige Bl PaFIRpS PgEAtne it is connected
[tipl Dl S- f ' LAser, = X o
orto e e ARG MM el REGonCeaifEns REUpHIpHEehc via s
NIGSocif6d DaRs: Rarais@didy the tRMIOG BdstRioRDsrENDIBaE seh in FIG.

network, NDI'S routes network traffic to the

appraapéd wdreoMNing sthek sthadadsaedralobdiatrinddor ashitertinest edh as the
by the traffic. An illustration of NDIS is shown in

Fl@enl Pa@-Hek Intarfese ki'@Ql"s tthe kDate alidlarRigvidere drigidaceg(‘BEPI), the
and/ or architectures, such as the Qpen Data-Link ,

| indformc Briyeroiterface; ({HDBat o LFMek @FW'%?S’IW‘éﬂ?"aé‘éQd with the
("DLPL"), the UniformDxiver Interface ("UD " r

o AP SEPSE e o T BEPatEeu e e oty oy Spe understood
e I i t [ Bd [ i ;
e oRe g che B s PR ER oL R ek ERS hAT oI rminology i
mafske fwith eW@fFﬁB@ﬁwOUN%@ RBeH P¥oh Shlie bilien @taddyrds Stechnologies
used wi th exanpl es throughout this description, but
otdmely ors taaahttactiisss teyhhel egides atidbbrthesec kikarplesir wish negpropriate
be used in all of these exanples with appropriate
nmodpdifiextonengilessfteywisstoéeds se not ed. [0024] As shown

B0 150, B R bR YENSTR AR ) B e o
1 PR B SR B MFdS TAA y rc

B9 & hk trin(PRAT @iVePNB0 hAF badidgias@NditA JuenBorLeemity Atinage its
data through the NIC. The mniport driver 160

t ygee@ldny, intlelidgpeending tandhieghieingl éatel thetuighethe, NKLICThe miniport

as internediate driver 140 and protocol driver 130. A _

mi driveort 60 dypivadly interfaoessivitle héhes-|eWeCddvérg.eguchNis@ntermediate driver

m ni ports generally g3erform t hose hardware-specific .

opb‘l'(gﬁﬂé)ﬁfé'o‘iﬁ’é@'_déﬂvqr e ag@inerparivercin eensigeesdudy HIC driver. NIC

%%pm%\?go'&%rgewe%llly rg)gﬁgrenq %lk%]ste Pralflé]v%rlegsrg)%ki!ﬁtc%pgragghsdﬁgedgg to manage a
particular NIC with common or NIC-independent functionality provided by NDIS. A
node may include multiple NICs with each NIC generally having an associated NIC
driver. Some examples in this description describe the use of miniport drivers but, as
will be understood by those skilled in the art, any type of NIC driver or the like may
be used in these examples, unless otherwise noted.
[0025] Protocol or transport driver 130 couples to NDIS 120 via an NDIS
protocol interface 134. Protocol drivers or transport protocol drivers generally

provide the functionality to create, send and receive packets of data that are sent

from one node to another through the network stack and over a network. As known



node may include nmultiple NICs with each NI C generally
havi ng an associated NIC driver. Sonme exanples in this

wdeswrispt7p on descri be the use of mniport drivecs/usuos/035497
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as wll be understood by those skilled in the art, any

type of NIC driver or the |like may be used in these
eX8NPloes ,skHiRl einsthet fer Wi &enmeh ediiabl B2 uaFirReQr aklivefy transport
transport driver 130 couples t o NDIS 120 via an NDI S
priovbecol magtler TAGREP 1B4nsRissibacCdnta i Rretogolof Ihteeres Rootoco!). UDP
protocol drivers generally provide the functionality t

o Epeapdagraen Broaer@r @k iR ay sk e cemafordanrglizifigtor gros-guaranteed

St PG TP bR Rt biiBeE BRI darmpt Pecket
I R L ——

Prigt &6 @khdrwisetn@tdget Protocol ). UDP (User Dat agram
Protocol) over IP may be a comon unreliable or

ndnoezglar ant eiolS dietdrmedigtep (‘U cdiiversTCRD  4MdPsieowh Gletween protocol
ot her protocols, such as |IPX/ SPX (Internet Packet

Exdilyarsge39 asg NRIHAME rPiaidests 16 ahi§e)!,. Tioagrobecolislaiders IM drivers
with the foll ow n%‘gexanp es unl ess ot herw se noted

| .
[ G0P6F" RieSPnteirivars yhele fo N frivars thaydoakyikeapratagqbdivers. Data
b t | ' 30 d . NDIS N C m ni t ,
DD B B RS ST B 140w
It MBe iglete iﬂ}&_‘cp,_oﬁlgé, ‘F@]Wa?d,treQir%!tgnQi?i)Nﬁ{o%ﬁfg/t}ﬁxocjra%é%\%kets. An

i ke protocol drivers. Data packets OW ng" up

t heteratdtekdrfeACAO pag Slsbeauaintade fliddr drivarer 140 whi ch
may ignore, inspect, filter, forward, redirect and/or

nd@027] t he dd.a daisket dlodkn diagremmetivatng dr i mework4d computing
may al so be _known as a filter driver. kgozzj]n FIG 2is
a BVERMeftadPANNYHOWNP nvoa e kST RedRsc 8P Lanidng60 coupled via two

RS0 I AR AR SR o ers o,
6 " . " | 1 .
SRl PSR RTINS0 B il o

CQRGHEEIor @hP ot VLG ARM GES: ofWonPYinglor HAEde0U g QENELs, machines
types of conputing or processing devices, machines or

Systsgstems GDee AOM-iiithd exenEX afp g eodf @mpupiag @ stem is described in
conputing systemis described in detail belowwth

r esprélclhelow with @spekt to €G- dlleSirded 2]12.22144 26262nd 2Ad r@@4sent NICs
represent NI Cs associated with their respective nodes.
ORSIHAHES PP D el resRaFHYE d10ges- Oneyipn-imitgacexagnple of a type of NIC is

further described below with respect to FIG. 11 as network adapter 1113.

[0028] As used herein, the term node refers to any computing system,
device, or process that is uniquely addressable, or otherwise uniquely identifiable, in
a network (e.g., network 202) and that is operable to communicate with other nodes
in the network. For example, and without limitation, a node may be a personal
computer, a server computer, a hand-held or laptop device, a tablet device, a
multiprocessor system, a microprocessor-based system, a set top box, a consumer
electronic device, a network PC, a minicomputer, a mainframe computer, or the like.
A non-limiting example of a node 210, in the form of a computing system, is set

forth below with respect to FIG. 11.
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further described below with respect to FIG 11 as
network adapter 1113. [0028] As used herein, the term

waaog/sef7ers to any conputing system device, BCT/US2006/035497

process that is uniquely addressable, or otherw se
uni quely identifiable, in a network (e.g., network

ﬁ&bz)g] and t RatwdrRs ODEARl B2t may GRrEUBaGat retwbitid) natyhedst on the
O(fes in the network. For exanple, and w thout

ls i tortdierentsutndes, My be layiqdy somblysictlypeaugted er isolated from
server conputer, a hand-held or |aptop deYiqe, a cul
teati ethedevarcese sinifal of giftscenigsiwanydigeitfhnglogies, etc. In particufar,
nm croprocessor - based system a set p_b C r
SrTkOADE AT ARCTRADR EetiEh Repter e it bauyofksiREIBHAE frouters
g&%%'[\,zar frggtf{ﬁf;eg@%?c% pséﬂ(%tg 'Rlég%abﬁ- B%do‘ls‘%ﬁe' t@?i_cally considered

th orm of a conputing

3 jcaki Lesit kgl @Woikd RatesBRCHNE Mmetkdr@ to another. An
f%ﬁ%@g%ﬁﬁéﬂiﬁtgﬁks 252 and 282 may be the sane

b plekof a@Yitadid Srlotaidl ishrRCPg@NEengiingdd fiftarpanketd brieytgble fashion
may be logically or physically coupled or isolated
fimpiesasihg attoetablaragnapoet piodohto farmar pR@as fend the data packet.

net wor ki ng technol ogies, etc. In particular, network
Tomsandligin theyarbwilt b fAnil el b rREADIEIRIPtaCels a0, gaiIg nemwork
i ncl udi ng rout erg ”]»gt forward routabl e protocol

SECINCIHE - (R 6%8F% are typically considered
ﬁ@%m cat 'IRQ}%\ep x%‘r'rﬁ)%j lr%t\}vﬁ'ﬁg 2b2 OanEloégzemQ@ﬂo@ iﬁdé}i&h@m of each

rk t o anot An ‘exanpl e of a routable protoco
| Sch TR dhPenaSaN@eRY ista GRbisle MaskRiluenwah ropit edaiverld mshiuptikely to
inmplies using a routable transport protocol t o fornat
advedcOEheseehtionel statia gfalck ether. Thosteer skambles, threet ofemaliernetworks
will be famliar with routable protocals and routin desired
nehyvbekusedpbl exresles W‘Qteeﬁ@a@ﬁdﬂaf%ﬁithefét‘ltﬁ‘rt8§.rar[c6(?§%] esired &

In one exanple, networks 202 and 28 be.. .

i laczepemEbst ob PeRNOKK %JPH%P’V'@JEE afWéta%‘?ﬁ‘%/’l%"ér&év‘?ys°fa”°de‘°‘ to those
probl emor failure.with e LK kg o [ fploved.
af‘?té’é’ﬁ(st H‘é'“gﬁ‘egr%i'f“é'ﬁéf'””s“?é}toﬁﬁ % 3 Iella%to hé‘rm}e’n@ ﬁg‘f Plove

emi es, tl[es PhasiBlReRINPLYS 2MBYis BRowS @ith ahrexample address
exanpt es where greater degrees of fault-tolerance are

dgsiipedcaslBr ged idhREd @6 nastorrik 202l BIEY 24 .t #se faesociated with
associ ated connectivity of nodes t o those networks,

i pediardongs ahaimividr amexbepleofddiess of N8T &l 4a3®iRng Is coupled to
node, may be enpl oyed. [0031] NIC 2 12, associate

whetwonlo e 282.181C 262 s BevRsiaigt W'tgnn‘é;@aﬁﬁq)’e'saa'&}"gbg‘”t fan example

;;é@%gssggcﬁgtﬁgﬁgr;n%u%l glgotc%ugﬁztdv%r %et%\%?k 1N|2€2.2NH'264, also
associated with node 260, is shown with an example address of 197.71 .48.39 and is
also coupled to network 2 282. These addresses may, in practice, be IPv4 or IPv6
addresses or the like, of any other type of network address typically related to the
protocol being used.

[0032] Each node may inciude one or more NIiCs. Arrows 201 and 203, also
shown in FIG. 11 as arrow 1114, represent a first communications route or pathway
(“Path A") over network 1 202 between nodes 210 and 260. Arrows 281 and 283
represent a second communications route or pathway (“Path B") over network 2 282

between nodes 210 and 260. In practice, there may be one or more pathways over



node21 0, is shown with an exanpl e address of 197.71
.48.38 and is coupled t o network 2 282. N C 262,

wagsoosat’ed Wit h node 260, is shown with an exaapiug2006/035497
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address of 172.56.48.38 and is al so coupled to network

1 202. NIC 264, also associated with node 260, is

sbayBr Wokdn@oasaEpl@nid k@6 Sr Bford Addetlin -eABiradn@it00S The term
al so coupled to network 2 282. These addresses may, in
pfrtchwae aseed Rertirois definéd asldressesnicationheoliteker, caonmunications
any other type of network address typically related t
o"n'hebeﬁwwbe@ﬂ%b@.an@etwg% Suglpeagyterclinkn@de bgedynamic in that the
i ncl ude one NICs. Arrows. 201 and 203, also

s gt e EF@eeTfoggs DRY G728 AT Y"BBr esent a fi r st

CajgEapi cat i gﬂﬁtsr Q%%n‘afz@@ﬁ%\@ﬁ% " ﬁ%éﬁat Afgr% a gefyork stack,

network 1 2 et ween nodes and r OWS

aHt| By b IRIIe618fane cERERMLaBOMTURTS AtiVaN Préviiddeo®each of nodes
pat hway ("Path B") over network 2 282 between nodes 2

1Q@1arhd2B60. The PT alcivercef bidekrad 6nraysHisvromethodn erdreple address of
pat hways overone or nore networks between the two or

moP&-hbore the EhAriveneéilogkoaes Théhpe'ﬂnwrtfpa?mh@mmplasaddress of
f d t

cim‘?‘éiﬁn@a%i e A Sﬂénié»“ka%dsq;ew These

(911&5%5%&J lﬁéﬁﬁvﬂgyh@g a@Mﬂe@&‘s r'tne E?E%t?g? §%< er g#']_ work or

meen no ange over

a@&n%ﬁncﬁﬁ@ﬁ%@ssaﬁ aﬁ&ﬂrk %9'09%@%t ﬂa\';be\ylmﬁlkad%ﬁé%ggs as shown

including a fault-tolerant comunications ("

dir thervariplioatadedesasel®@ach of nodes 2 10 and 260 The FT
driver of block 2 16 is shown with an exanpl e address
0f00B@] 0. 0. 1 Aafrdltttober&T detiveds stafckbb@clne’@ﬁﬁkisga@htnmﬂmding an FT
with an exanpl e address of 10.0.0.2. These address

afEvery pidaty E%n%qsarél?@dbwwmépnwa%yg%ﬂcmegrethe like. An FT
es ar

add
rlgﬁsslgec?]hagﬁyﬁ'ljag eﬁw& IMPR’I%B’PQ(?ana[ E%tyvoghgtack typically allows
ﬂgtﬁeesst% cofmim ﬂ{uga\fémh'ﬁxh Qthel' B4 (ﬂl%torh‘ﬁéfr% %'n{rtﬁﬁﬁtatlons paths, such

dresses as shown in the various exanp es

[ QO3pHkh AA and tpdiwl BF @Rbr NEeWRF Kmdtdletivsrkad, ALWRN kany of these
stack including an FT driver, such as NETFT descri bed

bebtromunitatomnpaths dail, whe molathe& camtinti @ohmnkenicafing Fgiven at least
driver, such as NETFT, operating in conbination with a
nePeuePKrag Rl matfv@h/c&mqwa arthyag falbsesray resuioframinfadeeef a NIC or

W|th ea<%h ot hFr Vi a one or nore f:omTunl cations pag
Hre of any element of a pathway, including connections, cabling’ or other

communications media (including radio frequency (“RF”) or infrared (“IR”) and the
like), routers, hubs, switches, firewalls, Internet Service Providers (“ISPs”), power
failure to any node, device or system of the network, or the like.

[0035] In one exémple, a communications failure may result in a plug-and-
play (“PnP") event. A PnP event may indicate the removal of a NIC from its node or to
a media sense change. A media sense disconnect, for example, typically results from
a failure that causes the NIC to lose the signal or carrier on the network media, such
as a network cable, RF or IR link or the like. A media sense disconnect may be caused
by disconnecting the network cable or carrier from the NIC or powering off the other

end of the cable (a hub or switch, for example). A media sense connect is typically



as Path A and Path B, over one or nore networKks.
Shoul d any of these communications paths fail, the
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operati onal pathway. Such a pathway failure may result
fromfailure of a NNC or failure of any elenent of a
péh%\ﬂﬁ%smenémwaﬁgechog itiensablealel-pavgertig & B hub or switch or
co,;mhmi j’%ti ons media (including radio frequency ("RF")

orn§ ffs dP&e ?/‘DFSR@f) eVERE: Bl knewps comnecEyity, eventss are generally local
SW sk T l1s, Internet Service Providers.

(AR ek WU ockun o' BF GRS, OGS toPrceods sglbt suh local
ofcohe@titie) ¥Rhks tyBlcafi sl iLliQne, &xamle, a
conmuni cg{i ons fygiclau\{]es%wﬁgggﬁqﬁ%#%m& DG~ afrd F%@/eve”t or the
("NiRaRBa @t . A PnP event may indicate the renoval of

a NNC fromits node or to a nedia sense change. A

mif138] sense Indiasotenestmpfeorn esramphieatidrigpiadadd thay aseubiéScted by
fron1ﬁwfailure that causes the NNCt o |ose the signa
oMsigghepitbead pagkpis pritvsiwesneidas. Railete ofsuah adteanbéat packet may

cahl. e F or IR1ink or the like. A nedia sense
diﬂgclclzcoaﬁenggélf" taﬂz’é‘t@’w&e&wfﬁ? APdes o HARERSah Packess frndnier ke marked

c ' 0 | C Qr poweri off the

RIS R LR I BUTHHA% Sl I g pacre
AfIBR Meth SERSE GAMNE GktworPk tsﬁé?lk.clﬁldn%t&@m%ﬁ)e?%ih}tg atgvliglbets may be
as reconnecting the cable, re-powering on the RUB“5t
sviplementedt ingng irkéte ddnere prytoes ORCRY &Pt BrmalgS RCKHMAWkets. Such
as connectivity events, are generally local events in

t RgartheRk padketumagrbeorsedrio yatidate rthe entletot-bied bpet@tional status of a
itself. 1%uch | ocal connectivity events typically

; B%[EW?y'i ag Is, g\yéﬁ@dlpg]&i P@é{tp%’paglﬁfgﬁrcgg ngdegp0 @yemnkatlhA to node
t j .. [0036] | n_another exanple, a

28 Sh Bu0 21D IR B B 0B o e 20
hrafst BeRtralRACkRLiGersg NthaP ELMES) DOLRS 1oAY/ S tg{rmggﬁ‘ould the

a heartbeat packet may 1 ndicate failure of

betantbent falldeS heddewdat b rfa0K® S rds pEMLeltB thE hERESEH sent), such a
such that the FT driver can detect them upon receipt

afdiluieemay éditaeertiiasrPatthd ipaok eperfationdl ppémgpPass e falfire of some
L&e network stack. In one exanple, heartbeat packets
§MBR GfisHuPRENt 291 Bushas & wuter, Bwinthy ebnirctiomoml the like, or due to

Bk Bl B A DPESI, RS R BREESir ic
. ] . i S, by. di h beat
St L -

nadenz kil d@e&i & h&BuRal BRLY% ductiol eSSl NERS Eﬁ?ﬁ% failure down
packet from node 260, ~

the line.

[0037] FIG. 3 is a block diagram showing an example fault-tolerant
communications driver, NETFT 300. NETFT 300 may be implemented as an NDIS
miniport driver (FIG. 1, 160) for use with an NDIS network stack and for providing
network communications between nodes tolerant of pathway failures. That is,
communications between two or more nodes may continue when each is using a

NETFT despite failure of any component in the pathway as long as at least one

pathway remains operational.



it is generally considered that Path A is end-to-end
operational. Should the heartbeat fail (no heartbeat
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such a failure may indicate that Path A is not

operational, perhaps due to failure of sone el enent of

né0AS k 1 ZG)QOBQJeharaBIeamﬁmuheﬁtan@Woiﬂfé FTC@MN Gls @MDI9 'miniport

the like, or duet o the target node itself failing.

| ArigelrROKdrRAt leagdavopbargfitmyirstabecase sper ab iFGreiiveNg€he2ally sits
ense, indicating that it is

pﬁs'ﬁé’rw Q,TBF%EE?%%FW & tiestads meptRcol atiabiify tends fo be provided by

d %&?R%h ?l’a iﬁ%@:%pﬁﬂéﬁtcﬁ#& rcl%véjruw %@%%ﬁgra@y uga#%ct%g BY H’@kad dition

dbﬂmﬁ@navahﬁmt%leaihc%ma@d Er baler
communi cati ons driver, NETFT 300. NET Xamﬁrf vhign using an FT

i dpvereomtinaommithR Sotdcol qrivet selh aser Tttﬁllﬁdrnﬂer t:h@Q-')l' driver will
for use with an NDI S network stack and for providing
nBPiSH K desrniaded arihvays bred ween dardeskétslogeraertd-o6-end operational
pattﬂw %5 {@l | ures. That is, conmmunicati ons between two
oP2HHF geendent ot aRY PFﬂE@CW?'é'Hereébﬁuldsanyswawetalonfmnr due to

dgl?llpéhﬁsg %?ﬂh s.e t?nf 6! tw%ofa% rpwhic % Ee%tepé"ﬁ sits above the FT
?QW@tlh%ﬁlsti&O%@dslﬁ %@ct.egﬂ,?cﬂpllo?seaie{ml r%atahggetg{ or resend

he FT driver as an ND rrver provi
| epesthtidnstokap@kithg. thErdiRble [:;?Sfo@bllsﬁlc&é‘a@ lr‘?ﬁa&-gt géltv\éﬁf
generally sits bel ow any protocol drivers in
si08R] pr ot Acetondebérmbit bf picihgnbls FT dﬁv@ebdbdﬁw\théjﬁfbt@c\bl driver in
any higher-|evel reliable protocol driver which is
g%‘ﬁef‘téF ys URal fwigady fbly dep@datdieti tof ote ofoukdhility | efvele protocol is

oL a6 aBry R s B g et tthgto éq %rxiir"@ériwerforms
d

t(glﬂplé(?g ﬁ%gggﬁ%fe%gp ad’og%%)ﬁev\%btocgﬁau%b grt @H’ thus ensuring
PReKaich QYL @Gﬂbt@Trﬁ&@d@&?f@ﬁén@@ﬁkk-gﬁ}gmgg)ﬁolerant T(o ‘routeably

i ndependent of any protocol driver any pac

| tupselde clata whdkettio tewinhehd dga patitrenaying atrberableRbrbfcol.
protocol driver, which generally sits above the FT

dpp%]r in tMETF3t agk, parentis neovodie ek, gercdnallyoesptesancth software
ﬁorm any retry or resend operations t o ensure that

tarPé’ 'Faél‘%”awﬁé\”%iﬁ Y oRLBET §Efé\@é'éd§w|<nmi@a‘@iz@t Seh iaveeupling generally
d b it,of he FT d bel

S BTN 0 e B B Ml S SR o

dR@ioad at 'tl?éqstgzk. In%n 0&%%‘[4 a%%ll&ftlokp%erpar Pt Sgeoa VIr‘?uaI address as

the source address for their data packets, this virtual address being known to NETFT

and mapped and communicated to other nodes on the network as described below.
As shown in FIG. 3, NETFT includes a miniport adapter 302 (also known as a
processing element) a routing database 304, and ohe or more route monitor
adapters 306 and tunnel adapters 308.

[0041] Tunnel adapter 308 typically rebresents one NIC on the local node (or,
in some instances, a virtual NIC) and maintains a socket used to tunnel packets to
NETFT on the target node. There is typically one tunnel adapter 308 associated with

each NIC on the local node with each NIC being coupled to a network providing a



i ntroduced. When so configured, any tunneling
operation that an FT driver perforns on a data packet
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thus ensuring that such data is routable, in addition
to being link-level fault tolerant. To "routeably
t PFHMay tg agather padkelach metwak tuayn® may dat Be pratied from any other
usi &?%g out aEI protocol . [0040] NETFT, as a part of

'k "N RAAPRINEAEIS Itypieadvi prosiates! witk eftunwealiog protocol driver
a [ ' ia NDI S or other network stack
i %tn he!rtg 'Z]j(i:é.elés)gaéu@%kgtsc%gﬂ%ﬁ%nb tW§?%IpIrV°§WatBI &yl from its associated
At vaati b8 NftdrRcse he < n[g)?ec 6t Xetu%?e?iﬂgFfog?%gcéléisﬂxﬁ%h%temaﬁvely,

networks coupled t ot ottomo

exarpl @otaapp| isaeli i20NECH, 8P dr SPXISRaAbY dseHalor 3JRAEARS. A tunnel
as the source address for their data packets, this

viaganian 388 dnays bedvsien ipakinewshoutl NMEeTEsEoaiatkdnmigped mrRdd connection
comruni cated to other nodes on the network as
dASEHTHWACYHE ow. As shown in FIG 3, NETFT includes a

m.H.pert adapter. 30 al so. known, as a processin

el[qeur?%ﬁt) a ?‘gﬁ‘ﬁt'ﬁ'g é‘%f%%ﬁﬁs%o%(ﬂi, '"&ﬂ%fn%'%éddf‘ NolFd, r sutwpically a
' t . a ters 308. .[004 .

TSRS S P A0 BB P SOBL Ao BRb emes

| epbinged@rier addrBssSRIRnk B8 hafte SathviyY ké ta%?ni(l)”,\‘%]'ﬁn%nanother

mai ntai ns a socket used to tunnel packets

t hedd. dn gee eradple, Fappidgs ard iepresahtey Wﬂ@uﬁeuﬂﬁﬁkormﬁfe% such as
308 associated with each NIC on the | ocal node wt

efRUe NIonitBeRrdRPte03RA which age typiteiwasskcipresiwvith agunnel adapter such
aga% hvvag ‘iad’o anot her node. Each network may or may not

b& MUYPLELAPTE SR PRSI rovEingusiaiabage su@nay rewdinet database 304

308, | i iated with a tunnel i |
P o el or 25FRIARRESS R bl Pnachrigute adapter
Ph&h&aHNoclatd ANA af(fiﬁgt}e'n{ &{Q&%ﬁk qgﬁﬁgl‘*gﬁ’\é}i %gyﬁgt?vgay associated

interfaces. One exanple of  a tunneli

Ubith thd tiemiaBbdapéry WHRhNBinOTOH/BC 0bSexath8 @d dhtdhast MGy map a
or SPX, may be used for tunneling. A tunnel adapter

3o tinagorndtuataddnesstto wephg$ical laddiehe o speifat rethod Rody:
nﬁl?)i %aconnecti on becone inactive. [0042] A routing
déPdplase 302 OWing dasriase F04dnIvalNETEM e psiorippinferirayioa for each

R T e MR LR -
PRSP Bihernls, LGB VPR, oLl ML G r
both&0tHaPa dIEHYLCOr A BAFBLES PatPHa) iPhe pathway calculated by NETFT to be
used over other possible pathways, when possible, based on priority information
and/or pathway status. Priority information may alternatively indicate a round-robin

load balancing algorithm for making use of multiple pathways to a target node to

load-balance traffic over the pathways, or enable some other pathway prioritization

scheme,

10



route nonitor adapter 306 which are typically
associated with a tunnel adapter such as tunnel
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routi ng database 304 will include one set of route
adapters for each tunnel adapter, each route adapter
bd@@rtfl associfmtedmpild tousinditilfle dembadedBOgahapyag table is shown in
reachabl e over the pathway associated with the tunnel
aJéB'leér. When using TCP/I P, for exanple, the database
may map a destination virtual address to a physical
address of a speC|f| c rermte node. [0043] A routing

dat abasE CI 8] Or 11 0 o
each pa hv\%s’%'ng%ﬁd%ref% YRSy |nf &dﬁléetsr“)(;nl yl H’E'lolﬂ'%d t
i ndi cat F-a prer %rrﬁTor P t1Bg)n615bout T amoTtTeT

node anp/ or Y ude infdr pat hway

speed of othgﬁ ristifc ried pathway 1
t he pat phway ca cu at by NET?'—'FZ%dO{)eggsed over] ot her

possi bl B pat PHay&: PMP?E‘ Pos§i Blog.7based ¢n prioyity
i nformalion and/or pathway dtatus. Priority
information may alternati velyablhﬂgl cate a round-robin
| oad bal anci ng al gorithm for making use of nmultiple
pathways t o a target node t o | oad-bal ance traffic
over the pathways, or enable sone other pathway
pkI5i t i zat Refersuchemtal©04Hd AG. @xtabfd & shousiangetaniyle mapping
dat abase 304 mapping table is shown in Table 1. Table
b%b&%]”"ﬁ@? 8f ryshe ttVoNEHH aperaging) op| yde2216.ghikde 1 shows virtual

Na%waggrﬁg&”ﬁg?ng R LN e C—re
Eﬁyt/s'ld'é@takjeféséq%%%%sl% Oasgo%ate& Ie\ﬁthvbe[tf'lua&aargdc{eeﬁ& and physical

own for node 266, mapped physi ca
1ddaress 167, 384839ack&diadd Wlﬁhrpaﬁﬁﬁ Ro ﬁ\oélé)zé‘@q%th?ﬁ% §ﬁ‘ﬂ~n with first
physi cal address 197.71 .48.39 associated wth Path B
t priovitgt@n@ ®6th Paith sAcdrst mimmm Tablel fsigrovided hoam tyardiie and is not
Path Bwmth second priority. Table 1 is provided as an
elodgtisled tahg limitint i ntended t o be limiting. [0046]

endln data fromnode 2 16 to node 266, such a
\n'ﬁfé%ﬁ gt ab Ben sending E'%‘lalfipr%%e £ 16 tuneds 266, ﬁaéikétmappmg table
on_ addre

forv\g %ﬁ'n%se ﬁ\éltééﬁaeat Qa{“ﬂﬁ%é‘? Wi E?ST‘HE‘B'P” aéﬂEeﬁs 10.0.0.2

agy Lf'QR/varEImQ m@yﬁh%lt via a tunneling protocol, such as UDP, to physical

A4

-4

destination address 172.56.48.38, thus tunneling the packet from node 216 over
Path A to node 266. One such mapping table may be created in the routing database
(FIG.3, 304) for each set of pathways established between two nodes. Such a
mapping table may be implemented in various forms, use various priority schemes .
and/or store other information including pathway operational status. The mapping
table structure, number of pathways, address formats, etc. shown in Table 1 are
provided as examples and are not intended to be limiting.

[0047] The local node virtual address, remote node virtual addresses, and
priority and other pathway information are typically provided to nodes by an out-of-
band mechanism and passed to NETFT via its NDIS interfaces. This out-of-band

mechanism may be as simple as a systems administrator using a management

11



destination address 172.56.48.38, thus tunneling the
packet fromnode 2 16 over Path A to node 266. One

weualT/sspPpi ng table may be created in the rout PAGUS2006/035497
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dat abase (FIG 3, 304) for each set of pathways

est abl i shed between two nodes. Such a mapping table

nﬁg)plﬂ@tlpm 8Py dlde inforveatioousr it arayte ansauty@dkiedUsystem or the like.
[ s and/or store other informtion

priqgrit Yo he

i ﬁaﬁw ng ‘B&? MeghBpenare sl kngwate thosTiskilled ppthegrt.

t st ruct,yr nunmber _of_  pat hways,, address fornmats,
e?6(§4%]shom |AE %%Wne "1 QF'e 3p$'6'{ﬂ'%‘5é adapte) a3 dalsaniinawre as the
N@fock & iyoe, £ 4 : T. ocal ngde.

DI RSk oPnt ot i) Hifles L lateoiflceGRigo cown the

pnewiork stk eqhmiies PRk @Y ndthOvirBAI 8raéL of ¥R %%'cl@f and uses
provided t o nodes by an out-of band nechani sm an

pHEQERLIONSTNETRT reuting datahiBk S Odnbeddiaense whidhStunnel adapter 308

out - of - band nechani sm may be as sinple as a systens

a&qﬁ%\pgltqigtd@;a PRGKAthEovedn nferming pakiscat dam packets flowing up the

s&g?‘lf%et e iraf rmatjon, or it rm% be an automated

systent or YHEFEPKE ey dRrsutonsrd Bheib destdrations wgtual @ddress, the
I t LJ: [ h rt 00438]

SRl etaPor TS, bR, koI B rurelinsiRerabesders. 1

t bartipl QG €8S tuhe e PARIFRIN3 08 inddaetsdhidtfihy ph¥iiiE Elllél yor%?a%e@eartbeat

a data packet flowi ng down the network stac exam ne

t Prrkessbian@titomonitot addptadibicessl ffwirde ofae etk dp Y8EStack via
information fromthe routing database 304 t o

defEHRP T @daptiet BOZ.uAsnetts afl pnelind308a packetnuehg then wk#ih@ protocol
packet thr ou(ﬁg. I ncom n(? packets, or data packets

f W Y PUPCEHidreadefe iare agdedrandvism@uer by pPraiecal tdaivkrs is well known

tt%vy%{ie g@,@drinqﬁggritnati on virtual address, the
tunnel 1 ng protocol” having previously renoved the

tjaosel i Ng PRGKET HRRREE RlapteP %ttk@tﬂs!@;’ﬁe tr?seenﬁsupaggrlemote node

adapter 308 inspects Incomng pac or Wa

heraedshigatovprag kpbafit pathvaly GEdrRifiRBMHyt & 2 &QRRLRS 1308 Q@J?Jter. The
forwards other packets up the stack via a mniport

d@dist wenBoRadddeesds wilf typimahe brovidedatphyfed keldsesd FoNehe@remote

tunnel i ng protocol and how protocol headers are added

diger E]’Po@'@ﬁ'oéﬂ/a‘ﬁﬁréfsoé'm cglirgspendingstove bheckfivopathvay tddseremote

Snl%idlel‘?hq in th grt. [0049 Roué]e moni t or adapter 306

tysrealty Ysé?ﬂ?é dreps s Avpigayiused By anappingssn 3 reuBng database 304.
j fd ' i fied by an asspcjated tunnel

e SR e Mo sl o SR8 st pyEN oy remore

Poay) dQcR PAST RRhitBAY RS BEink NEsJoBIRIEL with a tunnel adapter
representing a pathway. In one example, referring back to FIG. 2, node 210 is shown
coupled to node 260 over two pathways, one through network 1 202 (“Path A”) and
the other through network 2 282 (“Path B"). NETFT operating on node 210 may
include a first route monitor adapter (“RMA-A”) providing remote node 260’s
physical address 172.56.48.38 associated with its NIC 262. RMA-A may be
associated with a first tunnel adapter (“TA-A”) on node 210 which may be associated
with Path A. NETFT on node 210 may also include a second route monitor adapter

("RMA-B") providing remote node 260’s second physical address 197.71.48.39
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node, the physical address also corresponding t o a
specific pathway to the renote node. This physica

wada7assi7ws typically used for mappings in a reariusgo6/035497
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dat abase 304. There is typically one route nonitor

adapter for each distinct pathway t o a renote node,
eashodayen withutsi NIGr26dd &pAeB nimyi begasasdated atigda wedondaunnel adapter
tunnel adapter representing a pathway. In one exanple,

r 1T BD 18 n@QeWP whigh may be agsogiatep With Pash $hown coupl ed

it A RS R B0 RO AP B s
( Rakh 0B pathﬁzﬂooaO%C@%eteer nﬂmﬂﬁq S?atésoarfax d BF e fA€oBrational

first route nonitor a prOV| ing reno
NQAehwiHGinStheyssitiAg| dadshidc @ 394 1 FnRbrid® tﬁﬁcﬁ@sl‘%ﬂua&s‘a‘#ecewmg any
wthits NIC 262. RVA-A may be associated with a first
t ewerg! indidagidrer arfd/DAnAtihg any rredebat 1fdiluves andnepydakieg the database
associated with Path A. NETFT on node 2 10 may al so
i RO ASECTHINgbE IR PNE AXEB P ANt YEN iR disRERY ehqqmus pf a NIC or media

13%%59%8%2%5% Tarien WEaer 8 NG HEE TS Hy b anothe

%9&15@ gqi] M‘qptﬁ%t ?at&?%%g gé%uygltﬂégg%gl% ﬁ‘rg’:;gf éou%dﬁ% or adapter
R%fO%rarsédwatEd Qithlfe s&acnfrcqjéﬁ'l%téWHethF wﬁﬁ_lﬁ%@ﬁe;?&@at failed.
typically nmonitors the health of a pathway t o a

r¢o@di¢ node Famd 4i ngli £ablesk adifgrhine @howingornORREMpleOR@lIt-tolerant
pat hway in the routing database 304. Monitoring
tfphmaMWyﬁpn%BU@§sdweté1@HWQWﬁmyNéWEhBODndwcathpnmmﬁon402.m

and/ or &En% heart beat failures and updating the

&b i3 aER Plso A GEBIGHIABI 42 19HiTeteRaGHSISto ATy dHp via the stack
:Tgedn%:a;ﬁ@ﬁantsﬁﬁf%@dgfegsg%ﬁadEfv%rﬁaa oFEl s ARk argren e
I I

| REPPLAE pRsIR ARG B BB AT hadrom o

a&gpmmbﬁdnmﬁﬂaugmhew&%m Sadieidthe dﬁOéires(fG)Frh%'nQE‘r $d0etypically
heartbeat failed. [0051] FIG 4 is a block diagram

s hlewirmineawvhéctaofpihe foasible- faohveryarticlc pamakansicalid ke, generally using
architecture 2 16 including NETFT 300 and an
applerivaniosmarionand pathiiay oesiatiphad statreinfgrplatieatstased 40the routing

sends dat a pack t o NETFT 300 via the stack usi ng a ]
v CRIaBATS, 2B} e S The RGeS T4 Fhes 0% AR L TS SSIEETFRRAgANAY using

6 S3BARL BREIL 09, kDS dest 10P)) o, node. Such

ow vi‘a pat’h"480 fromthe

gmﬂé‘;agbgn A%Eﬁcaﬁ@ﬁ%@g%g%{e%:a‘éﬁ%ﬁ $§Elé? KhtouGh INESFT 300 via the
TCP protocol, as shown in FIG. 4. Alternatively UDP or any other protocol may be
used. Also, as shown, NETFT 300 may use the UDP protocol to tunnel packets to the
target node. Alternatively, TCP or any other protocol may be used for tunneling.
Further, alternate examples may not make use of miniport adapters or NDIS drivers
but may use other mechanisms or architectures to perform similar functions. Finally,
the various elements of the network stack and the like may operate in either a User

Mode or a Kernel Mode, either as shown or otherwise, or on systems with or without

equivalent modes of operation.
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det erm nes which of the possible pathways each packet
shoul d take, generally using priority information and
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routi ng database, and tunnels the packet to the target

node over the sel ected pathway using the appropriate
prf%Si%al solilcé iaadlowsdiagam growdpyidath G0SR]g Mpelidhcatduttatolerant
402 may. send a data packet through NETFT 300 via the
T&ﬁ“B‘r"ﬁ COUYTS, eRdromisih “OR ipfleging a ppuree made \2dByandDR dsstination

_ , hown, NETET
T T T
t eHigQiaMPRe entdrith iRt §062! data TERNBIN a‘g:%f?ggtslaﬁ{ fR)rththo'

may be used for tunneling. Further, AL & Caxanp| elication

mageratng makede2e6 @b tid dpphieitiondtbadHi®y 6n e MNIRafbd ViRLSl address
but may use ot her nechanisns or architectures t o

pef Nefer2 8P nTheadatd wadtetofiew dBivnahé yetwidnle staak operting on node 216

eleneq%g of the network stack and the |ike may operate
i 1°'89 e FCaPigero! iBadNESFT as repwie by RBide30TeiAshisnings as shown, that

or. ot i t i th i t hout
LT T -
di i i h fault-
Sarsho s e 08,8 MR AP 111 B e

2UD8 pedtdcdt udRGttha PhthoR pRRAE 46&ira0UR a88re¥i forRatdi: A
over network 1 202 and nglh B O\I/er ngt vvrc?ri 2r th nfxrj}e 266, out

t NiGs1 o% anopk @ 16rasi fuothee sitovir0By peet 501 and Bawn&RioRd 158 via link
from_the application operating on node 2 16 to the
affpl-i 08t dash therstlews dyoush neevalke St 20vatdven link 2DBaind to node 266,

a@dr.ess node 266. The data packets fl ow down the
ATHER B Do, BRMPErREY ARFTBN®BE0S 465 asPRy MEPALS03. The data

j T h b th 501 . As ,
gtrggé E@% thr{?}}i{g{] I}EeaﬁéP%ﬂatéc@\@;wg%lt ei‘faéae Ba‘cm%;ﬁﬂ%%«ped on the
NRRginyheddad ﬁ‘leﬁﬁﬁrlfé?ihﬁ drb @t Wﬁer%qgg PﬁPﬁréﬁgal haAdIess stripped

bei ng used by the application to tunnel’s

tdfe thatdatat hackeghwhite AJORhpA Pa0sd IS INETFT hpePaIdY 6 node 266,
physi cal destination address for target node 266, out

NVEGFT then fodeards kBe aktd patkees uphinnsthsk patthe 2Oplietidn which is
q_nto_netvvork 1 202 via link 201 . The data then fl ows
t'SFSReh OR dbSuslertingting virtyn) éiddraspkReE08nsasdend do follein28®, reverse
flowi ng up the network stack operating on node 266 as
shown by path 503. The data then flows through the UDP

R LA A A R U o
WBXer 40 QoA ni BRRAET SvRbEMSHY 580 &Hown in FIG. 5 with the addition of
several possible communications failures 610, 612, 620, 622, and 630. Other
communications failures are also possible. Failure 610 indicates a failure of NIC 1
operating on the sending node 216. Such a failure may occur should NIC .1 be
removed from the node, should the driver of NIC 1 fail, should NIC 1 itself fail, or the
like. The failure may be detected by NETFT via an event indication, such as a PnP
event or the like, and/or a heartbeat failure. In such a situation Path A is typically

considered to have failed and NETFT will select an alternate end-to-end-operational

pathway. An end-to-end operational pathway is typically a pathway that can
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of f the data packets which are then passed into NETFT
operating on node 266. NETFT then forwards the data

woaoekassi7ap the stack t o the application whi CRCTAIS2006/035497
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listening on the destination virtual address.

Responses tend t o flowin the reverse order. [0054]
FkticceSfully delfveodati fagmahnesdmmenugodéaar&l fpplivatign talrthegimy to the
the faulttol erant comruni cations environment 500 shown

i deftingtios nogle and wepligaidert-i on of several possible

fail 6 10, 20, 62 d 630
CTAREET ¢ o B (s it & G of B ThBRGKpnedle. coupting with
Rl L6 1 o, SR8 oy g (o, BESIALLAY ol wic 1,

e sendl I'ng nod a failure occur

leeGmlthQ%am%rBa\f@&l Jgr&moﬁqh@ct@@ﬂsm sonulaidens el RN z.rfz from the
1 fail, shoul NIC 1 itself fail, or the |ike. The

f ae\hw ﬂhelﬁblehe cdetezedded dJythNEfEEﬂ'omlsaieahsmmg/ﬁmNered down or failing,
i ndi cation, such as a PnP event or the |ike, and/or a
hearthbdike. fThid Gyre. of aibuermay glsoubg i dsiegrett HWANF-EFT via an event
typically considered to have failed and NETFT w

sé?dé‘@t“oﬁn sugh éF rPatP8P e5Y80t 6 &h- '%ﬁeﬁaﬂ%n@h%&?ﬁwﬂ"uvﬁ]and an

t 0- en onal pathway is typically a pathway
g‘fm%tgrp g@'& % eckdl; del i ver data fromthe source node

a'?GbS%ﬁ)pl ' Ca'i:hlﬂﬂe 10 LB HBY ot rQutd&r ABld Bifel MthMOHEwork 202
and application. [0055] Failure 620 indicates a

f addulting mfdaftb@aﬂ&‘tw%g‘fﬁﬁﬂeacmﬂélsﬂlnlaﬂ@n wotlé 28k On ©ifis failure case,
node 2 16. This failure may be due t o a cabl e being
dissrmbmneoted 16 rroay MilChd cofiplednte hetveakl262bedomipigper media sense
di sconnected from sone device of network 202, fromthe
dévieion heet PaBl & has beenedisatpted Birgier dRwn Tae RBiverisiGen such a

o Ry S eiahy Rt s R EuLRE n cven
' mgdlfagltoh qplpceﬁQﬁmcaﬂﬁ%ng sﬁg\ﬁ ?M‘?&hw%"tottjﬂg ne{vlﬂﬁk Z@Q(illsg)goa but may

ailu an" arter nare pat hway sel ect

[ QQRE] treahiluse 61636 hdhaBERSaird.ai | ure of some type
within network 202 resulting in data packets failing

t poogsFach deshilurata2Qrofmiad@o2ahd fdilurd 81 % of KA LbperadsEpn receiving
sending node 2 16 may still be coupled to network 202

winbte 26prtepkto hedirsilasdngee cordéspandion faijuses Faavn ﬂorﬁwﬂe 216. But
becone di srupted further down the network. G ven suc

a thege [Fajfuses. me’q“hwe;s%qaéfcr Aefieonl &SBAUNAGPHEEECES 1B At Ihications
%tut %%5 %e de ec?ed via Leargbeajc %nﬁr'?e. event

[0058] Any of these failures, and other failures, may be detected by NETFT
operating on node 216 and result in it selecting an alternate end-to-end operational
pathway, such as Path B over network 2 282. In this example, as shown in FIG. 6,
NETFT tunnels data down alternate path 681 and over network 2 282 to receiving
node 266. Should the failure condition be corrected and end-to-end operational
status restored on Path A, NETFT operating on sending node 216 may detect the
recovery and again make use of Path A. Further, any responses from node 266 back
to node 216 may be tunneled in a similar fault-tolerant fashion by NETFT.

[0059] FIG. 7 is a block diagram showing and another example of a fault-

tolerant communications driver, NETFT 700. This example is similar to the example
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indication if local indications show connectivity to
the network 202 as good, but nmay detect the failure

woOi2e07Ras119 A heart beat failure. [0057] Fail ure 8@2/US2006/035497

link 203 and failure 6 12 of NIC 1 operating on

recei ving node 266 tend t o be simlar t o the

cgravas poitfi. Ny buaiihdrdss sdvanionf ais desdabét belowBuh thiseseample, a
failures, not being local t o node 2 16 may not be
derfevarearRiiation &my naidieeditpons vistial regreseesd biseeadedn wipalication
heart beat failyre, [0058] Any of these fajlures, and
oI 2PPiTial Besting BE ReHEET ety KR rrr oA grash node.

n 16 a i N4 | act i ter
o807 20 LSSt rld SRS AR B R B 70 i
NRAOMH &s the2Srdcessihgt dlbme@XSMPk &irivas HBAW NIt Fiffbo® adapter (not
NETFT tunnels data down alternate path 681 and over
ngtomm) KTH2r@ 82typalieore protgcaiadepi26 or &tbwNid ihdtelled on the node,
failure condition be corrected and end-to-end

offsPakriotAfal agapieudeingstspeidtednwitiatah NIC VNETEF INIGpadagtdrngs each
on sengi 9%? node 2 16 ma%l detect the recovery and again
nBIPEOQs dgtepky ASSRCIAESS HBra, Néfhy't r‘%é‘lf&n%ségc'?tleérfﬁ‘”ﬁ*b ge pathway

2 c 2 16._nm e.tu Led in simlar
fgo&p e-%t%gﬂ {ehr%aﬂt&q ?I’é’]sehﬁ)rgaoc ya T9ﬂf d)'.bggTraEIfééo aicclegt gata packets
- 2O i |

L BALa SR et PRSPl s o
ex36phtad INSC Siithblitthetneed Fdrauexairgl eshown in FIG 3 but

i ncl udes variations as described below. In this

el0ffbl e, a Bof¢sabngeclappht 26k typicalipparses andmea pacloet fRsving down
virtual addresses. |nstead, an application may use a

P TeBKIrk gEACKi P BeF He dwsisaltdestinaiion csldrega of thraeddsetsand uses

t.othe t et,, node.. [0060] Protocol adapter_7 10

oFrabifiod T oBerebgbr SR s 7t SETABRS (et ReplRincan be
SSi t,.af t e nd to a NI

o e PO A0 PAFIER 718 or igBatS Uty BRE b Py aceprer

P3ed QGO{hea%PEternoEIQ.r RacIN & tnsthathey fRdab&) 'Egdﬁqe physical

each protocol adapter being associated wth a NIC via

| destibht@roathipeBris eAd-t0aai @repdteal, thelagph @acke will be sent over that

associated with a NIC, it is also associated with the

prathwayy QGbenwisedand altéroatel GithWine may dieosadécted] aperewhith IBe packet

is operable t o accept data packets from an

appy B%Hﬂ”@ﬁdvi a the processing el enent 702 and pass

the data packets to the associated NIC without the

need for tunneling. [0061] Processing el ement 702

typically parses a data packet flow ng down
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t he network stack, exam nes the physical destination
address of the packet and uses information fromthe

woawui7iagi7gdat abase 704 to determ ne if the packeCTaamobe3s497
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forwarded over a protocol adapter 7 10 or needs to be
tunnel ed over a tunnel adapter 308 to the target node.
GHI9éRhI |y, Irf thiheexpathrelye iroutingatiedbine 70é maysirsamappings of
destination address is end-to-end operational, the
dab\é'csm@fqun slereseet avdePataYs.p alaidayitharmsieriy sad other

oo Bt Ry s PN RRE [TORB T (TH10 ALaMRSE ¢ of ipsphing table I

r oG Eafeapase 704 mai ntains mappi ngs of physi cal
desti nation addresses and pat hways, along with

priority and other information as descri bed above. An
exanpl etauting database 704 oppning tahle is shown in

Table 2 Jabh&ich Adfrest] Tygef erri Agdies® Tabl e 2righg Fl G

2, Tabl 2.shows an exanplelnoppnin
used byl NETF#hyRar: #bihng on node2zel®.3dabl e 2 ghows 3
rrappi nol—ncl udi ng hh\IQI cal destination_address

172. SG.E 38Pm&athatPeBi wth PaririA&3®» hode 2@6 and
the phy doct | nraf| an anl rocc 107 71 /I8 20
associ at ed vvith Path B to nouéle266. Path A is shown

wWth first priority and Path Bwith second priority.
[0064] Wien sending data fromnode 2 16 t o node 266,

ofinnel | RETHNG ST NG, balRt 2000H3 eHanige mepping
5 6
p@ﬁ?éngsal‘n %ﬁvs\%;@sggls NET] ed)%%%ttl%azqn r?dcﬁ_gzl%s 1?1[)Ien?gl$ov% ?mappmg

dﬁﬁtddﬂﬁj b%l@ﬂgéﬁﬁﬁtlbﬁ 20Retai 7056 Us. 3t8h!fssg@$t@d %ﬁ]klﬁ’e&h A to node
tends to be forwarded to the destination node w t hout

t peeehtin@e gHysichladespiakiomyddrasNob7.avaisl B hgoctab@nwitAePath B to
data packet is sent over the alternate pathway t o

phydd 2@6. PddsA ingtowonwigdtirse sgorl9and PatMBwEB sefondaut&ri2 6
via tunneling. O her aspects of NETFT 700 are .
gE08FhI 1y siien gpnding daiadsam GPAnETETC ARd4IReR SUBRA MapPing table

&%Fé"# G Py Brgirdiie @0 fiison s nerledl R APt pEbano sent to
RACTEA T ct‘tﬁﬁaeﬁg%&?%?éﬁ%? oSO8 BRI it Qg ocarec

70RnVing drienatReknMidnN8ddress is operational, the data packet tends to be

forwarded to the destination node without tunneling. If that pathway in not available,
then the data packet is sent over the alternate pathway to physical destination
address 197.71.48.39 of node 266 via tunneling. Other aspects of NETFT 700 are
generally similar to those of NETFT as described for FIG. 3.

[0065] FIG. 8 is a block diagram showing an example fault-tolerant
communications architecture 216 including NETFT 700 and an application 402. In
this example, application 402 sends data packets to NETFT 700 via the stack using a
physical source address and a physical destination address 801 representing the
destination node. Such out-going data péckets flow via path 880 from the
application and through the network stack to the driver 700. The driver 700 typically

determines which of the possible pathways each packet should take, generally using
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physi cal source address and a physical destination
address 801 representing the destination node. Such

wourbe7gasitg data packets flow via path 880 fronPChnaIS2006/035497

application and through the network stack t o the

driver 700. The driver 700 typically determ nes which

@Fiotityanfopmatidd endpithway sp&atdna)stked infdrowation saked in the routing

general ly usingpriority informati on and pat hway

clpmbasd, andleitberatonwaridaftoe patkebho Steoraeaktingde lpwer pathivayindicated

dat abase, and either forwards the packet to the tar

#adéeay@rnabahmw qeﬁrdnaé@pe%ﬂdﬁgﬁsme 'fo'ihﬁb.pﬁmwapsnwpwgd to-end
desti.nation

é)ﬁ)aral; an, ethlan%%gl? E)ac ﬁt o¥euﬁﬂéﬁt§rqaﬁ£pe§cnwg%?§ gh\(/:lleca%ednm this example

trg a8 ag@t,\n@@ygge}s indicated in this exanple by
route 882 and NIC 2 892. [0066] Application 402 nmay

Jeoebla dat appaedtoh 40 aag e NERFdata @Bckek ahioligh MERPFT 700 via the
protocol, as shown in FIG 8. Alternatively UDP or any
didResrofarcol, @as chowayin 4G .u8 eliterAbthe)y HBP Sicnm, otNETBYDL@) may be
may use the UDP protocol t o tunnel packets t o the
tuspetisadshovanyt féﬁrTrEéWO@e'mV uspcibe dDPapiptasohie tugpel RFckets to the

R Gy (PN RS e e S
%&ﬂgﬂl&ﬂ& gzaﬁlgmﬁwtr SRk Oy J%G{SF QI8 %».gysfﬁuet may use other

functi ons e various elenents

nﬁééﬁ@ﬁlgmgé\cﬁr@ﬂ@ct‘u?@ k erSﬁM QiRfRAt @ntiorl tA@llyA the various
User Mbde or a Kernel Mbde, either as shown or

Gl diednig setheotiet@nrisyratieasd whd hkeomawioblamam inegjthev &l @ser Mode or a
nodes of operation. [0067] FIG 9 is a flow diagram

Heovil Mpddatithef howhewn phethgghisa dr aul fystegisavigher without equivalent
communi cati ons environnment 900 including a source node
gnades HHAPEratRt i nati on node 966 coupled via Path A

Lo, R TR Pl e
fJo%Gm&tlgﬁplehGI?(;HnQ{ht% |u'?.l P17 BAHE HodkBai® ah@% destination

cation l'istening on t esti nation physi cal

a%@@%% @0pRAdMm 2RA-A JNe n@!ﬁWoﬁtk nagdeetrsd PAtAE cl@wWhetwiek 2 282. In
network stack operating on node 2 16 using the TCP

phist @cohple ineirdihedt 880,s Hawnisbyhguat be®@lsent Agsmnthegapplication
as shown, that Path A is the selected pathway, NETFT
faperaiingson Hedga &6 590%&@%@&@ tistenigayen ¢he Ydestination physical

oD 02T 5% PO, R B RE PN e o
lnloréllé gl%lusmg ﬂ? 985 protggﬂ IEJOOI\/I\:STFLI'WSO%%UmnW %kQOlI Assuming, as
shown, that Path A is the selected pathway, NETFT forwards the data packets using
the physical destination address provided by the application via NIC 1 of node 216
over Path A and network 1 202 via link 201, The data then flows through network 1
202, over link 203 and to node 966, flowing up the network stack operating on node
966 as shown by path 903. The data then flows through NETFT and the protocol
driver (a protocol driver for the same protocol that was used on the sending side as
the sending protocol) and up to the application. Responses tend to flow in the

reverse order.,
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202, over link 203 and t o node 966, flow ng up the
networ k stack operating on node 966 as shown by path

wOQen7/08kie9dat a then fl ows through NETFT and t heCT/US2006/035497
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protocol driver (a protocol driver for the sane

protocol that was used on the sending side as the

s&didhg pr of6c dI0) isamdlowpdiagam hbowppldactatfiowmg through the fault-
Responses tend to flowin the reverse or der.

FTRaRD CPEmy MepHaN1RY FAHETh QAT 41 ol U Rhagiition of
DR o5 SRR TN HSRRONA LTS IR p 99O A Other

he a of sev
C@mhrcﬁilérpsnfallﬁﬁkla% 8Ro HdsdiBe, Fiute 1098 hdidReLa fANe of NiC 1
. Other comunications fallures are al so possi bl e.

Fapén‘dfﬁg o 42 sandieahede @16ashiet @ faflufll Ma) cxper shog NIC 1 be
on the sending node 8 16. Such a failure may occur

s henapvegd Nrad throdes its NG drivenfailhthendi@atseiftfgil,MirGhddike.eThe failure
fail, the NIC itself fail, or the Iike. The failure

mERY the %eé%%%q @m WFNE*F‘FBW oyeat dnflicaiont SYHASCaPNBRvers e Hhe like,

PnP ev.e
ranfiara neatBSt Rluteo ik s RRteR Padh AhpRELY pepsicered o have

ar%ﬂ%lj dR4 ?\I@Tﬁpwnlas\é?ect 2h laﬁg’n%denHEt-BFln(# \Aglera%?h%é%\]t%y

ternate end-to-end-operationa
Fegdear € 102@aiiunéitoad ardidatkaial ﬂdﬂ@'eoéf thenddRbMOmEdiB&uBling with
coupling with NICl of node 8 16. This failure may be
dNEC Tt of rvdedil6e Thieifxiyre vag drnizetted dblerheMglidconhecad filven NIC 1,
cabl e becom ng di sconnected from sone devi ce of
nEPROMR cablzck@corﬂm@rﬁliq@en@réw emt soenecedyice qf@emhéo&@d from the
etvvorks e being powered down or failin

ofe TR Bl 5 ppEeEiFgdoqr PRIEIFREK il hamPeraddeBtisy failing,
g?‘;r 'I:}E Evﬁlsaﬁgﬁvgp?m‘jﬁ]ndl at | {gn g%?&C?&d gy PIEEFFEI“Vwa an event

'Fke of a heartbeat i 10 an
algfdafh e s At Byay peel &ehedr thOGiKe] aE@/‘chuéf Eﬁe;tqggat f ilure and an
indicates a failure of some type w thin network 2
r eisarhatep@tiwaydaleatedacket s failing t o reach
destination node 966. In this failure case, sending
nEWLOB 16 nhgiluse i 110B30biedatesl ®daituwe Mt suomek tRE2 withtrh network 202
proper nedi a sense indication, yet Path A has becone
drespliipeda deta P#é«ﬁtSdf@mgtqeereﬁ@t destivatiay pede 86@hinghis failure case,

Bt oo P e D) o SnE R MR 0T oRth S pEpegdnl sense

25

30

Eghrpthggtgrﬁl e?f’m%hﬁh%inggco e dllsr% g%:l #uﬂgl F%\WF\% l’?QQ/\A’rk Given such a

defilerd, Nefer B@érht‘t‘r‘geoN%&cP@ Hocﬁ @ﬁ%&@ﬁa@ deft@étltHE %llure via an event
indication, such as a PnP event or the like, if local indications show connectivity to
the network 202 as good, but may detect the failure via Path A heartbeat failure.
[0071] Failure 1022 of link 203 and failure 1012 of NIC 1 operating on
receiving node 966 tend to be similar to the corresponding failures shown for node
816. But these failures, not being local to node 816 may not be detected via event
indications but may be detected via heartbeat failure.
[0072] Any of these failures, and other failures, may be detected by NETFT

operating on node 816 and result in it selecting an alternate end-to-end operational

pathway, such as Path B over network 2 282. In this example, as shown in FIG. 10,
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NI C 1 operating on receiving node 966 tend to be
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16. But these failures, not being local t o node 8 16

may not be detected via event indications but may be

dNEEdt wanels slatredewh elierniits path 6 08 GO 2jveAngtwork Rh2Reto receiving
faéqll ure% an? other failures, nmay be detected by NETFT
opetsarPPrgS It sl Failure songdigor dsufarrecied and endcioraryl gRerational

T L T I L T T

B over

FldeovelP aNFE§din tn‘\‘angéeds% dahdh Q.Wth@l’,taﬁﬂ/r}@%fgmgg% f}oéﬁ%ﬂﬁé d966 back

and over network 282 t o0 receiving no

t feenddzi 8168 @ag brGbiwapded6r apMERE! SchedtmhgesidtHeoRRional status of
operational status restored on Path A NETFT operating

oPrtk ératidRgtmB.de agsimBanfayltdeleent fasheonrmcits/REFFTand agai n
make_use of Path A, Further, any responses from node
oB§7Bhck t oFlRodd! 8is16 nRlgckphediagsrRarseyingr anurffamele, computing

d di h ] ' I Path A d Path
SRR 1o IV BRRIR B PieBl o6 R,
e, €4y ndebh a2 SEAMAORUAD AR HADGs genra

despbideds Ry puipdye bestemp! ex@nbied of Med khb@Pk@tems may include,
computing environment may be inplenented with numerous

geutearzl npulipise tor pep@aiblatorpputpss €PGY,s harnts-hekdx ampdpesp devices,
of well known systens may include, but are not limted
t Bicrpprpsesaal-basadp sy eess( "rpatiprochsaed- bkstemsr seraptsopworkstations,
devi ces, mcr QFF ocessor - ba%ed syste nmul ti processor

[

SSRUPHRMET eleeirQnis devighs, satriopibgNes, aESﬁQ‘EWﬁ el ectronic

Lces, seb-1an. i ke. i »
SRS, AP e A Rl R o
CéHWItin@gsyste?ﬁ M dhR fob Bf_‘)‘érﬁd?ﬁpfbﬁlinﬁomei ﬁ‘gofjec\ﬂiiQIS%%Ovarious

1 coupléd t o various peripheral dévices 1102

1ddkphandl debieed iTHO2, Pysd,emoklfd ABY likOUMyetehd 11801 RS couple to
i nput devices 1103, including keyboards and pointing
deviogednpwuddvicas 1d Ofoirsduding tkegmlabdsl hnd omtingedavicesipsweh as a
/O interfaces 1112. The conponents of conputing

d®op e O TRckbathyVid neNeu@e mere WP ifserdagse otdesofhe components of

({;OE@A g]igngevﬁ:?eﬁmligt " ro?ec uS _ng unit s é CPL{e%é rgr(‘%%f” o7 central
procesSPng i t e POPY oR8ES BFcepsqip(nclugifig
g%ééslts ﬁgz u ttg/sg(lz%zlf?’, f’/zjrgmigg HH)rCXSS:"I‘FQO BnitsaPEP@”) ,S Xﬁctrgpgpopé’séors "uP”,
and the like) 1107, system memory 1109, and a system bus 1108 that typically
couples the various components. Processor 1107 typically processes or executes
various computer-executable instructions to control the operation of computing
device 1101 and to communicate with other electronic and/or computing devices,
systems or e‘nvironment (not shown) via various communications connections such
as a network connection 1114 or the like. System bus 1108 represents any number
of several types of bus structures, including a memory bus or memory controller, a

peripheral bus, a serial bus, an accelerated graphics port, a processor or local bus

using any of a variety of bus architectures, and the like.
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typically processes or executes various
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operation of conmputing device 110 1 and t o

conmuni cate with other el ectronic and/or conputing

di90i76ks, sySystars reemenvi Fdnmentindluds cernpyigYy r%Chble media in the
vari ous communi cati ons connections such as rk
ctreet W%'ﬁt"fl‘I'&mGFV’t%hl45k@”d89‘sﬁ%cﬁf%lﬁ‘§er‘1‘1r®8( RAMY. &nd/or non-

S{/(ﬁﬁtel? S{Jletéﬁor%{] %lé rﬁﬂ%b ﬁeradgfr“\é%fr{pa% g%%sopflaﬁn memory (“FLASH". A
09&9{ o 'u% tpRt e@'tém%r@év) RYS be 3tHEd 'irﬁkorp—l\’@l’atﬁnor the like. System

accel erated graphics port, a processor or |ocal bus
UfleR@r@any1 03 tppivalyi etoreDfdalbd)s campliiet-@sbtutaisle a3etutdighs and/or
i ke.[0075] System nenory 1109 may incl ude conputer

r pagedh e mediles i motipeisingr nearfipured-axédutabhe minsgructigesh akat  are
random access nenory ("RAM'), and/or non volatile
niswegiately aereasblectonaviioy RBIAHEY PEFRIRA )OMoPY fQngsAr more of the
nennr%;g"g SH'). A basic input/output system ("Bl CS")
m{PHEO5t bf€d in non-vol atile or the like. System

nﬁd&%xc 1109 I'a}./sp Et‘iﬁ)?:ldeyd&‘ic%g 83 Og ?’flu% 1 ﬁ%”m{/ %re &?ﬁ%ﬁzﬁt t%béo(?nputmg

thﬂS and rogram nodul es conp

Coaped ﬁfmeefre.%l&r@maeed Heb Cobl@s déiad 1 ﬂﬂewh W@ﬂlr@tt@ the system
accessible t o and/or presently operated on by one or

nmbue Sekh s s prarags devises1 WA, afdD0VE] msssclsdon agsgnetic disk drive
devices 1104 and 1110 may be cougled to conputing
dwicberea.cisofrqmoarndi/nwrirﬁ;rtatatatﬁnivqw lecoﬁ@uaoiaﬁlge gegnetc disl (e.g., a

1 via COU I N to the system bus. S stor
B T R S e

h f
SRS LT TSl o, AR o
1}%? geaﬁg6|95 annont i ik Hiikl§k1 1qu| Vtﬁay; hadiudeadn- Fe"n?cmable storage

or wites 't o a non-volatile optical disk such as

a nfediuRMDtHRY Ih 4360t drhg8 - debicé £ Mgt inWely man s s@rdd, ah@sery sticks,
devi ce, such as hard disk 1110, may i ncl ude

natpersesrayabévicest arcage likedi um Ot her nmass st orage

devi ces may include nenory cards, nenory sticks, tape

si7he devABEUMBATOT ¢RIMAULKERrOpBOTEY filcAngata s eturess and the like
struct ures,

R o Pl R S H§4 TFus, 1106 an

it \85%(? tygr%\” C§ 30?1](&4 caﬂ}%%nte\%};lf %b§%§ d? by way of

b¥xéﬂﬁ§ﬂe95peratmg systems, application programs, data flles, dlrectory structures,
and computer-executable instructions.
[0078] Output devices, such as display device 1102, may be coupled to
computing device 1101 via an interface, such as video adapter 1111. Other types of
output devices may include printers, audio outputs, tactile devices or other sensory
output mechanisms, or the like. Output devices may enable computing device 1101
to interact with human operators or other machines or systems. A user may interface
with computing environment 1100 via any number of different input devices 1103

such as a keyboard, mouse, joystick, game pad, data port, and the like. These and

other input devices may be coupled to processor 1107 via input/output interfaces
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exanpl e, operating systens, application prograns, data
files, directory structures, and conputer-executabl e

wonsd7roast7d ons. [ 0078] CQut put devices, such as HCTISa06/035497

devi ce 1102, may be coupled to conmputing device 110 1
via an interface, such as video adapter 1111. O her
typeshidh aiay Bét celidd as syaymi el UTES, prridntnay e enwghies! by other
outputs, tactile devices or other sensory out put
rmeeﬁems ang pupstrudtardsi fush a@at pruellefi @ottcgamenngrtewripgreal serial bus
g@utln device 110 1 t o jnteract with human
bﬁ@?@”@ﬂ”@?ﬁ%&mﬁhéﬂgﬁ@%‘%? systens. A user may

L% f ace fgé]r%lél\tlllﬁng &P\é&ﬁﬁ/@&'@#é&%grgmg‘(c:vﬁérﬂe@@%lronment via
Fﬁﬁﬁ%ﬁ&%mﬁ@é&%ectﬁ&%%& 'oﬁg or GRIVE rActe BAtpatREdbvic@&Wrough one

These and ot her input devices may be coupl ed
or OnreOrRESS Bfea 1AW oids a(“LANTYt widldt et naniveriks a¢walDl 2torage area
whi ch nmay be coupled t o system bus 1108, and may be
ooualried (‘BANDL ter Interhesy; fradie Jinkadoptica! dnkuendrthe IlkSudemputmg
as a parallel port, gane port, universal serlal bus
deviga1y01 mafv@e\mueledutﬁfar &?té/erﬁowﬁtnetvgﬁﬂﬂ adpgter i1k L3 or the like, or,

SRS S A0 Bt GERIALS I, B e
tﬁfﬁj&?ﬁet&fo ngrS%Nr)qmt ﬁtirﬂém}f'ﬁ( ﬂ/geﬁé?él!nﬂ@%rmgl%gh one or

rea ‘net wor , W de area networks

(OONN') . SthadghiadtRAs Wn\‘\@é’tl@‘h ﬁ'l'ﬁﬁl\[sl)ch ade haiverineabnnection,
radio links, optical links and the Iike. Conputing

d@icatle prd¥ides maychsliagupl edntnourdcationswomkdiai asunbt&mr&k network.
adapter 1113 or the like, or, alternatively,
rﬁ@dmmumcﬁtgxnﬁalm@mgswmmlé,f proN@le( "cggpu}errreﬁﬁable and computer-
integrated services digital nefwork ( 4 other d
[efeerHee |p§tﬁtp<ct|owrg§1tés YGRS, |es,t Héoqr?rlgemo%lblﬁéoa]n other data

et MRS, LA A Grr BHER R AndSHARPE mechanism.

PT OV

@@W GAby QRS d TR aneﬁ%plcﬁﬁy lﬂeﬂ%té’\ﬁljrlﬂal that has one or more of its

nmmuni cat1 ons nedia typically provid

CPRRERkEscadadd enanged GORDEH ar mxmtabtoeemmnumrmansn in the
data structures, files, program nodul es and other data

Usdrag 8y gl f axenhptaaad gioy mmn;at:gmcctonanulac@ms i re¢dlmw include
or other transport nechanism The term "nodul at ed ? d
sitpeamediay pU@nRS ¢ Wiseth ety ogk @héillrEtiw(thﬁafgnfb%%'oarm pdike, an
of its characteristics set or. c ed in_suc ner. .
a/grquSé gﬁé@des"'ichfﬁsrr?ﬁ?‘r'%'ﬁ Il’ﬁdl{)h eg Y mfwe(&aor g@ﬂer wireless
exa tation, communications nedia nmay

ﬁ?E‘l %tatlons mecF\aA érﬂl ‘

[0081] Those skilled in the art will realize that storage devices utilized to
provide computer-readable and computer-executable instructions and data can be
distributed over a network. For example, a remote computer or storage device may
store computer-readable and computer-executable instructions in the form of
software applications and data. A local computer may access the remote computer or
storage device via the network and download part or all of a software application or
data and may execute any computer-executable instructions. Alternatively, the local

computer may download pieces of the software or data as needed, or distributively
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wired media, such as a wired network or direct-wred
connection or the |like, and wirel ess nedia, such as

wacoraBsoy radi o frequency, infrared, or other Parnsk@®s®35497

10

15

comuni cati ons mechani sns. [0081] Those skilled in the

art wll realize that storage devices utilized t o
ppocesetheosniinase by cadaling sarde ©b iruinstrussiensuataiieclocal computer
instructions and data can be distributed over a

napdePRe aFpMats SppPEters A EALIYI€Snput er or st or age

gi%%éf emay ihg{e:%cllge%wtﬁé aFtev% %Eloﬁ'e%ﬁ%eth?torb%u('giflizing conventional

r-exec i ns ctronsin

S edhWRILEs, 3MPbH SAtibRDSF ANsStalAe’s RohDG Rl -SQRERMbRI inRYctions may
access the renote conputer or storage device via the
nekvifriedasst Bpwnddrchtdrnelectosnialclrcaf sacts af tawdigRal signal processor
application or data and nmay execute any

c ¢'PpBiY eprogreanmalabllegit rstay (PLADNdiscrake eireudtsi wed yhe fike The term
| ocal conputer may downl oad pieces of the software or .
daglectepsion pRRAtUsOr MaY sFINBRIL SARAUFIR 0 BBYEES: Kb CRFFHIRAR eelectronic

c ARt Fomne S mevatorh i B nbiig.verte Shey o A2iPhsscevices o

E %g?ﬁﬂsbc)gﬂfﬁﬁ@‘% éo?g/vd.r@, flrRGvafd %r Wi like 2l so realize

I"zi ng conventional techniques, all or
pPesddspns of WEQeﬁ@f“fiWﬁé’sg@m‘}d&&érse@&@x&caﬁbﬁz instructions, code
instructions nmay be carried out by a dedicated
eloe atako maintained Uint ars kidutrasic adaticgi suah & grRdMpiTbe @ésor'software”
("DSP"), programmable |logic array ("PLA"), discrete
cigeseralisreferado executdbteinsiThetionsr gadeetiatas arphirations, programs, or the

apparatus" may include conputing dev S Or. CQNsuner,

elle RHRIEeY &Y PCRE 2RO icﬂ'@‘pﬁ%'r%‘iaa?\%a?"é?'afﬂl"?ﬁﬁé’?‘ecomp”ter'
or t like. ,or elgctronic deyi i rCui . .
bR P “LaRe L S o G r b BB g e e
ThE dcikdl mbbifaMBhRuniciRbisdhéda THLRRS ike.0 €xecut abl e

i nstructions, code or data maintained in an electronic
device such as a ROM The term "software" generally
refers to executable instructions, code, data,
appl i cations, prograns, or the like nmaintained in or
on any form of conputer-readable nmedia. The term
"conput erreadabl e nedi a" typically refers to system
menory, storage devices and their associated nedi a,
comuni cations nmedia, and the |ike.CLAIM5S 1. A nethod
for providing an application with fault-tol erant

net wor k comuni cati ons between a plurality of nodes,
conpri si ng:
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providing a plurality of initial conmunications
pat hways via a plurality of networks coupled to the

wohkoraBst7y of nodes; receiving a data packet ORC®US2006/035497
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sendi ng node fromthe application, the sending node
bei ng one of the plurality of nodes, the data packet
bei ng addressed by the appl ic¢atMon to an address on

one of the ity of nodes; and selecting a fjrst
stl ect@d “bf‘é?ﬂfa@’ ofifiad gapa JpRLEEeNf MY afﬁﬂkﬁ-gmleﬁaé*t network

f wh h
ch.&f'r[u%thtc tions bgmlé IB%WSP o Qo éggép ways where the

rrst se a preferr f hway. 2. The
'TEt hodp, @i dﬂgala%l&rahfww hﬁﬂalcéﬁmﬁbﬁﬂl’:ﬂ%nsd@a‘tﬁ\%y}snﬁa3& plurality of
| ocal connect|V|ty event associated with one of
phetivaldstepupled itt tHd gllirationafitdest | ons pat hways; and
i ndi cati ng whether or not the one of the plurality of
i ni ti afeceiyimgmdatatriacies opat bevaling nedeofiemahe aralicabasetdie sending
on the local connectivity event. 3. The nethod of

chedenbaing fnptaidpe cP(B‘ffﬁ'r'tiVs‘?frit?de% oihidi HER RaslstatIgeaddressed by the

heart beat ack t over Cpf initia

R R R R b bR iebdishse fo ¢ he

rout abl g. hegr § beat s@l@?ﬂé@t p&tﬂwg;‘?tfglr %Qaaﬂ‘ p%@@tofr?ﬁlngmong the

operational "status of the one of the ur al

Wﬁﬂutau@l of PHTA Ndobdh inPBRIdPSt JreRYS/s vaide |tﬂé1|f|@§tt§emé1ted pathway is a
ether or not the one of the plurality of initial

cprefarrddcateays pat hways is end-to-end operationa

based on the nonitoring of the response. 4. The method
o?-cIaThﬁﬁmﬂmﬁéﬁéhﬁ“ﬂh riftRd ceripiggan | nt er net
Protocatever5| n 4 address or an Internet Proto

Ver s§ ORGP dBe! CBMAERR KB B B A O s pluraly of
16480 B RARKRbnd SERMIRL,fg om the application is a

Transm ssion ocol packet or a User

Dat agr s REiRg MhathePas kidk tRe ofb®f WRE BRAaIRY o@llﬁhﬁn dommunications
wher ei n conput er - execut abl e i nstructions

ppith@ays ie @ptlaconatbacet e theSbe&dl @onrsativty event.
conputer-readable nmedium 7. The nethod of claiml,
wBer ei ihe methaddif ekdmils ferthdr comalisiaddr ess.
sending a routable heartbeat packet over one of the plurality of initial
communications pathways;
monitoring a response to the routable heartbeat packet to determine an end-
to-end operational status of the one of the plurality of initial communications
pathways; and

indicating whether or not the one of the plurality of initial communications

pathways is end-to-end operational based on the monitoring of the response.

4, The method of claim 1, wherein the address is an Internet Protocol version 4
address or an Internet Protocol version 6 address.
5. The method of claim 1, wherein the data packet received from the application

is a Transmission Control Protocol packet or a User Datagram Protocol packet.
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8. The method if claim7, further conprising routeably
tunneling the data packet over the first sel ected

weoabimwayl7i t hout requiring the application to BeTA’2006/035497
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of which of the plurality of initial conmunications

pat hways is the sel ected pathway. 9. The nethod of _

cd.ai mBhe whehed noft kieirdat.a wWhacdtet comuterabxscutaptmdneguctions  for
over the first selected pathway is a Transm ssion
Qunfaroingrhetrertbed preciered on aconyuiterpErdaha Mesitocol

ket. 10. T thod of claim,7, furth i.Si :
et ot Tigmatpdior g oy ErsTy P dpdiest 4 UELaERREs' ™
S?.' eCt‘I‘I{Lg n‘?'egﬁg&qp.(éla | ek gthePaloiRiking” A0t Guidi®ing the data
pl'ural ity o

initial conmmunications pat hways where the

SpLRBdoehRC iR sPREWRMtHWayRAtHbUE RetUin et gpitatdnomnabe aware
and a preferred pathway; and routeably tunneling the

dettvehipmokele phwralitytdfiénisdcomingédationedathaeysvsihepe e@ed pathway.
requiring the apfpl ication to be aware of whi %h of thg

ofie or Thomethas eff daimcdnvhniciadhe A packeivrpyteaply tuppeled over the
second sel ected pathway. .11. The et hod of cl ai

whist eflActed @atwayts gafaé%mf%g?%?j%i@%‘& ragedr fudisy Datagram

o] si,cal destination address included with the
d%@“@ggﬁ%‘ﬁe 12. The method of claim 11, further

COpPri q;h@getgﬁﬁd(gfr%%h;e,fg@ﬁ@ Bapkiethgover the first

selected pathway w thout requiring the application to

be awapgreefing\fGlhrods thhéirqlsalealet topthefayj ni ti al

comuni cations pathways is the first selected pathway. .
13. Theelpwtrigod srcond asiclectet!, pathwandrore cipen%ithgy:plurality” of initial

detecting a failure of the first, sel ected path X
seprEMNifgtionss BRBaysswh et bg Sﬁa?%%je??%ﬁﬁ?ﬁvéydwm £pg-to-end
of initi arl gormufni cg\ti&ns pat hways where the second
seperatiens! gad mRsTesd BBY 4% o- end operational and a
referr i@ t '

P r&ﬂefﬁﬁ\% L‘c‘éﬁﬁeelg gwe; gﬂéait%gg%t SRelnengedol c@é@ed pathway

packet ove n pat hway w t hout

F GRbld REubdlRy BRPhpIRAG NS Be bvapaf evhadh whitehood ot neore initial
one or nore initial conmunications pathways is the

seemninsationd pathpajshiwaye det¢ond beeqred hatiwey. cl ai m 13,
wherein the data packet routeabl ?/ tunnel ed oh\\/N%r ig Qgected based
11. The method of claim 1, wherein the first selected pathway
on a physical destination address included with the data packet.
12. The method of claim 11, further comprising sending the data packet over the
first selected pathway without requiring the application to be aware of which of the
plurality of initial communications pathways is the first selected pathway.
13. The method of claim 11, further comprising:
detecting a failure of the first selected pathway;
selecting a second selected pathway from the plurality of initial
communications pathways where the second selected pathway is both end—to—en.d
operational and a preferred pathway; and
routeably tunneling the data packet over the second selected pathway

without requiring the application to be aware of which of the one or more initial

communications pathways is the second selected pathway.
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second sel ected pathway is a Transm ssion Contro
Prot ocol packet or a User Datagram Protocol packet.

wa3007A38m89 hod for providing an application w t RCT/US2006/035497

5

10

15

20

25

fault-tol erant network connunications for between a
providing a plurality

pl.ural n de conprisin
ot i ?F%mea %5&1%@6{%@ %a@ﬁ%earwteattdv Funpetstl over the

n k I t he Iurallt cei vi ng

g%%“é P p%Wa% bed: DieigPisoat, Conedl Botacel mgeipae @ User
| patadeinBradodaBhdicet. Ol €r ant network stack and being one

of the plurality of nodes, the data packet being

désti nad mﬂhbcﬂ]ef(&pmrbﬁiatnlgoran dglphedtionl REH f faluiterofl3h@  network
packet was routeably tunneled; and if the data packet
wagmmynicatigisyfor bemmeked pliralityaf dodey, tovepdsihg packet up

the fault-tol erant network stack. 16. The net hod of

cI al m REpviding tah%ll‘”aé'%ﬁf|'%’F'Ng€°m'@é@'|c‘i'/‘i'%§ pathwaysaRea plurality of
abhgal,, @8%8Eha§ukgg rﬁc%%V|ng node over one of the

ura |ty Ritd &tions pathmays and

r epl Yi AeiMngha @ata CERRES & LQeéemod ﬂH&é’ib( & [Deqns be?)L% induding a

packet to |nd|cate an endt o- opera |ona

t Reitoneratt ddd@orkl stidk dddybeMg bid b k. FAUMYYFGRHEORRe d

pat hways. 17. The net hod of clalmlé)(F wherein the d e ﬂapad&t
pheketlestmed tqtlnspilisstiion Control Protocol packet or a

User Dat agram Protocol packet. 18. The nmethod of claim

15, whesteimintripthectata peckat wi @urteabtvrhuomledrsmhor

performng the method are stored on
conput g}h‘?gg%{afgfléetm, "QHieRbly tunngjed, éﬁﬁ“faé‘i"“ﬁ)rt'@ﬁ/ﬁﬁlaﬂ{gm'sm up the

aﬁEhHﬁﬂﬁ&& ewxé? %Qﬂlt t ol erant networ k conmuni cati ons

bet ween of nodes, conprising: a first

faalt- T’Hﬂ I%E%H d#rcla‘i/rﬁﬁ SCﬁHme?gorh?rlﬁné irst network stack
and operating on a first node i rst node being

one of retéieinplairakalily hefriie @acked a8 @O RetefvHY hodObRSr e of the
driver coupled to a second network stack and operating

obluelityeef dnidiahouenuninaiees patttvayededbei ng one of the
plurallty of nodes;
replying with a response to the routable heartbeat packet to indicate an end-
to-end operational status of the one of the plurality of initial communications
pathways.
17. The method of claim 15, wherein the data packet is a Transmission Control
Protocol packet or a User Datagram Protocol packet.

18. The method of claim 15, wherein computer-executable instructions for

performing the method are stored on a computer-readable medium.
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and the first fault-tolerant driver and the second
fault-tol erant driver being coupled via a plurality of

wonodzicat17gonmruni cat i ons pat hways over a pl ur al PCY/US2006/035497
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net wor ks; 20. The system of claim 19, wherein the
first fault-tol er ant driver conprises: a processing
ell@ment® UEEMed ¥ o AFREdIAB pIanc APPbFtiena WiHe fauftstolerant  network

n rk. stack: routjng. dat abase coupled t o the
p?%')@%gsnfcﬁﬁ&esr%eﬁ@%%n i R,éjlr%'&' ﬂ%r:‘o ’ %qu)%mrgepr esenting a

pat hway g fhie-8RFMdrR0& Upiel td] ﬁ%t AR sERk and Sperating on

address of the second node, the pathway bel ng one

t he&irgalneda) the Yirafnodaibleingl oreuTib pleadlinpdsndirshways; and

an indication of an end-to-end operational status of

t he paghsegynd ofatletobsmundrivesdequpdedortot D cekomtl aghesrk stack and
coupled to the processing el enent and coupl ed to one
oPPRREN PO rAafqPYd drodpethforekand, pade heing janetof ibe wwrlity of nodes;
stack, the one of the plurality of networks being
a8%%ciated with the pat hway to the second node; and a

tunnel tﬁdg@tefaaﬂ%@&%lﬂgaﬁ\ée\ﬂ %JH Lhe s@@r;rni\/\@ﬁluh{-?olgﬂﬁt driver being

second node an coupl e e p_roceSSI ng el enen .
cesu)i@fl vi0 at BriraRg & idifhe rhahicitor@f pARWARY kSeViad plurality of

the first network stack.
networks;

20. The system of claim 19, wherein the first fault-tolerant driver
comprises:

a processing element coupled to the application via the first network stack:

a routing database coupled to the processing element including:

an entry fepresenting a pathway to the second node ihcluding a
physical address of the second node, the pathway being one of the plurality
of initial communications pathways; and

an indication of an end-to-end operational status of the pathway to
the second node;

a protocol adapter coupled to the processing element and coupled to one of
the plurality of networks via the first network stack, the one of the plurality of
networks being associated with the pathway to the second node; and

a tunnel adapter associated with the pathway to the second node and coupled
to the processing element and coupled to the one of the plurality of networks via the

first network stack.
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