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20 In short, the main problem is that end users are assigned an APN (e.g. predefined
within a Home Subscriber Server (HSS) which stores the profile data of the end user, or
requested by an UE) and an 1P address (g.g. assigned by a gateway implementing the
PCEF functionality) before any dynamic policy decision is miade ¢.g., by the PCRF.
Thus, the routing of end user packets 1s influenced by the APN which may or may not

25 have a TDF deploved. In addition, the assigned 1P address within the APN may
influence the IP routing when for instance the network design has segroented the 1P
address space into various 1P address pools with different routing/forwarding properties.

This IP assignment may result in end user packets bemng routed towards a TDF in contlict
with the User Privacy Policy within the PCRF which may indicate that the consent of the

36 end user has not been given for DPI of their data packets. Accordingly, there has been

and is a need 1o address these problems and other problems associated with the
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ensures that the data flows to and from the user equipment are routed or not through the
TDF node depending on the user privacy policy. An advamtage s that the method
ensures that deep packet inspection is performed or not performed on data flows to and

30 from an end user in accordance with the user privacy pelicy of the end user.

In suill vet another aspect, the present invention provides a network node (e.g.,

GW- PCEF) that participates in an IP-CAN session establishment within a
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accordance with enbodi nent nos. 1-2 of the present invention ;
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| mpact the | Fopddnessialdgeath ool 1 Puanntd gurati.en AeLf Aaed at L BL e o

sessl on esta

to/from tihe eanddus@owshahid Romned u'JQEq[LQMh@d afdlh%ghﬁad R dhor mbﬁt A@ecction
"deeply" inspected therein, Thereby, a routing-wi se solution is described
that al |l ow pdeRetd H&mgragrndol Larafttaﬂr%r\& agdpopsloargt mayae Aronh gl BE

session, bot Ryifeihe l'{'LRJR ;Qlﬁedaﬁféu{ a@s\qs?m%m& € 'c!m‘%t‘?klr%ﬂnwh&%o%gg&gl‘% C}-{}Qg PR the

user privacy policy be accor di ngly rou not throu In the
former case, d@bsaicat mmmmgust;hmx Ltuheobac&eité&tmm drldgoupsd iomleuamtdo&ﬂi podafikddnk

direction to nt eousl e he.sa node.
exenpl ary enﬂ%ﬂy‘ : "é"‘f’%‘ﬁ&%‘b{j‘aﬁl §‘d‘| B‘FF%}“ El}‘ SHHgY {Fe“ﬁ’é’““’P‘éE@*ﬁt‘“‘Fﬂg’é‘ﬁF‘F%‘n

whi ch addys es%o%m?hf keaeam %lex%tﬁldt é?&rﬁir@&@&eét}duﬂﬂ&ﬁ Rﬁxoﬁixﬁﬁrﬁo@%s%t afeed
with the traditional 11)- session establishment are disclosed in detail

her ei n bel ow mSrdetsgts Mﬂcmrckqt-rgxpemm is performed or not performed on data Hows

to and from an end user in accordance with the user privacy policy of the end user.
Additional aspects of the invention will be set forth, in part, in the detailed
description, figures and any claims which follow, and in part will be derived from the
30 detailed description, or can be learned by practice of the invention. R is to be understood
that both the foregoing general description and the following detailed description are

exemplary and explanatory only and are not restrictive of the invention as disclosed.



I n enbodi nent nos. 1-2, two relatively static nethods of providing control
via control in a Honme Subscriber Server (HSS) or an Authentication

Aut hor i zawoan12/1a088012/ 127288PCT/ | B2011/ 054788 - 8- AccoBQTIIRZP1{/AFM8 server
t hrough separate APN definitions, or separate |P address space within a
given APN, are detailed. These two nmethods. are relatively static in nature
and do not give full dynamc control to PORF but neverthel ess address or at
| east mitigate the aforenentioned problens associated with the traditional

| 13- CAN sessi on 5establishnent process. 1.Se arate APNs are de Awed in

Net wor k ' enbasik #NDERORIFYION OF THE PRyg®INGs sol ution to the above problem
can be sol ved through network design and grovi sioning of the appropriate
APN t0 the end uset "SESCOBREHDMBAGTRENAPIST s PISaTt dHEmRR AMOnEe abRinge iy

i nternet acc T E d ct i 0N anehomne; W LoVt as if0lduaWSiion WNEERN
T wi (1O PRt ¢ hoa T <o SRRt ARArIes i iSion UG 1 n

this c;;1SO tdeoreppiviral datirgb: t he user privacy policy, which in the other

Functi onal® ty. w6 g GBI aR oHEES Hlogtorts ot GLFE Pine i i ivelopet i

assigned to tfigprendayses (i'py aggordance Wth desired privacy policy, This
requires that the ' FESS provision a "User Privacy Policy" for the ‘
correspondi ng end &Rl Pe2Bonsistilemt dwigtam pHivmopg pbé istdpeseli a domdined

PCR. F/ SPR. -opcAlscnetwork attach the APN is retrieved. by the nmobil.it
rmnagenent er7P Ry s G pRkb &GDHET Bt T RS el IR ARE ™ e
PDP cont ext agki matf e dreRdsint-enitdae sel ection of the appropriate P-GAN GGSN

whi ch has inplemented connectivity to the a_ﬁpr_op‘ri ate packet data network
(i.e. Int¥rnet acddS&REY pATORrER Tont dipgrat Hegege e Wi Henso!l ppamchggowdiiect ed

le)?/’rbgg? rTQE'I[\I n;(ﬁggg%k %‘NU?%RQ’(Y&C& QH‘%&%H&G\%S} aé?ﬁ»o%ﬂ%?xﬂt r?ige"%-.,a%?Qﬁé ?}K&gnfw th
invention;

FIGURE 4 is g flow diagram illustrating the steps of an IPv6 stateless address
autoconfiguration procedure which bas been enhanced in accordance with embodiment

13 nos, 1-2 of the present invention;

FIGURE 5 1s a flow diagram tHustrating the steps of a PDP context activation
procedure for A/Gb mode which has been enhanced in accordance with embodiment nos.
1-2 of the present mnvention;

FIGURE 0 is a flow diagram tllustrating the steps of @ PDP context activation

20 procedure for Iu mode which bas been enhanced in accordance with embodiment nos.
-2 of the present mvention;

FIGURE 7 is a diagram used to explaim how user traffic can be captured m a
standalone TDF over G¥SGi in accordance with embodiment no. 4 of the presemt
invention:

25 FIGURE 8 15 a flow diagram used to explain how a GGSN/P-GW can be
enhanced to perform [P-CAN Establishment prior to 1P assignment pursuant to a first
solution of embodiment no. 4 1n accordance with the prasent invention,;

FIGURE 9 is a flow diagram uosed to explain how a GGSN/P-GW can be
enhanced to perform IP-CAN Establishinent prior to IP assignment pursuant 1o a second

30 solution of embodiment no. 4 in accordance with the present invention; and



The default APN is configured accordingly in end-user subscription: The
end user can be assigned a default APN in which no TDF is depl oyed (e.qg.
via 3GPl )w0S02922782 V9.5.0 "Update Location Answer" nes®agap20i1nbisessnatel y
can use the "Radius Assisted APN selection” to assign appropriate APN (see
enbodi ment no. 7). Positive: no standards inpacts. WO

2012/ 127288PCT/ 1 B2011/ 054788 | P Address Po6ls within the same APN

enbodi nment The network design 'here .ensures that a P-G Wor GGSN
partitions a given APN into separate |IP Pools. Typically, the available IP
address space assdadGatiad i stdiiandARNarayedhe exBaipanihi GO H) phiobdififeraeint

| P address ranges. Each | P_address range would be defined within a Local | P
addr ess pool ta@sdeialEE AN ﬁhfd?iﬂﬁémwwneﬁe 10 aepemgnyiPHIgRan (e prbydigiegt no,

assi gned an ';Pq&%&zﬁé%ux{ﬂﬁ% Q@e}.ﬁ)gmtehg&&% | ocal | P address pools, so as to

enforce the correspondl ng Privacy Policy. For exanple, a first IP
address Pool is reserved for TI M bypass. In addition a to second .1P

addr ess Paool | P- CAN session that shoul d undergo deep
packet ins’ipeclje’?gﬁﬁ;ﬁé\l)%‘rtﬁ%TMCh | P flows shall be routed through a ' TDE
node. The | 1R.@daasA/ GRRR Kﬁxhb&'&%&dﬂ%%i $@Jtﬂbfkaz|1e&%'epmtl}((“i§ﬁ E)
--namely the |l address that this -LIE will use as "source |’ P address” on

its subs equerﬁt Rﬁ“’dl unk mgdtods fih egsordanyet i 1ﬂaem’sed Wrpengiog vhet tdiat ot ke least
end-user data f out.e

Sor doend: nduiErne afur BehERat RERTEE SOl RL L GRUBSRT TGN sPRlon

depl oynent / desia@istgerdGeaitis miditiise 80Uhgleusttivh t@padias et PO wabiefgreor

policy based routlng technlques i n the depl oyed equipment ',e.qg., site

routers, $wi tdifdesedgedhe current IGPP specifications and in the current commercial products
envisaged to accommodate the vanous functionalities mplemented by the PCC
architecture.  In accordance with the present invention, the network basically controls,
through subscriber profile data and/or policy preconfigured control data, whether deep

packet inspection for data flow/s for an IP-CAN session established by an end user

o
LA

should take place, or not, according to a defined "User Privacy Policy”, and, in the former
case, 1o which TDF node the data flow{x) should be directad. For example, one of the
embodiments (solutions) comprise {etting the PCRF know the corresponding applicable
"User Privacy Policy”, so as to mmpact the 1P-address allocation/IP-configuration
performed at IP-CAN session establishment of an end user and determune whether data
20 flows w/from the end user shall or not be routed through a TDF for being "deeply”
tnspected therein. Thereby, a routing-wise solution is described that allow packets
belonging to data flows of the end user in the data session, both in the uplink and the
downlink direction, to depending on the user privacy policy be accordingly routed or not
through a THDF and, in the former case, also allowing that the packets m the uplink and
25 downlink direction to advantageously be "steered” to the same TDF node.  Eight
exemplary cmbodiments {exemplary solutions 1-8) of the present invention which
address or at least mitigate the aforementioned problems associated with the traditional

IP-CAN session establishiment are disclosed in detatl herein below.

3 Embodiment Nos, 1~2

In embodiment nos. -2, two relatively static methods of providing control via

control in a Home Subscriber Server (HSS) or an Authentication Authorization



This technique allows control of the next hop selection (i.e. TDF) for user
traffic 20 by defining packet filters that examne the fields in the
packet hesiOen12/iEhiss t echni que al |l ows t hrough appropri at @Ctaninlgos4ass on of
equi pnment that the packets can be routed to a given TIN based on the source
| P address (i.e. user's IIP) if permtted by the end user. For exanple, the
configured policy can ensure that the f or War di ng to a specific IDEis

achi eved when an uplink user source :|IP address matches against a specific
|1 P address 25pool range. Wth the above network design in place, the
fol | ow ng protedunes: CONAd sbeef dhil:opedeaeate MY elefih@iona@norefgatase P nddress
assigned an | I P address fromthe appropriate |P address pool Co control

whet her the SRECCUEERD daisnpHOkSISAGRRIGD. VBRI Woiptiyevotaisan rtcor
bypass the T € p

flag' as par t%':‘I gfda" glg(bég?lsf& ?t%r]llla%@ Lhzﬁ“ﬁ%%ﬁg bt"I’l ‘lg%g{%svadg% Qﬁﬁggﬁ%‘g
Locat i on Answveitigaesibagfyemkticabd rped\tﬁtms atsocxﬁted veidr rhespahckhned | RSN Reqstraxcy
Policy. 5Note 1. FIGURES 2A-2B is a signal flow diagramillustrating the
Combi ned @RSFT“‘R’/@T}‘“EE&”F&’&WW ocedure of TS 23.060 vi 0,2.0 which has been
enhanced with the "TM bypass fl ag" added to step 7b (see appendi x A for
detail ed di scussion of steps 1 11) 10Note 2 FI GURES 3A-3C are a signal

f1 ow di agr amiill usiepatalangyPNke pEvhd Pr Hemaok engfodfsm@304n V10, 2. 1 Whl ch
has been enhanced

has been enfianced Mty Wl ﬁ*g te%?%*.seqfﬂ%%yﬁ Vo By R P8 ana
activation prpceduneg dfehgappidSids.A000 (& BRREQr 8. 2F &1e>tatugw\as AR5 cah5heb3,
and 64) a "Create PDP Context Request" with the new "TDI gpass flag" is

sent to GOSN desised mecigdmeuingynet gpess withyl Botspectmrangd presvakou o4 fifioyai e
5.3.2,1-1 Attach pracsd . ate Session Request"” with the new "TDF
bypass flag" is sght ufE‘ﬁem%-gﬁ;&?(steps 12, 13)(see FIGURE 3). 20 The ' FCE
bypass flag" i Sef qmwg@e@rum@ﬁl?&ﬂwnnel ling :Protocol, (GIP)3GPP TS 29, 274
G TPv2 version V 10.10. 3GPP TS 29. 060 GIPvI versi on \_/I O,VO._‘O% to

P- GW GGSN.  Not e | : The| IdbIREs4m ety gicgihrg f1 8vy disadhapauivalens of 4hd wigr phEaqyPy6
St at el ess

pohicy, which in the other embodiments 3-8 are normally provided by the so-called SPR

13 functionality, would be provisioned with a default APN that should be assigned to the

endd-user in accordance with destred privacy policy. This requires that the HSS provision

a "User Privacy Policy” for the corresponding end user to be consistent with privacy

policies m the PCRF/SPR.

At petwork attach the APN is retrieved by the mobility management

20 entity/Serving GPRS Support Node (e.g. MME/SGSN) and during the PDP context

activation leads to the selection of the appropriate P-GW/GGSN which has implemented

connectivily to the appropriate packet data network (Le. Internet access with TDF or
mternet access withoat TDF)Y as selected by the APN.

The following are some features, and advantages associated with embodiment no.

+  The default APN is configured accordingly in end-user subscription:
= The end user can be assigned a defaslt APN in which no TDF 1s deployed
{e.g. via 3GPP TS 29272 V9.5.0 "Update Location Answer" message)
3¢ ¢  Allernately can use the “Radius Assisted APN selection™ to assign appropriate
APN (see embodiment no. 7).

s Positive: no standards impacts.



-75 Address Autoeonfiguration Procedure shown in figure 62 of TS 23,060
v10. 2.0 which has been enhanced with the new "TM bypass fl ag" added to
step 2 (swo appenmssx C for detail ed di scussion of stepsPCTAB201Mo34E8R2:

FI GURES 5-6 are signal flow diagrans respectively illustrating the PDP

Cont ext Activation Procedure for A/G node shown in figure 63 and the POP
Cont ext Activation Procedure for |u mode hown Mfigure 64 of TS 23.401

VI 0.2.1 which have been enhanced with the new -1D12 bypass flag" added to
step 4 (See appendix D for detailed discussion of steps 1-9). The
P- GAI GC. i SN 11, addispasitealll DddtisanofsoritiiehentheusiEk (hisbatimamagd2puch that at
5t he reception of the "Create Session Request"/-Create Packet Data Protocol
(PDP) Cont ext Requ’é%t“"“i“f"']\éhh&“ here ensures pat el Phir WVW%%%@W'*I %@r"hép%f
trigger to a';l}&;‘%ﬁ{»%qé%'f’%@%ddr ess froma local pool (P-GN that will bypass
the TDF i f so indi cated by the "TDF bypass flag- or 10allocate an IP
address from Pool Twiwilng tiEDevehbler Bemddiess space ass®iat@ with usi AGBNAMAY fler | F

addr ess aIIocatLon - OW sends, a flag t \.such that it ves.as a
B ooy Tt AR S afireas B i randte o doh dp s Ake houlf b BRERy

the TDF or faqf x@lﬁ;fﬁ%nﬁﬁlfi“%&i%@’ﬂbo 1Rsddifed Rhhom ﬂgVarlﬁuﬁQm?mfn%ﬂaW{@%») @P‘d
advant ages associ ated wth enbodi nent no, 2: HSS returns a "

bypass flag" asgparan 8t addapsierpprior tiaeddcal ¢ gddukapSERROTS to enforce the

corresponding User Privacy Policy.

For example, a first IP address Pool is reserved for TDF bypass. {n addition a

16 second IP address Pool 15 reserved for TDF IP-CAN session that should underge deep
packet inspection and, thus, which IP flows shall be routed throvgh a TDF node.

The IP address assigned to the user termunal equipment (UE) --namely the IP

address that this UE will use as "source IP address” on its subsequent uplink data

flows-can then be used to ensure that the end-user data flows are routed towards a path

o
LA

that bypasses, or not, a TDF depending on the corresponding User Privacy Policy.
Network deployment/design to accomplish this could use filter based forwarding
or policy based routing techniques in the deployed equipment {e.g., site rovters, switches,
ete).
This technigue allows control of the next hop selection (i.e. TDF} for user traffic
20 by defining packet filters that examine the ficlds in the packet header. This technique
allows through appropriate configuration of equipment that the packets can be ronted to a
given TD¥F based on the source IP address {i.e. user’s IP) if pernutted by the end user.
For example, the configured policy can ensure that the forwarding to a specific TDF 15
achteved when an uplink user source IP address matches agamnst a specific IP address
25 pool range.
With the above network design in place, the following procedures could be
followed to ensure that an end user is assigned an [P address from the appropriate P
address pool to control whether the end user data packets will eventoally be routed to the

TDF or bypass the TDF.

As part the UE initial attach (e, TS 23.060 v10.2.0 ch 6.5.3 figure step Thand TS
23401 V10.2.1 figure 5.3.2.1-1 Astach procedure step 1)



2029. 272 V9.5.0 "Update Location Answer" nessage)_"TM bypass fl ag"
forwarded in AP to P-GWGGSN. P-GNOCi SN can: A Use this flag as a
trigger twoabiwieaise an :11) address froma | ocal pool (PcOUB20bvai47ssi ||
bypass the TDF. B. O, if using AAA for |l address allocation, the P-GW
sends flag to the AAA such that it serves (ﬁs a trigger for the AAAto
allocate an 1111 address froman | P pool "that will bypass the TDF.
Assunption P-ONpartitions any given APN into separate |IP Pools: * Sone |P
address pool reserved for TDF bypass. 12- Network depl oynent/desi gn woul d
require equi pneat {98 UYL i bafanbabed nffnﬁfmnd? lﬁgp'is@lﬂao'P@dgia@“tyafb&ﬂﬁéuﬁmt| ng
“in depl oyed equi pnent (SI te routers , m The I P address
assi gned to the M (8.8 ééh"fhemll’lfa‘tjﬂr“’é’s@m@% gation PEISHEB e BaERs Bibe o
route the end-user, \ h e TDF. Enbodi nent No. 3:
TDF Routi ng Controffa%%g}%é%ﬁgﬁogd& QFsepy{?@gﬁ%gﬁﬂH‘ a PCRI TDF routing
controlled by a policy server, such as a PCRE, enables the gateway

A Note 1: FIGURES 2A-2B is a signal flow diagram illustrating the Combined
GPRSAMSI Astach Procedure of TS 23.060 v10.2.0 which has been enhanced
with the “TDF bypass flag” added to step 7h {(see appendix A for detailed
discussion of steps 1-11}.

10 Note 20 FIGURES 3A-3C are a signal flow diagram dlustrating the Attach

Procedure of TS 23.401 V10.2.1 winch has been enbanced with the “TDFE bypass

flag™ added 1o step 7h (see appendix B for detailed discussion of steps 1-26).

As part of PDP activation procedures {(e.g., TS 23.060 chapter 9.2.21, figures 62,

15 63, and 64) a “Create PDP Context Reguest” with the new “TDF bypass ﬂag“ 15 sent to

(GGSN (see FIGURES 4-6), Similarly for E-UTRAN (TS 23.401 figure 3.3.2.1-1 Attach

procedure) a “Create Session Reguest” with the new “TDF bypass flag”™ is sent to the
P-GW {steps 12,13} see FIGURE 3).

20 e The “TDF bypass flag” is forwarded in GPRS Tunnelling Protocol, (GTP) 3GPP
TS529274 GTPvZ version VI0.1.0, 3GPP TS 29.060 GTPv] version VI0.0.0) o
P-GW/GGSN .

Note 1t FIGURE 4 1s a signal How diagram illustrating the IPv6 Stateless
25 Address Autoconfiguration Procedure shown m figure 62 of TS 23.060 v10.2.0
which has been enhanced with the new “TDF bypass flag™ added to step 2 {see

appendix C for detailed discussion of steps 1-3).

Note 2: FIGURES 5-6 are signal flow diagrams respectively itlustrating the PDP
A0 Context Activation Procedure for A/Gb mode shown in figure 63 and the PDP

Context Activation Procedure for Iu mode shown m figure 64 of TS 23,401



10 GGSNP-GWN to divide traffic originally designated to one Access Poi nt
Name (AIN) into several virtual networks or "Service APNs" based on a
policy sewoOloral2iagsin the gateway e.g., GG SN, P-C W orC3aB20aroi4igh vi dual
subscri ber level by a policy server (e.g. PCRF) and downl oaded to the
gateway (et," GGSN, P-ON. A given APN can be defined to have several
Service APNs. (Operator 15 configuration “of a per Service APN basis woul d
all ow for exanple one to define a Service APN that does not have any TDF
depl oyed. As well allow one to define other service APNs that woul d have
depl oyed TDFs. Thevghy.ialisoh ahloecngnbmeet! avidomkneiy fmy\ﬁuiwpmshgtiaﬂﬂ@ifﬁDF a
given user traffic should be routed. Wthin the gatewa g GGSN P- GW
various techni quest@®zh{spearpsadizs ferdsiyisd dpgussie ‘V*T{PHXT” Private Networks
(VPNs) for traffic separation. This can include |ogical (e.g., Virtual
Local Area Network (V LAN)) or physical (e .g,, layer 2) V PN techni ques,
The criteria to detlerivive (aver IMMJB\,@WM@ BPNetché uemds uﬁmncqahmkﬂetmtatre

routed can be, based i vacy, mai ntai ned . i.n th sed
ol | oy ¢ ot hah) STRAG b T bUTIR Seoen REIREE CAPKE TRAtey Reuai HEioen (o
desired privatyBQR:eNesrSekador exanple, 25 if the privacy policy
indicates that DPl is not permtted the PCRF would pass policy to the

gateway that would enable this control by referenC| ng a service APN that
has no depl oyed | S|nt X cheethls
echnt ade woul d bevto (e BaGEE Papes ras Rkt Bata B Mt ARgL Tkt

poi nting, to Rol BRERDU RGIRNQEE Be (TR i kx idditeed Beehd sSTDPAApEE &~ or

bet ween PCRF and t he gat eway see FIGURE |). This new attribute woul d
| ead t he §at elagate an & é‘ﬁfﬁ‘sg‘mﬁégmﬁdmcé%é BRE catabenthe routing of the end
user data flows over the appropriate Service APN, A second net hod
woul d be for the Policy and Charging Rul es Function (PCRF) to provide a
"TDF bypass i ndi cab.i on"(ho¥esing he\ A for [P pikedsatiecdiont fhe I’gﬁé‘&\e&wﬁsﬁﬁwnﬁksﬂ

enbodi nent no. % Based on this indjcation fromthe F the ate uld
use this as auth FghEAeREs pot HEEEbI0 et ddt o dderaj e%il;t\ t«ﬁanmwﬁasf woll |
TDFs ensuri ng}»ﬁj@%"th«?‘fb}ﬁﬁ'?&ée"?@i« ﬁ%mgﬁr this user. If the "TDF
bypass i ndi cat’ Is set marking t TDF is permitted an optional

routing rile reference could be providc.,d over the Ox interface indicating
whi ch service APN, ﬁ 3 Il?%/ . ext ensi gn t he c rresgondl ng A r.@hat éhoyul d
perform the i nspecticdhFEPEAR Mgdeptures, A8 A yRaed g EHarE i D YOE RGN Bt
to control wh-ch user traffic is passed or not through the TDFs coul d be
based on PD? Context Data. For exanple, if the user privacy policy
indication allows for DPl (i.e. for routing data flows through TDFs),, then
a determnation_o & d TDF
shoul d performi nsp%\é?%”' i !:)F'bgéf%ggé {}(%;Stf ﬁhgégnl:r&moq)%{ ‘ Lglr}cill\(\{f:bﬁl:tsr
exanpl e the PDP ISEOE’FQGXQ.b.@a'ﬁ_@id@f\éal{k@thher&hﬁxd{hﬁttgﬁgg}\!\/&y.

- “TDF bypass flag" forwarded i GTP to P-GW/GGSN.
- P-GW/GGSN can:

Al Use this flag as a trigger to allocate an IP address from a local peol
{P-GW) that will bypass the TDF,
25 B. Or, it using AAA for IP address allocation, the P-GW sends flag

to the AAA such that it serves as a trigger for the AAA 10 allocate an IP
address from an IP pool that will bypass the TDF.

~  Assumption
P-GW partitions any given APN mto separate IP Pools:

30 = Some IP address pool reserved for TDF bypass.



Criteria for directing to specific TDFs could be based on any conbi nation
of SGSNI MVE | P Address Serving network Mobile Country Code (MCC) -4-

Mobi | e Newaanie/iCozse ( MNC) Radi o Access Technol ogy ( RATPCTYP®11/G4bsscr i ber

i nformati on (Mobile Subscriber |1 SDN Nunber MSI SDN; |nternational Mbile
Subscri ber ldentity rnsl, International bil e Equi prrent ldentity 'MEl, or
| MEI including -Software Version, |MEl-SV}~" Traffic C ass
(Conversational, Stream ng, Interactive or Background) 25 QoS Maxi num Bit
Rate MBR, Traffic Handling Priority, etc) For exanple, using the RAT Type
this could allow enabli nngEbEenmﬁxpeiepibmemWema casied @i rm!ue,ﬁnamtesa»eover
30 versus 20 access. O ifindjicates the dev Is froma. specif

manuf act ur eM2M Machi ne-t o- Nagﬁfﬂéa%‘ﬁﬁ@\ﬁﬁ@méeohdynﬁlﬁh@t‘l}ﬁéﬁlmﬁﬁ30‘(‘.!8'6}? 8¥%n
coul d be made to bypass DPI erator. O traffic
fbr subscribers with a H g é&;gﬁ%‘}gﬁﬁ&t@&e&gr&}ggga sing DPl to ensure that
no further latency is int rodijree[ﬁi‘ dddrest heimadtugerMS (.dbource I addrekyrcbhielr

el aboratign of the rule could be to actually use some m ninal ackref

i nspection in the gateway sUEh Al SR Lo TaNEr bR & “i’f’%l“ﬁ*‘éﬁig& prh ghat
factor in determning if rousbhRgel dedrapeci fic service APN and thereby
routing towards a dedicated or optim zed TDF is necessary. Criteria could

i nclude: 5 Transm ssion Control Protocol (TCP)I User Datagram Protocol

(tiDP) port Embodiment No. 3: TDF Routing Controlled by a pelicy server, such as a PCRE

TDF routing controlled by a policy server, such as a PCRF, enables the gateway
16 {e.g., GOGSNP-GW) to divide traffic origmnally designated to one Access Point Name
{APN) into several virtual nerworks or “Service APNs” based on a policy set locally
the gateway {e.z., GGSN, P-GW) or set on individual subscriber level by a policy server
{e.g. PCRF) and downloaded to the gatewsy {e.g., GGEN, P-GW).

A given APN can be defined 1o have several Service APNs. Operator

o
LA

configuration on a per Service APN basis would allow for example one to define a
Service APN that does not have any TDF deploved. As well allow one to define other
service APNs that wounld have deployed TDFs. Thereby also allowing one to control to
which specific TDF a given user traffic should be routed.
Within the gateway {e.g., GGSN/P-GW) various techniques can be used to create
20 the Virtual Private Networks (VPNs) for traffic separation. This can include logical {e.g.,
Virtual Local Area Network (VLAN}Y) or physical {e.g., layer 2} VPN technigues,
The criteria to determine over which service APN the end user packets are routed can be
based on TDF privacy maintained in the PCRF. The PCRF passed policy to the gateway
would point to a service APN that is aligned with desired privacy policy. So for example,
25 if the privacy policy indicates that DPI is not permitted the PCRF would pass policy o
the gateway that would enable this control by referencing a service APN that has no
deploved TIDFs in the path.
One exanmple method to achieve this technigoe would be to mtroduce over the Gx

interface a new attribute pointing to a TDF Routing Profile {the Gx interface is located

36 between PCRF and the gateway—e.g., see FIGURE 1), This new attribute would fead the
gateway to a configured policy and enable the routing of the end vser data flows over the

appropriate Service APN,



nunber Source and Destination |IF address Detected Protocol through |ayer
4-7 inspection For exanple, a first stage of mnimal layer 3 IP

i nspect i omoOi2n1t2@sgat eway may i ndi cate that the desti naPCOnBAAdUNHISS i S
towards a domain or service (i.e. Port nunber) that warrants further second
stage DPI beyond just layer 3 in the dedi (fgt ed TDF node, Based on this
policy these user packets would be routed*dl ong a Service APN towards a
dedi cated TDF that is optimzed for deeper packet inspection techniques
update } 5Layer 7 or heuristic based inspection). The sol ution can
avoi d routing anbiguidoyd ibetiarohotii®e dsetho ol way Khader e gesTiuanghat HORE)
(NAT) function. For exanple, if two or nore Service APNs are routes to the
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this case Locala tﬁamér thﬁ%ﬂﬁmm edsfaalt ISecatd ARANnBitHogadses el @D FornithazShatvidRIie
APNs . ThIS te hni que ¢ e used to steer traffic and ensure that a
subscri ber' s WEWAPY GrkU% F’éf 1¢*tart be steered to the sane TDF which is

handl i ng the upli nkyrafff BpadatiRad ol ow H&rl@ﬁﬁh’ﬁ%‘ﬂ)‘(ﬁ%M}ﬁﬁuﬁﬂﬂ)pu(}na
advant ages associ at ed wi t h "enbodi nent no. 3 'aware policy based routing

based sol uti onyiing wilgreiSerog L@@Mﬂ\t}% itk PBFE thlseblxoy@cﬁucseﬁv‘ﬂ@@ w\Pth»mmmt
TDF depl oyed R

" Awar e- Pol | cy%ﬁé&‘&%%ﬂ?“‘ﬁ‘a’ B b‘ﬁ"‘“‘f'*é’"?ﬁﬁia *Eﬁ?‘ "'F‘?‘bdé’ﬁ‘ ‘"’e“‘%:%ﬁ#‘ ”&Eﬁr‘}ﬁ‘ﬁ B ¥hat
Sdefines mataRing conditions i.e. Match all) leading to sending traffic

towards appropriate Service APN. GOSN P- GW can determ ne to which Service
APN end uder packeb durlics exignpiag of the concept to cantrol which user taffic is passed or not

through the TDFs could be based on PDIP Comtext Data, For example, if the user privacy
policy indication allows for DPL (i.e. for routing data flows through TDF3), then a
determination on whether DPE mspection is really required and which TDF should
perform inspection could be bhased on further criteria such as for example the PDP

15 Context Data available in the gateway:

Criteria for divecting to specific TDFs could be based on any combination of:
*  SGSNMME IP Address
e Serving network Mobile Country Code (MCC) + Mobile Network Code (MNC)
2 + Radio Access Technology (RAT) Type

e Subscriber  information  {Mobile  Subscriber ISDN  Number MSISDN.
International Mobile Subscriber Identity IMSH, International Mobile Equipment
Identity IMEIL or IME] including ~Software Version, IMELSV)

o Traffic Class (Conversational, Streaming, Interactive or Background)

23 ¢ QoS Maximum Bit Rate MBR, Traffic Handling Priority, ete)

For example, using the RAT Tvpe this could allow enabhing TDF inspection in
the case user makes access over 30 versus 2G access. Or if IME] indicates the device is
from a spectfic manufacture (1.e. M2M Machine-to-Machine type device manufactarer) a
3 decision could be made to bypass DPU if so desired by the operator.
Or traffic for subscribers with a High QoS could tnigger bypassing DPI o ensure

that no further tatency is introduced for the end-user.



over (ii such that end user packets are subjected (or not) to any depl oyed
TDF based on "dynam c" information provided by nessages received froma
PCRF 1. 0wvea 20i2u2ras8er face_ GOSN P- OV appl i es "NAT" to emsunB2ikvei478er vi ce
APNs have different address space all ow ng downlink packets to take sane
path as uplink packets Enbodi nent No. 4: iIX Assisted Cm Tioura n 0 )ticm
(e. APN.. local iool) Selection 15 This ®l ution allows the PCRF/ SPR
infrastructure to inpact the | P-address allocation/lP-configuration
performed at | P-CAN session activation. This can be achieved in a

general i zed rrannerxbzymtaﬁeid%l%ﬁaﬁ ef ginhuhgeauld don kgualdt iescapt inbimpl pckbie”
paraneter to the gatewa (IW prior to | P address assignnent to the UE
Thi s confi gurBtHeEReb At i Bh %é-‘r’*‘a“ﬁ&e%‘éﬁ RBUISEVHST AYAUEReSE Wil gisecBni S5kt on

data in the QMLRaL,2AGH gh i (B8 ¢ qgéé?ﬁ’c LovRE H'P?\V’ﬁldqhél%{l;x%huﬁte%ﬁzﬁé\ AFedieried.

For exanple, the returne uration option profi ranmeter points to
OW conf i gur atdreptichated Tibats mzeemdutvs G“mcelstmidﬁmautkepem fic local IP pooI
within the interfaces "Gh" pro E e of a specific AR!\I

override the inferfaxgsigsion .f‘rsm“ﬁ 6’\‘7?“8%‘8:} ‘;&ﬁﬁ”}ué&va Laheyn goms é'nQPP dH
pool and other confjgidrati on that would affect routing for that user as per
PCRF Privacy Policies, - Bypass all traffic due to user privacy policy
Bypass TM for al ISduhﬁ anddbdsticaiiva. 1§.adtbaks ef fi ci ency reasons), but allow
othet flows to undergo DPI by an external_TDF node when applicable. 30
provi ded about éaclﬂft%mﬁ"i“&??d thgougdtipyes Gt LEPBIEOR t he PC: RE has an i nfl uence
in the I P-address al locationll P-configuration process perfornmed by a
gateway CAV (e ,g, GGSN, P-GW etc, inplenenting a PC EF functionality) at
| P- CAN sesisi on actﬁwa‘tthpiuf ofira bt;@zeraf e nmah dyveE. IP'Ehsilzs'cmphUbe kaprayindas a

routin se .S tion act | 5.st andar di PC.
L ohi t gt ur 6, MO URbHed ek b BB g o S i Aot e that

direction andyak HEhD Lnd Sl bel MBust layer 3 i DRIRARACHTINGRABAAR
achi eved by using signaling through t "“interface to allowthe Kai: to

provi de the @MbisrpbletredeingserhmcRGERdulhdeionali tyngitYertine Aa‘b‘lbltwe:atlg\beﬂt

IUISDer Privacy fquaﬁé 1*[9]? %{Jr{% Q&F!]ﬂnzt,g %orre(s)cyt.bnraiiirsckgttmgll%nﬁon tuFEiqu&p €. Oruif’dgi“t he

15 Layer 7 or heuristic based inspection).
The solution can avoid routing ambiguity through the use of Network Address
Translation (NAT) function. For example, if two or more Service APNs are routes to the
same network and each has a TDF, and 1t must be ensured that the downlink traffic is
routed back through the same path, the gateway can be configured to perform "NATing”
20 of the UE's IP address fowards the Service APNs. In this case Local Pool IP-Address
allocation method 1s vsed on the Service APNs. This technique can be used to steer
traffic and ensure that a subscriber’s downlink traffic can be steered to the same TDF

which is handhing the uplink traffic.

25 The following are some features and advantages associated with embodiment no.

3 {aware policy based routing based solution):

- A given base APN {e.g. internet Access) is assigned to UE.
- “Service APNs” are defined m GGSNs that are upgraded to become a Mobile
30 Packet Gateway -MPG- in an EPS/EPC archutecture (referred herein as
GGSN-MPG, and which is referred in 3GPP specifications as GGSN Packet
Gateway, GGSN/P-GW).



to address assignnent, to configure and adapt the I P address allocation
process in respect to User Privacy Policy with respect to DPI/TDF and, thus
to det ermvoeoi2A2rmset i ng for packets concerning data fl oRsTiB201&0S4TEB of a
user. The PCEF can achieve this in two steps as follows: The first step is
that, as part of the |P-CAN session establlshrrent but prlor to Il 15
ADDRESS assi gnnent, the PC EF can request” 13he PCRF for a "configuration
option profile”™ with regard to User Privacy Policy, The configuration
option pro-file paraneter returned by the PCRF to the PCEF could point to a
set of preconfiguredcdai@ Senvith@PRUNIH TBE depwhei be used to achieve desired
results as needed and consistent with PCRFI SPR/ UDR User Privacy Policy e,g.
such as to bypass or “a ¥&tc¢ AeNmpiiourd Piedepigied t he set of preconfi gured
data on the PCEF cgul dpi ud | P,saddr pogi. nd gr..APN)., frol

whi ch | P address ag{m gﬁrrfggi\é Sﬁ“gﬁﬁtﬁ%ﬁém MrZ)iﬂrme El'he&sj(\é)(é%nd step Fgl}s‘( f or the
PCEF t o perform thHe\w @e«i’ddmeb&edéhn@ngﬁh@ﬁlbp ths?tSpmnfm gumittl mmfaamondlthg to

thelnfornatlonre ived f omth CRF, pr.ocee

Sossi on rmadi T cat 1 GRS KBS HRETIRE (e TR AER a0 e eara s npras
triguer). 17- absg Ff@%&q}@ﬁ@@g@w and, thus, dimnish unnecessary
signaling that vil occur if PCRF interaction is perforned before IP

addr ess al | ocat i orfaGhINgT- Q\‘éa@eétft&mgp (lzcaNh;Lh Senvise ARdY @tdelp’tappﬁ\@#acln ansadr es
that a PCRF/ SPRI UDR b ered in

of whet her & g1 vert Sha SUdt gt FRGFFT Bkl s (s obyp el PERETRe "
TDFs depl oyed overhstiBod3 d@f@nid NingdhiaGen pASidel by TG ahvOrcotioR] BpP ORCRF
coul d ensure that a subscriber's dowlink traffic can be steered to the
same TDF Mhich is aRdlinggaehe up ink. Referring to : FI GURE: 7,
there is a diagra S}k o] 2 .

st andal one TDF 702@3%%&& gafé@%gu&gﬂﬁﬁc?‘bu I %ng A%\% pli‘“ Sﬁﬁgﬁﬁ%&wﬁent

i nvention. As shovmawtzh_lawT@chYxM:.11k3mt.y¢n maﬂaws ﬂaghm}y@dup mkt_ghekaiat a path 706
bet ween the GGSNI P-Ci W 708 and the gateways ,e.g., upstreamrouter 710) to
the service networks. For this purpose, the routing tables of adjacent IP
netor k el emagh ot GRNE-O0T08)yar Cotiehined aaidnal, Wia 106 £04) kacaigext
hop in the IPToUTEe Of 15 the User tr IDF 704 WoUl

typi cal | yisof fer a iné gulntinexilohepthe R’iadélkib@ﬁsnm\mmmetﬂneuumt fiei dR-afdegy
GGSNI P—OW?Q ‘and\?}tqheg uni.que next - g ?eress t ownar hﬁ < can b

i nt er net - si dé PSP IPHPPHVETEY REETHY WP '*FHé‘“ﬂE Parfi 702
is received hyndeéd nl drlﬁft‘&}hﬁzt%tﬂ%@flbﬁﬁiCtmmﬁkmlﬂg|§ (&m@ﬁ&@mm%& ofhhke’ I P
routing setup of two internediate elenents éln thi's exanpl e

708 and the uwgtmfé%tmz@rcog%ieww10‘)\’%’bﬁuﬂhén|d t dildlpdss tdﬁé”maﬁrgetn theabfi c"ﬁihe EP
routing thro Cg gt* %tmlpﬁatmn%a?ametgr \P&:lﬁl Bo P &?E}Pmn%wmta@;%n 'dgm u?lﬁxea( ﬂ that

downl i nk traf
20 could be used to achieve different results as needed.  For example, the returned

configuration option profile parameter points to GW configuration data that resuits in:

*  Use of a specific local IP pool within the interface’s "Gn" provided APN

¢  Use of a specific APN and overnide the interface’s "Gn" provided APN

§nd
La
L]

Use a specific APN and local pool and other configuration that would atfect
routing for that user as per PCRF Privacy Policies.
- Bypass all traffic due to user privacy policy
e Bypass TDF for all IMS waffic {e.g for efliciency reasons), but allow other flows
to undergo DPI by an external TDF node when applicable.
36
Two solutions are described below with regard to the details of embodiment no.

4. However, the basics of both solutions are summarized before a detailed discussion 1s



The follow ng are sone of the benefits associated with the aforenentioned
two step approach: The operator PCREI SPR server can utilize static
subscri ptworroizf2gasgat i on, dynam ¢ | ocation informati on ®CTAR10DF3E88
relevant information (i.e. TDF Privacy policy) available to the PCRF
infrastructure for choosing the "configuration option paraneter” e.g.
points to set of configuration data on ( such as APN, 30l ocal | P address
pool) to use for a PDP context. All handsets and data cards in the nobile
fl eet need only have only single APN configured, but certain end-uses

traffic be digtvidbbtbsiirauk adiusiveh khatth BRktioeg uh@ PORET hexie infhlendDm dede
whereas ot her_end users hypass the TDF. For exanple this could be achieved
by overri di nd? @@dww#t&é@@lﬁ%tﬁﬁ@ffé&@n@wﬁ@%H@éﬁiﬂ?@ By 4 ptgvy § 96 bIOSN,

TDF bypass t i Y/
For A0 | AR A RERE PRI BAL 7L X SRR B PY e

performed at tbRGCAN SEsSildnagetachairboides a Bnownzdese aninoot. i wigh Wivs engalt ut iten,

W th Iowmpact an ardlz rchltectur a [ d wor ot h
et i e AR Bl hel O R ke e pry g ke AR o
10 Det ajidesti@f aui@xemRka vy bidtpygol ution for enbodi ment no, 4 are
di scussed below wth reference to FI GURE 8. The GGSN P-GWis enhanced to

per f or m TP- CAN Est&iské shintms ﬁpm boncitiereRERyasBiggrmehng mﬂ&?ﬂ}h@ ot iowirfage to

Pre” (v pore, e plRER R I TR B 3R bR e Sl ARt i B &

REQUEST", TheppGRbOULG repatapbst :{S,:azﬂ'&n &s\(ﬂeSn thaugh a\mﬁtﬁQuhe POEBF, prior to the IP
Frame- | P- Address AVPs. st eps -1.3. The PeRF retrieves the user
profile fir(*om“tdﬁte‘ssm"nmilb ko w<‘§1f@ﬁf¢aﬁﬂé@éamﬂmp PTG RRANCIRP Ripeess in respect to

step | A: The Ux é3;§>§g\mpgﬁ§\ t&al?l% nglf; yfﬁql"flfﬁym(m? tguf% %(P:azetpﬁﬁmt itptl%qfn(‘?l; f(thOt

for end-user) and assigns -a con uration option profi araneter th

accor dance vmgabkeﬁ%lhenma m@y‘iopeltmc% UE of a ussth. eibh&?ﬁ!‘:ﬂdae aPERFe thed s a
Credit-Control - Ans .) to the PCEF, The CCA has a new proposed AVP
"configurati ét‘Fpéﬁ%}QeW“ﬁr of i I e" inline with TM. privacy policies. The PCB

Wil use the refurgads.Confiqual RR o‘?%e’bl?rt“ f\R%?JM &'Eab‘i‘f@ﬁ:ﬁghtpﬁxgﬁ g; m?’IPO to

a set of G\Nconflguraflon parane pplied prior to procéed ng w
| P addr esis assi gnneRDRERSr asgiganghe, tha Béﬁﬁ%&(ma@@xﬁaagdnam‘ﬁﬁ idaha‘cemtlﬂatpm nt

to the use of a specific APN an dl or dress ﬁ)ool and specifi
routing configur atIPHRB Brpiet ﬁ’t—:‘”ei'?é“ n acy Policy. The config mamon optm

profile parameter returned b«}f ;m P(;RF to the PCEF could point 1o a set of
preconfigured data in the PCEF that could be used to achieve desired results as
needed and consistent with PCRF/SPR/AUDR User Privacy Policy e.g such as to
20 bypass or a pot the TDF. For example the set of preconfigured data on the PCEF
could include a local 1P address pool (and or APN) from which TP address

assignment should be performed.

o The second step is for the PCEF (o perform the P sddress assignment/IP
25 configuration according to the information received trom the PCRF, and then
proceed with an [P CAN session medification towards the PCRF (e.g UE 1P

Address Allocate event trigger).

Whether a PCRF-interaction before 1P-Address allocation should be done or not
30 can be configured in the PCEF gs an operational parameter, for example on per APN

basis, 1 order to avoid requesting the configuration option profile when it is not



-19- PCB: is enhanced to assign an |P address using the |local configuration
data associated with the configured option profile. Steps 2-7:
Exi sti ng woaoeexizrzss| P CAN Sessi on Establishment ((ix CCPRTAB2011/054788

"I NI TI ALREQUEST" i CCA). steps 8-9: TDF session establishnment signalling.

The follow ng are sone features and advanﬁgges associ ated wi th enbodi nent
no. 104's first solution: This feature affows the PCRF/ SPR infrastructure
to select the APN to use for a PDP Context by replacing the APN received
over (in at PDP Context Create Request with an APN received in a new CCA
nmessage fromadbbeuREREeceldry Bediehig, stibbdse uascbalns agidimgatsi stiEdcdiPNE the

sel ection + exploit PCRF TDE privacy policy) The operator PCRElI S PR server
can utilize ﬁéﬁ BERHEEY Eﬁlﬁﬁﬁmﬁr’i’[‘«g}fﬁﬁ}f pEResS WIRGHICR 1 8 586N i nf or mat i on
or any other relevant information (i.e. TDF Pr| vacy policy)available to the
PCRF infrastructure for choosing the APN to use for a Packet Data Protocol
(PDP) context. Al Hsaqhzahds;étsswam&pdppmadasﬂﬁsies thatt h @RGP TR bisedend Lond v

h | | APN d, but t t 1.
oo ot e Oy Sy e ety skt « TRk BB E Yh Qe Wi per

repl aces t he zﬁf’l}w QSR PMEE gk B»&i oPRP Nt St uﬁ%@@ke ARequeShe Wb Ry@n
APN received i'n the CC A nessage from PERE 300 The GGSN P-GWNw || during

| P- CAN Est abldpghivehcoBRIcORITOxHR ADBRESS s ai@gmgnmmm can be steered 1o the same
TDF which is handling the uphnk.

Referring to FIGURE 7_there i3 a diagram iHuostrating how user traffic 702 can be

16 captare i a standalone TDF 704 over GI/SGr pursuant to emsbodiment no. 4 of the

present invention.  As shown, the TDF 704 is typically deployed in the data path 706

between the GGSN/P-GW 708 and the gateways {e.g., upstream router 710} to the

service networks. For this purpose, the routing tables of adjacent IP network elements

{e.u. GGSN/P-GW 708} are defined so that the TDF 704 s a next hop in the IP route of

o
LA

the user traffic 702, The TDF 704 would typically offer a unique next-hop 1P address
towards the user-side {e.g. GGSN/P-GW 708) and other unique next-hop IP address
towards the internet-side {e.g. Imernet Router 710 or firewall). The user traffic 702 is
received by detining the TDF 704 as the next hop {or gateway) in the [P routing setup of
two mtermediate elements {in this example the GGSNP-GW 708 and the upstream
20 rowter 710) on the path of the target traffic. The IP routing through the TDF 704 could be

defined both for the uplink and downlink traffic.

The following are some of the benefits gssociated with the aforementioned two

step approach:

¢« The operator PCRF/SPR server can utilize static subscription nfonmation,
dynamic location information or any other relevant information (L.e. TDF Privacy
policy) available to the PCRF infrastructure for choosing the “configuration
option parameter” {e.g. pomnts to set of configuration data on GW such as APN,

30 tocal IP address pool) to use for a PDP context.
s« Al handsets and data cards in the mobile fleet need only have only single APN

configured, but certaim end-uses traffic be distributed/routed such that DPI occurs



-20- PCEE sends a Credit-Control -Request (CCR) with a Request-Type ALT set
to "APNEQUEST". CCR could contain sane .AVPs though W THOUT t he

Frame- | P-wodnesi27288 PCRE exam nes Privacy Policy (e.g. PPI/ipsmmisrgsd or not
for end-user) possibly stored in SPR PCRF returns Credit-Control-Answer
(CA) with proposed APN inline with TDE priyacy policies, If received APN,

on an APN that has been configured as a X Assi st ed APN Sel ection APN' and
the string is identical to a valid configured APN nane on the PCEF (i.

GG SNP-GN, this APN will be selected for the PDP Context, If the stri ng
does not match a waki exéidk ma«ﬁmwhm&msﬁdm end u@e‘atmfeeﬁuasf 'i\?vklémdm@
rejected, Is O PCEF w || use recejived APN and proceed with existing. | P _CAN
Sessi on Establ i shrfﬁﬁt‘»“ulﬂilqlo%h‘t@é“d ﬁwwaﬁ@ggl‘m@ﬁ\ﬁf-‘ﬂ AfPepidor pupg prggyic P
'procedure IP CAN g g fhEst abl i shment (Gx CCR 20" I NI TI AL REQUEST" | CCA).
Enbodi nent 1-1() 4 sec A sol ution): Details of an exenplary second
sol ution for enbodl“ﬂmbtp;ﬂ@ihaﬂa@r&nﬁtssmﬁﬁ@(ﬂ’RHM\Qm whlidy dedpechictal B BRE 9
which is taken fro > 23.203 V ater 7,2, Figure 7.2-1") and
updated tG show ¢ He "}%@F wrRagh e é‘i?rcfdéym S DR P 1@&3&9.8&1’%&&#0#
profile” associ at gicwin.bostRE «88EQR_E. sol ution, The exenplary second sol ution
i s based on:

e Provides a routing~wise solution, with low impact m the standardized PCC

architecture, that would work both in the up-link and the down-link direction and

also both for IPvd and IPve.

10
Embodiment No. 4 (First solution):

Details of an exemplary first solution for embediment no. 4 are discussed below
with reference to FIGURE 8  The GGSN/P-GW 18 enhanced to perform IP-CAN
Establishment prior to 1P assignment per the following steps:

i3

step 1.1: PCEF sends a Credit-Control-Request {CCR) to the PCRF (V-PCRF,
H-PCRF}. The CCR has a new Request-Type AVP set to "CONFIG REQUEST™, The
CCR could contamn same AVPs though without the Frame-1P-Address AVPs.

20 steps 1.2-1.30 The PURF retrieves the user profile from the SPR which is

enhanced with “Privacy Policy™.

step 1.4: The PCRF examines the Privacy Policy {e.g., DPI permitted or not for
end~user) and assigns a configuration option profile parameter that is sccordance with

25 the privacy policy.

step 1.5: The PCRF returns a Credit-Control-Answer (CCA) to the PCEF. The

CCA has a new proposed AVP “configuration option profile” inline with TDF privacy
policies. The PCEF will use the retumned “configuration option” parameter which points

30 toasetof GW configuration parameters to be apphed prior to proceeding with 1P address
assignment. For example, the GW configuration data could point to the use of a specific

APN and/or local address pool, and specific routing configurations for the end user. The



-21- The inplenentati on of the exenplary second solution is discussed
bel ow by highlighting (via underline) how the existing procedure discl osed
by 3GPP 280202/12%881. 0. 1) woul d be updated per the preseat/IBrMeni47esn. The
original text of 3GPP 23.203 (V 11.0.1) and the associated Figure 7.2,1

| P- CAN Sessi on Establishnent are copied hff ei n Swhere the enhancenents
associated with the exenplary second solu fon of embodinment no. 4 are

hi ghl i ghted by underlines. ******x*x E| RST MODI FIl ED SECTI ON *******
6.2.2.11 General to The PCEF enconpasses service data fl ow detection,

pol i cy enf or gaiEhis ahandet awabagesh ThaldgRashynied ivosiadontibiradsn ddthiassociated
functional entjty is |ocated at the Gateway (e.g. GGSN in the Cl PRS case,
and PDG in W& heARpkayey opfan 3pBi% des service data flow detection, user
pl ane traffic handling, triggering control plane session managenent (where
the 1 P-CAN permts), QoS ishandling, and service data fl ow neasurenent as
wel | as online andtgkf i7ndahangbrgednt eifa€iiMnSessidn PEERIGhalclt en@ur €éCRhat

an | P packet,,, W(_:\IX’ [ 5@' car ged. at the PCEF as a result frompolicy
enf or cement o6 -l’)% dg%ﬁa’ 1‘?5)9 is neither reported for offline
chargi ng not cause credit consunption for online charging, 20NOTE 1: For
certain cases e.g. suspected fraud an operator shall be able to block the
servi ce data fl ow sbaps 8st:i TDF lsessay astabbslacoosighalfiog. any packets associ at ed
wi th any bl ocked service data flow.
The followmg are some features and advantages associated with embodument no.
16 47s first solution:
o This featore allows the PCRF/SPR infrastructure to select the APN 1o use
for a PDP Context by replacing the APN received over Gn at PDP
Context Create Request with an APN recerved in a new CCA message
from the PCRF.

{5
» Benefits {same as for radius assisted APN selection + exploit PCRF TDF privacy
policy)
o The operator PCRF/SPR server can utilize static  subscription
mformation, dvnamic location information or any other relevant
20 mformation {i.e. TDF Privacy policy)  available to the PCRF
infrastructure for choosing the APN to use for a Packet Data Protocol
{PDP} contexi.
¢ All handsets and data cards in the mobile Heet need only have only single
APN configared, but traffic may transparently to the end-user be
25 distributed over dedicated APNs,

*  Description
o This feature replaces the APN received over Gn at PDP Context Create
Request with an APN received in the CCA message from PCRF.
A0 o The GGSN/P-GW will during IP-CAN Establishment PRIOR TO 1P
ADDRESS assignment:



The PCEF is enforcing the Policy Control as indicated by the PCRF in two

di fferent ways: Gate enforcenent. The PCEF shall allow a service data
flow, whiwb2p/Rumsgect to policy control, to pass throughTiiB®1PCHFS f and
only if the corresponding gate is open; QS enforcenent:

0,0S class identifier correspondence with_|P-CAN specific Qo,S

30attri butes The PCEF shall be able to comVert a QoS class identifier value
to I P-CAN specific QoS attri bute values and determ ne the QS cl ass
identifier value froma set of! P-CAN specific QoS attribute values, "Y7
PCC rul e QoS enforcenent. »THa CEReshal b ankoncastioBRagidvor ized) { Watlof aa
service data flow according to the active PCC rule é%&%o enforce uplink
DSCP marki ng). | P-CAN bear erReggssteimsreehmsite “Fhe. PERE T Sdntrol s the QS 5
that is provided to a combinedepql BlisSEEUhGEHAL A UPOWRouMNYPRIOCY he
enforcenent function ensures that the resources which can be used by an

aut hori zed set of service dat aFfdnewd-Adédrewd.t hin the "authorized resources”

o ovi des. dn upper bound of CRTr SUBHPRL AL TWAN 152 raCePYEH { EBRy oI

al located (MBR) for the IP-CAN-hear ghssibin@oRHthgpRzed QS information is
mapped by the PCFF to | P-CAN specific QoS attributes. During |IF-CAN bearer
QoS enforcement, if packet fRIRErauras ErphoVinad-Aowehe A BithiphepoRrGERPYhal |
provi de packet filters with I,?e saq_remﬁpnpgqt( as that in the SDF tenpl ate
filters received over the GAt & Yace. PIEFR&PCEF is enforcing the

charging control in the follipwWdRBeWayPN, on an ABSY that BRI HHeE Roffk@ed hOW “Gx
(defined by an active PCC rule) that is subject to charging control, the
PCEF shall® al | ow t he servi ceAshaited APDWelastipadd™N ipdthgrstnes plegresl o ardidon] y
if there is a correspondin , b Lvie REC 1 Ul e Wink--rand, ~£0G AORMNE, ;. apn
charging, the OCS has aut hor{lt‘(}zngl{(%‘{‘}é”\r‘éé”sx 'i}fc%%? &'?W\gpg%ﬁ%?n%égéyip&?jhgﬁﬁbég\nay
| et 20a service data flow pasdi bdwehirghl fohehe PCERC derexindf thdhariag dosencdinatdhe
credit re-authorization pr ocedur.g. . . . ‘

a valid APN name the PDP Context Create Request will be

rejected.

o PCEF will use received APN and proceed with existing 1P CAN Session
Establishment.
»  Allocate [P address/metwork prefix.
#  Existing procedure IP CAN Session Establishment (Gx CCR
20 “INITIAL REQUEST™ /CCA).

Embediment no. 4 {second solution):

Details of an exemplary second solution for embodiment no, 4 18 discussed below

with respect 1o FIGURE 9 which s taken from 3GPP 23.203 V 11.0.1, (chapter 7.2,

25 "Figure 7.2-1"y and updated to show the “user privacy policy” and the “configuration
option profile” associated with the second solution. The exemplary second solution is

based on:

¢ Use existing “IP-CAN Session Establishment™ {(but without sending a user IP
30 address} and Acknowledge messages. Pollowimg IP address assignment the

PCEF would use the 1P CAN Session Madification signals and procedure..



For a service data flow (defined by an active PCC rule) that is subject to
both Policy Control and Charging Control, the PCEF shall allow the service
data fl owbaopas288hr ough the PCEF if and only if the ripghtiBzONOs4r880Ns from
both policy control and 25charging control happen. i.e. the corresponding
gate is open and in case of online charglng the OCS has authorized credit
for its chargi ng key. For a service data‘TIom/(defined by an active FCC
rule) that is subject to policy control only and not charging control, the
PCB shall allow the service data flow to pass through Sothe PCEF if and
only if the condi ti'l@ni&mﬁimemmdidzwf denévealplar actmid. »u‘hﬁimei@EEﬁmsedb@eh&erbxed
by one or nore he PCEF Shall . contact the appropriate

"based on théﬂ;&&kﬂb@t}a @e@amdﬁéwolﬁ%\ (ﬂmwu%war@eeewq @sclogegdat Hert we ﬁ N LIE
identity informaiy0f,bbty g&ﬁi@é? p;@sfb%t)"{@ln?&m”%{e& oihkl z@é{'}lﬁ@?@'ﬂ‘ 'A@w ylt

shall be possible to ensu e same PCRF'i's contacted for a speC|f| o
UE i rrespect i Md}. bfankihie &%dwd?até‘@\N;mmd“’ I TReC PEERsshakitablehreeguestpibd beretohe

PCRF, nodify PCC r usi ng the e UIV ent PCET be VI our e.renoval
of the old a ‘%“F?g‘i’fé‘k‘i‘%{ﬂ“% O‘f"ﬁ‘é tﬁf‘o‘éﬂ"ﬁ*ﬁgﬁ?“ﬁ bSplfien “éﬁ’é“h‘i‘éﬁi@‘ﬁ“
shal | nodi fy @ PGl KivhiIASt RPu@kPles. oper ation. The PCE. 12 shall not nodify
a predefined KC rul e on request fromthe PCRF. The PCEF shoul d support

predefined PCC rul es. For online charging, the PCEE shall nanage credit as

defined in clausge.H- VesaRply different PCC rul es
depending on differ en{&ﬁﬁwﬁ*ﬁgwﬁgﬁ be able to provide identifier
of serving nefwenkGérhhe PCRF, which may be used by the PCRF in order to
select the PCC rule to be applied. The operator may configure whet her
Policy and ChEedili emipasses savige S@taémr federtignsidicy gsRrennrang pthtlow batess
poi nt. The ng condd Logal.ngL, and report @I P-CAN bearer usage information
according to Fuse

i,ms functional entity i3 located at the Gateway {e.g. GOSN m the GPRS case, and PDG

tn the WLAN case}. It provides service data flow detection, user plane trathic handling,
triggering control plane session management {(where the IP-CAN permits), QoS

13 handling, and service daty flow measurement as well as online and offline charging

interactions.

A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result from
policy enforcement or flow based charging, s neither reported for offhine charging nor
cause credit consumption for online charging,

20 NOTE I: For centain cases e.g. suspected fraud an operator shall be able to
block the service data flow but still be able to account for any packets associated
with any blocked service data flow.

The PCEF s enforcing the Pohicy Control as indicated by the PCRF in two differem
Ways:

25 - Gate enforcement. The PCEF shall allow a service data flow, which is
subject 1o policy control, to pass through the PCEF f and only if the
corresponding gate 1s open;

- QoS enforcament;
- QoS class identifier correspondence with IP-CAN specific QoS

0 attributes. The PCEF shall be able to convert a QoS class identifier value

to IP-CAN specific QoS attribute values and determine the QoS class

identifier value from a set of [P-CAN specific QoS attribute values,



6.1,2, The PCEF may have a pre-configured Default charging nmethod. -Upon
the initial interaction with the PCRF, the PCEF shall provide

pre- conf iyonret/DRefsaul t chargi ng 25nethod i f avail abl e. ACTABR20CADS43EESSi ON
est abli shment the PCGEF shall initiate the |IP-CAN Session Establishnment
procedure, as defined in clause 7.2. In case the SOF is tunnelled at the
BBERF, the PC. :EF shall informthe :PCRF “about the nobility protocol

tunnel | i ng header of the service data flows. In case 2a, defined in clause
7.1, the PCEF may provide charging IDinformation to the PCRE The PCEF
shal | informthe PCRF on whetd®errild OsS enifancednw Tk TRIHF Cﬁpﬂb&hﬁ*}tdeeﬂ}e and
may i nclude the address of a standal one TOE to, be -24- used for

appl i cation detection aWHEEHE FBIS, ofjsf serycpeita Hamaadrasi g i R&‘a HEHVE B Crmis

| P- CAN session the PCER.shall, el 66tk 1515@ Nysession establishment In
the case of standal oneﬁ%DF dé\1 ‘]gl oy rﬁs mq@ﬁﬁay request a configuration

option 5 profile when ~| n| tlIatﬁ\mj iaeatd?—(m{\lemg&mmm EBlteab: izsh:mnb sphe €St 0

| P address allocation. 3\/\@ he { uean?i | P.ad ﬁ_ss
al | ocation/ | P configur a{{“?fo’ﬁ WH“ & da‘rf hﬂ d“tﬁ%‘é‘r 68n§%‘hi HOPEHY n
the User Privacy Poli cyyfipubsefyeitioh cnﬁﬁ‘é’i ®8shatdseeabd Bich ke POls@NA! diy
initiate the I P-CAN session nodification procedure reporting the LIE"I Pv4

address and for || P46 pudfirked et ofserige IdmdA‘dﬁvheiSts“Ahindbat‘cezﬂemmﬁdttt%mtrqgfer)

If there is no PCC rule ac €. succes <h
session at any |ater pofht 1F‘% Y tﬁ%h\émﬁmwt o‘ﬂ‘é ma{e % Q‘et‘?“%lf{éb'efi&oéAN

session nodification, theiR&RR sﬂ;@i bowl dil @t SesalrchPHEAMSIRSSERRed EFBRNAL | ON
procedure, as defi ned |n cl ause If the PCRF term nates the &
session, he PCEF shal Ialiofited b\iBRa\ﬁputhqﬂ*‘d&N?*s@gsmoﬂwt@énﬂrﬁlﬁatﬂ ek information

15procedure, as defi ”eq iy e@"ﬁ}e h&ﬁﬁg bl LOKKE ;;;/SL t&otﬁgcmﬁt’[du E’f‘}xhtn‘(v

for a successfully est ab earer at an

through a PCRF initiat ew (I RNGANes BSicaforcametint, i Catck el teﬁ*meﬁ@EEd@ihakﬂe L
initiate an | P-CAN bearﬁ é nliqftl on, procedure, as defined in cl fluse 7 41
20 If the ii-CAN sessi dh¢ PsERsSS P‘é‘d*‘ké”*gmﬁw h‘&‘ﬁbf‘%g’ﬁ‘fﬂhé‘}%‘h%‘ﬁé i 81 cs
for an | P-CAN bearer, t hilopofed rigger to

determ ne whether to re%%egﬂtiég%l&rs it e?sedl{ﬁ% &Q%@N&SW% ed | P- CAN session
from t he PCRR hedf{ g wamblsging i «H’@Eﬁntsha'ittoi u‘smcttdrik:smeg auvhori sation

triggers, if available,.in order.to det whet

re-authorisation for tH& BEEYH %‘iﬁ ﬁﬁ‘ét{ g%élqt"ﬁ’é AV héﬁfg%ﬁ'ﬁ&taﬂﬁb&a [ e

| f the PCEF recei \@g:«ail &%l ithi PeHrupdahinyWwihetheiRGk uh@anﬁmm&m RQRF
(1 P-CAN session nodification, clause 7.4.2), the PCC rul es shall

activated, nodifi & 1dfifradoviyd! derd 1ﬁd|‘~ﬁfa?“@dﬂ@y% poieefC (REe with and, for online
charging, the OCS has authorized credit for the charging key. The PCEF may let

20 a service data flow pass through the PCEF during the course of the credit
re-authorization procedure.

For a service data flow (defined by an active PCC rule) that is subjeet to both Policy

Control and Charging Control, the PCEF shall allow the service data flow 1o pass

through the PCEF if and only if the right conditions from both policy control and

25 charging control happen. le. the corresponding gate is open and in case of online

charging the OUS has authorized credit for its charging key.

For a service data How (defined by an active PCC rale} that 1z subject to policy control
only and not charging control, the PCEF shall allow the service data flow to pass through

36 the PCEF if and only if the conditions for policy control are met,



be established or nodified to satisfy the bearer binding, then the PCEF
shall reject the activation of a PCC rule. NOTE 2:1n case of a rejection of
a PCC rulwoaetznasson t he PCRF may e. g, nodi fy thepratrtuBmpi/es7$8CC rul e,
de-activate or nodify other PCC rules and retry 5activation or abort the
activation attenpt and, if applicable, i nfgrm the AF that transm ssion
resources are not available, if network i*ATt i at ed procedures for 1P- CAN
bearer establishnent apply this also includes provisioning the UE with
traffic mapping information. See clause 6.1.9, Annex A and Annex ID for

details. |f andtfEr wlah-EGANSas & amel & wstcaPUREhedlebyTheCEanthat usafact th s
is treated independenfly fromthe existing |IP- CA sessi on. To sulpport

the differ entPPPRHAR  ipsod gy Q’olﬁaslfﬁﬁéﬁf* ngiesk (HIENbpedrd foprommyet wigh
PCEF forward lt}f‘?dé% \Y\Q{]&Yl%gil a%?ﬁ’i’b@é la@ﬁ'xﬁﬁ { ol e BN stpa%;‘/m_)f %gﬁlp gg:ehe

| P- CAN bear er est N session se

During an | P-gohdblsesshame hodilkiseat PORY henRGEF fehadpecificAVE desspaftor mditlicon
bel ongi ng 20t8 gﬁ 1P- CAN bearer established or nodified) to the PCRF as
thliows: ° PG ‘é)nly bearer establishnent node, the PCEF shall send
the full QS and traffic mapping information; in UUNW bearer establishnent
node, the | PCEF at UE-initiated bearer establishnent, send the full
QoS and traf file ?ﬁ%ihhﬁ@ imft@ﬁmt fromy the PCRF, apodiB- & RCC sledsbgahe equivalent

modi ficati Onﬁg%%ngﬁipx %mh% he %%‘ﬂ{})\ﬁ‘ifl SFWS uﬂg(ﬁfdt t%g *ﬁn%ngn OI" t%e %\% {R}aﬁ{f%td?ﬁtﬁnd

changes to t
rule. The PCEF shall modity a PCC rule as an atomic operation. The PCEF shall not

16 modify a predefined PCC rule on request from the PCRF.
The PCEF should support predefined PCC rules

For online charging, the PCEF shall manage credit as defined in clause 6.1.3.
t5  The operator may apply different PCC rules depending on different PLMN. The PCEF
shall be able to provide identifier of serving network to the PCRF, which may be used by

the PCRF in order to select the PCC rule to be applied.

The operator mav configure whether Policy and Charging Control is to be applied based

20 on different access point.

The PCEF shall gather and report IP-CAN bearer usage information according to clause
6.1.2. The PCEF may have g pre-configured Default charging method. Upon the initigl
mteraction with the PCRF, the PCEF shall provide pre-configured Default chargimg

25 method if available.

At IP-CAN session establishment the PCEF shall initiate the IP-CAN Ssssion
Establishment procedure, as defined in clause 7.2, In case the SDF is tunnelled at the
BBERF, the PCE¥ shall inform the PCR¥ about the mobility protocol tunnelling header
36 of the service data flows. In case 2a, defined in clause 7.1, the PCEF may provide
charging 1D information to the PCRF. The PCEF shall inform the PCRF on whether it is

enhanced with TDF capabilities, and may include the address of a standalone TDF to be



at NWinitiated bearer establishnment or nodification, the PCEF 50shall not

send any QS or traffic mapping information. -26- Wien flow nobility as
speci fi edwDre0i12/13788, 261 [ 23] applies, the PCEF shall pr ®¢iraB201Pos47gsw
mobility routing information to the PCRF as foll ows: t he default

route to be used if no explicit routing iptformation for a service data flow
is provided; 5the route [br an IP flow_ Th& PCEF shal | derive the routi ng
information fromthe .IP flow nmobility flow bindings installed in the PC
EF, as defined in TS 23 261 23], If there are events which can not be
noni tored i n JsbefPGRRicadibe PGt @i‘diadukmpr OvicdBCE hgle W@ abnirf@edid Hen Papant
the required event triggers to e PCRF using the PCEF initiated 1P-CAN
Sessi on Modi fEERT SR E%%c“@dhf‘é“fé]@ Fef Phewssign 'eﬂ‘%ﬁ!l’g’é‘m?m4 1, or in the
response to a PCRF initiated | P-CAN Session Mdification, as defined in
clause 7.4,3. If the triggers were provided by the OCS at credit

aut hori zat i orip the cabse&mﬂdmsheiﬁm«:’&piwmenmttim?i‘ﬁﬁetaheeqmsmaﬁsm’hﬂbn option
confirmation is, to consi.der

e
15the credit F("?“é{i’ H ‘W&F‘T‘?&% rf‘o'?‘? ‘gf\gc%au?% Li‘éﬁﬁ’é"%ﬁ‘cﬁfé%fstf‘dﬁE*“l“ﬁ" )dhetific
par amet er s mephi DI E@he PCRING iRGuREe 10 28418 sREEE R PhenRE st: %tz@x‘?wl Reofehf_
The 1P-CAN Session Mdification procedure may be used to deliver these
par anmet er s t ovigdi ¢mlusptoesens sioord ithdtadeen PtineyBBERF ‘ath@umhm IP@Eehyal nayiicof
t he PCRF, ZOTE%?,F I

he sent indir \Fbéﬂlli‘l”“éﬁgﬁ '{hﬁslgpg sg%ggé\hgitﬂ%h%&] iPht eg‘éres‘ %%Ilggtéer?#t °
clause 4A,  IPv4 address andfor IPv6 prefix {e.g. UE IP Address Allocate event trigger).
I3t
I there 15 no PCC rule active for a successfully established IP-CAN session at any later
point in time, e.g., through a PCRF initlated IP-CAN session modification, the PCEF
shall mnitiate an IP-CAN session termination procedure, as defined in clause 7.3.2. if the
PCRF terminates the Gx session, the PCEF shall initiate an IP-CAN session termination

15 procedure, as defined in clause 7.3.2.

It there s no PCU rule active for a successtully established IP-CAN beaver at any later
pomnt in tme, e.g., through a PORF muttated IP-CAN session modification, the PCEF
shall initigte an IP-CAN bearer termination procedure, as defined in clanse 74.1,
206
If the IP-CAN session 1s modified, e.g. by changing the characteristics for an IP-CAN
bearer, the PCEF shall first use the event trigger to determine whether to request the PCC
rufes for the modified IP-CAN session from the PCRF: afterwards, the PCEF shall use
the re~aunthorisation triggers, it available, m order to determine whether to require
235 re-authorisation for the PCC rules that were either unaffected or madified. I the PCEF
receives an unsolicited update of the PCCT rules from the PCRF (IP-CAN session
modification, clausg 7.4.2), the PCC rules shall be activated, modified or removed as
mdicated by the PCRFE.

36 The PCEF shall inform the PCRF ghout the outcome of a PCC rule operation. H network

initiated procedures apply for the PCC rule and the corresponding IP-CAN bearer can not



The PCEF enhanced with TDF capabilities shall handl e application traffic
detection as per request from PCRF as well as report about the detected
appl i cat iwo 20r2a2f388 al ong with 25service fl ow descri pti ®a3/IB20fi1/654384 abl e,
to the PCRF,, if requested by the PCRF. NEXT MODI FI ED SECTI ON | P- CAN
bearer and | P-CAN session related policy information to the PCEF and BBERF
It applicable) using the PC C rule and Qo'"é}}‘r ule (if applicable) provision
procedure. The | P-CAN bearer related policy information may be provided
together with rules or separately, 5Table 6.4 lists the PCC rel ated | P-CAN
bearer and 1.Gk3sGANsisdssiraniifial at @dsfyahe Oyarbnbifadidpkethen 4ic ROEF kkdintegslt - CAN
bearer and 1P--CAN session related policy information Attribute Description
PCRF per i t t Ut & giriif-& Hdeat t ri bute Scope Charging i nformation (NOTE 2)

NOTE 2: In case of a rejection of a PCC rule activation the PCRF may e.g.

modify the atterapted PCC rule, de-activate or modify other PCC rules and retry

5 activation or abort the activation atterapt and, if applicable, inform the A¥F that
transmission resources are not available.

H network tnitiated procedares for IP~CAN bearer establishment apply this also includes

provisioning the UE with traffic mapping information. See clause 6.1.9, Annex A and

Annex I for details.

3¢
If another IP-CAN session is estabhished by the same vser, this is treated independently
from the existing IP-CAN session.
To suppornt the different IP-CAN bearer establishment modes (UE-only or UE/NW) the
15 PCEF shall:

- forward the network amd UE capabilities to the PCRF,
- apply the IP-CAN bearer establishiment mode for the IP-CAN session set
by the PCRF.
During an IP-CAN sesston modification, the PCEF shall provide imnformation {(belonging
20 tothe IP-CAN bearer established or modified) to the PCRF as follows;
- i UE-only bearer establishment mode, the PCEF shall send the full QoS
and traffic mapping information;
- in UB/NW bearer establishment mode, the PCEF shall:
~ at UL-mitiated bearer establishment, send the full Qo8 and traffic
25 mapping information;
- at UE-mitiated bearer modification, send information on the
requested change to QoS bitrates and changes to the waffic mapping
information;
- at NW-initiated bearer establishment or modification, the PCEF

At shall not send any QoS or traffic mapping information.



Defines the containing OFCS and/or OCS addresses. No | P-CAN session Default
charging, nethod (NOTE 2) Defines the default charilinv. nmethod for the
1P- CAN seweiz2ore/12381 P- CAN sessi on Event trigger PCT/IB2011/054788

36

When flow mobility as specified in TS 23.261 [23] applies, the PCEF shall provide [P
flow mobulity routing information to the PCRF as follows:
- the default route to be used if no explicit rovting information for a service
data flow is provided;
5 - the route for an IP flow.
The PCEF shall dertve the routing information from the 1P flow mobility flow bindings

mstatled in the PCEF| as defined in TS 23.261 {23}

I there are events which can not be monitored i the PCEF, the PCEF shall provide the
16 mformation about the required event wriggers to the PCRF using the PCEF initiated
IP-CAN Session Madification procedure, as defined in clause 7.4.1, or in the response to
a PCRF initiated IP-CAN Session Modification, as defined in clause 7.4.3. If the triggers
were provided by the OCS at credit authorization, it is an implementation option whether

a successful confirmation is required from the PCRF in order for the PCEF te consider

o
LA

the credit {re-)authorization procedure to be successtul,

IP-CAN-specific parameters may be sent by the PCRY to the PCEF or the PCEF to the

PCRY. The IP-CAN Session Modification procedore may be used to deliver these

parameters to allow interaction between the BBERF and the PCEF by way of the PCRF,
20 This is required in accesses that requuire these parameters to be sent indirectly.

The PCEF shall support usage monitoring as specified in clause 4.4,

The PCEF enhanced with TDF capabilities shall handle application traffic detection as
per request from PCRFE as well as report about the detected application traffic along with

25 service flow descriptions, if available, to the PCRF, if requested by the PCRF.

skrreess NEXT MODIFIED SECTION  wvsssos

6.4  IP-CAN bearer and IP-CAN session related policy information
36 The purpose of the IP-CAN bearer and IP-CAN session related policy information is to
provide policy and charging control related information that is applicable to a single

IP-CAN bearer or the whele IP-CAN session respectively. The PCRF provides the



Defines the event(s) that shall cause a re-request of PCC rules for the
| P- CAN bearer. Yes |13-CAN session Authorized QS per bearer (I J
E-inifiatwo 202/1CAN8bear er acti vation/ nmodification) (NOTECT)IBIain3ess t he
aut hori sed QoS for the LP-CAN bearer (QClI. GBR ! ABM

IP-CAN bearer and IP-CAN session related policy mformation to the PCEF and BBERF
{if applicable} using the PCC rule and Qof rule {if applicable) proviston procedure. The
IP-CAN bearer related policy information may be provided together with rules or
separately,

5 Table 6.4 hists the PCC related IP-CAN bearer and IP-CAN session related pohey

mformation.

Table 6.4: PCC related IP-CAN bearer and IP-CAN session related policy

information
Attribute Bescription PCRF permutied to Scope
modify the
attribute
Charging information Defines the No IP-CAN session
(NOTE 2) containing OFCS
and/or OCS
addresses.
Default charging Detines the default No IP-CAN session
method charging method
{NOTE 2) for the {P-CAN
session.
Event trigger Defines the event(s) Yes IP-CAN session
that shall cause a
re-request of PCC
rules for the
IP-CAN bearer.
Authorized QoS per Defines the Yes IP-CAN bearer
bearer (Uk-inuiated authorized QoS for
IP-CAN bearer the IP-CAN bearer
activation/modification) | {(QCIL GBR, MBR).
(NOTE 1)
Authorized MBR per Defines the Yes [P-CAN session
QCT {network mitiated authorised MBR




Yes | P- CAN bearer Authorized MBR per C! (network initiated Defines the
aut hori sed MBR Yes | P-CAN session WD 2012/ 127288PCT/ |1 B2011/ 054788 - 28-
Attribut ewDescrizptsson PCRF pernitted to nodify the attriPOWiIB2011/054788

28
Attribute Drescription PCRF permitted to acope
modify the
attribute
IP-CAN bearer per QCL
activation/modification)
{NOTE D)
{NOTE )
Revalidation time Lt Defines the time Yes IP-CAN gession
period within which
the PCEF shall
perform a PCC
rules request.
Configuration option | Defines and points No IP-CAN session
profile 10 a set of local
{Note 4} predefived PCEF
configuration io be
used for IP address
allocation/IP
configuration and
subseguent routing
NOTE I Depending on the bearer gstablishunent mode only one Authorized QoS
mformation has to be used.
NOTE 2 These attributes should not be provided to BBERF.
NOTE & This attibute 18 only applicable when the IP-CAN supports non-GBR
bearers that have a separate MBR (e.g. for GPRS}.
NOTE 4;  This anribute is to_allow the PCRF to influence 1P address allocation/IP
configwation and subsequent IP routing 10 the PCEF for the case of standalone TDEs
accordance with end user consentin the User Privacy Policv,

Upon the inttial interaction with the PCEF, the PCRF may provide Charging mformation

containing OFCS andfor OCS addresses to the PCEF defining the offline and online



Scope | P-CAN bearer activationlnodification) (NOTE I) (NOTE 3) per QC,
Revalidation tine |limt Defines the tinme period within which the PCEF shall
perform awBCQwu2rmw8 request. Yes | P- CAN session PCT/IB2011/054788

29

charging system addresses respectively. These shall override any possible predefined
addresses at the PCEF. Hf received by the PCEF, it supersedes the Primary OFCS/OCS

address and Secondary QFCS/OCS address i the charging characteristics profile.

5 Upon the mnital interaction with the PCEF, the PCRF may provide Detault charging
method indicating what charging method shall be used m the IP-CAN session for every
PCC rule where the charging method wdemtifier s omitted, including predefined PCC
rules that are activated by the PCEF. If received by the PCEF, it supersedes the Default
charging method in the charging chavacteristics profile.

14

Upon the nutial interaction with the PCEF and based on an indication from the PCEF . the

PCRE _shall provide the Configuration Option Profile mdicating the set of local

predefined confiouration data that shadl be used by the PCEF for 1P address allocation /1P

configuration and subseguent routing,

o
LA

Upon every interaction with the ERFE, the PCRF may provide event triggers for the
IP-CAN session. Event triggers are used to determine which IP-CAN bearer
maodification causes the ERF to re-request PCC roles. The wiggers are listed in
clause 6.1.4.

206
The semantics of the auwthorized QoS per bearer (UE-mtiated IP-CAN bearer
activation'modification) and the authorized MBR per QCI (network initiated [P-CAN

bearer activation/modification) arve captured in clause 6.2.2.4.

35 The Revalidation time himit defines the time period within which the PCEF shall trigper a

request for PCC rales for an established IP-CAN session.

swsessras NEXT MODIFIED SECTION stsasss
3w 7.2 IP-CAN Session Establishment
This clause describes the signalling flow for [P-CAN Session establishment as well as

network prefix and/or 1P address assignment to the UE. The AF is not involved.



Configuration option Defines and points No | P-CAN session profile (Note 4)
-to a set of |ocal predefined PC EF configuration to | used for IP
address WO 2012/127288 PCT/IB2011/054788

=30~

This precedure concerns both roaming and pon-roaming scenarios. In the roaming case
when a Gateway Control Session is used, the V-PURF should proxy the Gateway Control
Session Establishment information between the BBERF in the VPLMN and the H-PCRF

5 over 59 hased on PDN-Id and roaming agreements.

For the Local Breakout scenario (Figure 5.1-4) the V-PCRF shall proxy the Indication
and Acknowledge of IP-CAN Session Establishment over 89 between the PCEF m the
VPLMN and the H-PCRF. If the TDF is standalone, for the solicited application

16 reporting, the V-PCRF shall provide functions to extract ADC rules from PCC rules
provided by the H PCRF over 89, The V PCRF then provides updated PCC rules to the
PCEF and ADC rules to the TDF, it appropriate.

In the non-roaming case (Figure 5.1-1) the V-PCRF is not involved.

o
LA

i. The BBERF imnitiates a Gateway Control Session Establishment procedure as
defined in clanse 7.7.1 (applicable for cases 2a during initial attach and 2b, as defined in
clause 7.1).
2. The GW({PCEF) receives g request for IP-CAN Bearer establishment, A PDN
20 Connection Identifier may be included in the reguest. The GW(PCEF) accepts the
request and assigns an IP address and (if requested) network prefix for the user,
3. The PCEF determines that the PCC authorization is requived, requests the
authorization of allowed service(s) and PCC Rules mformation. The PCEF includes the
following information: UE ldentity {e.g. MN NAI), a PDN identifier {e.g. APN), the
35 IP-CAN type and the IPv4 address and 1Pv6 network prefix, if available, the PDN
Connection Identifier received for IP-CAN Bearer establishment and, if available, the
default charging method and the IP-CAN bearer establishment modes supported and
mformation on whether PCEF is enhanced with TDF functionality. It may also include
the TDF IP address, m case of solicited application reporting, if applicable. The PDN
30 idenufier, IP address{es) and UE identity enables identification of the IP-CAN session.
The IP-CAN Type identifies the type of access from which the IP-CAN session is

established, If the service data flow is wunnelled at the BBERF, the PCEF shall provide



al | ocaiion/IP configu ration and 9.41.ing NOTE. | Dependi ng on the
bearer establishnent node only one Authorized QoS infornmation has to be
used. NOMO2nhesmsattri butes shoul d not be provi ded toPBBER1I1/NGTE 3: Thi s
attribute is only applicable when the |IP-CAN supports non- GBR bearers that
have a separate MBR (e.g. for GPRS). NOTE_ 4:This attribute is to allow the
PCRF to influence | P address allocation/I"Ptconf i guration and subset 1 ent
LP muting in he PCEF for the case of accordance with end. user consent in
the User Privacy Policy. standal one TDFs in

mformaticn about the mobility protocol tunnelling encapsulation header. The PCEF may

also inchude the Default Bearer QoS and APN-AMBR {applicable for case 1, gs defined
in clause 7.1} In case 2a the PCEF may also include charging I information. If the
GW/PCEF allocates a shorter IPv6 prefix for use with IPv6 Prefix Delegation, the
5 GW/PCEF provides this shorter prefix as the IPv6 network prefix.
NOTE:In case of standalone TDF and schicited application reporting, either
PCEF mforms PCRF with TDF IP address, or PCRF has it preconfigured per
each one of PCEFs.
4. If the PCRY does not have the subscriber's subscription related information, it
16 sends a request to the SPR in order to receive the information related to the IP-CAN
sessioit. The PCRF provides the subscriber 1D and, if applicable, the PDN identifier to
the SPR. The PCRF may request notifications from the SPR on changes in the
subscription information.

5. ‘The PCRF stores the subscription related information containing the information

o
LA

about the allowed service(s), User Privacy Policy and PCC Rules information, and may

include MPS EPS Priority, MPS Prority Level and IMS Signalling Pronty for

establishing a PS session with priority and mayv also include user profile configuration
indicating whether application detection and control shouold be enabled for the IP-CAN

SESSI0M.

06, The PCRF makes the aumthorization and policy decision. If MPS EPS Prority,
MPS Priority Level, and IMS Signalling Priority are present for the user, the PCRF takes
the mformation into account.

7. If the TDF is standalone, for the solicited application reporting, the PCRF
requests the TDF to establish the relevant session towards PCRE and provides

25 Application Detection and Control Rules to the TDF, as per user profile configuration,
The PCRF may also subscribe to the application detection start and application detection
stop event triggers.

8. The TDF acknowledges the request and may indicate policy enforcement actions

support in case somne of the enforcement actions, required by PORF, are not supported.
w9 The PCRF sends the decision(s), including the chosen IP-CAN bearer
establishment mode, to the PCEF. The GW{PCEF) enforces the decision. The PCRF may

provide the default charging method and may include the following information: the



char gi ng system addresses respectively. These shalt override any possible
predefined addresses at the PCEF, if received by the PCEF, it supersedes

t he Pri mewQ 20P03V188S address and Secondary OFCS/ OCS addiresgBimi/pfa@sschar gi ng
characteristics profile. 5Upon the initial interaction with the PCEF, the
PCIR. F may provide Default charging nethoqjindicating what chargi ng net hod
shal |l be used in the | P-CAN session for eévery PCC rule where the charging
met hod identifier is omtted, including predefined PCC rules that are
activated by the : PCEF. If received by the : PCEF, it supersedes the Default
char gi ng net hae Rnidshe aghatgimighe Basac &:ful&‘ﬁ;ttb epopy. ahé PelicpanChdigimkMdiesal
interaction with the PCEF and_based on_an indication fromthe PCIF' the

PCRE shal | prd¢idee eReesh @%@taw@nweww%\mlﬂpﬁbfhf’r%‘\i\rw%% PRgnphsliaeticos
l'ocal sredefipedy ﬁ?ﬁl@ml&ﬂ%féﬁékén&em %e@%rétﬁ@g&’ %rzﬁ%ﬁ FPCREE EF8nced
allocation /1P co uration and subsequent ‘roufin pon every I nteraction
with the ERFw mlhéwcﬁﬁtmyhm ()13 (&eemvhugwew nnggeuesm ftlmer P{I HE Wit SAMisesst ien

Event triggers are u * | )
SRR Sl i B Tl S U R R RS b PR 8
6.1.4, The s k€ ByOfnet P?R@W{h%h&@%!@ﬁ’ @%Hl@@%‘il@uathwﬁf" :ﬂh}tﬂsﬁhﬁx@n' P «CAN
bearer activationl riodi |ca|9r] : t._e._a_u _or|ze ) . (networ k.

initiated il PaGANubEAP drongsng AT jeamhts dghmiz dAYEsak én aenordaned with the Sy
6.2, 2, 4. 25Te Rev | J datlon t|rre I|mt deflnes the tlrre perlod vvlthln
whi ch the PCERRE i gger a request for PCC rules for an established

| P- CAN sessi o  NEKbaMDLIR: ERe SEGHHENLIET ild AT 136 ank. PAL-1GANvBeaahaRd, the

Est abl i shment This cl ause descr| bes the signalling flow for | P-CAN Session
est abl i shitentP@F wisll actizath diamiies sharging siionod progitfrielbyatigepyABBHaNY t he

UE. The Al, 3“31‘ AR Ot‘ §ch% 1\4&% Depn?n(ﬁnﬂ on operator configuration PCEF may request credit

from OCS for each charging key of the activated PCC rules.
11, If online charging is applicable the OCS provides the possible credit information
to the PCEF and may provide re-authorisation triggers for each of the credits,
£5 In cases 2a and 2b if the OCS provides any re-authorisation trigger, which can not
be monitored at the PCEF, the PCEF shall request PCRF to arrange those to be reported
by the BRERF via the PCRF.
12, I at least one PCC rule was successfully activated and if online charging is
applicable, and credit was not denied by the OCS, the GW (PCEF) acknowledges the
20 IP-CAN Bearer Establishment Request.
13, If network control applies the GW may initiate the establishment of additional
P--CAN bearers. See Annex A and Annex I for details.
t4.  If the PCRF m step 7 requested an acknowledgement based on PCC rule
operations, the GW (PCEF) sends the IP-CAN Session Establishment Acknowledgement
35 tothe PCRF i order to inform the PCRF of the activated PCC rules result,
FRASSEEES END MODIFIED SECTION  w¥dssss

As cited earlier, whether PORF-imeraction bafore IP-Address allocation should be done
or not can be configured in the GW, for example per APN, in order to avoid unnecessary

30 signalling.



Thi s procedure concerns both roam ng and non-roam ng scenarios. In the
roam ng case when a Gateway Control Session is used, the V-PCRF should
proxy thewGabeway2s€ontrol Session Establishnment infornaPConBal/omess t he
BBERF in the VPLMN and the HPCRF 5 over S9 based on PDN-1d and roam ng
agreenents. For the Local Breakout scenario (Figure 5,1-4) the V-PCRF shall
proxy the indication and Acknow edge of I"P?*CAN Sessi on Establi shnent over
59 between the PC.El' in the VPLIVIN and the HPCRE If the TDIF is

standal one, for the solicited application reporting, the V-PC RF shall

provi de functiehslinenaxs rac ADGlediBs HpamiRitiionl es provi ded by the H
PCRF over S9, The V PCRF then provides updated PCC rules to the PCEF and
ADC rules to the -FDF, if appropriate. In the non-roam ng case(Figure
5.1-1) the V-PCRF /4. .00%.;.l .A5.1..The BBERF initiates a Gateway
Control Sessi OEBEs(t’)EB'IQl?éﬁPrEW %ﬁ%@%@gf%n%ﬁ; defined in clause 73.1
(applicable for cases Zax ghividegaingivt'TaF Biphechdandh2Eroa$C®et i ned in cl ause
7.1). 2. The GN PCEF) receives a request for | P-CAN Bearer e bl i shpent A
PDN 20Conrection |dentifi&r ”Hﬁ%ﬁ%f 8—*a%aaéwhm ¥ addprapapen %}?*imp@@#)
accepts the request andrasshRng o L R Q98984809 Jrif V&St €Ik WK
prefix for the user, 8 dnﬁs&%]{gﬁ%é%@b%&%%%ﬁzé d’tﬁQ{gtO(ftTLE(’aIF I%%ﬁé%}fﬁ%‘r&??gwoln i's
requi red, requests the miitheriveatiicorefoffedhdrowmed meldiver(BjlicarkRbsROORukBs

information, The PCEF includes . the follow.ng information. UE identity, (e.g.
W NALY .o PO § dent 1 £1B8 PaontiiieAphy Nohortanting. BANPESBe hupitip Vs
address and 113v(i net waslcdiehiiXe i flogvai | abl e, the PDN Connecti on

I dentifier received for fP— CAN Bearer establishnent and, if available, the
defaul t ciar gi ng met hod ahd Bdsed | pr CANIHeabarsestalblatisthinefinstastes! suppor t ed
and information on whether RCEF is, gnhanced, wi.thJDFE functionaldty, |t nmay
al so include the 'IDE' 11) aéﬁ?‘gﬁszﬁf}ﬁ?’%g‘(‘:%’gg{ogf‘&‘%oplﬁiggf“t‘ed %%"BI i cﬁét}?‘(%n thd
reporting, if applicable. TheGBRNBG iPdewnt inkk&rroulif} adin@ssinedy Angtetdive
identity enables identification of the 1P-CAN session. The |P-CAN Type
identifies the type of acces&rfexamplinioctingd ped pyor maiicsd ésyrghalpae EBFabl i shed,
lithe service data flowis tunnelled at the .BBERF, the PCB shall provide
i nformation about the nobility protocol tunnelling encapsul ati on header,
The PCEF mway al so incl udert He tRe{i@iiN/PEeWrRIPOGS sagiderARRNAVBR aplalsodil e
for case |, as defined in clauge 7.1). In case 2a the PCFEE may also

i ncl ude charging 1D infor mati°8l gur,a;qm%»ﬁgl Wﬁ‘%z% ‘I“dﬁ’é’f}bggg1%‘?%@?@?}"’?%*6
prefix for use with 113v6 Prgfi DRl eg@lisPRhet®DF(s) are deploved. The operator

based on this configuration (and “TD¥F bypass indication” from

PCRF) can control that the session IP flows are routed to one of
20 the alternative routes (3.e. without a deployed TDF) by the use of

Virtual Private Networks (VPNs) on the Gi side.

s Benefiis
o The operator PURF/SPR server can utilize static subscription information
25 {1.e. TDF Privacy policy} avatlable to the PCRF infrastructure for

choosing whether session IP flows undergo DPL

O

All handsets and data cards in the mobile fleet need only have only single
APN configured, but traffic may transparently to the end-user be
distributed over dedicated APNs which may or may not have TDF

A0 deploved.



SGW PCEF provides this shorter prefix as the iPv network prefix_ NOTE: In
case of standal one TDF and solicited application reporting, either PCEF

i nforns PREBROWIRMSEDF | P address, or PCRF has it preconfPcyoBmdi/piarsseach one
of PCEFs, 4. If the PCRF does not have the subscriber's subscription
related intbrmation, it to sends a request to the SPRin order to receive
the information rel ated to the | P-CAN sesston. The PCRF provides the
subscriber 1D and, if applicable, the PDN identifier to the SPR The PCRF
may request noti fications fromthe SPR on changes in the subscription

i nfornmation. 5. ,Th@\mlﬁt ores the subscription related information
containing the information 15 about the all owed service(s), User Privacy
Pol i cy and PCC Rul es¢i nkBpgatrenm}Pdngenaierindicges) vrsigng Phikrity, MPS
Priority Level and RLS.3i.gnal H,QQ fr%'d%héc%nfh \,;Q;:}I@,W i shing a PS session
with priority and may aI50| de user profile confi'guration indicating
whet her application det ecri any arovicONPNewishiduF defleveinabl ed for the |1 P-CAN
session. 206. The PCRF makes t he ag\g% I nd pqlicy decision, If MPS
EPS Prioritty, MPS Priority L¥¥dre VIR '§%g?rfg'1pl‘?"ﬁ Priority are present
for the user, the PCRF takes the information into account_ 7. If the TDF
is standal one, for the solicited application reporting, the PCRF requests
the TDF to establishat het dBl €wantstsdsbmont PO dsoRORF vamid (Im O‘W{B*esbypaﬁx
Application Detection gnd Cont.ro us or Qt.j.l e
CoRt i gur at 1 on. The. PCRAMIEGIGT sGadBat bR BT ireliral v B afoh
start and application detection stop event triggers. 8. The TDF

acknow edges the request and nay indicate poI icy enforcenment actions
support i case sonecofGEhd/ReRforimenkme Bee @tﬁﬁ;z}uff@q\}l wad dl@g;mpmmo atechnot
Squorted 30 9, The P%Fl \,Se\qﬁtsul %\tﬁﬁ?ilﬁ IOFn(tS) ﬁu ?;‘)\l(gdscé Quth .;1? mg \.&bhl

| P- CAN bearer establi shrren

deci sion, The PC RE rrawapms/mdeuﬁ bﬁgﬂiaﬁmhtmahaﬂ@imdnmme@Land mmaymmml ude
the followng information: the WD 2012/127288PCT/1B2011/054788 PCC Rul es
to activate and the Evéﬁ't““ﬁ‘?‘?‘@g@?‘s to report The Policy and Chargi ng Rul es
all ow the enforcenent of policy associated with the 1P-CAN session and nmay
all ow the use of application traffic detection, as per user profile

confi guratsi on, | fPCTE i@Gﬁﬁﬁaﬁs&‘édmmj tdisoT BppliuSAITOn@k i pay. &I’rae: Poling-Based
Triggers indicatetotq PCEF event s rrust be 5 r e‘]ﬁ%ff othe(g F.
If ret !tested by the 'PEEBLRE '@8?11‘0 SOYF B e 5 V| Gitlgiept aggess

provided by the PCRF tqugnsiilfibdatwhiiadsngsskal kogrt Lo 99[1 yﬁurat on
and subs& tient IP Rou%]?{llgrH With é%\és Yﬁﬁ@f“?ﬁ‘és‘t ar}gtg&one be@’ Bi fat)y

accordance with the UsqrcRut (sacymboditeyt no. 3).

20 Embodiment No. &; TDF applies “penmit unresinicied”

s TDF selected bat PCRF always indicates “Permit Unrestricted”
o TR 23813 provides for the following enforcement action that may be
applied by a TDF:
25 *  Permut Unrestricted ~ the detected service/flow is allowed to

continge without further policy action.

o I the case TDF can not be bypassed then the PCRYF could i the case of

tack of user privacy consent for DPI always indicate “permit unrestricted”

A6 towards the TDF. The detected while still passing thry the TDF would not
be affected by the DPL The service would be not blocked, shaped or

redirected.



10.1f online charging is applicable, and at | east one PCC rul e was
activated, the to PCEF shall activate the online charging session, and
provi de rebevemt27isgput information for the OCS deci si onPCDapENdNFIgsson
operator configuration PCEF may request credit from OCS for each charging
key of the activated PCC rules. 111,1f online charging is applicable the
OCS provi des the possible credit information to the PCEF and may provide
re-aut horisation triggers for each of the credits, 15 In cases 2a and 2b if
t he OCS provides any re-authorisation trigger, which can not be nonitored
at the PC EF, the PCEF shall request PCRF to arrange those to be reported
by the BBERF via the PCRF 12. at Ieast one PCC rul e was successfull
activated and if onl PnelleKargy r‘Pg Ipgal implicaggpy sl 1T Bt b Rvrpmgd gty
deni ed by the CCS, the A o

Est abl i shnent Request. 13erlnf%?net&v¥) K@g\r%éfgﬁgge%:B?g}%q%ﬁ}a%a%ﬁgwﬁ?n g%ee

t he establishnent of adidgicdnatvidFoCANdeanens:ifeSed MnhekPA and Annex D
for details. 14.1f the PCRF in step 7 requested an acknow edgenent based on
PCC rule * operations, the GV (PCEF) sends the I P-CAN Session

Establ i 5hm”tﬁxﬁﬁkﬂﬁ%ﬁ@@e’”ﬁ%m@@s%ﬁ&&xR%x&tﬂm%sﬂﬁsf per RAfQE Mdhe PCRF of
the activated PCCrules result. il
Enbodi ment No. 5: Yh%ohmpow@édsTtmtﬂ—bt%ptézss\ﬁ\hm@atd over the(iG "pm@\iﬂ\d?ed?m

bypass i ndi Ca{tﬁon?ext Requgst w:‘llhql%skkl &y E:E m they&ac%% f{Qz:?xllegﬂ%es%Qrﬁ VIR Mz?g%F

DIAMETER protocol.

1o The PCRF acting as a Radiug or Diameter Proxy msetls a new
RADIUS/DIAMETER AVP (e.g. User Privacy - DPI pernntied Yes/No), as per protfile
setting in SPR, in the RADIUS/IMAMETER Access-Request.

This aliows the AAA 1o utilize this new User Privacy AVE along with existing

mformation for choosing the APN to use for a PDP context.

i3 A detailed description of some steps of this solution is given below with reference
to FIGURE 10 which, for simplicity, only iHlustrates the RADIUS messages. The steps
are as follows:
steps 1-2: Hlustrate signaling associated with an IP-CAN Bearer Request.
20

step3:  Instead of immediately assigning an 1P address, the PCEF is enhanced to

ase AAA functionality support in making decision regarding APN assignment. Existing
Access-Request contaming subscriber tdentity and the expected APN (received over Gn

{1.e. GTPY) i3 sent towards the AAA. The PCRF is enhanced to act as AAA Proxy

25 thereby inserting iself in path between PCRF and the AAA and intercepts the Access

Accept.

steps 4-5: The PCRF retnieves PCC profile wiormation from SPR which is now

enhanced with User Privacy Policy.

step 6: The PCRF extracts User privacy policy from profile information.



52 This could be a flag and a TIN- | P address when TDF is required. The
solution can be viewed as a variant of TDF Routing Controlled by a policy
server (iwe.0xefmsred herein as an "Aware Policy BasedPcoaBimgidij47sshat is
optim zed by -NOT requiring the : PCEE to perform packet inspection of the
P flow. Based on "TD.F bypass |nd| cation’ (instead of a (ix
"Awar e- Pol i o, , , - based- Routi ng- Profil e")fré‘?‘n PCRFt he GGSN- MPG / P- GW nakes
routing decisions on the G interface (for exanple, to send end user
traffic) to stand alone TDF. 15 In the GGSN P-GM MPG for a given APN there
woul d al so be confskegur: aﬁxbe?n“siilfminaassﬁw A proAPMsens whew isEDRdagy ROLP biegpicoyed
as well service APN(s) where T are depl oyed. The operator based on
this confi gurlStyBRNEaH fﬁ\r%@*b?ﬁ‘éé@all‘f‘rﬁ‘i‘%*é‘b’%‘ﬂ*‘\from PCRF) can control that
the session IP flows are routed to one of the alternative routes (i.e.
wi t hout a depl oyed TDF) by the use of Virtual Private Networks (VPNs) on
the (ii side. Benefithe AAA isEnbaopdrat@nhe RERNBPRr Poiepumet Y é‘and atsid e
static subscr ’p{l on.informti e, TDF.Privac Qol icy Iabge to
the PCRF inf ralst Hit{Acaoignce ‘h‘gbg‘rﬁ‘ CRBERerf ¥ sSEPBl: F’"‘F“I‘8 "“-‘h iy 8P .
Al “handset s tf'—iﬂ% f@ﬁb@[%gﬁﬂx&)ﬁl@@%@p&d PRl gL SOFRhYe ﬂﬁ%@ul@ﬂ@yﬂoﬁﬂnm e
APN configured, but traffic may transparently to the end-user
di stributed over dedl cated . APNs which may or nay not have TDF depl oyed.

-34- Description A giyg 1338 AN abfidas b KEAAGELFEER A 2s ERALANES e

UE,
PCEF {i.e. GGSNP-GW).
3¢

step 11: The GW 15 enhanced to associate the subscriber with the APN recetved
from the AAA. The GW allocates an [P address associated with the APN.

step 12; The [P Can Establishment proceeds as per existing procedure.

{5
Embodiment No. §; Radius Assisted Logal Pool using PCRFE Radius Proxy

This solution is of value for those APNs whose IP address space has been
segmented and divided mto various local IP address pools in a given gateway GW (e.g. a
GGSN or P-GW implementing a PCEF functionality).

20 The special subnets in local pool can be defined such that address allocation from
which would allow user tratfic to bypass TDF.

The PCRF acting as a Radivs or Diameter Proxy msests a new
RADIUS/DIAMETER AVP {e.g. User Privacy), as per profile setting wm SPR, m the
RADIUS/DIAMETER Access-Request.

28 This allows the AAA 1o wiihize this new User Privacy AVP along with existing

tnformation for choosing the appropriate local Pool for address allocation to use for a
PDP context
Access Accept returns string name that wdentifies one subnet in a local pool
¢ Framed-1P-Pool (for IPv4)}
At ¢ Pramed-IPv6-Pool (for 1Pv6)



"Service APNs" are defined in GGSNP-GN e.g. Service APNs with TDF

depl oyed 52 Service APN wi thout TDF depl oyed At |IP Can Establishnent

PC. R F prwoidesi2o2ser (i x "TDF bypass I ndication” |eadi ngCraBxaenoingg traffic
towards appropriate Service .APN. 10 o GGSNI P- GW based on | ocal
configuration will determ ne to which Seryice APN end user packets are
routed over G such that end user packets“are subjected (or not) to any
depl oyed TDF based on infornmation provided by &. 150 GGSN P-Ci NV may al so
apply "NAT" (as per Aware Policy-Based Routing solution) to ensure that
Servi ce APN-s haveNgifi ﬁf{ﬁﬂiﬁdﬁ&@bﬂﬁ@ﬁﬁé{ﬁ%&&%&h kos @?ﬁ%shﬁﬂ@d(\@ﬂii@@&@k&i S
to take sanme path as upljnk (l)t) ackets}ésee enbodi nmen

20Enbodi ment No. GWYRIFIgAPIoRESent ey it copit estsrd & véamerﬂﬁ t&ep@ef @Hb%meCRF
al ways indicates "Perykt Unrestricted". TR 23.8.13 provides for the

foll ow ng enforcenent action that nmay be applied by a TDE: -75 Perm t
Unrestricted - the detected service/flowis allowed to continue w thout
further poI icy act n_not ssed then t]

a
O I A g L g ey Rt A TR A s T

“permt unresfi @ﬂﬁg u‘»ﬁt‘i’(‘ﬁaflw‘ii@u»w&%h&%r T%%I@@&@‘éﬁ@gx Whi e rdddililuRasehngl
thru the TDF woul d not be affected by t DPI. The service woul'd be not

bl ocked, shaphth, @ﬁmﬁ@dﬁmmde&u ngpediney @r niaty oo M;g_a;ﬂn IPriph Noassionsiadishdde
bypassed by RErih oty fiehele bige Raplieernred e sehinl ut PafarrEviedd oy

the DPI. and, i the former case, to which TDF node the data flow(s) should be directed. In

16 addition, one can appreciate that embodiment nos. 1-2 are relatively static methods

which provide contrel via conmrol in a Home Subscriber Server (HSS) or a

Authentication Authorization Accounting {AAA) server through separate APN

definitions, or separate [P address space within a given APN, are detailed, And, that

embodiment nos. 3-8 provide a dynamic policy through a policy server {t.e. PCRF). In

o
LA

all the described embodimenss, the PCRF contrels the end user 1P packet routing by
providing a “configuration eption” parameter downloaded to the PCEF, so that [P packet
routing policies enforced therein comply to TDF related policies under PCRF/SPR
control. One basic control is that a “configuration option™ parameter points to a set of
specific GW configuration parameters on the GW (see embodiment no. 4).  These
20 parameters can include an APN and or Local IP address Pool resident on the concerned
gateway QW {e.g. a GGSN or a P-GW implementing PCEF functionality) that should be
ased by the GW for end user IP address allocation purposes. This would lead to an IP
address assignment such that an end user’s packets would bypass (or not) the deploved
standalone TDE functionality as per User Privacy Policy {in PCRE/SPR). The PCRF,
25 preferably through additions to the standardized 3GPP "Gx" mterface based in several of
the embodiments disclosed herein, will indicate to the concerned gateway {e.g. a GGSN
or a packet data network pateway, PDN-GW/B-GW) whether the TDF should be
bypassed or not, and also through which specific externally deployed TDF node the
traffic should be routed. The 3GPP specification TS 29.212 (e.g V10.1.0; Dec-2010)
30 discloses functional details of the "Gx" interface, and the corresponding messages
exchanged across said interface according to the "Diameter” protocol. Furthermore, the

soluttons associted with embodiment nos. 7-8 use the PCRF as g Radius or Diameter



5 Enbodi nent No. 7: Radius Assisted APN Sel ection using PCRF Radi us Proxy
The solution involves replacing the APN received over the "GL1" interface
at PDP CowDext2/R2zzggaest with an APN received in the AccePsTRBZMIESI4788ESSage
via RADI US or DI AMETER protocol . The . PCRF acting as a Radius or

D aneter Proxy inserts a new RADI US/ DI AVETER ANT (e.g. User Privacy - DPI
permtted Yes/No), as per profile setti ng‘%’“n SPR, in the RADI USDI AMETER
Access- Request . This allows the AAAto utilize this new User Privacy
AVP along with existing information for choosing the APN to use for a PDP

context, 15A metail. edthéefxtﬁkf nteihwmoig sograx\stzeaﬁ akotdys s ®adiusonr Dsargdien
belowvmth reference to 1 or Sln‘pICIt only illustrates
the RADI US me¥gugs) *Fhéh%‘t é&%mame ﬂaisfif&ﬁ BWRHS &t &8t Etﬁ?@ew I‘P%%‘F%’t fetore

si gnal i ng assgRi.ahgd ;W 401}111»%'9 D]fﬁn %@Nn&%@&@ﬁb (FREQUBS triisZRows the A ﬁtﬁg‘?’wuln%t ead

of immedi ately assigning a ress he PCEF i's enhanced to us
functionali ty’\IS’u[apdmt Hmidmklmg dhacivstldrberregareditn gheAPN as:qugﬁm@nmd dixu Bting
Access- Re uest cont i ni.ng subscriber identity and the expected APN
(received- ove’t’:d@ﬁ“ OAUOPBPYSTs sent towards the AAA. The PCRF is enhanced

to act as AAA Pr OX%@&wﬁ 19PN SRE SRl hdwshded BrRAIMRE! WeeRsPER Lapd: t he
AAA and intercepts the Access Accept. steps 4-5: The PCRF retrieves

PCC profil e iaffoliovati on from SPR. which is no v enhanced with User Privacy
Policy, 30 step 6: The PCRF extracts User privacy policy fromprofile
i nformation.

e TDF bypass that considers PCRF/SPR Privacy pelicy can be achieved by letting

10 the PCRF impact the P-address allocation/IP-configuration performed at
IPC AN-session activation.

- Provides a routing-wise solution, with low impact m the standardized

PCC architecture, that would work both i the up-link and the down-link

direction and also both for IPv4 and 1Pv6.

« Deep packet mspeaction 1s performed in accordance to end user privacy policy
provisioned in PCRE/SPR,
» The operator can based on configuration on per user basis provide for completely
bypassing a TDF or provide routing to specific TDFs.
20 »  Control from the PCRF ensures that the scope of DPLis w accordance with DPL
privacy policies in the PCRF/SPR.
+ Dynamic control over Gx can be provided at IP-CAN cstablishment or
Muodification.
¢ Determination of Routing to bypass a TDF can be based on retuming a
25 “configuration option profile” parameter to the GW. This parameter pomts to a
set of necessary configuration data in the GW (e g APN, local IP address pool).
This general control from the PCRF can allow for deployment of other features
bevond just TDF bypass based on user privacy. it can allow for other end user
control for efficiency purposes. For example IP Multimedia Subsystern (IMS)
3 users are deemed not required to undergo DPI they may be assigned an APN that
bypasses TDF.



- 36- step 7: The PCRE acting as a AAA proxy inserts a new User
Privacy AVP before forwardi ng Access-Request to final destination AAA
step 8: TWeO202M278enhanced to use the received User PriPcaap20Av/oR7end
assign an 5APN that is accordance with the user privacy. For exanple, if
user consent has not been given for DPI tbf AAA woul d assign an APN on

whi ch TDFs have not been depl oyed. “steps 9-10: The PCRF acting as a
AAA proxy returns Access-Accept to the PCEF (i.e. GOSN P-GWN. step
11: The OWis enhanced to associate the subscriber with the APN received
fromthe AAA. The M alel aeabigsl abnfiRnaddr eSSimpipRel at ethiw &dy WY AR wt ep
12: The I P Can Establishnent proceeds as per_ existin rocedure. 15
Enbodi nent No. 8: ‘RabiRwsd psyidsesstbutern bepysiridgst iy tPORR Ragntisuphexyption
This solution is cg,.o I’ﬁ’?rafu%(ert hose APNs whose || P address space has been
segnent ed and divi‘ded i hto various |local :IP address pools in a given
gateway GW (e.g. a GGSN or P-OWinplenenting a PCEF functionality). 20The
speci al subnets in_I ocal po?I an, be d?fi ned such, that address allocation
from whi ch woul d Qﬁ *1"’8\91}“1?1@8* t‘t‘*r‘g’f*ﬁ“i“@dt Y ‘By’b‘éégaﬁ‘ﬁ?ﬂ:}mpi‘f““m‘w HB BERFPEIN PG as
a Radi us or Di.anet.et.. S ERES A RARLUSELAME VB ok SealdardS 81
Privacy), as %@?ﬁ&e{g%ﬁlgas{%%‘iﬁiﬁﬁ%g{?ﬂﬂgg@h’lﬁh@%}ﬁﬁ{%}%%%%&l AI\}E%\(I%% Hdartid
Access- Requestsing any suitdtie sompbens:. the tusehict ahetrdmple nbhwsk mew ildede Brd wacy
ANT along with existi ng i.nf ormat.i on f%b:éh_o ing the ‘a%pr og(iuatﬁe\_l Oﬁ? {_Pool
for address dlMfP6CHIFRT Y WSk SRUPVAMPER YoHieRtS Ae 888 VAR eBOFet RS ©

?]E ri n? Pvn 2;“3 taatmibdaniol fiashefersulnaty «ith and e8alioR2lemdsHiansd-1b Bafeel
or
10 communication between UEs or between a UE and another communication device {such

as a landline telephone). A typical UE may be any communication device that includes
any suitable combination of hardware and/or software.  Similarly, base stations may
represent network nodes that include any suitable combmation of hardware andior
software.

15 An exanple UE may include a processor, a memory, a transceiver, and an
antenna. in particular embodiments, some or all of the functionality described herein as
being provided by mobile commuication devices or other forms of UE may be provided
by the UE processor executing instructions stored on a computer-readable medium.
Alternative embodiments of the UE may include additional components that may be

20 responsible for providing certain aspects of the UE’s functionality, mchuding any of the
functionality described herein and/or any functionality necessary to support the solution
described herein.

An example base station may include a processor, g memory, a transceiver, and

an antenna. In particular embodiments, some or all of the functionality desceribed herein

§d
(¥

as being provided by a mobile base station, a base station controller, @ node B, an
enhanced node B, andfor any other type of mobile communications node may be
provided by the base station processor executing instructions stored on a
computer-readable medion. Alternative embodiments of the base station may mclude
additional components responsible for providing additional functionality, including any
30 of the functionality identified herewn andfor any functionality necessary to support the

solution described herein.



500 Framed-1Pv6-Pool (for 'KO Note: ft should be appreciated that one or
nore features described with respect to anyone of enbodi nent nos, 1-8 could
be used iwoanixnessf the ot her enbodi ment nos, 1-8. 5FrecTih®1i/034@880i ng,
one can appreciate that the present invention enables the network to
control, through subscriber profile data andl or policy preconfigured
control data, whether deep packet mspectf“@in for data flow s for an | P-CAN
session established by an end user should take place, or not, according to
a defined "User Privacy Policy", and, in the fornmer case, to which TDIF
node the data fl owisdifishtusdndetdt e@btdchenBtof dicQindoictiiorentiong) dhcome to
appreci ate that embodinment nos, 1-2 are relatively static methods which
provi de cont reidyPaotsoRtle m Hica i diasing s dienpidy Oég‘r“v’ér“l’("llﬁ\sg)“‘d’r“dam the

Aut henti cati Qﬁrﬁ%ﬁQ}%k&@hbf?@az@@ﬁ@%&h@tgd AR oS &hYRE ok N %gbe SaRAGAEnAPN
definitions, or separate |P address space within a given N, are detail ed.
And, that en‘rmdnﬂenmmmms faB Bt po by ilicke ted tdymlaeczmcﬂm{mﬂsmémodghiosedpmdl byt
server (i. e descri bed e, PCRF controls
Theend' uder T pisicat b iR oy SRR e HG Ot Bt UF Sl b bR ot s
paranmet er dowlaaded Amndude shiCHRo 1e88s H&@‘be ehBIRRE K8k, QUL RGuRAlih §lpBeric
enforced therein conply to reI ated policies under PC'RI" control. One
basi ¢ cont r olandgleschmtiva séreontlygud avt bm poprobont lipatatioet er points to a set of
specific GV configuration paranmeters on the GW (see enbodi nent no. 4),
These 20 paraneters can include an APN and or Local |P address Pool
resident on the cqaeaé@qﬁécgamﬁ%«a\ayen@%\(x(emsgx pv@ESN nefwik Bo@ Ye.¢ NONEENE NG
PC. EF functionality), that should be used by the OWNfor end user |P address
al | ocati o pubgosBECipaRs 40 visulitCrShdesrapsinipishugrio vathis 8 @kﬁ@ﬁﬂu@u@ﬂﬂwat
an end user et a IR\ de One, T,
functi onal i tjlcg.ggrjﬁ $5 CV}Q‘H «gkqgﬁ(ﬁg 8[11(5190 )“\“E gb%{“epg? g@! Canldla
preferably thse ghemlxd titel waspiiact pel 1s¢ aﬂctated hozmched GPl?ot"c(aka(fim mtaeasﬁda@@nbxas ed
in several of the embodi ment dlsclosed her ei n, indicate to,the

concer ned gatl%watgau(wgmwg@shrw upaeebe e ¢ @Wbﬁﬁf%l”awim by utitize
PDN- GV P- G ,t)’x‘@éée‘i‘g{u&c‘%%oTP@%zﬁlﬂpgxle(iﬁ Qexﬁﬁ&%%%%g{mﬁ%t wcPR; “ﬁa ?P%@&z@é&gh
whi ch specific external epoe ethetrafflcsoull e routed
The 3Ci PRsspdoitlid aaltisen \sllﬁnﬁ@ fiR2k@sigeedgll AMiifsd efsurdBebat2Bd @9t dioss hosas from
functional details of .the " interface, . orresp .ssa es
exchanged acrbeds i el ogoal Agoed! e Db Bk BPOnGrbRBCEE ot
Furthernore, d:R@cepbiuli OMercdss ahataHodihs aned e RbiReR node é%mqﬁemhh €a)PeRF
as a Radius or Dilanetér -38- Proxythe PCRF behaves as a proxy agent
accordi ng t o aRddbus f@HmD ameter protocols), in these solutions,. the PC RF
inserts a -User Privacy" indication before forwarding a Radi us or D anet er
nmessage to the AAA. This allows the AAA to return an APN and or :|P address
Pool t hatapwoul debenraftatingdt k0. I hee @b dhdadisgdicl o p@Rtic 38T HES Qadﬁim.%ﬁ

al | ocati on purposes. The . present invention ﬂas several advant ages
some of which are andesbapibade Bt ssyf Blicsigdicates whether the end user is 10 be

assigned an IP address which is associated with an APN or a separate [P address
pool w which no TDF node is deploved or is associated with another APN or a

separate IP address pool i which the TDF node 15 deployed.

25
s Inembodiment no. 2, the network node is configured to: partition an Access Point

Name {APN) into separate IP address pools where one IP address pool has 1P

addresses that bypass the TDF node and another IP address pool has IP addresses

that do not bypass the TDF node; and assign an IP address to the end user from

At one of the separate [P address pools to enforce the wser privacy policy, wherein

the assigned 1P address is a source IP address which ensures that the data flows

are routed or not through the TDF node depending on the user privacy policy.



TI'N bypass that considers PC. RFS: PR Privacy policy can be achi eved by

l etting 10t he PCRF inpact the |IP-address allocation/lP-configuration

per f or redwOab12/IRQ8BI sessi on activation. - Provides a. r®@CTIIRYHWISIESS
solution, with low inpact in the standardi zed PCC architecture, that would
work both in the up-link and the down-link direction and also both for
11Pv4 and :1: Pv6. 15 Deep packet inspecti'%‘ is performed in accordance to
end user privacy polic provisioned in PCRFI SPR  The operator can based on
configuration on per user basis provide for conpletely bypassing a TDF or
provide routing to specific TDFs. Control from-the PCRF ensures that the
scope of DPI is in accordance with DPl: privacy policies in the PCRF/ SPR
Dynami ¢ contr ol *ov8rendhodianter. gr oW ded Mt af PROAN ssteapivid Rigghe RrRE, and
Modi fication. Det 1: i L JRout PASS: corGAN A BQ: DA 0N,
returning a 2:5 ‘gg%l?g%% g%f g%"%’83?%%98%8?%3?6515%g%&eﬁeé‘ﬁwé%&gﬁwu@ﬂi S
par anet er points thas &heSHDF abdndgpissdiy a pabfor gusatdt bpvdbt §DFnddaele i £ding.
APN, local |P address pool.), This general control fromthe PCRF can allow
for depl oyment of Bt AEP deRediiey ‘E%%‘ﬁd’“j"’&%‘ftp B bypass based on user
privacy. It can allow for other end user control for efficiency purposes.
For exanple IP Miultinmedia Subsystem (1MS) 30users are deened not required
to undergo DPl #hdy ashndbecassi gnelk: amer APNathadliby passesed Dlem a-BBRF, and

End-user termnal configuration is sinplified as only one APN ke,
configured to end-‘t‘:‘é‘?é?mgﬁ? U%Fégp%‘é%v%‘f*?}i @RS BS‘EP%‘SF*W“ 88%?%85%62??‘&‘4
option profile” pakamel&ficuration data to be used for IP address allocation/IP configuration and

{E subsegquent routing with respect to standalone TDFs.

« In embodiment no. 5, the user privacy policy 1s recetved from a PCRF, and

wherein the user privacy policy provides a TDF bypass indication.

£5 o In embodiment no. 6, the user privacy policy is received from a PCRF, and
wherein the user privacy policy has g permit unrestricted indicator which is used
when the TDF node cannot be bypassed and the end user does not want the data
flows to and from the user equipment to be routed through the TDF node, and
wherein the pernut unrestricted indicator indicates that the TDF node is to bypass

20 enforcement actions of the data flows to and from the nser equipment.

+ I embodiment no. 7, the user privacy policy is represented by an access-accept
message which 1 received from a PCRF which obtained mformation about the

user privacy policy by acting as a Radius or Diameter proxy and inserting a user

bed
Pl

privacy indication in an access-reguest message sent to an AAA which provided
wiformation about the user privacy policy, and wherein the access-accept
message indicates an APN which is to be used when assigning the IP address to
ensure that the data flows to and from the user equipment are routed or not

through the TDF node depending on the user privacy policy.

¢ In embodiment no. 8, the user privacy policy is represented by an access-accept

message which is received from a PCRF which obtained information about the



S5Furthernore, the described solutions may be inplenented in any
appropriate. type of telecomunication system supporting any suitable
comuni cawpanisnasdar ds and usi ng any suitabl e conponenPsT/IBzM1/HIgssance,

t he exanple network may include one of nore instances of user equipnment (U
Es) and one or nore base stations capable of comunicating with these UEs,
along with any additional elenents suitabfe to support 10 communi cati on
bet ween UEs or between a tl E and anot her comruni cation device (such as a

| andl i ne tel ephone). A typical UE may be any conmuni cati on device that

i ncl udes any suit aBkepreebiboldy onamfoghatRadine caliddacespbiwani®insSitink hakéy,
base stations may represent network nodes that include any suitable
conbi nation of harRitaregidreR IsHT FRaPE CORS e SREINE UE %‘ﬁﬁ* yhis] gereided
processor, a. ne - el e AL -en LR PR tHCULBEc aocen
enbodi nent s, songqggwgﬁw&%ggﬁﬂeh¥u%§¥i né@?t 4533@?§5£§ﬂﬁ§rEkhggg&%@fﬁg
provi ded by nobi | enewsageumidcates aniodgvifcgso! (which ot trebe iordnshef alsjdBinaihebid

-provided by the LI E processor executing instructions stored on a
conput er - Feadabl e HEERUIRTANE AP A4 SRERIHARCD BF SR ETIBIET TG 'THied Ude
addi tional conponegp b3 hEFDHORde AePedBRPANGE BLS @y RIIRYI ding certain
aspects of the "LIE s functionality., including any of the functionality
descri bed herein and/or any functionality necessary to support the sol ution

descri bed hereiq, . AN _ex | e base.station +.ncluyde a processor, a
merory, a tr anscgisvet! obe G SRR Bh R e R R T SRR
all of the funcliconakitybeeseshdagidigrein 25 a.s being provided by a
nobi | e base station, a base station controller, a node B, an enhanced node
B, and/orifany other type of nobile conmmuni cati ons node nmay be provided, by
the base station p : s i lnstLucti, . St o O 18 e ctenrasd o
conputer-readableJigg%%ﬁ%awﬁﬁg%ﬁ%%@%&ngﬁ%SﬁT%%%%E“%f&%ﬁgygggémg?%ﬁ?%ﬁjWay
i ncl ude addi tthonatongampopedissvingspandédotibed ar tipr végdimg Dadded iDrsaliption, it
functionality, 'including y 30of the functiaonality jdentified herei
and/or any f ufieyid --éﬂﬁg‘%fﬁwﬁ@@% ggrwvctwogwﬁfzﬁm’@é@ 9 dinsleed gdertmag. o
herein. '4oﬁnm&mﬁmzﬁ&pgﬁﬁhﬁ?ﬁfQﬁéeﬁﬁgr&ﬁﬁﬁﬁaﬁ&ﬁQQhﬁﬁﬁkﬁﬁﬁﬁzﬁ@em@h§ﬁﬁ&§?d
.invention(s) wll conme to mnd to one skilfFed in the. art 'having the
benefit ofs theitheaddiongs: fredentreatnt pcithe thoretyei ugn sedeorh ptd dfiscdnihinhe
associ at ed drfm%ggﬁﬁ ;ﬁherefore, it is to be understood that the

i nvention(s) PefAPE ot S be linited, to the specific enbodiments

di scl osed and that 5 nodifications and other enbodinments are intended to
be included within the scope of this disclosure. Although specific terns
may be enpl oyed herein:, they are used in a generic and descriptive sense
only and not for purposes of limtation. In one aspect, the present
invention provides a network node (e,g., (?IW PCEF) tu that participates
in an | P-CAN session establishnment within a tel ecommuni cati ons network_ The
network node configured to: (a) receive a user privacy policy of an end
user, wherein the user privacy policy indicates whether or not data fl ows
to and froma user equi pnment used by the end user are to be routed through
a TDF node and (b) utilize the user privacy policy during the |P-CAN
session establishnment to assign an IL P address to the end user, wherein
the assigned Il' address ensures that the data flows to and fromthe user
equi pnent are routed or not through the TDF node dependi ng on the user
privacy policy_ There are eight enbodi nents on how t he net-work node can
perform (a) and (b) as follows:



In enbodiment no | , the user privacy policy is provided by a I-1SS or an
AAA, and wherein the user privacy policy indicates whether the end user is
to be asswonett/amsBP address which is associated w th aRCTABN10054d88separ at e
| P address pool in which no TDF node is deployed or is associated with

anot her APN or a separate |P address pool .in which the TDF node is

depl oyed. 25 In enbodi nent no. 2, the netor k node is confi gured to:
partition an Access Point Name (APN) into separate | P address pools where
one | P address pool has | P addresses that bypass the TM node and another IP
addr ess pool dEsENPxdditesiseisméhato. do- oLy a&&B}he TDF node; and assign
an | P address to the end user from 30 qne arate | P address pool s
to enforce the uset PF-UEEFr p@pssyon vitfe HE; ﬁ‘)tﬁli’é‘ﬁéssﬁp %&%IVP%@&F gugeelyiey
source |P ad%@éﬁmﬁ"% gﬂe@ﬂ HE €% &fﬂ%ﬁﬁ?z?@&@\’f b@"éﬁmﬁ'éﬁn&n%ﬁ &40 0Lk DF

t hrough the TDF no epen Ing on t user privacy policy. -41- In
enbodi ment nd3y@ss Fhe iwsep Pr{svatyGPBE Dypirsianenetnealifesma 2REREBe paevdnt
wherein the user prlvac¥ policy points to a particular service APN which

ei ther has t HEYOFBR" hokfe 'diégf‘b‘sfed in a path or does not have the TDF node
depl oyed in 5the path depending on the user privacy policy. In enbodinent
.no. 4, the .user privacy policy is received froma PCRF' and Werein the
user privacy ipol i dy &éfi mede. a&rﬁd‘\fﬁbinﬁi%&ﬂbn atteat profedoochy ﬁpr\‘eﬁef‘liiﬂﬁem HCEF

S&T ) Bsubseauais bitiergU o BpUEt HEE Relar R dturRbecte sk BlhEnk

.) 5, the *w@ebrmtwaaﬁmmizqw aﬁam\etvewamfsrmﬂae@%m aurhiph e glafut he
user privacy policy provides a TD F bypass indication. 15 |In enbodi ment no.
6, the usér peiigsgl BNy Viodey dapripdtcleresns andORs vagd SoHaE IS aRR W &y
privacy poli S [ t, nd e e e
TM node can?/e élge”‘%lgg’é@é’g n%] H¥eh% ﬁqug‘ésrhgg]elgl ﬁ\gﬂhgwg ”{\%ts ﬁ% 3’3%42-‘ ?‘I E)f\t/]vs
to and from tthe\usercoeﬂumpﬂaﬂpe;ﬁmbettmmﬂl@lmbﬁ eu@h\i&hﬁmﬁ%m@d&mmﬂn a
wherein the pernjt jnprest ed indicator. |nd|ctesthat t he. TDF i

bypass ' 710erFdr Beleht!t BorHS s arvarna- iskch of ponbd k8 bhdvrr s Herdaes ol
equi prent . 1104 PARQGNER Al POTMIST shill 2 iMIREedPLISRENo ROLISEY abdbi E@EB&%&QS@ by

an access-accept nessage . I's received froma tal ne
i nformation Ad6EtGERe nuémiotm*msﬂahynsp(ﬁllequqmb)baa& ey aasenddaidi TS 2000 iar’#et er

Teoshge sent KBin ARAGRTEn S BEBVINER! DYt PORCIHARE. Cheo CRo AT Oy

policy, and vmmw»xrﬂmt}haha@ﬁﬁ@ﬁna&mmmmsmemmwnmms ansARMohireke 11 to
be used when asmgr ing the | P address to ensure that the data flows to and.

from the userusepir Melrfpt dgnietyirgutsel asd Unbrasehostgid theld TREVIvd §endapetitinng
on the user HH\ VAT Hal i@z?gi{u?ythc old P-TMSI Signature in the Attach Request message

»:'

20 For Tu mode, the MS initiates the attach procedure by the transmission of an
Attach Request (IMSI or P-TMSI and old RAI Core Network Classmark, K81, Attach
Type, old P-TMSI Signature, Follow On Request, DRX Parameters, additional P-TMST)
message to the SGSN. IMSI shall be included if the MS does not have a valid P-TMSH
avatlable or a valid GUTEL If the MS uses P-TMSI for identifving itself and if it has also

35 stored its old P-TMSI Signature, then the MS shall inclnde the old P-TMSI Signature in
the Attach Request message. If the MS has a valid P-TMSI, then P-TMSI and the old
RATY associated with P-TMSI shall be meluded. KSI shall be included 1f the MS has valid
security parameters. Core Network Classmark is desceribed in classe "MS Network
Capabihity”. The MS shall set "Follow On Request” if there 15 pending uplink traffic

30 {signalling or user data). The SGSN may use, as an implementation option, the follow on
request indication to release or keep the o connection after the completion of the GPRS

Attach procedure. Attach Type indicates which tvpe of attach 1s to be performed, ie.



10 In enbodi nent no. 8, the user privacy policy is represented by an
access-accept nessage which is received froma PCRF whi ch obtai ned

i nf or mat iwo 2al20120288he - 42- user privacy policy by acti rgTaAB2a1/RNd$8US oOr

D ameter proxy and inserting a user privacy indication in an ac;
cess-request message sent to an AAA which provided information about t he
user privacy policy, and wherein the acceds: -accept nessage indicates a

| ocal 1P pool which is to be used when assigning the Il1) 5address to ensure
that the data flows to and fromthe user equi pnment are routed or not
through the TRFRYedecidependifRg Anatthehuseatrepdy WABY apadhiedyor NotlgneAGIFRN/ t he
st andar ds and speC|f|cat|on descrlbed herein al so have their contents

i ncor por at ed By3ﬁ@ﬁﬁ?ence her ei n. Al t hot 44h nul tipl e enbodi ments

of the present i nvgRkioR:dIA%E iQ‘?&Q&e hkttg“{@taﬁ%e'cé}s E&ﬁazﬁ‘iﬂ%ﬂﬁ%flﬁg a@gu%ﬁw ngs

and. descrlbedlnthefore ol ng Description, It s
under st ood t hatletitvexth mreiﬁﬁik 4N, I i) Rn’o‘ﬂ ahd possendly mthefc heTdiesglobd®k Ambodi ment s,

but |nstead is al u us r arran nt i f 0 nd
oubst 1t ut Fons 1ow 1 HBLTRABEARE i pHact Badrats FHT et PEh e Filk TRatARE
been set for tihyands gelisted W hbia! (AE hoM QM NG uEd: RlcdiBripe sMPia the new SGS\

2012/ 127288PCT/ 1B2011/ 054788 APPENDI X A Enbodi nent No, 2FI GURES 9A- 2
A st ep- by- st dptigi g8 atisiten viefa hibedCoibhn 8 NEPRS/aldyBhe %&a@hbfsnn@e&mﬂ@ new

sescried 1 SSRGS T TRl R 5H O BUNBAOETRESCAS
enbodi ment  NGhaR cOfsideh Erelc8ICACSG cell.
1o The E-UTRAN capable MS stores the TIN m detached state, It the MS's TIN
mndicates "P-TMSI" or "RAT related TMSI" and the MS holds a valid P-TMSH then the
“old P-TMSI" IE indicates this valid P-TMSL If the MS's TIN mdicates "GUTT" and the
MS holds a valid GUTI then the "old P-TMSI" IE indicates a P-TMSI mapped from the
GUTL If the UE has a valid NAS token, the truncated NAS token shall be included in the
15 "old P-TMST signature” 1E as described m TS 33,401 [91], Otherwise, an empty NAS
token shall be included in the "old P-TMSI Signature” IE.

Mapping a GUTT to P-TMSI/RAL is specified in TS 23.003 [4]. I the MS holds a
valid P-TMSI then the MS indicates the P-TMSI as additional P-TMSI, regardless
whether the "old P-TMSI" IE also indicates this P-TMSI or a P-TMSI mapped from a

20 GUTL

The UE sets the voice domain preference and UE's usage setting according to its
configuration, as described w clanse $.3.15.

For an Emergency Attach the MS shall indicate emergency service and the IMSH
shall be mncluded if the MS does not have a valid P-TMST or a valid GUTT avadlable. The

35 IME] shall be mncluded when the MS has no valid IMSI, no valid P-TMS! and no valid
GUTIL The UE shall set the "Follow On Request” to indicate that there is pending oplink
traffic and the UE shall initiate the activation of an emergency PDP context after
saccesstul Emergency Attach.

I the SGSN s not configured to support Emergency Attach the SGSN shall reject

30 any Attach Regoest that indicates emergency service.



S5invention is provided next. )In AlG node, the M5 initiates the attach
procedure by the transm ssion of an Attach Request (I MSI or P-TMSlI and ol d
RAI, N S Wadhr/aczsess Capability, M Network CapabilitypPCCABN11/88478ch Type,
DRX : Paraneters, old P-TMSI Signature, 10 additional P-TWMSI" Voice donain
preference and UE's usage setting) rressagg} to the SGSN. I MSI shall be
included if the M5 does not have a valid P TMSl available, or, if the MSis
configured to performAttach with I M5l at PLMN change and is accessing a
new PLMN. If the M5 has a valid P-IM51 or a valid G LITI, then P-TMSI and
the ol d RAl agsocildtiedvifiiddntiBed Mallf shialpl 1! mftbﬂ'xudse}ixf\hrﬁdﬁaﬁhze@i shaeessch,
Capability contains the 15 M5's GPRS nul ti sl ot cagabl lities &fﬁuenc

bands, etc, d8¢ dEM FSPN pends o, I@eefmé&n Bgaqugen(Frypli mél cf%‘pes" S“Fri%/lype
of attachls One r{

al ready | MSI 4ait ngl?ﬁg hggﬂﬂgﬁba} r@éﬁ gullggbi@t‘ﬁ ?}‘g;\ig{ﬁ%@ rﬁa@% tﬁé E%ght}»@lg HI%‘-WTMSI
for identifyiSgRN t;mha?e»a‘ndmcﬁxalmv foasnal Bomstof @thettis of E&Ru ThliesI to&iglmgteur e,
thenthelVBsaII nclude the old P-|I M1 Si ture Jjn the guest
ressage. 120 Barvle gt RESREPHET R 8 e dt dhoclLb AL an) (Ehad
transm ssion @fagn ﬁﬁh@;ﬁhﬂﬁ@%&ﬁﬁk&&éd\@hﬁ%t e mn&@(} BRI @'\@\%lﬁth@%@r the
Network Cl assmark, KSI"Nttach Type, TMSI Si gnature, Follow On
Request, DRX meaf SEFENedasivenduli olid SN FPﬁimNBK) ﬂidé%‘%h@@ 2o Lti&@emg@BN. SEMBIwighal |

be included i the S, not have T. €. ar.. a.vali

St 1t he VR Snais TR I Ry Bl SoFv e GG PONR RligiB b
stored its olgidN TG iSh@natwd evitit h@ﬂdﬁ}@%\@%i@h@khhd aeladgd Sosroked B-wWvS
Signature in the Attach Request nessage. the M5 has a valid P-TMSI, then
P- TVBI anid t Histemdnerhe cagad b bedNiir @m i Pt\féal\kwa:i felayeth mrastidedo tRGpctpal |

be included ify gﬁ%wdv%g %@sb‘ﬁ[g‘%ﬁ’%ﬁ%ﬁ &hﬁﬁ&@%ﬁ& Rfé%ﬁ‘\w "ﬂﬁﬁ;@oﬁfﬁﬁar k

is described 1n claus Ity set
Request" if théasiesios \@ﬂmﬂtmfgzdnrmmmiemrﬁ?ftﬁe BS B &hgralid thegmlidS(isernhdalda) .
The SGSN may

as an inplenentation option, _the follow on reques
i ndi cati on toc’&e‘ﬁé‘a%’@“%%“ﬁ &8 WREPFACHHE SR Cor aﬁ%gﬁﬁheaiebh%}%f%w 8Kl t he

GPR S Attach jpir Qﬁﬁ@&?zﬁm@a]@x@?@g Y&y ki{‘% %ﬁﬁ%ﬁ Db e &M&eﬁf@cfdo@ h@&}ﬂadcﬁ tﬁeO be

performed, i.e on Y, S Attach whilTe already M5
at t ached, tsor \@bwbnme(éin@RSid/Sﬂ}m f dtetodd RGSN s a M\ IEnmﬂ@hm:Aic&tj \ahiitdknn mode,

o IENERGH GO TET S 2R P B SR 25 G

At tach procedut@itrt ;@T@S@;mhb or a hybrid cell, the RAN indicates the C SG
| D of the ceII with the Attach Request nessage sent to the new SGSN. if the
M5 attaches 'via d&digpbEngresscy Atppe! RN Bndcdice isal heiticsErpsews sdanbehelo

t he new SGSN.. $
ndi cated, tHePSCT el SR EET IR B D IR TGRS a T Bk
capabl e Mg streds B itbeifkk Nséinwaat aihetie $48Y @aqukh ahhew&@dil N i ndi cates

"P-TNI ST" or "RAT related TM31" andtheIVBhoIdsavaIld P- TM51 t hen the
"old P-IMSIn IE indicates this valid P-I1M5:1, if the M5 s TIN indicates

"G and the 6 hag ﬁﬁe&@&ﬂdkﬁ?w Lb&ﬂ% 1t i Gnd chxdxﬁﬂ'\’@c scldn AL GRIRRHE

P- TMBI mapped ‘from t has a va en, the truncated
NAS t oken shdtdqube (Edeatitd@ebd - [MIE) to the MS, The MS responds mth Idmm}, Response

(IMSI),

.2
A

4} The anthentication functions are defined in the clause "Security Function™ Hno
MM context for the MS exists anywhere m the network, then authentication is
mandatory. Cipbering procedures are described in clause "Security Function”. I P-TMSI
atlocation Is gomg to be done and the network supports ciphering, the network shall set

36 the ciphering mode.



15"old P-TMS51 signature” |IF as described in TS 33.401 [911, O herw se, an
enpty NAS token shall be included in the "old P-TMSI Signature 1E.

Mappi ng awQ@i2ubl12t288P- TMSI/ RA | is specified in IS 23. 00BCrAB2011/H540882 NS
holds a valid P-TMSI then the M5 indicates the P-TMSI as additional P4MS11,
regardl ess whether the "old P-TMSI" | E alﬁg indicates this P-TMSI or a
P-TMSI mapped froma 20 GUTI. The sets the voice domain preference
and UE s usage setting according to its configuration, as described in

cl ause 5. 3. 15. For an Emergency Attach the M shaII i ndi cate

ener gency servi ce Ianigk Bhﬁ”\l Wtﬁiﬁh&i‘ﬁld hestipkﬁﬁsh lEiﬁﬂ uéiiut hexdVBtidaesumhentidagnde a
valid P-TMSI or_a vali avai | abl e. shal] be included when
the M5 has nd™MpHppgd riﬁtwéﬁnﬂdihﬁt@fé.fpf»@w»ﬁvsmaﬁf& %fé%a%#xu}a tethentiggliqEatgha) |

sot the " Fol |l aw, & (R ‘b‘?%e 5&@\‘ %bg@%&rttl@é‘ﬁmhﬂﬁ{c%z&?zrxlﬂﬁ’gg'i'r ﬂgd UBd zﬁk s the

traffic and the UE sh Initiate the activation of

context aft erattadcpamsdluﬂe Enier gﬁnsyem%&amh attached and not s:lmketqlmﬂ Vsmmnmsamm
conflgured ta su ort Emergency Atta f] SOSN shal |l reject Soany Attach
Requeat + Rat TanRareecam Ry o Skt bepgtommil T he) VB i dent 11 es
itself with P-T M5l and the SGSN has changed since detach, the new SGSN
sends an ldentification Request (P-TMs1l, old RAT, old P—vaISI Si gnat ur e)
to the old SGN (t‘"ﬁicsﬂméxmldﬂ b@CéﬁI¥@lf’wlmNE$ areodefagdest the vdsusd " Blentityf Chék new
SGSN pr ovi dcﬁrfunctl a |t% to N n in Connection of RAN Nodes to
Miltiple 5 CNROGHES -t Séf'é:ll\‘l“ {5 OB e the ol d SGSN fromthe old . R

Al and the ol d P-IiNplanafdegend Ahsehl @beenm‘;f mE A hir G irBRAME Ske MEES AP Ehel. anm S
old SGSN. Ot herwi se, the new SGSN derives the old SGSN fromthe old RAl In

any case ©he Frawesaswag If rgbrnd shalMSaarnetieantienieted WasSisNeshall sitdescsN
This derived %ﬁ\ 5§mh tﬁ(‘?k ~the old SGSN, or it is associated with the sane
pool area as the actual SGSN and it will to determne the correct old
SGSN from the P- TN hn&hﬁle;r;@icwwma messﬁ‘ge:nm @tohad': F&C ouad beopedfoBGSN. If Tilke

ol d SGSN responds, $ dentifi cgtl on Resp on QQB Aut hent  cati on
Triplets or AdtHeh %é‘? SRR ROEESY d“ﬁ““f’ﬁé‘ ‘N@“F CTORETRAN R RCeg e

SCG SN, the olg §§|§§N &SP Wi th an appropriate error cause. The old SGSN
al so val i dates t ol d IﬁqulVBI Si gnature and responds with an appropriate

error cause if |t does not match the 15 value stored in the old SGSN. |f

th | d SGSN i th td | uded the "old
P- '(Ia'l\/gl Si gnat re" [%¥$%F§CV% Ii['lagf‘i“ﬂ)ﬁgé e ‘I?é"et"K\g(nW i‘g @%g}éﬁ%@ &ééf:}re‘i ﬂ%d in

TS 31401 [911MS re-attaches O EhedinfMBEERNG YL AL haGhg |pf”(};§.h@ dMechéleBéibld) egeinkgel f
with a tenporar |dent|ty that is not known to the SGSN, the SC SN shal l

i medi ately r¥eeglel @t{fh»elhlﬂ%EDPr @mfmh‘ehwsnvmf!ﬁa Idete RO Tongeh®eness (TEHY

\t;\r)': E 'lt %l ol Ejhgﬁadéﬁ“g\f\{ g&kﬁﬁ’gt he l&%ﬁ gegﬁ;% z}%ﬁ%{{» !ttdg g‘a‘ues(ft“ (ﬂgk Qﬁ‘(\@\t

Type ----20 | N&spodse (ThEDMRessdhe. M5 responds with ldentity Response (I M Si)

73 If the SGSN number has changed since the GPRS detach, or if it 15 the very first
attach, or if the Automatic Device Detection (ADD) function 18 supported and the
IMEISV has changed (see TS 22,101 [82] for ADD functional requirement), or tf the MS
25 provides an IMST or the MS provides an old P-TMSERAT which doesn't pomnt to a valid
context in the SGEN, then the SGSN informs the HLR:
a) The SGSN semds an Update Location {(SGSN Number, SGSN Address, IMSI,
IMEISY, Update Type, Homogenous Support of IMS Over PS Sessions) to the HLR.
IMEISV is sent if the ADD function 13 supported. Update Type indicates this if Attach
36 procedure is set to "SGSN only registration”. Homogenous Support of IMS Over PS
Sesstons indicates whether or not "IMS Voice over PS Sessions” is supported

homogenecusly in all RAs i the serving SGSN.

bed



4) The authentication functions are defined in the clause "Security
Function". If no MM context for the M5 exists anywhere in the network, then
aut hent i caDi2ore/i28288andat ory. Ci phering procedures are destnBmadoi4sscl ause
"Security Function". If P-TMSI allocation is going to be done and the
network supports ciphering, the network shall set 50the ciphering node.

- 46- If the SGSN is configured to sﬁpport Emergency Attach for

unaut henticated Msls and the Ms indicated enmergency service, the SGSN ski ps
the authentication and. security setup or die SGSN accepts that the

aut henti cati dn nayfHeal Lfiai&ddi:dazﬁdenuesmtd\e(i’aibt aCincpllatediye) w the fld IEBNS
energency attached and not successful |y authenticated, 5Sintegrity

protection ar¥seiipher e SHa indisaies pdaderddhaEad ha%smﬂ?éiﬁéquﬁwﬁm theRdki ng
functions ar %#Heﬂfad bl h%u&&rﬁsﬂs {iwemﬂcwmme%ggv Q&eéﬂ%”&% ng{/ﬁﬁggi/g{éem

checking is optiona n Energency Al

i ncl uded t he ddkElation The yﬁti,tcatebl th@REIth%h meSSaYyap l’efeamth,e iﬂﬂCﬁEﬂi"ﬁﬂg I
cannot be authenticated, the SGSN shall retrieve the I MEl fromthe NS
For an Energéhty"%ttach, the | MEl check to the EIR may be perforned. |f

the IME is §l ockeg gl @B@&aﬁ&;‘kn@@laﬁ@é@@zd@'?hﬁdgﬂﬂ&tmew@'{\ItSIDPifﬁﬁﬁi%&“&x
Attach procedure continues or is st opped. 6) there are active PDP

contexts in tdwgomgupr8GENrdsdior tﬁmtﬁﬂﬁaatﬂit?lf&m%éﬁ\{\/@h(li “eﬂ kb thvs: pexcatwraches to

t he same SGS ach bef ore), the new SGSN
del etes thes "15%\39238%5{"é&et“gm%%loégﬁg{%édg e‘t‘ﬂg" Cont ext Request (TEI D)
messages to thie GEBMNE:rd meakNedPDTRenEESNS dackiouedge tiktparlalethes RRPold
Cont ext 20Response EI D) nessages. 7) If_ the SGSN nunber has change

si nce t hel’GPRE Y8 tdgknes Giesq PW’M%«?W@‘» varding iette gttt dlontest Rieﬁuq»hé%iim
Aut omati c Devii_\sg%ggﬁ\g%y(%{ﬁr(ﬁ%@mb%nct| on is supported and the | MEISV has

changed (see for ADD functional requirenment), or if the M5
25 provides an | MIhediGENeadiBopiaisk dad: Delcw PO divBRRApmhE ChEdbesasigepoi nt
toavalid Coi'l)]t ext l{cn Pi[I[]Re s%ms inzerg‘te %u WbaenbEFSDN it[in&g\kr%s 51&%1@55521 Data, CSG
: < = i,
subscription data for the PLMN) to the new SGSN. If the S6d interface is used between
15 an S4-SGSN and HSS the message "Insert Subscriber Data” is not used. Instead, the
Subscription Data is sent by HSS i the message Update Location Ack. {Step 7h).
If the MS initiates the Attach procedure at a CSG cell, the new SGSN shall check
whether the CSG ID 18 contamed in the CSG subscription and 1s not expired. If the CSG
D) is not present or expired, the SGSN shall send an Attach Reject message to the MS
20 with an appropriate cause value. The MS shall remove the CSG 1D from its Allowed
CSG hist, if present.
o) The new SGSN validates the MS's presence in the (new) RA. I due to regional
subscription restrictions or gecess restrictions {see TS 23.221 {807 and TS 23.008 [79])
e.g. CSG restrictions, the MS s not allowed 1o attach m the RA| the SGSN rejects the
25 Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack
{IMSI, SGSN Area Restricted) message to the HLR. I subscription checking fails for
other reasons, the SGSN rejects the Attach Request with an appropriate cause and returns
an Insert Subscriber Data Ack (IMSI, Cause) message to the HLR. If the network
supports the MOCN configuration for network sharing, the SGSN may, i the MS s nota
36 'Network Sharing Supporting M8, in this case decide to inftiate redirection by sending a
Reroute Command to the RNS, as described i TS 23 251 {B3] instead of rejecting the

Attach Request message. If all checks are successful then the SGSN constructs an MM



The SGSN sends an Update Location (SGSN Nunber, SGSN Address, |NMSI, | MElSY,
Updat e Type, Honbgenous Support of I M5 Over PS Sessions) to the FIL.R

| NTELISV iwozemnt12if8st he ADD function is supported. Updat @CTgpm1i/nrgsat es
this if Attach 30 procedure is set to "SGSN only registration”. Honpbgenous
Support of I M5 Over PS Sessions indicates whether or not 1MS Voice over PS
Sessions" is supported honbgeneously in aft RAs in the servi ng SGSN, -47-
b) The FILR sends Cancel Location (IMSI, Cancellation Type) to the old
SGSN. Also if the Update Type indicates Attach and the HSS has the MVE

regi stration,cohfeenidch@e NB8S sse ndgroCanciakerl Belakhibn Bah/Blck @am‘ehieaciawmo ﬂhepe)
to the old MVE. The Cancell ation Type.indicates the old

rel ease the ﬁhngrW@‘w Bicg 4o gk betvgyn feS@pYy Wséékhmb%egi‘W& h
Cancel LocatigQm.Agk, (1M S’Lu)\ id Bmt DRRE1RIHd JRY s OReQ f)tﬂ% 9§19 %ﬁé{ﬁr g@%& e&tlﬂat

MS, the old SGSN shall wait until hese procedures are finis

removi ng t he ‘M\/Sfaﬁti iPDRecwhdietkt S4- S(z‘m hbff ;etheecétlmnms&*cgtel“W.@dﬁ%@l%ccmmemis in
t he oIdSiI§ ?{'t(%& rticular MS5., the old 10 SGSN del etes these PDP
contexts by SEMBING 1e‘B§ PDP Context Request (TEM nessages to the GGSNs

i nvol ved.  e)y3The WR‘E‘&KH&W@G&‘?&W el 8t RioRDR Gt @%‘Ru@ %@HSI SckikEA

D) nessages, he HLR sends I nsert Subscriber Data ( ubscription
Data, CSG sutismﬂiiqm Agh taldie 2 (FO¥ afidrgh@Lavpiimg of héi Wé%@@wsmnd Inﬂsmhv@ B W

terf t d HSS
Subscr i ber DAFCTE TNUR i S R SR T RaeaoT S5 bty s
in the nmessadecilipgdabesdboeatilodmAe KT the Stepre Ikation is rejedtéd bgeVB.R Nhé SABBS

the Attach procedure at a CSG cell, the new SGSN shal| check whet her the
CSG I D i siconeigriadie iMacheRameststipicihie giSonithrid spropstategpiseed. thernatwerkes

,I[:)OI tshgof\/Bpr esﬁ‘B;BmR hEXRERAondh, tl?dt%qsfl\lr shablk 5’1%”90 e "»A(I}‘EQQ‘;%\R@\*}? {isTERAa9e

‘Network Sharing Supporting MS', in this case decide to initiate redirection by sending a
Reroute Comumand to the RNS, gs described i TS 23.251 {837 instead of rejecting the
Attach Request message.
i3 For an Emergency Attach in which the MS was not successtully authenticated,
the SGSN shall not send an Update Location Request to the HLR.
For an Emergency Attach, the SGSN shall ignore any unsuccessful Update
Location Ack from HLR and continve with the Attach proceduwre.

The HLR sends g TDF bvpass flag pursuant 1o embodiment no. 2 of the present

20 mvention.

&) If Attach Type in step I indicated GPRS Attach while alveady IMSI attached, or
combined GPRS 7 IMSI attached, then the VLR shall be updated if the Gs mterface 18
mstalled. When the SGSN does not provide functionality for the Intra Domam
35 Connection of RAN Nodes to Multiple ON Naodes, the VLR number is derived from the
RAI When the SGSN provides fonctionality for Intra Domain Connection of RAN
Nodes to Multiple CN Nodes, the SGSN uses the RAT and a bash value from the IMSI o
determine the VLR number. The SGSN starts the location update procedure towards the
new MSC/VLR upon receipt of the first {nsert Subscriber Data message from the HLR in
36 step 6d). This operation marks the MS as GPRS-attached in the VLR,
a) The SGSN sends a Location Update Request {new LA IMS] SGSN Number,

Location Update Type) message to the VLR, Location Update Type shall indicate IMSI



20 with an appropriate cause value. The M5 shall renove the CSGID fromits
Al lowed CSG list if present. The new SGSN val i dates the M5 s presence
in the (re0)20RA27188 due to regional subscription restri ®CTORY1005438CESS
restrictions (see TS 23.221 [80] and TS 23.008 [791) e.g. CSGrestrictions,
the M5 is not allowed to attach in the RA the SGSN rejects the 25Attach
Request with an appropriate cause, and may”return an |Insert Subscriber Data
Act SGSN Area Restricted) nessage to the HLR |If subscription
checking fails for other reasons, the SGSN rejects the Attach Request with
an appropri atfﬁtae}a&usﬁttaﬂd'iwé wdisiahchinbiaed CRUSCIIReRtia axbekiMASkation
Cause) nessa to the HLR If the network supports the MOCN confi uratlon
for network %Wm&mt%éﬂ s@gmfwwmai ket ywdates oy LE Lr%isra@t%w i8R TNg

Supporting Mg, SU%I\t E{ %tRI\@%%@@Q Rl | N ﬁét?_ ﬁx\r g vhﬁ? fl&xxW& %ﬁgﬂ%g][‘%ea

Rer oute Command t as described in I nst
rejecting t h&nﬁnuachpmqmnemﬁmf@e,thd feaditl of hl&ci;ekawdeccsemmii uhemhelif t he
SCi SN const ru cont ext

or the tur.ns .a ser
Sobonr | pos! bl Sa8R M kaes en R0 ki s bt e AR B SR TS TR 1831 used

bet ween S4- SGIN ang ;{35 Lh@ERSARE/ISE NBEhLw W@@ﬁ%zﬁ@%d@@%aﬁ%mﬁi Ry
used. instead the subscription data check perforned by -SG SN'i's done

when t he S4- SASN! eabe Hédei ved t he nessage "Update Locatl on Ack" 5f rom HSS

bty Loahi e P Bk S GERRSE, IRIRLE ERR 2 FsTRBPE R EnT?

and insertiomiofhimew MM context are finished. If the Sod interface is used
t he Update Locati on Ack nessages i ncludes the subscription Data. if the

Updat e Lo@atidn i sthegjt ‘é&tlé?da%gmkéﬂﬁwhEﬁ@%@wwﬂl@\t&e{w&}s the Attach
R t f h . th
COoR ontouart o IR BREPRGRLARC SRR g A QLS pRRDN Sy e

M OON configuration ari ng,

' Net wor k Sharxmhg:zﬁepqhm}ttb g S VLR Thdsshsodse ddt@amda:ohmink thiet(l S eubscription
redirection b seng a Reroute Command to the RNS,. as described in TS
23,251 [83] ‘ \*é’y ecting the Attach Request .nessage. 5For an

Emer gency At t. ch 'gxe"‘@iﬁ'%dhﬂﬁx§3@se‘4"%§tlﬂ%e;§"ﬂﬁﬁ@§l§é} akzyﬁx@y{?ﬁﬁﬂﬁ' cated, the

SGSN shal | not sen Updat e Locati on Request For an
Enmer gencyisAt tgch: Afe SESNng hiad fnidighdCeloamyon upmbwic pessdurts, WpddtIR bogatdson

Ack from 1l LQ\; 19})&&0{9 I Cauonw\c,tk 1{,{%?) tét'{ltlg ger Q?rL?{(?edur €.
h} The VLR responds with Location Update Accept (VLR TMSI) to the SGSN,
9N The SGSN selects Radio Priority SMS, and sends an Attach Accept (P-TMSK
VLR TMSI, P-TMSI Signature, Radio Priority SMS, IMS voice over PS Session
20 Supported Indication, Emergency Service Support indicator) message to the MS.
P-TMST is included if the SGSN allocates @ new P-TMSL The IMS voice over BS
Session Supperted Indication 15 set as deseribed in clanse 5.3 8.
The Emergency Service Support indicator informs the MS that Emergency PDP
contexts are supported, i.e the MS is allowed io request activation of emergency PDP
35 contexts when needed.
When recetving the Attach Accept message the E-UTRAN capable UE shall set
its TIN to "P-TMSI" as no ISR Activated is indicatad at Attach.
If the attach is initiated by manual C8G selection via a CSG cell, the MS wpon
recelving the Attach Accept message at a USG cell shall add the CSG [D of the celi
36 where the MS has sent the Attach Request message to its Allowed CSG list if it is not
already present. Manual CSG selection is not supported when an emergency service has

been initiated.



The HLR sends a TDF bypass flag pursuant to enbodi nent no. 2 of the present
20i nvention. 8)If Attach Type in step | indicated GPRS Attach while

al ready IwBlRettaasBed, or conbined GPRS1 | M SI attachedpCcrhBmwit/n&784 R shal |
be updated if the Gs interface is installed. Wen the SGSN does not provide
functionality for the Intra Domain 25 Conn(ﬁctlon of RAN Nodes to Miltiple
CN Nodes, the VLR nunber is derived fromt¥e RAI. Wien the SGSN provi des
functionality for Intra Donmai n Connection of RAN Nodes to Miultiple CN
Nodes, the SGSN uses the RAlI and a bath value fromthe IMSI to determ ne

the VLR nunber. THE #8GEN iﬁtt'ﬁtetsﬁhé heatiopakedine wpsatiendredediKecdiDey BGSNhe
new MSCNLR upon receipt of the first insert. Subscriber Data nmessage from

the IILIRin %@éf%keﬁ)ﬂhwm@ Yp &P at §ovringl RN heGNpbysiPRpRLGS tacH®d i n
the VI,R a)Hhg g q%l‘%d%} %Rﬁ@éz%%h‘éﬁfé@hﬁ t@%@@hu(tﬂé%ér% th glRW am,SGSN

Nunber Locat | on Update Type) message to R Locati on Upda
shal | i ndi catweith NBt RABDP at¢sagle. | Basdt ac hht'ﬁypﬁemntdmnatied Rr;’?o‘ﬁrbmajedptﬁ?m
| M51 attach. Locatjo |1 indicate normal |ocation

herw s p
Updat o 1o WRCEPET sehgaALLopctdate, Tupe shal . in by Storing SGSN

Nunber " I'n net@wopks thatgguppesihiveel Wahéh RRE Alsadd8a hAGERED &M, WRAAL Boes
Request includes the identity of the selected core netwrik operator if 5the

SGSN has r eceioved BhicerresphadingtSon ¥ pomitive cRANG hy. dddoy i bl Hhm‘[@ 251

[nglﬁtt ion (I Ns&k“h%mgg ?}6 athPlgud reilffﬁswﬁgfmécp oily }W(%/{L\Bn & gg é)tg‘{g o oce( ures.

i nter-MC, the MRl serds @ CaRcEMIocat ioRngéd, Nﬁémt, Qickhey elighs ihe t?cm@ed
@) The ol diL Ri“\%gﬁgtotw i%gtg*gmswV‘;Ant{::tagg%%gtlplel_tg gtaeiéagg &t"ﬁ%ié ‘Sg NBI ).
11y If VLR TMSI was changed, the SGSN confinms the VER TMSI re-allocation by
sending a TMSI Reallocation Complete message to the VLR,
NOTE 1 All steps except steps 6 and 7d, 7e are common for architecture
variants using On/Gp based imteraction with GGSN and usmg S4-based
{3 interaction with S-GW and P-GW. For an S4-based interaction with S-GW and
P-OW, procedure steps (A} are defined in clause 6.53A and procedure steps (B)
are defined in clavse 6.5.3B.
NOTE 2: For an Emergency Attach m which the MS was not successtully
authenticated, steps 6, 7, 8 and 11 are not performed.

20

30



e)lIf the LA update is inter-MsSC, the MR sends insert Subscriber Data (IMSI,
subscri ber data) to the new VLR The subscriber data may contain the CSC
subscri ptworrottaa2ssf or t he PLMN. The VLR acknow edges wpPCH/IBZE&n34788
Subscri ber Data Ack (I Ms11). After finishing the inter-MSC | ocation
update 'procedures, the MR responds with_Update Location Ack (IN SI) to
the new \TR h) The VLR responds with Location Updat e Accept (VTR TMST) to
the SGSN, 9) The SGSN selects Radio Priority SMS, and sends an Attach Accept
(P-TMSI, VLR TMSI, P-TMSI Signature, Radio Priority SM5, |MS voice over PS
Session 20 Suppaxbed H (ihiedthan No. EnelfigRIys SarM(fjce Support indicator)
message to the M. P-TMSI is included if the SGSN al | ocates a new P-TMS|,
The | MB voi ce over® PSPERsSfAsQisesof &ie PHTCHOrhirG dessabeit Walddt FHedel n

clause 5.3.8.3¢3pp 15 23 4008 L %{‘&Mm§€édvﬂa%%a§ﬁhomw !ﬁﬂ%&@‘ia%n' f%@f’f 15%&“9

MS that Energency PDP contexts are su

request acti VaGUREDBAeHEr genay t?DRnQnﬁ:bmantexts_ athwba posedteid vention 1s pheded
recei ving the Attach Accept nessage the E-UTRAN capable LIE shall set its
TINto "P’TM3™bas no ISR Activated is indicated at Attach. if the
attach is initiated by manual CSG selection via. a CSG cell, the M upon
recei ving the Ankh Accept nessage at a CSG cell shall. add the CSCGof the
cell. SO where the NBufrasesdnto ey et widic HeRegwedt tfms@ag@mtﬂeis tht Abgowed

CSGlist if it .is not se i n.is _not
Suppor ted whdrEsR Bfer BinEg LaPUT BethuibRet riieeh ANlBiheR" 1hE affivop
initiates thecAbdciehy nﬁxocedué@ @&tth@ HPEbK iedalied 8y CEGhReidy a doRuBGIN 5&1@4:11
check whether the CSG ID is contained in the CSG subscrjption and i s not
expi red, Phe doagy Navapik depdungnt. The Rek indlgs wpidicdde thdelpp! EESdeascimavditber

to the RAN al,ng.aih fh 0% IRANAD (IBSSAARd RABEHRNkR 5 IAIONURIL i P RAN

may performﬁj erentiated treatnent
Attach procedure may trigger one or multiple Dedicated Bearer Establishment

procedures to establish dedicated EPS bearer{s) for that UE. During the attach procedure,
the UE may request for an IP address allocation. Ternunals utilizing only IETF based

15 mechanisms for IP address allocation are alse supported.

Durmg the Initial Attach procedure the Mebile Equipmant Identity is obtained
from the UE. The MME operator may check the ME Identity with an EIR. At least in
roanung situations, the MME should pass the ME Identity to the HSS, and, if s PDN GW
cutside of the VPLMN, should pass the ME [dentity to the PDN GW.

20 The E-UTRAN Inittal Attach procedure is used for Emergency Attach by UlEs
that need to perform emergency services but cannot gan normal services from the
network. These UEs are m hmited service state as defined i TS 23122 [10]. Also UEs
that had attached for normal services and do not have emergency bearers established and
are camped on a cell m limied service state (e.g. restricted Tracking Area or not allowed

25 CSG) shall ipitiate the Attach procedures mdicating that the attach is to receive
emergency services. UEs that camp normally on g cell, Le. UEs that are not in limited
service state, should mitiate noomal imitial attach when not already attached and shall
mitiate the UE Reguested PDN Connectivity procedure to receive emergency EPS beaver
SeTVICES.

36

NOTE 1: A UE that is emergency attached performs initial attach procedore

before being able to obtain normal services.



NOTE 3:1f the MS receives a Attach Accept nessage via a hybrid cell, the M5
does not add the corresponding CSGID to its Allowed CSG list. Adding a CSG
ID to t hewbBorp/1arisewed CSG list for a hybrid cell is perConpmdi/osiigs by OTA
or DVA : DM procedures. 10) If P-TIMS:1 or \TIT," -rinms' was changed, the M
acknow edges the received iu TMSI(s) by reg urning an Attach Conpl ete
message to the SG SN )if VI,R TMSI was changed, the SGSN confirms the VLR
TMSI re-allocation by sending a 'INS Real |l ocati on Conpl ete nmessage to the
VTR. NOTEAI | steps except steps 6 and 7d, 7e are common for architecture
vari ants using G\/Iﬁamctba&ﬂﬁh}itmcﬁﬁrmhé @amwii«t bnl@&fﬁeﬁl}deﬁhdniusmg ISR Bas&dadhs
interaction with interaction with S-OWand

an
P-GW procedutidt %thébglw <t§f %Otdkéﬁﬁtﬁ@awhme\ %ugemswel;méﬂd\ brtﬁé@dﬁgzeuweps
(B) are defi | aus ] I\fQ]Z?% ngy pALHAC

t he M5 was ngtqg\sﬁgcgss? @?iﬁi %Igbﬁé%tl catn(?aldl:;‘(&rmﬁm\zﬁm}m}q %‘ Pﬁ h@ &gbge\r@/gé
performed, 20iS wmmmamgsmmBzﬂmﬁomm&smﬁm|o<f B’;\( Eﬂbﬁﬂlimlmlmhb
2F1 GURES 3A- 3& A step-by-step discussion of the Attach procedure
descri bed’in Sttiebn 5.3.2 of 3GPP TS 23.401 VI 0,2.1 but enhanced to
include a TDF Bypagg ﬁr’o@&i&r@h%ﬂx‘?&s&ﬂfb BERHThCIREPIB ko tRIN SHARITRAN

enbodi nrent no, 2 of t resent invention is provided 5next.
when the UE ¢ .ﬁuddy has active PDIN connections over @ non-3GPP access network and

wants to establish sunultanecus PDN connections to different APNs over multiple

accesses.

3¢
NOTE 2: For a PMIP-based S5/88, pmcedure steps {A), (B), and {C) are
defined in TS 23.402 [2]. Steps 7, 10, 13, 14, 15 and 23a/b concern GTP based
S5/88.
NOTE 3: The Serving GWs and PON GWs involved in steps 7 and/or 10

{3 may be different to those in steps 13-15,
NOTE 4: The steps in (D) are executed only upon handover from non-3GPP
ACCess.
NOTE & More detail on procedure steps (E) is defined 1 the procedure
steps (B) in ¢lause 5.3.8.3,

20 NOTE 6: More detail on procedure steps (F) is defined in the procedwe
steps (B) w clause 5.3.84,

1. The UE mitiates the Attach procedure by the transmission, to the eNodeB, of an

Attach Request {(IMS or old GUTI, last visited TAIL (if available)}, UE Core Network
Capability, UL Specific DRX parameters, Attach Type, ESM message container
25 {Request Type, PDN Type, Protocol Configuration Options, Ciphered Options Transter
Flag), KSIASME, NAS sequence munber, NAS-MAC, additional GUTI, P-TMS
signature, Yoice domain preference and UE's usage setting) message together with RRC
parameters indicating the Selected Network and the old GUMMEL The old GUTI may
be derived from a P-TMSI and RAL IMSI shall be included if the UE does not have a
30 valid GUTY or a valid P~TMSI available, orif the UE is configured to perform Attach
with IMST at PLMN change and s accessing a new PLMN. The UE stores the TIN in
detached state. If the UE's TIN indicates "GUTI" or "RAT-related TMSI" and the UE



A UEfuser needs to register with the network to receive services that
require registration. This registration is described as Network Attachnent,
" Fhe al waye-20re/12P288onnectivity tbr UEl users of the EPS ipSTARZI/@Td 788y
establishing a default EPS bearer to during, Network Attachment. The PCC
rules applied to the default EPS bearer may be predefined in the PDN GW and
activated in the attachnent by the PDN ON{tsel f. The Attach procedure may
trigger one or nultiple Dedicated Bearer Establishnent procedures to
establish dedicated EPS bearer(s) for that UE. During the attach procedure,
the UE may rdgéiss vhbd @nTl Fhe&dtﬁé eﬁ$ Al Toaaidaen . thikeranidnd@l gL ulfi ﬂh’ezﬂ‘iﬂg Tanl y

| ETF based 15nechani sns for ess al |l ocation are al so support

During the |rPgicars Rvath ﬁf‘éé‘édb?ehctw KBl T Mgvpheried Radphgny S&was“\o
obt ai ned fromthg Us.ThaiME [RGE %ﬁ@m Wgﬁ L herMer LAgnt AL Yo deﬂh"r?&

FIR At least 1n roamng situations, oul d pass t the ME | entity to
the FISS, andypedifi e<anPE&I”’GMDBJIL|Q Isiftbe d),fk bdﬂéw Mi’hIx&\lgrlsmmnﬁdhq)a@sirtméumﬁates a

Identltytoth [ sedfor
Eirer gency At tGCR| PRSI R FHBAD 18 Rabinive tur Gutersabs tledesgltEior
gai n normal seryi Q?ﬁwfdl@ﬁ?ﬁﬂ%&%ﬁt\?@ﬁ Kliﬂﬂﬁ&@ B'iﬁﬁn aneris bl adgeky Lee

state as defined in TS 23.122 [1 s that had attached for nornal

servi ces and e arnadid ﬁa%i‘émxg@mysbbea&éns 1¥e§nafbﬁﬁﬁied:ﬂande akd] banpbdledn a
cel l |nI|mtﬁ ?rvtcz]stat {l b‘ﬁ @?i{ J A{teoao o}) a}owed
CSG shal | 1 § e The A taE R ’BPg'bé’ F‘&E‘*ﬁﬁ & ?H"a "'t s AEOLEPRdh s to

receive emer genEyuaesy i€ @sscrivEs it hatseganmponormal Iy on a cell, i.e. UEs t hat
are not inlimted service state, should i n|t| ate normal i n|t| al attach

when not &l ready af paskbl dheilashiisited Aivdisheld berac tpdadEioReigae it Belp PN MME
Connectivity ﬂ%c fﬁd rgmﬁ %{ egel Ve P)P%ng%ﬁlfu\lgﬁ Qﬁ%ﬁ%&ﬁ{; s!n.cs%ggtE thlt.@zN

In order to I he networ K erfor
Attach. with “@emfew foRkoAted tihd I‘Ei\l"mtﬁtatﬁhaéléw@ & @&ﬁdvr!?hh&ﬂuﬁar pi&poﬁqui waR Bt
PLATN. of the registe a Ll nfi erform Attach vvlth

PLI YI re
| MBI at MAI N REREVRE @g@‘«%\% bges it5ey i Ay the | %@ﬁm / PpREICE ipghy fEadhe, |
instead of any, q%EQrﬁﬁ ‘@&x’w&f@i R AR mumpaﬁfmz& \%en tﬁﬂm' s al so

used to establish the first connection over E-
al ready has activdf M’&olme&ﬂhﬂomsumvmanmm@a (&%&ahd@s&meﬁma&c svad lwant S

t tablish t f f t
nccesses | 0 RSHEVATRBHEY PpIR aatacasndst futlboedura et ente CRPY HEng
(C) are defi r]-efsm:mi&\zx@ @Rt LhumR GRS NAS-MAC AR indiddedliBs ﬁrwr aﬁaa!dhxamcer n

G P based S5/S8. NOTE 3: The Serving G W and PDN G V8 involved in steps 7
and/ or 10 security parameters. NAS sequence number indicates the sequential number of the NAS

message. I the UE does not have a vahid EPS security association, then the Attach
20 Request message i3 not integrity protected. In this case the scecurity association is
established in step Sa. The UE network capabilities indicate also the supported NAS and
AS secarity algorithms. PDN type indicates the requested IP version (IPvd4, IPv4/IPv6,
[Pv6). Protocol Configuration Options (PCO} are used to transfer parameters between
the UE and the PDN GW, and are sent transparently throogh the MME and the Serving
35 GW. The Protocol Configuration Options may include the Address Allocation
Preference indicating that the UE prefers to obtain an {Pv4 address only after the default
bearer activation by means of DHUPv4. If the UE intends to send PCO which require
ciphering (e.g., PAP/CHAP usernames and passwords) or send an APN| or both, the UE
shall set the Ciphered Options Transfer Flag and send PCO or APN or both only after
36 authentication and NAS security setup have been completed (see below). It the UE has
UTRAN or GERAN capabilities, it shall send the NRSU in the PCO to indicate the
support of the network requested bearer control in UTRAN/GERAN. Request Type is



may be different to those in steps 13-15. NOT.E 4: The steps in (D) are
executed only upon handover from non-3(1PP access. NOTES: More detail on
procedur eveters12¢i83 i s defined in the procedure steps (BLTiIR20a1/6343%8
5,3.8,3, 20NOTE 6: More detail on procedure steps (F) is defined in the
procedure steps (B) in clause 5.3,8.4. 1. The UE initiates the Attach
procedure by the transm ssion, to the eNoEi“é‘B of an Attach Request (I MSI or
old GUT!, last visited TAI (if avai lable), LIE Core Network Capability, LIE
Specific DRX paraneters. Attach Type, ES11,11 nmessage contai ner 25
(Request TypéanciRin Ifyﬁne Efviohesas @amﬁihguas:ai iwdh:a@t 'i}tm&;me@ pihes ek Q¥ hans
Transfer Flag KSI AS NAS sequence nunbe C,..addi tional GUT!,

P-I MBI si gnatdifeady W%’éafé%ﬁﬁ”\nbgr 5?‘%‘?‘@&%8‘0%8} M&Eﬂ@ Sdgeceses: YD he¥sage
toget her wit ; dng 4k EEPE

GUMNEL  The ol SCDT] oo be aar Lredrt s om o R Hod R e & ol e
included if t#hwackl E does not have a So valid GUT1 or a valid P-TMSI

Changs and 1 accdSS ARG RUTD et oiCics el e Rt nk tw B Rt

state, If t heNIJE‘ t§ "Bl denel C*ﬁkﬁﬁlx,"Iﬁ-qIIbliii 8k indilariehrt Bd dtVBhot ROA o &ﬁld‘-T
-53- bolds a valid GJTI then the o d QU Tl indicates this valid GUJTI.

the LIE s i ncﬁddéi s a"RLF VBl M ndatdnde. Ofchidl idsshall vl indlupedrvBen dndUE eﬂtfatvevd
and R o o ot s SHETRET pBlR KR AR03 01 1t the UE holds & valid
@QUJTlI and the old G UTI indicates a 5 GJUTI mapped froma P-TMSI and RAI,
then the U E indicates the GQUTI as additional GUTI, If the old GUT |
i ndi cat esita QUTI ndppeticdatomerye- vBMM B RALE Ritd RamemQErshesrvanay die ald
P TS 1 <2, SeuM) SREAEALER:) Sk ISP IR S S0 g
accordi ng to gNwleBantlicgrld d1i diviElas noesaiiatbedhd eNcdedushod. B ‘H\ﬂ; as described
tn clause 4.3.83 on "MME selection function”. The eNodeB forwards the Attach
Request message to the new MME contained in a S1-MME control message {Initial UE
15 message) together with the Selected Network, CSG access mode, CSG 1D, L-GW
address, and TAIFECGI of the cell from where it recetved the message to the new MME.
CSG ) 1s provided if the UE attaches via a CSG celf or hybrid cell. CSG access mode is
provided if the UE attaches via a hybrid cell. 11 the USG access mode 1s not provided but
the CSG 1D is provided, the MME shall consider the cell as a CSG cell. If the eNodeB
20 has a collocated L-GW, it includes the L-GW address i the Inttial UE message to the
MME.
If the MME is not configured to sapport Emergency Aftach the MME shall reject

any Attach Request that indicates Attach Type "Emergency”

i3s3, If the UE identifies itself with GUTT and the MME has changed since detach, the
new MME uses the GUTI recetved from the UE to derive the old MME/SGSN address,

and send an Identification Request {old GUTI, complete Attach Reguest message) to the
old MME/SGEN to request the IMSLL I the request is sent to an old MME, the old MME
first verifies the Attach Request message by NAS MAC and then responds with
36 Identification Response (IMSI, MM Context). It the request is sent to an old SGSN, the
old SGSN first verifies the Attach Request message by the P-TMSI signature and then

responds with Identification Response (MM Context). If the UE is not known in the old



OIf available, the last visited TAI shall be included in order to help the
MVE produce a good list of TA Is for any subsequent Attach Accept nessage.
Sel ect ed Wetzarie7isadi cat es the PLMN that is sel ected forPCmaBot/ks4g$sari ng
pur poses. The RRC paranmeter "old GUMVEI" takes its value fromthe "old
QUT1" contained in the Attach Request. UE _Network Capability is described
in UE capabilities, see clause 5.11. 15 4" the UE has valid securi ty
paranmeters, the Attach Request nessage shall be integrity protected by the
NAS- MAC in order to allow validation of the UE by the MVE. KSI ASME, NAS
sequence nuniranERGSNAG-IMAC iaegrity nbbakdad - MY Ramblordds:cl &b e BRScIsSRewekt y
paraneters. NAS sequence number indicates the sequentl al nunber of_ the NAS
message. |f tRESEE JHedhnpk MO SGSOIch P Epy U IPES RESSE RS0 The AW t he
Attach 20 Regyest B389l E} Q@]tategns’ﬁ?rg\rﬂaﬁé!n RS QBChEDimel @afaﬂi&er@ %&%L&tp
security assoclation Is establish in step 5a. The UE rk capabilities
i ndi cate al sd‘vt‘%ieassﬂmpoindded chibS: ana mﬁosamuﬁu Styragb gorNiMis. PI DN type

i ndi cat es the req ver, | Pv4/ | Pv6, Prqt.ocol .

Con § gur att on oo Bedttisery G E! Blubh it neavertarcsyie alevare wuust e U &
and the PDN Gf aﬁ@‘i’dkﬁ\!@stﬁéﬂfﬁ EEADSRANED te hAL Qg (Re MVEIENETE DRL@RLW NI
GW The Protocdl Configuration Options may I nclude the Address Allocation
Pref er ence i naddwanimpgdtivat a PREMBEupt BAérs to obt a| n an | K4 address only
after the default ,bearer actiyv JCPv4 |f the i nt.ends
fo send () whi ol o i areasasey M e F ehefies i TR dioninnet Vi B
passwor ds) oris senichoam ARN Vv bigt SME hebledahad teqaels eV pher ed (Qptifans
Transfer Flag and send P(70 or APN or both only after 30 aut hentication
and N AS iﬁiecﬂffétciﬁngéﬁuwe Avigh BéBh %%fﬂelte@@ﬁ»(ée@ teeskowpd: i f the UE has
UTRAN or GERAN Cag\aﬁlrklﬂtl es’%%h‘i Rd‘stl%g'Q)nEb\Q Nﬁﬁli \Eﬁﬁ@gétnﬁ\ Egt“gmtcg:ls and

i ndi cate the support of the nétwor sted bearef CONtro n

U. FRANI GERAN. Requbst\ttiﬂfypmysﬁor‘emﬁbuﬁﬁa‘mﬂ the ESM nessage contai ner and

i ndi cates "Handover"” when the HE has al ready an activated PDN GWFI A due to
mobility with non-3GPP accesses, Attach Type i ndi cat es whether it is an EPS
attach or a combi neg.fhs| Nnﬂm@t Al e AIMETEAERENn M dAC E SRRk RRME_
Errergency Attach t sha oth the Attac Type and Request Type
t o " Emer géncystundimk fdhgity Rle§hess alhk {Hetd mglasdidd IMSLt e UE Eghords wih Idvatier a
valid GUTI or,a vali & E’ TMSI avail able. The I MEI shall be included when the
LI E has no II\%TQP‘“?‘TS{ dPPd cUTI: and no valid P-TMSI. to 2. The eNodeB
derives the MME fromthe RRC paranmeters carrying the old GUMVEI and the

i ndi cated Sel ect ed Network If,\thathVE, is not associated with the eNodeB or
the ol d GUWER is Ihoe Ukvanicablos thetlhe ‘@N@@@B\@’et soibe nefv oV the AdledieRpdest i n
cl ause 4, 3.8, e f I, e ach
Requost  messdauin sthe) R ket Bkt o 1P Ee RGPS S 0GL B
(I'nitial HE lﬁti@ﬁ&ﬁ@ﬁ)&mﬁ@@fﬂh:eﬁsxt‘ot\fhtthp'&thﬁt;sﬁdge@tlﬁﬁivN@tﬁt\é@f&@dﬂ@&@@@ﬁ&@&g
node, CSG I D, L-GAV address and TAL+ECG.  of the cell fromwhere it

recei ved t he MeS¥BHEORoOtEViTRW RRTEIEIEND ftguwo\fwémﬂf fﬁtfﬁe&h‘feeat theches
via a CSC, ¢ hybr

2t taches vi a a Rybr e coh Bl prict s RE IR URERRKAS AT i ey
CSG I D i s prduideadts dtth&ﬁm&hsdﬁaksk Scohsowtsecthie Bskhowds a CSG cel I | f the

eNodeB has acoIIo a]"twe/%\Jl 43W| ingludes the. 1, G\Nag g th |n|t|al
LI E, message to tH IE s conj FEUEHSOMPROT gy ni @E ¥ pod Gppeed
Emer gency,sAt tiaedys LivemMVE ébféhﬂed fx%@t?m%%:ﬁt Lagh- B‘%%‘@?ﬁqkﬁ;ﬁ%e éd@h’én%@%tﬁﬁt

Attach Type ' "Enmer gency", dentities itself wt he
MVE has ¢ hang@d sefunice s a@ht M"HE anesptivihve thfsetslmmeamﬁrmaw ’énfemdedmmmmlmhe
HE to derive e} ol d NI MEI SGSN address, and send an ldentification Request
(ol d GUTI, coWBteP@ M ¥ach Request nmessage) to the ol d MVE/ SGSN to request
the I MBI, If the reguesdh JaSaSRALR h&ss@dfes Shdl MVizoret-RE bOlith WNE shivrsd aneniddd es
the Attach Request nessage by NAS MAC and then responds with So

| denti fi cati dHReEpanberiNs) indigptaddnttbs MME pplephide LBy egrrgescsdichebunn
old SG SN, t erifies the Attach Request nessage by the
P- TNI SI 5|” q%t b“qcégﬂ\l {1““{“’%&&&0{?\ds with identification Response (M

Cont ext) . If the HE i s not known inthe old



-55- NIME/SGSN or if the integrity check or 1)-TMSI signature check for the
Attach Request nessage fails, the old MVEI SGSN responds with an appropriate
error cause,20khie7iew cont ext contains security rel ated i rCoOnBEXi/05378s wel |
as other paraneters 'including I MSO as descri bed i n clause 5.7, 2
(I'nformation Storage for MVE), 5The addi tlénal in the Attach Request
message allows the new MVE to find any alréady exi stl ng UE context stored
in the new MVE when the old GUTI indicates a val ue napped froma P-TMS1 and
RAI , For an Emergency Attach if the UE identifies itself with a
terrpor ary idewtityiHeh®y idenniot shkatiohs xttﬁetdtbtz%ﬂitehﬁk%elﬂﬁeﬁeﬂtttel:ymi he
requests the IMS1 fromthe UE If the toLIE identifies itsel]f with '

the I MBI requeticsRdl srepdtakupled. thGTE persraednngiechiy & ttﬂé%p«ﬁﬁdsﬂw rbut he
UMTS security, a@;}ggﬁd&rs and the MME nay store it for later use, 4.1f the
UE is unknown In the old MVE/ SGSN and new MVE, the new MVE 15sends an
| dentity Request ttanr bh &antdizdnoy Pegueshe T hendy Nﬁhenﬂ?h&teﬂﬁwﬂéﬂﬂond&a Rherigency

| dentity Resp o UE cantext for the UE exists anywhere in
t he network, fh‘g“ﬁt Lééﬁ%@&ue SETERRHE “’t‘ﬂf"s‘{ ep |) was not integrity

protected, or 'f 1R&r&H a6 nifmibd S ohNBY Wb Myd, hd @%u‘ah@f‘mtZ\QE%tlhgﬂthaﬁd on
and NAS security setup to activate |ntegr|ty protection and N AS ci phering

are mandat or yon®ituer witb A spar tbfphffgn311 ﬂtopf‘*dNKSt Skl iy sahdydra Mimdestitvo be

g ot sl B! DDy ol & ERE o sl FRens T aRategeie

5. 3,10 on " Sauii:k tackFREGHT ODépendent upoh thettttsutvl\(ﬁe navieaRbidguiaethbOoSepRRet
Emer gency Attach for unauthenticated IMSIs and the UE indicated Attach Type

"Emer gench?  thidh MpgviEttaghi pyecadiee iue masrtiteaFon and security setup or the MVE
ts that th ‘ N t \ N .
accepts a e aﬁ%%ﬁ?ﬂé&?%&%”ﬁ?ﬁx * 'T%Qﬂa&oﬂ tltp%%é ﬂ{i‘{?%g.gtt(%?tt&(,d ify c}mby

procedure. messages sh rotecte
the NA S secumMiilyis blnkéd apsratirpiosigics tycamde aihptier tlmqamt@ekk@afkmd:htmoctddereMVE

unl ess the UT is energency attached and
contiyes or 1s stopped.

15 6. It the UE has set the Ciphered Options Transfer Flag in the Avach Request
message, the Ciphered Options Le. PCO or APN or beth, shall now be retrieved from the
UE.
In order to handle sitnations where the UE may have sebscriptions to multiple
PDNs, if the Protocol Configuration Options contains user credentials {e.g. user
20 name/password within PAP or CHAP parameters) then the UE should also send the APN

to the MME.

7. If there are active bearer contexts in the new MME for this particular UE (ie. the
UE re-attaches to the same MME withowt having properly detached before), the new
25 MME deletes these bearer contexts by sending Delete Session Request (LBI) messages
to the GWs involved. The GWs acknowledge with Delete Session Response {Cause)
message. If a PCRE is deployed, the PDN GW employs an IP-CAN Session Termination

procedure to indicate that resources have been released.

w o & If the MME bas changed since the last detach, or if there is no valid subscription
context for the UE m the MME, or if the ME identity has changed, or if the UE provides

an IMSI or the UE provides an old GUTI which doesn't refer to a valid context in the



Sonot successful ly authenticated. -56- b, The ME Identity shall be
retrieved fromthe U E The ME identity shall be transferred .encrypted

unl ess t wokbB/pesBor ms Energency Attach and cannot be &aThBItUi/eHTE.

For an Emergency .Attach, the LIE may have included the I MEI in the

Emer gency 5Attach. If so, the .M Ident|t¥ retrieval is skipped. In
order to mnimse signalling delays the T&trieval of the ME I dentity may
be conbined with NAS security setup in step Sa. The MVE may send the ME

I dentity Check Request (ME Identity,. 1MSD to the FIR The RR shall respond

with ME | dentihE, Gresiifsdnds Re dlpdhie. Lobepandianistu MV E L BentiRe IS, MENdeMVE,
deci des whet her to_continue Owith this Attach procedure or to reject the

LT. . FortMin (Rl ]A‘c{ti““d@ﬁ"% Horgogeneuschgirtt of iMe Bre Pha‘;%b%m
per forned. | Frod eeNE! thb 1. Gﬁ%%ﬁi@‘%%z@ﬁiﬂf&ﬁf?&sl%b?& Q?\éﬁ r@u? RGT RELkhe

Emer gency Attach procedure continuées or Is stop e UE has set
t he Ci phered: ssmchmamﬁmenmﬁlhag ULR-Fhgs Atdlxaceh "Remﬂemachésémgeg“ dshigs is

0B o P Ssbrrecs hn reetrbh cranet oR BT LR PRSely indiges vheer

subscri pti ons,tyy M phie: BRSPS ish«idIR" R alepbd GoRbbautaill AR Pt ALRS the
contains user credentials (e.g. user 20 nane/ password w thin PAP or CHAP

par anet ers) tshenng NMUE shoul d al so send the APNto the MME. 7.1f there

are active bearer cont xts in the new MVE f.or ‘_‘hi;s\; articular UE (i.e. .the
U rocattaches to chanaangenme Siefiole M IRGrBaRT shsERuBhoahtiste
the new MVE dpt i\E shilese sbedreUpaanteximnBeqeends g It et e Sessi on Request
(LBI') nmessages to the GM involved. The GM acknowl edge with Del ete Session
Response {¢Cause) nmessage, If a PURE is deployed, the PD.N C Wenpl oys an

el cased. 30511 ¢S bRE hosCBRATENdEn S P Eah B b T B AL R I e
no val i d subsgd iy¥Eosknow }edge\s \,wth (\amei Location Ack (IMSI) and removes the MM and
bearer contexts. If the ULR-Flags tndicates "Initial-Attach-Indicator” and the HSS has
the SGSN registration, then the HSS sends Cancel Location {IMS], Cancellation Type)
15 tothe old SGSN. The Cancellation Type indicates the old MME/SGSN to release the old

Serving GW resource.

10. If there are active bearer contexts m the old MME/SGSN for this particular UE,
the old MME/SGSN deletes these bearer contexts by sending Delete Session Request
20 (LBI) messages to the GWs involved. The GWs return Delete Session Response (Cause)
message to the old MME/SGSN. If a PCRF iz deployed, the PDN GW employs an
IP-CAN Session Termination procedure as defined m TS 23.203 [6] to mndicate that

resources have been released.

25 11, The HSS acknowledges the Update Location message by sending an Update
Location Ack (IMSI, Subscription data) message to the new MME. The Subscription
Data contain one or more PDN subscription contexis. Each PDN subscription context
contains an "EPS subscribed QoS profile’ and the subscribed APN-AMBR {see
clause 4.7.3). The new MME validates the UE's presence in the {new) TA. If due to
36 regional subscription restrictions or access restrictions {e.g. USG restrictions) the UE is
not allowed to attach in the TA or due to subscription checking fails for other reasons, the

new MME rejects the Attach Request with an approprigte cause. If all checks are



context for the LIEin the MME. or if the ME identity has changed, or if
the UE provides an IMSI or the UE provides an old GUJUTI which doesn't refer
to a val iwocortextssin the MVE, the MMVE sends an Updat e PotaB2onoRegpuest
(MVE ldentity, BBL ME Identity, MME Capabilities, LILRFlags, Honbgeneous
Support of IMs Over PS Sessions) nessage {o the HSS The MVE capabilities
indicate the MVE's support for regional ac%ess restrictions functionality,
ULR-Flags indicates "lInitial-Attach-Indicator” as this is 5 an Attach
procedure. Honpbgenous Support of |IMS Over PS Sessions indicates whether or
not "1 MS VOoi csas,mﬁ’a} BSn Seaszwuonmﬁn.s»naumwwﬁwmmgen&omﬁd W qu‘ aldy zd%@isbsi n

the serving N X| | an enc¥ Attach in which the UE was
successful Iy tém% ﬁéht}%&&céad bt h@sr»w?@% Ralte Ligeted gsatiginis Fe) Pﬁb‘h@‘eﬁ‘t&%‘t ﬁ%sfn
Request to t ) h a ; Il ation
Type) to theh%I“d 1&1&% &ekﬁ%ﬁﬁgg‘%ﬁ V\:ﬁ] %ée {é?%vmmtl ﬁﬁl ﬂr\@élmﬁggg ion Act
(I'MBI) and renovestliteheutMigno Dearweay «:ommxt SG dubsdripsioblliRfoBhags. iifidiecBtes
“Initial - Attachln SS has GSN regi stration,. n.the
L R A R AR A s i IV
Cancel | ati on yfype ﬂ“"?‘@'%ﬁ%@@nbﬁ@a@x't@ AMEHPGH chendcgbgase the ol d Serving

C NV resource. 10.1f there are active bearer contexts in the old MVElI SGSN
for this particul derUs Enkegcotd AveEh SBSNIME sltds nethelwsk tieameq*wmmlem&maby
sendi ng Del et e }Se Si on. Uﬂ uest 2&2 (. ssages, ¢ {I‘J& Vs, ol.ved. The
G W return DEFEPE SEEESR RésSONS ‘pe(%‘ﬂadgé ) HeSsage totHE o‘réf‘* 808N,

I a PCRF is wepbeygdittddietRDMVE WaBnph@¥ anf dndule &M} S@sﬁmqmdmﬁmmbmn
procedure as defined in TS 23,203 [6] to indicate that resources have been
r el eased, 1925 19w TS sdsongritoniegedtach@ragsdute Locati on nessage by sendi ng

an Update LoGalh;odk Gk { rMPlyy m%ul?ﬁ% thh!uﬂ’{‘{;&%{aéé; tellife ekl 1 o8 GV

The Subscri ptTonm Data contarm mor e PDN Scriptiomn cont exts, a'ch
PEN subscri ption context cont a| ns an " EPS subscrl bed QoS profile' and the
subscri bed APN- ANT] I R (see cl ause 4. .. The val i dates_the UE' s

e |
presence in t e ( rFéW) anr A ngrgeRfye A.[t@ah t’lg, MME ap‘p\ﬁ,es 10 parameters from M\IE
Emergency Configuration Data for the emergency bearer establishment performed in this

15 step and any potentially stored IMST related subscription data ave ignored by the MME.
If the UE pecforms Initial or Handover Attach via a CSG cell and there 13 no
subscription for that CSG or the CSG subscription is expired the MME shall reject the
Attach Request with an appropriate cause. It the UK has this CSG 1D on its Allowed CSG

tist the UE shall remove the CSG 1D from the list when receiving this reject cause.

20 It a subscribed PDN address ts allocated for the UE for this APN, the PDN
subscription context contains the UE's IPv4 address andf/or the IPv6 prefix and optionally
the PDN GW identity. If the PDN subscription context contains a subscribed [Pvd
address and/or IPv6 prefix, the MME indicates it in the PDN address. For Request Type
mdicating “Initial request”, if the UE does not provide an APN| the MME shall use the

25 PDN GW corresponding 1o the default APN for default bearer activation. 1f the UE
provides an APN, this APN shall be emploved for default bearer activation. For Request
Type indicating "Handover”, if the UE provides an APN, the MME shall use the PDN
GW corresponding to the provided APN for default bearer activation, If the UE does not
provide an APN, and the subscription context froms HSS contains a PDN GW identity

30 corresponding to the defanh APN, the MME shall use the PDN GW corresponding to the
defaslt APN for default bearer activation. The case where the Reguest Type indicates

"Handover" and the UE does not provide an APN, and the subscription context from HSS



30 regional subscription restrictions or access restrictions (e.g. CSG
restrictions) the LIEis not allowed to attach in the TA or due to

subscri ptwonroieeissng Pails for other reasons, the new PVEIBB1£034338 he
Attach Request with an appropriate cause, If all checks are -58- successful
then the new MMVE constructs a context thbr 2] he UE, If the APN provided by
the LIE is not allowed by subscription, of”the Update Location is rejected.
by the HSS, the new MVE rejects the Attach Request fromthe UE with an
appropriate cause. The Subscription Data may contain C SG subscription

information, doks hbecddiibpridyNded BNl Soauhating ad toddrgo ndiNgodsttukdienuser
subscri ption, the MVE shall use the CSG Subscription Data to authorize the
connection. eror capyr Hathe ERagan dyPachdetet nBINE gt | 3H@>tth‘eﬁé5kwfio]? N

access restrighliofgon L& !es&“’%htafn%%rétﬁ‘t. '(W?%d&x‘%mséﬁ%ﬁ{v'@Ri@&ied&sﬁ HeEhogs

(e.g. C.SGrestrictions an Emergency Attach, sha I gnore any
unsuccessf ul ddpditcd i oloatd -bh SReBpldaséZ}@ #efemnmi—h@ﬁuamcﬁ(émmmeq)w ftthe PhS

Attach procedu The HSS sends a TOE b U ua t to i ment
o 5 of e HPELEROT FHTBHEROR S A Teptbns Bareiahy OH At e TR SRR 1 es
the paranet ergy \Ud@@ﬂ MY ERRS 980RM GO R Nk 0 BeiRatd e hafD N RAY QI BEGEBEY in
bearer establi shrrent performed in this 1b5step” and any potent| ally stored

| MSI rel ated %ﬁbsé’ﬂ‘ﬁm\bme&at@n dretivgnog e Bipcathe PIVMEW that allows foit inereUE
perfornms Initj }am“ I—!a}ndover Attach via a CSG cell and there is no
subscription effd‘f’ P8 YESG or the CSG subscri ption is expired the MVE shall

reject the Attach Reguast amit Rundbvappihepichad evtealste NMMHE hgeddh@#mN RIw CSG
IDon its Allowed CSG list the LIE shall renove the CSG ID fromthe |i st
when recelibvi ngleckps fprsfiae delipddn Sectpm 4.4. 1330 pestiadd N BN address i s

al located for the Jylf& Jaog Nifl! é%ﬁWﬁ%ﬂﬁo%ﬁb‘ﬁ‘%@%@fbn?t\ AT ON%X_?_%]BW

the UE's | Pv4 address an i X an |ona

identity |If (ﬁh&d%ﬁﬁl‘sloswbsammhnd)ail@mtmea(i I:E%rﬁ@msidantsub‘sc Ithebeiétmhméhreu
address and/or IPv6 prefix, the MME indicates it in Dﬁ@ ss. [For
Request Type »1%?8&%%%5 the W Tham 1} wydes Creatg pession p@ﬁ“%é‘s\ t“Sd?»QG*i &EMEn

APN, the MVE gha fo, H&ﬁ; o E&Fan? %ﬂ@&%ﬁf&?ﬁﬁﬁ@' *\W@*{&Q ‘Hh@ et %glet D@ﬁh‘itft(g"g

default bearer activatio he UE provi des an this APN shal

enpl oyed for BafauloSbeaNery mt&%{ﬁf‘dBR RS Beq*ue%dm}l‘yypé’mmdm catifgration
"Handover", rov s an

cor r espondi ng(f)lf{&fmf;hg BT ¢ %‘C‘IBN ﬁbr{d ‘?‘al\{:v%‘ aéjéﬁ‘é‘?“ ifff’ *\}‘ﬁﬁﬂD&&lﬁ\{;{ e
LJE does not prRVFZER ak.ARNG andnbiessS WIS ahipUhek:CREt&E®h: kigmHediGaatai ns
a PDN CWP identity 30 corresponding to the def aul't APN, the shal | use

the PON GW corsiesspondide (harging (defatarstinpNricsr Refefeant. tTigeaiape.abugaeatilon.
The case wherey i, RRASTlTNRe spRdkeateson HRRHOMRE & A0l R 9550001

provi de an A DL ption - tont Bxt
20 Type over S5/88, Serving Network) message to the sclected Serving GW. User CSG

Information includes CSG 1D, access mode and CSG membership indication.

If the Request Type indicates "Emergency”, Maximum APN restriction control
shall not be performed.

For emergency attached UEs IMSI ts meloded if available and i the IMSI cannot

35 be authenticated then the IMSI shall be marked as unauthenticated.

The RAT type is provided in this message for the later PCC decision. The
subseribed APN-AMBR for the APN is also provided in this message. The MSISDN is
mcloded #f provided in the subscription data from the HS8S. Handover Indication is
included if the Request Tvpe indicates handover. Selection Mode indicates whether a

30 subscribed APN was selected, or a non-subscenibed APN sent by the UE was selected.
Charging Characteristics indicates which kind of charging the bearer context is hable for,

The MME may change the requested PDN type according to the subseription data for this



does not contain a PDN GWidentity corresponding to the default APN
constitutes an error case. |If the Request Type indicates Initial request”
and t he swbeot2d78BN subscri ption context contains no PPNT@YI1deswssy t he
new MVE selects a PDN GV as described in clause 4.3.8.1 on PDN GW sel ecti on
function (3GPP accesses). :If the PDN 5 ?éjbscri ption context contains a
dynam cally allocated PDN GWidentity and”Yhe Request Type does not

i ndicate "liandover" the MME nay select a new PDN C Was described in

cl ause PDN GW sel ecti on function, e.g. to allocate a PDN GWNWthat allows for
more effici eniPXasdeforibbd gn clause 5.3 ThEMMNdHaliak: aedhandidver Bearr Fercy
Attach the MVE uses t he PDN G\NlOSeI ectl on functjion defined in Section

4.112. 4 to setsaithaPPhNvews setio IPvingang gl v sehish thy T4E gy e fgnésdoyst o

described in c fes
e Ep ear o/t BUECh B B o UESL LD, LURGHARARLAY gt oe

it sends a CrpeatenifasaieryRéqueeatiof IMeShotohEl B@N ovRAVESBELDpfoerded am ek

L2, 0 A e TEAA S G S, B 5 1 s

Options, Handover 1digahOfhardierdentir i PW@%QG&Q@%Jzﬂﬂnéia'@fd%ﬁ@h'&ﬂ&zbad
(EC G ), UE Ti me Zone, User CSG information, M5 Info Change Reporting

support i ndi chlf’Ross \«Sé#keté)t: moap olbereall n@ﬁémgﬂmggi E}haﬂamtms aed wbetheMpaced them

f d, .OMC
Dual - adr ess Bestal Bl PR erBiedcbl 0 bVt i B R GG e

message to th&f&@h&Ct?{E&?’cesﬁﬁw e M 1dUset ORBG tiadief m{&ww dnd Gl Udesy &8 1D,
access node and CSG nenbership I ndi cati on. 1f the Re%uest Type
i ndi cat estt" ErfsHydsb yFhe Xadk ﬁ%m% PN Trees Refercnen Toesn Fure. awhf Mm&ﬁetmx from

per f or med. Jhe fraca infoy ﬁ%ﬁa#@%&%&ﬁégﬁge aut% SEs- IMBI. i's included if

avai l abl e an canno enti cated then the 1MSI shall
be narked as unautflertircatedAPN Restrithen Rédbiéstheniost satentestricion i squiesisage
for the | ater PCC deci sion. The subscrijbed APN-AI\/BR for the APN is al?l
provi ded in thyi &y g‘évgé»wﬁ*@iwswgmt.Bth%ﬁﬁd&ﬂd [P RERTERSGTST §OBIRELS. thi
subscri ption g Sﬁ %étqmﬂtxeh% R rbé%%m' lt@ﬁ@@%@f) al;@:dl @%} @R :ﬁ,'v:‘i)@b'?ﬂ)uﬂ‘% meﬁs he

Request Type i ndicates han over. Seléctlon I\/b e i ndicates her
subscri bed ARKaEs theModmdn J%P\ai{mrn-tmubémn ithe 8-GAWNshe8 nthedy ift the \I{Esmm

sel ected. Cha Char acteri,st i cs | cate I, of .chargi.n

bear o - cont et SR THBTS 15 ST B Hey R AgEY RS PEL Y et RO e
according to mh%&@b@(ﬁﬁé\ﬂﬁé(@ﬂstd&t@mf - @ nd QaSlict 08 roq RN RS e8GR e hélise
clause 5,3.11 The MVE shal | set the Dual Address Bearer Flag wheh the PDN

type is set tthe reRuayshahlr widctedeassakinglinappropiBevays bashinded Tover to are
Rel ease 8 or above supporting dual addressing, which is determ ned based on
node pre-configuration by the operator, The Protocol Type over S51S8 is

provi ded 0 S&r Vi MtheSM WRIER PeisaCiw shouindibePUBeteOMBle B3 568 a Create
interface. The char glng characteristics for the PS subscription and

i ndi vi dual | y %§H8e fiassest ABNS La T MePN. a8 ¥heemvy 6 ndlrisnipr charigenglane,
Charact eristigs, ;%@;\mﬁb‘fgf @us%{epﬂ%&r&%mn?; (;g@;l 19 ok he z.J_Fn@Ng'a} AR Llﬁggger

TS 32,251 1447T. shal I nct ude Trace erence, Irace Type,
I d, and OMC m&mn tBPSI BeBerCMAaREONO T yPe, (PNt Addesd, su&@n@c@»’s&é‘ﬁ«e‘dﬁﬁﬁh&%

;SE? 1)|r ng.t(‘.) ngn-r; %ékii 32151?‘;&‘?2 e({tﬁé}l&i(%h;{ waigptmns Hlan&rltc{f ti}/ d;ut?{@ t\'fhe itdgs%ﬁs
35 User Location Information {ECGI, UE Time Zone, User CSG Information, MS Info

Change Reporting support indication, Selection Mode, Charging Characteristics, Trace

Reference, Trace Type, Trigger Id, OMUC Identity, Maximum APN Restriction, Dual

Address Bearer Flag, Serving Network) message to the PDN GW indicated by the PDN

GW address received in the previous step. After this step, the Serving GW buffers any

36 downlink packets it may recerve from the PDN GW without sending a Downlink Data
Notification message to the MME until it receives the Modify Bearer Request message in

step 23 below, The MSISDN is included if recetved from the MME.



The Maxi mum APN Restriction denotes the nost stringent restriction as
required by any already active bearer context. If there are no already
active bewoenixiomsexts, this value is set to the | east PETB2a1/N3AE8% ype
(see clause 15.4 of TS 23.060 [71), If the P-G W15 receives the Maxi num
APN Restriction: then the P-GWshall check if the Maxi num APN Restriction
val ue does not conflict with the APN RestPiction value associated with this
bearer context request. If is no conflict the request shall be allowed,

ot herwi se the request shall be rejected with sending an appnpriate error

cause to the UE, 20#a HipeSelwengdiChidb tiaatesad, Nawmenh yPN pestdsickROniBelar er
table and sends_a Create SeSSI on Request (I MBI, MSI SDN, APN, Serving 6W
Address for thall gedie prianeed.serving G W TEM of the user plane, Serving (AV

TED of the controlgpl.ang, dX@eu DR YLt ERR (BPALALLI: rPEE\'i'NXXP& HON
Addr ess, subscri beﬁAPl\l—“ﬁN/B 1 EPS Bear er Iggtntiﬁ Y, I§ro ocg?“ n“i gur aal{l'iton

Opti ons, Handewet 3ehndttﬁhmemme IMBSllstielhbe tprked 25 ubiseherttae@ti on | nf or mati on
(ECQ), UE Ti me Zone, User CSG Information, M5 Info Change Reporting
support i ndi cati on, Sel ection Mde, Char ging (.haracteristics, Trace

Ref erence, Tr@ce TyR@iamid PLYYEUedidyed M thagMiddh¥e InNRMSUMAPNRe8 [ihd BbiON,
Dual Address Bearer Flag, Servi ng Net wor k) nessage to the PDN GWNi ndi cat ed

by the PDN G&Waphdicess ar é%él*\;‘é&wsnmtiﬁ@&ﬁ%mmuzsomﬂem as Aptierd BTS2 5T@D|51t he

Serving G W huf.fers any d rece t.he GwW
w thout sendi g B Seami Bar R RIS one e SRR fRE e,
receives the (Wbdh{f;ﬁb@&ﬁhﬁ:ﬂuﬁﬁﬁu%ﬁimlﬂ‘&ﬂﬁﬁ@@* e @b@mu{%@% Rehetvin ThasdBH3DN 1S

included if received fromthe t he Request Type. indicates
" Enmer gench? |, AEBEHIGMIABNhe é&t@lﬁib@meawf‘ctbﬁdﬁévit bengen, whish ipdessabedinpenex F.

For energency att&ﬁhﬁ@é&%f%gﬁ fﬁ}é{i‘ﬁlah‘i'%dr Lim%\éé‘ zkt%%‘?m%”ﬂfct(;gt fie G

cannot be authenticate mar ked as hti'cated. 5
14. 1 f dynam ZRESdrsingd &fdrwydd: iiar‘[ckv;aélekl?ﬂan\dﬁuar DEfaiit N BeardrQatoire praasdanlt |

t he PDN OW perf ornsg a:{ 1 5C;A Sessjon E@#Ebllshmsnt procedure as defined in
TS 21203 [6] o ]PRJIP‘ERE woYe SBRRMTY 1§ weel U He ROy e ssagy r heHesenk ocatiing
may | ead {0 tfigyf EALAPLAS MmOk of BuTREH 14 Iodatincaked chaaher Pof htauha

t he procedures d Ined 1 n c ause 5. in toassocl ation h

est abl i shifentatioéhadhidE sl eflach t\mb@amén mmﬂmdcthu@‘de@&rmbeuﬂcs nimb\h\ri‘ék afF the UE

The | MSI, d ocation information (ECE), UE Tine
Zone, Servi ngdﬁ&{{%ﬂ}s ag@gﬁ*ﬁ%}?ﬁ%tﬁiﬁﬁ- AM BR, Default EPS Bearer QoS are
provided to the PGRE HORI hay BRI IOMd Arrecrinreshdife £RS pR@tQURYTBSIageEr) The
User Location information and UE Tine Zone are used for |ocation based

char gi ng. Forassmveigrerey the dafapbicivet UEShaispinsarte i EMh & catdedinetheén BON Ow
provi des the jﬁl\%j [g]s_ the UE identity instead of 1MSI, to the PCRF.
20 If the PCC is configured to sapport emergency services and f dynamic PCC s
deployed, the PCRF, based on the emergency APN, sets the ARP of the PCC rules to a
value that is reserved for emergency services and the authorization of dynamic PCC rules
as described m of TS 23.203 [6], If dynanic PCC is not deploved, the PDN GW uses the
ARP of the defavlt emergency EPS bearer for any potentially imtiated dedicated
25 emergency EPS bearer. The P-GW determines that emergency services are requested
based on the emergency APN recetved in Create Session Request message.
NOTE &: While the PDN GW/PCEF may be configured to activate
predefined PCC roles for the defach bearer, the interaction with the PCRF s still
required to provide e.g. the UE IP address information to the PCRF.
A0 NOTE & If the IP address is not available when the PDN GW performs the
IP-CAN Session Establishment procedure with the PCRF, the PDN GW initiates

an IP-CAN Session Modification procedure to inform the PCRF about an



The PCRF may nodify the A PN-AMBR and the QoS paraneters NCI and ARP)
associated with the default bearer in the response to the PDN OW as defi ned
in TS 23.\8020{26i2728801f the PCC is configured to support PEREBYENQIATSSCr Vi CeS
and if dynam c PCC is deployed, the PCRF, based on the energencv APN, sets
the ARP of the PCC rules to a value that § reserved for energency services
and the authorization of dynam c PCC rul*8¢ as described in of TS 23.203
[6], If dynamic PCCis not deployed, the PDN OWuses the ARP of the defiult
energency EPS bearer for any potentially initiated dedi cated 25ener gency
EPS bearer, The P-{M¢det ¢F gides fhatbonenehgeaddysseravnidsde anahizequast efiikased
on the energency APN received in Create Session Request nessage. NOTE

8: Wil e the PDN GAPPCERtgythids aBpsagigrady @&Pa‘l’:f‘iwfaﬁtﬁe‘“ﬁr"ﬁﬂ‘@fl ned PCC rul es

for the default bearer, the interaction with the PCRF is still required to
provide e.g. the UE 111) address information to the PCRF. soNOTE 9:1f the
| P address is not ladandrabl i (MedeinedPEDN @©\Haedéar ieditiieon PpCANSHssPON
Establ i shient . procedure with the PCRE . the P Vinitiates an | P; CAN
Sesat on Mg 15 BAOROH pt BLERUPERRS T AT SM e " M HBbAr S G GF oS ed
| P address as;ss ?&Hhé’@ni e a@ﬁ'g@ﬁ% rh %rﬁﬂx@'du@bﬂl‘e@%t\%bb'ﬁa aaSL O 0k aéﬂi\%
specification, this is applicable only to | Pv4 addréss aIIocaflon

dynami ¢ PCC i&(’depkaytécl cafratl mimnH@hdi@@enkd o et i(‘@rthﬂ? $preyent rtcuhed Fitﬁd 5

OW executes a ted on Modi f roc wi th
Che ot o Sl br He&E pts iRl TR A iR ped
Dependi ng on dcheatrmtdseRsFBed thﬂ“ﬁﬁm,».l{hQ”hﬁ%k&Qkil:&m?ﬁrtbnﬂﬁudjﬁdh&ﬁtxﬁﬁuﬂaﬁﬁfx ers

for the UE ﬁ}/ be required. The establishnment of those bearers shall take
pl ace in ¥o f‘r{’aEieenmwem chineed 81 Hapetipelr e ruige tievaduicd. w8 Feddcmppatpvide

fesponse. 11 LRARREEHE Suf@Re LR BNEAAIRY, Are required. the PORF may
provi de t hem af t ermti’mﬁl banrd oMendgpeo belitatieniis pfdsantsdraght), if dynamic PCC is not
deployed, the PDN GW may apply local QoS policy. This may lead to the establishment
of a number of dedicated bearers for the UE following the procedures defined m
15 clause 5.4.1 in combinagtion with the establishinent of the defuwolt bearer, which is

described m Anpex F.

If the CSG information reporting triggers are veceived from the PCRF, the

PDN GW should set the CSG Information Reporting Action IE accordingly.

20 150 The P-GW creates a new entry i its EPS bearer context table and generates a
Charging Id. The new entry allows the P-GW 1o route user plane PDUs between the
S-GW and the packet data network, and to stagt charging. The way the P-GW handles
Charging Characteristics that it may have recetved is defined in TS 32251 {44].

The PDN GW returns a Create Session Response (PDN GW Address for the user

25 plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN
Type, PDN Address, EPS Bearer kdentity, EPS Bearer QoS, Protocol Configuration
Options, Charging Id, Prohubit Payload Compression, APN Restriction, Cause, MS info
Change Reporting Action {Start) (if the PDN GW decides to receive UR's location
information during the sesston), CSG Information Reporting Action {Start) (if the PDN

30 GW decides to receive UE's User CSG information during the session), APN-AMBR}
message 1o the Serving GW. The PDN GW takes into account the recetved PDN type, the

Dual Address Bearer Flag and the policies of operator when the PDN GW selects the



In both cases (Handover indication is present or not), if dynamc PCCis
not depl oyed, the PDN ONW may apply | ocal QS policy, This may lead to the
est abl i shwernv120f2788nunber of dedi cated bearers for the YCEIBmIl/0M788y t he
procedures defined in 15clause 5.4.1 in conbination with the establishnent
of the default bearer, which is described jn Annex F. If the CSO
information reporting triggers are recei vBer from the PCRF, the PDN OW
shoul d set the CSG information Reporting Action |IF accordingly 20. The P-CG W
creates a newentry in its EPS bearer context table and generates a
Chargi ng id. Pibe tn&vvoeﬁtmydadﬁﬁimﬂihehd%%éd) Doiutge bSerdal an&&@t&%b@tdv\een
the S-GWand the packet data networ and to start charging._ The y the

P- GW handl es - &%#Wmll@faﬁ@&%ﬁ%fi?ac%mm the DyyA dilivns Heareailagaisi P@f éféf‘?‘ned
|n TS 32, 251 I g
Addr ess for tdr@ Gi:sggf@ I?Ql\ér% aiﬁ&,@%&?«hﬁi\l,, %%ag?\ ?ﬁgﬁagﬁr Rpﬁgq{{% QEE%TFI D of
the control pkioeaskRDN M&m;ﬂ@&l WAditressiPyvEPE Bearcened ﬂ@m tiypyis IERSxBEab er

Compr ossi on. HERIRE Y et B e NG ParaL e Reart PO ALpTTaise o

(Start) (if thy ? ehke( ddegisdagit Be haaRicMe THE mykogat 'aﬁﬁadt&erI@ﬁ' Sy i ng
t he session), Inforrratlon Reportln Action (Start) (if the PDN So GW

deci des to resedvmalpshdsdrct@RDNiFpr. ARt GO GW Ags stlecteds SiEBNjypeAlieran BR)
to t t t
Lype. Che ualRdls B8 BEEPRY Py et M RER gt Re s BT el P ERR S RS o

GV sel ects t heasonb63musPRIN thy PEET @hPahs STEINasHE Glak OMEn mm@ar ag elev@theBDN
type is I Pv4v6 and both | Pv4 and | Pv6 addre55| n possible in the PDN
but the Dial chBdfads! BdEddraagmag Cﬁ’(‘iﬂms“@tzp‘“b@dfgiv‘ﬁ\jmsﬁph@ﬁ%d?@*ﬂé’ﬁéli'?b?ﬁl\
addressing f Ft e | k | ngl e
| P version (gil}%i ﬁqgriﬁﬁﬁl\i kﬁngﬁ E}))Jb" P?{\t[ ?ihe rlé“ce|0\t}é‘(‘iig’llbg%utt 05 gﬁﬁfg\/ﬂ% e
1Pv6, 5 the lﬂ]DNaG%émeﬁntxﬂmreqeﬁmd/em@ﬁNIb@/:ﬂk)cntéd bt usz&emmt(ﬂh@cbnm ok e
PDN, ot herw se an ag@ rlate error cause W|Il ret [ned The PDN GW

al | ocates a PBNEAIY 1&8@&%%*{1 w5 RECSar et é@fpw appeon pgcordie phkkeaw
has sel ect ed @acﬁ ALYQ%HS’& t»f&&@me Jeﬁana& hemNBeipy ek P@N Im%sq mﬁ_ B%& ﬁw

i ndi cates together wt type a reason cause

PDN t ype Has (h@em, rxmﬂwtmgeﬂi;it é&‘ Hbsic?ﬁbaedddwbs tha iclbeausgastﬁreﬁ th tlla. U?thmh
Addr ess may hoan |.Py4 Pva4 and/or an.|Pvy6 prefi !
et ace ) ol B Laft diplilioBRt i R mdlntamAs Barag bl e fop Bl Gl pBY
that the PDN gdekanses 1Pos, tﬁ@PDM—‘G&ReﬁﬁtﬁﬂxsﬂPNP&B@xlréh\bﬁm%'th@@ﬁ&ﬁgl bynugage of
DHCPv4 only or if the PDN OWallows the UE to use DHCPv4 for address

al | ocation ac@bmfir}@lm phtangduired smnfunstion. i lsnbpdite daldeess bk 8¢ €reaim t he
E. the PDN A L8 4
PDN address Shal' ?3 Rgt}%n@tﬁﬁ ﬁ%? g)tgl\ @3‘ “ﬁ“‘%ﬁgﬁb n%“&tgvj%t“f‘ {‘Qm{ E%I( ﬁl 'oﬁ}‘{bf

t he Def aulst Basixerw. AQﬁ{lxvfﬁﬁtlt@m@F&@@duhﬂn trOUFeXice daatl BEN-adehasishag wior
I Pv6, the PDN GWNobtains the 11 prefix fromthe external PDN using
ei t her RADI UShe 'V nigiey lé‘rﬁ“’@k‘i“@l%tm’f l!thc‘fﬂ?bon In the PDN Address field of the

Create Session Re;g@%m\%ggsﬁgl\{ h&ﬁ g:e(sxetl@%el e Fiﬁ&g\%eth‘i!hg%’@%;{'}tﬁg%hz@ind

W6 prefix, The out er ertisenent t
det hul t bear edloest disliPshadhtsswhdbr theé prifGecpraeddden ilrf idNatdross t dic AE] The
cases. IP address allocation detatls are described n clanse 3.3.1 on "IP Address AHocation”.
25 The PDN GW derives the BOCM based on the NRSU and operator policy. Protocol
Configuration Options contains the BCM as well as optional PDN parameters that the
P-GW may transfer to the UE. These optional PDN parameters may be requested by the
UE, or may be sent unsolicited by the P-GW. Protocol Configuration Options are sent
transparently through the MME.
10 When the Handover Indication is present, the PDN GW does not yet send

dovwnlink packets to the S-GW; the downlink path i3 to be switched at step 23a.



If the PDN address is contained in the Create Session Request, the PDN OW
shall allocate the |IPv4 address and/or |1Pv6 prefix contained in the PDN
addr ess twothe/19B88The | P address allocation details ar@®CuaBui/badss n
clause 5.31 on "I P Address Allocation". 25 The PON OW derives the BCl VI
based on the NRSU and operator poli cy Pr %ocol Configuration Options
contains the BCM as wel |l as optional g‘rameters that the P-GW may
transfer to the UE. These optional PC]\I paranmeters nmay be requested by the
UE, or may be sent unsolicited by the P-GN Protocol Configuration Options
are sent transpar aﬁtﬂewm’hlt‘augfhmt h@:WtﬂoeS&erﬁi:Irﬁﬁoidﬁﬁﬁi@{d&ﬂ»ﬁ‘dsmtdﬂ&&i{ﬁﬁ is
present, the PEN OV do send downl i nk packets to the S-GWN; the
downl i nk pat ht 11@%@%! wit @’ﬁé&“&f‘iﬁﬁ‘t{%ﬁkm B atguep 20 via the direehigse PRRNONNL s
an L-GW it does not forward downlink packets to the S-GN The packets wil|
only be forwarded to the HeNB at step 20 via the direct user plane path,
16. |f the M3 nfdf @imah{j?e IxﬁepfdramimQieAcann’\((tSnla{r%c)it}aamf!fmrthe KES(ChTormation

Inforrratlon por t Start re received for_ t bearer context,
then the S ONGRAME SHUPESHRDSN e ee kot GESen fruse hh eracay aiErars
report to thahsRoNRane\@hiedr il fiel QEAY QR Ak HoEp- C@Q«hdﬁ@u”ﬁi"ﬁ@n
change occurs that neets the P-GEWrequest, as described in clause | 5i la

of TS 23. 060 IptatiPhander LsogC W nbtrowisn ahibge arerSdsys npwisRbs PeaBeragPBN Ty pe,

PDN Address, 0 Servi.n G\N es_,,..\ QK or. Plane, Serving GWTEM for S User
Pl ane, Servi ﬁ%qg}\’f}él‘:‘ﬁ/?lf‘%ﬁe ﬂ _,) d|%}}(-§=J§F';éPS Bearer identity, EPS Bearer
CoS, PDN OW addr ess&&&ndu By Dsm(;ﬁm Rasetts Sl 88poake GREN Keys, IRV Ridbased

55/58) at the PDN for uplink traffic, Pr ot ocol Confl‘guratlon Options,
Prohi bi t Bay|‘Gad0es] r@%ﬁ*&ﬁ” U Pt poratiedaW B dor WU sty Pingn gerving

Reporting ActdQnr®) AL ;’1’[1‘&’3}9;@@ %&.l’ FLPH gﬁﬁ%&k P g\mﬁc bHGOSIE ke

APN- AVE3R) neSsage to t striction is recelved,

t hen the MVE sHdHiDs{OT E-Habsdss:v&%ﬁ)ue o mxhwaﬂartﬁsemmm e Hew MVE)
shal |l check th| s. recei ved va lue for, the Maxi num APN

e th the stored v
Restriction t®ighdiiBe. ﬁf'@%@bf@nﬁ%mew (Fripas. b*“’ém@étnP%We ompressipd. RNy er
20 Cont ext '%a&ﬁ&%eke@augchewvh‘alﬁh@hhwek%ﬁtmia@ Qt,t(({he\(@taﬁiil vec %?mﬁﬁﬁmn

Maxi mum APN Restriction, here is no previously stored”val ue Maxi mum
APN Restrnwctlkﬂpm'tn‘@geﬁutdmdSWJ AN AHB RRestssigettt 0r ishaMMbe set to the val ue
of the received APN Restriction. MVE shall not deactivate bearer( s) with
energency ARP, if present, to maintain valid APN restriction conbination.

The P-GW shaliy i gnepe AVBXIRmmc AN @84k & toh@Nihk IVAIE sHBIGS tthis Reliedies giche
Emer gency APN.
Bearer Context and the MME shall check this received value with the stored value for the
Maximum APN Restriction to ensure there are no contlicts between values, If the Bearer
20 Context is accepted, the MME shall determine a {(new) value for the Maximum APN
Restriction. If there is no previously stored value for Maximum APN Restriction, then
the Maximum APN Resiriction shall be set to the value of the received APN Restriction.
MME shall not deactivate bearer(s) with emergency ARP, if present, to maintain valid
APN restriction combination.
25 The P-GW shall ignore Maximun: APN restriction if the request includes the
Emergency APN.
If the MS Info Change Reporting Action {Start) and/or the CSG Information
Reporting Action {Start) are received for this bearer context, then the MME shall store
this for the bearer context and the MME shall report whenever a UE's location and/or
3 User CSG information change occurs that meets the request, as described in

clause 15.1.1a of TS 23.060 [7].



If the M5 info Change Reporting Action (Start) and/or the CSG ' I nformation
Reporting Action (Start) are received for this bearer context, then the MVE
shal | st owetwr7188r t he bearer context and the MVE shalPCTnBmorbs4iseenever a
tiE's location and/ or SoUser CSG information change occurs that neets the

request, as described in clause 15. .1la of _.TS 23.060 [7]. -65- The MVE
determ nes the |.JE ANIBR to be used by tfie" eNodeB based on the subscri bed
L1E-A MBR and the APN-AMBR for the default APN, see clause 4,7.3. For

energency attach the MVE determnes the I1JE-AM BR to be used by the eNodeB
fromthe APN AMBR ?lﬁmen\%dea‘ermmet kle: B&@Jﬂitﬁ{T rebn e dNIVEhs endsleBHadd a¢ khe
Accept (APN, OHL PDN Type ss, TAl List EPS_Bear er identity,

Sessi on l\/anag’@%h@“ﬁ?é&uééiBR F”F‘é){hécﬁf\*‘ﬁ%\qgﬁgf@if Eh‘fl Ff‘“@ﬁﬂ’%{%“ chag %eeiuence
nurber, NAS- MAC, : % }{%%CQVSER%P §ies‘§i§/§f§ %&eﬁ%@@(ﬁeegﬁl Aiegatd 90 ys&TBY genNcy

Servi ce Support cat or I ndi cation) nessage to the eNodeB.
QJT1 is incl L@@ﬁleBﬁrcmmehen’ei\mM\JEBRIztmmc‘elsmmiﬂreﬂv(Ml Th| s rressage is 10

cont ai ned | n an S ness I niti aI Th| S
Sl control’ nessage''4l* ‘é&o}%@?ﬁﬂ‘éé ‘1{‘ ’Sg‘é A?ﬁ %gﬁ{’erﬁ?\%gp&r JHW 0
the UE, the "iaf'ldQMﬂEIR?EUiitﬁidtﬂﬂt»l-'%@;wn{ Nﬁmﬁp e ReBlies AR atckheC Hﬁi(%%n EPS

Bearer Ildentity, as well as the TE D at the rSerw ng OWused for user plane
and the addr éggicof. NR& Se;ﬁwmqumeﬁ’o?v\és@ﬁ(pliéﬁ‘e Vaie addi RS ammnfbupquDN
connection i st abl i.shed f e messa

el udes a CIPFBHATY ST EFoeERGor g A SUB b aRal Ry FESEReR

the HeNB and ihbenbdBNGINATE idadddt it Hesiekelas ellghtd heedGRBE TS pEGL ﬁwmucgn
the Correlation IDis set equal to the user plane PDN ON TEED ( GIP- based
55) or ORE. KeytagpmipapakaddEsjontehmessse mnmé(wa@\?m Fegresh Taway cesirol2ol n

the Attach AGGeRl.BSsSA%uel % MWRLQGS ARkext BELMIGILNG: HRVORPRE M ENT N

Restriction List, the EPS Bearer QoS, the UE-AMBR, EPS Bearer Identity, as well as the

TEID at the Serving GW used for user plane and the address of the Serving GW for user
plane. In addition, if the PDN connection is established for Local IP Access, the 51

15 coutrol message includes g Corvelation ID for enabling the divect user plane path between
the HeNB and the L-GW.

NOTE 10 In this release of the 3IGPP specification the Correlation 1D is set
equal 1o the user plane PDN GW TEID (GTP-based 58} or GRE key
(PMIP-based S5) that the MME has received in step 16,

20 In the Attach Accept message, the MME does not inchade the 1Pv6 prefix within
the PDN Address. The MME includes the EPS Bearer QoS parameter QCT and
APN-AMBR into the Session Management Request. Furthermore, if the UE has UTRAN
or GERAN capabilities and the network supports mobility to UTRAN or GERAN, the
MME uses the EPS bearer QoS information to dertve the corresponding PDP context

35 parameters QoS Negotiated (R99 QoS profile), Radio Priority, Packet Flow Id and T1
and tncludes them in the Session Management Request. If the UE indicated in the UE
Network Capabality it does not support BSS packet flow procedures, then the MME shall
not include the Packet Flow Id. Handover Restniction List is described in clause 4.3.57
"Mobility Restrictions”. The MME sets the IMS Voice over PS session supported

30 Indication as described in clanse 4.3.5.8. LCS Support Indication indicates whether the

network supports the EPC-MQ-LR and/or CS-MO-LR as described in TS 23.271 {571,



the PDN Address. The MVE i ncl udes the EPS Bearer QS paraneter QCI and

APN- AMBR i nto the Session Managenent Request. Furthernore, if the UE has
UTRAN or vZBRAN/ezgsabi lities and the network supports nolpCriiB3011/e54z88RAN or
GERAN, the MVE uses the EPS bearer QoS intbrmation to derive the
correspondi ng PDP context 25 paraneters S Negotiated (R99 QoS profile),
Radio Priority, Packet Flow Id and TI and“¥ncludes themin the Session
Managenment Request. If the tIE indicated in the LIE Network Capability it
does not support BSS packet flow procedures, then the MVE shall not include

t he Packet Flow i df tdaidaueinckesd P\kiﬁsﬁi pmmackdm al shdﬁs@téibeﬁe MME| bl @beck
4,.3,5.7 "Mobility Restrictions" MVE sets the 1MS Voice over PS session
suppor ted -t othie 8k ortiad %e%ﬁ%‘ééﬂ thp (S anwecupignmng is pesxeghdie MME

i ndi cation i ”%g'zi@@élggﬂm%@i_g&%%ngt?h%efﬁé%)% ;éym@! El%ﬂﬁ}@ietol;tlﬁg'l"v@q Hﬁn@rkdfd?'ihe

CS- MO LR as descri he LIE Initiates
the Attach pr“dckﬁstkteuamoa my:mm Bakdd, mhéuM\/Etmhmhbn ctlhecK Adh etber pdrfiemCSG

IDis cont ain ‘%AHE subs&g ptl on % ot expired, The MVE shall
send an indi ¢ iféﬁ“ frepepigr ety apdgiop “H’E 36F to the RAN along with
the S - MVE cont roljf fRIGRGS: RS efy @ Llthged ME ?Wﬁgﬁnaﬁ ﬁ}%x&ﬁl\{t%}istﬁeﬁﬁ@r m
Sdifferentiated treatnent for CSG and non- CSC, nenbers. t he MMVE or

PDN GW has chém!gédwtmemﬁ)m\ihﬂqfem &ﬁueiprpr!@pkmat:eﬁrlefason cause shaII be
returned to the 1J|E as descri

attached 1.JE i.ée %y erpgxégnct‘,rh% mﬁ%{%iﬁ‘om y?{elm%} éhé méﬁé)"E'EQP}gf%m“ ngency

establ i shed, Hehﬁiee*;@b RAeASheRCH Md K SCabet Ldlmix@l’xmm@lf’bﬂ Rehudednithe the Sl
to control rressages and there is no NAS | evel security when the tiE cannot

be aut henti ca0BHd! THESBRErGenBipreadt vicc & Sugput t sechdive ather ihat BEmsatRe e
that Emer ge”%(aﬁl%ﬁ{a% A Flnﬁ‘?%n %ﬁﬂ%&?@@&?m&m‘?ﬁn n&gﬁ]ﬁ%e f\ffoege@@%@mﬁcq

request PDN connec |V|ty gency ‘servi ces sefds™t he
RRC Connect i draRecoantdeguratipporiakssage UVidk utlowed the:qeRS RadiconBedney for
Identity to the [IF, and the Attach Accept nessage will be sent along to
the LT. The LMEYSHAYNFCSHSte the QoS Negotiated, Radio Priority, Packet Flow
Id and Ti. which it received in the Session Managenent Request, for use
when accessing via GERAN or UTRAN, The APN is provided to the UE to notify
it of thetsAPNE or WeicNvdeRGetdahalRi/abmtcded Ru¢mzf]geamien nicssas sodidingthe For

further detail see IS 36,331 [37/ The L] E may .provide E)PS arer

par anet er s tohi&h}éI ‘gﬁﬁeﬁ’ﬁéﬁe@ﬁ{‘h%ﬁ‘ﬂ% jﬁga’f E\"‘é‘f‘? Aot SlepasRe W E’eéﬁ‘b‘ﬁ%&u on
usage of the (EBQ BeanerQaRii Sork MR @OEREadH.0. de@smdenty, pIbet iawshiahl Tnot
rej ect the RRC Connection Reconfiguration on the basis "of the EPS Bear er

QoS par arret erghighhnt sicpEed in ihthétgé@ls%ﬂtd%mwgé%msméque@t“ en accesgitg tie

attach proceds A0 1 el , QeEUDS CSG
cell, the UEqﬁ%grﬁfkér%c{é?%ﬁﬁ“g%ﬁhe A}Fg}%ﬁ“g cep?' L { 19@211_-(:‘( i}gt' %ilii‘ f\ég%h%]hD of
the cel |l wherdge idiRaldi doRsiiSentr Ish@soé&kﬁ@ichnﬂﬁﬁh@&khmsﬁags 36336 QRTaThedH n

its Allowed CSG list, if the CSGIDis not in the UE's Allowed CSG._|i st,
the UE shal | "a#upiokise E56) Beappr o paampiesiiedhogplivpuan hydhuaihedudic Bpatti on

i's not supporied WhERANRRTIRNGY BEEMIGR RaSHRASRLSM Bifehalf % he UE shal
not reject the RRC Connection Reconfiguration on the basis of the EPS Bearer QoS
parameters contained in the Sesston Management Reqguest.

25 If the attach procedare is initiated by manual CSG selection and occurs via a CSG
cell, the UE upon recetving the Attach accept shall check if the CSG 1D of the cell where
the UE has sent the Attach Request message 15 contained in its Allowad CSG list. {f the
CSG D is not in the UE's Allowed CSG list, the UE shall add the TSG 1D to its Allowed
CSG list. Manual CSG selection is not supported when an emergency service has been

10 indtinted.

NOTE 11:  [fthe UE receives an Attach Accept message via a hybrid cell, the

UE does not add the corresponding CSG ID to its Allowed CSG list. Adding a



NOTE I1:1f the TIE receives an Attach Accept nessage via a hybrid cell, the
UE does not add the corresponding CSGIDto its Allowed CSG |ist, Adding a
CSG | D t ovohe120B72881 ocal Al l owed CSC; |ist fur a hybri dpcehB2i1soiass or med
only by OTA or OVA DM procedures. When receiving the Attach Accept
message the UE shall set its TINto "GUTI"_as no ISR Activated is

i ndicated, 5If the EIE receives an 1Pv4 afifr ess set to 0.0.0. 0, it may
negotiate the | Pv4 address with DHCPv4 as specified in TS 29,061 [381 If
the UE receives an .1Pv6 interface identifier, it may wait for the Router
Advertisenent froni3deDnethwdsks lokaih Rdvesd (P3O liprief 4 xvirif @tinepdrtnmed ohly byay
send a Router Solicitation if necessary. NOTE 121The | P address all ocation
details are descriBbd & FNpdeNderacedson 1071 P Address Al l ocation”. 19. The
UE sends the RRC o 195 deB.
For further detai quﬂgggegélgl% '?%é?%fxd? E?‘%}h%%q%ém g{quﬁo i%a‘ggril Qo gﬁ%ﬂ al
Cont ext RespansiéRnkessage it odidaednew MVE. This initial Context Response
nmessage |ncI udes the TED of the eNgdeB and the ss of the eNodeB used
for downl ’nk traf fif &“‘OE‘% H&C&Fs t?‘lygf” r“éﬁ%’e‘* poi At 8[’ - TR ER t |ﬂbﬁn”ﬁ[3 is
included in therBeangr PPt REAH&Sfed ﬁrhqﬂ‘?‘mﬂﬁﬁ §‘{16[|;|Ué19(% 48Rl g8
information to establish direct user plane h the L-GWand forward
upl i nk dat a finteriboriaEniiRr20 Auyesst fazcder’t"tmmgl ”yd\ cRisemiget DEnshnougwarlDivite e

T f he A h Conpl EPS
LSt e ek BRI st P D TRl g et

NOTE 12: The IP address allocation details are described in clause 3.3.1 on
1o "IP Address Allocation”.
19, The UE sends the RRC Connection Reconfiguration Complete message to the
gNodeB. For further details, see TS 36.331 [37].

13 20, The eNodeB sends the Initigl Context Response message to the new MME. This
Initial Context Response message includes the TEID of the eNodeB and the address of
the eNodeB used for downlink traffic on the St U reference point. If the Correlation ID
is included in the Bearer Setup Reguest, the eNodeB shall use the mcloded information to
establish direct user plane path with the L-GW and forward uplink data for Local IP

20 Access accordingly.

21, The UE sends a Direct Transfer message to the eNodeB, which includes the

Attach Complete (EPS Bearer Identity, NAS sequence number, NAS-MAC) message.

25 22, The eNodeB forwards the Attach Complete message to the new MME in an
Uplink NAS Transport message.

After the Attach Accept message and once the UE has obtained a PDN Address,
the UE can then send uphink packets towards the eNodeB which will then be tunnelled to
the Serving GW and PDN GW. If the UE requested for a dual address PDN type

36 {(IPvdv6) 1o a given APN and was granted a single address PDN type (IPv4 or IPv6) by
the network with a reason cause indicating that only single IP version per PDN

connection is allowed sent together with the PDN type, the UE should request for the



25 22. The eNodeB forwards the Attach Conplete nmessage to the new MVE in an
Upl i nk NAS Transport nessage, After the Attach Accept nessage and
once the woBotra27138t ai ned a PDN Address, the UE can themCTaBRz1upi47ssk
packets towards the eNodel B which will then he tunnelled to the Serving GW
and PDN GW If the IJE requested for a dual address PDN type 30 (iPv4 v6)
to a given APN and was granted a single afier ess PDN type (1Pv4 or I Pv6) hy
the network with a reason cause indicating that only single |IP version per
PDN connection is allowed sent together with the PD type, the UE should
request for tdhey fttﬁ)&-m‘a@hia\l'}ai PON Laﬁnmipﬁ&ak& elmPERNcanneghilendest iNeNsgre
APN with a. single address PDN t or | Pv6) other than the one,

al ready acti V&t ﬂ'iﬁff)r?éhmémé&*evwﬁnﬁé& f“éé%)ﬁ Mejs‘eE THEBICE PO I Pheaigs Ponse

to an 1Pvave BON 4 yng, ge fef af BRALY 9PN Dﬁe Pzﬁt JeBligLd dﬁ’s%qﬁ&ifﬂéé 5{3&9@@‘1 t

fromthe V\Dad ress or 70,0,0inthe P ress fie consi ders that
t he 5 requestaphoriran dualPyvaddres sr E?IDNI} Was tieution saddrbss ﬂi&ld canomadars flor tehe

Rout er Advertl senept fr m t he ﬁB with fl] I\é i nf ogmatj on or
it may send RBUHEOEBPENEARTY W \é‘é‘s‘é‘%ﬁ“{/ ““?3"“’&3&5‘6 WS B ETBEEBY h,
the Initial QFH}P\%%‘ett}tﬁ%§ﬁq0§]‘§tlﬁ'QﬁWQ%%ﬂ\nmﬁﬁ@nﬁm%lma@%aR Nend Rofict s6lkifzappiet e
message in step 22, the new MVE sends a Mdify Bearef Request (EPS Bearer

| dentity, eN(m‘eB‘vaEtdress, eNodeB TEI D, Handover Indication) nessage to the
Serving OWN, 23a, If the Handover indication is included in step 23, the
Serving G Wsends a Mdify Bearer Request (Handover indication) nessage to

the PIDN OV tx. pr anpin deb@tBRNT GWht detibimapl opaakisporise omsngn i3 GRF 21 Bnaaress
to 30 PP access system and i nmredi atel start routing packets to the Serving
oW for thé dekiashtt @’ﬂﬂ’e@n@}e@éﬁﬁ Bader 2 ErBe pewr MAE sepdior MHly, BorseroBeyjuethe

PON OW acknoukadges, by s GRALAGA bR 1. BRER ESPONAT, L0 hlew ST 08,00

24. The Servin y sendlng ear er ‘Respon

Bear er Identnhyimﬂﬁgsage to the new MVE. The Serving ONcan then send its
buffered downlink packets. 25, After the MVE receives Mdify Bearer Response
(LIPS Bearer ldentity) nessage, if Request Type does not indicate handover

and an EPS beaher jwgs %ﬁé@;'i%ﬁﬁi e mEﬂ%e&H&?ﬁJ Eﬂe%xﬁﬁ«t g E&Q!d‘%@‘i\?cﬁzf\hat
the user is allowed to p_erformva over to on- 3 acctesses, and If the
MVE sel ectied BeaRDN.aQW s bldsndosedinfifcer@nmdssanie e MDNG W to prompt the PDON GW
to tunnel packets from non 3GPP 1P access to 3GPP access system and unmediately start
routing packets to the Serving GW for the default and any dedicated EPS bearers

established.

20 23b. The PDN GW acknowledges by sending Modify Bearer Response to the Serving
GW.

24, The Serving GW acknowledges by sending Update Bearer Response (EPS Bearer
Identity) message to the pew MME. The Serving GW can then send its buffered

25 downlink packets.

25, After the MME receives Modify Bearer Response (EPS Bearer kdentity)
message, if Request Tvpe does not indicate handover and an EPS bearer was established
and the subscription data wmdicates that the user is allowed to perform handover to

3 non-3GPP accesses, and if the MME selected a PDN GW that is different from the PDN
GW identity which was indicated by the HSS in the PDN subscription context, the MME

shall send a Notify Request including the APN and PDN GW identity to the HSS for



OWidentity which was indicated by the FISS in the PDN subscription
context, the MVE shall send a Notify Request including the APN and PDO OW
identity wo2otee12H8% for -69- nobility with non-3GPI P aecedBud1/05HM&8 nessage
shall include information that identifies the PLAN in which the PDN GWi s

| ocat ed, For an Emergency Attach the MVE haII TIO send any Notify Request
to an HSS, 5 26. The HSS stores the APN ant “PDN GW i dentity pair and sends a
Notify Response to the MVE. NOTE 13: For handover from non-3GPP access, the
PDN GWinitiates resource allocation deactivation procedure in the
trustedfuntr uﬁdﬂe‘ticmamh B&PE{;E’P fzame@s iESmSﬁeﬁé fliatldndindelQfR Tad02 tHad idenilBes
APPENDI X C 7E. i bod A step-by-step discussion of
the 1Pv6 St atthf Bgépﬁﬁ‘tﬂ’h’égﬁﬁcﬁ%ﬁdﬁ‘f”l*@ﬁf‘r\éﬁﬂon Procedure described in figure
62 of 3GPP TS 23. in
step 2 (see FI w&fyﬁ}%vﬁﬁf%?tgag%ogﬁ% e h&%g@% \a\Iﬂ\: [Jr%)élggﬁ% il s,
5invention is provided next. The steps are as fol | ows: )The M5 sends an

Activate EDP ?,%(.)nt Qﬁ;[t A »l;{grsats the Eﬁ%gt}d E’B\ P it ﬁcﬁli\rl} %ﬁn E}IS(‘ &uﬁ«, a Notify Response
to the MME.
NOQTE 13; For handover from non-3GPP access, the PDN GW initigtes resource
allocation deactivation procedwre in the trusted/untrusted non-3GPP IP access as

specified wn TS 23.402 {21



in clause "POP Context Activation Procedure". The M shall |eave P DP
Address enpty and set PER Type to IPv6 or |.Pv4v6. 2) Upon reception of

t he CreatwORDR/Cm38ext Request, the GGSN creates an WO adunBzdi/eigsosed of
the prefix allocated to the PDP context and an interface identifier
generated by the GGSN. This address is thg_n returned in the PDP Address
information element in the Create POP Cont&xt Response nessage. The
processi ng of the Create POP 15 Cont ext Request and Create PDP Cont ext
Response, in both the SGSN and the GGSN, is otherwi se as specified in

cl ause "PDP CopiexDIXCtibwdiddaneiac edurieURE BOTE: Since the M5 is
considered to be alone on its_link towards the GGSN, the interface .
identifier does not Ydebly-#6P pEsURt e alE ISy 0 aPReBIP AGHEEx AEIOEHTERIRPN,
20 3) The Nﬁ’ég@&iﬁl‘ev&%c&% ih %Qﬁr@@ﬂ&ﬁﬁ?ﬁp?@@g%g "\ﬁﬁ.i@ﬁu%%dﬁﬂ & MR lude a
Activate PDP Context Accept. The MsS extracts the interface 1dentifier from
t he address rdgeByesksdihd: istopesised FIGIREE Mopwhadnk tousebdduigntinot 2nf de@resent
identifier tao build.its | i“nk-l,o_c(%l .address -3 d may also use it for building
its full P PYBYAYIR Esrovided gedc TMp8tephae@a SoI%sThe WS shal | ignore the 25
prefix contained in the address received in the Activate POP Cont ext
Accept. The processing of the Activate POP Context Accept is otherw se as
speci fied in gl ause\PPRei@s an éxctivite PRPAtdnoert Regestioessage o the 3G:SKhe dyradny
send a Router, Solicitatjon nmessage ta the GGEGN to.activate,the SO sendi ng
of the Rout er™ AV P B baReTRaREGeh Pridiu S e s RN R A RSP
Adver ti senmentaniessEge yihe IReaberpsAdgerti sement nessages shall contain the
sanme prefix as the one provided in step 2, A given prefix shall not be
advertised on nore than one PDP context on a given APN, or set of S-!PNs,
within the sajte addressing:. . JNE hakl .be confi-gured Lo 1o«
adverti se Onlaf_‘;}eongﬂ%ﬁ;e%rggtgﬁgjg?ﬁpbgigolﬁﬁé ?{gnﬁ\a}\%kgq}ggt, G &b@;k{{ Sg%tgx an [Pvo
2012/ 127288 PGB Odihp&3ad 18 theARPENRIMCa:dd 6 HsbPOP rentexNmd #FhEURE Rentifier

A step-by-step discussion of the PDP Context Activation Procedure for Al Go

nmode descri béﬁﬁ‘l?fﬁtefiitﬁﬁ_}l% (Ez>han U ipBnEsHstin Akg PRRA e PIYEERIY f or

i' n lmag: g &3 E)lr:elié?ﬁéhr lknk COEEP B (RhuedRER IR B3 BROTHe ARcsRebiineanbapeesh to
15 Context Request and Create PDP Context Response, in both the SGSN and the GGAN, is

otherwise as specified in clause "PDP Context Activation Procedure®.
NOTE:Since the MS 1s considered to be alone on its Hink towards the GGSN, the
interface wdentifier does not need to be unigue across all PDP contexts on any
APN.
206
3) The MS receives the IPv0 address produced by the GGSN in the Activate PDP
Context Accept. The MS extracts the interface identifier from the address recetved and
stores it The MS shall use this interface wdentifier to build its hink-local address and may
also use it for building its full [Pv6 address, as describe m step 5. The MS shall ignore the
35 prefix contained in the address received in the Activate PDP Comtext Accept. The
processing of the Activate PDP Context Accept is otherwise as specified in clause "PDP

Context Activation Procedure”.

4) The MS may send a Router Solicitation message to the GGSN to activate the

36 sending of the Router Advertisement message.



5Bypass Flag in step 4 (see FIGUR E 5) pursuant to enbodi nent no. 2 of the
present invention is provided next. The steps are as follows: |)The M5
sends an wotnwanesPDP Cont ext Request (NSAPI, TI, PDP Type/IBRDPOAdSH ess,
Access Point Nane, QoS Requested, Protocol Configuration Options, Request
to Type) nessage to the SGSN. In this version of the protocol, the M shal
| eave PDP Address enpty. The MS may use A tess Point Nane to select a
reference point to a certain packet data network and/or to select a
service. Access Point Nane is a logical name referring to the packet data
network and/ an t o ‘thes@G¥NcentihaRoitre slvbsembarmydssdre Sht RonennabertisomefoS
Requested indicates the desired QS profile. For an E-UTRAN capable s
LIE, the QoS 'Pegusssrd! wmipip hessmgaetivs dragieinrevidid Bakwgr Suitrnpiahy phall
class in this, gs §@xga?ri:egfontnﬁlﬁa H’En!o%e po¥p GnkdkRAN: GRRARIMR o Qettot?'skf%‘?‘{s,e{w%%e .
the QoS requested shou I'nclude interactive or Background traffic class in
t hi s nmessage.tht fannhedkhregingstopes Tas (Hi$eshidll bofordighetdwo akvReguast ede PRPix
cont ext activqtkg procedure, the M5 shall not set the PDP Type to |Pv4v6,
but to the vdlle ¥ ¢C8i%bd in the Request PDP Context Activation 20message:
see clause 9.2.2.2.1. NOTE 2:1n case an S4-SGSN is used in the network the
QS. Requested information el enment shall be ignored in the network.
Protocol Configuration Options is used to transfer the NRSU and Address
Al'l ocation Preference to the GGSN and may be used to transfer the BOA as
wel |l as 25 optional PDP paraneters and/or request to the GGSN (see TS
29.060 [26] and TS 24.229 [75]). Protocol Configuration Options is sent
transparently through the SGSN. NRSU i ndi cates MS support of the network
requested bearer control. The Protocol Configuration Options may include
the Address Allocation Preference indicating that the M5 prefers to obtain
an |1 Pv4 address only after the PDP Context SoAccept by neans of DI -I|CPv4
as defined in RFC 2131 [47]. If the SGSN has stored a value for the
Maxi mum A PN restriction and the value indicates the nost restrictive type:
then the SGSN shall reject any Activate PDP Context requests to a
different .APN, using the PDP Context Activation -Reject nessage including
an appropriate error cause. if the SGSN deci des to establish Direct
Tunnel between RNC and C GSN, the SGSN provides to the RNC the Direct
Tunnel specific paraneters in step 5 ARAB



5 Assignnent Procedure” and shall initiate . PDP Context Update procedure in
step 8 to update I P . Address and TEID for Downlink data. Request Type
i ndi cat eswOHardavss” when the MS has al ready an acti vat @edTRBN1(VV4E8A due to
nmobi lity with non-3(3PP accesses, and is only interpreted by SGSNs using
S4. 10The PDP context activation for errerggncy services shall be exenpted
fromthe Maximum A PN restriction control?/*1f there is al ready an energency
bearer activated, the SGSN shall reject any PDP context activation request
for normal services if the nobility and access restrictions do not allow
the M5 to acceRREND!XM {Eﬁlﬂﬁjﬁﬁiﬁﬁﬁ\k\ i H{r{ R‘& 5tf the nessage is bei ng sent
via a HNB which has a collocate it includes 15 the -L-QW address
in the Direct Transfip- ﬁ‘efés%gw:@ﬂwr@‘ fétﬁ@*’ Cszﬁtt»rhwf‘@sﬂrﬁé’déudgéfcﬁmwb
functions na d ity
Funct i ont 3 AT A s EE Rl PRC SR AL Bt PRCCARE LR
shal | send arﬁekmﬁmkﬁen‘lﬁame o TofatePRdfSer 2 Oek V iTrat bullypencdd tcggehzdlech il]PC

i dentity) JTe t he BSS. Q Ref er ence, d ace _Typ

copied 11 om tRBNET BB i ieg Rt O Sary ST B CHURE 0. GARE the 3 S4e
SGSN val i dat ‘%ﬁxé}%@ﬂ@t‘ﬂo\!@l@ng@:]@@@&ﬁﬁrﬁ ARefugst using PDP Type (optional),
PDP Address (opti onal5, and. Access Point Nane (optional) provided by the

M5 and the PDP cont ext subscription records. The SGSN shall use the CSG

by the e, A o At uSooR oG e MBSy AR RS R Bt BN T

an earlier prm@ml At@kepsiar Nime, gab Rdabdsea, Enl’dldo@[{amhshh@miﬁﬂbbl&@sekéc urm
criteria, and the mapping from APN to a GGSN are described in annex

an emer gelicy PDP) @t?hftaéﬁtw At POEN; bhthinserseanidppprasecol Hae pay ahit pye ?@Pf r om
SGSN Ener genc, 1 0 re nt
performed in %( drg% eﬂ gfr}ngﬁ)ﬁiéntl a%xlh?oglmgg R’@Q?Q Kk‘?ﬂc@ﬁt@éﬁt:}?ﬁ“ on
data are i gncnwdmtmukdﬁehmwmk il or to selecd 4 soicECASNsafidine danwain ablegical
derived or if the SO SN has determ ned that, the Acti vate PDP Cont ext
Request is ndPFdFiCEHce Sraetdgiamsey bR opBgeT b GHvas AT Withes BGSN
(rjglr ?Steg t[‘ﬁepcgg%&l\l:‘?ﬁ Z?\e@&{;%%@& !1@%af£q|l’~é@§etesaaée g)a‘g%n%"f&%rﬁeéﬁ ROBQ chBible

15 UE, the QoS requested shall include interactive or background traffic class in this

message. If the UE 15 not E-UTRAN capable, in thus release the QoS requested should
include interactive or background traffic class in this message. If the request is as a result
of a Network-Requested PDP context activation procedure, the MS shall not set the PDP
Type to IPvdvo, but to the value received in the Reguest PDP Context Activation
20 message: see clause 9.22.2.1.
NOTE 2 In case an S4-SGSN 15 used in the network the QoS Requested
information element shalt be ignored 1 the network.
Protocel Configouration Options is used to wransfer the NRSU and Address
Allocation Preference to the GGSN and may be used to transfer the BOM as well as
25 optional PDP parameters andior request to the GGSN (see TS 29.060{26] and
TS 24229 {751, Protocol Configuration Options is sent transparently through the
SGSN, NRSU indicates MS support of the network requested bearer control. The
Protocel Configuration Opuions may include the Address Allocation Preference
indicating that the MS prefers to obtain an [Pv4 address only after the PDP Context
36 Accept by means of DHCPv#4 as defined in RFC 2131 {471,
If the SGSN has stored a value for the Maximum APN restriction and the value

mdicates the most restrictive type, then the SGSN shall reject any Activate PDP Context



5 PDP context. Utile M5 requests a dynam c address, the SGSN | ets a GGSN
all ocate the dynam c address. The SGSN may restrict the requested QS
attri but e80gn12¢1n7i88s capabilities and the current | oad, pamaB2ai1/83158d
restrict the requested QoS attributes according to the subscribed QS
profile_ The SGSN sends a Create PDP Contgxt Request (Pl O Type, PDP
Address, 10 Access Point Nane, OpS Negotitat'ed, Negoti ated Evol ved ARP,

TEI D' NSAPI, WMSI SDN, Sel ection Mde, Charging Characteristics, Trace

Ref erence, Trace Type, Trigger id, OMC ldentity, Protocol Configuration
Qptions, ser veq@gsRed waitkerdd QN tuying MaxPID oAl Restdtion Reqmt obshfMinc@eSAl
User CSG I nformation, RAT type, S- CDR CAMEL i nformation, M info Change
Reporting suriﬂoWnipﬁldicc}é‘tL’Fé?\“ﬁﬁNRSN 15 Dual Address Bearer Flag, APN-AVBR)
message to the af fiegledoGeal e (Negala g RrahiatheARR ENehAll GGOR! ain
the Subscribed Evol ved ARP vai not receive a Subséri bed
Evol ved ARP VHESRe prov ;éf:ﬂjstx: [itept{h@ntimaﬂaettr ‘baniteh ep&ifld paraRetdhe 1SGEN ‘shtaj\lﬁ

derlvethlsvluefro i.on/ Ret nPrl

ol 1 e micothtiaant Bhcas ot apomigns BOPLCDyCHoThA P oerbie 8 B of
the 20 Negmdﬁﬁt%di’ﬁ‘@téé@gmﬁﬁ?l{b'ﬁn‘[@@l&ﬁﬁi&%t} hat the SGSN supports the
Evol ved ARP feature The SGSN shall send the serving network identity to
the Ci GSN, Access %tumt Tmm}@hatal "Heedets" APN: Netb ks kldewy ishiaetivasdd PR

A. PN sel ect ed- ,ggﬁr in re described, in ess
Shat | “he ety SR B G RE SERH AERE o s b iR B SRS

Poi nt Nane t qusfdgrgh. a packet data network and optionally to 25 activate a
service for this APN, Sel ection Mde jndicates whether a subscribed APN was
sel ect ed, for whet Hidie @héﬁitgttb@ewtb@otwmue@mx Byviaer Welldre yompiddume 81 bed
APN chosen b £ o8l I,

Anex & They\«&gﬁuﬁ@ﬂ\r"tﬂﬁge f&iﬁ%z M?gtn%q hPJ’tglVQngt R tg%?&‘%tug\ agtgic gget or
rej ect the PDR:%¢ nmkxte;eat:ztmvianﬁ’ omtefractiex@anpe@esti thr mtnﬂPNmeeﬁm thesnobility

subscri pti on, the GGSN | confl gured to accept only the PDP context
activation t Haf afwéauesstrg»ﬂaﬂe SRR AARR ReioF e MERTH AT BYFefhe SGSN wi t h

Sel ection Mde, C"[@Fﬂ' g%xgé% Eﬁhg%:ﬁklﬁﬁ*\'ﬂmﬁ% % YOI RRakd @d(rﬁf z@zﬁ@i‘h@é

the PDT context is The charging c aracteristics on
subscri ptison tkmd -GWoaddrde at thy [Budes Cranbiedmaiige asthaSliSNas t he vvay the SGSN

handl es Char gj terjstics, nd chooses to send.them or not L he

GOSN 1 s dofi oma i P68 sReslgser i T RGRRR e fEieh Ao ORBI P UBEs e febBice,
Trace Type" 'I;ﬁlngge\{"gcgml@rrqmg}{ﬁp Identity if CGSN trace is activated. The
SGSN shal | copy Trace Reference, Trace 5 Type, and OMC ldentity fromthe

trace inforrrati orfnPeGinvals and di§hisagalis «leitd]\thc:\b*ﬁhehw&x@tthmmn Trace

R X , n head
e L O RIS R o FFl AL A BB B e

val ue is et Raeiehe:, beBSiact TSHE debbped iypahé 8ee ialaustodcd)ed frbmtther zG%N
recei ves the Maxi mum APN Restriction, then the G GSN shall check if the
Maxi mum APN Re&i¥feti on val ue does not to conflict with the A PN
Restriction vgl ue g3sQeical ed;; il gfniaiPRE S9P e[ eALGRE: obihutRSEC{R NO
conflict the 4?}equest sh‘aﬂﬁt be a%“ (‘)v‘\z)e& i QEer\?\?se tl e reguel:s S %ﬂ&g h

rej ected wi tHopthmaBGBNPsedditssgopidBb, Gahfeodss Roitn't i‘ﬁamtc{nptRe}aé}qtmwﬂeﬂs agd}et 0

the M incl t t t of
e notwor k. rQdBd s THLERT SgicH B S ITAP SRy BEL JBeir SR CRIASUORAN be
set when Lhe i, eauRs!R RO EW &%rxeéi%;ﬂ{?‘fﬂé’@?ﬁﬂ%ﬁh&d ﬁ%‘éﬁ V\Q'P@T’ AlgAB

may be handed over to, are Release 8 or above supporting dual addressi ng,
whi ch is det enas dwdy bbasetdb\ow hti:demtitreim@qhﬁugmtagﬂ@ml bytlichprotgwet stlowse. The
For energency attac | \VSI
Cannot be. autRERERET e 18 AR et tiontrust ot e BB, 3PR 1bh A
unaut hent i catRe:rii2QThen oSN creates a new entry in its PDP context table
and generates a Charging Id. The new entry allows the GGSN to route POP
PDti s between the ISGIM Ny et W&Bwetm@étémétwm*w SGhY awlist Hre punaegisng.

The way t/ ﬁ;@\l e s JLhak Lt cei ved

fromthe JgG’S I's QBJZ?} n'egd‘%@gtgg &%i}& 7%}% 1%1 tﬁ{d%‘fiﬁmé ng T i‘(‘é%/[ﬁbc@“g

Negoti at ed gipeehrmbd iscﬁﬁ@bkbl<it1kiea$:§6p’tdcsithﬁ} @ﬁlﬁtt@ﬁhﬂi(}aﬂtcﬂr subscription data are
ignored by the SGSN,



25 increase the S Negoti ated based on any external input (e,g, policy
control). The GGSN then returns a Create PDP Context Response (TED, POP
Type, POPwOQdrx123288Pr ot ocol Configuration Options, QS RegaB2oai/es7ss

Negoti ated Evol ved ARP, Charging Id, Prohibit Payload Conpression, APN
Restriction, Cause, M5 Info Change Reportlyng Action, CSG information
Reporting Action, BC. M APN AMBR) nessage€’ 10 the SGS So The GGSN sets the
Negoti ated Evol ved ARP based on | ocal policy or PCC. The

Al'locationiR etention Priority of the QoS Profile Negotiated is derived
fromthe Evol ved ARIﬁoa‘GC:GI\ditdt@eisQ:ab He: cﬁmma&mg ipeien8GRNesasodetdruzadl 4Q4 dfe89] ,
Annex E, The Prohibit -76- Pay npressi on i ndj cat es t hat the SGSN
shoul d negot i*dft®’ dﬁ&’%%?é?“%h%?*é’&éﬁ lér‘i“)T b“rhdt%f»%“ PEPe Cantdse desorpis d SEaRes A |
apply the Negpt k@ke%@sﬁ'w@ﬂnﬁRPnae(t seatoadgdhem the GOSN 1T the M5 has
requested PDP t Py4v6e and both | Pva an addressing is possible in
t he PDN but the Duala {Mﬂweﬂmeﬁeanﬂeme &'d;a,@dj he rh@"i%?*éetemeen id:riLyfmlﬂntgﬂequés&d

versi on addr in oss selects i e IP
version (ot it ol TRebS) SageranBrim iR s oSt g Bos GOSS AR bt

| Pv6, the GG pHeRS 38(!11@343 DFhel BOBNS k'xﬂﬂ' bRVt h@qt’n\@tddnﬂ‘éﬁsﬁuiihtéss sﬁk‘n@ﬁ%r ted
in the PDN, otherw se an appropriate error cause w || be returned, The GGSN

al l ocates a I@Wiwm%s@ ducorminmgord drideitsdhBorsdcPBR togpested QoShateEsN has
sel ected a PDN_ tﬁg‘” I ‘gsent{ w@thg one sent by to the M5 the GGSN

i ndi cat es, t S§ETHER Wlf%“ AR BYEEFE 2 reason cause to the NS why the
PDP type has been ymdi€isdseags @less:eh:ebieldplmm@éﬂu&gu@smlm PR Al eGRIrdsS,
included if the GO SN al |l ocated a PDP address. |f the G GSN has been

confi gured by s doarabamer Qabs NeptitiedaNeppratal drebedAMREc a Fbh NoARhe
requested AP A I_ o O indhC 1 g POP
addr ess shal Nf%gﬁ%gg%{gﬁg‘dﬁﬁb@ Cp)gﬁ?%%t (ﬁi%“rigq@ﬁe Teit e$ nigf n%DNJH%? e TRB
conpl eti on ofTridwer ROFOKEh tdxtinAdtdealli OmipuetedudgyoniherGaeMeshalk| 1éenalray,

nodi fy and m)nl ‘tor these negoti atjions. as &Bg context is in
ACTI VE st at e, VIaHEs & Foh & easpior r{f‘ﬁléf‘e&(llﬂb?;gbo“ﬂ‘éﬁs forrgdesohAdr bdedur e
to transfer tsiléfiﬁyE..Ek@x@q_%nféﬁx%%&mi@qgf‘cﬁ@§a~:}a‘é R nage m@ﬁﬁ 1&15'1% M, Nioyever,

the M5 cannot rely on always getting a session eve update of
the | F addreddyal 20dwki Avardr hlag, neetiMBBd mitshat He dwet effaatd RBNSNTHIs: i s

238?? ?gat |h gnp ?”:5\\&{@%3%@“9 ‘éfgekllgﬁgﬁis“émge‘fkgmg %rkg} gi‘\gﬁ%hﬁ&h&f‘fégfaﬁ eari&ﬂl ons

contains the @W@m W8l dec@Se QR Rtkd RIBHRAN QRBLENS ih RAbsciPEoCRRN Y the
transfer to the M5. BCMshall also be sent as a separate 1E to the SGSN

These opt i ondiLRBR $adMbtlbderivalys baloe Sgueibe ddiopytiaretmBidnPridiey At Qate
PDP 25 Conte e e I q
Pr ot ocol Confp:{ %f&llr:{ l?cugﬁtnf)ge“ﬁéﬁgﬁ ! eﬁ[rﬁxt ran@pg$en{}‘ﬁ? ¥qﬁr ou@hibl w&%@é}sﬁa The

Create PDR Cowi@xhielESSRYES\Y I melthieo vk tHel B CKORE (et WiV dd. Aﬁh&aﬁ@ﬂ i's
used by the SGSN to andl e unexpected session rranagerrent si gnal | , ng

i f Q0S Negot i HietP¥cErl send heriethiae seaNh WenhyoRphe SFeN wi st hel me
context So b e >ih atcrie Heguest
rmosage. Tho TGP KEN Reutdlf I SR APhORIGIARISalte ([PPE phbeddit

| f an APN Resiegdrdfciion Am;xesc@meeldﬂmmmﬁémm\h filox dyhinsc E?mﬂhﬁozetreqmst;ﬂ hen

t he SGSN shal % this val ue he P% Context ,and th N Sha}ll
check this re EN@E \)Eﬂ*u*é* TR E‘“s Yrel v %8‘:“?‘6?‘* ’t“iﬁ@“?\?&% PRI BAIBRALY
Restrictign tzfét;%@%!'&&w Ic@%;ech%r ﬁ’“@%@é&ﬂfvh M iRBLMeah MR Y- hschibed ABN was

consequence of this check results in the POP context 5 being rejected, the
SGSN shal | i nekcwtiecawkBReConbestbDubed WPat faon barad ‘rietmrr»nnanb@ppmbp?rﬁaf\e

error cause. If t ccept ed,

Thl e for e e ReT el el SERH A Motte O pebTbbedheryRet iy
val ue for MuGoER ARNuReStkb@dd Rivdetifn ddraiiMbxineinet APBERES b kGddi aRe Pl |
be set to the val ue of the received APN Restriction. The errergenc
POP cont ext depievhtacoyrtiohalfior pexampdhpll edlt #H8 eferavhxWERRARN the HEPTt ison
control . 3 onl{ix p?ogn *l)tnu‘ﬁ)x ﬂ}qu}gu@ﬁ& #. Qm 1Aﬁ’}t&£ Qtnqiﬂ J&Jﬂ&&,@‘?‘ as

| nformation eolt t on are receive Fom 1 71

context, t herindhhﬁuS@. S SGENIwislh Selectidi StoflerC iialﬁﬁng’maﬁﬂ&ﬁf@wb addatchehk@ SN

shal | report to that GGSN whenever a C i SALRAI . o
kind of charpging the PDP context is liabi; for. The charging characteristics on the



150r user CSC information change occurs that neets the GGSN request, as
described in clause 15.1. 1a, The GGSN derives the B( M based on NRSU,
NRSN and wpenetiar2spol icy if previously received in the Eceas®1PER7€0Nt ext
Request message_ The derived BCMis sent to the M5 indicating the Bearer
Control Mode applicable to all PDF Conte>,§1;s within 20 the activated PDP
Addr essi APN pai r. The SGSN shall refverify and may restrict the QoS
Negoti ated received in the response fromthe GGSN agai nst the subscri bed
QS profile and additionally restrict the QoS negotiated based on its
capabi i ti es sahduwptics and ihdiaidual Il;hedﬁﬁiiiﬁu Shih bs usl dshhs wapdas 8d: 580 Bandles

Negotiated for the subsequent ste The SGSN shal | LMpglvy, a . ..
Negot i at ed E\Eﬂ%a“wx‘w@ﬁw dt}qﬂ}@w ffr'fsewémua PHAPE Weths fHael iheaimibity ed
ARP. $C8 I\g'%ﬁ Sy qu%. Ly Mé&a&%&&e@h%& Tg mmaeﬂmon
t he subscri bed UE- R an e APN AIVBR for active ause 15 2. 2.

5) In hi node)MRABes@y up(:b&\dma:e mgunhedm& EASSII\ghmﬂempvphacmﬁuﬂemuseleace
cl ause SoRA

1
act vat ed, , ervacaid DVET oG RaR s b eitp TReku e EL R g

‘rype, Tri ggefhcl *ﬁaxz%\ﬁ@?&%ﬁ?ﬂ&%% JPRSSLEE o LN RMNkriLHBS & nﬁ@iﬁ&f BNESR
and Trace Type are copied fromthe trace information received fromthe HLR

or 0 MC . NOFR#&e *33‘8@@@1. 8DPsoappls Hdhewhers Itohémtm)a@ena(?ﬂﬂmmnn thes valiggered
oy e o ok BRaL AR B SRS PR e L
are descri bed&dsﬂmﬁ&ﬁ%mﬂ&% Q@4 nhaWﬁ)heLm;foQQiamm ABSSRpadkain xfahib\wﬁﬁ)ﬂbiex'[
procedures may be executed. These
10 conflict with the APN Restriction value associated with this PDP context request. If thexe
1s no conthict the request shall be allowed, otherwise the request shall be rejected with the
SGSN sending a PDP Comext Activation Reject Message to the MS mcluding an
appropriate error cause. NRSN indicates SGSN support of the network requested bearer
control. The Dual Address Bearer Flag shall be set when the MS requests PDN type
15 IPvdvd and all SGSNg, which the MS may be handed over to, are Release 8 or above
supporting dual addressing, which is detenmined based on node pre configuration by the
operator,
For emergency attached UEs IMSHis included tf available and if the IMSI cannot
be authenticated the IMST 15 mcluded and marked as unauthenticated.
20 The GGSN creates a new entry in its PDP context table and generates a Charging
Id. The new entry allows the GGSN to route PDP PDUs between the SGSN and the
packet data network, and {o start charging. The way the GGSN handles Charging
Characteristics that it may have recetved from the SGSN is defined in TS 32251 {70}
The GOSN may restrict QoS Negotiated given ifs capabilities and the current load or
25 increase the QoS Negotiated based on any external input {e.g. policy control). The
GGSN then retiens a Create PDP Context Response (TEID, POP Type, PDP Address,
Protocol Configuration Options, QoS Negotiated, Negotiated Evolved ARP, Charging
Id, Prohibit Payload Compression, APN Restriction, Cause, MS Info Change Reporting
Action, CSG Information Reporting Action, BOM, APN-AMBR) message to the SGSN.
36 The GGSN sets the Negotiated Evolved ARP based on local policy or PCC. The
Altocation/Retention Priority of the QoS Profile Negotiated is dertved from the Evolved

ARP according to the mapping principles of TS 23401 {89], Annex E. The Prohibit



procedures are defined in clause "BSS (ontext”". 8) In case the QS
attributes, used as input to step 5 for In node or step 7 for A/ G node,
have beerwoOcwrgrzzsed duri ng those steps, the SGSN may i rCbAR201vesS4&B8SN about
10 the downgraded @S attributes by sending an Update PDP Cont ext Request
to the affected GC1SN, The GGSN shall not gtterrpt to renegotiate the QoS
attributes. The No QoS negotiation indi catPon is set in Updat e PDP Cont ext
Request to indicate to the GGSN that the SGSN does not upgrade the

previ ously negotiated QoS attributes and that the GC SN shall accept the
provi ded QoS fataalifishgscssidinhoditaiaeget thatsiiom shbhRl Gk n&ﬁam@nﬁigﬂmionm new
QoS attributes, by sendin an U dat e PDP Cont ext Re;}pon e to the SGSN

the SGSN est dBFifdHeertivtebhe Funnenall apry éle} %Cazqﬂ»@ﬁ VOl‘s‘é‘n“élR%Hiétv‘é\@bPO“‘
Cont ext Requggt (:@ﬁ@k é@&é%&*@h&eﬂ% Jﬁﬂz@[}@ﬁﬁﬁé’ﬁn &h zﬂ@ﬂﬁuﬂgk&xé%m
downl i nk dat a egot I ati nlnlcaf on and t he IS use

instruct the xémm%ﬂananm PDOB neche IDmalnAdespeBeafrenci" legnonotheendli gy amgle 1P

described .in cl ause ( 0.incl ude

O e ot St e bl R P e L e 3pROR L
9) The SCSN impsebi ihas oAl 1al Aadestd iﬂDP %@@&Nnaﬂﬂl’@e&% GOSNUSeRRP PP
context. The PDP address received fromthe N or from HSS subscri ption

records is irizpr swglipd byhke P[SDHC@ﬁt?eb(tﬁ mmhmﬁcasmsEDébtasmmmoﬁmmammy and
Packet Flow | d based o S 25 d,,,and re .an Acti te

oot ot ocerror paerd L R Semfidun S8 O R g Ui a b PP DR b 1o
Packet Fl ow l@@iecﬁﬁ@ﬁmﬂ‘kﬁ‘@@ﬂf@ (QUREHA0BelEREd QPEIN 1S saBLeilt Qrdrl ieMBe skt Hyhe
MS indicated in the M twork Capability it does not support BSS acket

f1 ow proc®durtbs MY, Rk Gt We@h‘@sﬁthﬁrowh ﬁ\aﬂ LB tyikelEpacrason prow tp dw M
A Gb node, th t SS QS
_ ode, }Qﬂﬁ b{%gﬁiﬁk gghfﬂﬁl&m&égg m OC&“& wldNes 4\9%%9%%0% gngo

Profile 30| any, omthe nflguratlon

are used to tindnsdder iiteNeGBEMIboatthe PUR aaiﬂcbsmymbex(ufs?ediai ehrranSfieed bptlieonal
PDP paraneters to the UE (set ,TS 29. 060 g 6]. and TS 2422H£ 790, Pr ot

Conf i gur at i orPPEHITIRSSE ExsERt PDN9ddres e petien d e Frapard fRe R R

BCM i ndi cat esyting. Beal 66 i@&ﬁcﬁéﬁtym'@ﬁ!ﬁﬁxeﬁﬁﬂ" ‘zd}?ﬁ@q%héiﬂa@kéuaf’ T4 Q@H{e@i‘%%nh

within the activated PDP Address/APN pair araneter iIs not

i ncl uded, i n thhextmbﬁ@ﬁ aﬂhemmﬂienmtshraﬂw§@t1tcmh,éx®eﬁmepx(®©dﬂxmoﬁld\iﬁﬁe\‘t 0
M5 Only' for ¢ P r.ess/, APN see cl ause now
Nbl 6 15 5 rodtal B FEPHLY BY JREHL HeesAERP TS R (W At POr sealr B
charging_  ACTIVE the MRdiige itRe arabl enighicacaepliongxt Ne:BWHRR Sriledatd at ed,
the M5 should initiate application level signalling to |ower the QoS

requi rement s fagster e eoredr nead FH) m&%@bﬁdm%ﬂ) SOSN il diei MSnbiowgeers sl M5 hen

the V8 shall LASkeaf, §F a00hk Al Eel 8RR GANLENtMED SRR aLoR fithess

Deacti vation 1ni
20 which it has negotiated with the external ?D’.\, This is becauvse the P-GW does not update

the 1P address within the EPS bearer modification procedure, see clause 9.2.3.2A.

Protocol Configuration Options contains the BOM as well as optional PDP parameters

that the GGSN may transter to the MS, BCM shall also be sent as a separste 1E to the

SGHN. These optional PP parameters may be requested by the MS in the Actrvate PDP

25 Context Reguest message, or may be sent unsolicited by the GGSN. Protocol

Configuration Options is sent transparently through the SGSN. The Create PDP Context

messages are sent over the backbone network. The BOM 1s used by the SGSN to handle
unexpected session management signalling.

I QoS Negotiated received from the SGSN is incompatible with the PDP context

36 being activated, the GGSN rejects the Create PDP Context Request message. The GGSN

operator configures the compatible QoS profiles.



CLAI Ms: A network node that participates in an Internet

Pr ot ocol - Connectivity Access Network (I P-CAN) session establishnent within
a tel ecorwonoranisas net work, the network node confi gur @dTiB20150#0%8 ve a
user privacy policy of an end user, wherein the user privacy policy

i ndi cates whether or not data flows to and froma user equipment used by
the end user are to be routed through a traffic detection function (TDF)
node; and utilize the user privacy policy during the |IP-CAN session
establi shnment to assign an I P address to the end user, wherein the assigned

-1 P address ensur d$at M‘N Rémida:mals fdcoied tront the HUBN Famhk PORGaeag kRNt
are routed or_not throug node dependi ng on the useg ?rlvacy policy
Y

The network nddeY élfai\:#f@r«rﬁni\ammlﬁ@rP@Bﬂfqlw aigfl g SUSN shall eﬂ‘sfé?ﬁé“t%‘éddata
flows to and f'hfé%&fﬂ%&%ﬁf e dQAY PR Ale Bl ﬁ{ﬁﬂtﬁd\g‘%l% {Jn W%@%‘&gléi@'ﬂaﬂocje

when the user privacy policy indicates t at t ows to and fromthe
user equi prentnices bawbey rduéedd ﬂi&rmmgdquandﬂﬂ-‘thmadmk Sesiiheimétevmmk choder of

claim1, wherein the u ecei ved . froma Subscri ber
Server (H39) ‘bfmaﬁf%aﬁt rahe R St RabHEE 5 BTSSR ey ei g, g an
(AAA), and whg ié}@l aleN@e W S Blse PHINALIHP RRie&Y isl DEH RAL @Shi §ét@x%mé hensndager
is to be aSSI gne an | P address which is associ at éd wth an Access 'Poi nt

Name ( APN) oﬁﬂaﬂgéﬁ@ﬁamexhpﬁdﬁdngswnpﬁmhﬁinsmhwcwonﬁxiEﬁxhﬂﬂe.ks\&emmgved

SoF mode rs Gk sistitBR bR Ind K Bt TR R Gitt 0 RIR whlls PEMD S

to: pan&mﬁhﬁM\BMf@@@@ﬁSnPoint Nane (APN) into separate |P address
pool s where one | P_address pool has |IP addresses that bypass a TM node and
anot her 1P addr essthgounergasyPIab capfartedisaiamgdnilds wuw%p%g@ the ThRinBe;

and APN resgriction control.

It the MS Info Change Reporting Action and/or the CSG Information Reporting
Action are recetved from the GGSN for this PDP context, then the SGSN shall store this
for the PDP context and the SGSN shall report to that GGSN whenever a CGESAIRAI
15 or user CSG mformation change occurs that meets the GGSN request, as described in
clause 15.1 1a.
The GGSN derives the BCM based on NRSU, NRSN and operator policy if
previously received in the Create PDP Context Request message. The dertved BOM 15
sent to the MS mdicating the Bearer Control Mode applicable to all PDP Contexts within
20 the activated PDP Address/APN pair.
The SGSN shall re-verify and may restrict the QoS Negotiated received n the
response from the GGSN against the subseribed QoS profile and additionally restrict the
QoS negotigted based on s capabilities and current load. The SGSN shall use this
updated Qod Negotiated for the subsequent steps.
25 The SGSN shall apply a Negotiated Evolved ARP even if it is different from the
Subscribed Evolved ARP.
The SGSN determines the UE AMBR o be used by the RAN based on the

subscribed UE~-AMBR and the APN AMBR for active APNs, see clause 13.2.2.
53 In Ju mode, RAB setup is done by the RAB Assignment procedure, see clause

36 "RAB Assignment Procedure”.
&) In In mode and it BSS trace is activated, the SGSN shall send an Invoke Trace

{Trace Reference, Trace Tvpe, Trigger Id, OMC Identity) message to the RAN. Trace



-81- 5, The network node of claiml. wherein the user privacy policy is
received froma Policy and Chargi ng Rul es Function (PCRF), and wherein the
user priVWsORoRol2izsg points to a particul ar service Acce®STRBIMI/0Masee ( APN)
whi ch either has a TDF node deployed 5in a path or does not have a TD. F
node depl oyed in the path dependi ng on thg)user privacy policy. 6. The
networ k node of claiml; wherein the user’privacy policy is received froma
Policy and Charging Rules Function (PC RF), and wherein the user privacy
policy defines and points to a set of |ocal predefined Policy and Charging
Enf or cenent RuwfekhanafPORE} Topniik gupiad iom Watracd infdheatisedcéioed iBnabdriess
allocation/IP cgnfiguration and subsequent routing with respect to a TDFs.
7. The networ® 4MHe of claim 1, wherein the user privacy policy is received

froma 15Pol ingyrand Chaggi @%ﬁ%’ S FURGLHON LR Ql?ﬁv}egi.o@% NY%E&@& Myt xﬂg%pésﬁ

privacy policy provides a ypass I ndicati on. e network no
claim 1, whersgimilinge Ansdrer pitemacye polhe ayiggesing adarace dicfiramnabyPdlel OyiCanthe

Charging Rules Function. (PCRF), .and wherein the user pri palicy has a
20 por mt unrLes P bEd T S S ORRIRATIE HEGohES "l TBE odEcannot - be
bypassed, and;whergi QcithgoREr LS pHEe ok 6388k RLBRERmANEE CaLQRdl hRksea

TDF node is to bypass enforcenent actions on the data flows to and fromthe
user equi pmentroced9res Trredaterdwr Kamed8S6fCaieitm 1, wherein the user privacy

| i i \ b - a ~ SS which i.s receiyed, f.
ool o3 1 coneredy bl o AR ST E RIS AR Dol et e A Ao 2

Di anmet er pr oxyodNBadenicen @acedatdd durian it Repd, HRAGON nAiREL ZIRLGORN about
Accounting Server (AAA), and wherein the access-accept nessage indicates an
Access Poitnt theudewpaergd whiscattiilgitesobp sending snHapdass SDEnCagierh Bequeshaditis s

to ensure t haatﬁctc{%%lg?@ég ﬁg&‘}’t“ﬁs&%ﬁﬂ%ﬁ LOMLANS (HREL:HEY HleR%l‘ﬁi‘Bth%ﬁesf L&Y or
not Sot hrough a node dependi ng on the Wser privacy policy,
QoS negotiation indication is set in Update PDP Context Request to mdicate to the
GGSN that the SGSN does not upgrade the previously negoniated QoS atiributes and that
the GGSN shall accept the provided QoS attributes without negotiation. The GGSN
15 confirms the new QoS atiributes by sending an Update PDP Context Response to the
SGSN. I the SGSN established Direct Tunnel in step S i shall send Update PDP Context
Request and include the RNC's Address for User Plane, TEID for downhnk data, No QoS
negotiation indication and the DTL DT is used to mstruct the GGSN to apply Direct
Tunnel specific error handling as described in clause 13.8. The GGSN(s) shall not
20 nclade a PCO i the Update PDP Context Response if the No QoS negotiation indication
15 set.
o3 The SGSN mserts the NSAP! along with the GGSN address i 15 PDP context.
The PDP address recetved from the GGSN or from HSS subscription records is insented
i the PDP context. The SGSN selects Radio Priority and Packet Flow Id based on QoS
25 Negotiated, and returns an Activate PDP Context Accept (PDP Type, PDP Address, T1,
QoS Negotiated, Radio Priority, Packet Flow Id, Protocol Contiguration Options)
message to the MS. I the MS indicated in the MS Network Capability it does not support
BSS packet flow procedures, then the SGSN shall not include the Packet Flow Id. In
A/Gb maode, the QoS Negotiated shall take into account the Aggregate BSS QoS Profile,
30 if any, returned from the BSS. Protocol Configeration Options are used to transfer the
BCM 1o the UE and may be used to transfer optional PDP parameters to the UE (see

TS 29060 [26] and TS24.229{73]). Protocol Configuration Options is  sent



-82- 10, The network node of claim11, wherein the user privacy policy is
conveyed by an access-accept nessage which is received froma Policy and
Char gi ng Wol2er/1Bmsst i on (PCRF) which acted as a Radi us ®@CTDBZTEORMTSSr OXy
and interfaced with an Authentication Authorization Accounting Server
(AAA), and wherein the access-accept ngssage indicates a |l ocal |IP pool
which is to be used when assigning the IP’ lddress to ensure that the data
flows to and fromthe user equi pnent are routed or not through a TDF node
depending on the user privacy policy. 11. A nethod inplenented by a network.
node t hat parrtdmbanattas thpugn thtﬂt’ﬁﬁ‘ﬁﬁt Ilz@PBOMczaﬂrc@eﬂ nﬁetﬁ'&aﬁréw CAagels Mode
Net wor k (JP- CAN). sessi on_est abl a_tel ecomuni cations networ

the nethod coWprisiTiy 33“@%%8&5%"%1‘““““ the ax\‘é@éeﬁ Wﬁg%%&hege‘r%wwéghn&&‘ricy
of an end US araniET € hO: hPGIMPRI P he) %&é’m‘éﬂ gﬁ&zﬂx‘éﬂ%%& éﬁéB%@xt@z%mﬁr\h%t
data fl ows and roma user equipne user are to be
routed thr ough "d%t@-ahyf foe tetelP BB tNdanest mm péﬂﬂ(\évﬂ' E)Emserfbﬁ)e ThafdShoutrioli gl t he

user prlvacy i the 1P- S es abli shment to assign an IP
ndar eos 141 B PR UM MherRin GRRNEETEHER TPl ot Bhgur es tha the
data flows to a”dIf&ﬁﬁkﬁhﬁ,Méﬁﬁbﬁﬂ#ﬂﬂﬂ@ﬁﬁm@ﬁﬁlﬁﬂy Q‘@&wﬂaﬂdthﬁwgh=%oEQF
node dependi ng on the user privacy policy.” 201 2. he nethod of claim 11,
further conprmlsmﬁﬂgdmﬁeafs&tleb&df“glné?una hgimhe thkatiaSficowserantnfid the @miﬂtdme?tbser
equi prent are routed the

il bates t PPl Ot alHEws S RTRe e M S I bR Pt 1 P

routed t hr oughmeaxTHith Biedenp 254@xTheadithadnaiael @i ie 3S puhedgbn the user
privacy policy is received froma Hone Subscriber Server (H. SS) or an

Aut henti cation Authorization Accounting Server (AAA), and wherein the use
privacy policy indicates whether the end user is to be assigned an IP
address which is associated with an Access Point Nanme ( APN) or a separate
| P address pool in which no TM node is deployed or is associated with
anot her APN or a separate



301 P address pool in which a TDF node is depl oyed. WO

2012/ 127288PCT/ 1B2011/ 054788 14. The method of claim 11., further

conpri si yorzhe/rrmwps of partitioning an Access Poi RCTNB2R1/0P) i nto
separate | P address pools where one |IP addr ess pool has | P addresses that
bypass a TDF node and anot her | P address g has | P addresses that do not
bypass a TDF node; and 5assigning an I P daddress to the end user from one of
the separate | P address pools to enforce the user privacy policy, wherein
the assigned IP address is a source |IP address which ensures that the data
flows are rouliedivg: not through a TDF node depending on the user privacy
policy. 15. The method of clajm11l. wherein the user privacy policy is
recei ved from-a Poh Py %\hd‘”@ﬁ:ﬂ*ﬁlPﬁ‘@“‘l’@ﬁ‘f‘e\s““‘lfﬁfh&‘%‘i“éht {rtge)- Qoaﬁ‘d“\)\ﬁ’ér‘%‘fhb‘t he

user privacy ogld.qy QW Q‘«Ez £ Q@é%!sﬁ%@ﬁ xx’%ﬁ{]vﬁ GQelhnhaRich anQtneN@&% GRPN)

whi ch either has a e de pl oyed 1 n a or does not have a TDF node
depl oyed in tlhmqnatd@dde@a‘qdmmm on the user pri vacy policy. 15 16 The
nmet hod of claim 11, wherein the use{ ri.vac cy is received
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pol icy definggqiamds RRERES 1Bt &S BEw O nQTRIm @[z%@éﬁaﬁ%@nﬁﬁw sYiRRAd (hakg ng
Enf orcenment Function (PCEF) configuration data to be used for |P address

al l ocation/ |l Fm@gmmghﬁmugbm taﬁﬂﬁ gﬁsubgefqa@mn {HoUvinndewndh respect to a TDFs
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11, wherein the user prl vacy policy is received froma Policy and Charging

Rul es Funiéti dn &(liﬂDfﬂQFf) the ey SHINENhAEHeWEE af nyirthipael apdb sgdaependipe philie
unrestricted, g:\a%tc m | ch is used when a TDF node cannot be bypassed,
and wherein th n%' restri cted indicator indicates that a TM node is
to bypass Soenf orcerrent acti ons on the data flows to and fromthe Mel'

equi pnent. - 84-

aui p 2. The network node of claim 1, further configured to;

ensure the data flows to and from the user equipment are routed through the same
15 TDF node when the user privacy policy indicates that the data flows to and from the vser

squipment are to be routed through a TDF node.

3. The network node of clatm 1, wherein the user privacy policy s recetved from a
Home Subseriber Server (HSS) or an Authentication Authorization Accounting Server
20 {AAA), and wherein the user privacy policy indicates whether the end user 18 to be
assigned an 1P address which is associated with an Access Point Name (APN) or
separate IP address pool in which no TDF node is deployed or 13 associated with another

APN or a separate 1P address pool in which a TDF node is deploved.

B4 The network node of claim 1, further configured o
partition an Access Poiat Name {APN} into separate 1P address pools where one
IP address pool has [P addresses that bypass a TDF node and another 1P address pool has
IP addresses that do not bypass a TDF node; and
assign an IP address to the end user fron: one of the separate IP address pools to
36 enforce the user privacy policy, wherein the assigned IP address is a sowrce 1P address
which ensures that the data flows are routed or not throngh a TDF node depending on the

user privacy policy.



19. The method of claim 11, wherein the user privacy policy is conveyed by
an access-accept nessage which is received froma Policy and Chargi ng Rul es
Functi on WBCRR)y120d88ch acted as a Radi us or D aneter proP¢TdRz11/ni4ess aced

wi th an Aut hentication Authorization Accounting Server (AAA), and wherein
the access-accept 5 nessage indicates an_Access Point Name (APN) which is
to be used when assigning the | P address P& ensure that the data flows to
and fromthe user equi pnent are routed or not through a TDF node dependi ng
on the user privacy policy, 20. The nmethod of claiml | , wherein the user
privacy policy is conveyed by an to access-accept nessage which is
received froma Paqlicy and Chargi ng Rul es Function (PCRF) which acted as a
Radi us or Di amet er! Brisyorkiuds ﬁ? enfnd eubsipibapscAptiNERatigY poRceived from g
Aut hori zati on , NG I PO (F , reln:the., 5 S5 A658Phoi
message i ndi ?a(ﬁ%ggg@ltg%%f@%‘ngxo% A é%ﬁalﬁg) %Qﬁc}ﬁbgétggletggﬁgﬁgz%ﬁgSil?gémtnﬁse
address to ensuanertichht s¢theesdatessfloowshaee @ddN fwiooh tider bser TBiuwogedatiowrde

routed or not. throu a 15TDF node d ndi ng.on the user. privac ol.icy.
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Access Networdgif- CAN) session establishment within a tel econmunications
net wor k, the network node configured to: 20receive a request for |P-CAN
bearer establishnent of an user equi pnment; send an indication of |P-CAN
session establishngnt to Pql i an argi Rul es Function (P

wherein the RE R ETeebsyabde o Yth T STREE R BT rTh pRT b R Rt THT Yorery
to obtain submgiclher Cel@tgdrilel FuRBldOPARE), UddNghdeSBE REI HACKYDPbSGY
whi ch i ndi cates whether or not data flows to and fromthe user equipnent
are to bellr ouftedget Middggns i aseaiflpe! pederaddiolievmed § brsipebmforryaent Fapgion
recei ve an ackpew edgaent.. age f.r.omsthe PUT £i:0. fhe. acknowl edgment
message i ncl 352@ L'g%ﬁ‘ﬁ?étﬁ(‘?ﬁ?‘%gggg)ﬁt 1?%?% f%‘r g}??ﬁ?%"@%&%&s’h geb%‘ﬁg’éﬁg WS p‘gﬁl t he
user privacy spbécgoyntandigefitnespanc: pobiiks to a set of | ocal predefined
PCEF ¢ On figuration to be used for I P address allocation/IP configuration
and subsequent 50routing of the data flows to and fromthe user equipnent,
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gat eway- Pol i cy and argli ng Enforcenent Function

i npl enentigd WBoliay retwOhdgimgdBuleh dunpant (RCPAYL ewdi whaninl hit erseeprivacy policy
SProt ocol - Connect.i Vi .t[.ﬁ,..%cvcess C&\Iet,wor k (1 P-CAN) session establishment within
a t el ecomuni®EaPFoHS I REAWNEFR %8st hod conprising the steps of

8. The network node of clatm 1, wherem the user privacy policy is recetved from a
Policy and Charging Rales Function (PCRF), and wherein the user privacy policv has a
20 permit unrestricted indicator which is used when a TDF node cannot be bypassed, and
wherein the permit unrestricted indicator indicates that a TDF node 18 to bypass

enforcement actions on the data flows to and from the user equipment.

9. The network node of claim 1, wherein the nser privacy policy s conveyed by an
25 access-accept message which is received from a Policy and Charging Rules Function
{PCRF} which acted as a Radius or Diameter proxy and interfaced with an
Authentication Authorization Accounting Server {AAA), and wherein the access-accept
message indicates an Access Point Name (APN) which is to be used when assigning the
IP address to ensure that the data flows to and from the user equipment are routed or not

1 through a TDF node depending on the user privacy policy.



receiving a request for |IP-CAN bearer establishnment of an user equi pnent;
sendi ng an indication oftP-CAN session establishnment to a Policy and
Char gi ng Wol2er/1Bmsst i on (PCRF), wherein the PCRIF interPataB20ai/0337¢8
Subscription Profile Repository to (SPR) to obtain subscriber rel ated

i nformation including a user privacy pO|I%¥ whi ch i ndi cates whether or not
data flows to and fromthe user equi pnment¥are to be routed through a
traffic detection function CUDF) node; and recei ving an

acknow edgnent message fromthe PCRF, wherein the acknow edgment nessage

i ncludes a confi gurlgtieonotpictions ploof i | @hm:taslncrhe u&r g:lapwctﬁm: y Icoapeyedtthemuser
privacy policy and defines and points predef i ned PCEF
conf i gur at i orf EESBECWS BHFAF dehéj’dfr‘ves%“hlhfi%‘t%lé’%h‘t fﬂpﬂ E&m*1iguiiakt# SHNEH

subsequent T Qut muckheictg@m% fal QR0 oANGiafileliD gtg)es\ Usd ﬁ&&‘i‘“a@&?rl%ﬂ] an
24. The method of claim2 erein the network n IS a gateway- I cy
and 20 Char gingh&nfcetimeAetibriFuRat Aapu(BEERrver {AAA), and w helem the access-accept
5 message tndicates a local IP pool which 5 to be used when assigning the IP address to

ensure that the data flows to and from the user equipment are routed or not through a

TDF node depending on the user privacy policy.

1. A method mmplemented by a network node that participates in an Internet

16 Protocol-Connectivity  Access Network {IP-CAN) session establishment within a
telecommunications network, the method comprising the steps of!

receiving a user privacy policy of an end user, wherein the user privacy policy

tngdicates whether or not data flows to and from a user equipment used by the end yser are

to he routed through a traffic detection function (TIXF) node; and

o
LA

utilizing the user privacy policy during the IP-CAN session establishment to
assign an IP address to the end user, wherein the assigned P address ensures that the data
flows to and from the user equipment are routed or not through a TDF node depending on

the user privacy policy.

20 120 Themethod of claim 11, further comprising the step of ensuring the data flows to
and from the user equipment are routed through the same TDF node when the user
privacy policy indicates that the data flows to and from the user equipment are to be

routed through a TDF node.

235 13, The method of clatm 11, wherein the user privacy policy is received from a Home
Subscriber Server {HSS) or an Aunthentication Authorization Accounting Server (AAA),
and wherein the user privacy policy inlicates whether the end user is to be assigned an [P
address which is associated with an Access Point Name {APN) or a separate 1P address
pool iy which no TDF node 1s deploved or is associated with another APN or a separate

30 IP address pool in which a TDF node s deploved.
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i, The method of claim 11, further comprising the steps of!

partitioning an Access Point Name (APN) ito separate 1P address pools where
one IP address poot has IP addresses that bypass a TDF node and another [P address pool
has IP addresses that do not bypass a TDF node; and

assigning an IP address to the end user from one of the separate IP address pools
to enforce the user privacy policy, wherein the assigned IP address is a source IP address
which ensures that the data flows are routed or not through a TDF node depending on the

user privacy policy.

15, The method of claim 1, wherein the vser privacy policy is received from a
Policy and Charging Rules Function {PCRF), and wherein the user privacy policy points
to a particular service Access Point Name {APN} which either has a TDF node deploved
tn & path or does not have g TDF node deploved in the path depending on the user privacy

policy.

16, The method of claim 11, wherein the user privacy policy is received from a
Policy and Charging Rules Fonction (PCRF), and wherein the user privacy policy
defines and points to a set of local predetined Policy and Charging Enforcement Function
{PCEF) configuration data to be used for IP address allocation/IP configuration and

subsequent routing with respect to a TDFs.

17.  The method of claim 11, wherem the user privacy policy i received from a
Policy and Charging Rales Function (PCRF), and wherein the user privacy policy

provides a TDF bypass indication.

18, The method of claim 1, wherein the wser privacy policy is received from a
Policy and Charging Rules Function (PCRF), and wherein the user privacy policy hasa
permut unrestricted indicator which is used when a TDF node cannot be bypassed, and
wherein the permit unrestricted indicator indicates that a TDF node is to bypass

enforcement actions on the data flows to and from the user eguipment.
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19, The method of claim 11, wherewn the wser privacy policy is conveyed by an
access-accept message which is recerved from a Polivy and Charging Rules Function
{(PCRF) which acted as a Radius or Diameter proxy and interfaced with an
Authentication Authorization Accounting Server {AAA), and wherein the access-accept
message indicates an Access Point Name (APN) which s to be nsed when assigning the
IP address to ensure that the data flows to and from the wser equipment are routed or not

through a TDF node depending on the user privacy policy.

20, The method of claim 11, wherem the user privacy policy is conveved by an
access-accept message which is recetved from a Policy and Chargmg Rules Function
{PCRF} which acted as a Radius or Diameter proxy and imterfaced with an
Authentication Authorization Accounting Server {AAA), and wherein the access-accept
nmessage indicates a local 1P pool which is to be used when assigning the IP address to
ensure that the data flows to and from the user equipment are routed or not through a

TDF node depending on the user privacy policy.

21 A network node that participates i an Internet Protocol-Connectivity Access
Network {(IP-CAN} session establishment within a telecommunications network, the
network node configured 1o

receive a request for IP-CAN bearer establishment of an user sguipment;
send an dication of IP-CAN session estabhishment to a Policy and Charging Rules
Function {PCRF), wherein the PCRF mterfaces with a Subscription Protfile Repository
{SPR) to obtain subscriber related information including a user privacy policy which
mdicates whether or not data flows to and from the user cquipment are to be routed
through a traffic detection function {TDF) node; and

receive  an  acknowledgment message Hom  the PCRF, wherein the
acknowledgment message includes a configuration option profile which is dependent
upon the user privacy policy and defines and points to a set of local predefined PCEF

'

configuration to be used for IP address allocationdIP configuration and subsequent

=

routing of the data flows to and from the user equipment.
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22, The network node of claim 21, wheremn the netwark node s a gateway-Policy and

Charging Enforcement Function {PCEF}.

23, A method implemented by a network node that participates in an Intemet
Protocol-Connectivity  Access Network (IP-CAN) session establishooent within a
telecommunications network, the method compnising the steps of!

receiving a request for IP-CAN bearer establishment of an user equipment;
sending an indication of IP-CAN session establishiment to a Policy and Charging Rules
Function {PCRF), wherein the PCRF mterfaces with a Subscription Protfile Repository
{SPR) to obtain subscriber related mformation including a user privacy policy which
mdicates whether or not data flows to and from the user eguipment are to be routed
through a traffic detection function {TDF) node; and

recetving  an  acknowledgment message from the PCRF, wherein the
acknowledgment message includes a configuration option profile which is dependent
upon the user privacy policy and defines and points 1o a set of local predefined PCEF
configuration to be used for IP address allocation/IP configuration and subsequent

routing of the data flows to and from the user equipment.

24, The method of claim 23, wheremn the network node is a gatewav-Policy and

Charging Enforcement Function {(PCEF).



