1 A Method and Apparatus for New Key Derivation Upon Handoff in Wreless
Networks Claimof Priority under 35 U . S.C. 119 [0001] The present

Appl i cat iwo 2b@v13Pstient clains priority to Provisional Appliriusatosonche.

60/ 914,033 entitled "A Method and Apparatus for New Key Derivation upon
Handoff in Wreless Networks", filed Aprlil 26, 2007 and assigned to the
assi gnee hereof and hereby expressly i ncor porated by reference herein.
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management for network accddandotfh ihoWiratesscMetBauray ound [ 0003] Wrel ess
communi cati on networ ks enabl e conmuni cation devices to transmt and/or
receive informati on while on the nove. These w rel ess conmuni cati on

net wor ks may be commruni catively coupled to other public or private networks

to enabl e tdqg,lﬁﬁppﬁt,ﬁ&ygfldé,:ﬁy[}@a@g ot 0 and from the nobil e access
termnal. Such conmmuni'cati on networks typically include a plurality of

access poi riﬂ@ﬂld e Tde, prirese App hationFpr Rmnmclplrrrmllvrdmtwtv eﬂr@\ssocairmmwe@m on

links to a naI (. il ommuni cat i Vi ces
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(e.g., fi xerhna@fftlhewe@asmqet@brk@nbﬁlea Aprig26, DBOMERY a@iigrRdt ®! thict 8Signéd C. )
and p05|t|oned to provide wi de area coverage as the access termnal travels

across di f hereehandlrehyag@resslydacorporated by reference herein.

BACKGROUND
Field
[0002] Various features pertain to wireless communication systems. At least one
aspect pertains to a system and method for key management for network access with

low latency.

Background

[0003] Wireless communication networks enable communication devices to transmit
and/or receive information while on the move. These wireless communication networks
may be communicatively coupled to other public or private networks to enable the
transfer of information to and from the mobile access terminal. Such communication
networks typically include a plurality of access points (e.g., base stations) which
provide wireless communication links to access terminals (e.g., mobile communication
devices, mobile phones, wireless user terminals). The access points may be stationary
(e.g., fixed to the ground) or mobile (e.g., mounted on satellites, etc.) and positioned to
provide wide area coverage as the access terminal travels across different coverage
areas.

[0004] As a mobile access terminal moves around, its communication link with an
access node may degrade. In this situation, the mobile node may switch or connect with
another access point for a better quality communication link while its first link is still
active. This process of establishing a communication link with another access point is
referred to as a “handoff’. The handoff process typically faces the problem of
maintaining a reliable and secure communication link with the wireless communication

network while switching access points. Soft handoffs and hard handoffs are two



[ 0004] As a nobile access term nal noves around, its conmunication |ink
with an access node may degrade. In this situation, the nobile node may
swi t ch orwoanosgistsemi t h anot her access point for a bettePCHyuskeospsc1645

comuni cation link while its first link is still active. This process of
establ i shing a comunication link with &other access point is referred to
as a "handoff'. The handoff process typically faces the probl em of

mai nt ai ni NGoRnidaly ecméldoﬁﬁﬁ%f?s._cﬁfﬁ%wﬂaﬁééﬂf%oﬁé Ahei o vt BEmMuh RhESS
comuni cati on network ile switching access points. Soft handoffs and hard
handof f s ardiaktwith ahepoageoss goinissdestappeleddiclerartbo txistinghcgmfmunivanelofifik iis one
where a new. co ication, link.Wth a.new access.poj.nt .is established

et or et ho RTENHhg Lo e Friins S FEBRRALPENM 1 B RhT S hINGE ¢ an
exi sting coersioh @akicomnhinidatibs lihl B &adbliyhdder m nat ed before a new

comuni cation link is established. [0005] In sone conmmunication systens,
when a nobilPShcdeseme sprinpiication spHiess. twhea cuabiln pecass wammet gitrckes wrough
an access j Lt pe rk a hept | ion t ish a
Secur o mastariitetiphCRAORE BRI 57 GERSE, Bihy RO DERIRT R, FELAS
repeat ed. Hotkentdation epesaibilish atsbduse alattoekdyl. ddch oimmepy lneesf oatureabhiy prevedof

i ntroduces an gnacceptable | atency. One current sqlution to reaggé & IS
| at ency i s ™4 ?lé?%eaf%i_e Meé?r’krépeaé%n 1S_t AgheRicaden @’6‘?9%55 at I% GO f_hi S
approach CriRlditeat BRAQURBEAMERLY DheleubbnAbIARRERSroBRLhiI RudiepRy Tl sed
since the master key becones unsecured and can be useg to conpronise al
conmuni cat isbars thenmaftercheytanaingrths t@eskmynts s Hoseder, [l0QGrocbresedgsendckipys a

met hod i s needed th provi des a | ow | atency handoff hetween an acces

er m nal anteEe s B0 AP LTI e SR ey oSO (607]
One feat ur qn@cAYbdeRdao 8ympRMidNAl FBRhMes cdtins KeWhPRNRASIRR kKBEisWReM an
access termnal (e.g., nobile termnal, wreless user termnal, etc.) and
one or nor d0@6d eSonpesiuanidy, @angthod sawedest theti ravidesa ow-latangy handdaftbgtaren a
schene is %r%y&ge%ngﬂﬁlgs g%lis%hﬂgwﬁ &HQ%nF%ﬂH%Hf%@&hﬁns bet ween an access
terninal and “access p0|H% W tHhAI T 1S fng e posur§ 3 adt er key for the
access termnal. This approach derives master session keys for |ow | atency
handof fs and secure authentication between a new access point and the
access terminal. [0008] In one aspectUMMABN ralized key management schene
|5 provi degoddy W el AHLRRALTLCRRL TR BildSfor 480 Sh b Sme ANt Lt £ but es
new security keys to acceSs polnts. an access term naF noves from a
current aceaesss pantitalt(0.ga mebilacteiml pwircitss tdee tautildnticoatndr ogeenates a

new security key or ster sessj.on key (NSK) based on mast er transient
key (MBK), 35¢FSHd084s %@i"n A dURRIT 61C hnd haReHEUAS st (ERsnar RTEBHE] fPbr

The new Magl@hlihaRs sOhr& QbnirnfudiffidnS Witwid b€V RAREAP aRQ! Rcess P&int
aut henticator repeats this process as the access termnal switches to other

access poi ntithouTheking cegsutees mastal kénthepbndencsd tergimabr dihes apiieachadeeivaew
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access point and the access terminal.
[0008] In one aspect, a centralized key management scheme is provided in which an
authenticator maintains, generates, and distributes new security keys to access points.
As an access terminal moves from a current access point to a new access point, the
authenticator generates a new security key or master session key (MSK) based on a
master transient key (MSK), an access point identifier and an access terminal identifier.
The new master session key is then sent to the new access point. The authenticator
repeats this process as the access terminal switches to other access points. The access

terminal independently generates the same new security key with which it can securely

communicate with the new access points.



[ 0009] In another aspect, the access point may have an associ ated val ue
which is sent to the authenticator in the key request that al so includes

t he acceswopoinits4iedent i fier and access term nal identifiper/Usitvs/oemsdci at ed
val ue of the access point may be used, in addition to the master transient
key, access point identifier and access Xermnal identifier, to generate
the master session key. [0010] In yet another aspect, the authenticator my
have an as3pmioqt @Ml aNéthtiCaspBdtChc MBYesP Bolne By Hale &6 disbbaftdtvaldenehibRE! Qht
transi ent key, access point 1dentifier and access termnal identifier, to
gener at e t he theesitlentisegs inothe key requostithit dsp mebelss thsoicnessipeinyrdantidieriand

conpri sing _a_nenor n .processor. .Th roc or may be configured.to (a)
Feceive o rrrSy Wil e, diRRlusid OF e RTR bo TR mif SRS ot
comuni cat ia@@itiseSel et Wiadtet NEandRkELISyPaAtddss ot fRA& KEY dcesiderimim@bsage
to an authenticator, wherein the key request nessage includes a locally

obt ai ned f iidentifige degenceue e mepgitspisiarkesnd a recei ved access terni nal
identifier; / el aufli ' - -
aut hent i cat[(())t?fbﬁlo?{1 é/(s:f)éll (ftiﬁés:rhﬁlsﬁgdt hhee a{cugﬁrﬁ%?[ éﬁhagﬁﬁgggg i%gycﬁ%%(\g\/glélhgt helChaccess
term nal amehyt hreusedcrsalditnnio, thyvheser rahdientflicy sdccomgiogit idagicoandk ayccks a
function of at |east the first access point identifier and the access

t er i nal i(ﬁ%’ﬁ’c“ileflil‘%‘r“.“ﬁF@@iéﬁne’Taﬁ%t MBHEL SBPIWFYbe further configured to (a)

receive a ﬁ@ﬁ‘ﬁ?f fad %%é@?bofrﬁ qgnod'rglﬁd@(f'ggﬁﬁrigiﬁ%rg B?elmotr?_atﬁang%fréce%gb? SERAUI €
conmmuni cation session to a second access pol it, wherein the request
i ncl udes a ps@esvd nayces sopfaiuntd tode@ntredeiner a disg aecquasetiomi arhaaesetomthahtcess

poi nt to which.the comunication sessi on.ia‘to be ha dﬁg o{ﬁfi;aét))l) send the
second acc&8@OPi htCGHe MTIVBICAUNHSTHNEN V&t BICEGCR R0EY s (VRS RatYi G8¥et £ i er
to the secoRdsACCRSan PRIKHNtcAE), WRAEInOfHe kEE rERIBU RISt ORcIHBSS hORChIB, t he
second access point; and/or (d) generate a transient session key as a
functi on ofobtaeedffirsisiccoragoent 1daasigicomdaeieccinpe pedeps tehreingl idastifeast akbedicbn key
|5 used 1o eatabli sht e pommunisation session RElNeEn T agpagn L sh nal
and the acC&ss poi e flbqﬁ 5] THOan6ther asp e ey reSuesf sage may
al so i ncl udemanniidasibn adsivd ggnesmathe dicbdss e¢rmasd addahedciskd Poihh)eviagsinshe

poi nt, and where the first naster session key is also a function of the
associ at ed [ Rster mResiskdcisa Bacien okatilgash theofiseatcesoPeieidgriéies snd dberi nal
to allowt :.pal to generate the first master session key. The
associ at edqg% gg&%%lfi gméﬁ&l nternet Protocol (IP) or Medium Access Control
(MAC) addr ¢66129f Tthegreawwses sngydbenfurthéd doaifigataduel(y), retdiec & demdofetqhicst Stonmast er
session key is also a. 4 f nc&i of an associ.ated val ue generated by the
aut hent | catlst Ao ninal i bE Oégiﬂ}ﬁ SR TR UNIRU IS SOEPALEd YAPRID *F O ¢ he
aut henti cat,@int, WAGLA A rB&&e@Pﬁlchﬁieé'ass%ccﬁ{d%/dcgﬁdpcfiﬁtr ideRIfidreREIYAtOP wthf4 I St
request froman access termnal to establish a secure conmunicati on session
vi a t he acceswdpoiess;po(ib)to sdndi thg canteynicatiqguesssiomessade haodehoft; (b) send

aut henticator, wherein the key request nessage, i ncludes.a.l.ocal obt ai ned
Fir ot coadd SPAT ShencrroRtaii d T veavgh ety SR ARt fhe

and/ or (C) se@m@ia¢tddd pdint;i(EPhandBTE B cBBBRINMAKE ¥edsloMb titescabidetisqriar for
establishing the comruni cation session between the access termnal and the

access poi and/onfdrasneratchtrinsiant serandicy s ssfuaetiqnesf the fisst mpaster isesionrkeat

| east the first. i jdeptifier_and t .4CCesSs i nal i it fier.

[ 0015] The Wrrﬂl’ae? l%gtﬁ%g[f/a%fs%ﬁ EgesrdogoEé ri'se’ S?@)tgreesgéglll% Elge é’oﬁ]ar%lgi:l)%? oF e%gggés from
t he access beerdthled adcesshandedlfant e &eesgpeigonmuni cation session to a second
access point. wherein the request includes a second access point identifier

associ at ed [(#13h 40 c@etsE 28R s JEynicavest ipgssaect MaY chionineiudst # dHsts¥dys on i s

to be handed, gffq p(R)} 1SRRG, SREQRGoRECHRSWIRAL e fideRbid] &Lsigndey he

recei ved access f e&m’ r?aﬁ% %déeantlfﬂ?lﬁleer {0 the ’seconl%qacceess po% nt; Séndg%?;r (c)

handi ng of fis dlbea doronuniof dtel avspcsesbvane. t Dhd dosacd naduaccasssgnotonthe access
terminal to allow the access terminal to generate the first master session key. The
associated value may be an Internet Protocol (IP) or Medium Access Control (MAC)

address of the access point. Alternatively, the received first master session key is also a



[ 0016] In another enbodi nent, the key request nessage al so includes a first
val ue generated by or associated with the access point, and the first
mast er sewei2008/18¢364i s al so a function of the val ue. ThePCirrstoosabiees may

i nclude an Internet Protocol (IP) or Medium Access Control (MAC) address of
the access point. In yet another enbodirfent, the key request nessage al so
includes a first value generated by the authenticator, and the first master
sessi on keyyhgiof! ¥OaradsHBGll AR odRBatéd b5 tthy alithentida@R] hd HRNRQQUEPShY. an
access point is provided conprising: (a) neans for receiving a first
request fr oeacaves dcasseristed vilnafromgheguthpiticstora secure conmuni cati on sessi on

via the ac poi nt ; ans f.or, sending a.key reguest ssage to an

st hent i ot s sdd e TRE TP B L St R TRRETHS b8l e
first acces&nigilng cit@aRhiaf detlirc@BMnfuni@Ei6h ¥EMiACELER dcssgipbm; q‘t;yi@@idiﬁg' £r;

and (c) neans for receiving a first master session key fromthe

aut hent i catk€¥ re@IcsieResBEs &hpmguthreticasrmiiiciet thsnkayeisqiiesh myssagedpcligrs access
term nal anp €.1.a6 ' Eei iLrst..n|s sessi.on. s a
Functon ootV uREREE fiPRbctyy pREIRRELTod SR LEERER TR AN

term nal i dedbt {d)ecceiif®d st hiustedp@aioatkes firomy thewutheaticaanipr essblisahgnrans

for receiving a handoff request fromthe access tgﬁninal to h%ggoff t he

secure comfARIUAHGHAN SESONRFIYETaths cad tergingl ABdShparaees POk MEIcHCI He
request i nGldfised SRFANEARCERACRI B ot IRRUI FiRT aaRSORliR Rbnithdiing econd
access point to ich the communication session Is to be handed off; (b)
means for secwds tegmirthbidsetioerd access point identifier and the received
access ternj i.dentifier to.the second cess .poing; / or ns for
nandi ng of 100 ddmhedivin s FERPT aseaeBRd hirlotdnilon 5Bio) A
processor neadak Btk % HMJOPMAEisSé R chMgfunitalibP8ssioRad aMRYoReadds®hdim, one
or nore processors, the instructions conprising: (a) instructions for

recei vi ng avhiereis tha wquess indludemaasecot aeessy paind nantifiey assacastd witha seend e
conmuni cat i Qn _session Vi he _access. .point: (bh), instructigns.for . sending a
oy 1 oquost et SR s Hich B ERBRERIGHBR Haiet B vERL R, SR LRpe R

i ncl udes a stamdldcyesopbait n@shtificr sid BRGE&SVA0Ad3Essi te@ibalf idedtifando gho @ceny ed
access termnal identifier; (é£ instructions for receiving a first naster
sessi on kefcesdipteansiRrehhrading otk te wsmBNrdINngsHoR ¢ pRAAFSHS
session between the access termnal and the access point, wherein the first
master session key is a function of at |east the first access point

i dentifier [@idb]t he aacthes smbedimicngl the dentreduest megpe iakst intlatesoadirftovalue
receiving a handoff request fromthe access termnpal to handoff the secure
conmmuni cat A YR HeCEES SO W,tﬂ%ﬁ&# BISAICE HeSIPBAGR S also

i ncl udes a ,Sgeefich 3EGRS SRRl NThé R L{ILE mAS ARAIRE S0 IMLB: Prei6SANIPREEESS
point to which the conmunication session is to be handed off; (e)

i nstructi oMdedian genchisnfontne $¥ACNd addices Dfpticntcdede ntoifti erlnarydt tanether

recei ved access. term,nal identifier to the second access point; d/or (f)
| hstruct i ORGP GTknt mifYof Kot EBARIACE AL RO s erbRaLE KL AedcBhd access
poi nt. [ 0020iheAtiRhACARBAE first nls&P s@%ﬁﬂ'k@?ﬁ% AP hinstif¥of e PEQGARSI Ng circuit
configured to 3a) receive a first request froman access termnal to

est abl i sh 408t uenseswnthy, @atacesss Pesk ioprovidad cp@pasiags@) peim for (¢pivdehd a
key request thent r in.t nessage
ol Udes. =t DEaT oS SRaF B G BB B Pl Bl S R BE SR &G
access ter nhdatcesd@oink;f (03 rmedns ) for selive adkdyi feglicdibnésigeS S s @nthkecaigrom t he

aut henticataor for establishing the communication session between the access
termnal anfdersie thederasaysst messagharclidss & hreatly o8tained firgh acsess 10K 14@Nifies g

function of,,4t, {;e%@i%(% %?@esg tdritinAGAGRRIPOLY gdaqﬁggnisffiopl}ec%ﬁgngtageﬁ@f:ﬁﬁ%r.
termnal identifier Pecel ve a handoff request from the @access ternina
t o handof f stdsensleyuiren ¢cloermthért@btoo forsssblighing theacos@nwmchtmacessorpbétween
wherei n the request includﬁs a second .access .poj nt. identifier, associ ated

n
with a secdifd et igmpl mnd: e aeren o itea g nmayels FSHOP K ols yb

handed of f i &ibn 8 RMchdN e SHSONDcRGPER SdRAKBE arlddgOhidbEterandl fiBRifigcei ved
access termnal 6 identifier to the second access point; and/or (f) handoff

t he communil@@k8] oThs eppiretus maeyt faethereeomiisadelemsanpdpnteceiving a handoff request

from the access terminal to handoff the secure communication session to a second



[ 0021] An access terminal is provided conprising a nenory and a processor.
The processor nmay be configured to (a) establish a master transient key

wi th an awohesstizemior based on at | east a top-|evel nastren/useysasseri at ed
with the access termnal; (b) obtain an access point identifier associated
with a first access point; (c) send a request to the first access point to
establish a secure comruni cation session; (d) generate a first master
session keyc@ags pofndnghéei At Bludeasiudtde BSHeScctisanaheRtnk®y ARtidbe
first access point identifier; and/or (e) establish the secure

communi cat ivoth & sssendacagit poinhie Wihick theamomgenipasiontsesssimig to he hfudesltoffigbl er

[ key. Th be f h fi (. bt ai , d
acoess. poi feeernEnIRTEE adSahend Gl SR A ulCies Bt ROR By fudf

non- speci f iigenfifisd ofof thedesid tadcdshepsiagonad/ae C@y smpaisntfolt thahaindobff tthe
secure comuni cation session to the second access point; (c) generate a
second nastcemmymication sqsipn e thegeeand asgess PPié mast er transi ent key and the
second acc oi [ £ 8l - - f j cation
sessi on't o PSPl biosRRE ke rERRELorhy PSR gk e BV SRR Bhe = 100
access ter mrnadre paycdssors, uht Hestruedoid gumpedbih® (apdesitrvetiansf for Stcehrdsgai fsed

val ue generated gy the first accrss poj g%l wherein the first naster session
key is al sGCHCPUHRE Bhagesy Emfat 4Q cpfakl | APEYIS SPYBUNICANIYH ECSEIOA TR dhe t he
first assogiatedoud! 4s iHBuctif feAllinkSARLy ARic! NMEEAGLHRARLRGO!

(I'P) or Medium gce’s éont rCc}P&(MA\Ce aléll ressyoé#ﬁteﬁem?élg?%t access poclgantj and
the first mdeten tledsyiroqudsemessaye aichulehe lecaflywbtaimed fokt dchessp@ingriddantidiciVAC
address. [0022] A nethod is also.prowvided conprising: (a).establjshing a
st ot r afSH GnCCKAGH AR T HEROEH: (5 TOABEUO oG £ S ebAE “dTEbPHED el
master key sa@gRcicdt s Whd MuthORicaes esrSesta®lifiAdthc dom@htaioni R&iFNLAGEESS
point identifier associated with a first access point; (c) sending a
request t o thhecdesy sarmarsd eand theiascess dpoarit adicran the degumesteorassinh detyi o
session; ( ener.atjn i.rst _mast.er..session key as fungt.i.on. ~of.

east the. uncPERFALIBRAR: il Slemre L oP AR e SR e b bR )

and/ or (e) igstuahdrssor NMgcdiviag SEBAHISCRATEMIfRR ithh a6RSS t@mimil tth Hahoffithst
access point using the first master session key. The nmethod may further
provi de f oseCUAFOBBMAICAILARN SHSIOB (R AGCERITFSCH FIOH WA thr épquasicibelidesetl with
a second agcasy paLt goigm%a%gpgf N%oRialANHRREE st dhdNARAQS éoih?%%%icﬁ Q}F]é he
second access point t andoff the secure comuni cation Session 10 the
second accessinpmidatipn (segsigeietoabde mgndedseffpe) imsisicions ésis saningethecusicoyd at

| east the master ,trgcpsi.?nt key and.the second access.point identifier;

and/ or (d) 2REATHPAE APt liGTECAYIFPEAFTOR2 ISR 10 ¢ CPhG 2skebnd
access pol ibindSididort (?’Firl%{%ﬁ&{b‘ﬂs TESHBIirRESS RN cdiMuniE o BEHOA (o &les

i nclude receiving a first associ ated val ue generated by the first access
poi nt, where¢ass pbiet.first master session key is also a function of the first

associ at ed e., In one exanple,. the first associ ated.val ue j hcl ude at
onst one SVOL"inpBEREE: Brapotrided Bymbli i A AsbEcut b R B Ry
address of rghevcf b et REGEARS Frod®iat acc@RtethiBal o 8italIRE L EccRRS SbRMuKRYtIGRY

al so be a function of the IP or the MAC address. [0023] Consequently, an
access t er #pHIn Vis therasosd @dingdhpsandiarksy reciesimessasd oranawitheblicaior, whawest er

t ransi ent i nticato e n_at t .0p-1 ey ster
key associ gﬁ%g%}ie{&ﬁgﬁ k@&g%%e%gm? éesr é’r“nl&n)%ﬁ?' %P g%m%e%llﬁgg%g? %‘%ﬁg}dﬁgtéﬁ&a%@eass

poi nt i dentré¢deived @zeg@Cicahidl Widnkifiar; f(cy Stconacesfrspaiadter seGjonmRangrondrthsend a
request to the first_access point to establish a secure conmmunication

sessi on; ( dythgptigaéorsfor cefableshitgeths qompaynigation evessirs Betuisen dhe ageess Rl on of
at least t i . f ] cess i i i f4,er;
andl o (e) MATREhR! BARSHto Bl RS ok L ORI of AT
first accedsstpaicods pahnhglentiferd amdtharastesy tsmasmil adedtgiyr (Theccanees hatdnfin nal

may further co ise. (a) neans. for obtaining a second access poi nt
i denti fier _r%@%%a@eﬁlevﬁ faioggiophip BauBIL toppre Y THRSHIOT 315598 i hg a
non- speci fisecdhangd@tds p&iateshertia ﬂlﬁereaﬁé‘s@fiﬁ’clé&&% Se@dNhcck ?&Bﬂ@&é‘nﬁ?@ﬁ

secure comuni cation session to the second access point; (c) neans for
gener at i ng assosetaingithes senond esedso rpokdytoushily the cheammidahen Fassiar ist oabsi ent

key and the second ce oi nt .identif.er, d/ or, {d) means for handjng
o1 the sedilEimahraainbitOhe afGH ponfin Bl ACkslER s wBRRG! (e
second master session key. [0024] A processor readable nmediumis al so
provi ded conprising instructions that may be used by one or nore
processors, the instructions conprising: (a) instructions for instructions
for establishing a master transient key with an authenticator based on at

| east a top-level master key associated with the access termnal; (b)

o o r I T o - o, S o, o



BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0026] The features, nature, and
advant ages of the present aspects nay becone nore apparent fromthe

det ai | ed we=ess/pyicen set forth bel ow when taken in conj Rociuseewsnsteas t he
drawi ngs in which like reference characters identify correspondingly
throughout. [0027] Figure 1 illustrates % wirel ess comunication system
with centralized key nmanagenent that facilitates secure, |ow |l atency

handof fs. [Q0@8L:r [ Gl Lcehd &Qe@rp&ﬁtngnéﬁbgﬁré héfdof? Bneaéu#m%@lcmonasefsil&\{Vto

diagramillustrating a first exanple of operation of a wireless
comuni cat itlnsesgied @avessiointcent ral i zed key managerrent that facilitates

secure, handof f s 0029 ure. 3 (co I sin B and
30 1< a 1 107 2Y atel Rraliebty Rg el suimisdeshBiBas Phe BHRsst ohor “a
Wi rel ess Conyuesios atay®e copfitasd v %bl cisblishalrh&ed thayicira e adthaticator
facilitates secure, |lowlatency handoffs. [0030 F| gure 4 illustrates a

central i zedasadow] atdeass @dapiqvp! m@ytgr k%a@ssmgteé@vl dg aceess égminahg(b) obtain
uring andarelRs ARTIABRPETaBeRERET ASLTLIS pofiitel st PERERSORAL

i1l ustrati fgstadcas pems o arablisiah seanf ¢gunaticitonpesdiat, mi)l gMeﬂaaet efisynmeetr e

conmmuni cati on. sessi on handof f 9 [0032] Figur, S W di agram

i |1 ustrati ASSPIESE BREhet B et e iesle E%%Sl?“é&‘ﬁ'}’ faf t t fiyss 64t BRE

ol Comun 0 s L ook, SSREn W Rty

i s a bl ock pdiragsiamthd ficss taater n@smn kaut ﬁémtprctaatsmmaydxeffughﬁrenbnﬁgurbé(tm.I () at e

ow- I at encyb AT rseeco% raTchrcuers]é Sgltn{ 1dent1 esrsalsgorélatg({.l tIl a second access point; (b) send a
non-specific handoff request to the second access point to handoff the secure
communication session to the second access point; (¢) generate a second master session
key using at least the master transient key and the second access point identifier; and/or
(d) handoff the secure communication session to the second access point using the
second master session key. The access terminal may be further configured to receive a
first associated value generated by the first access point, wherein the first master session
key is also a function of the first associated value. In one example, the first associated
value may include at least one of an Internet Protocol (IP) or Medium Access Control
(MAC) address of the first access point, and the first master session key may also be a
function of the IP or the MAC address.
[0022] A method is also provided comprising: (a) establishing a master transient key
with an authenticator based on at least a top-level master key associated with the access
terminal; (b) obtaining an access point identifier associated with a first access point; (c)
sending a request to the first access point to establish a secure communication session;
(d) generating a first master session key as a function of at least the master transient key
and the first access point identifier; and/or (¢) establishing the secure communication
session with the first access point using the first master session key. The method may
further provide for: (a) obtaining a second access point identifier associated with a
second access point; (b) sending a non-specific handoff request to the second access
point to handoff the secure communication session to the second access point; (c)

generating a second master session key using at least the master transient key and the

second access point identifier; and/or (d) handing off the secure communication session



[0034] Figure 8 is a flowdiagramillustrating a nethod operational in an
authenticator to facilitate a secure comruni cati on session handoff from a
first acoweo@idmic4t 0 a new access poi nt using a centralPCTak2608p61vAN agenent
approach. [0035] Figure 9 is a block dia 7gram illustrating an access point
configured to facilitate | owl atency secure comruni cati on sessi on handoffs.
[0036] Figure 10 is a block diagramillustrating an alternative enbodi nent

of an access t&%e@énd‘@é&bﬁgpc%'t dsﬂ{geﬂé%ééﬂﬁd%ésk@%%m&f@é [131%?'1%]:th6t1Qllrb[yeaﬁo1 is a
flow diagramillustrating a method operational in a irst access point to

facilitat e iecledscige@aviog wi erssacnmd vdss gorrdiechbipfhie firstaecessgofntrshergiodess

0035 Fi gUl 8 10% SR i g PG e g S sl pE A RSRATE - an

access ter mhddrstt Ssoditad VahiRdmay igshadlat IéusBBNQGWf ME 1REIncOPrA6&RSEPP6I Nt S.

DETAI LED DESCRI PTI ON [0039] In the follow n% description, specific details
]

are given tl\éedp\d@v‘ﬁ‘éféssacpmld%fhchﬁ@@?@t%fn’@i? stofccessepoith vl Fhenfitst magigyer |
it will be s%'ﬁ%%rl%& a(rjy @é‘e?fu?w?ﬁ{ gitﬁﬂ%eoﬂﬁ' hiabhdlifigg art that the

enbodi nent s ma ced w se specific Stail. For exanpl e,
circuits mswom ﬂm%quleﬂtlﬁ| ac kacoésagteanial nis Qﬂrd‘ﬁdedl@bmtpﬁsithgs Galr encahe for
enbodi nents i p unnecessary. detail. In other instances, well -known circuits,
struct ur es 8t 1Lﬂ]€c‘i‘?ﬁ5it%ﬁ}é3§15ﬁﬁty W dh gt ?Ptﬁé“loéﬁilseaﬁnéﬁt trapt aigp-19vs! BRsEur e

the embodi ﬁr\%?ta%oc{a%zl\gﬂtlf‘lt@%ccésts tbi2niRAL gﬁ Ih@a‘,%% m@otﬁﬁbﬁddc@?sgtp&maenlﬁ%er

described as” a process that Is depicte owchart I'ow di agram a
struct ure dbsgragath with a diréslaocdss pomgr(a)mednstfbnwglﬂ aareficstonthe firsraycade peint be
t he operations a sequenti al Ti)rocess éjaOf t he operatt?ons can be

"a

performed i SEPRIN &)SCHYrC SHRUTY Eeﬁlﬂnyses?lﬂn i PPOR, Tof EnERtfe TGP MEer

oper at i ons sBRpnbiRy K- AFURAGE A at Rt ARE fiasted trhfidht kY @Hd WheNrst heccOPpsidt | ons
are conpleted. A process may correspond to a nethod, a function, a

procedur e, idendidior, @ndon &) nacags presigblash theswurwwnanlpﬁmw@mwrtéélpﬁ)mg to a

function, Iathess point using the first master session key. The access terminal may further

comprise: (a) means for obtaining a second access point identifier associated with a
second access point; (b) means for sending a non-specific handoff request to the second
access point to handoff the secure communication session to the second access point; (¢)
means for generating a second master session key using at least the master transient key
and the second access point identifier; and/or (d) means for handing off the secure
communication session to the second access point using the second master session key.

[0024] A processor readable medium is also provided comprising instructions that
may be used by one or more processors, the instructions comprising: (a) instructions for
instructions for establishing a master transient key with an authenticator based on at
least a top-level master key associated with the access terminal; (b) instructions for
obtaining an access point identifier associated with a first access point; (¢) instructions
for sending a request to the first access point to establish a secure communication
session; (d) instructions for generating a first master session key as a function of at least
the master transient key and the first access point identifier; (e) instructions for
establishing the secure communication session with the first access point using the first
master session key; (f) instructions for obtaining a second access point identifier
associated with a second access point; (g) instructions for generating a second master

session key using at least the master transient key and the second access point identifier;



10 termnation corresponds to a return of the function to the calling
function or the main function. [0041] Moreover, a storage nedi um may
repr esentwoneoson43eer e devi ces for storing data, includi RgTS2e8O6I6YS Nenory
(ROM), random access nenory (RAM, nmagnetic di sk storage nedi uns, optical
storage nedi uns, flash nenory devi ces ard/ or ot her machine readabl e medi uns
for storing infornatl on. The term "machi ne readabl e nedi um' i ncl udes, but
is not Ii mahgdaﬂd?onoﬁ') tlaaheueﬁs fdriRddREURaR Qeeﬁfecaﬁnmeﬁwﬁﬁll s34ih 888he
devices, wirel ess channels and various ot her nedi uns capabl e of storing,
cont ai ni ng secrondamqss pglnt neng th@tsr:@m(dm)lasmdwsmnd@va [0042] Furt her nor e,
enbodi nent sof t wa are 1 d war e,
i or ocode, 107 o pistBRERTR pRticBgOWRES e resiSiFe g b L Ot
firmware, rkEdiligvwamheste trafisiehoeddeith bl guthEREhRdIbEREH®n QK Icasdeo e@réeﬁiaaef o
performthe necessary tasks nmay be stored in a nachi ne-readabl e medi um such
as a st or adey gewicitadovitl theercces derageils §b) oRtamn ae eeersy pwﬁyldﬁeﬁiﬁ@rwq%e
necessary (asks ﬁrﬁaSé%gse%&ﬁQg?)%nH%eiu%g{ t%%ﬁé‘hrs? a@ée?scg&lﬁ{ £ esthbli g?&%éc%?e a
subprogram a pro outine, a nodule, a software
package, a c@hm;caabn atysiono ()i geatdatna fifst n@ster vakioanky adat fanaionusftariest or
program statenents. A _.code se nt .may be caoupl ed 1L 2 ot her code segnent
”@1 1#% of

or a har dwdheMasieR HapsigRf keysaidne iy 6‘%06?%8%1? fdsgti ghbigh theypepure
argunent s, BALANRLELS sesefon%ﬁpmé mcegs%}oldtgl QTR FRR madep gh%’ey,

parameters, data, etc. nmay be passed, or transmtted vi a
sui tabl e mehtsn iansdcood AGCEFE Nt Eileamﬁerrgassmea@agxeltlpaisseqogd atcoésenpq:naiss(g)\g,

network transm Ssion, c. [0043 e feat ovides a s m an t hod
o ey moianhect SBondibistds Ao, E8 pUng s IRyniSer St S ARg A
wirel ess U%@Jonﬁ@l"cé@s@%bmt ?de%tlhela'aﬂd/gf‘@)Wanﬁ"%fﬁh@@é&%@cd}ﬁﬂnﬁﬁi%aﬁ(ﬁ} fssioP@s e
stations, etc.). In particular, a schene is provided for establishing

secure comfmsiceond wmesssinoiniaisingahe secordmaster sebsiol kend access poi nt Wit hout
ri sking exposure a nmaster key for the access termnal. This approach
derives master session keys for |ow | atency handoffs and secure

authentication between BRIEW BESERIPFPONOBRTHE IDRAWISRSSt er mi nal . [ 0044]
I n one aspect a centralized key managenent scheme is provided in which an

aut hent i catl®926kni HicafeagiresyBarcaprd advatrees of {IF HIRSER! HESHS BRY DEEYMK BIPEE t o
access poi %Bgarexﬁsfr tﬁ‘é?‘a&ﬁﬁe& nﬁ@dq RE SBEBW @h&f]k&&‘ﬁ ?&ﬁ&é&mH%ﬂ{ to a

new access I nt e access sends a shor ando equest to the
new access tlpmdmwmg'ﬁmemmmltkehaﬁechmbé chizemes tidemefy corcdspatelindie ttacoghoat.t er m nal
'D it doe%ﬂ&% IFTgCI{rleJ dle 1ﬁuhsterataeg Caegvslre e%é rétommlu%ncatlon system with centralized key
management that facilitates secure, low-latency handoffs.
[0028] Figure 2 (comprising Figs. 2A, 2B and 2C) is a flow diagram illustrating a first
example of the operation of a wircless communication system with centralized key
management that facilitates secure, low-latency handoffs.
[0029] Figure 3 (comprising Figs. 3A, 3B and 3C) is a flow diagram illustrating a second
example of the operation of a wircless communication system with centralized key
management that facilitates secure, low-latency handoffs.
[0030] Figure 4 illustrates a centralized model of security keys that may be used in
securing communication sessions between an access terminal and a new access point
during and/or after handoff.

[0031] Figure 5 is a block diagram illustrating an access terminal configured to

perform low-latency secure communication session handoffs.



I D. The new access point may then send its identifier and the access
termnal's identifier to the authenticator. Using a previously generated
mast er treoent34deay, the access point identifier (e.g. pcelus2eodentossi er or
cell 1D) and the access termnal identifier, the authenticator may generate
a master session key (MSK). The master $ession key may then be sent to the
access point. The authenticator repeats this process as the access term nal
swi tches t qo@¥2ieFiate eSS RO iagh8 ARSRRAMo! £TRA ohBEEBRNGRN Yccess
generates the sane new security key with which it can securely comruni cate
Wi th t he néswmed de dagulitatet & seciGOABImm catrpnajcseom handodl Boiodfirst necess heinbiccess
poi nt may have an associ ated Va%ﬁeIMQLEh IS sent go t he authenticator in

t he key re&%%gFW@ﬁg?SB?l Ui GHES R ‘HE%@?@GBSFﬁwpﬁﬁﬁﬁtifier and access
term nal i 4eoB3|f iRgurc Thea bRIKRlidrarh HitusaaGRs on R@h&iticaRY cOEfidisadio fadiliagdi ti on
to the nmaster transient key, access point identifier and access term nal

i denti fi er lowdatgegyescatre comaumication sesaiogiharddf®y. [0046] In an alternative
enbodi nent, - t.] - : ' ' - e
ased, i addi BB L O PR B IRNGARe ARARLELEGGLY B MY EGIBOPE
access t er no fisdilithidenidchiicedomrhnigeioarsaistort hendoEsi@n asfassacessiy@ynt tb @0dkH] So
that the access term.nal may generate the sane naster session key, the
access terﬁfﬁﬁﬁpﬂ%&“*?&ﬂC%ﬁ@h?%gh%§§ﬁ@ﬁﬁ@€ﬁxvaﬂﬁéhvia vari ous neans, such

as a direcyogys)| Wédr@@ti%ﬁ‘ﬂl&kad?%r%rﬂlﬁ&&%ﬁ a?%ic&tsl ﬁi'é\?wnﬁg%réd‘% BGHeRS

point in question,“to the authenticator, o 0 ano access point, or
from i nf or hewilaandysicoge bpmadoastiobyessioe handdiBnt i cat or or access point in

qguestion. [0048] Yet ot her feature provides an access termnal that is
dont 1 gur ec10056s Fxgite SR it R dibal i e 20aTEERTTr ' SHBUBE ettty i ¢
which it cap.&opHMNhAAELan MalchREd AREhtRBLAI Ni ng or negoti ating new keys
when an access termnal noves to a new access point, an active set of keys

i s maint ai 1é@8My Higee dddeedlovedimpraan illupirating & methvs enseatwsal mrarfirsalacoeay

si mul taneously .o currently mai ntain or.establish security associations
(e.g. . keydD i el drosrite yommialelalsoionisiyf Ao BE e S BT o

regi on. The speqrisicakdkipshedsiage eenttatizke sy mayadementdppesueant | y enpl oyed by
the access termnal to communicate with the access points in jts active set
wi t hout t hd00¥8dd Fagure ddsisabifioghdisgram ddstriating | Bethed ctigatldetn r¢%et f and

the access.t&ﬁhﬂa‘ltﬁ%ol%tggf‘ag%i/olr%stﬁ&% ARG et of AR ARGAsS termnal my be in

comuni cati on W nore sectors of one or nore cells. This may be
done in order to allow handoff between 12 different sectors or cells as an
access termnal noves or travel S for_ pr oggr ca;lasci ty managenent, and/or
for other reasons. DETAILED DESCRIPTION
[0039] In the following description, specific details are given to provide a thorough
understanding of the embodiments. However, it will be understood by one of ordinary
skill in the art that the embodiments may be practiced without these specific detail. For
example, circuits may be shown in block diagrams in order not to obscure the
embodiments in unnecessary detail. In other instances, well-known circuits, structures
and techniques may be shown in detail in order not to obscure the embodiments.
[0040] Also, it is noted that the embodiments may be described as a process that is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are

completed. A process may correspond to a method, a function, a procedure, a

subroutine, a subprogram, etc. When a process corresponds to a function, its



[ 0050] As used herein, an access point may be a fixed station used for
comuni cating with the access termnals and may al so be referred to as, and
i ncl ude swoeoawidadeh t he functionality of, a base stati orCTaShimd@cisss or sone
ot her term nology. An access termnal may also be referred to as, and

i ncl ude sone or all the functionality off0 a user equipment (UE), a wireless
comuni cation device, termnal, nobile termnal, a nobile station or sone
ot her ter maliRdn doPR3Jdndd &S alrb@ASBF 821 MAcHACHNhOUEHing g8cdtioRes thehrim may
al so be used for various wireless comunication systens such as a CDVA
system a ToMbogystem an FDVA system an orthogonal frequency division

I tipl i ngl i er FDVA (SC; FDVA : d
2o on an- SE oy LRRNE A GEke BeliBEnhF bl efoh Wt AN el YPFEXi no
(OFDV), Wwhidaha, iisschadif® estldadnlp Ancn@e P TROMS), trii@donP @t deks hRhfory RAMYE madgney St em

bandwi dth into multiple (K) orthogonal subcarriers. These subcarriers are
al so cal | ediskosterge pnetumgmeptisal sarageymediopp\lashaekmenh dayieese pndier other

i ndependen dul e ) S ys Qtilize

interl eaveéﬁ%ﬁé& %ﬁ%)rx\%%&{‘gg{ﬁgr%oﬁﬁ nlg-sfétj &ar ?'i etrrggr][t%g%/ ﬁagh%]%s]ie? Cliaf;t)tljef ed
acr oss t he nsdsire’fringauddyyibat 13, nolt tiadted 2@ porkdbMdor fibddiyrageoddvic@n sopticalastoragd| ock
of adj acent, subcarriers, or enhanced thl\/A (EFDI\/A) t(f tt[ans,n‘it on.nultiple
bl ocks of &dy5e%entircdesn chaelsand vapogsabrmmediygy srpable AT LOTHRS coniMngeht | n
the frequengy dommimcMbdb) HaldMqagad in the time domain with SCFDVA. [0052]
Some of the e ag‘pl es described herein refer to an extensible authentication
prot ocol ( E#042]t haFunttesmbie, iembodencids imet bonmpfergenpal by visdwans tseftwhiey MK
at an acce oi nt_. an access,termnal . The EAP aut tication be
Gone. bt wedhPRE de R8s e THFRENIc A Aah o Hanet Dirottn \Che b p8Syea Ty o
net wor k  coRpfiRhice firmOHak, $aHYRHarceCmlcrydoc! M REGEHScddR] dMcodb bdiHeAS tikN
authenticator; the authenticator may itself act an authentication server in
sone cases perfams g negessaan casks mayeba storrenini & maghingagadeblecoedigpasust asia h one
or nore access paoints. [0053] A Master Session Ke i.s established and
it ai nod DLTsEORTLY TR AR SR B LR R T oS R e
cal cul at ed ch@ gegmbas@dy aeprefiat nRptoReduteya Minctidn, M@thprod@ﬁﬁ, appbkeat,i pns)
to secure communi cations between the access term nal and the access point.
For exanpl outilge aNBRIOEPCH Mgl |2asEbvaae PRefagews classrer anypRIMPIRRGON Pht a) |

where PRF i uda-r. f I i Lon) or
Faeh (1 unct TS SR SRR ERi0uRR stferbonl” B goflorhiint ek 68 cHHRED 16
deri vat i on ahothet c@de sgethcbabvaarmydvaec aircaic bgsgmsgog nhdlod esdeiving infamhtn,

access terminal identifier. In another enbodi qﬁ_nt, the Data rrgﬁl further
include a Sate PREYMERTsyBETERCtetn 8T PMesy ﬁ%l?el}tﬁd B%naé]f?n1 %‘Fﬁ%@ﬁ’éts_ BIBLETS: (1 P)
or Medi um AGgesg. %@tl‘;é)bas%%@)rv@ﬂg&ﬁ%? T AT a/ L0itfie 3R309 ﬂﬁ@hdin?g an
access point, a nonCe or random nunber chosen by the access point, a honce
chosen by mhanaytshentg, owsage prssegetoken pesatngengwoikngenshssiddatt@. par anet er s

be k di ng, t desi i cat ing th
cesion | 40437 C Uk Rt p N Bl SeT S et RE 6 TR PR e Bt 1 on
and hence, aB&sk@nfxgnaRdembsildeeaad] PO AP tanimAPclcs- At HRNGI kd on.

[0054] Otentimes, a conmuni cation session between an access point and an
access ter #rerad nosws (S@nebasgpetatédnse géey ptlnopartigulpr, ot echernhds duewdedirfphg

transm ssi %”taPm‘{#V%&uré’ Yol ik AR agt fq1e9vaee%9 RG] {eﬁﬂﬁlaf R Skl g&g%
access poi M To a new access poi e, there i & a probl'emas how t'6¢ contl nue
secured corwithout Atliensxpisuit 4 hastekeatgass ag@bderminkhouthis apRo e darivgs t he
communi cation session by transmtting the key between access points or

ot her encr yHSIEACRIN ksah dpralopolatonay ardoblyendisgenrg apthergiGagian he RS r
sessi on ke . i shed with the new access point, a new
mast er keyﬁf%@slﬁ?)%hggp‘%gﬁbﬁt}%‘hed first between the new access point
and t he acde®st]t én mnoakpechddicntrainaidl ey minagombt dobepe &f prostlee it ovhashoard
session key sharing anbng access oig%ﬁ sgnce this introduces a .

vul ner abi | i {ACHE %@Hﬁ?@nﬁ%@rﬁf’ » R LEHERLCH B WS P UL KRS fh2e6ipPYRiSse of
access poi S e RIGAAEId Vs HRYn SN&HichY a¥icbd pbiRe 1 QRO S&IpFREC 8BS

poi nt. However, negotiating the new naster session key in the critical path
of the handofdss iteroreddssedhanstoit hindoéhoguedtignctbs riew woushsl pbmt.deBlia slisire t o

provi de a secur | ow | at.enc ession key for each access int and .access
Derminal _ pafpaol] bousY 4y THude HEGHear ot SRR 30 I s SresdePoRhst er
key (MKo) for an access termnal may be shared anong all access points to
secure communi cation sessions with the access termnal. |If the top-Ievel
master key MKo is conprom sed at any one of the access points, it would
conprom se all comruni cati on sessions between the access term nal and al

ot her access points. An advantage of using nmaster session keys MSKs is that

. o e o



[ 0057] To enable fast handoffs, the authenticator 120 is configured to
negotiate a nmaster transient key (MIK) with the access termnal 118. For

i nst ance,wotre08/B343v@Mruni cati on session is first establi ®oEdS2008861645

aut henti cator 120 and access term nal 118 may use the top-level nmaster key
MKo to establish the master transient kéy (MIK) which may be a long-term
key shared by the access termnal 118 and the authenticator 120. The

aut henti catipr 30 f®Y abQ8Y RANEHA} ShdTPSLRYN itS §8SHHPR: KRY Stht MBKS): knial ey
for Evolved Node-B (K eNB)) for the access points 110, 112, and 114 based
(at | east pdantifigh foydheuthonticaterst Esingraaprsiviensly kasyeraiikastariransicat keyp dhat

i dentifier, and ' i i fi 8] . Th hent i 120
gener at es. SGEN AR DHSe4 peh ealBrU P SRR ockuuistr o RsagR T T om
an access pgd Bithentitetod Widyefinefdd @mdbZd sBRYorekRS! OMSKY hehe kbastieyisr Rée MSK

in a new key response nessage it sends back to the requesting access point.
[0059] | n a&evathesrbsatony éo ditbecsesrepeint. t Hoc Authvateateratapeatidlis ireesssige thn

associ at ed e . yal e .an_ | nternet t ocol
(7 or vedran fabfud SRS Db st bnt® SR oRepdGe Bltonl LREABLARE °F o
t he access gpndrates tie @nfronee s@urityakgowith wiidr itchoseturdy cohenmi@essithahait or
the authenticator 120. The access termnal may find out the value used to

gener at e t REWNIBRESYPY™far i ous means, such as a direct or indirect (via

anot her. acqggs) Peh ih)al@Hffive bALbERCAE GRS ScRA Plint PadYBSE LA AssdeRitdd Ealue

aut henticator, or to another access point, or frominformation being

br oadcast Iwhiduishsent foctht enthentidahe indloeksy pqiedt that atpoesctliides. the acasophiet

enbodi ment . .t he val ye may be sent by t acces oint in.a nessage that the
acoess. poi il g Sisey 6eT BERE Mo 1HRa YL PR PRIR: TR B St her
enbodi ment ,q4ifen VRl R MRYtcParfRRnt NRY, iascRf qRAGaRcnBNet BRd ake&8StcRainl Wi th
a prescribed periodicity for the benefit of access termnals that are

handi ng of fidgntifien]to Tensrate dreanastarseisom Bewys (MSKs) are short-term
| i nk-speci f} eys. The naster,sessi ke Ks be gener at ed .and/ or
ai ot 11 but VBT R e T S RRSH0 T o RET by P RS RELAE R o

handof f a sas&i saythe WBed6w adaitios So P MasterliignsadE &SE, dce¢sRipaalt idchdifiehynd
simlarly generate_a new MSK every tinme it hands off a session to a new
access poi HECCSBiETaER {CAiY. iPegnaiRiciss Masichisaion k€% ess poi nt key upon

handof f, n i td .0 e f t S ] LS: WS 061]
The new- kegoﬁutg& %?Eegﬂgg%%ggdtgg@{ﬁa[)%a glsga%:nnﬁ;e %J[e&[ ﬁqeagt?gg%sgls# g@y téegr t he
aut hent i cataocest @rgané nal dina cnethdkayocidibe vaae emsvariensrineahs, 3ddh axaydisecur el y

derive this key for itself wthout any additional signaljng between the
access ter MiHECt {Y8 HUNGHRCCER 8RN EPGHY tor thenaccest @Ot Wy AGTHPNa i e

aut hent i catQfhed?Qitorr & hESHHAL acc@ssLﬁMﬁ[ oP AP T frodeltRN BERYo %ae&fs%ﬁﬁe

conpared to an access termnal -authenticator authentication which may be
done on powethcufgatdrar aescanpdiet in[@OSRI. Fi gure 2 (conprising Figures 2A, 2B

and 20C) is o] iagram.i)lustrating a first .e l.e of.the operat.ion of
2" rel ess TR CaRTBR GYLFE RN A anesear Tt U ermsuhehe Raps

faci | itat eangBe wadhtaih QMY dcail € R&YoMRBER Fbts WithtWihish il dafitcott@iiitLe. RaflBSt €r
session key (MSK), as described below, may be generated based at |east on a

mast er t r afiyineettaiRiag of MFRYtiatiag gewKkeys Pben A ceerss Seainal mpviaifalRIVEAECCENt i ty
(K ASME) %o@?,"%n %@?&e%t §Ff<§3‘(s°{§ Mtaﬁx%ﬁ%r? e a%ges"él(%&%ﬁﬁalpohpag i %{Eq&ée'sser
(e.g. cell fIrdentifier or ce , and an access termnal identifier. Al so,
in this fingmiedamp! dmultheoasly beobhcateatly ddthtain or establish security associations
(e.g., keys) with a plurality of access points within a sector, area, or region. The pre-
established security keys may be subsequently employed by the access terminal to
communicate with the access points in its active set without the need of reestablishing a
secure relationship between itself and the access points.

[0049] In some aspects, each access terminal may be in communication with two or

more sectors of one or more cells. This may be done in order to allow handoff between



16 access point A 110, access term nal 118, and access point B 112 of
Figure 1 are used for illustration purposes. Access point A nay be

i denti fi estolrgosidesstsi fier AP I D A 202, access term nal mrgThs200deetess i ed by
identifier AT ID 204 and access point B may be identified by identifier AP
ID B 206. [0063] The authenticator 120 &Ad access terminal 118 may each
store a top-level master key MKo 212 and 214 uniquely associated with the
access ter fifdtntldBiors BE cAW RERY la6&L O terkRPhl ARG R aBN el ol MBberlddpabiy al so
negotiate a master transient key (MIK) (and possibly an MIK identifier MK
ID) via a pmﬁ@g@n@édmmMnﬁ@Uahﬂwsmvhsas EAP. The MIK may be based (at | east
partially) he, to evel master 253 te

Paent 111 o (00501 "By SR8 hEH iR Shp  BLmiL e PG sl uRGEET By fiylc e

aut hent i catydth hdQicatid t@@fiRas ah@miliynabo bd Sefehrbd €O RS, raddtinclhéke sdviof BRtthan
access terminal 118 and an access point 110 share are derived fromthe MK
and are nmadvrgtiopalts afat bfmyst@i@rs wb%qgeﬁu iy sese pthey aninplogy e rigb pegoys
session ke t | so
nel ude o ramisI T o8 IR RORRS BblaR o 48 o ARCISRILO0 TR
118 and/oreqmphentﬂﬁem@ﬁm&ﬂ@mcémnammhnoﬁdpwcéQ@thﬂﬁymbﬂetmmnmmﬁﬂmeﬂﬂe

bet ween the authenticator 120 ?nd/or access termnal 118 to derive,
gener at e, ARUPBPT BBHANGCEWERIENdom nuber prior to (or concurrent with)
derivation ggsql hthl%ansﬁ?ssiotn ﬂeéhrﬁ%%é”ﬂés&lﬁeiaehé?&h’m QYSOI &s{lﬁ’ﬂcﬁﬁ \%{rlo#@e EAP
exhi bit such an approach. access term na 8 may listen tor

br oadcast s wickdess |cb1y1nng1da001alsymn&a$$hpas|ar(E13Mf/30sysmm ai TIIDNQA sysecracmadd3Mpoi nt
identifier 218. e ex ﬁp access term nal ggy sel ect an
access poi fY® ﬂnﬂ OHE%QT&@ ﬂ‘f%n%‘u HEPT JPY Bﬁlﬁtar‘fc?%% @i’ﬂ}ﬁ\é SHHPo2 AP %t her
access poi Rhgick FDM& (SCCFDMAY). sydies, 86€ & dn.t &7 UFIAUALLBtciRYiIBRE Sriflo

request to establish a communicCation session with Access Point Al 0

Unli ke the fmqu@rCYadtVISIQIhén@lhpleﬁlnlge@EEM)nﬁyhlﬁlmtIS| nchoddatidne tw@ws et nt
identifier i nclude o gess, k.

dent i 11 or PaagoneiRovs b lealBide Gl RO ) PREESTL A e
Access poi RtibdArii@y atdso s4Rd thiics, bieieHnidfsoen. (At OPDM, @il st Gessbe
termnal identifier (AT ID), in the formof a key request, to the

aut hent i catnaﬁepfﬂaﬂenéér@@tlatﬁ@ witl jdatge A SXEFDAA sivsisnk 2y( Mike) nigiiakcdmy be
used by th eg VRl de B
(erB)) v o SRR FERMATLS Hhenf B RABGRAS ot otery Bl oS, By SP1che

aut hent i catbandvrmZth aMhaﬁtEDMA €. RDIVA ) ﬂ)ltiBanmtyt mmd@ﬂxmkctsfrﬁdhqcmm%cahersa
first master sessi n (%E <gased at. | east gartlék on the master 17
transient KREFIEMFRY ; DA4) oy fransig ep iy fiple blpgksi HediceriswbeapRSnal
identifier 13%@1&£ldm%8§1at13}h§yrﬂ%‘1§ £k SRR HRNEERM R MRKS) WIRYOPBMEIRS th-ther M

| i nk-speci fic keys. A nastéer session key MSKh ndy be generated using a
pseudo- r andiom danmn woth SPRPMAr ot her suitabl e key derivation function.

Because th r sessjon ke ar ener d usin

SRR (1 5 T T S RS B M s R R R A B
MBK shoul d pb&owl(gn@émt ReplihitRUSHvaA6R 858 pRALWHse AdicAKEL MK taehillaf@ks pai r .
The aut henti cat or then send the first master session key MSK1 to

t he access Dpditand Al agEss temlm@w hae EAE aydontieatioprmaf baddnerbgtwernsthe peegss si on
key (MBSK1), e e TSK1

Functon o Tl il A BAR P R E e £5 8RN e A o e Fon
sessi on betvwedit hivesapo@s aictivyf @k nal au’:tﬂ&htl'fchlter ameeeaﬁhembaitbr 233 it actodher
data" may be a quantity, static or tinme-varying, that is known to_both the
access t er FHHRSPIGHHAN SREYCR AL sBe GRicht N SPMEHNSRRFCH IHE AMHCRHGEN HonEF &Ped
quantities &%%ng§ DRNGESokNatesd g&n%xchanged subsequently in a separate
protocol run tor tme pur pose of eriving TSKs. Such protocols for deriving
tenporary $@653)] oA Meyer SesmnaKepEisK) ksesﬁtahhﬁleldrmdmalmtaillhé betftecn An access

conmuni cati ons session can th 7ﬁ§ S ureI E g] (ged bet yween t he access
poi nt A 11@°4H4ne B8 s e e i 1) MERgmek b s alonBted (et brsed 8p tac erh key
MBK1 234. [1{@9@\1]1( dhe1RasEeBA Pt aﬁ{pﬁbﬁﬁJns)ltjeBse@ﬁﬂé ERhIMERidn? belvwideBNhE Qbcess

broadcasts fromiocal access termnals 236 to determ ne whet her a handof f
shoul d occmﬂmal tand thewceese esigit.pdionexdngle, the M&Kg@tay éremamwtmd%fﬂoma )

cecior or QIR CPRE BT3P SREFRFSS Aot BB RnTh B € S B0 .

a handof f to a new access point B 112 may be de5|rable | f a handoff fron1a
current access point A 110 to the new access point B 112 is decided by the
access termnal 118, it may send a short request to establish a

conmmuni cation session with Access Point B by handing off the comunication
se55|on to Access P0|nt B 112 Unllke the prior art, the short request does

o " o - - AN 1 ™ N\ "~ AN A o o L,



[ 0068] Next, both the authenticator 120 and the access term nal 118 may

i ndependently generate a new master session key MSK2 based, at | east

parti al | Wwoanost13¢56418 current master transient key MK, PChaSawsmss4poi nt
identifier and the access termnal identifier 246 and 248. The master
session keys (MSKs) may be short-term H[3nk-specific keys. The

aut henticator 120 may then send the new naster session key MSK2 to the new
access poi fkriR ZaRtiodN6r HEGHUTENGRATUILE &k IHNIASESHACTS 6N&Y A EREnsaoMii(nye

bet ween the access point B 112 and 'the access term nal 118 using the new
mast er sesshothck &gy NBKZatRB2{unfde69hd Natomaynbe aniagaess gwenti danttlza andein be

securely established bet n the access poj.nt B 11 nd th ccess term nal
176 s mo. ches UEBRHERR LS BT RIS i e PRl et e BRRLE " e
access poi partBulesarRdi T v4ué Aeyhiaoidaé fan MEQGURSProti ot CIPY Yor tMedilie. AE6&ESS
terminal. In an alternative enbodi ment, the handoff may occur by the access
poi nt B re$potal MAQ tddscss asersiificd ailiegr assigncHetogdt aessst @pi-nainones 8lugh

t he access i I i deri i f . ter ssion
oy (oo Aol adn oty e DAL bR s PR SRR R ey 8PS
function ofa sthie MEKR dndDaGtfaeimdeats atayf oy kesimddcoslingd® dybencdsvignnéraaiy on
sessi on between the access term nal and the access, point 25%. The "ot her
data" may 98 camguapatqdyduriggdhs sesypn indpis pRpipacy noidygemicsvakiaBlgh 266t t he
access fer HoR! 4@RdibienBoRaSS ROIAY: oRhalde BNCRORURL B EOS 00aDEP Fhed
guantities such as nonces that are exchanded su%seque tly 1n a separate
prot ocol r antheoticatihe. pur pose of deriving TSKs. Such protocols for deriving

t enpor ar i0 eys froma nmaster key. are known in the .art.
Coneonaent 10054 Ot et & St ety SvoRdLes e B kbt Sl an apessccess

poi nt A 11QcriB¥alRGest RIE tHAE S BfHtioh O Bikecl bR RELERES; tRinsH@SIIneHYwWRARI Ng
off a communi cation session fromone access point to another may be

repeat ed mdutipglhenddffres corpmunisgaens| som|ancuEraptrecess poine tag eewsaccessionztl 118
Ty T oam ofy, ABYe. 1 oMA LUALENE SRkl 100 Bnigicslh 108 ARdSEskA
handoff a co hi'datt on $edEt oh Proma i et actess poin T2 %G new
access poi Moin® Without TeempoaRsifg t@E Ntod@hudidfiomd ¥edsRAUBSt transhamidof fhet Rey he
new access point. As described above, the access termnal may send a short
request f oPCHESHSEECSS RBIEOL pBCheraTtion ey acaeratige ¥alyet oY@ dhe ds. tSheccat cess

poi nt identifi P.J T | . - : w
st er seodrenlsy N ko BAsRLHIRY b Bdisher it RAD BERERERE SACT.
key MIK, t Mmeasttdess(MIQ) shouldént ¢stabdishainfirst hetvaewaeths rcer atoesd poidenhnd fther .
The aut henticator 12 y then send the master session key MSK3 to the new
access poi AFCSES Fqupnin ot AUEHENILE Hb AV OB PIBOlndp BHRdREeues Kok 118
may i ndependpnt| & cS8NSIiAG &itdeS thMhtNRILSEsOR Rinctdblit) EVh RSB prafRe ! fNakey
MBK3. The acceSs ternmi nal 118 19 and new access point C 114{) may then use

t he new nastess pewsianltkayconBiBmise of @antdss peintshehisk cogazed amiren slaitnigonith
session between them [0071] Figure 3 (conpri.si Fi gures 3A. 3B and, 3C) is
=TT ow i aghomRLEd aFToryPank aEbRe ek e o e Gt bR IS of ess
comuni cat iceificsl uteoT WetHan g ik aédse LRaBYr ARADEPRALe, ithabulfl i dckiradl€ o
secure, |lowlatency handoffs. In this second exanple, a nmaster session key
(MBK), as deedds beaguiselowlatensy sbwiagdirariar eaghlseerssipeint aralaseess hermingd prisr
transi ent 1_ac i i.dentifier C t 1

identifier iig%séﬁ %F%%enﬁﬁ?ryargggng%glé i%aet éeagnevta0 _l}%\:el\'}%ag{r%é%% %Z%)ﬁé%nlg%&beés a
nonce (or rafRdehnniesharaggiemtst 4dadoysst fatnta & &R ardd@nithuiticatioi&essions with
authenticator. Also in this second exanple, the authentjcator 120, access
poi nt A 11dhe acewdermpigplyilhthic topdevehpysigt ks Mkgpisgompramisegat anyqneef ther e
used for il ratd : i . y i iEd

Gent 1 11 er "B BOR S, HRE SR EE S, Ry Gl RTphCRRNIE B Moy, a7
| D 304 and taoted snpaillithds anegss beintsd et hdvanchgbofiudiap tndsioe seshidnl KoyB MBIGs

Furt hernore, ,access point A, acce oint B and the authenticator may each
store a val%glaétfgo,neéﬁ't‘)“%sﬁs%% %h oprampssih 4bAY AthrbePoigh the ﬂ‘&ﬁ%’é
generat ed RQysRAaQlyaeaRrRER] p&ad, MYK RUL REIKA-¢8F MISK S SR RBE bdrMSlothisdd0072]
The aut henti cator 120 and access term nal 118 may each store a top-1Ievel
mast er key Thikois3kRawmcragh masier gessiop leaysisainatuedowd particler acsessssrmmphimdl|

118. The authenti.cator 120 and access termnal 118 may al so negotiate a
mast er tradSfB8RPORED! MIK) (and possibly an MK identifier MIK ID) via a
prescri bed protocol, such as EAP. The MIK may be based (at |east partially)
on the top-level nmaster key MKo and/or the access termnal identifier (AT

| D) 316. The MIK nay be securely maintained by the authenticator 120 and
access termnal 118. In contrast, the MSK that an access termnal 118 and
an access point 110 share are derived fromthe MK and are master keys that

o M o o



[0073] In sone inplenentations, the MIK derivation may al so include a
random nunber generated and/or supplied by the access term nal 118 and/or
aut hent i cabanosld@e4As such, a protocol may be inpl enent edThstevsesicihe

aut henti cator 120 and/or access termnal 118 to derive, generate, and/or
exchange such random nunber prior to (od4concurrent with) derivation of the
MIK. As it is known in the art, many instances of the EAP exhibit such an
approach. [16§56}] FIfRc aC ARG ale MRl csd LB mMMidatidh &Y sk WiHthORIEARES key
identifying |ocal access points for obtaining the access point identifier
and opt i onahdnpgerhent s darslitpiss necuse, 10Q-laeaydiaatelds. v dhaendtige ateespnarcksanyl e,
the access termnal. 118 may, sel ect. an,access point A 110 S on,i

Signal ot r SREPR B ASAFRLSR B dndal AEfie B bk 1R TR W0 i oy
The access Hagh enal 021 1®4mayd si@6dmay Shaide bRGIESE fontest@bIli2shnad 114 that
comuni cation session with Access Point A 110. Unlike the prior art, the
short requdsevigesycoverase Hr mydieple peeters cuthdn gisi ol | themccessanointapl 9.0 1) andynd
may i ncl ud - r i fie e
amount of At L PRIAEATER HE I Pbe kAL collk i BT bl
identifier of ArkRcéYss tédnddecEos ckanplicnad an decdss tdreninal AT IMYvaarndraptthonal |y
its associated value, in the farmof a key request, to the authenticator
for gener atdilf%ela qﬁﬁ? 402 P0.dbary d 1R EMNVBICEfioR A ItRchES NOEtHdEY Iy t he
access t er ghadl14anAnaEERSHCABH NB0ACD MSHiAR] Melhaforf Uit QUTUB] CRLIGD 822
The value may be an I P or MAC address associated wth or assigned to the
access poi ecorty Mamigemenr Entan AV recrvehosen sdyye thmanageeths opeaianon of 0075]

Next, both th t hent i 20 t i nal 8 i nd dent |
gener at e ah FECOHABHLT 10od By THERE Bauires okl adberiEatet APt ecion t he
naster tranghfmdls Key séYE }éb{)lictaﬁﬁns?-cfﬁ@ﬁﬁh@tﬁicﬁforiIQ@ Mhayf ihﬁi’ntaih h@p-@ﬁ@?ﬁﬁster

termnal identifier and optionally the associ ated val ue 326 and 328. The

mast er sessiephukiaydy esBRigicdiaih peeesshigrmingle iyt arg sekvasidacthe ingtvkasly d 00 AFpmst er
sessi on key_NBKn be generat ed usi a_pseudo-r.and funct i P or
other sui t SBIENRed TR PUAR oA ihary oo da REGLE% W ARRHAEL 2 shT Y

MBKs are gebessateelinasil g add ¢omiputMidociated vaasthe kb saee@fial P8, Nin various
identifiers AP I Ds or another associ ated value used in the derivation of
each MSK sHBRliGRtipes. i #ilkentigatar b2} piag be partpf aawtvgskicantroli that dercanate phi nal

ir. Th | gat : t | | MSK1
pal 1 The SRS ARk 3020195 a4 0a sk AmRLAL] SRNENEY, 1
t he aut hentacaas pointsayEaskackcekst ®rmalalimay de ilheoratoesstidrewith mab os motdhatctorhe

access term_nal nmay generate the sane firs ster session key (JVSK1) 331.
Fol | owi ng tPhePeP VAT offllof Tt e ol tpdadle §P16‘H1“|‘!81§>9“?1N|§R&5}3,/n5a%§m3

transi ent $ESSEANKSY drbelfdds MYcRE GEMBART RInvesdr UDES) 8P pRipet BHaMBKL and
"other data" for establishing the conmunication session between the dccess

term nal amwknepenentcasidordoi other38&onThe "ot her data" nmay be a quantity,
static or t}he-v in h i nown to both t access termnal .and the
access poi Ab@ér aflro%le'?f%;lf tac?ﬂ%ﬁ?%f%ﬁsr 31% a‘étgﬁg}cé Oédlrbgulén‘fqniligg@gs@c%egggatﬁo%ces
that are exgRRRACHSRUPKEAUSNTRY with theS 8RAEAE@MM0t 80! FobNndt@ice! ReRUL POse
of deriving TSKs. Such protocols for deriving tenporary session keys from a

mast er key camauaieaiian ispssidveisafinst csialdishedi rthe avthentscasuskiloandc agees2termingh be
sosur el B LR PE T R AST SRR M IS PRt m 1
which may be a long-term key shared by the access terminal 118 and the authenticator
120. The authenticator 120 may then generate master session keys (MSKs) (e.g. Key
for Evolved Node-B (K _eNB)) for the access points 110, 112, and 114 based (at least
partially) on the master transient key (MTK), an access point identifier, and an access
terminal identifier.

[0058] The authenticator 120 generates such an MSK based upon receiving a new key

request message from an access point. The authenticator 120 may enclose the



[0076] The access termnal 118 may continue to listen for broadcasts from
| ocal access termnals for obtaining the access point identifier and

opt i onal lwyot2bes/izesvess poi nt' s associ ated val ue 336 and tPoTaABL@SHbIE@S Whet her
a handoff should occur with a new access point B 338. That is, as the
access ternminal 118 roans or noves intold different sector or cell, or a
stronger signal is detected from another access point, a handoff to a new
access poi ph,Bphid MBK ke Meskdyallnsd medkaband@hils f4RM G i&hhg A6&SSS |
point A 110 Ifo the new access point B 112 i's decided by the acceSs term nal
118, it mayosend a short request to establish a comunication session with

Access Poi by handi ng.off the.co nication session to Access Point B
95 ot 1 kae9h e BT SPheR e BROTHE, BB BB Pt PefES R L o
poi nt i dentvafucat doltaldXhB)MSKO. TRS valuk @8dil be @h 1Rt@knct Pedtbetl NEP)t ieVRER@Ss S
point identifier (AP ID B) in the request, the amount of data transmtted

i S minim zeFces0qHol AMERSS apdiesit aBostalpd tiiEh o5 @prdgticdstoj the rcPdsh doit AP 4 D B)
t he access i identifie T i QN i gt ed val ue,
in the for r%togéérgp enfi Ogleg{ljllél{s)%r, 51%0(8@?% #&D%lataaﬁgensg Pgéoé@o(?p {‘hérdutgt%eﬁ@?%g 1|Crllg&'af|1§eecond
mast er sessicans kapifdV/biR) fid oahtheawallzeuded ad doyerbieethaddSi svid etfivupaineaizd

access point B to establish a secure comrunication 342. The associ.ated

val ue may BEchAs Rpdigict PR d¥i8 HOE et R WFYals isnddctoPeiRk ticcess
poi nt. or -2 AR, B (ARHBMALIRES: GNARAR: DXL ASRACES FroRPtbrmdRA Bindvext
both the at?t henticator 120 and the access termnal 118 nmay I ndependently
gener at e a bneadcam by entheessitarrkby adBk2pdasadjuestion. elastnofher tinhbdliynengrihd he
current mastﬁ‘rts transi eﬂﬁ E}eey MIK, the access B?i g;t i dentifier, tlhe agcess
terninal i d8AEIYel° ¥AUCHPKIBAAP PYM He? BESHEF Gt SP&F?P&PQ%%&@%‘{ The
associ at ed g¥@liketdM¥ aB&s@fernaln Ve ot REDoaDnRAE tBE 8lu¥hiah) wRIond3RdtgNed to
an access point, a nonce or random nunber chosen by the accéss point or the
aut hent i catbovadcasidynths tasecss gwsitomitlk @ypregavbre )perragictie fehthet bangfipf access

| i nk-specific.k .. A nast.er ssion key MsSKn rmay be generated using a
pseudo-ran&%rrrﬁl?aﬁ%@][alt On h@'ﬂ‘k&% ngre ot her suitable key derivation function.
Because t hg0oggt aheSE8 & 0kstoakSy MBUSKEY £ giastefoding iniispaeifickesonmanmviis at

| east the access point identifiers AP access termnal identifiers

| Ds, ac I
and/ or anotspsiondeys MaKehmgy bg gcnaigd ppd/ phdisbduted i the aghentisater Nakaldgbul d
be uni que I r i . acce er.n -nai
aut hent i caioggéfggg tﬁ%&%@eﬁ@@%ﬁ?? eogfé%g%gm%a%t%?le%eicg% %%%@y Tvﬁé {0 t he
access poi nermina3308 rhdy titnéladytobesrhic cadaw MEEsviry 3in22it hasdcofdthadssi@l wea t he
aut henticator may send jts associ ated value tag the access term nal _so that

the access PERrATFHAPOEy BYLREY LS ToRASSIECIEURYHECTa SP BN kSpuaqopy el> 1veK2)
351. The seauienARINAYGE AR ee&sORrmAl [sNRABg.conti nue between the access
point B 112 and the access term nal 118 using the new master session key
MBK2 352. [[0@649] TAcaowomnkayi rcquéstnsperes sicomibedrbotremapbe sheciasebtywas falthé shed
between the access point B 112 and t access termnal 118 usi .t he .second
master sesSh ORI R TR RanbonT g seearBgl | Moma st i
respondi ng ke fohigscranmieful ah @ d¥@sbnAisIalihg bétR bl a6 &S SerhBhdll N8land lthe an

al ternative enbodi nent, the handoff may occur by the access point B

r espondi ng acesss el tdbs pegeay trewinal gnd Hee avberficatasri@Onal At hrretwdfh atlawcaccess
poi nt B 356, | owi N he, defi.vat | o secqnd r.Sess] .

(ver2) . = Susih G koo SR (R 357 3Ry 8% SR B S MhotiGor
function ofauthbetiddbKR waich med bedortadrapow @ lup el akdrslbi ng the comuni cati on
session between the access term nal and_the access point 358. The "ot her
data" may B@0621qdigvrs 3 (conyyistngdigyres i 2Ba0¢i269 s # AR digraryigyiiratieg HBBh t he
access ter %&J}%he pdt N e?a?i&‘gso% RO iM1ess Oordnbun o€ QR Nyl 8RRt JSRGT E%_fd
quantities such as nonces that are exchangeuéfl1 su%sequently in a separate

pr ot ocol r wmnhgemértehap dagplisies edcude lowHlatgncyItdadofBuclh this diraeehmpleos ndetet vi ng

t i k t k Kk i t t.
Conbequent P KRR AN S0 B SBUERCEIP T e SSUTHEH HoF 108 SH FHEhecess
poi nt A 11QAg¥ntheyt ®RITRPAL ek 36Rr ARCENR NS Paf nPEnﬁWﬁZiWE?HF“ ng

of f a communi cation session fromone access point to anothér Ilfy be
repeat ed nmubati Mhssert $assion Kryr (rebS&np|ae, acoess Poguridentifict freg. act adentifier ni pell 118

f T er || 4 1q. |1 106 and..
nandof 1 dBRATRA0AETbh HLE Bl P ARl T B8 AR RG50S new

access point C 114. The access term nal 118 may request a handoff to the
new access point. As described above, the access termnal may send a short
request for handoff, where the handoff request does not include the access
point identifier (AP ID). The authenticator 120 rmay then generate a new
master session key MSK3 based (at |least partially) on the master transient

R AT 7 o - o . N o -



[0081] Figure 4 illustrates a centralized nodel of security keys that may
be used in securing conmuni cation sessions between an access termnal and a
new acceswopoisnts4zbari ng and/ or after handoff. In this ceotrnsbkesedieandel ,

the authenticator (e.g., network controller, authentication server, etc.)
and access term nal negotiate a naster ﬂéan5|ent key (MIK) based on (at

| east partially) a top-level master key MKo uni quely associated with the
access ternguaat poihA @Yt ;L:t%e&slt&%ﬁm 198N PLR8Sss pRHTEN B GFg@8d/ € used for

di stributes tranS|ent session keys to each access oi nt. Because the

transi ent nhstigfiok gyrpoRds. i cersgopinatetdyuist idsnidleed by gdentifine ARt H2_4cd¥8ss
term nal and_aut henticat ol f|r Init

the. br ocesdoe sl dbifsd Reltsh e STD AP i Bk nelhCPIRE Bt or

key MIK |51@@ﬁﬁe@gymnﬁbﬁApom B@d6. conprom se the top-1evel naster key
MKo. Moreover, because neither the top-level nmaster key MKo or naster

transi ent I{@?ﬁ3ﬂ/ﬂ'lif hgranthngicatppdL@ dind crocps tgenimgk 1pdimys cqad. gfore pap-lavisk
transi ent e _qistr

conprom Si ?ﬁgassﬁe%%g}’ :i\? %8iZfa}ﬁaaﬁlqa%éelis@&uewL%SOEltdtede‘g%rageréclsags tk‘ﬁ%&@Z 18ThThe
central i zeduteyticaoratnenl aqeayictamad 11®whdyatlen aygdranedafrhastartravicaxkst i ng

conmuni cati on se§5|on sunce t%e qf tgr S%SSIBS keys are generated and
provi ded byMIHe @ne mantbl¥ oM IhidcatiBercrlikndDe sttt Rreat bEnPorss) shem &t nce
nei ther theAPP-THeWATKTRS) e KEY qum;paﬁﬁﬁg%nttﬁ@w LRDL KSyeMI R&

distributed to the access” points. [0083 arious I nplenentations, the
new nast er agé®sithn dcesss MBKhinghyddnaifias dd T 8P) &16horThet MK a:ﬁetyerbehmdml}f or

it may be used in itely,. comuni ¢ bet wee cess
Lerm nal - alEenaN b eabiiseBnd J0id sCor EEMESL LT T SRHERG eSO

aut hent i catyhQBcQS ter@irlll NERtd &Pddces @ﬁmqno@ﬁ%%@e A& VIH TRm MM BR AAGESS
poi nt may be subsequently perfornmed (e.g., to renew the MIK) in order to

reduce the npﬁsteehﬁysdhatdfla}cm@mhjgusddéo domvatempatano sessies SFm. [0084] As

used in Fi e desecripti o r the mas nsi en key
(MrK) and ﬁ'gd(}e"ir 5| olrrlnpk%m%n ﬁ\%ﬁ’s%he R/I'ﬁg d% %%OI &Yt Oamﬁgr S td B access
poi nt / ace@f®ek %mm@d afRBlor supiﬂ‘l@i M el eﬁ:c@lﬁ&&nﬁﬁélvﬁerhnﬁhﬁ? agthith@datdrclaoor
(which may al so be an access poi nt) and the access termnal., The MSK is
used bet weds Hishat pEYACOh By beatieplancnied dsaveer thy pathenticatos da@ and/or access

i npl ement at, e r i t

(MSKs) may %rgﬁfaagel I’gf %p@@h %1%&%2? ?ﬁ(}{(éo% ﬁg&%un{]ﬁf} Hgﬁslgltr:nllj%g é’gq? Z(gly
negot i at ed chetuneanwath) dcdesiontofntie VEIK. amd; 1amclaammpm tht Jarto maay prsddmeng ofl
period of ti til the conmunication session is handed off to

anot her acé]ees”gAEc%ﬁ‘PltéPc HeaRP6PAfINI cati on session ends). In other

i mpl enent af DMSEF ﬁh'%eawsteﬁﬁﬁﬁapqu fSteh 98F bERMSastLiRBRNE: IdaNaE&R
session keys (TSKs) via a prescribed protocol undertaken Between the access
poi nt and u)heltsafm:ebsumeg theraabess [pO@8 lentified 21 8t He oexanqmds, uhb hosss wrmuhal n

Fi 1- ft t t h t t
Schenes i n I RGMEORIEkEn ARG TAPPact i SELT QHGTAE ShomBUPPER TR cess
poi nt to aoRRWae&8epSinRah Mo vibinitfBThEAcddIPtemBial eds hﬁy@éﬂftﬁé sERNEQYést 1o | N

one exanple, rather than obtaining or negotiating new keys when an access
terninal nevieblithor gomamnigetien sesgionnvith AvecesstRoirt 4 dtl 0ok ﬁlq prigredrhited ned

b h h I [l
concurr ont P AEARbITa el B e baBFTFERRM P AP, TV RVRRLY, T

of access palyntie ¥ctd RrainaEedcdtifical®2®, This hegintfcs hoeantamess daed fHas i t h
whi ch the access term nal nmai ntai ns such sjnmultaneous or concurrent

security ad@B¥PAicondcqeEs BNt Relfgy thembsends iy risatitigr Gk’ +1Bcty) wed Jbe acesps
access poi @éxﬁunaﬁa]]‘ag'nﬁf}]&‘f(é@f @BZV RACERSRH Obf'é kez, ?egﬁé‘s‘? [P N SutRGH Nr 6
a cces an new

an access termn term na ccess point nmay establi sh
a secure keygnerkibng eﬁmfrpiaeter Bésmoad{eeQMSKeh) Mihmehl maynte ned tgctheaecepmtenhmlahy
establish a naster sessi key 0 er centra ed ke
managenent et HSES 8O it S SRbHomdad GNEN Rieobiden 85t cess
poi nts, the.asaRsStibepM nal may sinply derl ve a new master session key

( MBK) with the authenticator for the new access poi nt and has the
aut hent i cat/o@#66hr dNeaxtiebaith theoauthenticetnr 428¢ @sd apaisnitermi@dg 7P rugi mylepandantly ve

f h [ hod, d bed
Sbove, enaltaetent e nesef sFRRRaRt TSl GengT o BN bt ol RORESH th °

access points in its active set.



[0088] Figure 5 is a block diagramillustrating an access term nal
configured to performlow | atency secure comuni cati on sessi on handoffs.
The acceswotzessni3mmh 502 may i ncl ude a processing circui tcais2asopicesi to a
Wi rel ess comuni cation interface 506 to comuni cate over a w reless network
and a storage device 508 to store a unidle top-level naster key Mo
(associated with the access termnal) and the MSKs associated with each

access poi Mfansiditexd’ RFERHIRY abdebCHbiht RIRAL AIBYanREHhE ARdds@ %r%l:ﬁlaq UREELF Sy

handof f an ongoi ng conmmuni cati on session w thout noticeable interruptions
in the commai2Z8t it messi wasioMreyp(MEKskinay beishouiterns dmkispeeific ksyocessor,

processi ng nodul e, . 25 et may j.ncl ud ke ener at or, ul e i qured
o gener at SVBIE serichired Wasba T bE Bt el pSEY A5 EL2 Pl R PRE P
sessi on. [ QAR9sufthiger@y &ddrivatord lf@wtidhaoB@muid thesihati B@sidn MRYHAASKs are
operational in an access termnal to facilitate a secure comuni cation
sessi on haggodratef usiga eommen MEKs 8t [sastrihe meccss peit sfengBeis P dBPsaised poi nt
using a ce k i h Lt ad . i ent
oy ng -, Bk S P ARAS RO BRRGAAE o | ikl Yooek PR Bho A0S

| east a t operhénglpairasiheraukieyitiessordlahey thentsond fie fasceasert @ksiomaty MEK1 A

short request to establish a seeﬁre-connugicatjon session with a-fikst
access poi i? thaypotrss Wt fo2ihdollopdie e derdvationRf soust MRstes REYSions Kgjliest
may i ncl ud a \ N infqrer i nt
i dentifier ?%%)ng%ﬁgin%ﬁ{eeﬂgﬁ%hdtnw gfagtlg)trﬁgst xﬁ%gﬂgg@ ?rgiﬁrfhﬁﬁgﬁi’ﬂ[qgéogo]
Opt i onal | y M3K1 ded Cothbedataibfor establishamsthe icamatinatioe sesmiondetwenghy eceebs om

t he authenticator qr, the access i.nt 605. The asspci ated.value nmay be an
o M e endda Arst OB 2RE e a2 4B rBRaRS AQLELLY nuttk Sotme once
or random RYRRES, 1R RSIEd WAoo 6 GE&Ss RAthIHal Aid hB8c@YS PARL bEALMy- corfién

secure comruni cation session may be established with the first access point
usi ng at | deesh genagficdjgearttitics suaheastnoncesabat ayn ckehpangeshabsequantha etisaarathe

master transient ke he acces oi.nt 4gdentd fier. the.access term nal
Mont1 11 or PECY ST Sy fiGE 38 BN B A hsheh Blsto o BB RS e’ Gobbil
term nal mayssidhekeysifBdren madterbkagiedgios/nf ot laaC A cAERRERafdEHsNHcSsi®8an | T a
second access point is identified, the access ternm nal detern nes whet her

the exi sti AEnRsHTEHELARSIabHShed dstvprendhbrdcassgoifahd bdanst thepeenss femaing] | 5
access poi nt;: 9ﬁ§§ 610. This may be determ ned by
conparing t %&gF%ﬁ§f§§§§Q%6 ﬁ&gﬁ% or g%ﬁﬁ'ity with the first access point
and second [67¢s Shpoidetss Eheinat dé8 smiercontirale walistdetfer wrowecists €ont ilovak t he
conmuni cation session with the first access point 612. Qtherw se, the
access ter Afffar tq?aynaé%g%ég) BioTRinE PAEIoR Al ?%fo‘i‘o‘tﬂéé)c&ﬁ ¥{ih ghow access
comuni cat iyght 58 eSE 0fark® &R ASERIAAS INESF 33PO0ITRLt Y o8 @RJAREssBeIRALE 1 [Equest
to the second acceSs point w thout including the second access poi nt

i dentifier rédds oAsnades artd e diftebow ecctoher shlbror a etjoestr snpml indétoded fiom
access term nal identif.ier onl nd not the acc int jdentifjer to

i i i 26 ¢ HBO B BRE oo bR PR ey D6 EFan R rd 2 oo SpEPbnall S, as
descri bed HRYET idmSLE@Rht 36&IEpShEA Mal tHehd BNy REckEEVBA 109 aRdid&l by
authenticator or the access point 615. The associ ated value may be an I P or
MAC addr esshagesss sradnahi i1, ofr mas sicgéed shast rermesicioeesabpioh it conmanisatieie or
random nu . cho e i r.t nt i ra. T ecur e
conmuni cat Non T TE s POy BEEF AR SRl P HRR S S Rl R SEE

usi ng at | éas12. aUulikctie pAecafdhdwiteicqsssdodmok fi¢lude nier alced pfoas edendifict he
master transient key, the access point jdentifier, the access termnal

i denti fier (ARIIdFD Bi0al Ay 2 rewltd coh inchislingthaiasersy aping ienblicr GyddP_Bhan

access { er BaiahuIRpd BERuRBPda@ fanl At SRR ERATRCRLIH FSGES 1A QM Che

first access point to the second access point and secure It w t he second

mast er sessisaderkegier AB. DN B )sankdathd akfespraaesd idayifioe (AEpHEAL éd threufotrinpdfea t i mes

by using the master transient key, the access point.identifier, the agccess
I

ternnal i dERTTRCEr LA AUHPRISHANTTT SFIRENE SRR IE P Ve HiIEh GENSLdred t he
next nmast efySRSHcRL k@Minall A desEpGHT B td citSh1Rh R seekte dbRENAMalibh 941 rati ng an
aut henticator configured to facilitate | ow | atency secure conmuni cation
sessi on hart@f8] s Nckhe batht hbat rethtmrcad2 138y aihcthadecespristemel ngl&cimaui t
704 coupled to a, cqmunication interface 706 ni.cat e ov a _networ k
and o st or e ET EuneE e o Pang sraran 6%y M BEr SR PR o T
(associated with an access termnal). The processing circuit 704 may be
configured to facilitate a secure handoff of an ongoi ng comuni cation
session froman access point to an access term nal w thout noticeable
interruptions in the comruni cati on session. The processing circuit 704
(e.g., processor, processing nodule, etc.) may include a key generator

o o, o L, v o o



[0096] A first master session key is generated by the authenticator based
at least on the naster transient key, the access point identifier, access
term nal woenes/f3uss and 27 optionally the associ ated vacuas@@8/.ocibhe fir st
master session key may be sent by the authenticator to the first access
point 808. Optionally, if the authenticdfor's associated value is used in
generating the master session key, the authenticator nmay send its

associ at ed c\{ﬁleﬁtemﬁs%ﬁ i sRGE RSP MBR MiRalcc&Q JoltatidédiBicAGRE IHe hQLW eﬁhmapy
generate the sane first master session key '809. [0097] Subsequently,
second acceadamtifier 3¢6 jandnd4®f i dhe naacstuswstier keyra(MSEehmalyi b slaortttemt |11©hal ly,

econa accateiokne: TR SO ART b M ukBetR R S T TS e

val ue is us@ehe ddweagidbNpdihi BASOI THRYscUSR dobhm@ibhntias $esict fdy iddnun8atk The
second associ ated value may be an I P or MAC address associated with or

assi gned t detrendbeasecspaiontt brlld agnte asecssatatomenliibesingHos avvbinastae
access poi LR ltpe\{[ ?g@tl cator. [0098] A second naster session key is
generated base east "on the master transient key, the second access
poi nt 1 dent0069%r A tdremasticesestsessionnain th@:ietsrt sckety establioldd snaédnytht hecesecond
associ ated value 811. The aut hentjcator y then nd the second master
sessi on ketpotnéﬁ hé2 and dircacgetseisaminal hiS using ﬂeotqcewgma;?ter Pgssiogekey MSK2.

aut henti cat@k'1Sy@srP %k%tcglq bé/athé’gcdés ﬁij ré%@@nfﬁ %lft?ﬂlte'h%ﬁ&&? ré@éfst%‘ﬁ'@gtl}} ts

associ at ed vaI ue to the acceéss term hat The access term nal rmay
generate t h@tlmmessemnmahaim @n a$temt1w1 ekbydl&ﬂem t[lé)(h@@(}off:ingiurce:cgr bs the bl ock

diagramillustrating, an ac ured ofaC|I|tat ency
Cecur o comitieapi e SReerORE fanth P et b gufti euR e,
processing a@éés@ﬁbiht BO%46CPaRbRhottRe aematleh%$§ s@&ﬁﬂ%ﬁﬁsﬁ‘e@%&s@i&n'l@&%ﬁ/ﬁs@@? a906 to
comunicate with one or nore access termnals, a comunication interface

910 to comveerinddtassignt session key REEDomebe gaehraed os hdinctivoedshpdHESandnd a
storage devi ge 08,,t [ Lque top-l.eve SSOC] ted
ot thon accelSr et i BaSpBe i o dRclBy St hg b el b Reshe REARAE £

facilitate aad geciteesspandobs. Wi ‘@thcodga’ Agy GomuBLER] itai Grafind-Oatyfng0that he
access point 902 to an access term nal w thout noticeable interruptions in
the comunilt&PPHh Qs die adusss preetss snAdhe apeass Pogd4oy & gay prigEessH:

processing ﬁgPéerﬂeS qrtﬁhﬁnés Hftﬁa%s”ﬁt)ﬁt%g tﬁatkgrg %ﬂ@éﬁ?@bg&@%&% 0| e%‘a{fa“r‘éj to

generate o eys can be use n|ca ron
session. [ @Ba6&l rkh gorr the Parpose af kboekg AISAGE Sovch btatsdolafdrnigriamgatieonat i ve
enbodi ment of . an access point 1002 g?avi ng. an int at ed E)’Ut henti cator. The

access poi NESSHOSCYTEPT Achatier kangreomopenshfgrtc LEMHIIGHHERY o

poi nt 1002 poRydh e &cQssRutimihA1St 82dd & &955%81&% i Togm¥$ B@te%uewd%ot i cat or
via its communication Interface 910, th

[0070] The process of securely handlng off a communication session from one access
point to another may be repeated multiple times. For example, in Figure 1, the access
terminal 118 may roam or move from a current cell 104 to a new cell 106 and seek to
handoff a communication session from a current access point B 112 to a new access
point C 114. The access terminal 118 may request a handoff to the new access point.
As described above, the access terminal may send a short request for handoff, where the
handoff request does not include the access point identifier (AP_ID). The authenticator
120 may then generate a new master session key MSK3 based (at least partially) on the
master transient key MTK, the access point identifier and the access terminal identifier.
The authenticator 120 may then send the master session key MSK3 to the new access
point C 114. Both the authenticator 120 and the access terminal 118 may independently

generate its own version of the new master session key MSK3. The access terminal 118



28 aut henticator 1012 is co-located with the access point 902. The

aut henticator 1012 and access point 1002 nay operate as illustrated in

Fi gures 1w6 2aesli3dk412. [00101] Figure 11 is a flow di agramtskéosdtreat i ng a
met hod operational in a first access point to facilitate a secure

comuni cation session handoff fromthe f?rst access point to a second
access point using a centralized key nanagenent approach. The first access
poi Nt T ecei¥@ach ab&IVBSht ENANR REEERIh RENDRIer §QsBAkRPMSIB B SREHLE
conmuni cati on session; the requést does not include an access point

i denti fi er tha@Rurelgoomuneggion isergionthetwesniken., t he access point may send a
first acce int identifier a opt L, ongl,l sociated val u 0.t he
authenticaﬁ@gﬂQ1gﬁ§H%ng%ﬁ%T$§%@ﬂ?uﬁhégtggn%ggﬁgff%% d%s @??Fé@“%gFﬁélto
the access st@hdeRalplSof thbaperbii FGCRESIds RoffdicatiTAYsygen avial eerlthliz&R RSy
master session key 1105. In an alternative enbodinent, if an associated
val ue i s useshagane ibatafeeilitaies spgyrce lowdafencynhandotfs. tlpdhisucrens pxamnde. sray
use its o i.ated. val Ad. i 1nal eperate
the same maPar SEuRiry'PUse) OCESE 48 AT bB SR AR LR b A
first mast efasgesahdmthkey (MTO), hinecaasy heant ide@iftr, dhlfoess Thenihalrigdntidiee esd

poi nt can then ?stablish t he E%cure communi cati on session with the access
& stete

terninal uSPHEA WeA¥ f58¢1a $USE OF WeEIF T308° asusedare g RiHedar st
access poh%né@%dr EVRc&s E)%HH%?tthé LAMEARNGACCRRS it %ig‘s@@dndt&aﬁfi;’[@%é the
secure co nicati on session to a second access pol nt; t he reque t "does not
i ncl ude an aatherssit@oi2ft a¢atenpaoifii ArllD] accessTiorminahy 1§ amdeactdse psat dhdll 0L ess

point to send a second access point identifjer, the access, termn nal

Cdent i 1 er F4AC dpEioRl (P dTEUEDRD PEESE ar REFYRPOE £ The PSUSRUNEN At or
1112. It ma¥enkifigNAPENS A BE2, 386Q8 brABR? flag e ddMaiie8 bl dddnhieicPATERS 30£hMA Nal
so that the access Termnal nmay generate the sane naster session key 1113.

In an al t eracess peineRtroai breidentifidd tanideniseiAdt é@_Ba06e Fushergwee, recagepelnat e
t he master session keys, the t henti cat or use it as i at,ed val ue
b send 1 ¢ aaceneofEECind PERRARME SBh e TNr h 81k AP 1028 A URE, ey
The access mpgi bt aaynddie Mmundseei o€ at hencsegaittated Pyeba@e 9609 godyt hndnhd he
aut henticator 1114. The communi cati on session can then be handed of to the
second acca¥thepibiar, ©eInwtivelyo103] Figure 12 is a flow diagramillustrating
a method ORgAYi gl wukiloRRyBC 18 Snli SLLAN:hRa PRI &1 ADEACL oS ABb Gy an
active set of ‘access poinfs. e access term nal may “scan for access points
1202. As a nmswr&eg ddKo@3dLR2indi 3l 4i wedidly bedciatcdewisic dessctBrivinnabl BddsThd t o
its active set of acgcess points 1204b61£e access termnal nmay establish a

mast er sesSHORMKEOTW P hanhafrosc taBRapdi fitmyselpe nPEOtRR dNITTISIEY K set
1206. 29 [(ﬂﬁjl@‘ldana_ %%sﬁﬁ?ta%rmﬁsﬂeﬁﬁﬁ&%@@?@%ha %‘r‘é&@ﬁ@edpﬂbfgcoﬂ%ﬁcﬂ pel ude
a master session key based on a master transient key, an access point
identifier Efh dbcdddKt mapibeadbased€attlicdst partaby) opttho fa-leyclamasissloryi Mkewl

val ue receiv from an access i nt. or u nt i.cat 208. .As descri bed
Sbove, |t he HEEh MEAN AR Ry CBETEF GAT Y BdEasdTBobTHK gho e seCiRty

aut hent i catydintai@d B8 Y¥hdutBéhtichloPn 20/hd ACtdELLEMMES PIY. & 86htWst, hOKMSRSfagned
to the access point or a nonce or random nunber chosen by the access point.
Such mast erngeesss mia) | Magnchan eccpisaeingdd 8 share draderiviet dont tiedd TKrpniagur es
1-4 and/ or for e e 0 Th s term.nal Ix inhitiate a
comuni cat ingar%teé gg%sl ﬁé%r%{\h IPIe léll%g %qrug%tl%g%gis%g%g%\(entte& ﬁ}a?%éesglgﬁik\e/ 3 set, wherein
a first mgoEm3|sessonr kecrasgaiond] et MK dehieation’ flay adae sl ntranddnused

to secure the_comuni cation session 1210. The access point may_subse%uently
swi t ch t he "UBPRLIETCEGbrnd@rsuipplicd by Hhesicepsderaupdsld Spammr aptheptiatoichlyve

set, wherei e ' j j t cess
o nt s e e B R S A AR SRR 126 SFEE RS
access t er memahal SMi8t ©hésivier gomdrine, dnd/st ctahatgre swhcondoracosstsr poiontto (bhe
first master session .may b u uently reused if the access terpm nal
swi t ches b&ERCWnEWFﬁQEﬁg%‘é?PPHg’%\Rﬁ? E(Fﬁﬂe A5 g%k%’eg’stlhﬁ&ﬁnﬁanm@%)éfs e or
nmore of the,CPAPRREBHSucSLERSHrofAd/ or functions illustrated in Figures 1
2, 3, 4, 5 6, 7, 8 9, 10, 11 and/or 12 may be rearranged and/or conbi ned
into a sind0®43orfhonaaess tstreinal di 8 frumyctibtom for begadowbise tilenhfysesy dacal access
conmponents, ste .f.unctions wthout affecting the operation of .the
pseudo- r and8itnab Pt PEReSattint i oureE eafem e BB TS shbs bR,
and/or functions may al so be added w thout departing fromthe application.
The apparatus, devices, and/or conponents illustrated in Figures 1, 5, 7,
9, and/or 10 may be configured to performone or nore of the methods,
features, or steps described in Figures 2, 3, 4, 6, 8, 11 and/or 12. The
novel al gorithns described herein may be efficiently inplenented in

Y o o N B NN A N~ —yr - o, I Y 1



30 [00108] The various features of the application described herein can be
I npl emented in different systens without departing fromthe application.
For exanpWwe,2ossomiseseid pl ement ati ons of the applicati on maycChasp@siersaed w t h
a noving or static commrunication device ée.g., access termnal) and a
plurality of nobile or static base statf®ns (e.g., access points). [00109]
It should be noted that the foregoing enbodi nents are nerely exanpl es and

are not t0a§%cﬁﬁﬂ§@ﬂ&§@l@5Iﬁbﬂb%&&ﬂ khﬁxﬁQ££$QQﬁhﬁﬂl1ﬁhﬁm9%é§£!96h&ﬂs§f t he
enmbodi nents is intended to be il ?ratlve and not to limt the scope of

t he cl ai nms.poms As Uthbascthen pis stanat stte@gdﬁrmmgmp@awrbte angathdrycegspboioth indhot her

R R A R

oper at i onalcofifmicaB6s 8SSioRal it ACEIEPPofit 110, Unlikt @EEpiibrgt, #hd sHosttreQ@ésuest
froman access termnal to establish a secure conmmuni cation session via the
access poi fay not mclu@éh@lWQSSapqz@tyd@Iétf@é%PMg@dt@asamcm@@ lwelit the a¢sss

ki th%erhﬁ al 1881 ?%1‘ 3@@3§”E‘§§nlhﬂﬁlz&d a%mu%?{# 11% ﬂ{’attfé HGRnfid S ABGEESS
pOI nt identifier an recel ve access erm na en er; an

point A may then send its identifier (AP_ID_A), the access terminal identifier (AT ID)
and optionally its associated value, in the form of a key request, to the authenticator for
generating a first master session key (MSK 1) which may be used by the access terminal
and access point A to establish a secure communication 322. The value may be an IP or
MAC address associated with or assigned to the access point or a nonce or random
number chosen by the access point.

[0075] Next, both the authenticator 120 and access terminal 118 may independently
generate a first master session key MSK1 based, at least partially, on the master
transient key (MTK), the access point identifier, the access terminal identifier and
optionally the associated value 326 and 328. The master session keys (MSKs) may be
short-term, link-specific keys. A master session key MSKn may be generated using a
pseudo-random function (PRF) or other suitable key derivation function. Because the
master session keys MSKs are generated using a common MTK, at least the access
point identifiers AP_IDs or another associated value used in the derivation of each MSK
should be unique to a particular access point and access terminal pair. The authenticator
120 may then send the first master session key MSK1 to the access point A 330. If the
authenticator uses its associated value, the authenticator may send its value to the access
terminal so that the access terminal may generate the same first master session key
(MSK1) 331. Following the derivation of a first master session key (MSK1), a first
transient session key (TSK1) may be generated as a function of the MSK1 and “other
data” for establishing the communication session between the access terminal and the
access point 332.  The “other data” may be a quantity, static or time-varying, that is
known to both the access terminal and the access point, or it may contain fresh
generated quantities such as nonces that are exchanged subsequently in a separate
protocol run for the purpose of deriving TSKs. Such protocols for deriving temporary

session keys from a master key are known in the art. A communications session can
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access point A 110 to the new access point B 112 is decided by the access terminal 118,
it may send a short request to establish a communication session with Access Point B by
handing off the communication session to Access Point B 112. Unlike the prior art, the
short request does not include the access point identifier (AP_ID B) 340. As a result of
not including the access point identifier (AP_ID B) in the request, the amount of data
transmitted is minimized.

[0077] Access point B may then send its identifier (AP_ID B), the access terminal
identifier (AT ID) and optionally its associated value, in the form of a key request, to
the authenticator for generating a second master session key (MSK2) which may be
used by the access terminal and access point B to establish a secure communication 342.
The associated value may be an IP or MAC address associated with or assigned to the
access point or a nonce or random number chosen by the access point.

[0078] Next, both the authenticator 120 and the access terminal 118 may
independently generate a new master session key MSK2 based, at least partially, on the
current master transient key MTK, the access point identifier, the access terminal
identifier and optionally the associated value 346 and 348. The associated value may be
an IP or MAC address associated with or assigned to an access point, a nonce or random
number chosen by the access point or the authenticator. The master session keys
(MSKs) may be short-term, link-specific keys. A master session key MSKn may be
generated using a pseudo-random function (PRF) or other suitable key derivation
function. Because the master session keys MSKs are generated using a common MTK,
at least the access point identifiers AP _IDs, access terminal identifiers and/or another
associated value used in the derivation of each MSK should be unique to a particular
access point and access terminal pair. The authenticator 120 may then send the second

master session key MSK2 to the access point A 350. If the authenticator uses its



32 access point identifier associated with a second access point to which
t he communi cation session is to be handed off 7. The nethod of claim§6,
further CWORDISBI3MTH4 sendi ng the second access poi RCTiu$eomsiobices and
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met hod of claim 1, wherein the first master session key is a short-term
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112 and the access terminal 118 using the new master session key MSK2 352.

[0079] A communications session can then be securely established between the access
point B 112 and the access terminal 118 using the second master session key MSK2.
The handoff may occur by the access point B responding to the handoff request directly
to the access terminal. In an alternative embodiment, the handoff may occur by the
access point B responding to the handoff request to the access terminal through the
access point B 356. Following the derivation of a second master session key (MSK2), a
second transient session key (TSK2) may be generated as a function of the MSK2 and
“other data” for establishing the communication session between the access terminal
and the access point 358. The “other data” may be a quantity, static or time-varying, that
is known to both the access terminal and the access point, or it may contain fresh
generated quantities such as nonces that are exchanged subsequently in a separate
protocol run for the purpose of deriving TSKs. Such protocols for deriving temporary
session keys from a master key are known in the art. Consequently, communications
between the access terminal 118 and the access point A 110 may be terminated 360.
[0080] The process of securely handing off a communication session from one access
point to another may be repeated multiple times. For example, in Figure 1, the access
terminal 118 may roam or move from a current cell 104 to a new cell 106 and seek to
handoff a communication session from a current access point B 112 to a new access
point C 114. The access terminal 118 may request a handoff to the new access point.
As described above, the access terminal may send a short request for handoff, where the
handoff request does not include the access point identifier (AP_ID). The authenticator
120 may then generate a new master session key MSK3 based (at least partially) on the
master transient key MTK, the access point identifier, the access terminal identifier and
optionally an associated value. The associated value may be an IP or MAC address
associated with or assigned to the access point or a nonce or random number chosen by
the access point or the authenticator. The authenticator 120 may then send the master
session key MSK3 to the new access point C 114. As described above, if the
authenticator’s associated value is used, the authenticator may send its value to the

access terminal so that it may generate the same master session key. Both the
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with the access terminal. The authenticator generates, administers and/or distributes
transient session keys to each access point. Because the transient master key MTK is
negotiated just once (e.g., when the access terminal and authenticator first initiate
communications), this speeds up the process of generating session keys. Also, even if the
transient master key MTK is compromised, it does not compromise the top-level master key
MKo. Moreover, because neither the top-level master key MKo or master transient key MTK
are distributed to the access points (e.g., just the transient session keys are distributed), it
reduces the risk of compromising security if an access point was compromised.

[0082] This centralized key management provides a low-latency handoff for an
existing communication session since the master session keys are generated and
provided by the authenticator while securing communication sessions since neither the
top-level master key MKo nor master transient key MTK are distributed to the access
points.

[0083] In various implementations, the new master session key MSKt may be used for
a short time after handoff, or it may be used indefinitely, to secure communications
between the access terminal and the new access point AP-t. In some applications, EAP
authentication or re-authentication of an access terminal via an access point may be
subsequently performed (e.g., to renew the MTK) in order to reduce the potential of
compromising the communication session.

[0084] As used in Figures 1-4 and the description herein, the master transient key
(MTK) and master session keys (MSKs) may be specific to a particular access point /
access terminal pair. The MTK is used between the authenticator (which may also be
an access point) and the access terminal. The MSK is used between an access point and
an access terminal. In some implementations, the master transient key (MTK) and

master session keys (MSKs) may be used for a short period of time (until a secure key is
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contexts. In one example, rather than obtaining or negotiating new keys when an access
terminal moves to a new access point, an active set of keys is maintained by the access
terminal. That is, the access terminal may simultancously or concurrently establish
security associations (e.g., keys) with a plurality of access points within a sector, area,
or region. The access points with which the access terminal maintains such
simultaneous or concurrent security associations (e.g., keys) are referred to an “active
set” of access points. Each time a new access point is added to the active set of an
access terminal, the access terminal and new access point may establish a secure key.
For example, the access terminal and new access point may establish a master session
key (MSK).

[0086] Where a centralized key management method is implemented in the context of
an active set of access points, the access terminal may simply derive a new master
session key (MSK) with the authenticator for the new access point and has the
authenticator provide it to the new access point.

[0087] Using an active set of access points with a centralized key management
method, as described above, enables the access terminal to quickly switch
communications with access points in its active set.

[0088] Figure 5 is a block diagram illustrating an access terminal configured to
perform low-latency secure communication session handoffs. The access terminal 502
may include a processing circuit 404 coupled to a wireless communication interface 506
to communicate over a wireless network and a storage device 508 to store a unique top-
level master key MKo (associated with the access terminal) and the MSKs associated
with each access point. The processing circuit 504 may be configured to securely
handoff an ongoing communication session without noticeable interruptions in the

communication session. The processing circuit 504 (e.g., processor, processing module,
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[0090] Optionally, as described above, an associated value may be received from the
authenticator or the access point 605. The associated value may be an IP or MAC
address associated with or assigned to an access point or a nonce or random number
chosen by the access point or the authenticator.  The secure communication session
may be established with the first access point using at least a unique first master session
key generated based on the master transient key, the access point identifier, the access
terminal identifier and optionally the associated value 606.
[0091] The access terminal may then listen for broadcasts from local access points
608. If a second access point is identified, the access terminal determines whether the
existing communication session should be handed off from the first access point to the
second access point 610. This may be determined by comparing the signal strength
and/or quality with the first access point and second access point. The access terminal
may determine to continue the communication session with the first access point 612.
Otherwise, the access terminal may choose to initiate handoff of the existing
communication session to the second access point by sending a short request to the
second access point without including the second access point identifier 614. As
described above, the short request may include the access terminal identifier only and
not the access point identifier to minimize the amount of data that may be transmitted.
[0092] Optionally, as described above, a second associated value may be received
from the authenticator or the access point 615. The associated value may be an IP or
MAC address associated with or assigned to the access point or a nonce or random

number chosen by the access point or the authenticator. The secure communication
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conprising: a _processing circuit configured to o
the first access point to the second access point and secure it with the second master
session key 618. This handoff process may be repeated multiple times by using the
master transient key, the access point identifier, the access terminal identifier and
optionally a new associated value to generate the next master session key.
[0094] Figure 7 is a block diagram illustrating an authenticator configured to facilitate
low-latency secure communication session handoffs. The authenticator 702 may
include a processing circuit 704 coupled to a communication interface 706 to
communicate over a network and a storage device 708 to store a unique top-level master
key MKo (associated with an access terminal). The processing circuit 704 may be
configured to facilitate a secure handoff of an ongoing communication session from an
access point to an access terminal without noticeable interruptions in the
communication session. The processing circuit 704 (e.g., processor, processing module,
etc.) may include a key generator module configured to generate one or more keys that
can be used to secure a communication session. In various applications, the
authenticator 702 may be a located at a network controller or it may be co-located with
one Or More access points.
[0095] Figure 8 is a flow diagram illustrating a method operational in an authenticator
to facilitate a secure communication session handoff from a first access point to a new
access point using a centralized key management approach. The authenticator generates
a master transient key (MTK) based on a top-level master key associated with the access
terminal upon the access terminal requesting a communication session with a first
access point 802. A first access point identifier (AP_ID_A), an access terminal
identifier 804 and optionally, as described above, an associated value may be received
from the access point. In an alternative embodiment, if an associated value is used, the
authenticator may use its own associated value as described above 805. The associated
value may be an IP or MAC address associated with or assigned to the access point or a
nonce or random number chosen by the access point or the authenticator.
[0096] A first master session key is generated by the authenticator based at least on

the master transient key, the access point identifier, access terminal identifier and
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second access point. In an alternative embodiment, if a second associated value is used,
the authenticator may use its own associated value 810. The second associated value
may be an IP or MAC address associated with or assigned to the access point or a nonce
or random number chosen by the access point or the authenticator.

[0098] A second master session key is generated based at least on the master transient
key, the second access point identifier, the access terminal identifier and optionally the
second associated value 811. The authenticator may then send the second master
session key to the second access point 812. Optionally, if the authenticator’s associated
value is used, the authenticator may send its associated value to the access terminal so
that the access terminal may generate the same second master session key 814.

[0099] Figure 9 is a block diagram illustrating an access point configured to facilitate
low-latency secure communication session handoffs. The access point 902 may include
a processing circuit 904 coupled to a wireless communication interface 906 to
communicate with one or more access terminals, a communication interface 910 to
communicate with an authenticator and/or other access points, and a storage device 908
to store a unique top-level master key MKo (associated with an access terminal). The
processing circuit 904 may be configured to facilitate a secure handoff of an ongoing
communication session from the access point 902 to an access terminal without
noticeable interruptions in the communication session. The processing circuit 904 (e.g.,
processor, processing module, etc.) may include a key generator module configured to
generate one or more keys that can be used to secure a communication session.

[00100] Figure 10 is a block diagram illustrating an alternative embodiment of an
access point 1002 having an integrated authenticator. The access point 1002 may
include many of the same components as the access point 1002 in Figure 9 but instead

of communicating with an authenticator via its communication interface 910, the
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28. The processor of claim25, wherein the first master session key is a
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associated value to the authenticator 1104. Optionally, it may then send the associated
value to the access terminal so that the access terminal may generate the same master
session key 1105. In an alternative embodiment, if an associated value is used to
generate the master session keys, the authenticator may use its own associated value and
send it to the access terminal to generate the same master session key.

[00102] The access point then receives the first master session key from the
authenticator 1106. The first access point can then establish the secure communication
session with the access terminal using the first master session key 1108. Subsequently,
the first access point may receive a request from the access terminal to handoff the
secure communication session to a second access point; the request does not include an
access point identifier 1110. This may cause the second access point to send a second
access point identifier, the access terminal identifier and optionally a second associated
value to the authenticator 1112. It may then send the second associated value to the
access terminal so that the access terminal may generate the same master session key
1113. In an alternative embodiment, if an associated value is used to gencrate the
master session keys, the authenticator may use its own associated value and send it to
the access terminal to generate the same master session key. The access point may then
receive the second master session key from the authenticator 1114. The communication
session can then be handed of to the second access point 1116.

[00103] Figure 12 is a flow diagram illustrating a method operational in an access
terminal to obtain and/or establish an active set of access points. The access terminal
may scan for access points 1202. As a new access point is identified, the access
terminal adds it to its active set of access points 1204. The access terminal may
establish a master session key with each access point as it is added to the active set

1206.



receiving a first associ ated val ue generated by the authenticator, wherein
the first master session key is also a function of the first associated
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access point identifier associated with a second access point; and 37 34.
The method of claim 33, further conprisifg generating a second master
session key using at |least the nmaster transient key and the second access

poi nt i dentpdioQY ;THNEhster sessidh ifﬂﬂeééflfacééﬁﬁp&%?ﬂfa? AL G e &Qsi&?ﬁ%i on to
the second access point using the second master session key. 35. The
met hod of dksddnom3a magiiee rrensient ey .swcasnessmastt edensifiss iaprackesy términal sdaptificr er m

|1 nk-speci . d okﬁf( IR ard QTE AR R OFEI RO L R8RS FoRut tof " AfhenBOflof NE
second accdl 6 nally value teccived Tro ccess point o uthenticato

1208. As described above, the associated value may be from the access point or the
authenticator and may be an IP or MAC address associated with or assigned to the
access point or a nonce or random number chosen by the access point. Such master
session key may have been generated as illustrated in Figures 1-4 and/or 6, for example.
[00105] The access terminal may initiate a communication session with a first access
point in the active set, wherein a first master session key associated with the first access
point is used to secure the communication session 1210. The access point may
subsequently switch the communication session to a second access point in the active
set, wherein a second master session key associated with the second access point is used
to secure the communication session 1212. Even after the access terminal switches
from the first to the second access point, the first master session key may be
subsequently reused if the access terminal switches back to communicating with the
first access point.

[00106] One or more of the components, steps, and/or functions illustrated in Figures 1,
2,3,4,5,6,7,8,9,10, 11 and/or 12 may be rearranged and/or combined into a single
component, step, or function or embodied in several components, steps, or functions
without affecting the operation of the pseudo-random number generation. Additional
elements, components, steps, and/or functions may also be added without departing
from the application. The apparatus, devices, and/or components illustrated in Figures
1,5,7,9, and/or 10 may be configured to perform one or more of the methods, features,
or steps described in Figures 2, 3, 4, 6, 8, 11 and/or 12. The novel algorithms described
herein may be efficiently implemented in software and/or embedded hardware.

[00107] Those of skill in the art would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular

application and design constraints imposed on the overall system.



36. The nethod of claim 34, further conpri sing: receiving a second
associ ated val ue generated by the first access point, wherein the second
mast er sewei2008/18e364i s al so a function of the second assecraseaswealou®. 37.
The nethod of claim 34, further conpri sing: receiving a second
associ ated val ue generated by the autheA®icator, wherein the second naster
session key is also a function of the second associated val ue. 38. The

met hod of gh@fom) Fe dﬁﬁ@ﬁsefeﬁ!tuiré%eof@l@é‘é{&ﬁ&at‘fcﬁ%&@ﬁbe@rﬂ&eﬁn E&?b@ﬁﬁﬂ@ﬁeﬁ’t@@%s
point identifier. . An access termnal conprising: a nmenory;

processor coffigtetd Swt@ms t\héthEnmgﬂﬁlltméTq@n o&l@sgmllcemﬁ i gtlfpede&ampéfst emm sh a
master t rarllsi gent E??% W t an_ayt | ﬁnt |r(I:1at q?ﬁ rme% =1 Iae%%vnia tO(%pStIattlanel
master key A8sOET Hsvﬂ Hltﬁ éél essMerm Aal™? &

communication device (e.g., access terminal) and a plurality of mobile or static base

stations (e.g., access points).

[00109] It should be noted that the foregoing embodiments are merely examples and

are not to be construed as limiting the application. The description of the embodiments

is intended to be illustrative, and not to limit the scope of the claims. As such, the

present teachings can be readily applied to other types of apparatuses and many

alternatives, modifications, and variations will be apparent to those skilled in the art.



obtain an access point identifier associated with a first access point;
send a request to the first access point to establish a secure

comuni cavpanossBs®Hon; generate a first nmaster session key/usg008/0616nEt i on of
at least the nmaster transient key and the first access point identifier;
and establish the secure comunication déssion with the first access point
using the first master session key. 38 40. The access termnal of claim
39, the processor further configured ¢par¥gcei ve a first associated val ue
generated by the first access point, wherein the first master session key
Is also a function of the first associ ated val ue.

1. A method operational on an access point comprising:

receiving a first request from an access terminal to establish a secure
communication session via the access point;

sending a key request message to an authenticator, wherein the key request
message includes a locally obtained first access point identifier and a received access
terminal identifier; and

receiving a first master session key from the authenticator for establishing the
communication session between the access terminal and the access point, wherein the
first master session key is a function of at least the first access point identifier and the

access terminal identifier.

2. The method of claim 1, wherein the key request message also includes a first
associated value generated by the access point, and the first master key is also a function

of the associated value.

3. The method of claim 1, wherein the key request message also includes at least
one of an Internet Protocol (IP) or Medium Access Control (MAC) address of the access

point, and the first master session key is also a function of the IP or the MAC address.

4. The method of claim 1, wherein the received first master session key is also a
function of an associated value generated by or associated with the authenticator, and

the access point receives the associated value from the authenticator.

5. The method of claim 4, further comprising:
sending the associated value to the access terminal to allow the access terminal

to generate the first master session key.

6. The method of claim 1, further comprising:
receiving a handoff request from the access terminal to handoff the secure

communication session to a second access point, wherein the request includes a second



41. The access termnal of claim40, wherein the first associated val ue

i ncludes at | east one of an Internet Protocol (IP) or Medium Access Contr ol
(MAC) addwessosnif34iche first access point, and the first magtseosessdN key
is also a function of the IP or the MAC address. 42. The access term nal of
claim 39, the processor further configuPéd to: receive a first associated
val ue generated by the authenticator, wherein the first naster session key

is also a fuact heint RbndMe abddchite@R RI08 kdord a¥@ksyFoint3-whiigtRccess term nal
of claim 39, the processor further configured to: obtain a second access

poi nt i dentcphinemicasignsé¢saioads wilicthaadgbelibnd access point; and send a
non-speci fic handoff request to the second access point to handoff the
secure comuni cation session to the second access point. 44. The access

term nal of7, cl aiThe4dsthdd 6 dMinc® Fedicricbmplisihgconfi gured to: generate a
second master session key using at |east the master transient key and the
second access pofifiing theesonidaeccesgpeint identifigrpngd s repeiscdescassdeEdndfuni cat i on

session to. int.. using the second nmaster session key.

45. The acé%%@ﬁ§§§ﬁ$%%%%gggéfgﬁkg%ﬁ?&%herein t he second master session key
i s a short -t er mhahding offpRe cdrmmukieytidnosesdomrtouhe saondasccepoiren t he access
termnal and the second access point. 46. The access term nal of claim44,

t he processor further configured to: receive a second associ ated val ue

generated Ry thekifgto Ath Rg@:ﬁ%}ein e rﬂastt?%e%‘?&ﬂ%} iTBsh&t-tERsSahen key
is also a function of the second associ ated val ue. 39
specific key for communications between the access terminal and the access point.

9. An access point comprising:
a memory; and
a processor coupled with the memory, the processor configured to
receive a first request from an access terminal to establish a secure
communication session via the access point;
send a key request message to an authenticator, wherein the key request
message includes a locally obtained first access point identifier
and a received access terminal identifier; and
receive a first master session key from the authenticator for establishing
the communication session between the access terminal and the
access point, wherein the first master session key is a function of
at least the first access point identifier and the access terminal

identifier.

10.  The access point of claim 9, wherein the key request message also includes a
first associated value generated by the access point, and the first master session key is

also a function of the associated value.

11. The access point of claim 9, wherein the key request message also includes at
least one of an Internet Protocol (IP) or Medium Access Control (MAC) address of the
access point, and the first master session key is also a function of the IP or the MAC

address.



47. The access term nal of claim44, the processor further configured to:
receive a second associ ated val ue generated by the authenticator, wherein
t he secomlomaesyBusegessi on key is also a function of theprPseasrasasseri at ed
val ue. 48. The access term nal of claim43, wherein the handoff request
omts the second access point identifieB3 49. An access term nal

conpri si ng: nmeans for establish a master transient key with an
aut henti catjor based Qs B&n{ §8&84inP9, WRTIR VIR reBBSE LirskBYstBSROGbRk&Mis Wshh t he
access term nal, means for obtain an access point identifier associated

with a firstiuagoesd ap@smratths% geoeratdriy aa aswquaesstithe authergichior snddbeess
point to establish secu nara{ fegq) ﬁ§sskgp to means for generate
a first naﬁf%?sg%ggﬁﬁﬁyﬁ% 3?”3 Y4’ é?”TEEE% Yhe master transient

key and the first access point identifier; and means for establish
t he secure conmuni cation session with the first access point using the
first mastdp- seérélﬁ@ﬁc%&pom'&%@f claipel 5 sdean thermiperasor af fugthgy eandiguretidet her

conpri sing: senc{rt%@g?soc%edr\%ﬁ% tﬁ gln:?alc?%s{ t%rgﬁl?aﬁﬁg Qﬁévgtﬂ?edacég%?"fl o e{]% ated by

the first access poilnt, ster session al'so a
function O&mh&@&ﬁhéﬁﬁtﬁﬁsﬁckﬁhemkyﬁlue. 51. The access terminal of claim
49, further conpri sing:
14. The access point of claim 9, wherein the processor is further configured to:
receive a handoff request from the access terminal to handoff the secure
communication session to a second access point, wherein the request includes a second

access point identifier associated with a second access point to which the

communication session is to be handed off.

15. The access point of claim 14, wherein the processor is further configured to:
send the second access point identifier and the received access terminal
identifier to the second access point; and

hand off the communication session to the second access point.

16. The access point of claim 9, wherein the first master session key is a short-term,

link-specific key for communications between the access terminal and the access point.

17.  An access point comprising:

means for receiving a first request from an access terminal to establish a secure
communication session via the access point;

means for sending a key request message to an authenticator, wherein the key
request message includes a locally obtained first access point identifier and a received
access terminal identifier; and

means for receiving a first master session key from the authenticator for
establishing the communication session between the access terminal and the access
point, wherein the first master session key is a function of at least the first access point

identifier and the access terminal identifier.



means for receiving a first associ ated val ue generated by the

aut henticator, wherein the first master session key is also a function of
t he firstweasserilaied val ue. 52. The access term nal of elcaiuseed8/o6foust her
conpri si ng: means for obtaining a second access point identifier
associ ated with a second access point; ahd means for sending a
non-speci fic handoff request to the second access point to handoff the

secure CO”ﬁ%n'Cﬁ%b%@u%@ﬁ@h?&ﬂﬂﬂn{hﬁﬁ&%ﬁQ@&n@ﬁﬁﬁéS point. 40 53. The
access termnal of claim52, further conprising: means for generating

a second naster nmgsfqmedceynglshmgmﬁreqe@sfromﬁbe mssetﬁﬂnmahgllendofﬁégﬁ and the
second access go | nt e secure

oo oot EfirR Gty A oS i boand asceTIRAR, MAkreltORE FaRe oS aSs or

sessi on keYecond4icechh Boide fiensfidraksiciadd With & lsédoft 530esy\b@hﬁﬂoﬂvﬁlbh?th‘éec ond
master session key is a short-term |ink-specific key for comrunications

bet ween t hEomermicatipn sersiorlis it handedeldond access point.

19. The access point of claim 18, further comprising:
means for sending the second access point identifier and the received access
terminal identifier to the second access point; and

means for handing off the communication session to the second access point.

20. The access point of claim 17, wherein the first master session key is a short-
term, link-specific key for communications between the access terminal and the access

point.

21. A processor readable medium comprising instructions that may be used
by one or more processors, the instructions comprising:

instructions for receiving a first request from an access terminal to establish a
secure communication session via the access point;

instructions for sending a key request message to an authenticator, wherein the
key request message includes a locally obtained first access point identifier and a
received access terminal identifier; and

instructions for receiving a first master session key from the authenticator for
establishing the communication session between the access terminal and the access
point, wherein the first master session key is a function of at least the first access point

identifier and the access terminal identifier.

22. The processor readable medium of claim 21, further comprising:

instructions for receiving a handoff request from the access terminal to handoff
the secure communication session to a second access point, wherein the request includes
a second access point identifier associated with a second access point to which the

communication session is to be handed off.



55. The access termnal of claimb53, further conprising: means for
recei ving a second associ ated val ue generated by the first access point,
wher ei n twe 28@ciomib4mast er session key is al so a functi orcofustévs/ossednd
associ ated value. 56. The access term nal of claimb53, further conprising:
means for receiving a second associ at ed3¥al ue generated by the

aut henticator, wherein the second naster session key is also a function of

the second 23ssoqipatyeskeV@dk Wadable edPbPEIGRS 93, m&a&%hﬁm@ﬁgi um conpri si ng
instructions that nmay be used by one or nore processors, the instructions

conpri si ng: instiuniensuot scndingfthe sasendbtdesspangf identdist end thegersivdt key with
an aut henti cat or based o& a% keast a tog-levgj %aster key associated with
the access t&PmMAAM™ }dﬁ’g ?ﬂc?i lberﬁgc?lbdractg PACH Y %an access poi nt identifier
associ ated W t h igstfucfisds fBEEARIN I fife;communicdtidg tEddfoni 0 Mige JedSndSHRRAENNg a
request to the first access point to establish a secure conmmunication
session; point. jnstructions for generating a first master session key as a
function of at |east the master transient key and the first access point
identifier; and

24. The processor readable medium of claim 21, wherein the first master session key

is a short-term, link-specific key for communications between the access terminal and

the access point.

25. A processor comprising:
a processing circuit configured to

receive a first request from an access terminal to establish a secure
communication session via the access point;

send a key request message to an authenticator, wherein the key request
message includes a locally obtained first access point identifier
and a received access terminal identifier; and

receive a first master session key from the authenticator for establishing
the communication session between the access terminal and the
access point, wherein the first master session key is a function of
at least the first access point identifier and the access terminal

identifier.

26. The processor of claim 25, the processing circuit further configured to:

receive a handoff request from the access terminal to handoff the secure
communication session to a second access point, wherein the request includes a second
access point identifier associated with a second access point to which the

communication session is to be handed off.

27.  The processor of claim 26, the processing circuit further configured to:
send the second access point identifier and the received access terminal
identifier to the second access point; and

hand off the communication session to the second access point.



I nstructions for establishing the secure communi cati on session with the
first access point using the first naster session key. 41 58. The

pr ocessorwoeaaaihss4medi um of claim 57, further conprisi RGT/US2008/061645
instructions for receiving a first associ ated val ue generated by the first
access point, wherein the first naster d@ssion key is also a function of
the first associated val ue. 59. The processor readable nmedium of claimb57,

further congri simg ‘processor of Biatnh 98 tRRsin Y fifsemBktt Rsidn f(é}f ta BSRAGHAL ed
val ue generated by the authenticator, wherein the first naster session key

i s al so a flmkesptanc bty fdigominmeicatigsozitaicathy atages tegoinaiTing the acessimint.
readabl e nedi um of claim57, further conprising: instructions for obtaining
a second access point identifier associated with a second access point; and

i nstructions. fora sRMGURPcABRN vERAGLESS tdhanaefbmpeigngst to the second
access point to handoff the secure communication session to the second

access point. 6Estaliihing pmessioranswatikdy withra putheicator hpsed e, at fagpt hiep-

conpri sing level master key associated with the access terminal,
obtaining an access point identifier associated with a first access point;
sending a request to the first access point to establish a secure communication
session;
generating a first master session key as a function of at least the master transient
key and the first access point identifier; and
establishing the secure communication session with the first access point using

the first master session key.

30.  The method of claim 29, further comprising:
receiving a first associated value generated by the first access point, wherein the

first master session key is also a function of the first associated value.

31. The method of claim 30, wherein the first associated value includes at least one
of an Internet Protocol (IP) or Medium Access Control (MAC) address of the first
access point, and the first master session key is also a function of the IP or the MAC

address.

32. The method of claim 29, further comprising:
receiving a first associated value generated by the authenticator, wherein the first

master session key is also a function of the first associated value.

33.  The method of claim 29, further comprising

obtaining a second access point identifier associated with a second access point;
and

sending a non-specific handoff request to the second access point to handoff the

secure communication session to the second access point.



instructions for generating a second nmaster session key using at |east the
master transient key and the second access point identifier; and

i nstruct iwoobso343sandi ng of f t he secure conmuni cati on sessiuseoMBoctche second
access point using the second master session key. 62. The processor
readabl e nmedi um of claim61, wherein théd7’second master session key is a
short-term link-specific key for comuni cations between the access

term nal and therp3ecansl HCEAFT3PPrtter c83prisile Processor readabl e medi um of
claim 61, further conprising: instructions for receiving a second

associ at ed val ugenyena@rga sagohd mater fassign keycuasgatdoishthe ndstar ¢iansicitekesecond
mast er sessigﬂer§g%f %Iso a &gng%”gg f the second associ ated val ue. 64.
The proces§8 e BRI G E P 61, further conprising:

instructions fomhah@6g oM thgscdufceoitfurisfdaisadsash tdahdi@caen@icadsqiditYisinge
aut henti cator, wherein the second naster session key is also a function of
t he second thssseendmasiersgbsien keys2 65. A processor conpri sing:

35.  The method of claim 34, wherein the second master session key is a short-term,
link-specific key for communications between the access terminal and the second access

point.

36.  The method of claim 34, further comprising:
receiving a second associated value generated by the first access point, wherein

the second master session key is also a function of the second associated value.

37.  The method of claim 34, further comprising:
receiving a second associated value generated by the authenticator, wherein the

second master session key is also a function of the second associated value.

38. The method of claim 33, wherein the handoff request omits the second access

point identifier.

39.  An access terminal comprising:
a memory; and
a processor coupled with the memory, the processor configured to
establish a master transient key with an authenticator based on at least a
top-level master key associated with the access terminal;
obtain an access point identifier associated with a first access point;
send a request to the first access point to establish a secure
communication session;
generate a first master session key as a function of at least the master
transient key and the first access point identifier; and
establish the secure communication session with the first access point

using the first master session key.



a processing circuit configured to establish a nmaster transient key with an
aut henti cator based on at |east a top-level master key associated wth the
access t ewoizna/1343t ai n an access point identifier assoecatusdoosiosts4mn first
access point; send a request to the first access point to establish a
secure communi cation session; generate a8first master session key as a
function of at |least the master transient key and the first access point

i dentifierzoand 183tallst RImiMEoFASH §9,ATFBESE! fuRReiS@BBLARJ:t h the first
access point using the first master session key. 66. The processor of claim

65, the process irq@i\feua( fisegsseaated g@megenegated by the first access point, wherein the

first master session key is also a function of the first associated value.

41. The access terminal of claim 40, wherein the first associated value includes at
least one of an Internet Protocol (IP) or Medium Access Control (MAC) address of the
first access point, and the first master session key is also a function of the IP or the

MAC address.

42.  The access terminal of claim 39, the processor further configured to:
receive a first associated value generated by the authenticator, wherein the first

master session key is also a function of the first associated value.

43.  The access terminal of claim 39, the processor further configured to:
obtain a second access point identifier associated with a second access point; and
send a non-specific handoff request to the second access point to handoff the

secure communication session to the second access point.

44.  The access terminal of claim 43, the processor further configured to:

generate a second master session key using at least the master transient key and
the second access point identifier; and

handoff the secure communication session to the second access point using the

second master session key.

45. The access terminal of claim 44, wherein the second master session key is a
short-term, link-specific key for communications between the access terminal and the

second access point.

46.  The access terminal of claim 44, the processor further configured to:
receive a second associated value generated by the first access point, wherein the

second master session key is also a function of the second associated value.



receive a first associated val ue generated by the first access point,
wherein the first nmaster key is also a function of the first associ ated

val ue. 6 WOThe/pBuswsessor of claim65, the processing furChars2asnbticgiired to:
receive a first associated val ue generated by the authenticator, wherein
the first master session key is also a B8nction of the first associated

val ue. 68. The processor of claim®65, the processing further configured to:

obtain a seoond agaeass Rofial bAGRH 14,96 AREashAkAfMichfigaeageond access

point; and send a non-specific handoff request to the second access point
to handoff the sewinca ssoplasseartcdralyegsicsicd by theautdwoterioravberss fhoi nt .  69.

The processor qf claim68, the progessing.further, configured to:
generate. a ewrd iR stupRuek & uR REGRAR HE iebE SO R e °F ¢ ansi ent
key and the second access point identifier; and hand off the secure

communi cati on session to the second access point using the second naster
sessi on keyt8. 43 he access terminal of claim 43, wherein the handoff request omits the second

access point identifier.

49.  An access terminal comprising:

means for establish a master transient key with an authenticator based on at least
a top-level master key associated with the access terminal;

means for obtain an access point identifier associated with a first access point;

means for send a request to the first access point to establish a secure
communication session;

means for generate a first master session key as a function of at least the master
transient key and the first access point identifier; and

means for establish the secure communication session with the first access point

using the first master session key.

50. The access terminal of claim 49, further comprising:
means for receiving a first associated value generated by the first access point,

wherein the first master session key is also a function of the first associated value.

51. The access terminal of claim 49, further comprising:
means for receiving a first associated value generated by the authenticator,

wherein the first master session key is also a function of the first associated value.

52. The access terminal of claim 49, further comprising:

means for obtaining a second access point identifier associated with a second
access point; and

means for sending a non-specific handoff request to the second access point to

handoff the secure communication session to the second access point.



70. The processor of claim69, wherein the second master session key is a

short- term |ink-specific key for communicati ons between the access
term nal woadoeshg4mecond access point. PCT/US2008/061645
40
53. The access terminal of claim 52, further comprising:

means for generating a second master session key using at least the master
transient key and the second access point identifier; and
means for handing off the secure communication session to the second access

point using the second master session key.

54.  The access terminal of claim 53, wherein the second master session key is a
short-term, link-specific key for communications between the access terminal and the

second access point.

55.  The access terminal of claim 53, further comprising:
means for receiving a second associated value generated by the first access
point, wherein the second master session key is also a function of the second associated

value.

56.  The access terminal of claim 53, further comprising:
means for receiving a second associated value generated by the authenticator,

wherein the second master session key is also a function of the second associated value.

57. A processor readable medium comprising instructions that may be used
by one or more processors, the instructions comprising:

instructions for establishing a master transient key with an authenticator based
on at least a top-level master key associated with the access terminal;

instructions for obtaining an access point identifier associated with a first access
point;

instructions for sending a request to the first access point to establish a secure
communication session;

instructions for generating a first master session key as a function of at least the
master transient key and the first access point identifier; and

instructions for establishing the secure communication session with the first

access point using the first master session key.
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58.  The processor readable medium of claim 57, further comprising;
instructions for receiving a first associated value generated by the first access

point, wherein the first master session key is also a function of the first associated value.

59. The processor readable medium of claim 57, further comprising:
instructions for receiving a first associated value generated by the authenticator,

wherein the first master session key is also a function of the first associated value.

60. The processor readable medium of claim 57, further comprising:
instructions for obtaining a second access point identifier associated with a
second access point; and
instructions for sending a non-specific handoff request to the second access

point to handoff the secure communication session to the second access point.

61. The processor readable medium of claim 60, further comprising:

instructions for generating a second master session key using at least the master
transient key and the second access point identifier; and

instructions for handing off the secure communication session to the second

access point using the second master session key.

62. The processor readable medium of claim 61, wherein the second master session
key is a short-term, link-specific key for communications between the access terminal

and the second access point.

63. The processor readable medium of claim 61, further comprising:
instructions for receiving a second associated value generated by the first access
point, wherein the second master session key is also a function of the second associated

value.

64. The processor readable medium of claim 61, further comprising:
instructions for receiving a second associated value generated by the
authenticator, wherein the second master session key is also a function of the second

associated value.
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65. A processor comprising;:
a processing circuit configured to

establish a master transient key with an authenticator based on at least a
top-level master key associated with the access terminal;

obtain an access point identifier associated with a first access point;

send a request to the first access point to establish a secure
communication session;

generate a first master session key as a function of at least the master

transient key and the first access point identifier; and
establish the secure communication session with the first access point

using the first master session key.

66.  The processor of claim 65, the processing further configured to:
receive a first associated value generated by the first access point, wherein the

first master key is also a function of the first associated value.

67. The processor of claim 65, the processing further configured to:
receive a first associated value generated by the authenticator, wherein the first

master session key is also a function of the first associated value.

68. The processor of claim 65, the processing further configured to:
obtain a second access point identifier associated with a second access point; and
send a non-specific handoff request to the second access point to handoff the

secure communication session to the second access point.

69.  The processor of claim 68, the processing further configured to:

generate a second master session key using at least the master transient key and
the second access point identifier; and

hand off the secure communication session to the second access point using the

second master session key.
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70.  The processor of claim 69, wherein the second master session key is a short-
term, link-specific key for communications between the access terminal and the second

access point.



