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TOOL BACKGROUND [ 1] Increasingly, organizations are responsible for

prot ecti nyoizndiogsieataal ' s confidential and proprietary el @CTrusaéia/021149
information. For exanple, financial institutions collect and retain vast
anounts of personal information in elegtronic format, therefore the storage
and distribution of such information nust be closely nonitored. This is

al so true for nedical eKgPFERAFIHREAT Rﬁgﬂ&ﬁﬁl‘@tﬂjdﬁ' y collect, store
and distribute vast amounts of ePectrginljl ata while conplying with H PPA

(Health Ins cy and Portability Act) and other regul ations.

Regul ati ng %@@ié}wg} stribution of electronic confidential information
is nore difficult than physical data as it is nore readily copied and

di stri t{!Ji]|90| Indidbking 19@&%%@4@9% Y@s?&hs?d!& or HRLARS hf?l'i‘w&%rtﬁ*s ©hAg&ll aRNi t or
t heir enpl oyees and i ndividuals to ensure the information is
protected, muopraatdry electmmdusblrmst@m)e dewamnladﬁmeirhunsamamwi@m ol refed)
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contai ni ng chgfibetest bﬂ'su¢mﬁtﬁbﬁﬁdtidﬁnmubinf)@rdldé;@l@rt floMitoB@WEYEs , is 1 QL kup s t es

al one does not provide any indication of a threat. Furthernore, while it
may be desi ragslieal peganizebRis thanmmstedicetiecly Bellcchisc and disrawse vas ampunty of he

organi zati o
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bl ocked userAag amimher tefelationsd emgntaﬁﬁg] hcceanatdatistaibytidno fraddedgp@nicycohfidéntiaeds
to receive th ransni ssi on u as tine-sensitive materi al Addltlon 1y,
many systenénfg)ﬁrﬁﬁkyora is mesdléffgut than ghysicale defaj 45 itpis) Meye Teadily noapissh 3
consi der t he&y; (P& @ ﬂanb%hﬂlgsmnlntf%gmn[rﬁllstc}%é’e%mm(ﬁﬂt%} EfH&r al so
do not provide an over reat rating that considers several different
security neampleses end |oth¢r \mcﬂudhdsm thiune g iefirimationis protratad, nétoenle Xempl e,
even if an eptity h s en cted sever.al .individual security neasures, a
specific us r‘w%t%:‘rq’n Pt iRRBCTEREONANIBYIS 4 | evel to be considered a threat
for each individual security neasure, despite the fact that they have

si gni fifgant IBtidhisgte@s att¥ipded t@blceRUR I JFHABME, B%ch afdisitiHeScop@mesiRe oaueé al |
threat. In contrast, a user who exceeds one securlty "threshol d" | evel for
only a si ngllaterreaserr 6cqpssing r@ﬁﬂmeétora,gebéeﬁ@@rré@lntamm genfidentipl éxformgionhe
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hi gher than usual activity levels. [4] Current systens for collecting data
from di ff er dhicakyasthsnoraanization., bipeiing éaﬁ%éﬁaﬁ@@@on dheteiiolatere apy rales

col | ecting h a I t t at .
Ther ef or e, ?ﬁ%l?cleag‘%aﬁ&ﬁ'a%é% o%gﬁgo;éﬁ%rgggetﬁ%é gﬂ&u% %gg? gﬂ“ﬁé?"éﬁ‘%ﬁgn{% t he
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of the enbodi nents address one"or nore of the issues nentioned above b

di scl osi ng meetitded. conput er readabl e nedia, and apparat uses conf i gured to
calculate threat ratings. Aspects of the invention relate to conputer
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the predictive rating.is cal cul ated for _ enployees of an organi zation.

even if an entity has enacted several individual security measures, a“specific user may
not meet the “threshold” level to be considered a threat for each individual security
measure, despite the fact that they have significantly high activity for several measures,
and thus pose an overall threat. In contrast, a user who exceeds one security

“threshold” level for only a single measure may incorrectly be deemed a security threat

to the entity or domain. In this regard, current systems don’t adequately consider



[6] In one inplementation, a first threat score corresponding to a first
time period may be cal cul ated for several user accounts. The first tine
peri od nayokelwmheni vel y short, such as | ess than 3 day®CTius2ainm®21149

enbodi ment, the first tinme period nmay be about 48 hours. |n another

enbodi ment, the first tinme period may be about 1 day. Those skilled in the
art will appreciate that the exact length of the first tinme period nay be
di fferent, : o] C AL :

or gani 2t | on HeRek nGPRRAGLEE b RctMRR ol SEm AR GHALE ot e KRR e

(di scussed bedwow)soaredisers tohler hifbattiansusublacongy Evblsdi nent, each user
account may have access to a first network, such as the Internet. Sone of

t he us ccount al.so ve access to,.a second network, . such as a

oot 1t dDaEC SRS TS R e Bk S SR oRoh i ReR BRSPS “aEb B SRirfisn
certain actiofidny thSthab spént 2EL&SiRE; RAGtal RBeddI RS MAE avATBBIPO SN brt @IediQhe t he
presence of a security threat, an ethics threat, or conbinations thereof

The noni t or ithigaef Hherefare.thadye iihdpigdéods| nse kseseat et wipttg-dafeningifapn hdheiser

account was pr.ohij bj fr u in n L Qn, or _View ng.an_in net
page. An' ndrua T SHER b0 MRS, ReR bR Nt BRidal 0F
transm ssi onkreanfthitard, tpdily Be HSEgated fRWdre Hacik| iffdrieti¢re Cbve dystdiie and

i ndication may be restricted to a specific network or group of networks,
such as t he Mehedsndirt ARATE WIRBCHTS of MOrudf Khesss¥dr edsT drtigipprigmwould be
organi zati ory.S;dgit ranet that may be restricted to certain user accounts [8]
I n one enbodi nent, an indication of any bl ocked and/or non-bl ocked

comuni cations that nmeet a predefined criterion froma targeted

comuni cat i BREABUPBMIARY may be received. Exenplary targeted conmmuni cation
accounts include but are not limted to: email and instant nessagi ng. Thus,
certain enbodi nents may not block transm ssions that violate one or nore

pr edef i[A8] r uhspscts bviby emboilimiingaeddips @t guwhrd ap thepissucs magndioned iabevenkly  be
AL R A R R
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appl i cati on dn@dsdbeen, thapmdieice nating iocalcwaed ek, cnapidydet of an orgayizatssi. gn a

di fferent sub-score. In one enbodi nent, the security application may

nonitor illegal storage attenpts., [10] In one enbodj ment, certain actjvity
Ty be 1A @ Bl ARRshes T e s R, BB T § Ot 4FEaTiN Yo B eat
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application, comunication through the targeted comunication agpllcatlon

meeting a prasdesited dayist ér ponembaiwsst Hy firbidimenerrad maebe shat 43 haws. In
attenpted il] egal stor.age, att .. and conbi.nati ons .t her.eof t.her
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upon, for exaiiplpprecidie tiae eRUXactidiEthHf s 66 tihR ot ahdy BatAfcsdof @gemay
devi ces, whether the account is associated with a security application, job
criteria assisernst ewthstype pheseygesoupts, thedypr eberganizgionhasting ghoategowredbe i ned
criteria. [hllohnod yrthghy eﬁ@ggl;&%at Rdisdul& L Q&SW) APl ofHeP”Pa&B i She L1 TR
period may beg%onpare , Or 0 W se anal yzed 1n"conjunction w a second
t hreat scor entediresaposadh ngertaoc@uns ec@dve hdvesyrera fdt ic@worke alich anholecraétl
threat score Fur%her wei ghti ng may @%so be considered in one or re
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[07] In one embodiment, certain activity, such as accessing the internet, may be monitored
for the presence of a security threat, an ethics threat, or combinations therecof. The
monitoring of activity may include blocked activity, in which the user account was

prohibited from undertaking an action or viewing an internet page. An indication of



certain activities that occurred during a first tinme frane within the first
or second tine period. For exanple, illustrative tinme frames may incl ude,
but are w0 2bimm@d to: a predefined quantity of tine beCoris2ahe2user
associated with the user account is scheduled to utilize a network, a
predefined quantity of tine before or gfter the average tine frame the user
account is active on a network, a holiday, and conbi nations thereof.

Vel ghti ng Mo dRRCRMRIARS HfoltBd SipbRCE s alddtht/HaHIalOTbCKATRLE, ThE
user account’'s average activity, average activity of “other user accounts,
or conbi nat iindisatidremepfbe[re@ticted pect speoffict imtwerkbadgmepte netyorke quchwasdbd i n
a conput er-readabl e, nedi um havi ng conput er.-execut abl e.instructions to

e form one BN AY BF ool SNEsS WHSK 7 Budtiaial 5 orek B Ct bt her
aspects of thariehasdidRi scah@odhigscussed in greater detail throughout this
di scl osure, including the acconpanying draw ngs. [13] Further aspects
relate to systens and net hods for displaying the ranking of a plurality of

user ad@8untls.onprendhedinagnsoi wdivation pbaryahlockes sTd/ganearllpcked momuewaeatioss nay
be transmtt hr.o . i.spl . I i cal.user
i nterface. Itﬁﬂolﬁllg&e%‘%geé{l% %@% \,é\ﬁ{aelr(lgf;rs}fioenrqna\/\%f %@@8&%@@@%@ Sﬁ)lgcgggrgr&a n éla
menmory may hecawl iExenpthry argétadsethinugiceidn asbents irghale $uc i fnoglimerdd to e-

di splay the ranking of the user accounts. Further enbodinents relate to
recei ving a M¥EAN] HpstAt SESEEE g T Busy Cafin Cabof Bpnés BRY 40f Block tragsmissipps
activities (o3 i@ utd | I e Nk ] 1Ser l.n one
enbodi nent qgatgﬁl{g%ﬁ% COZIIe %fl snlﬁ)(ﬁgsp %&fg{éogﬂ%d lﬁ%:og\%rruvg{ﬁi 1%1?{%?%6;118% R%(;Sﬁﬁgqgl?rso Iegyed.
In further eardnedissentsgy bt comyddved dihsplcayedictihgtihtbreat teginglioakeatdance with
communi cati on _was ab%fcuri ty threat, an ethics threat or conbinations
thereof . Any2HEPREP ¥ MEN§ser account that may be utilized in cal cul ating
the threat score nmay be displayed. [14] Further enbodi nents allow the

recept i[99] OfnAnb&er cthbHtnchi, @Vvhsll BId@eMEneRFGAY RbmWRIngAtioh ehrBEPP Rtk t O
at |east one of the plurality of user accounts. The accounts, or at |east a

portion theriedrnsmigpd e receivad Keugugls pm gnawiboned ietoevlnt Aviidigation (whelissaher

enbodi ment, &, 4Sel . LORUT, ORY, BLOVL S REMiYEL Ol of8n.AL,| 230008 FapLr ol
In further enbodi heNts, user 1 nput nmay select a user acctoun romthne

plurality ofsctg@ty applcitidhSis rd akdbcla@S oMt ethe raabdinhJa fspécific BhibH@rt tyayobe
controls may be displayed for the selected account. Further enbodi nents may
pernit the msggp%i r}gth@; elah@cgn}egqszﬁimeﬁl@mg if theysecyyty application has been tampered

2011/.094070 P\ﬁlé Hfﬁe%eﬁ?éﬁd”ﬁ? 3, ﬁgf t%{sﬁ‘%lf & gﬁﬁ%ﬁ%ﬁb-@%&." Ith ¥né iem%&?i&%rnt, the

control) and e average acti user accounts.
DESCRI PTI ON seeuriftiepRAMGINGS y [nidwlitol HEgplr eeegdt attamyention is illustrated by
way of exanple and not limted in the acconpanying figures in which |ike

refere nyneral s .indicate simlar _elenments.gnd, in which: [16], FIG

Chove it | TR oy Gy R B e G e thi LAY XA T SEHeety BY t ne
enbodi ment s FBNedP ol ARLETRD @fbat, [ dn” bttfidsGhréat] BlodRed kbiatunhiive tﬂr'oﬁglk the

di agram of workstations and servers that may be used to inplenent The

processes arférgbigdct ronmupicaiewy t @ipplicesipact sommunicatienbodironght sthe 18jreseds. 3

shows a flow di agram of an illustrative metho i accordance with one d
enbodi ment . comm 1cation application meeting a predelined criterion, accessing the centralize

store, an attempted illegal storage attempt, and combinations thereof. In other
embodiments, certain user accounts may be weighted. Weighting may be based upon,
for example, the account having access to certain data storage devices, whether the
account is associated with a security application, job criteria associated with the user of

the account, or meeting any predefined criteria.

[11]  In further embodiments, the threat score from the first time period may be compared, or
otherwise analyzed in conjunction with a second threat score corresponding to a second
time period to create an overall threat score. Further weighting may also be considered

in one or more embodiments. In one embodiment, an activity weight is applied to



DETAI LED DESCRI PTION [19] In accordance with various aspects of the

enbodi nents, nethods, conputer-readabl e nedia, and apparatuses are

di scl osedwoOhati/mgedst in the creation, inplenmentation, &Ow/USewi1ON 189
predictive threat ratings for several user accounts. The user accounts nmay
be related to an organization, such as4enpl oyees of an organi zation. [20]
Figure 1 illustrates an exanple of a suitable conputing system environnment
100 (e.g., fc%ﬂaWHcﬁbiti??Yirap%c&ﬁfetd_ (leringlal L LAk é%ﬁhﬁ%@‘?@st%@%&fndpcﬁﬁé orm
one or nore aspects of illustrative process 300 (as shown in Figures 2 and
3, respecti yehyp). Fithexangiputlliustgptsy stireenfaimeas rroayremtludeQ ®Gut sreondtylimrted eéocaapl e

of a suitable ting.environment. and is not intended to suggest any
it on deeq TR Ee ob S et e YD Ay SOt iU SHEHED 1 The
conputing sYSh&M&QINY I FHPREE Rbtwd?R, SHeHéfhcAQualty oTHBIIb 6@ br afchRKiaRSragdY

dependency or requirenment relating to any one or conbination of conponents
shown in thdim¢ frame thet isgracsonpius Refty cpst ratverky i hohdash end o@mbipatigns Thescof.

enbodi nent s re %tl)ernellti [clal Wi t h nuner ous at h%r ige]?lﬁ{ al rRurpose of s e%:i al
pur pose conputiERgE yEPe FERA PBRIRSHPS Y STy ST 0g s O BRI G s G £ UNKE | |
known WO 2Qitd4 94 0RRRAcE/ 408210, 1421344 ti01t¢ QTRdthérNGhked VS ERIMNEs, of MOIbAMIBAL S,
and/ or confi gurati ons that may be suitable for use wth the enbodi nents

i ncl ude, butthefeef. not linited to, personal conputers, server conputers,
hand- hel d or | aptop devices, nultiprocessor systens, m croprocessor-based
syst enggyset AR &‘%‘% e ni .

m ni cmaltser%%p%ﬁ%?%%;ﬁ%@é(g%ut ers, 8%?{;88% u'ltil ead&cgﬁ Jt%e%%abé@nﬁe%%{(ngﬁﬁgt hat
i ncl ude any cofnpulee-cabovebls ystrectioneto pavoroesne @ndotelod thd feceds 2Rps W dchibed
reference tq Fi.gurge 1, the _conputin ste nvi ronment 100 .may include a
Comput i ng dUTHE 10ESART QAT CRESGH: O DS tBDY) BEUS Bt CHSHEPH Hraetsy detar

i mpl ement ed. i, HAgh SR MY HsBBsHE VinbRdhE thdBo RRYU Sy iR Bfa sor 103 for
controlling overall operation of the conputing device 101 and its

associ at ed conponents, including RAM 105, ROM 107, conmuni cations nodul e
109, add&3herdbiiicn agecteaplpist torrystaiay iaaé mdodsyipi diaplaying ke rakmgohapluelyy of
conput er readabl e nedia. ut er r.eadabl e di a be any_ avai l abl e, medi a
Chat may be SabsoalRhG: BRBT MRk dEBREINS oot e 2R Bh H e ana
nonvol ati | e tredinatedrt@roghll getadtk nandisgiapaiy partrefla arapBycal@ycrohtcefeadipiie,

and not limtation, conputer readable nedia nmay conprise a conbination of
conput er st SHEgeMheHIMENt A SEBPHRUNNICHT $BPPTHEHI % PrYcosPr Gofpait BPMeo PYebiredi a
i ncl ude vol at.i | at | ST A i

| mpl ement ed a2 o AR Heclihic SAERKAALARN BAAFREFDRTBENR ey,
conput er readadings.i Rsttharcdnmi@nismedataasttouetdiviag,a weo gipamsatockinges goaphidaher

data. Conputer storage nedi.a include, but ig. not |imted t random access
menory  ( RAMCPIEERREPIOR IO CRRHD AGHLHRIT, Criggr “ﬁ’&ﬁ‘i? H’a‘tha'é‘rH}i:’s%fgh%uW 367%HHabl e
read only magRpy hisEERAM., \/%laaﬁlaamgmwopmoeﬁéaecrqn{fﬁ{ﬁﬁ!saﬁoh@%w%eocgypla;g}. ROM
digital versatile disks (DVD) or other optical disk storage, "nagnetic
cassettes, radnehdrentbmganemagirety be dispkyst whether tbe biched coragneichttorsvay age
devi ces, or any.other nmedi.umthat can be used,to store the sired

't o rmt | on AT KGR 4R - oRet oE BB bR RgT AR B A S sy pecoun
Communi cat i QRatfRe) e dtiReE &l e @ihRdhe hreA ML layRAGMRII Nstructions, data
structures, program nodules or other data in a nodul ated data signal such
as a carrier_wave or other transFort mechani sm and i ncl udes any information
del i verlf4hedivthensabpdimcatsdaliew <heyregertian Hfsd yhral nppaproniking delQy aggruat of
its charactefi:st.i . O i

i or mat  on | HEIE D BERH 0 AP ARG P U AR ERE BB, PAERABuns,or at
conmmuni cat i deasedpatiom chdrctes malyr ed roradicd Bighthasncay utdoadt netghar Hn ddGther
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embodiment, a user input may provide a new weight for at least one control. In further
embodiments, a user input may select a user account from the plurality of user accounts,

an in response, ranking for a plurality of controls may be displayed for the selected

account. Further embodiments may permit the displaying of data relating a user



7 or direct-wired connection, and wirel ess nedia such as acoustic, RF,
infrared and other wireless nedia. [25] Although not shown, RAM 105 may

i ncl ude ome20orvaywe7e are applications representing the appritsatitonidat a
stored in RAM nenory 105 while the conputing device is on and correspondi ng
software applications (e.g., software sasks), are running on the conputing
device 101. In one enbodi nent, RAM 105 and/or any other nenory may i ncl ude
a security appliQtd@fhge HAVESELY, ficd cBRRYIH GAlP MdTRCARSAARfY HfRRL Akt N9
activity of one or norée user "‘accounts on one or nore ot her vi ces, such as
devi ces 141 apelinibl, which are described in nore detail bel ow [ 26]

Commruni cati ons nodul e 109 may i nclude a m crophone, keypad, touch screen,
and/ or styl us through whi ch a user of con&uting devi ce 101 may provide

i nput, and rRRIE RESCRETON OF el E DRk WINHSa speaker for providi ng audio

out put and a video display device for providing textual, audiovisual and/or
gr aphi o] u 7 s e.st d it hi r ; n

ot or agd 1t prv Pty i 5 Jfcts o3 857 ol ithile GRS MhneAOH the
devi ce 101 tac@epdnginy fi@rtomsviiiviniiké sfisrendeoiunexalgpldicat¢reinmlay cltiniyayd $i or e
sof tware used by the conputing device 101, such as an operating system 117,
application Y#6yrans 119, and an associ ated dat abase 121. Alternatively,
sonme or all of the conputer executable instructions for conputing device
101 mayige §meod! GbwsnafnENahie: BporbhfMNiRbRAL i NN varlSyslpEMs 28 he
above, nmenory 115 may conprise one or nore security applications, sone of
which will bentddsueithedy belimplencg®]l. Dat abase 121 nmay provi de centralized
storage of response information. Processor 103 nay access the response

N A R B R o

shown to be implidh@thetRocRsmuhd Mighclend Sfockfih, aspledtabrase crhBddifmyitsbe ext er nal
to computing device 101 with sonme enbodi nents. [29] Conputing device 101

may operate in a networked environment supporting connections to gne or
nore r didk e ’Ghplitshays deflowe diagsme rpfagn leviratize iethed in 4accaiggness with one
Addi tional g thog devices and the arrangenent of such devices are
described inillustrative enbodi nent shown in FIG 2. The user conputing
devices 141 and 151 WO 2011/094070PCT/ US2011/ 021149 8 may be persona
conputi ng daYETEE.ED DESCRPYIORat include many or all of the el enments
descri bed above relative to the conputing device 101. [30] The network

connections depicted in FIG 1 include connections through nultiple

net wor K491 Fdn asgendpias, with verieusepipeelis redrihe cabpdicaantsamecshavist eemputel-mpplables,
may be an or I zation' s intranet a. W .area networ.k ¢(WAN) 129 y
e’ the 1t erfar i GePuhBbarn dhe R0 ENET i A0 ARAE gl bRl b0 and™
envi ronment ,regieWuftprétictileMhiat I?aﬁih%ﬁﬁ)y sbrflanRBELIce6hts. OTh Bsdr ADbUAR rhily BeIgh a
network interface or adapter in the comruni cations npdul e 109. Wen used in
a VAN net worlRiateg te 4y orgsaiaten. sudeassaprlayces of ampsganietidlde a nodem nodem or
interface in the conmunications nodule 109 or other neans for establishing
conmuni g | GRS, RVEiluk G MNodmhlc $FGRuASHIE REMb B! QRtent SlvirohiiRt 106 QiTy.a
securit& %ers%%ctivg; oﬁ% uger a%counP may EQLCJ%#ﬁgé?ed fg)access gg%AN,
such as LAN fe2&hichaneywbs parhof illustrgoeaegstemrizd) Oomdfop per f¥viiNene sumlorasspydNe

129/130. [31] It will be reciated that the nefwork connections shown are
T ustr at | valsiert nencee A0 (5 e i O g 2 brirORCEat bnd 1 AR PH G e on

the conputi ng@RVircaSnMBY: 108 iY 98H- onbN&afplSsENGRtaBl RMpulhg ¥RVt and

wel | - known protocols such as TCP/I P, Ethernet, FTP, HTTP and the like is
presumed, ans nphmtendsd ¢orseggesthanyolpmitationdas to the stapsmi-useroy dnnationtlitynfahé on
to permt a u eord.totsre ieecvoe V\glb %ager%é‘r%m aeVFPOEPb seg Seryer .. AQ% (gf
various convEICIBRETS el HPERIERE SERRMEEVRGet, T S UId, nal B IIRPELF LAY
data on web Haap@s anyl h&pRdandy KoiC eefifGhicaN ScliEig atoS anprén¢l @e @dibiggionvofy to

a CCTV or image/iris capturing device. ) )
components shown in the illustrative computing system environment 100.

[21] The embodiments are operational with numerous other general purpose or special

purpose computing system environments or configurations. Examples of well known



[32] Additionally, one or nore application prograns 119 used by the
conputing device 101, and/or user termnals 141/151 according to an

i1l ustratwoeoamsfomrent, nmay i nclude conput er execut abl eCirnstoameilegns f or

i nvoki ng user functionality related to comruni cation including, for

exanple, email, short nessage service ¢SM5), and/or other targeted

communi cations applications that transmt conmunications froma user

account to F ol :

o gani zat | on oy el R AR BRI chBlaiohs B SO BTURRLES (he
i nventi on nawyith ricd wdboflonems ofclhaenput ere meadabtee tre dicason@o wpupetcrs; sadabl e

medi a i ncl ude any avail abl e ia that can.be accessed by.a conputin

dovi ce 101, MBI orape Ao dE iR 5y EOHPr Seo ey S aye B oD

2011/ 094070RGFkMS20dt/ @l 188k S, © RireAflé OBoRRHIcR. RERSAEE MReIGHKI eisude
vol atile and nonvol atile, renovable and non-renovable nedia inplenented in
any met hod oninicosiputirsgyaifizames compgfersodisiributndreatipyring getiranents that include

conput er -readabl.e i nstructions, object . co data structures, program
rodul es.or BoRPLS SEr T s SREEITRTTe el fde. any i nfof mat 1 on

delivery nmedia and typically enbody data in a nodul ated data signal such as
a carri[ep] waweth okfepéreertot Fighepor the nedpaming Ny stedd inviiohhrugh0fahay agliidees,

one of ordinary skill] in the art. will apprecjate that various aspects
descri bed hePBIDHtRRYICKES P ouhasinEe Progseirs dliscystedt hergin gps 8¢ ﬂ@lpg’?ﬁ‘% or
as a conput ef:.r i I C I I For
xaml o 5 ouperarTPE A A0 g e L ¥ AR Fpd DGt hLasn
processor t ofper éonmtsieaiesicofl0a angithegociatcdcoopdante indlodingaRpedt195 oROMhe

enbodi ments js cont enpl at ed. r ampl e, aspgects of the t hod .st eps

i sol osed el fomayne eRdeetd 1B R sRueaSEEr: crompubitiarg WevPEal o1,

Such a proc Qﬁéﬁﬂes@yarfe%ﬁ69&&?&%&%&@&%@1&? AR BpuitBSichdtid ARBiaShe B aRp a

conput er -readabl e medi um [35] Referring to FIG 2, an illustrati've system

200 for i nplaymdattlé mediethesdvandeoratessgd thy semputegbdeliieedfs dnd whinda . botls
illustrated, t em,200 . include one.or re workstati ons 201. In onpe
erbodi rent . NI Aa BHeOBEY BRI FRParR ot aBp R kS0 1 s v Bnghe i o
FIG 1. Workshabiconsd 26imRxtide cb@pater fadhifdMia MR camPrisORREGbRELIBY opNe
of conmmuni cations links 202 to conmputer network 203 that is |inked via

comuni cat i GREPUIEROTAFINedda andt gaapmppgationmediat em 200, server 204 may be
any suitable server, processor, conputer, or data processing device, or

combi ngeion @fmbe R SRANETindide BlalE MSEChhQoRIRCaShol e | ARF gt | ons

receiv rom ransactions entered I nto by, ohe or
parti ci pant semp34jle GrdjauigicmeaitadbinkanzQ3ecthay ob e chmylogu fdr ahdregecaipfirmation

net wor k i ncl Udﬂ}\gg the Internet, an jntranet, a w de-area network (Wé%, a
| ocal - area 8t ROTPRARY) readablg insfraciony, Apftuct ey DI YN rQripdher|dafie
(DSL) net V\Drdj‘omﬁu&r Qoo fleath iﬂélh&‘& "t is3bt @ﬁ*ﬁ‘ifb‘&%%ﬁ@!&ﬁa@@éﬁ ‘irf‘e&nd??‘éEA(\ﬁTM

network, a virtual private network (VPN), or any conbination of any of the

sane. Communeghovnlynmemork ROBD, aledir@@ballyayrabablamyogranmabliccmtd only menlosy

sui table for i catj ng between,workstations 201 d ver . 204 ch as
metuork 1§ nKEEPRONE GFsh RS h Y GRS Pl do Pt PR g ey st
Connect i vi t ydig@Y DM PLoreh&UpRIRALt @8k §t@ra§e,@§a—éﬁeﬂ6 ch BB, InfalsctfcAaps! hdiShetic
device. WO 2011/094070PCT/ US2011/021149 10 [37] Wth sone embodi ment s,
i |l ustrati velidysorage onothpmiagngtis storagerdovisesroa@ny eics edm that ogn he yed to

further dis QiR ?lge degﬂécblﬁ)f&n%}éki&& %}é\? | hl§1§ &%tﬂeoaQ§es%Q&bf§gné%1g{ﬁ%tdegﬂe gg user

termnals and Server on as a Séecuri cati1on contr ol
systemthat nonitors activities of nultiple user accounts on workstations
201. Aq2enderahmonichyort hoasda stgipidadid embbdies acdmpuitdre reddapls timsatucfi@ls| oduta n

the FIGS may be inpl enented by one or nore of the conponents in FIG 1 and
2 and/ or ot REMCHE P BIRER ,quﬁéwai%réiﬁwem %@ﬁﬁwﬁﬁeﬂg{%ew@é@ch as a carricr

wave or other transport mechanism and includes any information delivery media.
Modulated data signal is a signal that has one or more of its characteristics set or
changed in such a manner as to encode information in the signal. By way of example,

and not limitation, communication media includes wired media such as a wired network



[38] Aspects of the invention are directed to collecting, analyzing, and
utilizing data to create a threat rating for several user accounts within
an organiwatoomer7odomai n. Figure 3 shows fl ow di agram B00@/USeor11/02nkd ng a
plurality of user accounts that represent a threat to an organi zation. In
one enbodi nent, one or nore of the "usegr account” may be associated with a
particul ar individual, such as an enpl oyee of an organization. Thus,

regardl ess L Ladi Vi ' i . minal:
t o i nal 15(131} %@%aﬂgé%g%se%%’ \éilrllﬁj %f}ésg #éﬁia%ch‘%? réccf . R inf4dd oHF g{heltr i

e 1 ndividual's ‘actions nay be
to a parti cuviaglessseedimccount. In an alternative enbodi nent, a "user
account"” may be associated with a particular conputing device. Thus, in one

enbodi , 1f. any of a pl ity of individuals use a rticular copputing
dovi ce 28t et apl ool KPS Rov, i blskiste P Sre S i SRR 1 |
user accountthe hpplRasAGita SFRQHINMRAM m@movy €05 AEe Wiy 'c'org@bﬁn Qlcice ¥Thh BAd | ON
of specific user(s) on specific conputing device(s). [39] woul d be

under st ood Ippricsesdingiepftivets dpnliedtionata.g. saftwase taskyeare swrming owthegospbtes of
user aCPOU”td%Vfé!'etfb'ln Ao GRS AREACR AR 1;11')9 ’Ta%'[d@rta% NG RGGSSS 558 ifcpefUs ces
not avail abl'e@ T0 other user accounts wthin e ‘Sane or gani ati-on or

domai n. Unl idseurjty iapplicitibn S Vit 8Burite applibati®en htaytissie! ds@onifeng detindy obeneised
to inplenent, nonitor and review a ranking Zé;ten1across an organization or

domai n havi rftj MQErUSSE AERNDE M PAC 9B 1o dvircessuch s dsviceerlH ragfh bilher
user accounts;: j di nent, each user account may have
access to a‘?ng%%ﬁgﬁag% ?1gﬁgﬁ&g§l§ e&“lnternet" t hrough WAN 131 shown in
FIG 1, however, only a subset of those accounts may have access to a
second [Ae} wdCdmmsuichtias rsbidd 10% magsoundes macopbsichkeypad, toheh sergamiandor on' s
or domain's %qtr@Eet sgch as tﬁéou h.LAg{lZS. Ln one e odigent, thq
resources mayY P IR gt PRI B dogr® 4P LA g Bdgan g mascalso
accessi bl e fih@QuSeYEsRhofd Jfaefpeiler YsEFrolRIHY AAlSodifd shdls WHcI\OkHIEY AbTiens
201. WO 2011/ 094070PCT/ US2011/021149 11 [40] In various enbodi nents, a
plural ity offoaproviding textugkpydiorisuad end/pogephicsl awpitt ori ng t he accounts over
a first time period, such as 24-48 hours. Enabling the reception of data
within releat .| i | T [ S - ct
aui ckd y 206 Ry St B MblaRGrA R b ARR1S l SEAPE Y BRI RRR O BT
moni t ori ng tprecesqiri M3t fpr feaiblalgotim@ding &lceits Urd stogtefpuat wrioas featinn Gbr

data. The val ues received for each control e conpared. wi th val ues from

y b .
the control $XaWPlenFcHoEREbhEay SioEe %&W%ﬁusqd%tth%cqmwgtgrd&f@a 184 pgh Avf |
bl ock 302 Rk "BERAENY £ b RichBESIp¥Serds | NG GAlT AN afociRldUBstalRE @NE O
nor e activ??%gs ggg%%iated ,a@ﬂua us r&%cc%untf I'n one gﬁ%ogine%t, one’ or
nmor e conput ekkeragoutyalbdme onsll ol dici conpuneasenugabdd instragtona frawmponng fletibe
activities aon.co ting devjces, such as. user term nals 141/ 151 apd/ or
Wor ket at on DBIeHE BEbL L BedSrasr SrPRGLT UGt MRS nhay bl Sr et BYSVe.
processor 1Q3cAsydem @8y L0hpaRoO¥Re b mokGsechrityl 4phllicEXGRPSERY oPGhich WilEBe ar e
descri bed bel ow, "however, those skilled in the art with the benefit of this
di scl osur e web¢ribeddglovy under st and that additional or fewer activities may
be neasured wi thout departing fromthe scope of the invention. Further,
while t e i v]ti i bed d | at b K
t hose S[Eﬁ I )eﬁ I na% ﬁ%?grﬁaty %Bﬁt‘l% J nétg%ligzt% g%{ r%) ea?fl %%@s@ﬁf?@éﬁﬁmhpq%gssgg%@ uct ed
in relation rhgy abesorhddspoaddinforatutibn piieraedsstmse [122] andnpooessettibodsponsd |
one or nore values indicating the bandwidth utilized by a user .account may
be recei ved BorHpRk thah gy benackided BsatriifeiReEiccigtRONSHE avstintViyie ¢nigbase
received, tr g : i I r r
i cate the tranaoF o, EATR RRohnt BEUEDh oL BRI i YERERTRY
131 to the lootmpuneg devibw$)l with s@nt amhodneodi nents, the val ues may not
measure all traffic through multiple networks, but rather may just be
i ndi cat] of specifjc.tratffic, such. as sites.that are external to an
or gan 240F o R egiss 107 sy oRs e eoa b PRk S P aHE R eLReshns
enforced upap gheUsLmaereCRHEdte TBMpalise defickECRicNed (Peten@als P10GKd 3G3b) .
The indication of blocked transm ssions may be restricted to a specific

networ k or ghddiponsl caapwonk deviFey andk thepreangemeinel susbodiiviashtare desgribed ins
may be for agtivity on the lLnternet. . Xet ip other enmbodi nents, the

i oat i ons M ittt ShGTRIh Fite2: ot her oBMERY TObE L i 151
network resources within an organi zation's intranet that nay be restricted
to certain user accounts. Thus, WD 2011/094070PCT/ US2011/021149 12 unli ke
certain prior art systens, certain enbodinents nay allow for the
guantification of how many instances the user account's actions on a
networ k are bl ocked.

ed



[ 44] Further enbodiments may classify the bl ocked transm ssions as posing
an ethical threat or a security threat. Al though certain prior art systens
may cl asswoyotie4a7gpe of site by the type of material ofCerisdoomtihe site,
such as adult content or ganbling, such classification is often
insufficient or too | abor intensive fog security or IT professionals to
determne if the site is a security threat and/or an ethical threat. Thus,

such cl assi f&@gﬁ%@&smy cglﬁgéé@?%gééﬁ&e@m ggfvefst tiﬁ‘élﬂélé‘!él'&ﬂy Bhgné Bhﬂﬁa{etlﬁéerﬁst he

or gani zati on mal n. ¢ may be inplenented to classi
bl ocked tr anksirgsd @h¢e) relative onthe enimpdiimeddviceod. or nore of the bl ocked
transm ssions are classified as either posing an ethical threat, a security

O ot oo rRoR, Yo BB Bl R bl PRl b RO
et hi cal thraatworker Fexatmhte, ifidn€enidaimdiya Al Atdnehjoeetl ANRDL S m#f B¢ i al
or material that could not be needed for the individual's job duties may be
deermed an etdnagdnizationstinisanct, jand grvede pige actenk (WANeR% may batke ngungtndy y
utilized to tr f r i etar t - - ile [ col)
sites or peeorn-e tae %?D |8§{en[r1&](t %glé’ge&s? ﬁ{l%%gm %t%%o?lggg ie%\ltllgodl(ntéésn t’aC 0%1{ ?ﬁfﬁé ta ?/VIP %?ggt .
Sites that phgmbteconhé@@ghlto alkd IDAN WR25sthedughsa indtwart Uigitenficéril Walaptedlin \the uses
may be deemed a security threat. Indeed, certain sites nay pose both a
security t hr®BMgHertighs anafiuial09-hr Waen uposin gy HE mesHsiEneRtOms)h dh%o
moni tor (01 LREEIYE rlddhGRLd QRfodohLIddIm, BRIP4 (B lorhALARAGShs module
comuni cati ons applications. uséd heréin, a "targeted comuni cation

appl i cat i on"108@nwaothassemst tho sgaldphingcatmmomsicitioms oxkt thy WAN r189, suskrastthe
directly co ni ca ith _anot her individual. For exanple, conmon targeted
Communi wat | JACHIRG bat PENCTE PUEL BRIEPH Lo AE Psm e ua i3y TEIGBLRBRT & e |
(e-mail), ingtaRt MERRSIFNNG (AN 125C hekEdRnot 30 Ac&RTBANBE hBRS WAIRE &akh sbch
applications may all ow one account associated with a first user, which may
be an enpl oyWéNsf120H800r gani zation to transnit and/or receive el ectronic
information directly with a second account associated with a second user,
whi ch beg, extiernal to .t rgani zatjion. Often,.organizations filter

out go otk gi.t Wil %‘?%%‘}%?Ff gﬁhai f‘% Sefiy harvRE s FHERE éfhotrvgé %I%jig?ﬁf nec
criteria. Ghednx afRkAblidhing beohhamsditissd Ghk Gefoah NBe coapiinPddvates BEl a
or is of a certain size, it my be bl ocked or otherw se prevented from
reachi ng t heisptht EReewrsigecotintnyi of vareus ypil kapwhdeiesols sygh as TCP/IP, Ethernet,
ol emonted 1o ot o5 A adt Dt Bh b o GRS R g 2 e SHAR R, De
(transm ssi aosajighdtionghpantitas getr ed radenuntie adgasfrapplwebabasod servtie Any of

i ndi cation may. i ndi cate at _application wag bl.ocked, why .the application
was bl ocked AHEUHEHRF %W%&@%ﬁefﬁ Frnohfeus %&}Sﬁ@bfta_,ndw%lmﬁ%}e%é on web
communi cat i ok ThE AsRIdrk BGhREtihsIBEHALLS YroRR Bhn&hiRitG & o TT'®ALr inplpehris
informati on may be stored I n a database and accessi ble by a graphical user

interface ("@piuting devict.udi ng by nethods described in nore detail later in
this disclosure. Indeed, any information collected, transmtted, or

i in.. b d,.and il i spl in. . .
cor tal i oBmom MRl Tt CaR G B At G Ot b B Peb it s bne”

or nore targatied wemnehnimat mmﬂp@&doecﬁh%cw%nt iNagtrative| cridaherteanl iaslade
predefined criteria is considered (block 302e). Block 302e may be perfornmed
i N conj unct i OAMPHEY h SecytHde pdwtasionst B oswoklmEd. useh fungtionadigar eclatghi e i t
may be desir 0. hl o nsm Ssi e I t t he
organi zat i on@%ﬁlﬁ%&ég lglgltl:l fn fzér?s%’l&s |1%n&?‘ﬂ%tslﬁ§ﬁoﬁn§%%§g zlsi%)k/;&re u(:gﬁe\&?blif]gd)o}
reduce produghdruthieyted afohinturgeutipns apyslicationss that gayatihcérhuhichti@rs fodm taheser

bl ocked user account, the |IT depart t, and/or any third party that needs
Lo recei ve (HEOUT AR&HCEBIbHSET SGENA GV bt BisH TS5 tGtetl dpithy OTePRZATOR BF ¢ ai n
enbodi nent s : r P@{Ht' sions that violate one or nore predefine
rul es, homv%@all?%ﬁhgaltél%glﬁirag SL?(S':'h i nproper transm ssion nmay be consi dered
when constructing a threat rating in accordance with various enbodi nents of
t he i nv83k i drmbadimsireoie tho dhvetios, majieingde bfagaikedl tooamsitirseideblemmedise

altered to rtiall r.wholly.r dy the violation.. For exanple, jf an

o gant zat | o BPRRTE e S S Hoh SV B ey D e Fabowed s on,
such as Soci@npoefgrdet e NTD T npuiiercAdiBRE ncdRY MA§ doiPRise htdri@Mnidder and
transm ssion and then transmtted. [48] Wile several different types of
data are received within block 302, such as from sub-bl ocks 302a- 302e,
there is no requirenent that the data is treated equally. Indeed, as

di scussed above, bl ock 302c may be inplenmented to distinguish activities
that may pose an ethical threat or a security threat. In this regard,

. e o, b B N LY O o,



[50] If at block 304a, it is determned that the user account is not

associ ated with an application, block 304b nay be inplenented to determ ne
i f the appbizestdsevohas been i nproperly disabl ed or renowed/USké1tioriig9
determ ned at bl ock 304a that the user account is associated wth the
security application, then one or noreogindications regarding the
application may be received. In one enbodi nent, bl ock 304c may be

| mpl ement ed dofhrTBiLAiSh n‘uﬁﬁa.r Selemédla 'irftﬁlﬁcfe%lane ahd bﬁ\!&aﬁé, ShBUAME and
attenpts. For exanple, the security application may be i mpl emrented for data
| oss pr eventioorrepovpds escdandingademertsed tior anyl Inegladd wori teehradgynors stoFage of

exanpl e, sone.user. _accounts nay be prghibited fromwiting to renovable
Ry o5

storage devi'BEEMAURRILY 5B BIMSHHHENS HPYER § Y PV e an
i ndication gfroga il lbendhs: d¥Al @nikiBnibtidhs icdtd V1@ AR "Bffrmhon
described in relation to "wite" attenpts, those skilled in the art wl|
readily appnbbwawanuhaandh&@@ﬂm@nmmﬂmngdmuamnd@@@dcbglﬁgyﬂau@oawa@wmre one
or nore predefin%dﬂ{ﬁhgg. hnfo&g%tion associated with the illegal
wite/read attemPOS ey A5 pe U™ ected. 11l ustrative information may
include, but is not limted to: the filenane, the size of the file, the

| ocat i qa4pf Albiguzhl®t requitsdy ofetddatimaryegaitidinnghet dve Willl #pprdciatd thairtadniens
enbodi ments nay determ ne if any communi cati ons are conducted using an

. g
unaut hor i zedSpFst greetibedrysieip e madigddrec@ctipd ghddp GEITESHE BRtcHRPT 25

attenpt to ¢j r Lk C I . = Si urity
certificateq%é) S|§3£2£$3%@5%%??%@?%%%%@?%@§%%%%?%gf%?%a% Spﬁgﬁggﬁgﬁgéé.
BI?ck 50? naﬁnnmmfﬂnk?h$nnﬁﬂ?h?gﬂﬁ@dﬁm$£FomZSUm§mSTpﬁ$ﬁmqf?qgﬂbugh&@spfrZt
net wor such as e Interne ou s.transmitted or recejve
Usi g an. unduEtaid By BrErEEs Wi chfoAs o G behgiaEEter HBRE sto. S0 (as
vell as addikhRpRl affceGRTIRS eldY sRIpQ Vil Rsbd hOkIBhhPBe LRARA dH0a Brdés§br
account's activity over a relatively short tine period, such as 24-48 hours
to quickly amdaefonguitingedayicgei@ct Suvheatrsocdssar may dxecyso swehpatraicnsqutahhe

or gani zati on, In.certaig enbodingpts(igpmg%fr such as before major

deadl i nes, JOYPUCHRLNE ngfogga QF@{S SO I%ﬁrise in inproper or

unaut hori zed activity that is unwarranted. Furthernore, certain user
account[gsnatRyfedring tsiHIG. 3ol Rivaak/btémt 300t foaimplchehtings ficthads acudkding ity en
the inherent nature of the individual's job associated with that user
account . ThuemeynbRAUmMEns 45 sBeWRLrAhdlusHated; pystceny 208 pay indudeagnoprar BWEDHar ed
wi th ofher walygsidR TM! CAGRULME%eHCWEHTASaS D61 LANKHIEFRS o &Y AMifs | 1
one enbodi nent, the values of controls recei ved over the first tine peri od
(such as thrigugld1hoeksn BOZ, 1. 304brksanmhe 20 Baay badycaber momparaad avd édnnvatdies

obt ai ned over a second tinme period (j..e., block 308). In _one emhodi nent,
the second tPnBHE i@alm%t}waaﬁa%rl_ﬂﬁﬂ% A3 i5 eomPY AR RSk s thig ilgg"‘géﬁii%ﬂ
For exanpl e, cohfigui€4RA ik AEsEQE: J0Y RSy 4BA00ORSyFODY aydROUMY straflayS,

or about 2 nonths. Indeed, any anount of tine is to be w thi'n the scope of
thi s di scl ossarver, Faedshay coputef,i orsdatampdodebreng deone ari ¢remlpestionds! theysabe.

over | appi ng,, suc s the first tine fra i ncl.ude.t he t recent 2
Goys w1 o SRV E 0B R ks mbe L i el GRS wpne bR 4SS tonS e
skilled in tderad intdby,lonk eadioky/patigipast.and that the length of the tine

peri ods may depend on a nyriad of factors, including the type of activity
conducted, the organi zation's structure and activities, the IT

i nf r astlBflct Srenpueicnebvorkr208 deavohsany sygpblpgomppgangtivgriarivdingshe Hiteraet. aur i ng
the first pefj | VA S i.Ng:

peri od, 11" AR LA Bk CPRNIATAHERE, AGREETL AN iR RESRRT o
activity neasdigl (sobschbéd tihe gDISON whwodilke ar Ganlet ®la3f nstwolk, Measyyeieniogy My
be accorded a djfferent ight, for exanple, a security threat nmay be

wei ght ed di PR ape Rﬂ%&wt‘@% CEG T neﬁwpé'sﬁﬂé@ﬂaor&ms@%lalna_tlon of
trans”‘ss'0@m§%¥ﬂﬁﬁmﬁﬁlQﬁk&ﬂmﬁb&ﬂﬁ&?ﬂkéibigﬁﬂaqiﬁﬁ BéQ&é?%ﬂﬁuﬁ@Q&nﬁﬁmﬁ t

bl ocked, however, contains | nproper naterial. shown, | ustrative bl ock

310 may be isophldedornt @dnrhanivwingHictwi¢dnf eorstatiarest 20Mi andesstveT ab4.esuth aslesteworlbed

below in relation to hl ock 310, provides one illustrative weighting schene
Chat rmy be ks itk dikn iy ToB B EaRiFdolier St Geber iy ot iiben e
with vm>20*@é&g&g}@g@iyﬂ$%gﬁg&ggggaaﬁ;@n d&idnvention. Wiile block 308 is
shown bel ow bl ock 306, those skilled in the art will readily appreciate
that bl ock 308 may occur before, during, or after any block. In one

enbodi nent, one or nore processes nmay be conducted as soon as the activity
i s detected.



[54] Illustrative block 308a may be enployed to receive an indication if a
user account conprises an activity level during the first tinme period that
i s over awoiznsoosdmweshol d | evel above an average of thePsamsS2uzme11azcount
during the second time period (denoted hereafter as "spikes", where s is
the specific activity. For exanple, inypne enbodi nent, each activity
considered as part of blocks 302-306 (and even 308) nay be considered. Yet

in ot hqgr]g gﬁ@g&g ggf,ﬁ%_%mb%wergg rifhgs'tfaﬁa@ tys¥drh 66 5?%&?,‘?@ ah hﬁeiagaw &ﬁxéﬁ?gw ed

in sub- is considered. In one enbo t he predeterm ne
t hreshol d nayillde falibertdistd8sedf Farrexamplbe, ageksteftionh 20 Lsey fationns useragtiivdls y

during the segond ti eriod.. I n ot her enbodinents, e predeterm ned

hr eshol d mepaour VAP BeY dOEORIR Brogreanar iOHaR ROV PHST BOCROBESD may
be i npl enentRevfies 6OMPBRPR: BcHERbuMAS 6/ Wk Mtidhs 0bNEA s a8 sB6E BY Moe siHREd
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art systems, embodiments disclosed herein may be used to implement, monitor and
review a ranking system across an organization or domain having user accounts with
security features that differ from other user accounts. For example, in one embodiment,
cach user account may have access to a first network, such as the “Internet” through
WAN 131 shown in FIG. 1, however, only a subset of those accounts may have access
to a second network, such as specific resources accessible on the organization’s or
domain’s intranet, such as through LAN 125. In one embodiment, the resources may
include a centralized store of electronic data that is accessible from several different

user terminals 141/151 or workstations 201.
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In various embodiments, a plurality of activities serve as controls for monitoring the
accounts over a first time period, such as 24-48 hours. Enabling the reception of data
within the relatively short period allows IT or security personnel to act quickly to
prevent or minimize any adverse events. In certain embodiments, monitoring the
activity for about 24-48 ensures adequate collection of data. The values received for
cach control may be compared with values from the controls during a second time
period. In the illustrated embodiment, block 302 may be implemented to receive an
indication of values for one or more activities associated with a user account. In one
embodiment, one or more computer—executable instructions measure at least a portion
of the activities on computing devices, such as user terminals 141/151 and/or
workstation 201. The computer-executable instructions may be read by processor 103

on device 101 shown in FIG. 1.

Exemplary activities are described below, however, those skilled in the art with the
benefit of this disclosure will readily understand that additional or fewer activities may
be measured without departing from the scope of the invention. Further, while the
exemplary activities are described in relation to block 302, those skilled in the art will
understand that such actions may be conducted in relation to one or more additional

ProcCssces.

In one embodiment, one or more values indicating the bandwidth utilized by a user
account may be received at block 302a. The values may indicate the amount of data
received, transmitted, or combinations thereof. The measured valued may indicate the
transfer of data through a first network, such as through WAN 131 to the Internet.
Thus, in certain embodiments, the values may not measure all traffic through multiple
networks, but rather may just be indicative of specific traffic, such as sites that are

external to an organization’s resources.

An indication of blocked transmissions enforced upon a user account may also be
received (see e.g., block 302b). The indication of blocked transmissions may be
restricted to a specific network or group of networks. For example, in one embodiment,
indications may be for activity on the Internet. Yet in other embodiments, the
indications may include activity on the Internet as well as specific network resources

within an organization’s intranet that may be restricted to certain user accounts. Thus,
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unlike certain prior art systems, certain embodiments may allow for the quantification

of how many instances the user account’s actions on a network are blocked.

[44] Further embodiments may classify the blocked transmissions as posing an ethical threat
or a security threat. Although certain prior art systems may classify the type of site by
the type of material offered on the site, such as adult content or gambling, such
classification is often insufficient or too labor intensive for security or IT professionals
to determine if the site is a security threat and/or an ethical threat. Thus, such
classification may be inapplicable for determining the threats to the organization or
domain. Block 302¢c may be implemented to classify the blocked transmission(s). In
one embodiment, one or more of the blocked transmissions are classified as either
posing an ethical threat, a security threat, or both an ethical threat and a security threat.
In one embodiment, content classified as adult, gambling, and/or dating may be
considered an cthical threat. For example, sites that may contain objectionable material
or material that could not be needed for the individual’s job duties may be deemed an
cthical violation. In one embodiment, sites that are routinely utilized to transfer
proprictary data, such as ftp (file transfer protocol) sites or peer-to-peer (P2P) sites may
be classified as a security threat. Sites that promote illegal activity, such as introducing
malware or viruses may be deemed a security threat. Indeed, certain sites may pose

both a security threat and an ethical threat.

[45] Further embodiments may also monitor (or receive indications from the monitoring of)
targeted communications applications. As used herein, a “targeted communication
application” encompasses those applications that allow a first user to directly
communicate with another individual. For example, common targeted communication
applications include, but are not limited to: electronic mail (e-mail), instant messaging
(IM), chatting, and combinations therecof. Such applications may allow one account
associated with a first user, which may be an employee of the organization to transmit
and/or receive electronic information directly with a second account associated with a
second user, which may be external to the organization. Often, organizations filter
outgoing email and block transmissions that violate one or more predefined criteria.
For example, if the transmission contains inappropriate material or is of a certain size, it
may be blocked or otherwise prevented from reaching the intended account in the

typical manner.
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[47] In certain embodiments, non-blocked communications (transmission) through one or
more targeted communication applications that violate at least one predefined criteria is
considered (block 302¢). Block 302¢ may be performed in conjunction with or
independent of block 302d. In that regard, while it may be desirable to block
transmissions that pose a serious threat to the organization, blocking each transmission
that violates any rule could reduce productivity, efficiency, and frustrate both the holder
of the blocked user account, the IT department, and/or any third party that needs to
receive the transmission, such as time-sensitive material. Thus, certain embodiments
may not block transmissions that violate one or more predefine rules, however,
indications of such improper transmission may be considered when constructing a threat
rating in accordance with various embodiments of the invention. In some embodiments,
the non-blocked transmission may be altered to partially or wholly remedy the
violation. For example, if an organization prohibits the transmission of certain
identifying information, such as Social Security numbers, the number may be removed

from the transmission and then transmitted.

[48] While several different types of data are received within block 302, such as from sub-
blocks 302a-302¢, there is no requirement that the data is treated equally. Indeed, as
discussed above, block 302¢ may be implemented to distinguish activities that may pose
an cthical threat or a security threat. In this regard, certain aspects of this disclosure
relate to the weighting of different data. Discussions relating to weighting are provided
further in this disclosure, however, the reader is advised that such weighting may be
conducting before, during, or after almost any process described herein. For example,

data may be weighted as it is collected, further weighted in a sub-block (e.g., 302¢), and
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data that is collected from several different sources may then be weighted when

compared with other data. Illustrative processes will be discussed in more detail later.

[49] Block 304 may be implemented to receive information regarding one or more
applications associated with the user accounts. In one embodiment, the information
relates to whether a security application is associated with the user account. The
security application may be installed on user terminals 141/151 or workstation 201. In
other embodiments, the security application may be active on a centralized server or
device, such as device 101. Those skilled in the art will readily appreciate that one or
more applications may be active at multiple locations and at different times. Block
304a may be implemented to determine if a specific application is associated with a user
account. This process may be advantageous to detect new account users who may not
have the security application. It may also be implemented to ensure that user accounts

have an up-to-date version or patch of the application.

[50] If at block 304a, it is determined that the user account is not associated with an
application, block 304b may be implemented to determine if the application has been
improperly disabled or removed. If it’s determined at block 304a that the user account
is associated with the security application, then one or more indications regarding the
application may be received. In one embodiment, block 304c may be implemented to
monitor (or receive an indication of) illegal storage attempts. For example, the security
application may be implemented for data loss prevention purposes and can monitor
illegal write attempts. For example, some user accounts may be prohibited from writing
to removable storage devices, such as USB thumb drives. Thus, block 302¢c may
provide an indication of any such attempts. While the illustrative embodiment is
described in relation to “write” attempts, those skilled in the art will readily appreciate
that “reading” from certain sources may also violate one or more predefined rules.
Information associated with the illegal write/read attempts may also be collected.
[lustrative information may include, but is not limited to: the filename, the size of the

file, the location of the file, or any metadata regarding the file.

[S1]  Further embodiments may determine if any communications are conducted using an
unauthorized protocol. For example, employees of an organization may attempt to

circumvent security measures by creating a self-signed security certificate or using a
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Equation 1' ipSEpafeyieaiding ST sperunBRaRMOWr peslagely short time period, such
as 24-48 hours to quickly and effectively detect threats that may be posed against an
organization. In certain embodiments, however, such as before major deadlines, user
accounts may appear to show a rise in improper or unauthorized activity that is
unwarranted. Furthermore, certain user accounts naturally will show more activity than
other user accounts given the inherent nature of the individual’s job associated with that
user account. Thus, values obtained during the first time period may be compared with
other values to more accurately determine the ranking. For example, in one
embodiment, the values of controls received over the first time period (such as through
blocks 302, 304, and/or 306) may be compared with values obtained over a second time
period (i.e., block 308). In one embodiment, the second time period is longer in
duration than the first time period. For example, the second time period may be about
one month, about 45 days, or about 2 months. Indeed, any amount of time is to be
within the scope of this disclosure. Further, the first and the second time periods may
be overlapping, such as the first time frame may include the most recent 2 days while
the second time period includes the most recent 45 days. Those skilled in the art will
readily understand that the length of the time periods may depend on a myriad of
factors, including the type of activity conducted, the organization’s structure and

activities, the IT infrastructure, and other factors.

[S3] By comparing values obtained during the first period with values of the same user
account during the second period, it may be determined if a user account’s activity is
abnormal. Each activity measured (or notification of the results of such measurements)
may be accorded a different weight, for example, a security threat may be weighted
differently than an ethical threat. Likewise, a blocked transmission may be weighted
differently than a transmission that is not blocked, however, contains improper material.
As shown, illustrative block 310 may be implemented to weight different activities.
Table 1, described below in relation to block 310, provides one illustrative weighting

scheme that may be implemented in block 308 or any other process in accordance with
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the invention. While block 308 is shown below block 306, those skilled in the art will
readily appreciate that block 308 may occur before, during, or after any block. In one
embodiment, one or more processes may be conducted as soon as the activity is

detected.

[S4] Ilustrative block 308a may be employed to receive an indication if a user account
comprises an activity level during the first time period that is over a first threshold level
above an average of the same user account during the second time period (denoted
hereafter as “spike,”, where 4 is the specific activity. For example, in one embodiment,
cach activity considered as part of blocks 302-306 (and even 308) may be considered.
Yet in other embodiments, only certain activities, such as the traffic measured in sub-
block 302a, is considered. In one embodiment, the predetermined threshold may be
about 40% of the average of the user account’s activity during the second time period.
In other embodiments, the predetermined threshold may be a value less than or greater

than 40%.

[S5] Block 308b may be implemented to compare a user account with other user accounts.
For example, in one embodiment, an indication may be received to indicate whether a
user account comprises an activity level that is over a first threshold level above an
average of a plurality of user accounts for the same time period (hereinafter referred to

as “aboveavg,”, where  is the specific activity or control).

[S6] The timing of a user account’s activity within the first or second time period may be
considered in any analysis (see, e.g., block 308¢). In one embodiment, an indication
may provide information whether the user account comprises an activity level during a
time frame within the first time period that is determined to be before or after the
average start or end time for that user account. For example, if a user account suddenly
shows a lot of activity during a different frame (i.c., about 6 hours before they are
scheduled to work) this may be weighted to further increase the user account’s ranking.
In one embodiment, the user account’s activity level during a second time period (which
may be expressed as an average) is compared with the recent activity level. In other
embodiments, certain time frames, such as holidays, weekends may be weighted in
additional analysis. In one embodiment, the output of block 308¢c may be expressed as

OffHoursy, where « is the specific activity.
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In one embodiment, each of block 308a-308c may be implemented. One illustrative

embodiment implementing blocks 308a-308c is described later in this disclosure.

In further embodiments, a weight assigned to an activity may depend on whether the
activity occurred within the first time period or another time period (block 310). The
second time period may include all past data obtained for the relevant activity. Table 1
shows one illustrative weighting scheme that may be used in accordance with various
embodiments of the invention. As shown in Table 1, a weighting applied to an
activities may differ from at least one other activity, even if it occurs during the same
time frame. Additionally, a weighting applied to an activity may differ depending if the

activity occurred during the first time period or during a second time period.

Table 1. Exemplary weighting scheme

Weight - If occurred
during another time
period (i.e. second
time period or all past
data)

Weight - If occurred during

Control . . .
first time period

Security Threat 35 2

Ethical Threat 15 1

Unauthorized Protocol 35 2

Illegal write attempt 5 3

Blocked Targeted
Correspondence

Access to specific data store 35 2

Targeted Correspondence
that violates rule

Those skilled in the art will readily appreciate that the above categories are merely
illustrative and that other categories may be implemented. Further, at least one of the

categories may further be subdivided into one or more subcategories.

In further embodiments, a weight may be assigned to certain user accounts (see, ¢.g.,
block 312). In certain scenarios, it may be advantageous to weight one account

differently than another. For example, certain user accounts may have access to highly



[ 74] where x specifies a predefined activity selected froma plurality of
activities, and [75] xpreaterThanO 1, hitsx 0 O, hits,K= 0 [76] As
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provides on 1llustrative nethod:
weights may be assigned to different user accounts, regardless of what activity is
conducted on that account. For example, different weights may be assigned to accounts
depending on whether the account has access rights to a specific collection of data,
exempt from having the at least one application (such as for example, a security
application), the at least one software application is absent; access rights to at least one
service has been deactivated, and combinations thereof. Table 2 shows an exemplary

weighting scheme that may be applied to one or more user accounts in accordance with

one embodiment of the invention.

User Account Category Weight
Access to a collection of data 2
Exempt from application 1.5
Application missing 1.5

Exception to monitoring traffic through a
network

Exception to monitoring of targeted
communication application

Deactivated User 2

[62] Those skilled in the art will readily appreciate that the above categories are merely
illustrative and that other categories may be implemented. Further, at least one of the

categories may further be subdivided into one or more subcategories.

[63] Certain aspects of the invention are related to computer-readable mediums, such as
including memory 115 that contain computer executable instructions, that when are
executed by a processor, such as processor 103, process a unique process that
incorporates one or more of the principles disclosed above in relation to blocks 302-
312. In one embodiment, the computer-executable instructions may be used to calculate
a threat score for a plurality of user accounts. As discussed above, some accounts may
have access to a first network (such as the Internet) and at least a portion of the user
accounts have access to a second network that comprises a centralized store of

electronic data, for example confidential information on the organization’s intranet.
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[70]  where  specifies a predefined activity selected from a plurality of activities, and
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[72]  As discussed above, fanayic includes the calculation of data from a second time period
and is calculated for the plurality of activities of fjiv. In certain embodiments, the
determination of finayic may include one or more sub-blocks of 308, including 308a,

308D, and/or 308¢c. For example, Equation 1b provides on illustrative method:

[73] Equationlb:

74 fanaivtic :( spike,+aboveAvg,+ offHou rsx}*(welg Nty sy (ﬂﬁ}
[75] Wherein in one embodiment, spikey is assigned a zero value unless the user account

comprises an activity level during the first time period that is over a first threshold level
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conput €r76f eatabignbeibilyn 0ORRidtDNNGY, ClesTpLit es -vaxieblet abl.&.. ’i ndhrihet ilopgatedat
when executed by a processor performa nethaod conpri sing

transmitti ngM0dEFEn ey Gral SORMFS Gl etpighis 6IV§BI taytha %rnWﬁantof In one

plurality Oferﬁb%%fmé}ﬁc&{égfrﬁfn&r’é‘%lu bESHNK A tRE Al hOs, 2N, O gani zati on,

wher ei n the tanki ng eterm ne y moni tofi ng val ues of at | east f our
controls for each of the plurality of user accounts over a first tine
peri od,[7®he rHiemKahbwcightsrmldsth@sbalésa hgdicd do ftho aquatien gnyugepeoth onst mpgadbf a
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comuni cat i Qfeat E@r&ﬂg&tﬁvw gateds eomBtigatthanoBeR! e ahd @bodiment, spike, is
assigned a first integer if the first threshold level of spikey is about 40% great than the
average of the same user account during the second time period. In another
embodiment, aboveavgy is assigned a first integer if the first threshold level of
aboveavgy is above about 30% greater than the activity of the plurality of user accounts
for the same time period. In a further embodiment, the offhours, may be assigned a first
integer if the activity level is detected about 6 hours before or after the average start or

end time for that user account.

[78] The controls or activitics considered for inclusion within the formula to rank the
plurality of user accounts may consider any activity, including but not limited to any
activity discussed in relation to FIG 3. Some illustrative activities may include, but are
not limited to: a security threat, an ethics threat, blocked communication through the
targeted communication application, communication through the targeted
communication application meeting the predefined criterion, accessing the centralized

store, an attempted illegal storage attempt, and combinations thereof.

[79] Aspects of the embodiments have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications and variations within the scope
and spirit of the appended claims will occur to persons of ordinary skill in the art from a
review of this disclosure. For example, one of ordinary skill in the art will appreciate

that the steps illustrated in the illustrative figures may be performed in other than the



non- bl ocked conmuni cati on through the targeted conmuni cati on application
that violates at | east one predefined criterion; an associ ation
of at | eaw0D20n@9s@ourity application with the user accoeor/USedieneimoif a at
| east one software application is associated with the user account, then:
monitoring illegal storage attenpts; amd recording a fil ename associ at ed
with illegal storage attenpts; and determning if

conmmuni cat i : ' t r ' i :
Chrough an angstnanoayt AR ks mAR AR M SRR ShEReOh LEFeE i

| east four coptatodbfshoewmbodilmenfsirst tinme period with values of the at | east
four controls over a second tinme period; and transmtting electronic
signals configured to display a ranking of plurality of user accounts. 2.
The conput er-readabl e medium of claim 1, wherein the bl ocked transm ssions
by the user account over the first network are classified into a category
sel ected fromthe group consisting of: a security threat, an ethics threat,
and conbi nations thereof. 3. The conputer-readabl e mediumof claim 2,

t heconput er - execut abl ei nstructions further conprising: WO

2011/ 094070PCT/ US2011/ 021149 23



di spl ayi ng whet her the bl ocked communi cation was a security threat, an
ethics threat or conbinations thereof 4. The conputer-readabl e nedi um of
claim1l, wberdgioa4@n account wei ght has been applied to 2CTIUSa&it1/oone9 user
account displayed, wherein the account weight is assigned to the at |east
one user account, if the user account 23 within a category selected from
the group consisting of: granted access rights to a specific

col | ectyy@n@f. data, exenpt from having the at |east one security
application, the at | east one security application is absent; access rights
to at |east [ j.vat e ' ' t 5.
The- corpat er’ FoTas & Qe InRR PRAEMA TGN MR By A S
accountexasigedvey gbtoedssacpafaimgmethot kemyakiugs set forth in Table 2. 6. The
conput er -r eadabl e nedi um of claim4, the instruction further conprising:
receiving a thgehitting WechoA¥i dbds 0ABMraE G0 Wiplaeiaghhking S prMt) ed dwer at

| east one of the plurality of user accounts; and re-ranking a plurality of
accountasceith ghat Heprgesat dcdwemtttowsi grganizatfon, Tikereignibat epking ad adstemiredi birn of
cl ai m %noﬁilb?ﬁ'é%}dek’ ok Etolgasft ‘f‘é&&ﬁﬁn&g "ol dath 39 1he plurality SR {1&"&8% s S8, Hfiput
requesting t re-ranking of the pluralTty oOr ‘user “accounts based upon one
of the tdanpdridds wh8eeinlthe comngisierselcerd &vnethapgdbupooasisth@dfn 4, the
instructions further conprising: receiving a user input selecting a user

account from the phuahdlyl dfbafdwid8Leti828 OYALSer AQ6unt over a BisBR4tAWHAY t he user
accounts ranking for a plurality of controls selected fromthe group

consisting of:  pjocked transrﬁi@ﬁ&ﬁé#%g& {ideY a@ouReBdMilt fy i drhvbded by the user

account over the first networ nied access attenpts by fhe user account

over the first n . i.cations . - ar.get ed

comuni cation app lé!‘\ég{g? |081%h&%gc%g%§ ocC E% ac%%u%rrelll ngﬁlﬁ%ﬁ%q]tohggg%‘%ﬁg e targeted
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communiteatvislags e ghe pReclindddritdi®innork is transmtted or received through

an unaut hori zed protocol, and conbi nations thereof

an association of at least one security application with the user account, wherein

if a at least one software application is associated with the user account, then:
monitoring illegal storage attempts; and
recording a filename associated with illegal storage attempts; and

determining if communications through the first network are transmitted or

received through an unauthorized protocol;

comparing the values of the at least four controls over the first time period with values

of the at least four controls over a second time period; and

transmitting electronic signals configured to display a ranking of plurality of user

accounts.

2. The computer-readable medium of claim 1, wherein the blocked transmissions by the
user account over the first network are classified into a category selected from the group

consisting of: a security threat, an ethics threat, and combinations thereof.

3. The computer-readable medium of claim 2, the  computer-executable  instructions

further comprising:

receiving a user input selecting a graphical representation of the blocked

communication through the first network; and



WO 2011/ 094070PCT/ US2011/ 021149 24 10. The conputer-readabl e medi um of
claim1, wherein a control weight has been applied to at | east one control
utilized wo datmuemni ng the threat rating, wherein the wergiseois2uassi gned
to the at | east one user account if the user account is within a group
selected fromthe groups consisting of23 a security threat, an ethics
threat, blocked comruni cation through the targeted conmunicati on

appl i cat i on,d@gﬁgwﬁ%&%eﬁomcize@bormﬁnfcéﬁ&%g@a Wh?@a?,icf‘ﬂ%ﬂﬁ@ﬂhir&%f on

nmeeting the p ned criterion, accessing the centralized store, an

at t enpteedbindtiegathestofir age attenpt, and conbi nati ons thereof. 11. The
conput er -readabl e nmedi um of claim 10, the instruction further conprising:
recei vifig a Tseonipupiireqaiable miédigmafoRimdonhein mei@binttveifle happédnegptied at

| east one of the plurality of controls; and re-ranking a plurality of
account!8 aLSpHENE HECTREFPEH APy cdaihgHRin thepscouph aveight msgnedcmﬁwtﬂea}st PO% t her

conpri ﬁjé@rgaiccount, if tlﬁ:.e&sgf éUcBﬁm? bl Mt?gﬁ)&y Ydid e o gﬁef @{03{3 & FRRLLP! S

occurred during a tirst time frane dur elther t time period or
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conpr i sineGecurity applidatibhahe weleghtondgearep applhtidd is abserdeneessafighactd atilast f or
that control .is above a predeterm ned threshold. 14. The method of claim
13, whelSisHvigse1ap Petetariyated 2heabirigpnsdhaseefed upon, the user account's

average activity, average activity of other user accounts, or conbinations
t her eof5. The computer-readable medium of claim 4, wherein the at least one user account are

weighted according to the values set forth in Table 2.
6. The computer-readable medium of claim 4, the instruction further comprising;:

receiving a user input providing a new account weight to be applied to at least one of

the plurality of user accounts; and
re-ranking a plurality of accounts using the new account weight.
7. The computer-readable medium of claim 2, the instruction further comprising;:

receiving a user input requesting the re-ranking of the plurality of user accounts based

upon one of the controls.
8. The computer-readable medium of claim 4, the instructions further comprising:
receiving a user input selecting a user account from the plurality of user accounts; and

displaying the user accounts ranking for a plurality of controls selected from the group

consisting of:

the quantity of bandwidth utilized by the user account over the first network,
denied access attempts by the user account over the first network, blocked communications
through the targeted communication application, non-blocked communications through the
targeted communication application that violates at least one predefined criterion, the presence
of at least one security application with the user account, communications through the first

network is transmitted or received through an unauthorized protocol, and combinations thereof.

9. The computer-readable medium of claim 1, wherein the first time period is less than

about 3 days and the second time period is more than about 40 days.



15. The method of claim 10, wherein the activities that occurred during the
first tinme period are weighted differently than the activities that
occurred worongtite second tinme period. 16. The net hodPofi/ush@ivoe sy
wherein the activities that occurred during the first time period and the
second time period are wei ghted accordiqng to the values set forth in Table
2. 17. An apparatus conprising: a communi cati ons nodul e confi gured
to receiove dhfohfipitoRlaicAnbditmalt GAR | CRAERS ¢ 1%@ bl BLnngpliey
val ues of at least four controls for each of the plurality of user gccounts
over a tbiat kasttonmeoperl iutitizedinelceirmininethe simeatohSng veheseh deteclglitrioassigned go oup
consistjn f: WO 2011/ 094070PCT/ US2011/021149 25 a quantit f bandw dth
GeT i 2ahe By Teast e e B oh B e RO YIR ¢ BB REHCER JH A POHE by

user aceautingyer the first network; bl ocked comunication through a

targeted communi cation application; _ _ non- bl ocked communi cation
through the § LAREPLARATTHA GRS MiARPbloERId WBrhiAicabe! dtendind fagtioane
predefined criterion,; etermning If any communicati ons tﬁrough

t he firemmetigadiok dpplitatmns wombtedication doeigte thet targatiggh ceanmunmatido ppEedtion
protocol; . a licati on detection npdul onfigured tp.determ ne an
P ooe: dussinedbe aRdrRREt CREo D oeGRITYE R Eateg st st gy depe
accountgtenPN@nd combindtiPisaa&esOr configured to calculate a predictive threat
score for a plurality of user accounts that conpares the values of the at

| east fQur Cﬂ{%tcromlp%te(?-\fgdfdat)%qnédiﬁrﬁtofua 1@%’5%%&%&%&%@1&& at | east

four controls over a second tine period; e apparatus of claim
17, wherein 2 .prQcess is f.urther configur d 1N a
L e B SR Bl ST QAR R B RTINS R g
ei t her plalifyi sfsbnfroleEander i od or the second tine period; and

re-ranking a plurality of accounts using the new control weight.

12. The method of claim 10, further comprising:

determining that an activity of one of the controls occurred during a first time frame

during either the first time period or the second time period; and
applying a second weight to the activity that occurred during the time frame.
13. The method of claim 10, further comprising:

further weighting a control if incidence of activity for that control is above a

predetermined threshold.

14.  The method of claim 13, wherein the predetermined threshold is based upon, the user

account’s average activity, average activity of other user accounts, or combinations thereof.

15. The method of claim 10, wherein the activities that occurred during the first time period

are weighted differently than the activities that occurred during the second time period.

16. The method of claim 15, wherein the activities that occurred during the first time period

and the second time period are weighted according to the values set forth in Table 2.
17.  An apparatus comprising:

a communications module configured to receive data from a plurality of applications,
the data relating to values of at least four controls for each of the plurality of user accounts over

a first time period, wherein the controls are selected from the group consisting of:



applying a second weight to the activity that occurred during the tine
frame. 19. The apparatus of claim 17, further conprising: further
wei ghti ngwea 2eoimosayb i f i nci dence of activity for that ceotrruskoiio2above a
predeterm ned threshold. 20. The apparatus of claim 19, wherein the
predeterm ned threshold is based upon,23 he user account's average activity,
average activity of other user accounts, or conbinations thereof 21. The

apparatus of cl aﬂlgaéti%vmaﬁ&@idwgl%ﬁ ib\f:atdlsgrsact: oVECHFiFsP AU Egt the

first tinme perio | ght ed erently than the activities t

occurred during t‘tﬁgck%g ?I%H&nl%élggs B? raiugg” account over the first network;

blocked communication through a targeted communication application;

non-blocked communication through the targeted communication application

that violates at least one predefined criterion;

determining if any communications through the first network is transmitted or

received through an unauthorized protocol;

an application detection module configured to determine an association of at least one

security application with each of the user accounts; and

a processor configured to calculate a predictive threat score for a plurality of user
accounts that compares the values of the at least four controls over the first time period with

values of the at least four controls over a second time period; and

18.  The apparatus of claim 17, wherein the processor is further configured to determine that
an activity of one of the controls occurred during a first time frame during either the first time

period or the second time period; and
applying a second weight to the activity that occurred during the time frame.
19.  The apparatus of claim 17, further comprising:

further weighting a control if incidence of activity for that control is above a

predetermined threshold.

20.  The apparatus of claim 19, wherein the predetermined threshold is based upon, the user

account’s average activity, average activity of other user accounts, or combinations thereof.

21. The apparatus of claim 17, wherein the activities that occurred during the first time

period are weighted differently than the activities that occurred during the second time period.



