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DISTRIBUTED LOGIC IN MULTIPLE PROTECTIVE RELAYS 

· BACKGROUND OF THE INVENTION 

The present invention relates generally to digital protective relays for electrical 

distribution systems. More particularly, the present invention relates to a digital 

protective relay and system for providing enhanced protection and monitoring 

5 functions to an electrical distribution system. 

Digital protective relays are well-known for monitoring and providing 

protective control of electrical power distribution systems. As used herein, the term 

"electrical power distribution system" includes systems, and components of systems, 

for the generation, transmission, and/or distribution of electrical power to customers. 

10 Such relays are typically connected to a point on the electrical distribution system, 

monitor current, voltage, or other parameters, and provide protective control (e.g., by 

providing a control signal to cause power to be removed from the portion of the 

system with which the relay is associated) in the event that certain specified 

conditions occur. The functions of the protective relays can be enhanced in many 

15 ways. For example, digital protective relays include a microprocessor, which allows a. 

user to determine how the protective relay will react under certain conditions. 

Traditionally, protective relay logic has been relatively limit~d. Any unusual 

applications involving interlocks, blocking, or supervisory functions are typically 

achieved by hardwiring contact inputs and outputs. This requirement for auxiliary 

20 components and wiring make many logic schemes extremely difficult to implement .. 

Flexible logic schemes are known which allow a user to program logic 

functions within an individual relay. Such a relay typically includes fixed logic, 

which implementspredeterminedfunctions, and variable logic, which is controllable 

by the user to implement additional functions. In general, the relay incorporating 

25 programmable logic receives analog and digital inputs and uses these inputs to 

produce analog and digital outputs. If a relatively simple scheme is desired, where a 

contact input is used to block a measuring element of the relay, this selection is made 

when programming the measuring element. More complex logic schemes can be 
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programmed in the individual relay. For example, ifit is desired to have the closed 

state of one contact input and the operated state of a phase undervoltage element 

block the operation of a phase tiJ:ne overcurrent Clement, a logic equation is 

programmed to AND the two inputs to produce a virtual ·output, which is then 

5 selected when program.ming the phase time overcurrent element to be used as a 

blocking input. 

10 

15 

20 

While known programmable logic in a protective relay advantageously 

minimizes the requirement for auxiliary components and wiring, and makes more 

complex logic schemes possible, there are still limitations, as there are typically many 

protective relays operatively associated with an electrical distribution system. 

It is known to communicate between protective relays. For example, U.S. 

Patent 5,838,525 discloses high~speed single-pole trip logic for use in protective 

relays. The disClosed syStem incl11des a remote protective relay which generates a 

piiot signal to indicate the detection of a fault, and communicates the pilot signal to a 

IO~al protective relay associated With a different location on an electrical line. The 

lo~al protective relay uses the received pilot signal to supervise single-pole trip 

operations. 

More complex comm~ication schemes are also known. For example, the 

Electric Power Research Institute· (EPRI) has specified a communication ~tandard 

known as the UCA 2.0 "Generic Object Oriented Substation Event" (GOOSE) 

specification. GOOSE is based on the asYJlchronous reporting of a relay's digita] 

output status· to other peer devices on a network. GOOSE messages are designed to 

be short, high priority, and communicated with a high level ofreliability. To achieve 

reliability, GOOSE ~essages are repeated as long as they are valid. GOOSE 

25 messages need no~·be acknowledged and so may be multicast. The GOOSE message 

structure contains space for 128 bit pairs representing digital point state information. 

The GOOSE specification provides 32 "DNA" bit pairs, which are status bits 

representing pre-defined events; All remaining bit pairs are ''UserSt" bit pairs, which 

are status bits repi;-esenting user-defmed events. TheUCA 2.0 specification includes 

30 features that are used to cope with the loss of communication between transmitting 

., 
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and receiving devices. Each transmining device sends a GOOSE message upon a 

successful powerup, when the state of any included point changes, or after a specified 

interval (a "default update" time) if a change of state has not occurred. The 

transmitting device also sends a "hold time" which is set to three times the 

5 programmed default time. 

Where protective relays are provided with communications capabilities, 

control logic is typically predefined, pre-programmed, or involves establishing a 

master-slave relationship between communicating protective devices. Implementing . 

control logic can also require relatively complex wiring schemes between relays. 

10 Such protective relays and schemes are undesirable in that they limit or make it 

difficult to provide a wide variety of protection schemes. 

It would be desirable for a protective relay to incorporate programmable control 

logic, and also to be· able to communicate outputs of the programmable control logic to 

remote protective relays associated with the same electrical distribution system, in . 

15 order to provide enhanced protection and control. It would also be desirable to .provide 

·· enhanced control and configuration options for providing enhanced protective control 

of electrical distribution systems, and to be able to implement more complex logic 

schemes than are possible by programming logic in each individual protective relay 

associated with a network. However, known protective relays and protection schemes 

20 are unsatisfactory for this purpose. 

SUMMARY OF THE INVENTION 
The present invention overcomes the disadvantages of prior solutions, and 

achieves additional advantages, by providing for a power control and monitoring. 

25 system for an electrical power distribution network which includes a plurality of digital 

protective relays which include programmable logic and which can communicate .. 

control logic inputs and outputs over a peer-to-peer communications network. Each 

digital protective relay includes facilities, terminals, devices or equipment for 

connecting to an electrical distribution system and at least one communications port for 
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connection to the peer-to-peer communications network. The peer-to-peer 

communications netWork is preferably an ethemet network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diasram showing the functional blocks of a relay suitable for 

implementing the present invention; 

FIG. 2 is a table showing programmable logic characteristics in an 

implementation of the present invention; 

FIG. 3 is a table of operands available in one implementation of the distributed 

logic of the present invention; 

FIG. 4 is a table of gate characteristics for various known types oflogic gates; 

FIG. 5 is a table describing programmable logic operators according to an 

exemplary embodinient of the present invention; 

FIG. 6 defines a desired logic scheme to be implemented in the distributed logic 

IS ·. of the present invention; 

20 

~l.' 

FIG. 7 is a fi()W chart describing a method for implementing a desired logic 

·scheme; 

FIG. 8 is a Ilst of parameters resulting from applying the method of FIG. 7 to the . 

example of FIG. 6; 

FIG. 9 shows a simplified arrangement of protective relays suitable for 

implementing the distributed logic scheme of the present invention; and 

FIG. 10 is a table defining the functions of various DNA bit pairs in one 

implementation of the present invention. 

25 DETAILED DESCRIPTION 

FIG. 1 is a diagram showing the functional blocks of a relay suitable for 

implementing the present invention. The relay l 0 includes a digital signal processor 

(DSP) 12, which is operatively associated with one or more current transformers CT 

and/or voltage transformers VT in a electrical distribution system or network. The DSP 12 

30 receives analog inputs from the transformers and outputs an analog-to-digital (AID) 

In : 
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converter 14 which receives one or more of these analog inputs, such as current or voltages 

values, and outputs digital signals to a processor 16 which calculates any number of 

desired parameters, and outputs actual digital values of these parameters. The Analog 

Input 15 receives analog inputs and includes an analog-to-digital (AID) converter 17 which 

5 receives one or more of these analog inputs, such as resistance or dcmA values, and 

outputs digital signals to a processor 16 which calculates any number of desired 

parameters, and outputs the actual values of these parameters. The digital outputs of the 

DSP 12 and Analog Input 15, and the calculated parameters, are input to a measuring 

block 18. The measuring block 18 outputs one or more flags indicative of the_ state of the 

10 measured parameters. The processor 16 further outputs the actual values of the calculated 

parameters through a communication port 20 to a communications network 21, to a control 

and monitoring block 30, to a display 32, and to a digital-to-analog (D/ A) converter 34. In 

FIG. 1, it should be appreciated that the broken lines indicate that actual values are 

transmitted, and that solid lines indicate that status bits or flags are transmitted. · 

15 Preferably, the communications network21 is an ethel"(let LAN network, although it 

should be appreciated that any sliitable communication network can be used. 

Cc>mmunications network 21 preferably includes peer-to-peer communication capability, 

in which any orie of a plurality of network devices can initiate communication with any 

other of the plurality of network devices. 

20 The relay 10 further includes contact inputs 22 which are operatively connected to 

contacts 24. The contact inputs 22 outputs a flag indicative of the state of the contacts 24 

(open, closed). The relay 10 further includes a virtual inputs block 24 which receives 

virtual inputs from a keypad 26, communications port 20, or other suitable input source. 

The virtual inputs block 24 outputs one or more flags indicative of the state of the virtual 

25 inputs. The relay 10 further includes a remote inputs block 28 which receives input via the 

communications port 20. 

The status flags output by the measuring block 18, the contact inputs 22, the virtual 

inputs 24, and the remote inputs 28 are all provided to an OR gate 36. The OR gate 36 

also receive status flag inputs from the control and monitoring block 30, a programmable 

30 logic equations block 38, a digital elements block 40, programmable logic counters 42, a 
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· virtual outputs bloc~ 44, and a contact outputs block 46 which operates a pair of contacts 

47. The ORgate 36 outputs the logical OR of all of its inputs to the measuring block 18, 

programmable logic ~uations 38, digital elements 40, counters 42, remote outputs block 

48, contact outputs 46~ display 32, and the communications port 20. The remote outputs 

5 block 48 outputs message data (e.g., in the GOOSE format) to communications port 20. 

The states of all of the digitalsignals in the relay ofFIG.1 are represented by flags 

or other suitable operands .. fu one implementation, a digital "l" is represented by a "set" 

flag. All shown in FIG. l, a change of state in an external contact (contacts 24) ~an be 

· used to block an element from operating, as an inputto a control feature in a 

· IO ····programmable logic equation, or can be used to operate contact output 46. The state ofthe . 

contact input can be displayed locally in display 32, or viewed remotely via the , 

communications network 21. Ifit is desired to implement a relatively simple scheme, 

·where a contact inputis used to·.blockan element, this implementation is selected when 

programming the .element. . • 

15 ;::. The relay of FIG~ 1 allows the implementation of more complex logic schemes via 

the programmable logic equations 38, digital elements 40, and counters 42. For example, 

1fit is desired to have the closed state ofthe contacts 24 and the operated state of the phase 

undervoltage element block ·the operation of the phase time overcurrent element, the tw:o. 

input states are programmed in a logic equation in block 38. The equation in this example 

ANDs the two inputs to produce a virtual output (through block 44). This virtual output is 

then selected when programming the phase time overcurrent to be used as a blocking 

input. As shown iil FIG. 1, virtual outputs in block44 can be created only by the 

programmable logic equations 38. 

The relay .of FIG. 1 allows the logic that detennines the interaction of inputs, 

25 · elements, and outputs to be field programmable by using logic equations (e.g., in "postfix" 

notation) that are sequentially processed. The virtual inputs 24 and virtual outputs 44 can 

be used internally by the relay or through the communications port 20 by other relays 

which are connected to a master-slave communications network. The remote inputs 28 

can be used internally by the relay, and remote outputs 48 can be used, through the 

30 communications port 20, by other relays which are connected to the peer-to-peer 
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communications network. As will be described in more detail below' the ability for all the 

relays in the peer-to-peer communications network to exchange remote inputs and outputs 

enables the di.stributed programmable logic to be implemented. Thus, it should be 

appreciated that virtual inputs relate to master-slave relationships, and that remote inputs. 

5 and outputs relate to peer-to-peer relationships between communications devices. 

The programmable logic 38 of the relay of FIG. 1 allows a user to customize the 

relay through a series of equations which consist of operators and operands. The operands 

are the states. of the inputs, elements, and outputs. The operators include logic gates, 

timers, and latches (which have set and reset inputs). Sequential operations allows any 

10 combination of specified operands to be assigned as inputs to.specified operators tq.create 

an output. The final output of an equation is a numbered register (the virtual output 44). 

Virtual outputs 44 can be used as an input operand in any equation, including the equation . . 

which generates the output (e.g., as a seal-in or other type of feedback). 

In the programmable logic of the relay of FIG. l, operands have a logic state of_ I . 

15 or 0. Operators provide a predefined function, such as an AND gate or timer .. Each· 

20 

. ·programmable logic equation ·defines the combination of parameters to be used to set a 

virtual output flag in element 44. Thus, evaluation of an equation results in either a 1 (on, 

flag set) or 0 (off, flag not set). Preferably, each programmable logic equation is evaluated 

at least 4 times per power cycle of the electrical distribution system. 

FIG. 2 is a table showing programmable logic characteristics, that is, characteristics 

of different types of operands, according to one embodiment of the present invention. The 

inputs in this example are defined as an element pickup PKP, an element operate OP, 

contact inputs, virtual inputs, virtual outputs, and an active setting group. The element 

pickup PKP is logic "I", or ON, when the tested parameter is above the pickup setting of 

25 an element which responds to rising values or below the pickup setting of an element 

which responds to falling values. The element operate OP input is logic "1 ", or ON, when 

the tested parameter has been above or below, as appropriate, the pickup setting of the 

element for the programmed time delay. The contact inputs are logic 11111 when the logic 

input contact is in the programmed ON state, and the virtual inputs are logic "l" when the 

30 virtual input is in the ON state. The virtual outputs are logic "l" when the virtual output 



_WO 00/48281 PCT/US00/03402 

-8-

flag is presently in the set state (i~e., evaluation of the programmable logic equation results 

in a logic "l "). The active setting group is a logic "1" when the group is active. 

FIG. 3 is a table of operands available in one implementation of the distributed 

logic of the present invention. ·The table lists operand types, operand syntaxes, and 

5 operand definitions. It will of cour8e be recognized that this is merely one 

implementation, and that other operands may used. 

FIG. 4 is a table of gate characteristics for various lmown types of logic gates. It 

I · 'should be appreciated that while for this exemplary embodiment, the number of inputs.for .. 

~ . 
: . i:;·.~ . 

. . \. 

r OR, AND, NOR, and NAND gates does not exceed 16, different embodiments may have 

·~ ·10 different input limitations .. ·· · 

FIG. 5 is a table describing programmable logic operators according to an 

exemplary embodiment of the present invention. Each operator type includes one or more 

· · .. operator syntaxes, 'each of which is defip.ed in the third column of the table .. Again, it 

should be appreciated that other suitll.ble operators can be defined by those of ordinary skill 

15 ·,: iihlie art for other implementations of the :invention. 

·. · '··· ·-:;. · · . · In one implem~tation of the presentinvention, the following rules.apply for the 

programmable logic equations in block 38: l) any contact input, virtual input or output, 

element operand, or logic gate operator, can be used any number of times; 2) tinier 

operator and virtual output operand assignments can be used only once in an equation; 3) 

20 operands precede operators; 4) assigning the output of an operator to a virtual output 

terminates an equation; and 5) the 'END' parameter is placed after the last parameter used 

(which will be an assignment of a virtual output), to indicate that no further processing is 

required. With logic equations constructed according to these guidelines, each equation 

can be evaluated in the order in which the parameters have been entered. 

25 With the operand characteristics, operands, logic gates, and operators defined, 

exemplary logic schemes will now be discussed with reference to FIG. 6. As one 

· exemplary logic scheme, it is assumed that some logic has already been programmed to 

produce virtual outputs VOl and V02, incorporating state data brought from the other 

' relay devices on the peer-to-peer communications network as remote inputs and that only a 

30 · · part of the full equation set is used. In this example, a virtual output designation (e.g., 

Ill 
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V01-V064) can be assigned only once. FIG. 6 defines a desired logic scheme, and FIG. 7 

is a flow chart describing a method for implementing a desired logic scheme. It will be 

appreciated that the method implements postfix, or "reverse polish" notation, which 

simplifies the creation of a logic equation for a desired logic scheme. In the method, in . 

5 step 100, a logic diagram of the proposed logic scheme is inspected to determine if the 

required logic can be implemented with the given set of operators in the programmable 

logic system. If this is not possible, the logic is altered in step 102 until this condition is 

satisfied. Once the condition is satisfied, in step 104, it is detemrined whether the number 

of inputs for each gate does not exceed predetermined limits. If the number of inputs is 

1 O too high, the inputs are subdivided into multiple gates to .produce an equivalent logic 

result. For example, if it is desired to have 25 inputs to an AND gate, one AND gate can 

receive 16 inputs, a second AND gate can receive 9 inputs, and the outputs of both AND 

gates can be ANDed together to produce an equivalent logic result. In step 106, each 

. operator between the initial operands ·and the final virtual outputs is .inspected to determine 

15 if the output from the operator is used as.an inputto more than one following operator. If 

so, the output of this operator is assigned as a virtual output in step 108. In the example 

shown in FIG. 6, the output of the AND gate is used as an input to·both ORI and Timer I, 

and is.therefore made to be a virtual output and assigned a virtual output number (e.g;, 

V03). The fmal output must also be assigned a virtual output number (e.g .• V04), which 

20 will be programmed in the contact output block 46 (see FIG. 1) to operate relay Hl. The 

foregoing steps 100-108 provide a method for determining whether the desired logic can 

be implemented. 

In step 110, a logic diagram is prepared for the equation necessary to produce the 

virtual outputs. In the example of FIG. 6, since the virtual output V03 is an operand in the 

25 equation for virtual output V04, V03 should be determined first, as should any virtual 

output which is to be used as an operand. For later virtual outputs (i.e., virtual outputs 

relying on a previous virtual output as an operand), the logic diagram for the later virtual 

output should replace the logic diagram for the previous virtual output with the previous 

virtual output's number (e.g., V03). In step 112, the programmable logic equation is 

30 programmed by translating the logic diagrams into the available logic parameters in FIGs. 
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2-5. The equation is formed one parameter at a time, "Until the required logic is complete. 

It should be appreciated that it is generally e!!Sier to start at the output end of the equation · 

·and work backward toward the input, and that it is generally easier to list operator inputs 

from bottom to top •. 

For purposes of illustration, the foregoing example will be translated bY identifying 

· the final logic output as parameter 99, and each preceding parameter will be decremented 

by one in tum. The resulting parameters are shown in FIG. K For parameter 99, the final 

output of the equation is V03, which is created by the operator "=virtual output n". This 

· parameter is therefore "= VIRTUAL OUTPUT. 3". All equations are terminated by this . 

10 . parameter and the total set of required logic is terminated by the operator. "END11
• For 

. parameter 98, the gate preceding the output is an AND, which requires 2 inputs and is 

therefore designated as AND(2). ;This 2;..input AND gate will operate on the two operands 

. preceding it. These operands are specified.in the remaining parameters, .as follows. For 

·• · · , parameter 97, the lower inpu.l to the AND gate is passed through an inverter, as shown in 

15 FIG~ 6, so this para.tneter is .NOT and wiJI. act upon the operand immediately preceding it. 

20 

Thus, parameter 96 d~cribes:the.inputto :the.inverter, which in this example is contact 

... ·input Hlc. Parameter 95 defines the.ot1ter inplitto.theAND gate, whichis digital element 

· 2~ The resulting logic equation for VO 3 thus consists of parameters 95-99, written in 

order: DIGITAL ELEMENT 2, CONTACT INPUT Hlc, NOT, AND(2), =VIRTUAL 

OUTPUT 3. A similar proce8s is then used to create a programmable logic equation for 

V04; According to an aspect of the present invention, the virtual outputs can be generated 

from information in both the local and remote devices. 

In step 114, the complete programmable logic equation is constructed. Preferably, 

the equation is assembled in an order where virtual outputs that will be used as inputs to 

25 operators are created before they are needed. In most cases, this is not difficult to achieve 

if, as in the present example, because all of the logic is calculated at least 4 times per 

power frequency cycle. A set of flexible logic equations is tenninated by the "END" 

operator. 

As described above, according to an aspect of the present invention, remote outputs 

30 · · from different protective relays on a peer-to-peer communications network can be 
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combined to greatly enhance the logic control possibilities, and provide virtually unlimited 

protection and control schemes for the electrical distribution system. 

FIG. 9 shows a simplified arrangement of protective relays 90 which are 

operatively connected to electrical distribution network 92, and which are connected by a 

S communications ports 20 to a peer-to-peer communications network 21. In one 

implementation of the present invention, each protective relay in the peer-to-peer 

communications network constantly monitors the communications network for messages. 

Each message includes an identification of the originating source. If a relay detects. a 

message it requires (e.g., a virtual output from another protective relay), as recognized by 

10 the identification of the originating device contained in each message, the relay acts on the 

message. Each relay is programmed to capture messages only from those originating 

remote relays which ate of interest. This is accomplished by entering the unique identifier 

associated with each remote relay of interest. In a currently preferred embodiment of the 

present invention, up to sixteen .different remote devices can be programmed for each 

15 . · protective relay. 

In addition to including the unique identifier assigned to the originating relay, 

messages further include the message "hold" time for the device; that is, how long the 

message is valid. 

More particularly, the receiving relay sets a timer assigned to the originating device 

20 to the "hold" time interval, and if it has not received another message from this device at 

the expiration of the interval, the remote device is declared to be non-communicating so it 

will use the programrried default state for all points from that specific remote device. This 

mechanism allows a receiving device to fail to detect a single transmission from a remote 

device which is sending messages at the slowest possible rate, as set by its "default update'1 

25 timer, without reverting to use of the programmed default states. If a message is received 

from a remote device prior to the expiration of the "hold" time interval, all points for that 

device are updated to the States contained in the message and the hold timer is restarted. 

The messages further include remote inputs, which can be extracted from the 

message by the receiving relay, and used by the receiving relay to create operands for the 

30 programmable logic equations. Each relay can receive up to, e.g., 32 remote inputs which 
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can be selected from a list of, e.g., 32 DNA bit pairs and 32 UserSt bit pairs. In this 

example, the function ofthe UserSt bit pairs is defined by the user selection of the · 

programmable logic operand whose state is represented in a GOOSE message, and the 

function of the DNA bit pairs is defined by the UCA2.0 specifications as shown in FIG. 

10. Each remote input is programmed to replicate the logic state of a specific signal from 

a specific remote device. This can be prograinined by selecting the identifier of the remote 

· qevice which originates the required signal, selecting the specific required bits of the 

· ·· ·message, and by selecting the default logic state which will be used by the local relay upon 

·· startup, or if the remote relay is non-communicating .. 

10 · . · Remote outputs are operands inserted in the network messages which are 

transmitted to remote relay devices. Each digital point in the message is programmed to 

· carry the state of a particular operand. 

·. Thus, according to the foregoing examples, each protective relay implements a 

method for providing .protective control of a power distribution system in a protective 

15 . : relay~ The method can be performed by capturing at least one input message from a peer-

.. · · · .· · to-peer communications network,.based at least in part on the identification contained in 

the message; extracting remote inputs or operands from the input message; executing user­

pr.ogrammable logic equations using the extracted remote inputs or operands to detennine 

whether the protective relay is to perform a protective relay function; and outputting at 

· 20 · · least one output message to the peer-to-peer communications network, each output 

· · · message identifying the protective relay and including one or more operands. 

· It should be appreciated from the foregoing description that by providing for 

remote inputs and outputs in eachprotective relay in a network, and by allowing logic 

equations to be programmed and assigned to local(i.e., inputs and outputs located in an 

25 individual relay) physical and virtual inputs and outputs, as well as remote inputs and 

outputs associated with other protective relays in the network, the present invention allows 

· logic functions to be distributed throughout a protective relay network. This allows almost 

infinite logic configurations, affording the user significantly greater flexibility in power 

system protection and control than conventional solutions. This also avoids complex 

Iii 
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wiring schemes between relays, and avoids the need for large numbers of physical inputs 

on each protective relay associated with the power distribution system. 

While the foregoing description includes numerous details, they are provided for 

illustrative purposes only, and are not intended.to limit the scope of the invention in any 

S way. The specific examples disclosed above can be modified in many ways by those of 

ordinary skill in the art without departing from the scope and spirit of the invention, as 

defined by the following claims and their legal equivalents. 
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WHAT IS·CLAIMED IS: 

1. A power control and monitoring system, comprising: 

an electrical power distribution network; 

a plurality of digital protective relays, each digital protective relay associated with 

· ·one or more points on the electrical powet distribution network, and each digital protective 

5 · · relay including a communications port for connection to a peer-to-peer communications 

·network, 

10' 

15. 

wherein each digital protective relay includes user-programmable logic, and 

wherein logic inputs and outputs are communicated between the plurality of digital 

protective relays over the peer-to-peer communications network. 

2. The system of claim 1, wherein the peer-to-peer communications network is an 

. ethernet network,· and wherein logic input data and logic output data are communicated 

. hetween the ·plurality of digital protective relays according to the Electric Power Research 

· · Institute UCA 2.0 form.at. · · 

. 3. The system of claim 1, wherein the user-programmable logic circuitry uses 

postfix notation. 

4. The system of claim 1, wherein each digital protective relay is programmed to 

20 receive messages on the peer-to-peer communications network from certain ones of the 

plurality of digital protective relays. 

5. The system of claim 4, wherein the digital relay is programmed by providing 

unique identifiers associated with the certain ones of the plurality of digital protective 

25 relays to each protective relay. 

11 Iii. 
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6. The system of claim 2, wherein logic data is communicated in the fonn of 

messages, each message including a unique identifier identifying the protective relay 

originating the message, and one or more remote inputs for use in the user-programmable 

logic circuitry. 

7. The system of claim 6, wherein the remote inputs are operands for the logic 

equations. 

8. A digital protective relay, comprising: 

connection elements for connection to an electrical distn'bution system; 

at least one communication port for connection to a peer-to-peer communication 

network; 

·an input.for receiving logic instructions from a user; and 

programmable logic for executing user-supplied logic instructions, 

wherein network messages containing logic .inputs and outputs are communicated 

between a plurality of digital protective relays over the peer-to-peer communications 

network. 

9. The relay of claim 8, wherein the peer-to-peer communications network is an 

20 ethemet network, and wherein the logic inputs and outputs are communicated according to 

the Electric Power Research Institute (EPRI) UCA 2.0 format. 

25 

10. The relay of claim 8, wherein the programmable logic is programmable using 

postfix notation. 

11. The relay of claim 8, wherein the relay is programmed to receive messages on 

the peer-to-peer communications network from certain ones of the plurality of digital 

protective relays. 
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12. The relay of claiti1. l 1; wherein the relay is programmed by providing unique 

identifiers associated with the certain ones of the plurality of digital protective relays to 

each protective relay. 

13. The system of claim 9, wherein logic data is communicated in the fonn of 

messages, each message including a unique identifier identifying the protective relay 

originating the message, and one or more remote inputs or outputs for use in the user-. 

programmable logic circuitry. 

14. The system of claiml3, wherein the· remote inputs or outputs are operands for 

· the logic equations. 

15. ·A method for providing protective control of a power distribution system in a . 

protective relay, the method comprising:· 

15 capturing at least one input message from a peer-to-peer communications network, 

· each input message identifying a remote protective relay; 

extracting operands from the at least one message; 

executing user-programmable logic equations using the extracted operands to 

· • determine whether the protective relay is to perform a protective relay :function; and 

20 outputting at least one output message to 1he peer-to-peer communications 

network, each output message identifying the protective relay and including one or more 

operands. 

16. The method of claim 15, further comprising the step of monitoring the peer-to-

25 peer communications network for messages from particular ones of a plurality of remote 

protective relays, prior to the step of capturing. 

30 

17. The method of claim 15, wherein the peer-to-peer communications network is 

an ethemet network. 

l;l : 
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18. The method of claim 15, wherein each message is in the Electric Power 

Research Institute UCA 2.0 format. 


