METHODS AND APPARATUS TO DI SCOVER AUTHENTI CATI ON | NFORVATI ON I N A W RELESS
NETWORKI NG ENVI RONVENT RELATED APPLI CATI ONS [ 0001] This Patent clainms the
benefit ofoWofs/12Pasent Application No. 12/504,500 fil edpom/GB2bin/besss42009,
and U.S. Provisional Patent Application No. 61/172,597, filed on April 24,
2009, both of which are hereby incorporated herein by reference in their
entireties. FIELD OF THE DI SCLOSURE [ 0002] The present disclosure rel ates
generally to network conmunications and, nore particularly, to nethods and
apparatus to discover authentication information in a w reless networking
envi ronment. BACKGROUND [ 0003] Wrel ess network depl oynents, such as
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FIELD OF THE DISCLOSURE
[0002] The present disclosure relates generally to network communications and, more
particularly, to methods and apparatus to discover authentication information in a wireless
networking environment.

BACKGROUND

[0003] Wireless network deployments, such as wireless local area networks (WLANSs), allow
wireless terminals to access network and Internet services when within proximity of wireless
communication signals of those wireless networks. Commercially available WLANS, such as
those located in retail environments or other publically accessible establishments, operate in
unsecure modes to enable wireless terminals to establish communications with the WLANs and
external networks (e.g., service provider networks, carrier networks, etc.) accessible via those
WLANS. This unsecure mode of operation allows wireless terminals to negotiate connection and
registration information with the external networks via high-level communications using Internet
protocol (IP) addresses and a hypertext transfer protocol (HTTP) to enable registration of the
wireless terminals with the external networks. However, such unsecure modes of operation

using high-level communications leaves external networks vulnerable to malicious attacks or



wireless termnals with the external networks. However, such unsecure nodes
of operation using high-level communications | eaves external networks
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ci rcunventing network procedures created for orderly and determnistic
wireless termnal registration. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0004]
FIG 1 depicts an exanple comruni cation network in which a plurality of
wirel ess | ocal area network access |ocations are connunicatively coupled to
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aut hentication information in a wirel ess network. [0009] FIG 6 depicts an
exanpl lecakereg agivagk ascesrdaepsiops e sgmmunigetivaly coypladde ane or WPEAGerrks.
authentication information in a wireless network. [0010] FIG 7 depicts
anot hel00@3anpFE. Rakpctssmrexamplesomn{iBB88jior lyeaturthitecrmse. dat a struct ure t hat
may be used in connection with the exanpl e nmessagi ng exchange process of
FI G 90006]di SEIfY 8rdepittdumrdxhmplel adthehtidatibirpirameters(AaPy) daed @Rstunet wor k. [ 0011]
FI G 8 depicts another exanple authentication information data structure
that n@Y0He FIG. 4 depicts an example basic service set (BSS) capabilities data structure that may

be used in connection with the example messaging exchange process of FIG. 6 to discover

authentication information in a wireless network.

[0008] FIG. 5 depicts an example authentication information data structure that may be used

in connection with the example messaging exchange process of FIG. 6 to discover authentication

information in a wireless network.

[0009] FIG. 6 depicts an example messaging exchange process that may be used to discover

authentication information in a wireless network.

[0010] FIG. 7 depicts another example basic service set (BSS) capabilities data structure that

may be used in connection with the example messaging exchange process of FIG. 9 to discover

authentication information in a wireless network.

[0011] FIG. 8 depicts another example authentication information data structure that may be

used in connection with the example messaging exchange process of FIG. 9 to discover

authentication information in a wireless network.

[0012] FIG. 9 depicts another example messaging exchange process that may be used to

discover authentication information in a wireless network.



used in connection wth the exanpl e nessagi ng exchange process of FIG 9 to
di scover authentication information in a wireless network. [0012] FIG 9
depi cts awmot2bevizexanpl e nmessagi ng exchange process that poayGHe100mess4t O

di scover authentication information in a wireless network.[0013] FIG 10
depicts an exanple wireless termnal that may be used to inplenment the
exanpl e net hods and apparatus descri bed herein. [0014] FIG 11 depicts an
exanple wirel ess access point that may be used to inplenment the exanple
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or di nanstruskionsl thatrmayhee wed todisdoveraattichticagipp irfoinadtion tiin a tvitehess moteroykl. es
provi ded are not the only way to inplenent such nmethods and appar at us.
[0017] The exanpl e met hods aDHTANPED MBSCRIETIONbed herein can be used by a
wireless termnal to discover authentication information (Al) and
aut henboret i OAIRSIGATES PlISwirdWcloses example methods and apparatus including, among

other components, software executed on hardware, it should be noted that such methods and

apparatus are merely illustrative and should not be considered as limiting. For example, it is

contemplated that any or all of these hardware and software components could be embodied

exclusively in hardware, exclusively in software, exclusively in firmware, or in any combination

of hardware, software, and/or firmware. Accordingly, while the following describes example

methods and apparatus, persons having ordinary skill in the art will readily appreciate that the

examples provided are not the only way to implement such methods and apparatus.

[0017] The example methods and apparatus described herein can be used by a wireless

terminal to discover authentication information (Al) and authentication parameters (AuP)

required to authenticate the wireless terminal for connection to a wireless network. The example

methods and apparatus described herein can be used in connection with mobile communication

devices, mobile computing devices, or any other device capable of communicating wirelessly

with a wireless network. Such devices, also referred to as terminals, wireless terminals, or user

equipment (UE), may include mobile smart phones (e.g., a BLACKBERRY® smart phone),

wireless personal digital assistants (PDA), laptop/notebook/netbook computers with wireless



required to authenticate the wireless termnal for connection to a wirel ess
networ k. The exanpl e net hods and apparatus descri bed herein can be used in
connect i omownton2embi | e conmuni cati on devi ces, nobile cowrpwidBrgdBYS3cES, oOr
any ot her device capable of comrunicating wirelessly with a wireless
networ k. Such devices, also referred to as termnals, wreless term nals,
or user equi pnent (UE), may include nobile smart phones (e.g., a
BLACKBERRY(r) smart phone), wireless personal digital assistants (PDA),
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i npl enented in WLAN access | ocations or environnents in which it is
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| ocat i o%s or environnernts I nclude coffee shops, retail stores, educational
apparatus can be advantageously implemented in WLAN access locations or environments in
which it is expected that one or more users carrying respective wireless terminals will frequently
connect and disconnect from a WLAN as they enter and exit the WLAN access locations or
environments. WLAN locations or environments are sometimes known as “hotspots” in
reference to a location or environment that is within communication reach of WLAN signals.
Such example WLAN locations or environments include coffee shops, retail stores, educational
facilities, office environments, airports, public transportation stations and vehicles, hotels, etc.
[0019] The user experience associated with known techniques or standards for connecting a
wireless terminal to an access point (AP) of a WLAN hotspot can often prove frustrating. For
example, it is often necessary to correctly discover the radio network identifier (e.g., an IEEE®
802.11 Service Set Identifier (SSID) parameter), and it may also be necessary to discover

particular Al and AuPs (chosen by the hotspot owner/provider) required to connect to the

WLAN-supported network (e.g., an external network) behind the AP of the hotspot.



facilities, office environnents, airports, public transportation stations
and vehicles, hotels, etc. [0019] The user experience associated with known
t echni quewoanisaanidar ds for connecting a wirel ess term pall/dB20AMOBS38ESS

poi nt (AP) of a W.AN hotspot can often prove frustrating. For exanple, it
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(e.g., an external network) behind the AP of the hotspot.[0020] In sone

i nst an i ; uf £ . clent ; L 1 . i a

Nt wor Rk s A6 5 g e el 6 BERP RE BB chBufo IR Py
for authentjcation to proceged and to place,the wreless r.m nal |
oo Paf e ohred<s RERREF i Primutriahes BEnHce i a8 oork BEThE e AR i s
a wreless termnal, may have to be provided with, for exanple, a subscriber
i dent i ARET ARANCES, p Zfingjest tgrminpbmay Bavedn Pf exvidsa with. fr sxameles ‘Sﬂ’gFPfﬁﬁe’E uati ons
often create frustrating user experiences when wireless termnals fail to
conneddentity podmle £3100s0ard foe avthemisatieretornsoqepd sPyrl sinatione Riterycrate HaATatgt i on
information. In other situations, even when users do know the particul ar
aut hentseroaipeenceswhemwireless terdmanalnfasito benneride iVIBAN achess prcatienssiuetto pr ovi di ng
such aut hentication information fromthe wireless termnal to the AP can be
bur densigsirg 6elacking smhemicationatiformatidi) A JotHee siarationg ey whetiilsers ldg kihow \HeAN
access |l ocations (or WLAN hot spots) operating under the | EEE(r) 802.1 1

Wi el gafticrauiRbarhii@NintrAREaH that tbitHe PrARGHAL theipSocest JTPRdWiding 86kl Ng i N
provisions to provide wireless termnals with the necessary

aut henfieatid£8n b £dn Hohfthk viRtRRY terrANSHPRPIChE He Bﬁﬁgﬂ“ﬁ% (£.8:, thanual

external networks) to which WLAN APs are connected. Thus,
input).

[0021] Referring particularly to WLAN access locations (or WLAN hotspots) operating
under the IEEE® 802.11 wireless communication standard, this standard is currently lacking in
provisions to provide wireless terminals with the necessary authentication-related details about
WLAN-supported networks (e.g., external networks) to which WLAN APs are connected. Thus,
a user desiring access to the network is typically required to manually configure some aspects of
an [EEE® 802.11 compliant wireless terminal, unless the AP is operating in an open unsecure
manner, in which case, no AuPs are needed to access the network. As WLAN technology is
further deployed throughout different locations, open unsecure access will appeal to fewer and
fewer WLAN hotspot providers. The example methods and apparatus described herein can be
used to enable wireless terminals to discover or obtain Al and AuP requirements associated with
WLAN hotspots, thus, substantially reducing or eliminating the reliance on user involvement

when accessing wireless services, and thereby, improving user experiences with such services.
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net wortkrmings. aF arekhmplay whieit awirelass, termifANs alread p cBingEeOOTaH exterhalmietwarkc. ), an
AP may be configured to discover Al and AuP requirenents associated with
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second AP or indirectly connected to the second AP via one or nore other

wirel %?elﬁe'flm &%ln?)le thBthods and apparatus described herein may also be used in connection
with mesh networking environments to enable a first AP to discover Al and AuP requirements
associated with a second AP by querying a wireless terminal that is directly connected to the
second AP or indirectly connected to the second AP via one or more other wireless terminals. In
this manner, the first AP can connect to an external network associated with the second AP if the
first AP has the required Al and/or AuP values.
[0023] Turning now to FIG. 1, an example communication network 100 in which the
example methods and apparatus described herein may be implemented is shown. As shown in
FIG. 1, the example communication network 100 includes a plurality of WLAN access locations
102a-c that provide access to one or more networks (e.g., WLAN-supported networks or external
networks) via respective access points 104a-c. In the illustrated example, the access point (AP)
104a provides access to a private network 106a, which in turn provides access to a subscription

service provider network A (SSPN-A) 108a. Also in the illustrated example, AP 104b provides

access to a private network 106b, which in turn provides access to a subscription service provider



this manner, the first AP can connect to an external network associ ated
with the second AP if the first AP has the required Al and/or AuP val ues.

[ 0023] Tuwoizog/mesysto FIG 1, an exanpl e communi cati on mretrugB2ki101000834n whi ch
t he exanpl e nmet hods and apparatus descri bed herein nmay be inplenented is
shown. As shown in FIG 1, the exanple comruni cation network 100 includes a
plurality of WLAN access |ocations 102a-c that provide access to one or
nore networks (e.g., W.AN supported networks or external networks) via
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operated by data subscription service providers, Internet subscription
servi cOmiadieeeotnedi a (e. g., audi o/ vi deo) subscription service
providers, wreless communi cations subscription service providers, or any
combi n@024n t Fbe AB1O4c[ryovidgs arerss rra puidic petnark 0, adudsis shovmagnrayidmgnet wor k
110, which is shown as providing access to the Internet 112. Al though not
shown, aceess o e IntbmetAHS. Wthaugh net showw,iededofithe APah04Fc straovided ith en APan AP
STA), which is the interface or conponent, such as a network adapter or
net worstationt(¢.f acAP STAY, wikIC)s,thé Inddrfacoomn@@iponém, suchvas £hassriatiptenor [ 0025]
Each of the WLAN access | ocations 102a-c nmay be associated wth different

sets ofetoRInte@aeIcARIANIC), dhabich il ceB %o b MikicRamediddh. t 0 gai n access to the
net wor ks 106a, 106b, and/or 110 through the APs 104a-c. These AuPs can be
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AuPs required of a wireless terminal 114 to gain access to the networks 106a, 106b, and/or 110
through the APs 104a-c. These AuPs can be selected by respective owners or operators of the
networks 106a, 106b and 110. The AuPs may be selected based on different factors such as, for
example, desired security levels and/or business objectives. For instance, if the WLAN access
location 102a is an airport, the private network 106a may require relatively more authentication
parameters from a wireless terminal than would a retail establishment to minimize or prevent
vulnerabilities in airport/airline computer networks. Additionally or alternatively, the private
networks 106a-b may have different contract agreement terms with respective ones of the service
providers of the SSPNs 108a-b, thus leading to different sets of AuP requirements. Such
differing AuPs may be related to different network access charging/pricing structures or different
wireless device roaming agreements. Some networks, such as the public network 110, may
require fewer or no AuPs.

[0026] In any case, the example methods and apparatus described herein can be

advantageously used to enable the wireless terminal 114 to move between different WLAN



net wor ks 106a, 106b and 110. The AuPs may be sel ected based on different
factors such as, for exanple, desired security |evels and/ or business
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between the wireless termnal 114 and the AP. In the illustrated exanpl es

descr i jloaslchgdl@ded a rédpectiviersAp §B&. termnal 114 includes a non-AP station
(i.e., a non-AP STA), while each of the APs 104a-c includes a respective AP
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102a, the wreless
terminal 114 can retrieve required Al (including AuPs) from the AP 104a by transmitting an Al

request message 116 and receiving an Al response message 118 including identifiers indicating
one or more required Al and/or AuPs. In the illustrated example, the Al request message 116
and the Al response message 118 can be exchanged prior to an authentication process using a
pre-defined query protocol such as a Generic Advertisement Service (GAS) query/response
format. The GAS query format, as defined in IEEE® 802.11, enables non-AP STAs (e.g., the
wireless terminal 114) to discover the availability of information (e.g., AP capabilities, AI, AuPs,
etc.) related to desired network services. Alternatively, the Al request message 116 and the Al
response message 118 can be exchanged during an authentication process in accordance with, for
example, provisions in the IEEE® 802.11 standard involving secure handshake communications
that securely exchange information to ensure confidentiality of such information.

[0028] Turning to FIG. 2, an example communication layer architecture 200 is shown as
having seven layers which may be implemented in accordance with the well-known Open

Systems Interconnection (OSI) Reference Model. In the illustrated example, the communication



termnal 114 can retrieve required Al (including AuPs) fromthe AP 104a by
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of FIG 1), the exanple nethods and apparatus descri bed herein can be used

t 0 perdutemicuish #h1ud RstriéVal ProeER&SREfolMed BickhB WirdlesiREH AL AGhZORA fibdayert he Al
request nessage 116 and the Al response nessage 118 of FIG 1) at the MAC

Z ﬁg; L?O%{Yﬁa@gﬁ rbe-eggﬁ% rt% %lqlcg;v ﬂn‘%rang#h%ﬁécaﬁgﬁ D10 enGAAl I%EJS%(%y)QO beGf §trfonyal ues
y or other hardware of tthhe wreless term na

using at 3Fatdve AR frfternet protocol (IP) layer (e.g., a network layer 208) nor needing to otherwise

provide the authentication value retrieval process(es) with access to the IP layer.

[0029] Some authentication techniques that use hyper text transfer protocol (HTTP) or other

internet protocol (IP) processes to display login websites and/or terms and conditions websites

require establishing a connection between a wireless terminal and a wireless AP at one or more

of the layers between and including a network layer 208 (e.g., an internet protocol (IP) layer) and

an application layer 210 of the communication layer architecture 200. However, such techniques

can often create certain vulnerabilities to WLAN-supported networks (e.g., one of the private

networks 106a-b) that can be exploited in harmful ways by malicious or mischievous users. That

is, users can access network resources using authentication-bypass techniques based on IP or

HTTP communications or other communication protocols at or above the network layer 208.

The Al messaging 206 used in connection with the example methods and apparatus described

herein can substantially reduce or eliminate such vulnerabilities by using an authentication

process involving operations at a MAC sub-layer network connection making it relatively more



aut hentication value retrieval processes perforned by the wirel ess term nal
at the MAC sub-layer 204 wi thout needing to allow the authentication val ue
retri evalwpromersiies) to perform operations at or abovepamGBavi0ess4
protocol (IP) layer (e.g., a network layer 208) nor needing to otherw se
provi de the authentication value retrieval process(es) with access to the

| P layer. [0029] Sone authentication techniques that use hyper text
transfer protocol (HTTP) or other internet protocol (IP) processes to

di Sp! iR bPinfeRSblk 05 RBAIOhed R N RIMIGAMIN SR ISRRS I FBadsqUl T &
establishing a ‘connection between a wreless termnal and"a w rel ess AP at
one or, the |l ayers between and including a network |ayer 208 (e.g.,

an i nt'er r?lellca(é% [51615] e | P) layer) and an appl ication layer 210 of the

conmmu |on | ayer ar ect ure. 200. ver uch techni can ten

cr oat 0GR o' Hiivar fnlitiod EhR e R GH A OF b TP U IREAEE of ¢ e
private networks 106a-b) that can be exploited in harnful ways by malicious
or ni JeqHiEVelatvely BioEe Propessing RoWercd AV ipelprs Acrpanad th@etlme#ewepté%nrpwgeslf& ng

aut henti cati on-bypass techni ques based on |IP or HTTP conmuni cations or

ot her teoMddnsubalaya?0pr dabileMareless tsrmiaplsve gt He wigeless taming) 14 00BIG. The Al
nmessagi ng 206 used in connection with the exanpl e nethods and appar at us
descr ishddasheotslersnmarpheudss PRAL S, aicl gftendthve eclativebt limiterbprecessatvyvles aret abi | i ti es
by using an authentication process involving operations at a MAC sub-| ayer
net worakaitablieetedtiicuh powdd theh fitedrletaion\computify devides pewiéred osing alposaivel e f or
users to access such low 1| evel network resources to bypass authentication

pr ocessfent (AQ9 3L tricity 86ldeds! Thus, M dxamplaéthods dnfl GPPdraUS descbédBRélh €sh at  or
above the network layer 208 require relatively nore processing power of a

Wi r el %%%d%ﬁﬁi@eﬂ@ély h&ao bd’Hﬁ GFEEHeEs‘l%}Q oPStﬂEx%%s?eee% ﬂkeﬁrﬁ@oxl\%@rék’@%&ﬂﬂﬁﬂs %04

Mobil e wrel s term nal s he wrel esstermnal 114 of

operate more efficiently (i.e., do more with fewer processor cycles) while minimizing battery

power use. That is, the example methods and apparatus described herein can be advantageously
used to promote mobile wireless terminal designs that consume relatively less power
consumption and operate relatively more efficiently.  For example, low-level resource operations
at the MAC sub-layer 204 require relatively less system resources than user-interface-intensive
and operating system (OS)-intensive operations (e.g., web-browser operations) at the application
layer 210.

[0031] Another example advantage of the AI messaging 206 at the MAC sub-layer 204 is
that a wireless terminal can, without user involvement or with minimal user involvement,
determine whether connecting to a particular AP is even an option based on the required Al
and/or AuPs advertised by that AP and which may be requested by the network behind the AP.
For example, if the AP 104a indicates that it requires a SIM card identifier, and the wireless
terminal 114 does not have a SIM card storing a particular code, a user of the wireless terminal

114 is not given the option to discover that the AP is available for connection. Thus, during a
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such as nobile smart phones, PDA' s, etc. often have relatively limted
processor cycles and avail able electrical power than fixed-|location

conput i ngwoevicressipower ed using alternative current (ACpPCEIGB2010/0D)L3Y
sources. Thus, the exanpl e nethods and apparatus descri bed herein can be
advant ageously used to configure, design, or otherw se engi neer nobile
wreless termnals to operate nore efficiently (i.e., do nore with fewer
processor cycles) while mnimzing battery power use. That is, the exanple

met hOdWL%Wdlé&R@f}ﬁﬁrHéesgﬁﬁ&a&écP@ﬂthQ G8e? P HeaNri&s AR @B@%b%ﬁfelé’s%‘%&nhﬁal

pronote nobile wreless term nal de5|gns that consune relatively |ess power

consunplyl 40 qetBBaetEé1§§ 12?18%%6 BBlisc" %)gﬁfd%& b¥ pods F @%‘Vel 1?eil ess OW | evel

resource operatl ons a a er re Ulr ess system

resources. t user-interf ns nd_ 0 n stem ( i ntensive
bper at FaEAl 1348 ¢ i, 1 P R Y05 ﬂ?*}ﬁ" A ca} B%?ls%f% 0 efé? 210,

[ 0031] Anot her exanp advant age of . the Al nessagi ng 206 at the MAC

sub- 1 a&lé%ta@@liyr%dueﬁa& elanwtpélﬁ%gglswmh?%useawusw ‘t"l’fg@uf‘%@éi‘gq iRgBY vement or
wi th mniml user involvenent, determ ne whether connecting to a particular
AP i s asigmiptsdn comeriowhencsuehia gpnnepfionris impossiblletaseden Be usmissredeneals.i Wed by
that AP and which may be requested by the network behind the AP. For
exanplsach arf exanple)\EhelSIMVA card déquirtmentiniegt bei imppsagbiyraegirel eSlsktvacipdovidiamhatf i er
and the wireless termnal 114 does not have a SIMcard storing a particul ar
code, @wrsebpahtes the SFPN2ACD8a te ForieRahple,lehsie ti onlyi wiedless aminls @1x.,t 0

di scover that the AP is available for connection. Thus, during aW.AN

di SCOVipayt fhoR&S Sssotidiet ivathaith Rivide@n ddiameBfork BEeWd. rﬁiaeﬁsSWharﬂﬁb Radelesd 4, the
wireless termnal 114 does not return the SSID of the AP 104a because it

woul d 1Bo§ink1§ 19 AERHRINEs {hQ{ it H&% Had Bk 8B daltf r'&p!ﬁ?éme'hl‘h &1§b1§§%ﬂﬂ@§$lﬁ orthée AP

104a wthout a SIMcard. Such an inplenentation woul
AP104a because it is capable of being authenticated by the AP104a. Although an SSID is used

in connection with the above example and in other examples described below, an AP may
alternatively be configured to broadcast a Homogeneous Extended Service Set Identifier
(HESSID). An HESSID includes an SSID associated with a particular AP and a network
identification corresponding to a supported SSPN. For instance, if the AP 104a of FIG. 1 were
configured to broadcast an HESSID, it would include the SSID of the AP 104a and the network
identification corresponding to the SSPN-A 108a.

[0032] FIG. 3 depicts an example authentication parameters (AuPs) data structure 300 shown
in table format to facilitate its description. The example AuPs data structure 300 includes a
plurality of AuP names 302, each of which is associated with a respective one of a plurality of
AuP identifiers 304. In the illustrated example, the AuP identifiers 304 are not themselves AuP
values, but instead are identifiers used by wireless APs (e.g., the wireless APs 104a-c of FIG. 1)
to indicate to wireless terminals (e.g., the wireless terminal 114 of FIG. 1) which AuP values the

wireless terminals must have to be authenticated and establish network communications via the
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substantially reduce or elimnate user frustration because the user would
not engage in any attenpts to connect when such a connection is inpossible
based on WBa0ygier31l§ credentials. In such an exanpl e, th&CHIGB20HYHI834

requi renent may be inposed by a wirel ess service provider that owns or
operates the SSPN-A 108a to, for exanple, ensure that only wrel ess
termnals (e.g., smart phones) associated with its service can gain network
access. That is, when the wireless termnal 114 determ nes that it does

have tyigelsds MrsalFdr &:@eipld, @8BRling td theiAsPS aus sinifure30) 20fA1 RaPAPID4aaecause
it is capable of being authenticated by the AP 104a. Although an SSID is

used ik oy QR Al t wﬁ‘@l‘% : I I -V escri bed
bel ow,Iﬁan(?j;\1 %rgrégfggrf(%%earrtér}tgtt?%e y %ﬁte@ﬁﬁ@éﬁ}%%&oﬁﬁ%%ﬁast gﬁ) JI‘-Ioﬁl?rlls){;jeneous

Ext en .Se[ Vi C tifier. {HESSILD) . AN . LD} SSI D
associci%g‘('elge3\I/|l h ngéaﬁ‘ggﬁﬂ %?Segﬁlégﬁhgt?;%n%fa\ﬁéér lﬁgr\i{? feh@ggegr?' gn?lﬂ gfc}‘r' respondi ng
to a grted SSPN.. For i nce, If the AP 104a of FI.G .1 were_ configured
to br JURETs: “The Rebigerhiors S RAT iRa i RicbE Tyl PHEGSIRALNE ] + he
network identification corresponding to the SSPN-A 108a. [0032] FIG 3

depi ctMAGSUBaYeH L4 0 WeNsEiiR A0e Frasi e iRl epeniptiqEssSPIEA Ul sanaigYelye 300
shown in table format to facilitate its description. The exanple AuPs data
st r uctrequestdme ussepaseneerdengy of BIY extro fIn agrillpsirates S@mplegtheAwdts daldi ch i s
associated wth a respective one of a plurality of AuP identifiers 304. In
t he i Istrusturea¥08dndndespinetwdrk eddkedd indieaton (NAd) pardfdtenfecg. novirtlessitemiings AuP

val ues, but instead are identifiers used by wireless APs (e.g., the

W r el aser’NdsntitPy a servedf subje€l patgmdter, a B @atcrageurssi et @XSABY) phranleter,(addg. , t he
wireless termnal 114 of FIG 1) which AuP values the wireless termnals

nust  haufest@ehfd fitviRMrispadi B paRfieRis! AR biksheARIPIPintp] GRETADNS,3hé RGBs Vi @
thewi rel ess APs. For exanple, according to the AuPs data structure 300, a

NAI ARl dhubture300 rﬁ%ﬂ)e provided with fewer, more, and/or different AuPs.

[0034] Owners or operators of WLAN-supported networks can select one or more of the
AuPs in the AuPs data structure 300 as required AuPs to allow authentication and connection to
their WLAN-supported networks. In some example implementations, the wireless terminal 114
may be configured to store a complete list of the AuPs in the AuPs data structure 300, while in
other example implementations, the wireless terminal 114 can be configured to store select ones
of the AuPs. For example, if the wireless terminal 114 is provided by a wireless mobile phone
service provider that elects to allow its devices to wirelessly connect only to sponsored or
approved WLAN hotspots using SIM card identification values, the wireless terminal 114 may
store only a NAI AuP identifier (AuP ID = 1) associated with the AuPs data structure 300 in
addition to a security hardware identifier discussed below in connection with FIG. 5. In such an
example implementation, the NAI AuP identifier refers to requiring a user identification value,

and the security hardware identifier refers to requiring a SIM card identification value (or other
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ID=1) is used to indicate to the wireless term nal 114 that the wrel ess
termnal 114 nust provide an AuP value equal to a user's identity

associ at estowwton2eie wirel ess termnal 114. [0033] The Aeerichotodoosas 304
identify AuPs that typically involve authentication at the MAC sub-I| ayer
204. However, in sone exanple inplenentations, sone AuPs may involve
requesting a user password entry or PIN entry. In the illustrated exanple,
the AuPs data structure 300 includes a network address indicator (NAl)

par amgh&hiflRidh valid Me§lofdng rtc?ﬁﬂ@tﬁk@kedﬁ?iﬁf%a%%\j’v\bﬂ@ Riehfe¥d (g2 aS8fiveesal SINAI ect

paraneter, a server storage area networ paranmeter, and entries

resery, {Or ndar - [ exanpl e i npl enent ati ons,
t he Aéﬁgn\élgf zggg)f ?ﬁg%rﬁiﬁégf%%ﬁ%rg%%g?%fgifegg% e\?mé?%rt)i) ‘ewer, nore, and/or
differ AuPs. [0Q34] Oaner.s, or operators. of. WAN supported,netwirks can
cel ectl0bisy or ThisvEelge erinal o6 S, sraf el 1§ischvet o anat SHUR QWL r eq
AuPs to allow authentication and caonnection to their W.AN supported

net wortR&AuPsdatasticaire A0 wsingihe sxample il gissovery techipiapg deseried brioNaid 114 may b
e configured to store a conplete list of the AuPs in the AuPs data

st r uctcgreec8oD WithiilGE. 4-f, arruseg thecxapipte Ahdipenyeryttaghngtug desaribed\peley da g
termnal 114 can be configured to store select ones of the AuPs. For
exanplcenndcfion athWilG8l 28s termnal 114 is provided by a wirel ess nobile
phone service provider that elects to allowits devices to wirelessly
connedoo3s)| v AsdBpesaitiedsly ar conpgution edthWIGN. #ot &pAP snayHervgnSived ar d
identification values, the wireless termnal 114 nmay store only a NAl AuP
i dent iaQi&tisd N R dRticatibh réfusefmieats @8twd $opatahtarypesRT atidbmication/cdptibititid) thel N
addition to a security hardware identifier discussed bel ow in connection

W th HGoneof liv!ﬂicﬁlfﬁ\n)l@ég aSHATRS GerinfR ﬁ%ﬁﬁg i‘lﬁ:gatfoh?ox’%bce%&@ at GdWolE 1 er

refers to requiring a user i1dentification va ,

the network layer 208 (FIG. 2) and the second one of which involves the wireless terminal
performing operations at the MAC sub-layer 204 (or the data link layer 202) (FIG. 2).
Operations at or above the network layer 208 (e.g., IP operations at the network layer 208, HTTP
operations at the application layer 210, etc.) can include obtaining a confirmation that a user
accepted particular terms and conditions and/or obtaining login username and/or password
credentials using a login page displayed with a uniform resource locator (URL) redirect
operation.

[0037] In alternative example implementations, as discussed below in connection with FIGS.
7-9, an AP can be configured to advertise a single authentication capability that can indicate
authentication requirements involving operations at the MAC sub-layer 204 (or the data link
layer 202) and authentication requirements involving operations at or above the network layer
208.

[0038] Now turning to FIGS. 4-6, FIG. 4 depicts an example basic service set (BSS)

capabilities data structure 400, FIG. 5 depicts an example layer-2 authentication information (AI)
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and the security hardware identifier refers to requiring a SEVI card
identification value (or otheridentification value correspondi ng to anot her
security wenrdwanesiel enent (e.g., a universal SIM (USIM pcargB20ro/mos3ear
field conmunication (NFC) secure elenment)). [0035] The wirel ess term nal
114 can be configured to discover one or nore of the AuPs in the AuPs data
structure 300 using the exanple Al discovery techni que descri bed below in
connection with FIGS. 4-6, or using the exanple Al discovery technique

descri hehet dgp%gﬂgfgfde fts ' tegglgﬁllgﬁleszg§ﬁg q%g%g@{e. 5 d@ggtﬁyg%@ﬂséa% ow in

connection wt e Co eilts

aut henticat i requireme separ.ate.t aut henticati an
capabi jmplenicn H‘Fﬁg essasgtmggio% O%I%V\?B Ct %Ipscov A ® %L&Itl €nviro menhfer%1 one of

i es, [ ne of nvol vés a wireless ter

per for erations. or oce t..or above the .network r. 208 (FI G
Dy andne e S8GkGRY Bificar 1RECRTRRS oF VEE wREP R peretE brre ALF & B80M ng
operations at the MAC sub-Ilayer 204 (or the_data link layer 202) (FIG 2).
Oper atYsehi conngsiion pithdhe morpiation inthe §§§ capabgitics dgfa strygburs 49 apd Higdaygf-2t he
network |ayer 208, HTTP operations at the application |ayer 210, etc.) can
i ncl udel datt duatungyS @ tedmplement aroexample Abdisporerydechapsue dnyodving euing? fitseAds and
condi tions and/or obtaining | ogin usernane and/ or password credentials

usi ng quetyargidiscpey A ldegipieangatd agsotiated with dpsrationeadhe MAC subalayer 200REIG. 2¢di r ect
operation. [0037] In alternative exanple inplenentations, as discussed

bel ow dnd aGedund Atligueryvib discéV Al rdquremeiits ARociared idthospafatighs fithr bbovedierti se a
single authentication capability that can indicate authentication

requi rERtk Sayenyed (FIQOM)OPEr ations at the MAC sub-layer 204 (or the data
link layer 202) and authentication requirenents involving operations at or

above [bb@] net mé&alr@/eeﬂss capabilities data structure 400 stores CAP IDs 402 (i.e., capability
identifiers) of APs and/or wireless terminals. In the illustrated example, the BSS capabilities
data structure 400 includes a layer-3+ authentication type information capability entry 404 and a
layer-2 authentication type information capability entry 406, each associated with a respective
one of the CAP IDs 402. The layer-3+ authentication type information capability entry 404 and
the layer-2 authentication type information capability entry 406 are used to indicate capabilities
of the APs 104a-c of FIG. 1. Thus, in the illustrated example, the BSS capabilities data structure
400 can be stored in the APs 104a-c and are discoverable using pre-defined query protocol
formats by wireless terminals (e.g., the wireless terminal 114) attempting to connect to respective
WLAN supported networks (e.g., the networks 106a-b and 110 of FIG. 1). An example pre-
defined query protocol format includes the GAS query format described above.
[0040] In the illustrated example, the layer-3+ authentication type information capability
entry 404 can be used to indicate that the associated AP requires an HTTP-level authentication.
Such an authentication can be implemented using URL redirect techniques that involve

redirecting a wireless terminal’s web browser to a particular URL requiring a wireless terminal
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208. [0038] Now turning to FIGS. 4-6, FIG 4 depicts an exanple basic
service set (BSS) capabilities data structure 400, FIG 5 depicts an

exanpl e Iwpenti2i2aaashentication information (Al)data strectngeoddessand Fl G
6 depicts an exanpl e nessagi ng process (e.g., which may be used to

i npl enent the Al nessaging 206 of FIG 2) to discover Al in a W.AN
environnent (e.g., one of the W.AN access | ocations 102a-c of FIG 1). The
exanpl e nessagi ng process of FIG 6 can be used in connection with the

| nfor L @Reirfim) AEn@RR &@&qg%dlfehlm&@gs%e g fitebiiendifd cBitliblieot ayer -2 A

data struc 00 to I npl enent an exa di scovery techni que I nvol vi ng
using,a..fi

oper atss %sﬁféélﬂ(*h e L ?éﬁﬁ%ﬁm Pl HRIbT AREAE BB Sl ve

di scover UI re nts a ated with o at, or .a netvvork
ayer bt indieate s e Gre R0 Bafifen treds Bt Sb Arpf e in A IR Bpb e 400
stores CAPI ability identifiers). o Ps and/or wreless

t er mi rFpeture Wotqlkglq}ﬁ %Péit/‘?rabtléﬁ W‘Pﬁ@“@ﬁ@‘b‘aﬁﬁhﬁ f ies data structure
400 includes a | ayer-3+ authenti catl on type information capability entry
404 ar804]| ayEIrxe qcamp!qqlemrr’z‘cfél Jagmstrughie 593 of & P gtoresaythsntication aforjations

each associated with a respective one of the CAP IDs 402. The | ayer-3+

aut henhatdsareirmved by theiwitadesstaringnal ¢ bpérbinlantAP eerg. ronedGtheahids t04a-cloffdi- D.

aut hentication type information capability entry 406 are used to indicate

capabilh itiie ilastaatedt dxamplestht Oder-2 Adfdatal suctiire SKidean be nsddhe indi¢atsproticeld oexanpl e,
the BSS capabilities data structure 400 can be stored in the APs 104a-c and

are diisoaMaiothe A M@ qiiré-t6 ekdhangk @MeRmitiPN Sidosepforth @uiiBhtcatiyn ploteksass
termnals (e.g., the wireless termnal 114) attenpting to connect to

r especiyevs (YAl %fb‘?&%isiaﬁ"g SHRVRIASSy P& 502, addRBcRT WRE ksSiddifiRadlbyand 110 of

FIG 1). An exanple pre
corresponding AI ID 504.
[0042] In the illustrated example, the layer-2 Al data structure 500 stores an Extensible
Authentication Protocol (EAP) method Al type 506, which can be used to indicate that an AP
(e.g., one of the APs 104a-c of FIG. 1) supports and/or requires one or more EAP authentication
protocols. EAP is a type of protocol that can be used to perform authentication processes in
wireless networks and is sometimes used in connection with the well-known Wi-Fi Protected
Access (WPA) standards. In operation, EAP communications can be invoked by any of the APs
104a-c of FIG. 1 in accordance with the well-known IEEE® 802.1X standard, which is part of
the IEEE® 802.11 architecture. Known EAP methods include EAP-MD35, EAP-OTP, EAP-
GTC, EAP-TLS, EAP-IKEv2, EAP-SIM, EAP-AKA, and PEAP. Each EAP method can be
identified using a corresponding integer-format value assigned by an industry-standard resource

coordination body such as the Internet Assigned Numbers Authority (IANA)

(http://www.iana.org). Other EAP methods can also include vendor-specific methods.
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defined query protocol format includes the GAS query format descri bed
above. [0040] In the illustrated exanple, the |ayer-3+ authentication type
i nf or mat iwo 20ep@bskity entry 404 can be used to indicat ectrica2otonoss4

associ ated AP requires an HTTP-1evel authentication. Such an authentication
can be inplenented using URL redirect techniques that involve redirecting a
wreless termnal's web browser to a particular URL requiring a wreless
term nal user to perform additional steps required for access (e.g., accept

terms H Con?h{ é%gﬁyle ggeJ 3 5%&99&&@9?8@ L19E Bbores %hgxg)er aukh t1c§t¥c§1(rjmgde

aut he tl on In Ion Cca entr can e use

L 0 RSN AP PRI, AR AT S R

connectlon W th FIG, 5. [0041] The exanpl e |l ayer-2 Al dat tru tu 500 of
FIG 5 4t ¥ideenderrmesifie &t l?}f bheaperawthentiatios mode Al ZSOSM REUSH ol ess
termnal 114 froman AP (e. one of the APs 104a-c of FIG 1). In the

i |1 usttpandieptethaigs AP (¢ g}eoneegféhe APy\] 04820 of HEr Lcsuppertssmd/oE s9quBes 56w t o

i ndi cate protocols or information that an AP requires to exchange

i nf or nammeding arctioqoés th sequrely ehaangeciaformatip betwesndbe APraad Alwitelgse terminapr ot ocol s
are shown as Al types 502, and each Al type is identified by a

cor r espenditifgatdltypeIA bQfe 5] @OhHe dsed tohirdicdte tmt araAB{e.gx anpbithe AlRe 104ayer - 2 Al
data structure 500 stores an Extensible Authentication Protocol (EAP)

met hothfANIGE V)RapSdHE, anwhoir edquiradiscbarity sedificsted ddeaatly ektthgainfdhalion.gThe one of
the APs 104a-c of FIG 1) supports and/or requires one or nore EAP

aut he%b&ﬁ% h2AwRfOAPSPE §12 L%Ff)elLée@{otlmeat@thapamp%@ﬂ)p&@%d/@afe higesysed to
perform authenticati on processes in wreless netwrks and is sonetinmes used

in co r\p@ Egs Q&'ﬂ%l&) ﬁle% 0‘9(8 l‘ mléﬂeoé[f@iewmg Eroefcﬁh %g&? guﬁg}%(?/ ’BZ ]g ﬁ%ﬁﬁg)aresélé’rﬂgﬁr ds.

I n opera | on Commnt cat 1 ons. can I nvok APs

associated with the wireless terminal. The enumerated hardware elements in the illustrated
example of FIG. 5 include a SIM card, a USIM card, a NFC secure element, and a hardware
token.

[0044] The AuP Al type 514 can be used to indicate which of the AuPs in the AuPs data
structure 300 of FIG. 3 are required by an AP (e.g., one of the APs 104a-c of FIG. 1) to allow a
wireless terminal to be authenticated for establishing a network connection with the AP. The
vendor-specific Al type 516 can be used to define additional or alternative Al types defined by
owners or operators of WLAN supported networks (e.g., the networks 106a-b, 108a-b, and 110
of FIG.. 1). Example messaging frame formats that can be used by a wireless terminal to retrieve
the Al of the layer-2 Al data structure 500 are described below in connection with FIG. 6.

[0045] Referring now to FIG. 6, the illustrated example shows a messaging exchange process
600 that may be used to discover Al requirements in a wireless network in connection with the
data structures described above in connection with FIGS. 3-5. As shown, the messaging

exchange process 600 involves a plurality of query/response exchanges between the wireless

-16-



104a-c of FIG 1 in accordance with the well-known I EEE(r) 802. IX
standard, which is part of the IEEE(r) 802.1 1 architecture. Known EAP

met hods iwol2atke2BAR- MD5, EAP- OTP, EAPGIC, EAP-TLS, EAP- PKEEB20 A0S M

EAP- AKA, and PEAP. Each EAP nethod can be identified using a correspondi ng
i nteger-format val ue assigned by an industry-standard resource coordi nation
body such as the Internet Assigned Nunbers Authority (1 ANA)
(http://ww.iana.org). OQher EAP nethods can al so i nclude vendor-specific

met hoqémlilﬁ%%h ahd ﬂle%famaeb 'd?sx&rer %x% &%@aﬁ&sﬁei R 30 APS1948 ¥oozflﬁ>$v an

i nner authentication node Al type 5087 & certifi e type Al type 510, a

e TR R R Ty B st
SR S DR, &@v‘%@cﬁm@t@n@g&fsC’”i andl o

betmeen the AP, and a wire|less termn he certificate type Al type 510
can behgéddd e quHHIFé'éRP@“tfﬁhlay%frﬁ’fmﬂé@“@atlondﬁée igforpptgonescripdabpvesip £ G 1)
supports and/or requires security certificates to securely exchange

i nf or reennestion Wi thelasierrHyautkantertion te infasaatiorpeapabiliyeentry 44 06FIGhdhandt e t hat
an AP supports and/or requires a wreless termnal to have one or nore

cr edenayeai2saughenticatiod type informatpynl desctitivg abovean dovaneetial eite tite lagsdci ated wit h
the wireless termnal. The enunerated hardware elenents in the illustrated
exanpl sutlzhtifdtion typelinfottistonacapdbility@ndy 466 bIFIE. ¢ar d, a NFC secure el enent,
and a hardware token. [0044] The AuP Al type 514 can be used to indicate

whi ch [0b4d)he AYBRoWintMIE. URS wittless ©inhidslt and &2 OF 16da(perBradirstagiifr ed by
an AP (e.g., one of the APs 104a-c of FIG 1) to allow a wirel ess terninal

to be rﬂégs%r&b%%&qnt/&(nng%tfﬁgl dapHifGesYubistot8 aKd & B eadbANticdhdsPodsEBoAP. The

which allow the wireless terminal 114 to discover which ones of the AI and AuPs from the layer-
2 Al data structure S00 and the AuPs data structure 300 are required by the AP 104a to
authenticate the wireless terminal 114. In the illustrated example, the wireless terminal 114 and
the AP 104a also perform a second set of message exchanges involving a second capabilities
query 606 and a second capabilities response 608, which allow the wireless terminal 114 to
discover the layer-3+ authentication type information (e.g., IP-level authentication information,
HTTP-level authentication information, etc.) that is supported and/or required by the AP 104a.
The queries 602 and 606 can be performed by the wireless terminal 114 using the GAS query
format described above. Although the queries/responses 602/604 and 606/608 are described as
first and second query/responses, such description does not imply any required ordering of the
sets of message exchanges. That is, the query/response 606/608 exchange could alternatively be
performed prior to the query/response 602/604 exchange. In addition, either of the

query/response 602/604 and 606/608 exchanges could occur without the other.
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vendor -specific Al type 516 can be used to define additional or alternative
Al types defined by owners or operators of W.AN supported networks (e.qg.,

t he net woWR0100B2315, 108a-b, and 110 of FIG 1). Exanpl @CHReBAH/G83Hr ane
formats that can be used by a wireless termnal to retrieve the Al of the

| ayer-2 Al data structure 500 are described below in connection wth FIG

6. [0045] Referring nowto FIG 6, the illustrated exanple shows a

messagi ng exchange process 600 that may be used to discover Al requirenents

i N a vposh) esSTORINWP e ikl &0 RiRiEdal 1 W ditolet9aptahaulichticatish @pedescr i bed
above in connection with FIGS. 3-5. As shown, the rressagl ng exchange

| h
0 r et antofleidn HEAT S0 LU il GhaiHELAERSRRTRo St riEhAdARERgRec the
requir eglegt){cahg{l It AP %TQ)%?%}O%\;%XS?&YO ?he W, qes%%és Iga'i m:) 9’1a tl&e1 %8%6%11&@ ! ab l ish a

net work CONHe supporte pri Vat 4 'and/ or the
SSPN- A 108a of A. In the the ca |t| of the
AP 1045PPRE QM 12 @ﬁﬂﬁvﬁtrafesrexwa%tﬁ%bahf e RER P SRR Fhe FR

descri bed above in connection with yer -3+ authentication type

i nf or rieg!idss abRH? fipldpleng ’P?gth(f@l%@“FP @P‘m& fighdp loagndra plumlittRint i cati on type
informati on described above in connection with the |ayer-2 authentication
type ianfheniatipn nfempdion lideniifien{d yDiHedséndxjogesppndingadojaluedicddsown in FIG 6,
the wireless termnal 114 and the AP 104a performa first set of nessage
excharl6@48]i nvbhe/CAB 1B fleld 612 idapiiss thetBSSscapakitity Wil whrell tlee frame61@C@mpabi i ti es
response 604, which allow the wireless termnal 114 to di scover which ones
of t hesddciadgdd Thub)So irndivind thet thaftame 6 20 Ala 1dpdre Sittentitation typ@Qnfendatidhe AuPS
data structure 300 are required by the AP 104a to authenticate the wreless

t erm amel #d-CAP I Field 6 1kWT iHeal @drafdaRinple stdies ik EAaBlisied RERARIe.214 and the
AP 104a al so performa second set of nmessage exchanges invol ving a second

capabidAp jigs 270) corresponding to the layer-2 authentication type information 406 of the BSS

capabilities data structure 400 of FIG. 4.

[0049] The length field 614 stores the byte length of the layer-2 authentication type
information frame 610 to enable retrieval of the same from memory after the frame 610 is
received by the wireless terminal 114. The count field 616 stores the quantity of AI IDs to
follow in the layer-2 authentication type information frame 610.

[0050] In the illustrated example, each of the AI ID fields (AI ID #1 through AI ID #M) in
the layer-2 authentication type information frame 610 stores a unique one of the Al IDs 504 of
the layer-2 Al data structure 500 to denote one or more of the Al types 502 that are supported
and/or required by the AP 104a. A first one of the AI ID fields (i.e., AI ID #1) is denoted by
reference numeral 618 and its corresponding Al value field (i.e., Al value #1) is denoted by
reference numeral 620. A second one of the Al ID fields (i.e., AI ID #2) is denoted by reference
numeral 622 and its corresponding Al value field (i.e., Al value #2) is denoted by reference

numeral 624. In some example implementations, the AI ID #1 field 618 can store an AI ID
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guery 606 and a second capabilities response 608, which allow the wreless
terminal 114 to discover the |layer-3+ authentication type infornmation
(e.g., |Rvbevslizaaishentication information, HTTP-level aatrfesiomossan
information, etc.) that is supported and/or required by the AP 104a. The
gueries 602 and 606 can be performed by the wireless termnal 114 using the
GAS query format descri bed above. Although the queries/responses 602/ 604
and 606/ 608 are described as first and second query/responses, such

descri iaéﬁtmarrg@t%ﬁtlog%hhmoyregﬁadg R4 ELP n%ﬂﬁrmgg@ 04 1&hd&hn Bk 14RRS20E

exchanges. e gue response 606/ 608 change coul d al t'ernatively

be perzigciarttaf%eu%{uirg 500t & I;I&?S.qf'nesg%é%yg%ﬁ)qgsz g‘leg%g\!/ag.%gf 159148210 n sk(ﬁle dition,

ei t her query/response exchanges cou occur

wi t hout the. ot her. [0047] T Lgw t he. wi.r el ess rm 4 Lscover
ey or IoteElrAGT VGl PO PEBUF FAB AP IsAIoR HEtoe) GianE MM deh B Phe
capabilities uer¥ 602 by comuni cating a | ayer-2 authentication type

i nfor M?-&TG,%ME BL.FEALy %za\ﬁﬁpeﬁ@ésE‘g%%aﬁEﬁliEt%- a the capabilities
response 604. In the illustrated exanple, the layer-2 authentication type
i nf or @051dn f ngheilystatehetamide te D ¥Dleld 624 sores an Al IBrideifier equal ®1%4,  a
count field 616, and a plurality of authentication information identifier
(Al | Dyhith edrdspand tethe redphtgpa §l4ids shawvn e the ddyds2 Al@atd}rudtoee S0P D fi el d
612 identifies the BSS capability with which the frame 610 is associ at ed.
Thus, ddditiongthe All @alub &2 fitldes2irsaores m1AuR Bst 826,avtdch ichided@ietdr @@iré cominygpe
information frame, the CAP ID field 612 of the illustrated exanple stores

the capphthted AuPS foMaRs AP Sdath Sirbture 80Fof BGT324.8) NeQITAGR DRI INgrid SANe
| ayer-2 authentication type information 406 of the BSS capabilities data

strucqu@IﬁQQ3o&Q.IG. 4. [0049] The length field 614 stores the byte |ength
of the ayer-g’au hentication type _

[0052] Referring now to the query/response 606/608 exchange, to allow the wireless terminal
114 to discover layer-3+ type information, the AP 104a responds to the capabilities query 606 by
communicating a layer-3+ authentication type information frame 628 to the wireless terminal
114 via the capabilities response 608. In the illustrated example, the layer-3+ authentication type
information frame 628 includes a CAP ID field 630, a length field 632, and a plurality of layer-
3+ authentication type unit fields 634a and 634b.

[0053] The CAP ID field 630 identifies the BSS capability with which the frame 628 is
associated. Thus, to indicate that the frame 628 is a layer-3+ authentication type information
frame, the CAP ID field 630 of the illustrated example stores the capabilities identifier (e.g.,
CAP ID = 260) corresponding to the layer-3+ authentication type information capability entry
404 of the BSS capabilities data structure 400 of FIG. 4. The length field 632 stores the byte
length of the layer-3+ authentication type information frame 628 to enable retrieval of the same

from memory after the frame 628 is received by the wireless terminal 114.
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information frame 610 to enable retrieval of the sane fromnmenory after the
frame 610 is received by the wireless termnal 114. The count field 616
stores thwoquenmeity of Al IDs to followin the |ayer-2 aotrleBrioombssan type
information frame 610. [0050] In the illustrated exanple, each of the Al ID
fields (Al ID# 1 through Al ID#M in the |ayer-2 authentication type
information frame 610 stores a unique one of the Al IDs 504 of the | ayer-2
Al data structure 500 to denote one or nore of the Al types 502 that are

' d/ i . f i the: field
syppor[b%j‘] an #]%ch.rog g%?-g%%lgiygﬁté«ég?% @ unfp fiklds %géa‘iggtggéé ai rg-%u’é\l,t UL f1elds

(i.e., | D i e nurer al ts correspondi ng

Al value field (i.e. |, value # i s.den d. b erence nuneral 620. A
secon (1ﬁj agheeé%f OTI& 8 n‘N)f WSCP ilseﬁhagm( iﬂ% .re,'dlﬁﬁa ﬁgi#fﬁ&)rx? éfgcfélﬁ ] aedt})? e eénreélﬁ ce
nuneral 622 and i.ts coryespaqndi Al value field (i.e., Al value #2) is
Gonot e gu R AL BRI aTheg A PRl SERS e P a5 it oo e A
ID# 1 field 618 can store an Al ID dentifier equal to 1, which corresponds
to t hengagndiensoen-lipe logineenenend, ekhbipn eteplishigg pggupectiompith sheAB P4 tlar e 500
of FIG 5. In such exanples, the Al value # 1 field 620 can store the

i nt egdhe fllustnaied example, dfe ra-diraettUR Frame BAG epabl¢samthentigation opadsitirel (e. g. ,

EAP- MD5, EAP-OTP, EAP-GIC, EAP-TLS, EAP-I1KEv2, EAP-SEvl, EAP-AKA, PEAP,

et c. ) .prod2Qint} adsncihteéd withl pusdesses anlplexantpd et the hgplidhtidnDay? 210 of the622 st ores an
Al IDidentifier equal to 5 which corresponds to the AuP Al type 514 as

shown cofntuiecatialy ByerZaritedfite2 (8t TG L2 eSTBiGrodeidursl dialy ibe in additor’tb oral ue #2
field 624 stores an AuP list 626, which includes one or nore comrasepar at ed

AuPs  firQ@adtdTeudeiifcaléd frosdskésCssicmitcdORitiPthefyer-2 dult@ntibatioNYpe ifffndtian= 1] .
server SAN [AuP ID = 3], etc.). [0052] Referring now to the query/response

606/ 608 xS0 ssell IbRHe! Qwsérﬂéeﬁ%ﬁp?é Wcrh&ﬁéﬂo‘ﬁ@,l the re-direct URL frame 636

may specify that a web browser of the wireless terminal 114 must display terms and conditions
that must be accepted by a user or an on-line login enrollment page in which a user must login.
The re-direct URL frame 636 may additionally or alternatively specify a HTTP/HTTPS
redirection and/or a domain name server (DNS) redirection.

[0055] Turning to FIGS. 7-9, FIG. 7 depicts another example basic service set (BSS)
capabilities data structure 700, FIG. 8 depicts an example layer-2+ authentication information
(AI) data structure 800, and FIG. 9 depicts another example messaging process (e.g., which may
be used to implement the AI messaging 206 of FIG. 2) to discover Al in a WLAN environment
(e.g., one of the WLAN access locations 102a-c of FIG. 1). As discussed below, the BSS
capabilities data structure 700 is a modified version of the BSS capabilities data structure 400 of
FIG. 4, and the layer-2+ Al data structure 800 is a modified version of the layer-2 Al data
structure 500 of FIG. 5.

[0056] Unlike the BSS capabilities data structure 400 of FIG. 4 which stores the layer-3+

authentication type information capability entry 404 separate from the layer-2 authentication
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114 to discover |layer-3+ type information, the AP 104a responds to the
capabilities query 606 by communicating a | ayer-3+ authentication type

i nf or mat iwo 2br0aes31628 to the wireless termnal 114 via trhe/crpniobssui es
response 608. In the illustrated exanple, the |ayer-3+ authentication type
information frame 628 includes a CAP ID field 630, a length field 632, and
a plurality of layer- 3+ authentication type unit fields 634a and 634b.
[0053] The CAP ID field 630 identifies the BSS capability wth which the

frame i ayer - 3+
e kR aOch b ol b oS R U sAARLERE

] UStl%fetrz HEE’Ja Ioﬂ@e%?fo{j}ﬁlo%% tgte{{n??mfelﬂtthé fuﬁEtra(t Sampfe fhePP = 260)

corres + aut 1‘on orna ion capability

Pl g2 staaflﬁﬁtlc?‘ gn ﬁ&?i‘gfp'&%ﬁ%@?ﬁ lﬁﬁt T AR N R SR

information fra 628 to_enable retri.eval of the sanme fromnenory after the
frame B3BCOEFIGIY URRPris Il 1of theguhenticadion grogesiey angl data (FySlingoRSFAHORS #HAS

| ayer-3+ authentication type unit fields 634a-b stores a re-direct URL

f r ame a8 the MAC swlelayer Q,frFIGSZBh@m otirpravisedndirated separtely buths 18363¢an be
used to inplenent other authentication procedures when additional steps are
r equi ragthehtiqatian typs snfoanagion capabalgy entey 484 anddhe buyeli-2 hwthenticatier type | ogi n
enrollment, etc.) for establishing a connection with the AP 104a. In the

i | | ustinfatrastionxcapatikty entrg 40€ oflFiGedt ThiLs fthahpereBbadhalicsttonaypdiafirmaddn on or
addi tional procedures associated wth processes inplenented at the

appl i capibiiity ledty$702ihdicafes tHa€ale 6L Al €@fch Bfithk J4RF-2 N IGHatal Bt tufee500Q FaG. FI G
2. Such procedures may be in addition to or instead of authentication

7 ocessatcangae) shahaVhl ik by Ut oot oo bgpe o7 | o

frame £r3f URL frame 636 of FIG. 6. In this manner, when a wireless terminal queries an AP for
supported and/or required capabilities associated with authentication, the wireless terminal can
perform a single GAS query to discover all of the authentication information and/or parameters
discussed above in connection with FIGS. 3-6 instead of two separate queries as described in
connection with FIG. 6.
[0057] To enable a single-query authéntication discovery, the layer-2+ Al data structure 800
of FIG. 8 is a modified version of the layer-2 Al data structure 500 of FIG. 5. That is, in addition
to the Al types 506, 508, 510, 512, 514, and 516 shown in connection with the layer-2 Al data
structure 500, the layer-2+ Al data structure 800 also includes a re-direct URL Al type 802,
which corresponds to the authentication capabilities that are otherwise indicated by the layer-3+
authentication type information capability entry 404 of FIG. 4 and the re-direct URL frame 636
of FIG. 6.

[0058] Turning now to FIG. 9, the illustrated example shows a single-query messaging

exchange process 900 that may be used to discover Al requirements in a wireless network in
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may specify that a web browser of the wireless termnal 114 nust display
ternms and conditions that nust be accepted by a user or an on-line login
enr ol | menvopage2ea1swhi ch a user nust | ogin. The re-direetcTidBofrmosss636 may
additionally or alternatively specify a HITP/HTTPS redi rection and/ or a
domai n name server (DNS) redirection. [0055] Turning to FIGS. 7-9, FIG 7
depi cts anot her exanpl e basic service set (BSS) capabilities data structure
700, FIG 8 depicts an exanple |ayer-2+ authentication information (Al)

dat a hhmclibh &ifHb dddnlhies RsdftRlE GbsveaR 0o MREHSHIPFRGIBS aHang Ay ocess
(e.g., which may be used to inplenent the Al nmessaging 206 of FIG 2) to

di |+ 1 iF ) f ) ti
9 sCouafy ko Vo VR 5 ey D05 NS PR
700 i difi i f .th bi,liti dat a, .st. t 0 of
Fr 202 sfmonisRieg PR ThelPs stttinal 74 SR TSRl RRR I, Of ¢ he
| -2 Al dat t t 500 of FIG 5. [0056] Unlike t BSS biliti
LA B e hS L EET 111

e
information capability entry 404 separate fromthe |ayer-2 )
aut henrqlede suppery fos therdp s Zatauseniéeasian typetpfoapation degwibed provBITconNsalinm i t i es
data structure 700 of FIG 7 stores a |ayer-2+ authentication type
i nf or math the layapabadthenpicativinr type7idformiation papabilityugtryat0ddf &¥@npl e, the | ayer-2+
aut hentication type information capability entry 702 indicates that an AP
(e.g..[0059 APAs diddaria FiG. FlaGayet-R+authentidatiomtype ddfotnngioadftanerftocat i on
processes and data (involving operations at or above the MAC sub-layer 204

of Fl Gom&junidadd vad the 0igabilities fespotdc 004 ﬁd:apaﬂam@étadaﬁw(%hue $dne ihfy@htidtas
aut hentication type informati on capability entry 404 and the |ayer-2

BN o5 0T 00 AR B o EnbcRintioTt | o
FIG. 6. In addition, the layer-2+ authentication type information frame 906 is also capable of
carrying the re-direct URL frame 636 described above in connection with the layer-3+
authentication type information frame 628 of FIG. 6. In the illustrated example, an AI ID #3
field 908 stores an AI ID value of 6, which is shown as corresponding to the re-direct URL Al
type 802 in FIG. 8.

[0060] Referring now to FIG. 10, an illustrated example of the wireless terminal 114 of
FIGS. 1, 6 and 9 is shown in block diagram form. In the illustrated example, the wireless
terminal 114 includes a processor 1002 that may be used to control the overall operation of the
wireless terminal 114. The processor 1002 may be implemented using a controller, a general
purpose processor, a digital signal processor, or any combination thereof.

[0061] The wireless terminal 114 also includes a terminal message generator 1004 and a
terminal data parser 1006. The terminal message generator 1004 may be used to generate

queries (e.g., the queries 602 and 606 of FIG. 6 and the query 902 of FIG. 9) in accordance with

any query protocol including the GAS query protocol format discussed above. The terminal data
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capability entry 702 indicates that all of the Al types of the layer-2 Al
data structure 500 of FIG 5 are conbined with the URL re-direct capability
descri bedwehlower2ez1sconnection with the re direct URL fr aoe/di610ofod3kG 6.
In this manner, when a wireless term nal queries an AP for supported and/or
required capabilities associated with authentication, the wirel ess term nal
can performa single GAS query to discover all of the authentication

i nformation and/ or paraneters discussed above in connection with FIGS. 3-6

| St ekt 100 8PORLAh ) AUSAL BnRS oFRRARLNGH LA FORDSTE EOB RN fIoR GngO: |

[ 0057] a single-query authentication di scover

dat a Sr%{ T u%'gglﬁgrgpgmggigﬂr%tg?tie?eg@ﬁgrg glllofé!a ?rdm\ésr (iz)r%?cﬁrgl{)lﬂ} t ? te!n%},n%g 8%? Al data

struct'Gre’sb , 1 n additron YPEes 508,

510, 512, 4, and 516 shown in connection with_.the | gyer-2 Al data

st r uctRIFEr g@&m%@e pseg &e E%CVKIAQGB&EFg’r‘ﬁ%’%’t"ﬂlﬁ@y%é‘egﬁ? ‘W'FCQ%HH@§ a re-direct
URL Al type 802, which corresponds to the authentication capabilities that
are otHEngied abevedn cannegtion with EIGSwand 9.+ Adthopsh, thederming) mesinge eeResH it i on
capability entry 404 of FIG 4 and the re-direct URL frane 636 of FIG 6.

[ 0058]109dend thy terownal dat@iparsen] 0061ee showngs sepacate Ermrapd cortested taithsi ngl e- query
nmessagi ng exchange process 900 that nay be used to discover Al requirenents
in a wroeksss 300 insrmke exaophniag¢nomtationd) theerminblomessagecgenerew®r dedcandobel above
in connection with FIGS. 3, 7, and 8. As shown, the single-query nessaging
exchangenipsl danSmarseP 0006 ey bisnplentdntdd i@ titagradyskort1003 a6 iy aSdzl&eonmuni cat ed
by the wireless termnal 114 followed by a single capabilities response 904

CoMU o ifcaBn bRy AEn 1043 awliﬂ%le'fs@&)&ﬁlhl:ﬂ&tfoﬂtsﬁﬂsy@t)éﬁﬁw18). Thaesapabi | i ties

of the AP 104a include support for the |ayer-2+ authentication type

i nfor rmés's% g@ﬁéﬁ{& ek %QHgtehﬂingp&?aeﬂréeQ 7006 may be implemented using any

desired combination of hardware, firmware, and/or software. For example, one or more
integrated circuits, discrete semiconductor components, and/or passive electronic components
may be used. Thus, for example, the terminal message generator 1004 and the terminal data
parser 1006, or parts thereof, could be implemented using one or more circuit(s), programmable
processor(s), application specific integrated circuit(s) (ASIC(s)), programmable logic device(s)
(PLD(s)), field programmable logic device(s) (FPLD(s)), etc. The terminal message generator
1004 and the terminal data parser 1006, or parts thereof, may be implemented using instructions,
code, and/or other software and/or firmware, etc. stored on a machine accessible medium and
executable by, for example, a processor (e.g., the example processor 1002). When any of the
appended claims are read to cover a purely software implementation, at least one of the terminal
message generator 1004 and the terminal data parser 1006 is hereby expressly defined to include
a tangible medium such as a solid state memory, a magnetic memory, a DVD, a CD, etc.

[0062] The wireless terminal 114 also includes a FLASH memory 1008, a random access

memory (RAM) 1010, and an expandable memory interface 1012 communicatively coupled to
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with the |layer-2+ authentication type information capability entry 702 of
FIG 7. [0059] As shown in FIG 9, a layer-2+ authentication type

i nf or mat iwo 201031906 comuni cated via the capabilitiespresyBoa@oddd i s
capabl e of carrying the sanme information as described above in connection
with the layer-2 authentication type information frame 610 of FIG 6. In
addition, the |layer-2+ authentication type information frane 906 is al so
capable of carrying the re-direct URL frane 636 descri bed above in
connecy,l ' e I [ ' i ' 628 of
P gh P{\bc%gpﬂo%g th ?gtgégﬁ;?gﬂn%{}g@bggﬁﬁ%ﬁﬁ ﬁog??ﬂiééé,gf)igzg%tbgb Sﬁe’gggn Al ID
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the wireless termnal 114 of \FIGS, 1, 6 and 9 is shown in bl ock diagram
Form G BE e PSS ol s e Satasibctiyes Bisest uRNF HLrortachon MIAIGE. o
processor 1002 that may be used to control the overall operation_of the

wi rel ebé: deb ARhdpndcan alspridorp AgE saluss assogistedyjthithe Wiplessermiiay 144 ABe a
controller, a general purpose processor, a digital signal processor, or any
conbi NdMoH 10sen alge be pdaa,] fomerampile; stoeesdata andfdrmastrugtionsa| so i ncl udes a
term nal nessage generator 1004 and a term nal data parser 1006. The

t er m n@P63jes siyewgelasrtatnunal 1004s prayidbd with @ dedunitybardwareantgrface 934 te. g. , t he
gueries 602 and 606 of FIG 6 and the query 902 of FIG 9) in accordance
W th aeyeicesiM pard {ecolUS IV ¢hrddir AN sec RSl dnnt)yfrdin atwitdss f@viceprodideeussed
above. The term nal dataparser 1006 maybe used to retrieve franes of

i nf or &Y #iSdhsEd ABHVE IBIM dafi Slay b&uddls 4H d@theridshidrfariRoter tBAlthkibaRt the
information of interest fromthose franes. For exanple, the term nal data

pars erwim%ttémﬂna@?lyﬁﬁ‘ist%&idhﬁ{g@ ¥Recibn VA 00 T ANSudpbREA AR THRRE data

frame fornm

wireless terminal 114 is also provided with an external data I/O interface 1016. The external
data I/O interface 1016 may be used by a user to transfer information to the wireless terminal
114 through a wired medium. A wired data transfer path may, for example, be used to load an
encryption key or other type of AuP onto the wireless terminal 114 through a direct and, thus,
reliable and trusted connection to provide secure device communication.

[0064] The wireless terminal 114 is provided with a wireless communication subsystem
1018 to enable wireless communications with WLAN APs (e.g., the APs 104a-c of FIG. 1).
Although not shown, the wireless terminal 114 may also have a long-range communication
subsystem to receive messages from, and send messages to, a cellular wireless network. In the
illustrated examples described herein, the wireless communication subsystem 1018 can be
configured in accordance with the IEEE® 802.11 standard. In other example implementations,
the wireless communication subsystem 1018 can be implemented using a BLUETOOTH® radio,

a ZIGBEE® device, a wireless USB device, or an ultra-wideband (UWB) radio.
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di scussed above in connection with FIGS. 6 and 9. Al though the term nal
nmessage generator 1004 and the termnal data parser 1006 are shown as
separ at e woamoaneiisonnected to the processor 1002, in seoue/GBearyoas34

i npl enentations, the term nal nessage generator 1004 and the term nal data
parser 1006 may be inplenmented in the processor 1002 and/or in a wreless
communi cati on subsystem (e.g., a wireless conmuni cati on subsystem 1018).
The term nal nessage generator 1004 and the term nal data parser 1006 nay

be i \’XBPQ@T nt egl, Yy %Ytoﬁﬁ% bh e QIR v gé’(v_ixfé?e"séjééﬁﬁﬁal {147 RYifslesgnd/ OF

sof t For exanple, one or nore integrated circuits, discfete

sem cqnduct.qr, , conponent and/ or ssive el ec iG.C nts_may be used.
Thus . g4 SRR Fh o SRR 1RBSS I ot 105 SV 0RE Bkl o OB
data parser 1006, or_parts thereof, coul e i npl enent e sin e or nore
Cr cunmpd merdaes oagnEs ol REASER pe 5 LT Aiinid B R repu Y e SF A
circuit(s) (AS Cﬁ)sg), Erogramrabl e logic device(s) (PLD(s)), field .

pr ogr dnrriinterfacgdi0ee eeuld bearsalphqnppoyris keyboardand/os éelenbope-tige kegpdadjmulfener at or
1004 and the term nal data parser 1006, or parts thereof, may be

i pl erdinettiah agsviatny or nalter whedl ovith dyoenies, bushed prgssing bapabiity, vewcd panel/ ¢e. In
firmvare, etc. stored on a machi ne accessi bl e nmedi um and execut abl e by, for
exanpltie illastpartateaapie, (. wireless ieminad i & afratcygsoverddiRce alhenthany of t he
appended clains are read to cover a purely software inplenentation, at

| east ppovadad withe bhtedriil 028 andRthaes igefeéeato3n. 1004 and the term nal data
parser 1006 is hereby expressly defined to include a tangible nmedi um such

as a 900é6] St PERIHFRIIW ¥ FI6. MBUREKhMpEAPT ¥4a 6F HRYD), 1,3, &1d 9 RtsRowh #P613Ek The
wireless termnal 114 also includes a FLASH menory 1008, a random access

oo e SO RS R 6 ST o el
exanplo%éraﬁgr?sr(?f NP l’ltOEa{ In addition, the AP 104a includes an AP message generator 1104 to
generate query and/or response messages and an AP data parser 1106 to retrieve information
from received data frames. The AP message generator 1104 is substantially similar to the
terminal message generator 1004 of FIG. 10, and the AP data parser 1106 is substantially similar
to the terminal data parser 1006 of FIG. 10. Thus, the AP message generator 1104 and the AP
data parser 1106 may be implemented in the processor 1102 and/or a wireless communication
subsystem (e.g., a wireless communication subsystem 1112) using any combination of hardware,
firmware, and/or software including instructions stored on a computer-readable medium.

[0067] The example AP104a also includes a FLASH memory 1108 and a RAM 1110, both
of which are coupled to the processor 1102. The FLASH memory 1108 may be configured to
store required AuPs from the AuP data structure of FIG. 300, supported capability indicators

from the BSS capabilities data structures 400 or 700, and supported Al types from the data

structures 500 or 800.
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readabl e instructions and/or data. In some exanple inplenentations, the
FLASH nenory 1008 can be used to store one or nore of the data structures
di scussedwehlowerzeaisconnection with FIGS. 3, 4, 5, 7, anec®/Gsrdiomossal so
store AuP val ues associated with the wireless termnal 114. The RAM 1010
can al so be used to, for exanple, store data and/or instructions. [0063]
The wireless termnal 114 is provided with a security hardware interface
1014 to receive a SIMcard (or a USIMcard or a NFC secure elenent) froma
i rel cRpesier virG Somhfitidfwinl BirtE3qbRAR:s ARAYS hotvilid GaththdTRyy i Aped as an
aut hentication paranmeter to authenticate the wreless termnal 114 for

est abl j shi.ng a .connecti.on with a WAN- Q network.. T 1.1 &l ess

Cor mi nig 1o igEE IR siBTrefetrtnlpiti B HBRAL] At PR e Bl 038 e
external .data,l/O.interface 1016 nmay.be used b r.to.transfer

*ht or napBHTeeTi Aoy B camm Ao ssbex g S A TR ) SRR RS i ¢ e
data transfer path may, for exanple, be used to | oad an encryption key or
ot her eypaalorl4adp commpiniqate with é%%-%NtsePRﬂﬁ?é metivork {gg-othig Retyvorksy 1062-band;

thus, reliable and trusted connection to provide secure device

commun} ®aandH)8aitd.oBa APTIV4a i nrevidekwitlep netiwark uplinkjcomprunidatien infgrfase 4114 r el ess
comuni cati on subsystem 1018 to enable w rel ess communi cati ons wth WAN
APs (€l0§69] t hEIRARS dkpitts-an exhmple@owldiagraintropragpntative oS¢ronputertrepslablier el ess
termnal 114 may al so have a | ong-range comuni cati on subsystemto receive
mes s agidstnictions thatiflaysbedbsdiag@esr AGPs a3sctdtddvali aswessilgos W I wopported N t he
illustrated exanpl es descri bed herein, the wireless comuni cati on subsystem

1018 cdtiwbik (6.81) tHediervestks N0GACK; QVSRB.Cdd Wi O Bf FIte 1FEFRE Exanffioperationt 8fiEy.d. 1 n
ot her exanpl e i npl enentations, the wreless conmuni cation subsystem 1018

can bej I‘ﬁp}lr ﬁ@ﬁ&?&ﬂe& §§iﬂ§a %rcﬁb&gﬂ- 8 ler El?cgé)pmy other suitable processing device.

For example, the example operations of FIG. 12 may be implemented using coded instructions
stored on a tangible medium such as.a flash memory, a read-only memory (ROM) and/or
random-access memory (RAM) associated with a processor (e.g., the processor 1002 of FIG. 10
and/or the processor 1102 of FIG. 11). Alternatively, some or all of the example operations of
FIG. 12 may be implemented using any combination(s) of application specific integrated
circuit(s) (ASIC(s)), programmable logic device(s) (PLD(s)), field programmable logic device(s)
(FPLD(s)), discrete logic, hardware, firmware, etc. Also, some or all of the example operations
of FIG. 12 may be implemented manually or as any combination(s) of any of the foregoing
techniques, for example, any combination of firmware, software, discrete logic and/or hardware.
Further, although the example operations of FIG. 12 are described with reference to the flow
diagram of FIG. 12, other methods of implementing the operations of FIG. 12 may be employed.
For example, the order of execution of the blocks may be changed, and/or some of the blocks

described may be changed, eliminated, sub-divided, or combined. Additionally, any or all of the
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a ZI GBEE(r) device, a wireless USB device, or an ultra-w deband (UWB)
radi o. [ 0065] To enable a user to use and interact with or via the wirel ess
term nal Wodpiovizeswi rel ess termnal 114 is provided witlrca/caresknos3d020, a
m crophone 1022, a display 1024, and a user input interface 1026. The

di splay 1024 can be an LCD display, an e-paper display, etc. The user input
interface 1026 could be an al phanuneric keyboard and/ or tel ephone-type
keypad, a multidirection actuator or roller wheel with dynam c button

. e . ' h
pr ess'&gm?lgﬁﬁlpfah})ﬁyof Gt Py Béggjform%a %eqeuhﬂta{lf}%nh)ok Hgﬁdlfr@e??%ﬁém e, L N€

wirel es nal 114 1's a battery-power evi ce an , us, provided
wth battery 1028 and a battery iLnterface, 1030. [.0066] Turni ng now to
Al Peap s bR Brdd bR @b ROt et aRLu T bock i agr am
form ex | e 104a ipcludes a pr sspr 1102 to .perform.the overal
oper atlgﬂﬁ)& of “tW@erﬁgt}fﬂ?ﬁ{npﬂrﬁoﬁgﬁaﬁagﬁ?&ﬁﬁe?iﬁmil&fﬁeé H’c‘FrLP AP nessage
generator 1104 to generate query and/or response nessages .and an AP data
par sercXampls messaeug §xshange ﬁfoPffaé/qu’rf HG dhandrdhs edmplg meyspgipg sxchings Ap
message generator 1104 is substantially simlar to the term nal nessage
gener aregess YBUofdHIGFY duringr WA diseovary pracess pdhe examploBoy sliagram pBRIG. 4R y
simlar to the term nal data parser 1006 of FIG 10. Thus, the AP nessage
gener ahdndehbOMiraesd tariminalprodessd 202 amskan AR Pfocawsyl 204. Theerlest tedninal t he
processor 1102 and/or a w reless comuni cation subsystem (e.g., a wireless
COMMUPrédekd 102504 By frhyslemndtd® hisitis the Gvitelass Gemiitviah 814 @IGSS 1,600 hndr1@) tof i r mwar e,
and/ or software including instructions stored on a conputer-readabl e

nedi Urguety6 AP T0RE tLAKSITREEA MiIREOGdradl b5ahé AP|108£STie KR PRIdesEIPon ¥ad 8H8 and a
RAM 1 1 10, both of which are coupled to the processor 1102. The FLASH

menor % LR nashe tkORP 11048 GEGE 01, %! 9T dN§ ity dRSmAYESAT AR LAesAbfuidat &
structure of FI G “300, supported capability 1ndicators
by the AP 104a.
[0071] Turning in detail to FIG. 12, initially, the wireleés terminal 114 transmits a probe
request (block 1206) via the wireless communication subsystem 1018. In the illustrated
example, the probe request is used to query the AP 104a on whether it supports interworking
with external networks (e.g., the networks 106a-b, 108a-b, and 110). The AP 104a receives the
probe request (block 1208) via the wireless communication subsystem 1112 and transmits a
probe response (block 1210) to indicate whether it supports interworking with external networks
and whether it requires authentication.
[0072] The wireless terminal 114 receives the probe response (block 1212) via the wireless
communication subsystem 1018 and the terminal data parser 1006 (FIG. 1) parses the probe
response to determine whether authentication is required (block 1214). For example, the probe
response may include an Additional Step Required for Access (ASRA) bit field (e.g., an

authentication required bit field) (not shown) to indicate whether authentication is required.

When authentication is required (block 1212) (e.g., the ASRA bit field is true), the wireless
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fromthe BSS capabilities data structures 400 or 700, and supported Al
types fromthe data structures 500 or 800.[0068] To comrunicate with

wi rel ess wennimabmssuch as the wireless term nal 114, treTAB200/000833
provided with a wirel ess conmuni cati on subsystem 1l 1 12, which may be
substantially simlar or identical to the wireless conmunication subsystem
1018 (FIG 10) of the wireless termnal 114. To communicate with a

WLAN- supported network (e.g., the networks 106a-b, 110, and 108a-b), the AP

104a i tgm'gﬁaﬁ | hg %né%i{smnaaup-%}nwgéln g&ﬂabﬁ'l%ieg i h&@éagé) ﬁ)lb(ﬁ% ?rl é}gﬁ%u,goérl%f [ 0069]

FIG 12 depicts an exanp I'agram representdti ve readabl e
i nstruygctions t be e i scover AuP ciate i.t.-h cessing a
wan 405 g o tagieds Of 8{’%‘.’&@}239%%‘%%?%%“"?8 SRR el g{h\@e{’[ﬁ‘éﬁl%%o of FIG
1). The ex | e operations of. FIG 12 rformed using a processor, a
cont rdF%Pﬁgﬁﬁf VS “B?ﬁéfec?ﬁ?staa“ﬁﬂé)"ﬁg@%%ggizﬁ ‘devi ce. For exanple, the
exanpl e operations of FIG 12 ma]\]/ be i nplenented using coded instructions
st or ed0®R1a t BhryBIl84axseeivien theauthentication capabilissopqpestangssags-(Blerk 12dMor y

(ROM and/or random access nmenory (RAM associated with a processor (e.g.,
t he praoddwshP mesdge génerdta 1104 (BlSd/ o) packeopingssis shotequit@Abndd  11) .
Alternatively, sone or all of the exanple operations of FIG 12 maybe

i npl endettiddrsis anguthenticatorbiapaltilities(regpoose raggshgedhtock 22 de.pf bue ofithegr at ed
circuit(s) (ASIC(s)), programrable |ogic device(s) (PLDs)), field

pr ogr aapabilitees regohsesl 604 6£KIS) 6 F PMAYBHIG. 9¥li Flar AT #nd g Wentiftsrcaasdated | r mwar e,
etc. Also, sone or all of the exanple operations of FIG 12 may be

i mpl engit @ APRIDA ke HRMstiRéd RWYmMERGH (881 bROOSthe Ahsha¥medy 1108 of SeeuVINg
techni ques, for exanple, any conbination of firmvare, software, discrete

3 b TS 15 AP APYE a0l s il F1 G 1
response message (block 1224).
[0074] If the example method of FIG. 12 is implemented using the Al discovery technique
described above in connection with FIGS. 4-6, the authentication capabilities request message of
block 1216 is the capabilities query 602 of FIG. 6, the authentication capabilities response
message of block 1222 is the capabilities response 604 of FIG. 6, and the authentication
capabilities response message is implemented using the format of the layer-2 authentication type
information frame 610 of FIG. 6. If the example method of FIG. 12 is implemented using the Al
discovery technique described above in connection with FIGS. 7-9, the authentication
capabilities request message of block 1216 is the capabilities query 902 of FIG. 9, the
authentication capabilities response message of block 1224 is the capabilities response 904 of
FIG. 9, and the authentication capabilities response message is implemented using the format of
the layer-2+ authentication type information frame 906 of FIG. 9.

[0075] When the wireless terminal 114 receives the authentication capabilities response

message (block 1218), the terminal data parser 1006 (FIG. 10) retrieves the AI and AuP
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diagram of FIG 12, other nethods of inplenmenting the operations of FIG 12
may be enpl oyed. For exanple, the order of execution of the blocks may be
changed, wodbmwizsaase of the bl ocks described may be chamrged;B2eiomissat ed,
sub-di vi ded, or conbined. Additionally, any or all of theexanple operations
of FIG 12 may be perfornmed sequentially and/or in parallel by, for
exanpl e, separate processing threads, processors, devices, discrete |ogic,
circuits, etc. [0070] In general, the exanple flow diagramof FIG 12 can

be “S%Eierhfﬁeksr%d? Necdini rfresRAmR! RRAR19%): ;f&ggg@:% e@{zﬁgﬁﬁ% ié’lqo of FIG 6

and/ or the exa nessaglng exchange proces ur|ng a WLAN

di scov e _exa agra 12 1nc rel ess
Cer m riorgs S552 1ol PR ey PRt 2 80R0 k) Rl B R A [ ocees
1202 can using the wireless al 114 (FIGS. 9, and
10) t Joey 3 Bl TP Gihs ik mecioes Esemion 18§4 b lﬁypafhéoweifeil&. Alrhe’ Ap
process 1204 can be inplenented using the AP 104a (FI GS. 9, and 11)
to traavefar AuPryaluss inghepnaect sgangstrpessace dblogk, 13302 g example, {mm@j‘essrur ning in
detail to FIG 12, initially, the wireless termnal 114 transmts a probe

r equedernfinaldd i cam@@yutvioae phmorg augiicatication valua ratrevabprosefs dhat perfiorn018. I n t he
illustrated exanple, the probe request is used to query the AP 104a on

whet heaspetatiossigplor MAG subelayer2R4 ngretvidvh thexA Eandadr Audt wabrek svitheuitheedinpe net wor ks
106a-b, 108a-b, and 110). The AP 104a receives the probe request (bl ock

1208) allow thé guthiériticht@mSvatiretial £1prd@Es( &Y sy fotiopdhfiomy of alsyve h iiter@efdr obe
response (bl ock 1210) to indicate whether it supports interworking with

ext er NabobAl B N4Rr AN, PRI laler BB W FRS. HHbPERIMEab bRerwikOpb<ide Tie

wirel ess ternmnal 114 receives the probe résponse (bl ock 1212) via the

Wi T el €3%hentication value retrieval process(es) with access to the IP layer.
[0076] In some example implementations, when the wireless terminal 114 determines at
block 1228 that it has the required Al and/or AuP values, a user may be prompted with the SSID
(or HESSID) associated with the AP 104a before generating the connect request message. In this
manner, the user may be given the option of whether to connect to the AP 104a instead of
allowing the wireless terminal 114 to automatically connect to the AP 104a. In some example
implementations, if the wireless terminal 114 determines at block 1228 that it does not have the
required Al and/or AuP values, the wireless terminal 114 (e.g., the processor 1002 of FIG. 10)
can refrain from displaying the SSID (or HESSID) associated with the AP 104a. In this manner,
the private network 106a is not shown as available for connecting since the wireless terminal 114
would not be able to connect to it without the required AI and/or AuP values. In addition, in
some example implementations, the wireless terminal 114 can be configured to store the Al and
AuP identifiers obtained at block 1226 in connection with an SSID of the AP 104a as a profile

for the AP 104a. In this manner, when the wireless terminal 114 subsequently re-discovers the

presence of the AP 104a, the wireless terminal 114 may use the stored AI and AuP identifiers to
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conmmuni cati on subsystem 1018 and the term nal data parser 1006 (FIG 1)
parses the probe response to determ ne whether authentication is required
(bl ock 12¥@)010A3e318xanpl e, the probe response may i ncl u®ETAB20HJI0083dNnal
Step Required for Access (ASRA) bit field (e.g., an authentication required
bit field) (not shown) to indicate whether authentication is required. Wen
authentication is required (block 1212) (e.g., the ASRA bit field is true),
the wirelessterm nal 114 transnmits an authentication capabilities request
nMessagRdrRimGke AZ RV ol Rulvalu@Bat ¥ mbdl Previd tb @ife AP 204 tofbe@uthBntated02 of FI G
9) using, for exanple, a GAS query. The wireless termnal 114 then waits

unt i | w&horu@ﬁs;uyggg,ggm%“ Sl N1AGK 0T ALP) ok Q7R B AP 1042 1 oceives Lhe

aut henti cat i1 on request message (block 1220), and the AP

MESS a ﬁO’gﬁ ner gher th1 ?IJ\? AL e i E‘u 1;'1)\1espaqg g%:klgé o'r &%gedsint%q oht%w keglggst ?Leﬁﬁg AUP

identiTrers in an a 1cation cap It1es response 1222)

e ACRAG liimt R S R i T ﬂmﬁ’ piosr it i n

menory (e.g., one of the flash nenory 1108 or the RAM 1110 of FJ G ~11) of
t he AFFCTBIZFa?“thFHEC%QPn&‘bE&’"te]ﬁéﬁwtefq‘@ﬁ]s%tﬁanﬁrﬁﬁs e CARISES redissbessagibiackt i es
response nessage (bl ock 1224). [0074] If the exarr‘t‘))pe nethod of FIG 12 is

i npl en@dRrAAligrithgAP HQ4N60@W%@W@6€@GWWESS@B%@ bé2B4Abdo AP datapaiseect i on
with FIGS. 4-6, the authentication capabilities request nessage of bl ock
1216 iH06KEIG: amhjm'r*ds ttheeAl apdém\Ad0& ek fileGhe §pnrtchierequetshmnsshgeatbiask 1236)
capabilities response nessage of block 1222 is the capabilities response
604 ofanfltks AB,104d\@r bithashsriemor cahpwer mpahi:d totthe APri@gppesformeasage i s

i npl enented using the format of the | ayer-2 authentication type information

I La”il RifenBEatibh Procss (block M23 B X TNP AP 1124 iRd abfhefmidates d2d bsiabligpéseent ed usi ng
e

connection to the wireless terminal 114 or denies a connection to the wireless terminal 114 based
on whether the Al and/or AuP values provided by the wireless terminal 114 were satisfactory for
authentication.

[0078] After the AP 104a connects to the wireless terminal 114 or denies the connection
(block 1240), or if the wireless terminal 114 determines that it does not have the required Al
and/or AuP values, the example process of FIG. 12 ends.

[0079] Although certain methods, apparatus, and articles of manufacture have been described
herein, the scope of coverage of this patent is not limited thereto. To the contrary, this patent
covers all methods, apparatus, and articles of manufacture fairly falling within the scope of the

appended claims either literally or under the doctrine of equivalents.
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What is claimed is:

1. A method to discover authentication requirements in a
wireless network, the method comprising:

transmitting, during network discovery and prior to
authentication, a Generic Advertisement Services (GAS) request to
a network access point, the GAS request requesting authentication
information, the authentication information being indicative of a
credential required from a wireless terminal to use for
authentication of the wireless terminal; and

receiving a response to the GAS request from the network
access point, wherein the response includes the authentication

information.

2. The method of claim 1, wherein the credential is obtainable

by the wireless terminal.

3. The method of claim 1, wherein the response is received by

the wireless terminal at a media access layer.

4., The method of claim 1, wherein the credential is locally

stored in the wireless terminal.

5. The method of claim 1 further comprising sending the

credential to the network access point.

6. The method of claim 1, wherein the response includes second

authentication information.

7. The method of claim 1, further comprising:
determining that the credential is located in the wireless

terminal; and

displaying a service identifier based on the credential

being located in the wireless terminal.

8. The method of claim 1, wherein the credential is indicative

of a subscriber identity module card credential.
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9. The method of claim 1, wherein the wireless terminal is a

mobile communication device.

10. The method of claim 1, wherein the credential is selected by
a subscription service provider to allow access to a subscription
service provider network communicatively coupled to the network

access point.

11. The method of claim 1, wherein the authentication
information is further indicative of an extensible authentication

protocol method.

12. An apparatus to discover authentication requirements in a
wireless network, the apparatus comprising:

a processor configured to:

transmit, during network discovery and prior to
uthentication, a Generic Advertisement Services (GAS) request to a
network access point, the GAS request requesting authentication
information, the authentication information being indicative of a
credential required from a wireless terminal to use for
authentication of the wireless terminal; and

receive a response to the GAS request from the network
access point, wherein the response includes the authentication

information.

13. The apparatus of «claim 12, wherein the credential is

obtainable by the wireless terminal.

14. The apparatus of claim 12, wherein the response is received

by the wireless terminal at a media access layer.

15. The apparatus of claim 12, wherein the processor is further

configured to send the credential to the network access point.

l6. The apparatus of claim 12, wherein the credential is locally

stored in the wireless terminal.
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17. The apparatus of claim 12, wherein the response includes

second authentication information.

18. The apparatus of claim 12, wherein the processor 1is further
configured to:

determine that the credential is located in the wireless
terminal; and

display a service identifier based on the credential being

located in the wireless terminal.

19. The apparatus of claim 12, wherein the credential 1is

indicative of a subscriber identity module card credential.

20. The apparatus of claim 12, wherein the credential 1is
selected by a subscription service provider to allow access to a
subscription service provider network communicatively coupled to

the network access point.

21. The apparatus of claim 12, wherein the authentication
information is further indicative of an extensible authentication

protocol method.

22. A method to discover authentication information in a
wireless network, the method comprising:

transmitting, during network discovery and ©prior to
authentication, a Generic Advertisement Services (GAS) request
message to a network access point requesting identifiers
indicative of authentication information required by the network
access point to authenticate a wireless terminal; and

retrieving at least one authentication requirement
identifier from a response message transmitted by the network
access point, wherein the at least one authentication requirement
identifier is indicative of a <credential obtainable using
operations performed by the wireless terminal at a media access
control layer without providing access to an internet protocol

layer to retrieve the credential.
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23. A method as defined in <c¢laim 22, further comprising
providing the credential to the network access point in response
to determining that the credential is located in the wireless

terminal.

24. A method as defined in claim 22, further comprising
refraining from displaying a service identifier of the network
access point when the credential is not located in the wireless

terminal.

25. A method as defined in claim 22, wherein the credential is a

subscriber identity module card credential.

26. A method as defined in <c¢laim 22, wherein the response

message includes a second authentication requirement identifier.

27. A method as defined in claim 22, wherein the GAS request
message 1s further operable to request second identifiers
indicative of second authentication information required by the
network access point, wherein the second authentication
information 1s indicative of at least a second credential
obtainable using a process that accesses the internet protocol

layer.

28. A method as defined in c¢laim 22, further comprising
transmitting the GAS request message in response to determining
that the network access point requires an authentication process

to authenticate the wireless terminal.

29. A method as defined in <c¢laim 22, wherein the wireless

terminal is a mobile communication device.
30. A method as defined in claim 22, wherein the authentication

information required by the network access point is selected by a

subscription service provider to allow access to a subscription
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service provider network communicatively coupled to the network

access point.

31. A method as defined in claim 22, further comprising
retrieving at least a second authentication requirement identifier
from the response message transmitted by the network access point,
wherein the at least the second authentication requirement
identifier is indicative of an extensible authentication protocol
method used by the network access point to receive the credential

from the wireless terminal.

32. An apparatus to discover authentication information in a
wireless network, the apparatus comprising:

a processor;

a memory coupled to the processor and having instructions
stored thereon that, when executed, cause the processor to:

transnmit, during network discovery and prior to
authentication, a Generic Advertisement Services (GAS) request
message to a network access point requesting identifiers
indicative of authentication information required by the network
access point to authenticate a wireless terminal; and

retrieve at least one authentication requirement identifier
from a response message transmitted by the network access point,
wherein the at least one authentication requirement identifier is
indicative of a credential obtainable using operations performed
by the wireless terminal at a media access control layer without
providing access to an internet protocol layer to retrieve the

credential.

33. An apparatus as defined in claim 32, wherein  the
instructions stored on the memory, when executed, further cause
the processor to provide the credential to the network access
point in response to determining that the credential is located in

the wireless terminal.

34. An apparatus as defined in claim 32, wherein  the

instructions stored on the memory, when executed, further cause
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the processor to refrain from displaying a service identifier of
the network access point when the credential is not located in the

wireless terminal.

35. An apparatus as defined in claim 32, wherein the credential

is a subscriber identity module card credential.

36. An apparatus as defined in claim 32, wherein the response

message includes a second authentication requirement identifier.

37. An apparatus as defined in claim 32, wherein the GAS request
message is further operable to request second identifiers
indicative of second authentication information required by the
network access point, wherein the second authentication
information is indicative of at least a second credential
obtainable using a process that accesses the internet protocol

layer.

38. An apparatus as defined in <claim 32, wherein the
instructions stored on the memory, when executed, further cause
the processor to transmit the GAS request message in response to
determining that the network access point requires an

authentication process to authenticate the wireless terminal.

39. An apparatus as defined in claim 32, wherein the wireless

terminal is a mobile communication device.

40. An apparatus as defined in claim 32, wherein the
authentication information required by the network access point is
selected by a subscription service provider to allow access to a
subscription service provider network communicatively coupled to

the network access point.

41. An apparatus as defined in claim 32, wherein the
instructions stored on the memory, when executed, further cause
the processor to retrieve at least a second authentication

requirement identifier from the response message transmitted by
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the network access point, wherein the at least the second
authentication requirement identifier is indicative of an
extensible authentication protocol method used by the network

access point to receive the credential from the wireless terminal.

42. A computer readable medium having instructions stored
thereon that, when executed, cause a machine to:

transmit, during network discovery and prior to
authentication, a Generic Advertisement Services (GAS) regquest
message to a network access point requesting identifiers
indicative of authentication information required by the network
access point to authenticate a wireless terminal; and

retrieve at least one authentication requirement identifier
from a response message transmitted by the network access point,
wherein the at least one authentication requirement identifier is
indicative of a credential obtainable using operations performed
by the wireless terminal at a media access control layer without
providing access to an internet protocol layer to retrieve the

credential.

43. A computer readable medium as defined in claim 42 having
instructions stored thereon that, when executed, cause the machine
to provide the credential to the network access point in response
to determining that the credential is located in the wireless

terminal.

44, A computer readable medium as defined in claim 42 having
instructions stored thereon that, when executed, cause the machine
to refrain from displaying a service identifier of the network
access point when the credential is not located in the wireless

terminal.

45. A computer readable medium as defined in claim 42, wherein

the credential is a subscriber identity module card credential.

46. A computer readable medium as defined in claim 42, wherein

the response message includes second authentication information.
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47. A computer readable medium as defined in claim 42, wherein
the GAS request message 1is further operable to request second
identifiers indicative of second authentication information
required by the network access point, wherein the second
authentication information is indicative of at least a second
credential obtainable using a process that accesses the internet

protocol layer.

48. A computer readable medium as defined in claim 42 having
instructions stored thereon that, when executed, cause the machine
to transmit the GAS request message in response to determining
that the network access point requires an authentication process

to authenticate the wireless terminal.

49, A computer readable medium as defined in claim 42, wherein

the wireless terminal is a mobile communication device.

50. A computer readable medium as defined in claim 42, wherein
the authentication information required by the network access
point 1is selected by a subscription service provider to allow
access to a subscription service provider network communicatively

coupled to the network access point.

51. A computer readable medium as defined in claim 42 having
instructions stored thereon that, when executed, cause the machine
to retrieve at least a second authentication requirement
identifier from the response message transmitted by the network
access point, wherein the at least the second authentication
requirement identifier is indicative of an extensible
authentication protocol method used by the network access point to

receive the credential frem the wireless terminal.

52. A method to discover authentication information in a
wireless network, the method comprising:
receiving, during network discovery and prior to

authentication, a Generic Advertisement Services (GAS) request
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message from a wireless terminal requesting identifiers indicative
of authentication information required by a network access point
to authenticate the wireless terminal; and

inserting at least one authentication requirement identifier
from an authentication information data structure 1in a response
message, wherein the at least one authentication requirement
identifier is indicative of a credential obtainable using
operations performed by the wireless terminal at a media access
control layer without providing access to an internet protocol

layer to retrieve the credential.

53. A method as defined in claim 52, wherein the credential is a

subscriber identity module card credential.

54. A method as defined in claim 52, further comprising
inserting a second authentication requirement identifier in the

response message.

55. A method as defined in claim 52, wherein the GAS request
message 1is further operable to request second identifiers
indicative of second authentication information required by the
network access point, wherein the second authentication
information 1is indicative of at least a second credential
obtainable using a process that accesses the internet protocol

layer.

56. A method as defined in claim 52, wherein the wireless

terminal is a mobile communication device.

57. A method as defined in claim 52, wherein the authentication
information required by the network access point is selected by a
subscription service provider to allow access to a subscription
service provider network communicatively coupled to the network

access point.

58. A method as defined in <claim 52, further comprising

inserting at least a second authentication requirement identifier
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from the authentication information data structure in the response
message, wherein the at least the second authentication
requirement identifier is indicative of an extensible
authentication protocol method used by the network access point to

receive the credential from the wireless terminal.

59. An apparatus to discover authentication information in a
wireless network, the apparatus comprising:

a processor;

a memory coupled to the processor and having instructions
stored thereon that, when executed, cause the processor to:

receive, during network discovery and prior to
authentication, a Generic Advertisement Services (GAS) request
message from a wireless terminal requesting identifiers indicative
of authentication information required by a network access point
to authenticate the wireless terminal; and

insert at least one authentication requirement identifier
from an authentication information data structure in a response
message, wherein the at least one authentication requirement
identifier is indicative of a credential obtainable wusing
operations performed by the wireless terminal at a media access
control layer without providing access to an internet protocol

layer to retrieve the credential.

60. An apparatus as defined in claim 59, wherein the credential

is a subscriber identity module card credential.

61. An apparatus as defined in claim 59, wherein  the
instructions stored on the memory, when executed, further cause
the processor to insert a second authentication requirement

identifier in the response message.

62. An apparatus as defined in claim 59, wherein the GAS request
message is further operable to request second identifiers
indicative of second authentication information required by the
network access point, wherein the second authentication

information 1is indicative of at least a second credential
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obtainable using a process that accesses the internet protocol

layer.

63. An apparatus as defined in claim 59, wherein the wireless

terminal is a mobile communication device.

64. An apparatus as defined in <claim 59, wherein  the
authentication information required by the network access point is
selected by a subscription service provider to allow access to a
subscription service provider network communicatively coupled to

the network access point.

65. An apparatus as defined in claim 59, wherein  the
instructions stored on the memory, when executed, further cause
the ©processor to insert at least a second authentication
requirement identifier from the authentication information data
structure in the response message, wherein the at least the second
authentication requirement identifier is indicative of an
extensible authentication protocol method used by the network

access point to receive the credential from the wireless terminal.

66. A computer readable medium having instructions stored
thereon that, when executed, cause a machine to:

receive, during network discovery and prior to
authentication, a Generic Advertisement Services (GAS) reguest
message from a wireless terminal requesting identifiers indicative
of authentication information required by a network access point
to authenticate the wireless terminal; and

insert at least one authentication requirement identifier
from an authentication information data structure in a response
message, wherein the at least one authentication requirement
identifier is indicative of a credential obtainable using
operations performed by the wireless terminal at a media access
control layer without providing access to an internet protocol

layer to retrieve the credential.
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67. A computer readable medium as defined in claim 66, wherein

the credential is a subscriber identity module card credential.

68. A computer readable medium as defined in claim 66 having
instructions stored thereon that, when executed, cause the machine
to insert a second authentication requirement identifier in the

response message.

69. A computer readable medium as defined in claim 66, wherein
the GAS request message 1is further operable to request second
identifiers indicative of second authentication information
required by the network access point, wherein the second
authentication information is indicative of at least a second
credential obtainable using a process that accesses the internet

protocol layer.

70. A computer readable medium as defined in claim 66, wherein

the wireless terminal is a mobile communication device.

71. A computer readable medium as defined in claim 66, wherein
the authentication information required by the network access
point 1is selected by a subscription service provider to allow
access to a subscription service provider network communicatively

coupled to the network access point.

72. A computer readable medium as defined in claim 66 having
instructions stored thereon that, when executed, cause the machine
to insert at least a second authentication requirement identifier
from the authentication information data structure in the response
message, wherein the at least the second authentication
requirement identifier is indicative of an extensible
authentication protocol method used by the network access point to

receive the credential from the wireless terminal.
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