- e3eTT\v6TzHs WO 00/ 08807 ATM VI RTUAL PRI VATE NETWORKS 5 10 15 20 2&638NG008
JbNt 2003 PCT/ US99/ 15885 The present invention relates generally to

comuni cavoouwosset wor ks and service providers, and specifi cedt/ysootiessd
network architecture providing virtual private network services to nmultiple
custoners over a common, shared ATM network. Asynchronous Transfer Mde
‘(ATM technol ogy enables a carrier to provide integrated data, video, and
voi ce services over a single network. In accordance with standard ATM
technol ogy, a shared ATM network 10, such as shown in Figure 1, transfers

and routes video, data, and voice traffic in 53 byte fixedl ength packets
from a source 12toadestiW@é—@Lﬁ' RTHA I¥A WERRATM swi t ches 20a-g
and interconnected |links. The capability of carrying multi-nmedia traffic on

a single network makes AN tpheedurad amedth tiechnad loge S gferBraSDY sy Vi ces.

The Asynchrongus Transfer Mde protocol.is connection-oriented, and traffic

for an ATM "c&PM™Rs oL naest"goeﬁ % ‘;‘}?vders’ear WiGT JHICEShieet iaéhd t hat extends

fromihe sourepecd ftilaldest itratd oretwisr Kk reowh i weaivtaigirasontiest i on is

conprised of Virthal, Ghannals (MGodndMvidal Raths die %@:&}Aég pl exi ng
[

hi erarchy. A physical 'transm ssion_systemi1s partitioned into multiple VCs
and VPs, wit ho¥&fe D&Y Tesi Pt F0F RNWter traffic (bearer channel s)
and sone bei ng desi gnat etsyrafhisdrgigd iTithn % FC Mcsdd derM)f ittt Hib 1w 1t ual
Channel ldentifier, (VQ) d VP is.i.dent.ified Virtual, Path

| dentifier (VI9 a.% A c%r qaoglr%lﬁstrﬁt ]ior}’gl(fer alfrﬁecgro%%er@ad%teadr er-CHannel , the
ATM Het wor k sersl e lse ARV Ciates vivdr s griald iy etswades drer a si gnal i ng

channel . Fi I styc R SRidde PSSA0e: LM N1 @éﬁ%ﬁ%ﬁd@ &3 e SADM VO
00/ 08807 0 6 JAN 2003 PCT/ US99/ 15885 representing the |ocation of the call

originator) am@¥PEsthihatTHP ARIrYT BAFL W rles sriaNRf a1fe atat i on of
t he call re(r:]i Iirioﬁrﬂeshiwﬁ_déﬁ:,eid/ﬁgh,a%d)mﬁeféeiimm iinsﬁai MAtHeN G A swi t ch,
e.g., switc Oa. e 5. originating ATM swi t.ch routes the setu ssage to
a terninati ng%ﬁ’ﬁﬂt vvipfacqﬁetegg&o’% S BG 1i zaer‘iesotrlwri Irgrtgenrerredi ate
swit thes, in wiviegh & feertigrsriofatATYy ATMchwid D20 et vies drivorDectEach ATM
Swl i oh Processaside SIURJIESSA0R  QLAMLEhAt AGdAe0uass d he DA

and can route the call. Fro ocessing o set up nessage,
a virtual conREct A% st hariaomMBbuhe REIRITh 49BN ICHTF anspor t

t he custoner faf B-cA8T cadtsiener hed elsvialdaimeicis Ardandfead Meaid or

protocol is connection-oriented, and traffic for an ATM

20 "call" is routed as cells over a virtual connection

that extends from the source to the destination.
As known, a virtual connection is comprised

of Virtual Channels (VC) and Virtual Paths (VP) in a
multiplexing hierarchy. A physical transmission system

25 is partitioned into multiple VCs and VPs, with some
being designated for customer traffic (bearer channels)
and some being designated for signaling. A VC is
identified by a Virtual Channel Identifier (VCI), and a
VP is identified by a Virtual Path Identifier (VPI).

30 Prior to transmitting traffic over a bearer channel,
the ATM network sets up an ATM call with signaling
messages over a signaling channel. First, a setup

message containing a Source Address ("SA"),
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IS, channel connection (VPC or VCC) refers to one or nore concatena[]taeéANm3
_ links, one of which is depicted as link 25 shown in Figure 1 connecting two
ATM sw t clvesooofsoYP or VC link is defined as the transport petrwees;fs$o0i nt
at which a VPI/VCl is assigned and a point at which a 20 VPI/VCl is renpoved
or translated. Specifically, at the inbound port of a switch, the VC/VPI

-is used to determ ne the outbound port. The cell is then switched to an
out board port of the switch where a VCI/VPI is assigned to the cell. The
cell is then transported to 25 the next switch. Thus, a connection

(VCd VPC) extA _?_ﬂéﬁréé@ﬁtﬁh@ Eﬁérg@cau‘ﬁdﬂﬁﬂ by the ElalllQuﬁﬁ‘lQthtatQﬁ‘ Lhea a
ori gl nating sSWwtc e _ae I, usua the oun pOI’t on
t he ternlnatlngqiﬁhpggf?chAgaﬁgsglé Q? Lg E?BFSESP lggdé e ST *Atm 30
st andar ds accoefli hget oahét weckpianes f asesecasvehloandi prhcgwsed byt lker ATM

Forum has defipgdy; agPRE oh@grshgggﬁfageé agykLkc o¥ser - Nefawork Interface
("UNI") 50, definéd as tﬁe interface beiween an ATM user and a -2 0SS ~~~

2003 Wa 00i 088BLiPERRLEDY/ AEYEEWHEEN| EOWTREnERROFRLUR PRSFATE WA Net wor k

Interface 55, dethnadrasgt Aew stv@tént;eeb@t WegmalahAWfUS%aa%z% Ry vat e
ATM networ k; and, a ( PNNI 60 defi ned

work I'n ac
as the netmnrkmﬂg?mbpﬁegmﬁﬁﬁgFFaﬁglngﬁéeanmH ﬁFLv
swi tching systemH. swidebceDpt cenvel the BAgnaErod QEMCSWQmeﬁ.over t he UN

interface can AT u twork 1 n rfac Si gnal i ng
Speci fication” Bg@éggggi Phe 8%585 ﬂéscoﬁéegg égFuwﬁléﬁ are%incorporated by
10 ri¥¥ erence hHefegnlandg, téedéécﬁnétF@h vputhetbiegralilng procedures over

the- PNNI interface can bgrgguagchnsﬁibﬁfogugyoegggghg Net werk-ghatwpr k
Interface Specificatio Snts of which are

i ncor por at ed by® F%?%FenEeVHEFﬁﬁg CQ%??SE%°E51Fe§FEP§ SATHMT&Me enabl ed by
si gnal i ng nessagescedetponddsbynahese taterénspsrtOndestasdand f eataffd of ATM

PNNI hi t h t DA f
Come roason, ei8. o3 Ronuser BaFroicAhaLk: o e 8 RRkaa ot b e g 10 an

al t erlRat e addr@%énnéé Eaﬁﬁeéﬁl@nhlﬁP@r@ﬁl%gﬁ)r@@ﬁﬁﬁg soheme ochwmoteandard

features prOV'g@ﬂcQ!ehQ@eENNLnﬁéangﬁédoﬁrﬁhléﬁ theqbpsenal ed ransids Li st
("DTL") which is a list net wor k node.identifiers and op tlonaI\port

i dentifiers th§p° HES&PlEégESea cHAPPEE ELRBUEWC BT Ys SWEREPRE WOk VENPT s
typically providetliby ams defEghadt angt¥dMsanspbhrtabetpasacd poieachkt

subsequent nodgypey Sl ysf/barthe S6LUB,ORSIARCA BBYneZh.cLaNAACK, which 1

a mechani smthat causes ah NFSMA C or ot rocessin to return
a setdh 30 mes¥BHEVES éSpFé(?PBa@ ﬁédér?‘flsHtéénnotSPﬁFééé§§1éﬁ f@rttw&e route
t he setup nessagpodie poreosgest swntEhnkthai vargver dedesked ltere. -3 WO
00/ 08807 determine the outbound port. The cell is then switched
to an outboard port of the switch where a VCI/VPI is
assigned to the cell. The cell is then transported to
25 the next switch. Thus, a connection (VCC/VPC) extends
from the source, usually the inbound port on the
originating ATM switch, to the destination, usually the
outbound port on the terminating ATM switch.

The signaling protocol is defined in ATM

30 standards according to network interfaces. As shown in
Figure 2, the ATM Forum has defined, among other
interfaces, a public User-Network Interface ("UNI") 50,

defined as the interface between an ATM user and a
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0 6 JAN 20D3 PCT/US99/ 15885 Presently, ATM networks are nost conmonl86 Uskan
as private networks, i.e., they are either owned and operated by an

excl usi vevaip@dgeeor they are owned/ operated by a carrier thadrp6uisges
network 5 services to custoners. There are many benefits of using a private

network for a customer. These include network security, customrates and
‘billing, abbreviated dialing and other customcalling features, and cl osed
user groups. However, private networks and private 10 network services are
very expensive and require ~ extensive managenent. Shared network services
of fer these spupifeahuvescalony; Whtbrnbetadmaa&a@eewe&kl@Mﬁéﬁﬂéﬁé t hrough
nore efficient.us f, twork. resources, and 15 carri enen

However , mhllé5an8ﬁgﬁp §tﬁﬁrEhﬁaipggrgﬁﬁfege§W6ﬁ5 ﬁﬁlgﬁB{a %, data
net wor k secur bryveseaA§Mgnetivoaht pndblenPaévaherﬂekwom&tmgnydmkensure
that a customepig kratf 'écpﬁﬁ@s)n@b gek i haut gd ttﬂe%e't%%ﬁ& anot her

cust oner. Basic shared 20 network services are also limte |n t e custom
cal li'ng feat utB§CRABCEC PEGHECRRENGeREAY 256 PREWSTKBaL c & ibEdiT®Ered . To

al l evi ate thespéﬁbhenl M‘GEuaklﬁtnbatefNehwoekgnéinE'bﬂ&@éﬁ&%&gldeveloped
whi ch currentl ff LCLL swi tche valce Servi t o _comuni cations
custoners and %Fovfge pﬁe enef %?ge Fea F|v8P5dnéﬁmﬁﬁféEﬁbWb {i%%h the

ef ficienci es, Neowerkcadsterfand sagnaennqaﬂageﬂentamﬁoa"shaLEdOnetmork.

Currently, thr%Sargggp effective neans for 30 _using a common, shared ATM
network for VEN i7ceR 7 t ¢IFuICONGIES teuSE MBS GT S ANEHRPEA BRD, Pias wel |

as vmi ce, nuchekesenaesha&e@nAENhneaweéEcEthYBN %@r%hee% 1iR{PVi des
seclrity to prevenﬁ nul t| ﬁgs E&Eé JaN % 00/ 08807

PCT/ US99/ 15888 25 EEFEdO Srt s dlﬁfﬁFﬁéFﬁoFR“f &m R&ﬂﬁ:ﬁ?tﬁ%ﬁfuc to
or receive tr8pfhn f'PoayvadehdetwoskoNetworkh@npeesene i nvention is a
network archi 5getyeecgndoger vice pbathgwhfo 99%0\/&%“%0}4 'én%sS‘%{f\“ ces over

a shared ATM network and parti cularfl % provi des custom services tor voice,
data, and vi d¥8ifPafFPciPrEPTREFRERLE ¥u§?§ﬁ§?nVPN§eéﬁéP a Veirdraars ATM

net wgr k. Partféatatby otheTMnueatEﬁabnaalegeeﬁgnaﬂlhat&b@eg@@g peri pheral s,
cal |l ed InteII| §G#WDEF Cbntrg grocessors ("I CPs™), to perform enhanced
processi ng of ¥ ﬁBenég 55 8%%he processing inplenented in the

| CPs conpri ses the val i Gaei shanpfla¥YBNf edtnesses aAMH POV Qg translatlons

Hjerarchi cal 89erguthigareesanisgy prevhdedrhy ATU AN cHkony tomer

addressi ng schenes are used to overl ay custoner eve
net wor ks ont 0®aP8hiPEJSATRI REERBR K. ©THe IEP§°B€?F6?§1HﬂgﬁerlﬁeWQUQﬁﬁwnrk
proc¥ssi ng; ibhpasetapl aesshgansbabhnglaeetatenaddfébs, as part of a

hierarchical routing scheme. Two standard features
provided by the PNNI standard are: 1) the Designated
Transit List ("DTL") which 1is a list of network node
identifiers and optional port identifiers that describe
25 a complete route across the network and is typically
provided by an originating ATM switch, and passed to
each subseqguent node or switch in the setup message;
and, 2) crankback, which is a mechanism that causes an
ATM switch (or other processing node) to return a setup
30 message to a previous node if it cannot process or
further route the setup message due to congestion link

failure or node failure.



20 VPN address to an internal ATM network address. An ATM swi tch netp\@riky 2003
.then perforns | ower-|level network processing, using internal network

addr essi Rgg ob/Pssdft UP @ virtual connection for a VPN cust onpeTgabd/issss

Advant ageously, the network architecture 25 provides VPN services within a
public ATM network and offers several intelligent services and enhanced
calling features in addition to a basic VPN service. These offered services
include intelligent call routing to nultiple destinations, enhanced
overflow routing, 30 schedul ed routing, |oad bal ancing, conferencing
(including nmulti-nedi a eoagenebei nBTM dgpapiri&scalkk mosti pgmmacagunt

managenent T o e LI EECnBLRpbRES T iy bor gy ST iR I Eeds
| nt r anet / ext raanbtorex deed i ¥t Bonexséneérmenysand okosbevusse groups) and
many others. Jghe yashops:éeal ch:rB@%e'th)étV\/ﬁ'r%Kh@E@r aelgbirike the

res
i nvention are poi nted out mnt% g particularity in the clains annexed to and
fornPng a parteofi¢ae HWS%?%EBW@ISForTQeﬁétﬁéP Baa¥r BeRRdiLh§ OF t he

i nventi on, |t&ﬂper@tpﬁgvadéaﬁéagesk ang spetistiomeeh echesat tl@ﬂdl@l@eby its

use, reference sho d.b draw_ng n Scriptive matter
whi ch there:ﬂf%ﬁ%allfug? g §Ha escrlﬁgd%ﬁgegégﬁeﬁgénﬁé et t%ﬁ - the
i nventi on. HQﬂﬂkﬂnglam@s©thEESCuheoma§adleompéﬁenugesﬂ andATNosewor K.

Figure 2""G§éﬁié§oéﬂ§ tYQ8§e9Er'”b?&%@%@sné@w%?ﬂssbﬂ@aF&BQaQ%Pcedures
avail abl e for routing sigpals over and between netwgrks igure 3

i11d8trates t?ﬁ?%ﬁ@%csﬁﬁ BRENEESOV e Ke SAPRDVIVEU AR AP RENLE ENet wor k
(VPN)Arch|teﬁXuEﬁsD¢etm@na@uﬁahton 20 Flgure 4 illustrates the

transl ation of a SETUP opssage gwor§ETgP+ sag rFngFG 4%@? illustrates
the process steps for genéra |ng 4°tal PeSETOER |ng mess3GE" Figure 4(b)
illustrates tiratproeesslengpsiph thpledennedgby ah ﬂ@PeEOCOpm@cessing t he

cal | SETUP+ nBSSagen ﬁbgereféﬁel g,teretfeaeft@erw%eeﬁr%fe%ps a#p! ement ed

by an 1CP for performng enhance processing features. 30 Figure 5
il1dstrates éﬁ“@%ﬂ%ﬁl%a%@99EGP§SS|ngéﬁﬁFeyeﬂlﬁﬁ £Re ATYs NEFWTKh B Ct ur e

100 of the i nyendh&Ped-Smong multiple customers, data network
security is a significant problem as there is nothing
to ensure that a customer’s traffic does hot get routed
to or intercepted by another customer. Basic shared

20 network services are also limited in the custom calling
features and account managehent services that can be
offered.

To alleviate the problem, Virtual Private
Networks ("VPN") have been developed which currently

25 offer circuit-switched voice services to communications
customers and provide the benefits of a private network
coupled with the efficiencies, lower costs, and carrier
management of a shared network.

Currently, there are no effective means for

30 using a common, shared ATM network for VPN services to
multiple customers for data and video, as well as
voice, much less a shared ATM network for VPN services
that provides security to prevent multiple customers

-4-



0 6 JAN 2003 WD 00/ 08807 PCT/ US99/ 15885 Figure 6 illustrates an exwhmg%
~routing a basic call between two VPN custoners in the shared ATM networ k.

Fi gure 7\L6b&?%%9tes an exanple of " routing a 5 basic call?ﬁﬁg§§ﬁgﬁgmo VPN

custonmers in € shared ATM network when the destination A i nk
fails or is congested. The ATM Virtual Private Network (VPN) Architecture
.100 depicted in Figure 3 conprises 10 custoner sites 115a-115f, ATM
switches 120a-120g, and ' Intelligent Network Control Processors ("I CPs")
150a and 150b that conprise conmponents for enulating an ATM network sw tch

de), i.e., Llnl d ' d | ooks lik
i ATM swi £chCT8 18 Phe ot Rar SCCaSr ATH ST CRBs T e aror k. Ao will

be described, t¥A&fiApLenent ALiCed Vef treid c1508My ShRisie SUPHNTSESyi ces over

the ATM networ k. Each | €Repbekeait! ¥ nvenetbadiied abyeawhirgh- per f or mance
conput er process@r, such as DEC_Al pha.ar__| BM RS/ 5000 canmput i 20

pl at f or m andaﬁﬁglﬁsc u§Fn8P§ fgﬁﬁﬁf rp&Ftio&ngrFb&FEHl%&ﬁﬁu??%g pl atform
The ATM swit chesvi2es- 0268 anshaCrsl A50a Ne twomkurindararwiitchleadly, ot her and

are connect ed, by aRegxtaaded BNy iRl ¢ell igker ad af, 0 Jher iimeas " PNNI +")
25-within a shared ATM network 110. Al though Figure 3 shows only a single
e

cust omer, denbfB8fds EQSt BHeLIPBS USHBEEed TN RVO s i £¢Re€d Althe shared
networ k, the netwerk.is of the type that may be used in support of data

services provided to nultiple custoners. I.n_ 30 addition to being connected
to the shared ATM netwo ﬁ,r@&ﬁélﬁ(%ély’" I§'%eh&§“'&él&i1@§t eds lefr\‘féltlgé line

conndct i ons, &ngelldgrnécbieon pha2 aiet, ween ledng ngfelfligientsineesorkt shoul d be

understood that . thg;i BYeRLLAR &Xt @RS 0 va r AN 2 Q03 4 001 08807
PCT/ LJS99/ 1 S§8g net wor ks Wi £, an(){L nur“?bgr' otfo TM swi t ches an any nunber of

| CPs. There aPECFRBSEEPsCEhdIH iGF itthE SHuguMesSadfisth IR EPoE6RFédled to
mul tiple ATM smbt ehestebinianyhgancreulcamperiized rdrt vafl itdhits oar ol teat ur e,

dependi ng upoa Ehe Shar SEoP U B S PHa STRaPEc CaeAea gt othe not wor k.
For lSnstance, rputingi neghpaéses Pravidesr SYWATM Bada chisglemicledme of new
connections regyihinBg sakv¥Rssliher @cneled ReRdulsedb@Aoveriay
customer VPNs as higher-level networks onto a shared
ATM network. The ICPs perform higher-level network
processing; in particular, translating a customer ATM
20 VPN address to an internal ATM network address. An ATM
switch network then performs lower-level network
processing, using internal network addressing, to setup
a virtual connection for a VPN customer call.
Advantageously, the network architecture
25 provides VPN services within a public ATM network and
offers several intelligent services and enhanced
calling features in addition to a basic VPN service.
These offered services include intelligent call routing
to multiple destinations, enhanced overflow routing,
30 scheduled routing, load balancing, conferencing
(including multi-media conferencing), dynamic call
routing, account management such as customized billing

and reporting, ATM bandwidth management features,

-5-



10 large nunber of ICPs to handle the | oad. The present invention er@pﬁ J)‘Wswm
ATM hi erarchical routing to define custoner Virtual Private Networks (VPN)
within a shmoeehs?hTM network. A VPN is overlaid on the ATM spidtosponsgseor K by
usi ng Source and 15 Destinati on addresses that are specific to a custonmer's
VPN pl an, and are not recogni zed by the ATM swi tches. The ATM swi tch
network uses internal addressing that is different than custonmer VPN
addressing. Thus, in the ATM hi erarchical routing schene ATM sw t ches
conprise 20 | ower-level networks; specifically, those that recognize and
rout e inter nal Iraddresses:t ddreett CRst @i dr taren processn igg ehedenl eshdvi ng

intelligence t r qg?_! z mer, VPN, addresses, and transl ates
custoner VPN a rresggigos 0 %%?ﬁéarﬁya%m{%s'es that are 25 then used to route
customer VPN traffic in T vMews tidrtitiemrki 7evedty wbldbscribed, the

| CPs 150a, b al goaMadddat £ ac i agedmsiod herShdintesebep WESRage to ensure
a call that is bein re%est,ed b% a custoner is to a deattnat ion within the
Ry A i 9 9%

cust oner's VPNPATHj Y i darton praviged et qER*Blsfonmer' s
VPN wit hin a stearedATMaeiiwekosdhe. bakie ardbdtodet ogydéos trndinggo¥PN

calls over th T M et KM L bed, ] : G JAN
2003 f WD 00/ 0 gﬂl@%%g%rgl 158 50#%%5%?‘},‘%)‘8‘6%2&%%} ?hﬁg‘ég?%rﬁ?&, t he
custoner who PRkt APNaed kyeits hesshareterantactherkdibe Badas a
SE_TtJP nessage %ﬁﬂih@_?&ﬁﬁ%%@%ﬁ@?@%@ériptﬁve_m %@ @Hi@h't ﬁht@ﬁcbl [‘JEITATM
SWi , €.g., S C in igure 3, in_accordance W e

pr ot gBoI, As sHowt§ ﬁﬁﬁ%gfn@h%e%gﬂ}be‘ie@é%ﬁ%rﬁ ‘?ﬁ%PG&I@EnSSSSGrce
Address (" SA")tledirvddesiomati on Address ("DA")) both of which represent

t he custonmer's VPN addre;lsnf‘%%S?eﬁﬂ%&Lé as gt}ggmié E E?e SETUP

n_FElqure_ 4
message 10 that is interna he™net wor K and” whi C |sc%I§ #ngPche PNNI
bet ween t he AT MM dfetaw@rkkhe | CPs includes four addressing fields, two of

which: a Source Address ﬁ%ﬁﬁf‘e(ﬁsﬁiu%@e@e@ﬁé Lop Addrgsar€aPAs) field
are E%andar d, and two of, which, a_Source ATM End stem 15 Address
A

(" SAESA") fi el At FTRT I PORINTRE ERER Syak &8n ek 6”4t {NPAESEPSLE| el d,
axe non-st andagebr HNWE, bd hee st andawshriSETUP nessage 121 recei ved by the
originating ATM swi tch s .asS rgf£esenti ng t.he .cust omer _sourc

VP
address and DA represent] gt he® 20t IR oHeT d%%?i’%%?‘r%n‘:%RPaaagésg. At
step 202 in Fitthe AN dJirtiel oPT gvakae i Met Wi s(WERhAYedet eesurheoSETUP
message and, as,d ndi\rated,at step 205, performs a query on the SA and DA
address fields. This query can be inplenmented as a table 25 | ookup, other
sort 28f database query, DHeE¢ Hot htestrafes arheuctRFeREHERI Ckndwn
met hods. At stsprid Hess L9t et & HaSETUP+ Smedskegas t o whet her the SA and DA

addresses are recogni ze%i%{)réggéﬁ fp&%g{gs r%8££5gg%§?%téggngbrt hen

the ATM switch routes the nMessage 1 n-accor dance andard PNNI
processi ng, asSenrlaTaind atcsiepSROYPT nrPugine meajagelwever, if the SA and

DA are not found or recogigues, 4 @B {11 8ECPLEEHCENY bRobBEsPEREBA!
lnveaglon) theiﬁéﬁemented by an ICP for processing the call SETUP+
message.

Figure 4 (c) illustrates the process steps
implemented by an ICP for performing enhanced call
processing features.

30 Figure 5 illustrates an example of addressing
employed in the system architecture 100 of the

invention.



0 6 JAN 2003 WO 00/ 08807 PCT/US99/ 15885 contents of the SA or DA, wifcMNiel
+ the original VPN source and destination addresses, are placed in the
propri et awy oofdgoA and DAESA fiel ds, respectively, as indi catedsed/issgep 212.
5 Next, as indicated at step 215, an ICP address is inserted in the DA
field. In the preferred enbodi nent, "Anycast" addressing is used to
-optimze the routing to an ICP over a virtual signaling channel (IRSCC). At
step 218, the originating ATMswitch 10 address is inserted into the SA
field to forma new SETUP+ nessage 122 conprising the follow ng address
fields, as depicted in Fiigure 4: i1l)utheaSAsf rel éxiamplledioig ridueriorg gi nati ng
ATM Switch po dr ; i Lng.th ust r ce VPN
address 15 vaFé%?Qngﬁﬁeb%kw%lggl élgﬁgf)ﬁdls{ﬁgttgﬁ\eélr%nﬁ%agp%a§€%er%§i ?r%{ CP; and
4) the DAESA fpeWdrkaving the custonmer destination VPN address value. The
originating ATM swi tch alig@reabcyhahesrhpesaghualad@si-onat edddansid | st
"DTL"_ for routing to the closest |CP_ usi ng the 20 gnycast address, as wl|l
be delcri bed. b%gﬁgcﬁilér BEEHEER! tFBUYFNgCUEREMETEN Wi (-C¥Fe & e8I out es
t he SETUP+ neasagerkowaen CRe desikhdbcabadaagM siwdpcA2Qink guiad@ . As the
SETUP+ nessage hgg ansitntder nal network address identical in 25 format to
that of an ATM sw Pgﬁ, {1f¢ | CPs are used as a hi gher-1level network in the
ATM hi erarchi cal routinfFhech8MeViRoutilngrivage NeRwoak b&EN)ngul ar (each
ATM switch ro : eGinhi but, kB referr odi nent ,
mul tiple |cpswé§§lt§§€%u§% éggegseggg%weg%hb%a%%%MQS\%ioﬁ ﬁ%%sefér?g) Anycast
addr €§si ng. SPBELPREA Isﬁ,tetshél,&ﬁyé%}éraaﬁ?’fe§§’lit§h@sl d¢ifeall 2P oupreddr ess
]Ehat can incl udeesongeoit ai_e|twb§QSCEHtt:?g 9@8“%@%"@1:’236&%"86 %58@1;38; al | ows
or point-to-poi.n nnections to bhe -
pCr/ U900/ 15888780t 2P SHET C3TEGCR SaRTERSPBE du CRIATEISES o StRhdar d
PNNI al gori t hretdebeknmismes chhdnoldesest . ECP mentier adidrilseegr alyy, samge , t he

| CP cl osest 1 gabhgc0LR0liat 1S40 -8EM ! $BokEAL A0 ATl i A1 T | Lhm 5
are not perforned on a call-by-call basis, since the results wll not
chanle frequetbryothepl &esneadt PBN 6VWihAhessinadiceSStHOTXn t Hiss Widdner

enabl es the uspe @bsbuiticpl,e thePsmblehBatAEMoRELWOK PI@ ABE@ADLEE greater
reliability and g tim\%ﬁ]tion. AS mentioggd gg‘g(ve, an_10 ATM. sw tch can be
directly conn8BEEYSTo V5he SEFVAGFPE PERY) “RGt 248l eidP avE#¥E BE Tonnect ed
to any | CP di peefkeyabdy AEMeswictickdnhy routighrpesdgemahaearcdn@Rtdm anot her

Sont ai ni o' BEBEssbis WU B 2SBEETAL BRESBEE 1 RsYeguL et Add S T

containing a proprietary i cator spec ng that no bandw _ d be
al | ottt ed by PRESEREH at@dATRYsREt 8hE4NELWEEHPIE IoOTyin A4istg miadi t ch
and the cl osegbmpGRinef gnenegedmy the Anycast address. The SETUP+ nessage

al so includes the standard ual,ity of Vi ar S, ch as
bandw dth required for %rﬁ‘ee %‘%Mq,swﬁégéec?ell?%taf&%?ﬁgratn%rm;cg{s’ éjtséfa 1&? omthe
original setupomessdge.teThe thi glachevthepr apds siney connErs dACRY stmow
described wi t b kebeenainio Flcdee14(Rhe Bl ot B Hbei2d dd1a iy £ocel ves

the SETUP+ nessage from.the swtch via an augnented PNNI protocol

cal | €4 PNNI + TR&EDHEEPaesdaness 2Ms8pfies*plddra Wéd RigWaR ract the
original VPN SAocaid obA f r:0mitee ef eapechiere SAanoA e sDATSA et ds as

indicated at Séto%%ezc%Se'd -It-:rclae AITQDSRVI} réhes in the shared network, the
network is of the type that may be used in support of
data services provided to multiple customers. In
30 addition to being connected to the shared ATM network,
customer "B" has dedicated private line connections,
e.g., connection 122 between some of their sites. It

should be understood that the invention extends to
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30 validates the SA and DA fields at step 230 by conpari ng addr esses b JAN 2003
contained in these fields with valid source and destination address data
for each wostosser's VPN that is stored in a database cont aipaedisosrissee | CP.
0 6 JAN 2003 WO 00l 08807 PCT/US99/ T 5885 This ensures that the call wll be
routed to a destination that is within the custoner's VPN. Validation may
‘be i nplenented by performng any well known nethod, e.g., a database query
or object pointer 5 method. At step 233, a determination is nade as to

whet her the SA and DA is valid for the VPN call setup. If the SA and DA

val ues are i nnatwdrktshemnthhenyahumber ejfe M aand dhes | isguesambael ease
nmessage to th M s i gt[(ﬁ‘q I and DA

val ues are va |da€ﬁ§ t\#é)%(}%t %zfteeqq}fs aﬁ[@ e%ergatt%es Flfogt\%}ge%g transl ate
t he VPN sour c\éléhdaae§€iPn§PP@|¢Cm ass alitg nlre ATHM esrvﬁdlchfé?c workn aafely esses

recogni zabl e ByrtheuAIM ewbbeheen tSRECIHHIGAlddon fde-thi-d r s} atash OA
addr ess becorre the new destinati on address and i s Iaceﬁﬁ%én the DA field

of the SETUP+°he&l¥gEVWitREES iCGnAe VINTEShTt HhPHedtiHRAT & afdi®sses
are kept in t@epaiS8Anpanawet ehe afhadrte Sl cessfagthe asrdfifdicat ed at step
240. Keeping ori.g | VP re dastinati resses in the
SETUP+ mssag%g?gggge :gdlt'?% ﬁgltg;v?/ e eog?lqnatl orlncn:Ja lq'ﬂhlatdm(}y be anot her
network, to pP¥eesseghé&hasl |them@xtwﬂds Hendh dutatl valutePR4iev a

det erm nat i oncbﬁngad@oag braquietihey s@mﬁjﬁce&éf@tw@d e &4 aswiged or
enab) ed, e. whet her , ot her_ f eat ur esé"%ﬁﬁ ati anﬂ;e fields contained
Ted % %

wi thith the SEgrﬁJﬁqenﬁ"s‘?QGE ffe DD | f enhanced
features are to be proceasepreishern tmmtalﬂrarmmlldmtAMs are processed as

i ndi cated at ﬁ&@?a?éﬁ cﬁ,@J g.%t% @éﬂb%geg dé&%&ﬁﬁ e A%'g&l%@ae

i ncl ude, but are not maxi mum pre T x

group, the coﬂﬁ’é‘ﬁo’p’?{éf |(YPB]| stHNGdTS I FRadiRd AR W R r ttudPHrivat e

net )/vor K ; rom anetheigd asaXItw:cémAm |sSviResh aﬂe’&-_lvlzoxﬁc ?ﬂ%l&ﬂﬁ%d@é@|&8§07
PCT. 99/ 1588 SA prefi x group, and allowe M. servi ce category,
e.g. l,gsrt VBR, §e§€ %@ OEB@ gtf |l-l A Ore §§epcrl§6\ x Gt dupt sﬁoégeegf%atur es

and privil egegPNaylléeyl ndéxecrebquthe:etqqmum‘edjéqy tdeey A9 veselk,cloes day of
year 5 in thephCParh g@a@%ewé,tm Iug%scaim@% eacﬁiﬁs%f@ﬂérpa@%fy the

DTL in the SETUP+ msssag to speci 1.)/ t he exact th through t he ATM
network that PsffgTEBELSEAN Gurs&'l?f‘\? NEISErge Tyt banpte, the
| CP may ATM hierarchical routing scheme ATM sw1tches comprise

20 lower-level networks; specifically, those that

recognize and route internal addresses. The ICPs
150a,b are processing elements having intelligence that
recognizes customer VPN addresses, and translates
customer VPN addresses to internal addresses that are
25 then used to route customer VPN traffic in the ATM
switch network. As will be described, the ICPs 150a,b
also validate a DA against the SA in a setup message to
ensure a call that is being reguested by a customer is
to a destination within the customer’s VPN. This
30 validation provides security for each customer’'s VPN
within a shared ATM network.
The basic methodology for routing VPN calls
over the ATM shared network will now be described in

-8-



10 specify a source route that explicitly states every internedi ate &0 JA% 003
The DTL stack nmay include a | ast el enent conprising the | CP anycast address

and the ¢dgsdideadsi on switch (as determined by the first | CheoMdsisge by the
originating ATMswitch). If the 15 pointer in this DIL is set to the

destination switch, and the call arrives at the destination switch, and is
-bl ocked, then the destination switch will crankback the call to the |ICP
anycast address (which nay not be the sanme | CP) according to the PNNI
protocol. This ICP may 20 then performalternate routing to the

desti nation. vhfwt kg paiitars indhis Did) | speeét | ochdect SPoméhemenhanced

destination processing _can he performed prior_to call conpletjon by the
destinati on E)\?matc(,el“f’ YN i Gt I%/Ye%ttrpéa? e%‘%%ﬁi AHE 1PRY lng peftST m

intelligent preeasd mgstfaddeoGhd WP+s Iessapey acithmdey esses. { CERSOQY) de

enhanced cal | ing_serwvices., .For |l e, .a | ogical, VPN destination, address
my map to milt %ﬁl grpﬁ%/lgﬁactalln e@?%%%ﬁ%f Th 1 &i&nnf’/w%;é(cé%uﬁaé% 1przlirti cul ar
servfce progfagure rlesdclvegoumdance ovhtBOtlse NgNE physocal . adds ess and nmay

i mpl ement | oad fal ancimgalgof | tINE, s 4 491 RALE L ay@i'f@&i* ¥srouting, time
of . day and day of week_ routin and nunerous other types of VPN over ATM

routing functiogise Agsiress ol P iz v Bef bEmat! ¢20e$a 5888~ Then, as
i ndi cat ed at befitep M Jhildie ke ssRgecu st bréHf Hevplir 9antbesdEP to the

i gi ti JTM i .t 0. e, it i de, i tandard PNNI
o hokback reoRe e sy el B €12PSE: HRe S hIF e SREATM ow t ch
used$0t he trandladt dé DAtesriah s tahne i mé ewoBnk anecﬂvm:kclad;':ls essrt cof oute t he
SETUP+ nessagcgft %ﬁﬁg*béé%&‘e%l'\és@&pﬁ@ DL V0L Kah @ By eféfbgaﬂigﬂué@/' Swi tch.

Each ATM swi t processes t . + nmessage to confirmiut can process
the call, bad@RToRddFeFarmhet2ds: PaadM dvhieeyud reeuraerdedyaszabl e DA,
e]Ec. ] vatE $Ug&qiaa1/aTM'M-t)cmﬂ&%rwé@tgirp@@ﬂ%dmdf@é% t hepgaf |fiélp@naf@0$i pt g
of the + nessage at e ter ati.ng switch, a prtocess is perforne
wher eby 15 tﬁé:a&sqsad%ﬁala ‘{Jrskt%?re‘?gn\)%i\f%lé'a‘t?n ?‘?5ﬁea%lrfét‘?e§’géi§y%§?r?act ed from
t hel DAESA fi elddirase pl'8r6tbA'n thiee DA dndl a Dés t hea SEMUPATMSBRge. Li kew se)
t he original SSASSQTEY, MPN s our re { S € de henQAESA fiel d
and pl aced in the SA%di eélgdssogzL ﬁ%ggéﬂff?rieg'sa%{éé. arg%r?%te&g(?%(?ng{ cu'st oner
VPN addr esse$bér & tadetp sl SHETR Urevrrge s1dbsteemiVoh BYteheThe termi nating

ATM swi t ch t ken gieldtand RerrbER iR SR8 6a t 9n Lhep £a66 0P g Stidest i nation site
via UNI. It should be understoodlégu(grt t he ocessilgﬁ 25 of the SETUP+
message by e&& RMASWALIE St %‘ngé‘, D IFRIROP L RRe st omer ' s
trakbi c as AbtMstener deart hestroyn creinedidress, for sone reason, the
term nating ATM swi tch r e : ?Ejl P+ SsS .

ﬁgﬂgyg fﬁg 1ﬁrﬁa eéj4(§F, @Qg éPléggggﬁ?%h is a

destination, it uses crankback to route message to an TCP_\
non- st andar d 3Pt iHPIHe HesthinatFORE shEtedoe THrS, nd§ bedtfetedne or

different |CRtt haeg w9 Chhdhedris rstqi€eei yedthdbes SEHAP+DA 1dddress

fields. This query can be implemented as a table

25 lookup, other sort of database query, object pointer,
or various other well known methods. At step 207, a
determination is made as to whether the SA and DA
addregses are recognized. If the SA and DA are
recognized and found, then the ATM switch routes the

30 SETUP message in accordance with standard PNNI
processing, as indicated at step 209 in Figure 4(a).
However, if the SA and DA are not found or recognized,
and in accordance with the present invention, the

-9-



~ S J~ N 2003 wo 0o/ 08so~ PCT/US99/1 S885 nessage. The nessage i ncl uBlés/AHES
origi nal custoner VPN source and destination addresses, so that the I CP may
use theseyd foagpded, to determne an alternate DA The | CBRAi0k 5585
overflow routing by determining an 5 alternate DA that addresses the sane
custonmer destination) but uses a different internal network address to do
-S0. An internal network address points to an ATMswitch port, so an
alternate DA will route the nessage to the sane destination via another ATM
10 switch port. The ICP adds the alternate DA to a SETUP+ nessage, and uses

crankbank to sepd diis JPSIARIGH bt e f iviSilcH @il natd g AfMSW Bl whi ch
then routes the SETUP+ éltessag_e to the glternate DA, which may or may not be

on anot her ATNMHISRRTHSS dtafodP™id Ao fi%etRGFH P cHI® even if
the term nati pyqurietiaryorsXEgH fdret ORESWfic.dshorresstmaml Evelw | hag ef er ence
to Figure 3, t.he.first,choice U 17 shown connecting ATM switch 120f to
custoner B's sl’lntedelcba.tei(% a\I}NISC‘—'f‘:]?ZI\ﬂl:Lszl‘congested or fails, then ATM switch 120f
cranks back 20 the cal | Next CRsl50biadtiesh dtnsdrars 2P alarerh@®e DA

dentifying ADudoh 2000 LN 136 a5 te Aldier nate, dast i paliop: i gure S

illustrates an exanp ssing enployed 1n the syste rchitecture
100 of the 25 FRRHNTH: . AdHredasds" Addresfidseited 59t tHe ahbimhatd

not a_t}_on of thed _Q:Fd%t"i&lgb-tfcgléli@l’s TR Y dJ&ﬂLCi*ﬂlth]E heel oM UG%MO 1
speci fication. ormgt illustrates common prefixes in the oct et
NSAP- based add(r%gs&%)o'r e ﬁ]egg it}? e aﬁo‘ftﬁne"?”%i@%h‘f%g 30
specifi cati onaddrddgure Bysaheed iisto diier & driadfd the fokdnessne® all the
custoner sitegdgpeiassied 28 cRpridtPAMMSWIICNSs A SadgPLgsented as
"X" and the ICPs are represented cas p"rZJT'. -gi\S 0 6 JAN ’g%o% %@é%%/ 08807

PCT/ i JS99/ 15885 SR i terdeRicst erbtibdit B dier’s ditf nth bk &L ATM swi t ches
carry both usemdatdiras aied |omisyisiaialg rrpawiAY sdandaddséreyeyr an ATM

User - Net wor k I.nter ( ) ionally, e i i n y be 5
directly connetgieedg}f%&angﬁl%g }%r}_%)ltrh&;%%gpﬁ%ﬁwlrn}se% %%@gn‘gﬁo%lﬁé?%g%r ovi de
PNNI 1} outi ng s@hiaies’ t dhadk ustaherinaisidiqethe iAgtyeatt | addaess sPfnal i ng

ok, oy e & el "dndl Trell) AN ol e o e
net Wor K, + I nterraces we SWwMticnes carr) user at a, +
el ng ae Rt A AL AR B g Pa oia Rb Do ATm

swi t ches ext emittveh RNMio praft@ciol tdy tset tdatgalp dertiernare®outangi and
Si gnal i ng Contyriqly Ghagnel &, "L RRGGRy )té%gelakﬁ&éééﬂqeidlcpésﬁé ngy &nycast

addresses 15 to the "Z" prefix. As described, the anycast address |ocates
the 2fearest” HOHFRE%hi 2 @Phords The! Rm@ssitsiReSoci ated with the anycast
address. Use of anycast 'heive e dier s daohesowanichd hece HERsTYIr owi tlehbenefits

such as: 1) 1t Al Oe L6 d Fne SrrRR fedsadd @FlaRSIcp, as

indicated at step 220, Figure 4(a). As the SETUP+
message has an internal network address identical in

25 format to that of an ATM switch, the ICPs are used as a
higher-level network in the ATM hierarchical routing
scheme. Routing to an ICP can be singular (each ATM
switch routes to a specific ICP), but in the preferred
embodiment, multiple ICPs can each be accessed by each

30 ATM switch using Anycast addressing. Specifically, the
Anycast address is a logical group address that can
include some or all ICPs in the network. The PNNI
protocol allows for point-to-point connections to be

-10-



20 backups for each other; and 2) the "nearest" node mappi ng of anyc@§tjaN 7003
- routing provides |oad balancing across the I CPS by mani pul ati on of the PNN
metrics tf ne "nearest". These netrics include adm cost,
avai |l abl e gg%ﬁ%ﬁgth and QS. In 25 addition to prOV|d|ngq%%ﬂg%%?¥§?ty
bet ween the switch and the IP, IRSCC | ogical links also interconnect |CPs
-so that they can act as backups to each other, as well as enabling the | CPs
to converge upon a conmon network wi de view using the PNNI+ protocol. 30 In
the case where the network provides PNNI service to custoners, the ATM

switches connggtatiesyegrt§ Ehbh 599&&99 PBuéoéd&PéEBQE (byngdef aul t on
VPI =0, VCl=17) to_the nearest | CP using e sane -16 6 JAS 2003 WO

00/ 08807 PCT/%S@Q@EBQSBNﬁﬁyéé@?raHHWeggteqﬂ%geFst56n616§e§%nF@ﬁ

Conflguratlonméﬁb@feasnthangruﬁgr ér9n1naﬁgugcadtmgsaataeo"xheprefiX node
and gai ni ng access_t

terLor. rou r ot ocol nnections are
cal | ed Exter|8flglﬁﬁgfpﬁg i Sgﬁéﬁgllné ggﬁg?BFOEﬁaﬂﬁeF % 35- 140
as shown i n Fagereob. p&héotrGRdnodes (4TI - bgvehladdaessesﬁlace ahare of the
"X" level phy t Kk o] tus g
exchanged ove?é%ﬁhtgbg%gg H?B E%E%% ? §H9&3%91481ﬁ§%8H?gﬁ gsggre al so
aware of all ®DFEa&aF Bﬁﬂvaﬁélﬁétﬂbrkhaadmé§§@§ eaagles" phe use ofC', etc.)

as well as SUQ&@EhﬁiéomcpgrQHEEEESA@MdﬁégﬂoPM ébeE5ﬁ8EeV8Neaué&0Wers
Figure 6 |IIust£ates a basic 15 ca rom.custoner user with

an exa
address B.1.1%8 fSb&aéf¥nﬁpgp§8FlWﬁFﬁtéBHres%SBmgnﬁlgnﬁd SV6meflsi t e
B. 1.1D (of whi afiMuseitBhlcan. Bei dipactlof cbyndetadl toacaner dirngotre PNNI) i s

connected to &Bsgnebuwoageg'ao@nhaogeﬁéass g@gneggasresl afldress x 1.1.2

User 20 B.3.4 cust oner si connected to
two network sﬁﬂ?@ﬁééYV|énlﬁFgrﬁHéé§hmP@H FALBenAPSadaressesar. 3CP. 3 and
X.2.3.4 as |Ibu§taﬁbeﬂernsﬁhguhe 6. Inltlally as indicated by arrom/170

the 25 originating user SET aIin t hr ou | oca
ATM networ k, whi ch dete? 8§a %ﬁé Frgﬁg E§§§g Hﬁﬁéaggo ﬁ8 shar ed
netwdrk via i hhethdee X fi&ld. cwheaSETmE aessapeiehekydésdbestbmat i on

Address (B. 3. §pécgz ang §HHECESAQQE8§§d§Q 6B &- ge6£1%§8§t§59by4 (a) )

Then, as indicate arrow e originatin takes this
i nf or mat i on ahBteFB&EEatanAEYpaHAsah et DRtHReR afRe SETLPINaRANGeATY it - 17
U 6 JAN 2003 wRiferoafla~the closest ICP referenced by the Anycast

address. The SETUP+ message also includes the gtandard

20 quality of service parameters, such as bandwidth
required for the call, peak cell transport rate, etc.
from the original setup message.

The high-level processing of the ICP is now

described with reference to Figure 4(b). At step 225,

25 the ICP receives the SETUP+ message from the ATM switch
via an augmented PNNI protocol called PNNI+. The ICP
executes a service program designed to extract the
original VPN SA and DA from the respective SAESA and
DAESA fields as indicated at step 228. The ICP then

30 validates the SA and DA fields at step 230 by comparing
addresses contained in these fields with valid source
and destination address data for each customer’s VPN
that is stored in a database contained in the ICP.
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PCTI US99I 15885 on its IRSCC 141 to the nearest ICP (Z.1). The near esp Bljélg o
(Z.-1) is located using an anycast address in the "Z" prefix. The SETUP+
message iﬁ@(@qﬁ&wt he interface address on which the signal igig /RS5a8E Was
received, or exanple in the AESA paraneter. The SETUP+ nessage reserves
no bandwi dth on the network since it is sent over the |IRSCC virtual
-connection to the nearest I1CP. The I CP has know edge of the custoner's

| ogi cal configuration and physical interconnection to the 10 network,
either via order entry data or via a dynamc - routing service. Next, as

i ndi cated by apf@wehédrebhenhCPrhieakghat €8 1hhedasdinad ian address _
(B.3.4.5.6) into the physical network X address (X 2.2.3). This translation
15 is perfor nB&Sby"a&LAG theti AfeMiddd taddiCeSEgHORET S EN: 2) included in
t he SETUP+ negaagaat@ondeali by tihelensinyey mnd meshetming ghalwelan for
this call. Thg di al edéhplugber in the DACE A I s used as_a Iook-gé) intt_o t he
routing plan 5oyEt RN R ’tﬁégphyfi éizfl 35S A9 nt v%l?:ke%% EEEA

nodi fi ed SETURethesisage is now created with SA(X 1.1.2) and DA(X 2.2.3) and

the original SA and DA i End .Sy st %Eg{ { ers. This
modi fi ed SETUP nessage |A§ ?Eg% ?r%ag’rikesad%@ac_ 12%2%1?61‘%651&9[ Fﬁg@:gtn%étgé

ori gi nati ng sWheghex the Sa5andg &kibdckalisd f0u Yie t Wl ppdl pFoteRol as
detsclr: bed in thecptardands pubhiaahed Ry-d heAIMAorimen Asndagd1 pf i s he
intelligence

rovided by the I1CP,_the I1CP can fill in the Designated
Transi t L1t SPSPRESSERIE: s dhge L NS S i LA 96 RS E50E bt TS a
| ast}d n 30 fi ASM- sutitshaek dhdddedness dd stted @35 outIhgthdesmesms@gRA as
foltows: X 1.1 ) XLa3ig X2 1 . vg]ﬁ:_r Ln nt is
the el enent thgtléie% t%gebgéblr%g(?)eés??e’d t?lﬁee%t Zd|tn t eg?a%i(}?eg}ggﬁé s&gel"ﬁillg TL - 18
0 6 J~, N 2003 1R€160/0ssaANPEHLESTI/El SRS Fures amd destinatieke this

particul ar roukerek@eseXamMhe ihQ JAHHIMrZa Wishays &grsighal ed, or subscri bed
to, by custonmer B. Alternately, the I CP cou have | eft the routin

| d g
entirely up t3eCREMATRPLG Peh Thét kidrk SYihPhast ur iRRFHot Etl e B39, The
SETUB+ nmessagerehkeatiedeDy adidyeds dduomes IHalmeesdageinodcide ATM switch.
The Source Addr X 1.:1..2) i td f.i es .t he originati | nt . Finally,
the steps indgggggégb?%gr rl(%\/vgl%%%éd 0 Ztrl{lf %béﬁgée%%%%gp%%ﬁgl. As
i ndi cat ed by BEFERIE76aThECPIHALNGG A eesirre ajpdadestingt mher | CPs

(only Z.2 in Ghggesiser! arexaepiter n fridamal lpatdmaipdr¢'estl £ise | SEBUP+
significant change in state that EEJSt betfknov&to ther 1CPs in the
network, for 8’)‘?3%‘3‘9&,' 2 tRALFStEd 25 SR A1 varSPR Hge Bandwi dth cal | .
As i cated byiginaw YVPEbsoculreenanthldestinattenpddsepees otmechaccor di ng
to the PN sipngand Relugen (ha AHSWd ShotPYidead b1 as: 14k ust rat ed

in~the Figure 6. d not specify an explicit route, via DTL, 20
in the cranke#hBadk ngvghal BRG heds AREWatten Ghe AR SHi tehesahbul d sel ect a

path fromX 1.1 to X 2. Redi, NG A S il dnsed sdgor2zdhmaln the preferred

enmbodi nent, h ver). it ,is tthe algorithminplemented in the,l t hat
et ros t natErEmpak kg, Mo e B Wi R Sttt et e s
swi t ¢hes connece tegudaleld crhepaddmfunicda e Mihpifecapther afeathaages to

the ICPs to V\’fc“bip%f%attfl%)é S e !B&él@i/s? ahd F35(&a seseh oA @ﬁéaﬁtfﬁiﬂed; I f the
call conmpletes to the destination switch_and the 30 des%#]natlon ggntch

interface i s MEFSEOENEFar® O BRI het addtt i that cohnBRE#BGS% hen t he
destinati on s\iebthresplacesa he PAaresdoAl f idias thesdeeshgnatdng nessage

with the DA a%a@ﬁr@@ %'I%t %rr%dégéélf dbsE%d-ilc.ga-ted at step 242. For
30 example, these features and privileges include, but are

not limited to: maximum bandwidth per SA or SA prefix

group, the common prefix distinguishing one customer's

virtual private network from another; maximum calls per
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0 6 JAN 2003 WD 00/08807 PCT/ US99/ 15885 fiel ds and sends the signalifig JAN 2003
nmessage to custoner site B.3. Nornmally, custoner network B.3 would then
conpl et ev@@&mﬁy& call to destination address B.3.4.5.6. Figt#8s596/15885
illustrates the sane exanple network 5 and call as described wth reference
to Figure 6, however, the destination interface X 2.2.3 either fails) or is
-congested when the call attenpt arrives at switch X 2.2 destined for
custoner site B.3. Specifically, switch X 2.2 cranks back the SETUP 10
message to the Z level in the hierarchy in step 5. This special |evel of

the hierarchyar gseryes, g Bantvi gt h and 2 Quod Ak @ty cgi scovery of the

network along wth the dual honed nature of B.3 ICP node Z. 2 then returns
revi sed SETUP2¥8883ge SSETUPHE 1TPRS Btep’B HRE netWor k R¥en®ofbl et es t he
call via thesal peefdbe dridudp t 0 THesdefdd nateOmrid st 2pi Tegdotmayhiag i n

The al t or nat 4 FEREanl & Ronpitt &% HE o 15 T TR P ey att oresd

desc?i bed by ithit®ediI&d .osure, the call always conpletes if resources are

avai l abl e. Figure 4(c) pllstcﬁ:r_fe{@ﬂﬂ,aréhé|i¢‘§téﬁiébge&§éi9%r% ARtEgn to
the process of a sinple routing address translation that enables basic VPN

services 25 @& EXTNMIRG Rfdpi it e ¢ BT YRIF dreR 39 Splek i $Pe&H FY, B gure 4(c)
shows an exarplae tofpaa Hprireessgi hatte mEmM bee s fior etk bys the h&ER1s@5enabl e

enhanced cal |l i ng featuyres may be provigded as t of se nessage
processi ng by %@Lﬁ%@%&%é@?ﬁ I%/%ses Stinatt o‘?‘?.{ar%fa}{?h e Jteé!@n‘ﬁ?%
illd8trated ispekiidur @ Hmircestmpst® 25hat 238 ] iaPN ndsir&isss vavedat i on i s

Creps. 206 34 SREn At (ot By oS g7 S Gk SRl b aR bebhs

PCTNS99/ 15885 E8\R\FeCOMRY G Hit Tt iRl HiP auprash 3¢ gurand(e)e a query on
the original deAtiinapardrorsveict dio (e edeiammidedny cetié presesstmg options
enhanced © i extirsst BEER G SRR PP ST o e e Lo be
prodéssed, tbeintieesdrenftare il ebs wwes @ eclpe obessork wkon nslvtacked at step
260. Enhancedrealhjangfi0atdines,ddale MBye e e0nabl etbbyshfiecpasigsyst em
architecture_described herein ipnclude: multip]e 10 destinatlon routing
f eat ur es Sucﬁlgg_egchémﬁqxfhe estination switch will crankback the
call to the ICP anycast address (which may not be the
same ICP) according to the PNNI protocol. This ICP may
20 then perform alternate routing to the destination. If
the pointer in this DTL is set to the ICP, then
enhanced destination processing can be performed prior
to call completion by the destination switch.
Additionally, at step 242, the ICP may
25 perform intelligent processing of the SETUP+ message
and addresses to provide enhanced calling services.
For example, a logical VPN destination address may map
to multiple physical destinations. The ICP may execute
a particular service program to resolve routing to a
30 single physical address and may implement load
balancing algorithms, termination availability routing,
time of day and day of week routing, and numerous other

types of VPN over ATM routing functions.

-13-



- routing, e.g., tinme of day routing, destination |oad bal ancing, dgﬁa%ﬂdw3
virtual routing, |ICP |oad bal ancing techni ques, e.g., based on round robin
or dynam wot@mksgdet ermi nati on anong | CP |inks. O her enhaneeg)dgiisyger | S
ATM service features that may be inplenmented in the ICP includes: video,
data, voice, and nultinedia conferencing;, account managenment for providing
-custom zed billing and reporting features;and other features inherently
characteristic of shared ATM 20 networks such as: bandw dt h nmanagenent,
I ntranet/ Extranet authentication, screening and cl osed user groups,

guar anteed virtual trunkiheg capaciddicatddd ual gwmg iJup, ank igEmIB+ gent

net wor ki ng managenent .and accounti serVi The_ .enhanced pr.ocessi,ng 25
f eatures and BF%\?ialgélgéLsg dﬁegté‘lfs"frebé tﬁg’%&ﬁl% rte%gt&et qroquirbqﬂ:f]en%(%bf step
242, can be pewfitcied ias welits Enfeancess freateur e1piror 6983 e ayeteradl |y

results in a gﬁﬁtﬂ nation r dasl ation to an internal network
address, based on any nunber of paraneters 30 other than just the SA as

indi cated at step 265. IHs ettt d et P A4 nothe P Praeldss ™t hen,

the process peifi@iih uHePst 38 Fadfdd LU d G¥POREH ith 1105 rePshtednal1 0 6 . | AN
Z003 WO 001 08807 P /USd9q9/ 15885 238-243 .as shown and descr.ibed above wth

respect to Fi QEFEA(D)RA4nRTHe Dret s e e o medteSI3HE |68 A cipri ses
t he software amth karidwar exetivermntto capadanelroft M@raiN dwigcdihe deddh
processi ng an . J 1t Lge call_r i | or..cal cei ved
at the ATM sw?ltT g#e%gl ar f‘é Jc%ﬁ%aérgleysj 6}:ulflpeo né)rj‘#lte%%? p“fee%”éfléfeﬁzt%a‘ﬁn r%‘?n{ e ATM
switth, one orcamppeamaiydhobijalct.s hrand MRS spadreteenl | processi ng

service may begshaunched MdlifedO £ Qenssa - rdase, Mat f ormdndependent
conputing environment for processing the received call. Although not shown,

the | CP may i RCMUGE IR FresRre g RaBT1 Y ly Ererdit’s: having a
respective Network I|ntenfiaee feddghdiorophise SHTERANMREdd 08 tax td1ee SW t chi ng

fabric, 15 i.e., t.he ATM switch.. Besi des providing the physical interface,
the Network | %te Fraes 165 ?‘?bﬁ*ua%wdllte% 1 Ife Blower™ T aly%rp rrfoo(?relaslescli n“gj%lf&f%e ATM
prot bTol . EachhleCRmigitnal scusteonasutVeNy s tivea tdn saddudds the resource
conpl ex Co”p“e%'t'}%éébﬁjl %}Wﬁ%ﬂ&:ﬁi&i‘eﬁ’@&ar{é‘ ;Si‘%(éetfgitr['% Herpa | CP may be

consi dered part of a St\g';mer-l evel processi ng networ is separate and
di stinct fromftifddami e FETHF MRASTHIE: THe RN eI ng*hetet9ind} ustrat es
t he principl egueftdrty prrsaeidutdy edddds s TiwsexiSkad t &dl ‘f ro@SchdesmESAW | |

doseri bed o Shoms RAEIABrbot FHE B i HRrH 62 oY ReEt TR T toand ar e
t hus2@i t hi n i Thespiniiginmd GevpuerrdiPe xaddlessestane U9l dent2zei ons of
the processi ng. showeend desciibetb3kind h respectrhondd o esrd(a) - 4(c)
oL 1, SIS L e L Cli g seLLJene Leelie! a9, el oy
destination site wvia UNI.
It should be understood that the processing
25 of the SETUP+ message by each ATM switch sets up a
VCC/VPC to transport the customer’s traffic as ATM
cells over bearer channels.
If, for some reason, the terminating ATM
switch cannot route the SETUP+ message to the
30 destination, it uses crankback to route the message to
an ICP which is a non-standard procedure in the
destination switch. This may be the same or different

ICP than the ICP that first received the SETUP+
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0 6 JAN 2003 WO 00/ 08807 PCT/ US99/ 15885 address validation can occur G6tJAN 2003
enhanced feature processing, or as part of enhanced feature processing. -23

0 6 JAN 2003 odMab7 i s clained is: 1. A systemfor providing virtual private
network services over an ATM network shared by multiple uséFg'f?éﬂﬂgﬁTM
network having a plurality of ATM swi tches interconnected by |inks, each

ATM switch adapted for routing ATMcall traffic within said public ATM
network, said system conprising: an interface neans for generating a cal
setup nessage associated with a private network call to be routed within

sai d public ATMLOELEr k 1R8I doSELUD TRESAAESCONBI bSLAYnLAT ALERLEED

including origin ource address-of a call initiatof an ori gi nal
destination addFP¥s&osfrcg 8afl| dpetippreAPNsABSERFBRE. t §Osahatpiti®at€Pnet wor k;

a processing nghkywotukehaviBg, Imtehbégeaqetandeta@hudengncamt@Qha@@ogasslng
nodes i ntercon i one or %% ATM swi, t public ATM

ct R .t ches qf
net wor k; neans@ﬁﬁp&gﬁeﬁﬁééofﬂSsavﬁr ﬂVsﬁPP@%n?ogyrgg&?&ﬂﬁﬁlgglGnsetup
messade and foelihednByenAséhdtsetidpessesagket camprckbudéocmeraddress of a
sai d control paeg@§ﬁh@9090dsu%hhges gbaquegeﬁ@'@neakaaﬂahe%ggr%e and

destinati on addresses within said setu nessa% nmeans for
routing sai d nBEFRFPES $6t 8P ARssadB ﬂPéﬁF&ﬁlA¢ﬁF§ﬂFFcﬁ gzegs points

to an ATM switch port, so an alternate DA will route
the message to the same destination via another ATM

10 switch port. The ICP adds the alternate DA to a SETUP+
message, and uses crankbank to send this message to the
first terminating ATM switch which then routes the
SETUP+ message to the alternate DA, which may or may
not be on another ATM switch. This method allows

15 completion of a call even if the terminating port is on
a different switch. For example, with reference to
Figure 3, the first choice UNI 117 shown connecting ATM
switch 120f to customer B’s site 6. If UNI 117 is
congested or fails, then ATM switch 120f cranks back

20 the call to ICP 150b, which inserts an alternate DA
identifying ATM switch 120g, UNI 116 as the alternate
destination.

Figure 5 illustrates an example of addressing

employed in the system architecture 100 of the

25 invention. Addresses are represented in the shorthand
notation of the form "“a.b.c" as commonly used in the
ATM Forum PNNI specification. This format illustrates
common prefixes in the 20 octet NSAP-based address
format specified in the ATM Forum'’s signaling

30 specification. 1In Figure 5, the first character of the
address of all the customer sites is represented as
"B", the ATM switches are represented as "X" and the

ICPs are represented as "Z".
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proxi mate control processing node at said address specified in saidUBJANZ003
nodi fi ed setup nessage, said control processing node conprising neans for
converti g smisdoenbedded ori gi nal source and destinati on aridies9as8ssft said
nodi fi ed setup nmessage i nto ATM networ k addresses recogni zabl e by said ATM
switches and routing said nodified setup nessage back to said ATM swi tch
-for enabling said private network call to be routed over said public ATM
net work, and neans for validating said enbedded origi nal source and
destinati on addresses of said nodified setup nessage. 2. The system as
clainmed in claiml1, wh&hei nnsairdacesndatorcamdifsionpsaiand atepvagssage

i ncl udes nea f y It r f I o] | ode in
said pr ocess}iﬁgI %gtlv%g:?l%s Iggg'lz%gb?%glt Z%]%gg dca?%iyrfal%g%{llolclagéi ﬁ%ﬁ%gﬂl% n said

means for roBEngT¥ardanodrttePVEst G s AFET NEHWAr ATV sSF 1%t o a
control processiing noge ionalages wsat isigyrsdiichgrodidnred setay bessage

t hraugh one qf; e . i_at i4 ch 6 4. The
sys?§n1as cIgﬁﬁ%%tﬁxl%Fgﬁgﬁgé%W%éfgyLﬁggid 2%%??%#76¥%%5?§f%%2%%%e further
i ncl udes neafdef e tyPFENFOnP ey i FPMNTdiFadd e tS{F WeESageo atldesi gnat ed
transit |ist SReGeHsNG sa ngPGItdrG oW tialg ild dnat Bndet¥Rf kocal |

t hrough sai d publi ATMInetwomk.Hg. T %égt mas claiped 1n_claim1l,
wherein saidS S gré&esSisnd Aode L4l i%ﬁfWﬁ%%ﬂ;?%ﬁuF%t%rning sai d
modi fi ed setup nessage wiatk nt ahan ndEMoxM ,t ENNIH iroidr fuesai e ©adént hr ough

sal f publ i ¢_neiyar)s Jagludes 2 Grankhack meahan smo,; e sysem as
clained in claimT, erein sdid contro ppoce55|né;nod§ nct udes nmeans for
peréorm ng edsan@&dd nedmoryr devesi MINIe Ranteag saifrmsnsof or Vaei AEi ng

i ncludi ng means tfcdlke sdebeeniche WiRIher ced, GHd e figatupe processing is
to be perforned. stem as ¢l ai Ta,d inclaiml,. wherein said ATM

7. The sy
net wor k addr§§§§§lP§b§§WF§§8I€ %%%qﬁ'Eﬂﬁ:QHQQﬁéE;qqﬁﬁ%ﬁ%§ an address of
a term nati ng "ARgCSwi") ch4dondeactted thd ITCa distiald Aracdge endddsas sesodi fi ed

setpp nessag%ob%%%g"%Qu%%gfkg.sa5% %%E@f¥géd¥35ﬂ@téﬂbcast address
locates the "nearest" node which supports the functions
associated with the anycast address. Use of anycast
between the switches and the ICPs provide‘'benefits such
as: 1) it allows the ICPs, Z.1 and Z.2, to act as

20 backups for each other; and 2) the "nearest" node
mapping of anycast routing provides load balancing
across the ICPs by manipulation of the PNNI metrics
that define "nearest". These metrics include
administrative cost, available bandwidth, and QoS. In

25 addition to providing connectivity between the switch
and the IP, IRSCC logical links also interconnect ICPs
so that they can act as backups to each other, as well
as enabling the ICPs to converge upon a common network
wide view using the PNNI+ protocol.

30 In the case where the network provides PNNI
service to customers, the ATM switches connect the
user’'s PNNI routing control channel (by default on
VPI=0Q, VCI=17) to the nearest ICP using the same

-16-



8. The systemas claimed in claim7, wherein said termnating ATM sW& ¢ 2003
extracts sai d enbedded original source and destinati on addresses enabling
conpl eti Qg @b ogkofal | setup for routing said call to said catuspaisgysent. 9.
The systemas clainmed in claim7, further including neans inplenented in
said ATMswitch for routing said nodified setup nessage back to a said
-control processing node to re-route said nodified setup nessage to said
destination address via an alternate ATM switch. 10. The system as cl ai ned
inclaiml, wherein said neans for nodifying said setup nessage incl udes
means for preweptddg addoeas | onrief s bandibick bat swiat ch ofen O giP& €ion

i nternedi ate AJWASMAtches when rog%éﬁqnsald no lfled setup nessg?e to a

cont rol proce53|rﬁfrﬁpt ??ﬁoug%r eTor e %Ff%l THETT at e ches. -
0 6 .3AN 2003qdde afxrd@@amammsam%@rmlm@gumwmve n@nmnq message

routi ng serviges.dar multiple @é‘ﬁﬁé’é‘@f&né’“ éﬂé ”c@lﬁé@@ﬁté?%?etmr k havi ng
a plgrallty of ATM switches interconnected

adapted for r%ﬁﬁ?%ﬁﬁ/ﬂ%ﬁc%}?n?}a?$|%°9WY?ﬂrpgéﬁ?ﬁéﬁaf%%sgﬁﬁﬁné?&oﬂﬂoln

accordance wdd simowT Mt obidwge pfotocol, said apparatus conpri sing: an

interface neans for genﬁg?ttgg laoé{a(gsg,.?et gfsggggeggéggsggndgag

call initiated by a priva net Wor er a a source rocation an routlng
said first se?@ptM%sﬁégel©@ea PhysicaATMENI retwoshi dopdietysandp nessage

i denti fying %&H‘&\P&%I@féd@ﬁ%@@é&‘@ég Spsieecdddsess hespbdicghler and a
uni c]ge private network d ion address_of a call recipient; nmeans

i npl'énent ed i TPREFY bIHGF nilﬁnb 48TM 'EWt%@lpf%?d%%n@%?t?}lﬁoséi”ﬁrﬁ P&t set up
nessage to a skronirsed Lppnessagene sanrtk seddnds s@ssageg havirng, sapd, uni que

private network, SOULCe) addross: And sl LU NS, RELYES: BeL VoLl deat i nation

address included therein; one or nore in processing neans
i nt er connect eRY vl Ff @BRME ATRN sGi § EAMERE. adapted to receive said second

setup message from an AAMyevetghi1eactr£084 rHh SXHRESS| HY geBASiEOr

rec n| zing sa%ﬂ]d? qﬁe ‘grlvate net wor k sou %g and dﬁ %I pati on address of
sal caII o 57 AFAMEhi YReT prt VA et sdrk- Sotir€et@nd desti nati on
address||15%nmb5@m@ndum@59ngéhlmd@remgeﬁnaJ4s@uﬁcecwmeMestsnaE|on

addr esses recggflfap(g@ »99( éﬁl gsél'l\@swfc@e%s rg%d? ng%nss%lggkggg ted in said

control processing nmeans tor rning sai ie cond Setup nessage
back to sai d aP¢YFEHENY ngC ARNNE W %%hcom@tf'ﬁd'l\w otl¢ ngeprorceiasabting up a

signal path fﬂﬁté%éé‘@wﬁ@h%ﬁ@%ﬁ@i'a@@fé@ﬁb{ said, :E”' vaternetwork caller
and sai d recaglent said control processing neaai q%ther conpri si ng
urtRigh

meart® for val¥ datf my Satd BATHuet pFReEPRE et Wo? kB di8eStfhat i on
addr esses assosnmécted td sabdneavbek. suPtcHde appaiatesfasesl ainkd in

cl ai pﬁnllscﬁhe{r?wrﬁai L AIDLEQULT R92P5 03 0Lk %Sz 33 hhepar ehi gal yaeS§age
J in Figure 6.

Initially, as indicated by arrow 170, the
25 originating user sends a SETUP signaling message
through the local ATM network, which determines that
the call should be routed to the shared network via
interface X.1.1.2. The SETUP message includes
Destination Address (B.3.4.5.6) and Source Address
30 SA(B.1.1.6) (See Fig. 4(a)).
Then, as indicated by arrow 172, the
originating switch, X.l1.l1, takes this information and

creates an expanded setup message SETUP+ and sends it
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06 JAN 2003

13. The apparatus as claimed in claim 11, wherein said ATM routing protocol
. functions in accordance with a PIVhlI prot ocol. -26 o0 s ~aN zoo3 14. The
appar at usy@gogsk@ med in claim1l, wherein said validating gEegisohpgkudes
means for accessing valid private network source and destinati on addresses
associated wth said caller and conparing themw th said private network
-source and destination addresses included in said second setup nessage. 15.
The apparatus as clained in claim 13, wherein said nmeans inplenmented in
said control processing neans for returning said nodified second setup
nmessage backohoisai dRBCCS4ATMcs Wit mdardsudeBCm €2 ahk backh erecdrand st

ol ement ed 1BoPN. 116 TaeARRAT ALY, 3% ALAlaEg T paslabin A yherel n said

means |nplenen i'n"sai d con rocessi ng “means F et urhi g sai d
nodi fi ed secdid eedp*mesTage S?é&k‘?*t e | ynelydns sWrechnierfades a

desi gnat ed t haRskks! oot WAL fﬂﬂ@%l%lqrnm&§él@é0\b§§ f@&@w@@nect ed for
routing said ATM call within said shared ATM network. arat us as

claitred in cFFMEXEMPLEr dhert B dtamh ﬁﬁ‘%%ﬂab?l?%gs%%%??l%‘%\? routing
by det er m ni mgsebkrtesnaoe baddiweisids oxherhes aiekwiredt f $ Etlcsetontls S@éxutp message

cannot. be 1 outed througlacan ATVl el I The. anpat alug, gs, clap red [

claim 11, wherein sal interface reans genera routes sard first
set up nessagé"hﬁnlﬁéc@ﬁ@aﬂf@@“wqqg% quMh%tca*ftmrmezp‘r@tb@@icalg A net hod of

pr ovi di ng pr lc&S@ltEQgﬂQfa\&Qbkl RS U8 I IQUH 1 Nth (SF Vb oS f Dbn NUbtiph e cust omer s
B¢n a share :\K/I net, k havi n ]{)I urality of ATM swi tches

i nt connect @8 BPTK nkd - §CW1A'E‘TI\$?(% AR FOF Yb%t"f‘n‘ayl}!@FM"cal I

tratfic wthirousand skavedeATM network in accordance with an ATM routi ng

protocol, said method ggp_rl %Ié’l lac)at%eaw(g t1,00..2 {J,{(S ﬁ??tﬂf’p nessage
ca

correspondi n% to a cal |n| ti ate ate net wor er at a source
| ocation and“F80elAGSaitdef |dr9§t1§\ﬁtl}pmrr@é%5d”g%5% olB-3i4st - ATMBtRtiete said

first setup PRYSAGAICHBRWCIKNK addticie OI.Jvat 3 Net Wik ks desdh s ¢ fbn addr ess
cet [ essage *hRer g I8 S BUS PP 1A % OFEES altress and sai d
uni que privaelnét wor kngésdiedatiino rthed HESERP+ mud sxkege t heradent i 7 the
customer and associated dial plan for this call. The
dialed number in the DAESA is used as a look-up into
the routing plan to determine the physical X level
20 network address. A modified SETUP+ message is now
created with SA(X.1.1.2) and DA(X.2.2.3) and the
original SA and DA in ATM End System Address (AESA)
parameters. This modified SETUP message is then"cranked
back" over the IRSCC to the originating switch X.1.1.
25 "Crankback" is part of the PNNI protocol as described
in the standards published by the ATM Forum. As part
of the intelligence provided by the ICP, the ICP can
£ill in the Designated Transit List of the SETUP+
message. For example, a DTL can specify a last-in
30 first-out stack of address lists for routing the
message as follows: X.1.1, X.1.2, X.1.3; X.2.1 X.2.2,
where the underlined element is the element that is to
be processed next in the address lists. This DTL
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0 6 JAN Z003 (c) routing said second setup nessage from said ATM s?ggm]m
one or nore intelligent control processing neans and interconnected wt ‘
sai d ATMweowd/adsoand adapted to recogni ze said uni que pri vareEr/ugdionwssds sour ce
and destination address of said call; (d) nodifying said unique private
networ k source and destination address included in said second nessage into
“internal source and destination addresses recogni zabl e by said ATM
switches, said step of nodifying said second nessage further including the
step of validating said unique private network source and destination

addr esses asdocicatcedhd tdalsaith caterthie)paet ucnl ag saitde notlhf i ed second

setup nessag o] i r i ol i i Lqa e i id ATM
routing prot %co %'tigt'sett%ﬁlﬂ%rgn{sjgég@ng#éi@% gﬂ-%ﬂo%%%%??% n(gl%i %ﬁ%ﬁf%ba? bet ween
sai d privat e tfet WOF ICUSHAMET dhd Jat HEFRRE Pl Ent thasEEP orrehd dhaweli fi ed

second setup 1EgsSagRe: Rhtithe Do oeer dbnans oapl adw déh MbeRsiR said
enab#gng steg} (ij i ncl.udes |£I errent%\gg a_hierarchical nessage routing
schete for rodt iGff EAPARR AT HetIkbn SBF PP VEIREFRAIrk cal l er and
sai d recipi emtf.f el ivHley ettt accoshxg seotoh anas2ége wher ehd saMd

hi er ar chi cal er i tiens in,ac e Wih an ATM
Pl VNI prot ocglﬁs%%g 'I'Ir;[g!.grr_et olcsi&%%%dr%%%g kg'?:[%iz 1@&%{;#:%?% é%?d

val i dati ng stapdindtudes tTHeestaps. of . accessing valid private network

source and destination @Ay ESses: B SPCeHE efn ik Lo S&1 6, CA L &< fﬂgacorrpari ng
sai 3gval id private network source and destination_addresses with said

private netwdE Sl PTRREUR ST RATBh @ldr eBSedne P EPRW i #TEAVd second
settp nessagea.76a28 ok AdviAfy Alfiré 9. 2l MbliafeANXKO. Mhéy L1dss
2 ALAFE. Aoy, REAGE Zag7 G460 R0 Xampie) if the call astempt
results in a significant change in state that must be
known to other ICPs in the network, for example, if the
15 call is a relatively large bandwidth call. As
indicated by arrow 176b, the normal call attempt is
performed according to the PNNI standard between the
ATM switches by the ICP as illustrated in ‘the Figure 6.
If the ICP did not specify an explicit route, via DTL,
20 in the cranked back signaling message, then the ATM
switches would select a path from X.1.1 to X.2.2 using
a switch based algorithm. In the preferred embodiment,
however, it is the algorithm implemented in the ICP
that determines the DTL to "reserve" bandwidth for
25 specific customer VPNs.

As switches connect the call, they
communicate significant state changes to the ICPs to
which they currently have an IRSCC session established.
If the call completes to the destination switch and the

30 destination switch interface is functional and can
accept the additional connection, then the destination
switch replaces the SA and DA fields in the signaling
message with the DA and SA parameters in the AESA
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30 In the example illustrated in Figure 4 (c),

steps 225'-235', VPN address validation is performed in
the same manner as described with respect to

corresponding steps 225-235 shown in Figure 4 (b).
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5 features are to be processed. If enhanced features are
to be processed, then these enhanced features are
processed as indicated at step 260. Enhanced calling
features that may be enabled by the basic system
architecture described herein include: multiple

10 destination routing features such as: scheduled

- routing, e.g., time of day routing, destination load
balancing, dynamic virtual routing, ICP load balancing
techniques, e.g., based on round robin or dynamic cost
determination among ICP links. Other enhanced VPN over

15 ATM service features that may be implemented in the ICP
includes: video, data, voice, and multimedia
conferencing; account management for providing
customized billing and reporting features;:and other
features inherently characteristic of shared ATM

20 networks such as: bandwidth management,
Intranet/Extranet authentication, screening and closed
user groups, guaranteed virtual trunking capacity,
virtual routing, and intelligent networking management
and accounting services. The enhanced processing

25 features and privileges discussed herein with respect
to Figure 4 (b), step 242, can be performed as well.

Enhanced feature processing generally results
in a destination address translation to an internal
network address, based on any number of parameters

30 other than just the SA, as indicated at step 265. If
enhanced features are not to be processed, then, the
process performs steps 238'-243' corresponding to steps
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5 providing the call processing and other intelligent
call routing services for calls received at the ATM
switches. Particularly, upon receipt of the call from
the ATM switch, one or more managed objects providing a
specific call processing service may be launched within

10 a general purpose platform-independent computing
environment for processing the received call. Although
not shown, the ICP may include one or more Protocol
gateway elements having a respective Network Interface
Card for physical connection to the switching fabric,

15 i.e., the ATM switch. Besides providing the physical
interface, the Network Interface Cards handles the
lower layver processing of the ATM protocol. Each ICP
controls the routing of the calls within the resource
complex comprising the ATM switching network. In this

20 manner, ICP may be considered part of a higher-level
processing network that is separate and distinct from
the ATM switching network.

The foregoing merely illustrates the
principles of the present invention. Those skilled in

25 the art will be able to devise various modifications,
which although not explicitly described or shown
herein, embody the principles of the invention and are
thus within its spirit and scope. For example, actual
implementations of the processing shown and described

30 with respect to Figures 4(a) - 4(c) may vary in
accordance with the switching software technology
employed. Additionally, in other embodiments, VPN
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O)- v+V\Biﬁt@r2mzwm‘bB7Eﬂks BAchLATM switch adapted for routing ATM call traffic within

said public ATM network, said system comprising:

an interface means for generating a call setup message associated with a private
network call to be routed within said public ATM network, said setup message comprising
information including original source address of a call initiator and an original destination
address of a call recipient subscribed to said private network;

a processing network having intelligence and including control processing nodes
interconnected with one or more ATM switches of said public ATM network;

means implemented in said ATM switch for receiving said setup message and for
modifying said setup message to include an address of a said control processing node
while embedding said original source and destination addresses within said modified setup
message; and

means for routing said modified setup message from an ATM switch to a
proximate control processing node at said address specified in said modified setup
message,

said control processing node comprising means for converting said embedded
original source and destination addresses of said modified setup message into ATM
network addresses recognizable by said ATM switches and routing said modified setup
message back to said ATM switch for enabling said private network call to be routed over -
said public ATM network, and means for validating said embedded original source and

destination addresses of said modified setup message.

2. The system as claimed in claim 1, wherein said means for modifying said setup
message includes means for inserting an address of any control processing node in said

processing network.

3. The system as claimed in claim 1, wherein said means for routing said modified
setup message from an ATM switch to a control processing node includes routing said

modified setup message through one or more intermediate ATM switches.
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& ()-+ DL $1 gt?rjx a3 clam 51, 1, wheren sai contro processmg node including
means for returning said modified setup message back to an ATM switch for routing said

call through said public network includes a crankback mechanism.

6. The system as claimed in claim 1, wherein said control processing node includes
means for performing enhanced call processing features, said means for validating
including means for determining whether enhanced call feature processing is to be

performed.

7. The system as claimed in claim 1, wherein said ATM network addresses
recognizable by said ATM switches includes an address of a terminating ATM switch
connected with said call recipient, said modified setup message being routed to said

terminating switch.

8. The system as claimed in claim 7, wherein said terminating ATM switch extracts
said embedded original source and destination addresses enabling completion of a call

setup for routing said call to said call recipient.

9. The system as claimed in claim 7, further including means implemented in said
ATM switch for routing said modified setup message back to a said control processing
node to re-route said modified setup message to said destination address via an alternate

ATM switch.

10.  The system as claimed in claim 1, wherein said means for modifying said setup
message includes means for preventing allocation of bandwidth at said one or more
intermediate ATM switches when routing said modified setup message to a control

processing node through one or more intermediate ATM switches.
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initiated by a private network caller at a source location and routing said first setup
message to a first ATM switch, said first setup message identifying a unique private
network source address of said caller and a unique private network destination address of a
call recipient;
means implemented in said originating ATM switch for converting said first setup
message to a second setup message, said second message having said unique private
network source address and said unique private network destination address included
therein,;
one or more intelligent control processing means interconnected with each ATM
switch and adapted to receive said second setup message from an ATM switch, each
control processing means for recognizing said unique private network source and
destination address of said call and modifying said unique private network source and
destination address in said second message into internal source and destination addresses
recognizable by said ATM switches; and
means implemented in said control processing means for returning said modified
second setup message back to said originating ATM switch, said ATM routing protocol
setting up a signal path for routing said ATM call between said private network caller and
said recipient, said control processing means further comprising means for validating said

unique private network source and destination addresses associated with said caller.

12.  The apparatus as claimed in claim 11, wherein said ATM routing protocol is a

hierarchical message routing scheme.

13.  The apparatus as claimed in claim 11, wherein said ATM routing protocol

functions in accordance with a PNNI protocol.
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first ATM switch includes a designated transit list specifying one or more switches

interconnected for routing said ATM call within said shared ATM network.

17.  The apparatus as claimed in claim 11, further including means enabling overflow
call routing by determining alternate addresses when said modified second setup message

cannot be routed through an ATM switch.

18. The apparatus as claimed in claim 11, wherein said interface means generates and

routes said first setup message in accordance with a UNI standard protocol.

19. A method of providing private network message routing services for multiple
customers within a shared ATM network having a plurality of ATM switches
interconnected by links, each ATM switch adapted for routing ATM call traffic within
said shared ATM network in accordance with an ATM routing protocol, said method
comprising:

(a) generating a first setup message corresponding to a call initiated by a private
network caller at a source location and routing said first setup message to a first ATM
switch, said first setup message comprising a unique private network destination address
of a call recipient;

(b) converting said first setup message to a second setup message having said
unique private network source address and said unique private network destination address

included therein;
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(c) routing said second setup message from said ATM switch to one or more
intelligent control processing means and interconnected with said ATM switch and
adapted to recognize said unique private network source and destination address of said
call;

(d) modifying said unique private network source and destination address included
in said second message into internal source and destination addresses recognizable by said
ATM switches, said step of modifying said second message further including the step of
validating said unique private network source and destination addresses associated with
said caller;

(e) returning said modified second setup message back to said originating ATM
switch; and enabling said ATM routing protocol to set up a signal path for routing said
ATM call between said private network caller and said recipient based on said modified

second setup message.

20.  The method according to claim 19, wherein said enabling step (f) includes
implementing a hierarchical message routing scheme for routing said ATM call between

said private network caller and said recipient.

21.  The method according to claim 20, wherein said hierarchical message routing

scheme functions in accordance with an ATM PNNI protocol.

22.  The method according to claim 19, wherein said validating step includes the steps

of: -
accessing valid private network source and destination addresses associated with

said caller; and
comparing said valid private network source and destination addresses with said

private network source and destination addresses contained in said second setup message.
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