WO 2011/ 018764PCT/ 1B2010/ 053638 1 AUTHENTI CATI ON OF SECURI TY DOCUMENTS, I N
PARTI CULAR OF BANKNOTES TECHNI CAL FI ELD The present invention

gener al | ywoebatmssto t he aut hentication of security doceoenBmi10/0H33638
particul ar of banknotes. Mre preciselly, the present invention relates to
further inprovenents of the invention disclosed in International

Appl i cation No. WO 2008/ 146262 A2 of June 2nd, 2008 entitled 5

" AUTHENTI FI CATI ON CRUdHENML] HoA BN AENGECURITY ABPCHMENTSE BANKNOTES' (whi ch
claims priority of EuropegppRgis NRRO 07109470. 0 of June
1st, 2007 and 07110633.0 & o 3 nane of the present
Appl i cantp 6]: THE | NVENTI O\I Reference is made herein to the
di scussi art made in the 10 above-identified International
Application

008/ 146262 A2 d | h f. Al
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I nternational Application No. WO 2008/ 146262 A2 iS thereby incorporated by
r ef er encéelaies ttg fuithier eimproygmratspobsibet inviepdiani disclaged eispdaternatipnghde wi t h

a view t I ove i sc ati

Ao 1 cat PIRENH 0e) TORIRE AR o T PREENTCRR  Chffed,
generd HAUTHIENTIEICATEONI OF ISECURIEY oDOCUMENTS)EN | PARTIGULAR OH hods,
uses and devices disclosed in International Application No. W 2008/ 146262

A2. 20NoRANKRE TSRSy (Whisharlairgs @ri%it\br@fsEHfOﬁ%HtﬁtQm Applieationsy Ngg- an
| npr oved d’f‘%b@ﬂﬂofooéf ﬁiﬁ'ﬁ“‘ %d?hﬁné“étﬂ?g g?.b;&nf néﬁé’“@dﬂﬁ%‘iﬁ?%@%ﬁhﬁa I n

parti cul ar banknot es ich'1s nore ro can efficiently drscrimnate
f eat ur es ghthenpebenbppplicathtor ot herw se provi ded on the security docunents.
In particular, the present invention is ainmed at inproving the 25

di scri m rBACKGHREBUNEOF THRYJNVENTION ed textures and nedi um or

hi gh-quality conmerclal offset printed textures. WD

2011/ 018764pcﬁe1<§%9é9/|95ﬁ’&§;8h8rem to the/@fiscRia8lonest Mebisr éﬂ?%éﬂ@ﬁ?me

invention is to provide such a nethod that can be conveniently and
ef f i ci®ntabpverigeriitied: kderinatiangoApplisiaéiodeNMpc ¥/ O 2008/148268A 2 iamgl, taa it ot her s,

are achi eyt (AR InbR:S RiUhLogenIal bARGRIEY k8. ERRFITTe Bl

Application No. WO 2008/146262 A2 apply equally to the present invention. The
content of International Application No. WO 2008/146262 A2 is thereby
incorporated by reference in its entirety.

15 The present invention was especially made with a view to further improve
the invention disclosed in International Application No. WO 2008/146262 A2.

SUMMARY OF THE INVENTION

A general aim of the invention is therefore to further improve the
methods, uses and devices disclosed in International Application No.
WO 2008/146262 A2.

20 More precisely, an aim of the present invention is to provide an improved
method for checking the authenticity of security documents, in particular
banknotes, which is more robust and can efficiently discriminate features
printed, applied or otherwise provided on the security documents.

In particular, the present invention is aimed at improving the

25 discrimination between intaglio-printed textures and medium- or high-quality

commercial offset printed textures.



5There is accordingly provided a nmethod for checking the authenticity of
security docunents, in particular banknotes, wherein authentic security
docurnent swoanmwdismssecurity features printed, applied orcotihBnwnzse3spr ovi ded
on the security docunments, which secukity features conprise characteristic
visual features intrinsic to the processes used for producing the security

docunents, 10 _the t hod c rising the step of digitally processing a
samp ¢ | rge gt épgf@éﬂmdﬁg&@f%ﬁ;ﬂ’qgﬁérﬁ& p&v?qer@;@_ﬁafrae%o?fthag
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deconpositf BRPERI¢HEAU DRyl e i mage i s based on a wavel et packet transform

(WPT) of the FABR & hE&Hingly provids ar sheftbd foradharfirNirRosaMenaaRodi ment  of
the invention, the wavel et packet transform (WPT) is a two-di nensi onal
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approxi mati on node and detail nodes, and |ooking for the detail node wthin
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But hent | ELtgENcatesh \yHisly reion of Ierest SnroraRessaR-Adeash Rart of thersepsnsac h

device c 98RHsl 5 IR t SlBEkHibANGLC tileVi ce
with int gg?@*?%%%%g@ gcﬁﬂ‘%%sﬁ n capéﬁglﬁfy&_suc ﬁlsalbgosr%?%tIbpk_le())neﬁ.g-J WO
2011/ 018 BanRla/irBRELOy05BeR8 of wavelet Aransfotrai (VEd) icf thiee sagwlerfimageel et
packef_ transform (WPT) f.or fhe authentjcatign of security.docunents, in
Par 1 Ul AR dpeaentioh, b BmBoyiad oh ik Bamhe Maed ibFere Hhcbet f ng
securi ty jRaletREkBt iratsierm AP T)est tRé sahipts Whage provi ded on security
docunents, in particular banknotes, 5 which security features conprise
characteristi ACOO@lm td antagvastageous esniodiment of ﬂfﬂ@d@é@@é@nuw&mlet

G gi tal 1 PoSREL S8R, (AR o OFpERORE, SRBRLAYA, bRVeRt cRbLs, of
the surfacemstdrma (2BREIVIRTE dog Liseptefersiblic basedi on af inod@pkse wavelet ect ed
to include at | east a portion of the security features, the digital
procedki MgckaiciraRgfagn10 perforning a deconposition of the sanple image by
means of wavel ety i.r o] [ H]fq Msidd on of
t he sanpl e |m||ar5ethfss%{s?§rrn ?%%%’ﬁ%%@%éaqﬁogaﬁgte et ga%klet érjg:?l@f _o_rmc%({/\PT) of
t he sanpldecomgpgsition of theAdampleajrages ieioba dvameaieispatkedt ecaloomprisoiguat ons
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DRAW NG R S B e, 08 eI 08 I9KEGHOT TR BRIAIPdg |
appear mWiﬁ]ir‘F'tﬁ@rv&é&zeﬁét%‘édl@@‘#éwtﬁdﬂ%d‘sOiHeOH!gﬂasﬁﬁﬁ@#nﬁéﬁﬁ)rﬂééﬁtbhf?tswh of
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non- ragst determiraléxaip ladvaniagepusly shasededn by spkealledt besideraochvdlgardithim whi ch:
Fi gure 1?8‘3%)6‘ greyscal e scan of an exenpl ary banknote speci nen ;

There is also provided a method for producing security documents in
accordance with claim 14, as well as a digital signal processing unit in
accordance with claim 16 and a device for checking the authenticity of security

30 documents in accordance with claim 18. Such device can advantageously be
implemented as a portable electronic device with integrated image-acquisition

capability such as a smart phone.



20Figure 1b is a greyscal e photograph of part of the upper right corner of
t he banknote speci nen of Figure 1la; Fi gures 2a and 2b are enl arged
vi ews of wbeotiznkmet e speci men of Figure 1 a, Figure 2bpconBmapossdisng to
the area indicated by a white square Bn Figure 2a; 25Figures 3a and 3b are
enl arged views of a first colour copy of the banknote speci nen of Fi gure 1
a, Figure 3b rrespondi ng.to the rea i ndi cat ed by whi t quar

Figure 3a; Also %‘“&gr@s e Used © bW%Yeéeterﬂa&L@te&ra\?ﬁ&KE] &Y\fPﬂ g‘t’ coI our
copy of ta@%érﬁi&gnaﬁ%f §8§;C1dt?%'609ﬁ1eﬁ'té3% BaticBlarDBiknGiAb corresponding to the
area indi cat e square in Figure 4a;

2011/ 018764PCThe8120519V305|®©8819¢I a metho#ifgudetdsting secsicitye fagtturesi ptinksty at i on
of a two-di nS|o t.ree- strutured ve| et Packet Tr nslformgvgg) W th
three tr&¥PI'g %%r 6?0063%&68%8 i BRCYTEY HOSHMENES. o RA CH‘éré’aQ HeYrat i c

i I'lusty atwméh %%cér@”%a%r@@%rﬁﬁﬁée §thdctérf§ﬂér\h§unél_féa%é@hﬁltrlneﬁcfb?ihe

Transform (" i npl enrented as a | ter ba ; Figure 7 shows the
nor mal | zélﬂ0¢ﬁ9§6§gJ%@bf0cﬁfperv@ngtth@cﬁ@DﬂrlM @mwnemtSauthe meiged ¢ompising and a

the 1 nvents Sipeof digRahybiEek bl SaBble ndbe P ol oREIRER! T ee”
deconposed tAd sacaoe @fmcérﬁmdatée@éc@h@mtc IWhﬁHnggléﬂﬂmf GrﬂBﬁéstll@ sekewdiance with
a preferred enbodi nent of the inventio ?ure 9 illustrates six

di f f er entnGivdeablpasba pertian ehike S&C@rlwgaatre@rm@tdlgl alirogaseig BCiMding i ng and

that fip lw t S e t pof r l es ;
15Fi gur e%fgr% @s?agr am'l d:f} r(gt ﬁﬁ% % eblllbnt@?agl agsm?r%@‘gl hﬁgégﬁgggg

di st ance t@nstdren (WX) ofﬂm sdmplegomaged Theidecechgogitiont afghe aaprpl@image éd by
medi um and. hi rcial offset printi ; ., Figure 11 is a
o i e AT D24, o & aiRle ackek rmne oy @HeTLotiBeisernnte imAodr © he

sanpl es after ap t R 38 the 20
statistical dﬁgt ?ﬁ%@?lbgﬁ %ﬁﬁtsﬁg%mh/a%/retﬁeﬁgg ?cﬁ%t S r?gﬁftl%gﬁ%ém t he
deconposinatter ajfthe depsaaghteclaimege according to the invention ; and

Figure 12 is a schematic diagram of a device for checking the authenticity
of secur iBRIEFODESORIPTHONADHITTHE DRAWINGS hod of the present invention.
DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON  The background of the
preserg i nvenUteér Rhaires fananadzatadseoiigiel prieséhieinvention will appear more

clearly from reading the following detailed description of embodiments of the

invention which are presented solely by way of non-restrictive examples and
illustrated by the attached drawings in which:
Figure 1a is a greyscale scan of an exemplary banknote specimen ;

20 Figure 1b is a greyscale photograph of part of the upper right corner of
the banknote specimen of Figure 1a ;

Figures 2a and 2b are enlarged views of the banknote specimen of
Figure 1a, Figure 2b corresponding to the area indicated by a white square in
Figure 2a ;

25 Figures 3a and 3b are enlarged views of a first colour copy of the
banknote specimen of Figure 1a, Figure 3b corresponding to the area indicated
by a white square in Figure 3a ;

Figures 4a and 4b are enlarged views of a second colour copy of the
banknote specimen of Figure 1a, Figure 4b corresponding to the area indicated

30 by a white square in Figure 4a ;



25 security features printed, applied or otherw se provided on security
docunents using the specific production processes that are only avail abl e
to the sewonntioiprednter, in particul ar intaglio-printedprCeaBzmess3essxhi bit
hi ghly characteristic visual features4(hereinafter referred to as
"intrinsic features") that are recognizable by a qualified person havi ng
know edge about the specific production pFoc ssgs 30 .i nval ved.

2011/ 018764PCTIOME P16 Bssbiegnaic illustratigg, of gy § wgeraﬁ'%r@légeeoﬁtrwureor ocus on
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however be appreciated e sarre approach is applicable to ot
i ntrinsi devadg)t;ures of banknotes, in particular line offset-print ed

features, |et ri tedfe ture an/or op ctive, 5
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for the purpose of authentication according to the invention and

furthermore gFigeire Heshews the armelizathinistpgrasesp et wavelet eefficientaoffact t hat

shar ol y- DR (R0 PARF £ Toltfafid ofighf BBl tequrdr aeh &' P& AT 2a°
process fgwmgd@@run@ foltBelimidritioni ; c features that are exploi ted in the

context of the present invention. gure la is a greyscale scan of an
illustrative BigMRoBe Sﬁﬁé’él BN 'rlcoémﬁl%dlvﬁh@ebo'?@%ﬁtt Teee JG?%“%?% whi ch

was Wd’dlé%‘émogih’%'rtg%ce t@%hcﬁ%@g CO"BIBEE\[)‘%E%E OB Aty a IieferR@knOt €

speci nen using a i'on"of printing and processing
t echni quesnisqimieht of the iheexidioot . production, including in partl cular line

of fset printi for r|nt|ng herrutlcolour background 10 of the note,
i | kescreen prit yflkslais bix ciieTopt PEdief,eviira i 4TRICTSREEFRL O

| el udi NGnaglio Sirfhgaaith AAAE AAGE et A Ofs & BAXLAN cdhstitl@l b S4RBPI NG

t echni ques for "app g|ng optically-varia evl ces, |nc? ing a strip of
mat eri al expeBMmenhsayiptas opti cal | y-di ffractl ve structures extending

ically al h h f
Sehertiti cai by PRSI0 B BFord SR PRk G s By iash Bistance
printing of e RiHtMels FQYRr RbrihftidAigy itadl) bty 4dd b9 Médium dnddhige- t he

portrait 41 of Jul es Verne, etterpress printing for printing two serial
nunber s 511Ja|l6’2130f@m@r@)a|r0ﬁ%fhDﬁgt"‘ﬂ@r varni shing the note with a layer of

protective ZSFYqiferQ'ﬁhis al WA 18R EBAcd iiluStraling RS Q¥b&REatdd N 2

mar ki ng 60 on
of the samples after processing based on the variance o® and excess C of the

20 statistical distribution of the wavelet coefficients resulting from the
decomposition of the sample image according to the invention ; and
Figure 12 is a schematic diagram of a device for checking the authenticity
of security documents according to the method of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

The background of the present invention stems from the observation that
25 security features printed, applied or otherwise provided on security documents
using the specific production processes that are only available to the security
printer, in particular intaglio-printed features, exhibit highly characteristic visual
features (hereinafter referred to as “intrinsic features”) that are recognizable by
a qualified person having knowledge about the specific production processes

30 involved.



ri ght-hand side of the specinen, which marking 60 is applied by parti al

| aser ablation of the strip 30 and of an underlying |ayer of offset-printed
i nk (not weferiengmd). In the illustrated exanple, the pectrnpoodBesst oget her
with the vertical year designation 2004 and the pictorial notifs

surroundi ng the portrait) a Iogo 30 of "KBA-GA ORI vvith t he Pegasus 42,

i ndi cati ons EE g a3 and " Speci nen" ﬁp and tact atterns 45 to 49
on three corndfg BHOWRY AisCUSSIAR "gﬁ foRes ANy ﬁﬁﬁ'&(s§| 'nér I deRWFRHd si de
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Phace. "1 OtoRPrnted: alitess ReoPeis BB A B A P B e "
produgsed s%cﬁh@@t'lrﬁ@?bs@lt@rdfrﬂﬁé E&t@%ldﬁ RERSEESY cﬁﬁlé'opcﬁiﬁrﬁy tttéSA@Iiéﬁht ed by
the present Applicant), each printed sheet carrying an array of nulti pI e

banknot e t@y@cﬁhwmsth@amtaghm@uated features are yeryhwell weited ipritheenuspgseat i nto

or eyscal cURAtEANE RCERECing FeRIRE Ukl RRNBARSE dvs ghEHleBh IS 2c i ron

of Fi gur ghiglissdupaicizdlylduedoeht ¢sctdra@intadliberintihg@nadtay thet@itihgas vefy
"KBA-G@ ORI" with the Pegasus 42 and tactile pattern 45 which conprises a

set of pdingl high rleﬁﬁt%loatando?h%rpb/rwrt@éig@egtegn@dmag}uodwwng@.tra@e\f,@r@@ t he
regasty Hreieh® SRRLESYEH bRIdUCIRIIRS Ritdsie atfed Hairt ‘%’Ef@ ed Mt aglio

printing as wel arpne eprln can clear e seen in this
15 phot ogoafext of the preSegtiineedtion.s a nore detailed view of a | eft-hand side

ortion of th ortrait 41 of F ure a rns 20, 21 and 44 being al so
oty vi si bl S H s @ Susysceld)ren 8 $§ ilﬁtat'warwrtﬂt%ﬁpawae%qugre

portion (Pbw ﬁuﬂi\pef-tr “B?‘eé%% Vrfe lwhicRfw rdHUchaderg;lthe"%a—‘rhz are

portion is illustrate ite square |n |gure Figure 2 shovvs
sonme of thyetheharesené rApalicant. nthis rmrtknb@tspeemeﬁ 1t hasi proaigiced wsing e ns

tjtuting.t t 41. Th f jint t R.O.I f
cobechenendibAlr Sor eRioting s ande B s deehMaier Saftill o Fikaol ar ea of
t he docurﬁa@auctmt mmuduhgsﬁ ?)Ohwaﬁlh@/\@fféét%nrﬂm‘gufo?@ﬁiﬁtlﬁ?QﬁeQﬁulh@@léuF han 5

cn? is already sufficient he purpose of the authentication. 25Figures
3a, 3b amchgroumﬂ H ef theenelealsik- Bﬁ@@@sprmtm for privtirg @ptieally2variate 41k t wo

col our e mélU&nQar%ﬁBto? as@%tﬁls%@ré BN & £s8RR %1afon"lﬁéﬁ1 rfgc’p' ©s

wer e pro 05|n el i Al our ~copying eqU|pnen I n eac Fi gures

3a and 4aechm@@l¢mrcztmﬂlym@ldpacamuaaﬁablel@hd@atces Iriveudhog aeatrjpruilmgtemagl on of
interest Ro.l. of the portrait which is shown in enlarged view in

Fi gl 59 Gafing opficllediiarive sirvRires pYendigoarticalnalong the RelobHof

Figures 3@e panknote (which strip 30 is schematically delimited by two dashed lines in
Figure 1a), intaglio printing for printing several intaglio patterns 41 to 49,
including the portrait 41 of Jules Verne, letterpress printing for printing two serial
numbers 51, 52, and varnishing for varnishing the note with a layer of protective

25 varnish. This banknote specimen 1 is also provided with a marking 60 on the
right-hand side of the specimen, which marking 60 is applied by partial laser
ablation of the strip 30 and of an underlying layer of offset-printed ink (not
referenced). In the illustrated example, the portrait 41 (together with the vertical
year designation 2004 and the pictorial motifs surrounding the portrait), a logo

30 of “KBA-GIORI” with the Pegasus 42, indications “KBA-GIORI” 43 and
“Specimen” 44, and tactile patterns 45 to 49 on three corners of the note and on

the right-hand side and left-hand side of the note were printed by intaglio



3b was produced using an Epson ink-jet printer and Epson photo-paper. The
second col our copy illustrated in Figures 4a, 4b was produced using a Canon
WO 2011/ OwB261RAI761B2010/ 053638 7 ink-jet printer and necraB2pepss3s A

hi gh-resol uti on scanner was used to séan the original specinen and provide
t he necessary input for the ink-jet printers. VWi | e the general

vi sual aspect of both, col ooks S|n1 o the or| speci nen,
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| n | Na
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o oo A& Badstod (R K B Tndtt SPRERTTY et fodlised an&hfs tfe ol early
di fferen i I I SH e 2b.
e 1 1o o B R B e e e T 562 2
concer ns painted Baeetdednying @nhamay iof sullipledranibete spegimansoi@ghs ussihitr d and

Cpect men iy eF i s RITEN LS rBRIAETACF o eCbrtr B hAai f e

bel ow di geossgson wi Il deal with an 15 inprovenent of this preV| ous net hod.
As hinted above, an intrinsic and characteristic feature

intaglio-pri nﬁgyr%ath &3 r?SQW%ySCﬁqu@hptqgﬁagh qfht@ehp@persﬁghbﬁ@g@ro@f thee print,
wh
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aut henti cat'ed, such as t e Vi ews o Fi gur per@orm ng a
decorrposuptnntmgoas twell ssnfliee shamyessyohdlagproft cavadlasdriyt besseerarisf isn (W) ,
and extra t:']cgqq rﬁpresent ative classifying data from such deconposition. The
gener pﬂ?'io of wavelet transform (W) as applied for the purpose of

checking the ﬁtgdne@bnelatryaoeé deRABE vidlv P& YSRRbhdistdEbRIBRI ofehy P@ns&ussed in
| nternational application No. WD 2008/146262 A2, the content_ of which is

i nCﬁr por &ileof fh@ue@ fappatems: 3hc! iandi44 beingi alse parhomsie @ EtgL:rg 28).
t t t
o o el A BAP ARG Rl S8 A ABn RGN oIS LIBE 1 o1
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2011/ 018764PCT/ 1B2010/ 053638 8 wavel ets. WIs have advant ages over
tradi4q o FigHIei Sh?‘é(ﬁsspm% the CW%&P@@HW%”?'&H@N%% Ohifee itadlia s t hat
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Fourier transformi1s no e assim |l ate I ndeed, Fourr er transform
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;23' (czlfiglt Iﬁ%l%];)sﬁm%t %@%ggéeg@%a'éﬁe' shgﬁﬁﬂ?qcay s&r? néeegFeaOfof Itess tl!tan %e M thout

is already sufficient for the purpose of the authentication.

25 Figures 3a, 3b and 4a, 4b are greyscale images similar to Figures 2a, 2b
of two colour copies of the banknote specimen shown in Figure 1a, which
copies were produced using commercial colour copying equipment. In each of
Figures 3a and 4a, the depicted white square indicates the corresponding
region of interest R.o.l. of the portrait which is shown in enlarged view in

30 Figures 3b and 4b, respectively. The first colour copy illustrated in Figures 3a,
3b was produced using an Epson ink-jet printer and Epson photo-paper. The

second colour copy illustrated in Figures 4a, 4b was produced using a Canon



Wavel et theory will not be discussed in depth in the present description as
this theory is as such well-known in the art and is extensively discussed
and descrwbediiimsmever al textbooks on the subject. The iporaBmdo/esscsseader
may for 10 instance refer to [Mallat1989] and [ Unser 1995] (see the list of
references at the end of the present description). The pyram d structured
WI di scussed |n Mal | at 1989] and t Shl ft invariant WI di scussed in
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in the foll owm ng. As di scussed above, Security prints |ike banknotes are
mai nly prebdetses pye nph@s sharpbt definad as p‘r%@sormnaitsra@glmm(seealﬁlgum:ab) on, and

banknot o 76 fiabiifess, SPEEMR L eRITolT b Smst el e shoBief ab iy an
ori gi n andsureansheé tinkgetgpaieng p'fcb‘tﬁ‘asl@ramlthg et feo of Qlﬁetﬂ@@amonarm uses a
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printing nethod see [ Schaede20Q6]). Since inta roces is used to 30
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hori zont al det rﬂ% s, and cad the diagonal detal where 1 1Is
decorﬁﬁo3|trtar1@forrm\,(WT)ananqi exteaciinge repnesentatizo Aslashifying i dlatmi gmme 5u¢.m| ch

shows a t tree-struc Wave e ansformw th three
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first de&l@@ﬁﬁﬁpéé@@f |cﬁté@lk|ng &ﬁé%lﬂhérﬁt&ﬁty' @rvgécu?tﬁi/ RlocLftntod bxﬂa‘hswely _
approxi mati on node Ato (] 0, first node) and three detail nodes cl/, (

=1, secelirpusee@)in lelamatignat applieationdNeo NP, 200841 46268 A2-the, condant Af node) .
Then 25 636l ROAGoASoPatel Heteih by btdrbntd iftfif ehiftrety Of the second tree |evel

is further
30 A wavelet is a mathematical function used to divide a given function or

signal into different scale components. A wavelet transformation (or Wavelet

Transform — hereinafter “WT”) is the representation of the function or signal by



deconposed (i =2, second deconposition level, third tree level) in sixteen
nodes (j = 0 to 15) A2,0, CVvV2,1, CH2,2, CD2,3, A2,4, Cv2,5, CH2,6, CD2,7,
A2, 8, Cvaxe,200HAsHO, CD2,11, A2,12, CV2,13, CH2, 14, andprcDaBiGo/05Bazs
majority of existing texture anal ysi s8nmet hods based on two- 30 di mensi onal
WPT nmakes the explicit or inplicit assunption that textured inages are

acquired fromth vi ewpoi nt (see [ Coi fnmanl199 .. In man racti cal
appl i cat "FYEIGt. ie\éﬁglrrﬁ‘EWGt qdygpages) é’VfL'B Hﬁgﬁpﬂalt f#@rlqrmt&aaﬁr%%.s Ther ef or e,
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< S0ai n Whe OESpEOL bl Fedem “TRENolUOR s g [RPRRaiy sty 11~ |
vari an grefeisetepiRe Hiatd epeasumi mEnesod dinheMalidvaint WRlkial fequahéer nat i ve

approach described by [ Shensal992] yields to a shift invariant transform by
om t t i ng contend ehiaimAge gvitheué aoy distinetion R gegarsistscal®-den of this nethod is

t he high ' I t. [We]s J:
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shift i nearthnthedRTislds §ach WEIIWAGWN inathe RIroARS édlextehsivelybdisegbsed dre f act
that an arbitrary signal trans|lation of A sanples is bounded by nod(A, 2)

|
(where noesriged deseyaml dextbpeks onciier sebipplduing iieresteshieasiesdnae oF t he
( ShRATS grsonc f A .
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representation can € decomposrtion of a nons
ver si on, ethelf iohettiebpresgubatdesasipfidn). ahtie [Bjrahtd ettumturadd WAT odiseysseell irshi f t ed

ot ai | nobbafiBol ind W AR Jatarlashad: dbavsasth i linpcifal iR toess by
ar b1 1 or ey e 60 FrBhihe Walk ol baol aubssh sl pls 1 2

hi ghpass wavel et Tilter, respective see [ Mall'at’198 and
[ Daubec hiitesiogiphint fradgeenciesaoihewnickle tieqlienayescales.or mat i on content is

identjfied on_the basis 25§ﬁf 6niﬁformati n_cont ent criteriPn_ﬁv\{ricﬁh will
be di stussed H-Qroéﬁeﬁ%qm%F'?'S g ﬂ?ii’ Ié‘? P V?@HOM?léetfsuﬁqﬁ% Y HB Y er si on
i s upcastwalélet pa@ﬁéttTT@s_fdrﬁil derbmaite N OWFEY RGAEH id RROWA &Y 8lidiPTh i to a

fast execution tine. i npl enent ati on of a one-di nensi onal SIWPT as

filter bank(ses for instance Kehang1€9g1r dhe. usasoiitli inide, particac roptexkof evel a
o o e sy AT LS e P 3 TS Hiosea
in WO 2008/146262 A2 as this will be discussed in the following.
20 As discussed above, security prints like banknotes are mainly produced
by line offset, letterpress printing, foil application, and intaglio printing.
Especially the latter technique plays a major role in banknote reliability (see
[Dyck2008]). The term “intaglio” is of Italian origin and means “to engrave”. The
printing method of the same name uses a metal plate with engraved characters
25 and structures. During the printing process the engraved structures are filled
with ink and pressed under huge pressure (tens of tons per inch) directly on the
paper (see [vanRenesse2005]). A tactile relief and fine lines are formed, unique
to intaglio printing process and almost impossible to reproduce via commercial
printing methods (see [Schaede2006]). Since intaglio process is used to
30 produce the currencies of the world, intaglio printing presses and the companies

who own them are monitored by government agencies.



WD 2011/ 018764PCT/ 1B2010/ 053638 11 content criterion, one version is
deconposed further, whereas the other version is discarded. The
above- mrenwpanadi1gmstthod was excl usi vely defined for one-@CcraBRI@NEBE3sSI gnal s.
In the context of the present inventi®n, the SIWT has 5 been nodified for
t wo- di nensi onal signals such as images. The resulting two-di mensi onal SIWT
(or "2D-SIWPT") first dec oses fouge%ifferent shifted versi ons of the

[

np . .
rel evant _node.' @é@@po‘ccﬁ‘ngrﬂ PIPERIANG A ﬁ?(ﬁtwq%ﬁ O_(f:HHte‘gll'ﬂ te TRIRE Gt of the
four ver %e%&a@aé%ee'a%%gflﬁgi gorﬁngéee%aaﬁntr 6§é§d¥3‘f"’fr¥eﬂuéﬁ&e£‘.‘ thsetore,

information content 1s turt conposed. According to experinments which
10 were dlashowd beupgssiltierte desecidheint with NP . iFor filatpureoss albidw featered
quality between the shift invariant WPTs, i scussed t he WPT
anabl 65 FXERIOD akarRtreldHaRl Bbes of dagarmalets Ve f G5 1TRRAI0LE S oo
Hoveves , prbpdsddICh eBaIbAgs ABC B AshidoWh lappebactdae aRdmbas 1 dipmea (or

subi mages) grows exqunenjtl ally. This lowers the 15 execution tinme

consi der deflyncand shiftrddvariot i@ Baid indadamie WP helhe @lgardheodeeemnpases on t he

innecess 116 P R, kit Packet To5e BEb IR 10 B dlkfioh i 1S RsHH op
| nst ead ifirstirdepstatistigzd Manentsof Wtietetwdeffitigss whi ch provi de the best

spatial frequency resolution and the |argest 20 information content,
respectivel y. ThReWN&oisea genesnlinatigntdf thepplasserlely Tewbisin msansdhat Ret

cri £ oy ognh} dBel"BppIABEERTRGET 1RGRERG,Sad) B Be8" TR | BTa T \oiH

[ Chang199&quehdy ﬁagﬁpﬁﬂb ,sidr@biafregaieﬂ:éﬁlbbse@ $oed {)?.ll%@f EDOEM?WQ%O@S]Jlftairdt o
Wang2000 e the en or, the average energy of an I mage for IS

bur pose. A ERrsuBerea T s BhemechETRER e lauge 5o tad dSIBPaRan acs: fy

di T er enlor 4RO UBoNE HERTRId RERKNRIBRItOR SThtidl ARl hiBR! dPatial mebBdndPxt ur es

printed by the aforenentioned printing processes are barely

di sti nguisshieisl avhiéntarepyobrdenoenppseasade dihee ichasdicahr@ Tdebugnéal it tespar at e
di ffefg{nt t ext ur. nd,cannot di Sfl‘i m nat sat i sf.actor

i S E cihem W t h 38. |
resul ¥, CRAGAGPIEREL e, FEAUSRRY isgaler, dre, Gollkd 1alesrpt, PRiagigs B e dekt ur es
are di ff ee@BmpoRitioRdleVelHiPia$ pabies réricbinpdsed il dheSasETbkifttionesade
respectively. In particular the discontinuities of intaglio printed
t ext ur es Airanchihree deRibwdes0a\d7 e4Hhcmd BRo1oVosawesents the yedinat datadlsnpar ed
to those @f j PrLLALS. i S, r a d 1 ne t he
vari ance Cg_;ﬁ’dﬁt? e (Ser%g@@ Q%{%I%é av-Haa‘veCi et fﬂﬁ:%e(ﬁag(gri]éeﬁn Epaz'é 3&@%@52@% %e
| nt er nat idecampaghiondavélamd\ahe Wod2Adndel6262 A2.
20 As shown in Figure 5 which shows a two-dimensional tree-structured
Wavelet Packet Transform with three tree levels, the original image, or “root”,
Aoo is decomposed in (i =1, first decomposition level, second tree level after the
root) an approximation node Ao (j = 0, first node) and three detail nodes cV1.1
(j = 1, second node), cH:2(j = 2, third node), and ¢cD1s(j = 3, fourth node). Then
25 each node A, cVi1, cHiz, and cDis of the second tree level is further
decomposed (i =2, second decomposition level, third tree level) in sixteen
nodes (j = 0 to 15) Azo, cV21, CHz22, D23, Az4, CV25, CH26, CD27, A28, cV29, CH2 10,
cDz 11, Az12, V213, CH214, and cDz 1s.
The majority of existing texture analysis methods based on two-
30 dimensional WPT makes the explicit or implicit assumption that textured images
are acquired from the same viewpoint (see [Coifman1992]). In many practical

applications it is all but impossible to ensure this limitation. Therefore, shift



Figure 7 shows the normalized histogranms of wavel et coefficients of an 5
intaglio (left) and a commercial (right) printed texture after a one-|evel
2DSI WPT awoandimgreto t he i nvention (see al so Fi gures 12pCo/BDienzseishe

rel ated description in International ®pplication No. WO 2008/ 146262 A2).
The hi ghly disconti nuous structure of intaglio printing yields to a
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the approximation and detail nodes.

di+1,2j[k] :Zh[l’l] dl—,j[l/l + Qk], [1]

divrp k] ZZg[n] d;[n + 2], [2]

i+1,2j+22i—1[k] => hin] d.;[n + 2k +1], 3]

20 rg g (KL =2 gln] dijln + 2k +1], (4]

Both versions are downsarr%pled and convulated by arbitrary wavelet
filters g/n] and h[n]. h[n] is a lowpass and g/n] is a highpass wavelet filter,
respectively (see [Mallat1989] and [Daubechies1992]).

The version with the larger information content is identified on the basis

25 of an information content criterion (which will be discussed hereinafter) and
further decomposed whereas the other version is upcast. The upcasting yields
to a nonredundant representation and to a fast execution time. The
implementation of a one-dimensional SIWPT as filter bank is illustrated in
Figure 6. As mentioned, in each tree level a nonshifted and a one-pixel-shifted

30 version is decomposed and downsampled. On the basis of an information



A novel algorithm c concept based on the aforenentioned informtion content
and stopping criteria will now be presented. Such concept is based on the
assunpt i oNot2bato1sTey t he tree branch which provi des thepPogaB2mpedscsd
frequency resolution is inportant forlitexture analysis. The foll ow ng
exam nati on 10 of tree properties leads to a so-called Best Branch

Al gorithm The detail nodes, gt? t he nanme sug%es[bs, contain the
specific®@ tedlétcé'iqr@cﬁ‘ ORSrEEP18Ri1S deeemprsed futhely wheteas BERIBE! ¥9:&#PN t t he
t ext ur es j@fRcaki they could be discrimnated by this information. The
appr oxi mation_no es of the nost left tree branch, the so-called

appr oxi mat i onTbeamﬁoveemanmmed)nm;etlncbm mas fexausively Tefineflorfoat boe-
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resolution of the whole tree. To speed up t he execution ti e,
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f
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eval uat i dine shiftihearisttaVPThr anch of the next decorrp05| tion level the node
wi th the highest jnfor n f th current t he so-call ed
best node. - hadSt 1SBUSTE @bRlga e WET@nais Bk B8Ue ChausiHREREENa0T t he
sane tre i t t ned by
The hi ghasyoi i RetRGho Siale O%Bﬁ“s"?imﬂ‘aﬁﬁh‘%%n BEaoSIBR gver

i npl enenttiae i mumbér ohendskest (@r aublmagegsd)rgmwsn exp@hentially. ThIS Iowers the
2011/ 8764P [1B2010/ 053638 14 orithm 1 Best nch orit
roqui 1. CHBALIRIITS Comgicerably andh BSipHPBGY RES |ty Bedh dsRey; B
cHi, 2, C@oﬂcéntré’t@o‘ﬁ ETOdt rblevant nowBiongy. (i | 0g2( MkM=16x16) and

, (finished)) (max(a(ko, c16, I, ,ca, 7)) {determ ne the best

det ail node cEDrlteXt@EB analysis at ﬂf’nelrsua"){ hewIeCasIRTY| © pahievefa tapmplete
Do W00 PZRER Trer, 1B Rodfof, R 6B MiBodagctlgif o o
nodes which provide the best spatial frequency resolution and the largest
20 information content, respectively. Therefore, according to a preferred
embodiment of the invention, the WPT is decomposed according to an
information content criterion, resulting in an incomplete WPT. Most known
methods like [Chang1993], [Jiang2003], [Coifman1992], [Saito1994],
[Wang2008] and [Wang2000] use the entropy or the average energy of an
25 image for this purpose. [Choi2006] applies the WT with first order statistics to
classify different denominations of banknotes.

From a global point of view textures printed by the aforementioned
printing processes are barely distinguishable. Entropy or energy based methods
are designed to separate different textures and cannot discriminate them with

30 satisfactory results. A different approach is thus necessary. Diverse printed
textures are different in their gray-scale transitions and discontinuities,

respectively. In particular the discontinuities of intaglio printed textures are more
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Figure 7 shows the normalized histograms of wavelet coefficients of an
intaglio (left) and a commercial (right) printed texture after a one-level 2D-
SIWPT according to the invention (see also Figures 12 to 20 and the related
description in International application No. WO 2008/146262 A2). The highly
discontinuous structure of intaglio printing yields to a weighting on middle and
high wavelet coefficients, whereas the histogram of commercial printing is
narrowly distributed and weighted on small coefficients. The best separation
between different printing techniques can be reached in this particular case, if
the tree is decomposed towards variance and excess, until the subimage
contrast is maximized. It can then be assumed that the relevant subimage
represent the texture in the best possible way.

In consideration of production tolerances and the digitization process,
textures could be influenced by additive noise. Taking into account, that noise is
represented by small wavelet coefficients (see [Fowler2005]), the histograms of
noisy textures are widely distributed.

Both aforementioned properties lead to a three-stage stopping criterion 1.
to 3.:

1. If the variance drops during decomposition, the subimage will be
lower in contrast; the decomposition should thus be stopped ;

2. If the variance grows at least to the same degree as the excess
drops, the small wavelet coefficients of the previous level will become larger;
thus the subimages are less noisy and should be decomposed further; this

criterion can be formulated as equation [5] below:
2 2
0,1-0; GG
5 >
Oi1 Cia
3. If both the variance and excess grow during decomposition, the

[3]

contrast of the subimages will be enhanced; therefore the tree should be
decomposed further.

est

| uti on
0,

end if

ssi bl e}

t



5 Algorithm The highlighted nodes are identified to be the best nodes
(cBi, cB2, cB3) of their correspondi ng deconposition |evel and the dashed
nodes ar ewohos@istssch have been di scarded duri ng deconpesiriBzno/oBass det ai |
branch of the third deconmposition |evBl characterizes the texture al nost
optimally. WD 2011/018764PCT/ 1B2010/ 053638 15 In the illustration of

Figure 8, it wil| thus he understood that the best node cB, of the first
deconposi ti oanHl)@Tm?'iexl")e”i‘es S eF @ AlIMage K §”]Elt"?[|§tf'?rétt ¢ EBRIFRBIE as

being th ! RS RS |
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and 5 cHirol saimplédossareplde Asnpaxinsequehey features coulchgehenaiable (see
deconposi tjon i =2),.0nly the approxination nho At o and the best
node o5, 16haRRLIYETH oteatt ol stiithof Bs StEld BPeRBitindid 58800
determg n%vwfmpé‘toPQiﬂg drigéisn.t o the best information content. As illustrated

in the exanple of Figure 8, further deconposition of the q%}Eproxi mati on node
Ato 10 | eads fonpeeingligpritumicoeonsiept Hisedsen ribeeafoBanentionsdse infedoaion

deconposicen B AVEstopbli) HiEnEXITRAR ob Wediiibe "3 SPatt e MasRHL s
bei ng t heh&oalssupi@tion deatt ahlyi B tthee dragemathidet gioviRiesetd tiezg Spaeial f urt her

deconposi tion of the approximtion node Ato, i.e. the node exhibiting the
hi ghest VEOGUEABY resaipinnels imporiaat kardextugr aaalysiss Thedaekowipgexamigaiorp

cVe, . t olelray . Inthis
exarrplﬁ:be, %ﬁﬁ# ﬁaerroﬁgglggﬁz%%#%al %%Ooétéﬂ?ﬁég%g g\?ll ousg@lobgﬁﬂéégézt node cB, (i.e.
detai |l node cDhe3jetait aodds,nag thd pacie $uygdstnmonsaihitbe spetificrordistaiis) 12,

Cv2, 13, cH2,14, and cD2,15 th ar.e subseqigihntl di scardei(d a% showp in
dashed | ich8EaCteristOgetray e xtiend heEriBrm RVen Thie textyregiarg)akin, Hhey Qould

appr oxi J g b gkgq,g i o

decorrporsriEHte: gi%c@g%tggrbfw%r ?Mﬁ%@gbqnﬁgse t)éiﬁgaﬁlr(r)l?ll g‘%% ggﬁfeé?mor?telef iC

node | eadeeetlranhb, thesso-calfast approzimatom leranch) containsondpndles lavh&eljesncynode cB3

f the third d ition.level (i=3) is. jdentjfied. the detail nod
ora, 1B caHPPARGE TREINET bR BratikizposSples i diRHisshefrencpftidy | M09
deconpositgirtiq@ds With theaMicPhtiBR donférteofcRa, appreéxintdiRnS@Ach ark&idH t i ng

t he hi ghest variance congar ed to the other detail nodes (cV3,1, cH3, 2,
cD3, 3, cppIXimahan cip@neh) shwuldhthesefpre dedohpodsed dar Ifegire exiradhps.
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further deconpgsition of the best node cB3 of the third deconposition |evel
does 4tbt infegmation gorisy ROt Ciastly exvacied ot o Ahe APPHRXIM@jipn nodes. For

2011/ 018 P E@Eﬁ% ; and ! i ingly
st opped. ?ﬁé rggé%rﬁlﬁ%(yp? e dé%léﬁlﬁogl%ghﬁc eo ?ﬁgu%?ﬁl ﬁgng\%{e% Iq%gag%?r‘ieégt ed for
f eat ure ehildect give.the best spaparfrepreancyragelulierrof dae hede drge. drndspeed

investigated with set of . 900 textures fabricated by the l'icant. One
par ¢ of Cieinesexsaiopr it ByaNladeRysi B rcRnials Bo HedlRL brag
prOdUCt'Q\ﬂttpfhesﬁééfrsbhﬁalq?&ﬂf@'@/%es&%%ﬁ'aﬁH'tMe%b'ﬁ&@h%%onW@n&{ Bglomprt of
the set was produced by comrercCial offset printing as used anong others for
news Ripem@spits ghildrgn Supporobader pdommation Beanf thet hest détaildweantimt bor the

hi gh-qual j t nd di al it ints he medi.um qual.ity i nt,s.being

af Poct ed glaffal ie HEla8dTantd o e Ar iy A binRealiy g 10
COMMEr Ci Elliig?m:!slt MfeEmhR BoRRNBbE tHateh¥ndiesél, fgy ssaNEY bR¥t ABdeNhadiged
human eye fromthe intaglio-printed textures. The textures are transl ated
and/ or r Gedneestigpted.rSACY thepxcessi efsuimpaesd at theosame|teacaleyekis aimest have
been sca 1 | Ut i : verted to gray
scale i n%gg'g!’%gegteéﬁégrngé%sgngée é‘lgtgprgl Pe@gﬁteqﬂéﬁ?%?é@a&ﬁ?‘h an i mage size
of 2%x256 pi Thbksfollswihg tdblelsunahadzeéd aFpossilde Impdemehtationi of fFiegBest 9, the
textures differ in contrast, latitude of gray-scale transitions and

struct ur SraeR MM | ustrative of the nost common security printing
structures produced by intaglio printing.
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textures 1 to 6 illustrated in Figure 9 have been deconposed by the
I nvari ant Wavel et Packet Transform
SVORM1/876ag t he so-cal |l ed Daubechi es 2 tap wavelCetiBao/03Bb3B -

see

[ Daubechi es1992]) and by adopti ng t hel4above-di scussed Best Branch Al gorithm

( BBA) .

For the estinmation of separation results, the extracted

features have been normalized to a uniformrange of values between 0 and 1.
Figure 10 shows the 25 inter- and intra-class distance between the
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Figure 8 schematically shows an illustration of an incomplete Wavelet
Packet Tree which has been decomposed using the above Brest Branch
Algorithm. The highlighted nodes are identified to be the best nodes (cBs, ¢Bz,
cBs) of their corresponding decomposition level and the dashed nodes are
those which have been discarded during decomposition. The detail branch of
the third decomposition level characterizes the texture almost optimally.



| ati tude of gray-scale transitions and structure. It has been observed that
the position of the best branch in the tree can vary widely fromsanple to
sanpl e. W002011018%68764PCT/ 1B2010/ 053638 18 Thus, the parPCiraBioas/03seske
position found by the BBA should not Wornmally be used as a cl assifying
feature. The execution time of the inconplete 2D SI V\PT based on the

BBA be defined as 0(10g2(N)), where N = NKM.i f th
mge. 5 it o EGEVRIon SEOlS Bok RAEINLs e, hodpswach el i Beet e ' ¢
| pl emente,i g thé of rst 'h%c% l?)na I&led! fiLﬂr @Qrdié@ﬁ#ﬁ'r\@deﬁ‘lt 6%hé‘r ﬂlﬁ¥trétF\PeGA‘)

The proposed i nconpl ete rren5| onal shift i1nvariant \Wavel et Packet
Tr ansf or mxam'pleilasdrelmg tha& node cbnthifihgribatdiagonal detailsr(ct. ddi.entheenadd t y

docunent s eci.al b knot es has de rated a very rfor nce to
achi eve. RynEHEEGUH honeahieRete PRBraTrR N e ol SneELGrRR 5t in
parti aul @H,Q)a@ﬂqn@tsgﬁ,e detsmpositioasdvel.s in particular hi ghl y sui tabl e to
robustly detecting security features pri nt ed, applied or otherw se provided

on security dbtifemest desamaesiianiavelet=2) wnhaihe eopaximeation modgedect i on of

dovi ati ortteh PeriipdtioE] B8 of BR! 88 et BRbEORTp M8 fob e oRiNEREt o1 cau
par anet ens detghiindevhisiedotio |eddy m:tmsr best ihfoematieh lc@hteﬂﬁl Adliilfistialied iron of
t he wavel et coefficients, nanely (see also Figure 13 and the rel evant

descri pt ita® exaEwR Of Figuie &doghengeeemposition of the approximatigniqdenfies i i c nmean
of they Wj?é/%stet]oefa%ﬁf ifitt oMb Sthe @és‘fchord%ffé J R0 the sbBorsd @bbéhg?&tlﬁﬁ kg, "first

nonent ewness of the statistical distribution wavel et
coeffici émtthis- exdmpier Hieabeeblnb@e iaB2sif athe sdeicond agedongpdditiom Navnsb(neﬁ) is - which

is a neas re Qf of the statistical distribution,; or -t he
Cari orr abeaned 5 TS e amaler e enich Hit 008 e attaning T

di stributy na?%l%?ehlstr@@ulﬂH?F?Rﬁﬁ f&’rfthéretfédérn?pcf‘s’fﬁdrfﬁf fh%napﬁrﬂﬁlg?%ﬂb\ﬁenédeﬁ ed

nmonents (I ncluding the varfance) be 'normal I zed to en e proper
conpari sdhoanel thearsdd iexhibiting die igheslugariannd demparistctonthet stheFiagiaie 21
i cal | an_,i, np of a device for.c t he

Ut el | GRS Veb it 6 docRith PR Baot PBAAPS DRRRABPELonI8valc IBr i ng
to the aheiyedessie] Rethericdethposhion éfefhbq&e(}i@ﬁ@ry' 98hd JesPPbueadB Sy et em 100
for acquiring a sanple inmage (inmage c) the région of interest
detail node cD1s) accordingly leads to decomposmon into nodes Az, cVzis,
cH:-14, and cDz 15 that are subsequently discarded as shown in dashed lines.
In the following decomposition level (i=3), only the approximation node
20 Ao and the best node cB: of the second decomposition level are further
decomposed to similarly determine which node leads to the best information
content. In this case, the best node ¢Bs of the third decomposition level (i=3) is
identified to be the detail node cHs 1+ containing the horizontal details resulting
from further decomposition of the previous best node cB: i.e. the node
25 exhibiting the highest variance compared to the other detail nodes (cVs1, cHsz,
cDss, cVs13, and ¢Ds 15) of the same decomposition level. In this example, further
decomposition of the approximation node Azo accordingly leads to
decomposition into nodes Aso, cVs1, cHsz2, and cDss which are subsequently
discarded as shown in dashed lines.
30 Figure 8 shows that further decomposition of the best node ¢Bs of the

third decomposition level does not lead to a more optimal representation of the



R o.l. on a candidate docunent 1 to be authenticated, and a digital signal
WO 2011/ 018764PCT/ 1B2010/ 053638 19 processing (DSP) unit 200 programed for
per form ngotzhe/idBiet al processi ng of the sanple i nage. Pha/IBSR/ABO3STAY | N
particul ar advant ageously be inpl enentsed as a Fi el d- Progranmabl e- Gat e- Arr ay
(FPGA) unit. The device of Figure 12 may in particul ar be enbodi ed
inthe formof a 5 portable electronic device with inteqgrated,

i mage- acg%ﬁﬂgr% PBA despRpOSItiop 18 @850@@1;§y SIRARCdpASIRTeS I the fetallibrange

appr eci alg thd fiild (608 i QRBMRISPRI TeREF bRYELoON can be applied for simmply
detecting security features (1 n particular intaglio-printed patterns)
printed, appl Exgeomeotshbave deepr carrig¢ddouinane dovastigatbot withna ssetexdf ) al |y 10
banknot es. As expl ai ped ,abave,, the classifying features ma

Convent eqpYirase fatikaras ita e, APBG, Ofe Ratl 25 Peotkt RS GPEHERYRH i i ng
the arg t hnabiic JiR@Rg d@s¥aforRe drédictidnnsf SKEUMYSdocuriéntsxe8sécialfy . and
the entropy of the Statistical distribution of the wavelet coefficients
resul t i ndpankoaieshéhe Dtkrrgemrbokihe sat was predusespy eommagesial offset primtinghal |

further |ated.t r-Q\] d .hati on of
an aut nedt G, I Bt ot BRwPBave aBinE My e bt e R T ERPE

cl assi f yidigdée attar leigh-cpredity and anebient iquiality pravitsNehes argulitidq@aizpdinkg to the
above descri bed nethod can be optinm sed by designing the security 20

f eat ur es being alfestac biye agditine eRpiseyp Hoth dhe ohightality sedp medivadusitt he
securidy : | W h t L Cl i ng of
genuifnqa é%@fﬁﬂegﬁfgsl'spﬂﬁe@‘ﬂ&gﬂ@ehs% ?%‘Eetls)gtd %ghbg?gﬁspﬁ{ %érg i@ﬂfﬁaﬂ‘&%t@@iﬁ eved by
acti ng orysdromithg irftaglio:pastedriekiudes dgrhentextlires apatraesiated hnd®r obthset
patterns, | e}ter ss patterns, 25 optically-diffractive Struéd)}lljvgjﬁs and/ or

r )
conbi nat if¥r ‘%"HQB@ owiRghfogproderion iPleransge-hl ey baye geen seapp 14 near or
curvilin s i (o i : i i re 2b,
woul d i nTasollfeRak 120BdpTEAA BRI BEAP comterFPIY ofdy scdleiRaGEs | The eak
i mpr oven@ansistaf beix nditferend tekiiredovidh das inape dsizebafd PEEXRS5 Wixdioas

departing fromthe scope,of, the invention as 30 defined. t he annexed

ci o k> "huisBlod i TN 0. As, et A uhEn S JREdTHPT SO RERR cat i on
princi pl %titad@rw%;abbanehmim AME sRUSEIES STIEY afe MOsiraM@corMat @iost ng (or
supposed to be 2011/ 018764PCT/ 1B2010/ 053638 20 cont ai ni ng)

i nt agl i o-09MMer&epurity drindingstiecluioe Rredueeddry ibtagipirindiBgby anal ogy to the
processing of Afilo}TREE 181 ARALP I ElquPE S hhld KEERIIMBRERIA >
characteristic visual™ features intrinsi (0] € processes 'use or

pr oduci ngfbdreenertioned tiwocdimemsiing) Shift paatinauaiveldtfacket Fedngparint ¢2Ds,
|l etterpress patterns, 5 optically-diffractive structures and/or
conbi4tht iBWE Dheising the so-galledhdiaubeshiognid dap W@l@és(?fg R thesee

statisti LSt ﬁgg n e it ralin g0 i -icﬁ‘é&% S n i bed as
a way to?gé%?%ﬁlééé a54| f%ﬁigbpeaﬁﬁgééfgpgdgoéy% ni ngS?ﬁe %%gsg’qo? textures
bei ng i nvdgarithat (BBANy ot her suitable processing could be envisaged as

R A T LR R LR R R D R
can ef fi ¢iopMbliYedtsaunfoRAtBngs HivARISSHTBBAD ARET. FRIIESIT Shdwes the
25 inter- and intra-class distance between the intaglio-printed textures and the
medium- and high-quality commercial offset printed textures, respectively, for
the first three decomposition levels (indicated on the horizontal axes in Figure
10). The dashed line highlights the corresponding decomposition level where
the Best Branch Algorithm has stopped the decomposition.
30 It can be observed in Figure 10 that the Best Branch Algorithm has
stopped the decomposition at the level which achieves the best inter-class

distance between the intaglio-printed textures and the medium- or high-quality



Qoviously, a plurality of sanple inmges corresponding to several regions of
I nterest of the sane candi date docunent may be digitally processed 15
accor di ngvbaotiasisaventi on. I n any case, each regi on of PCmIB2a6/D53638
preferably selected to include a highl7density of patterns, preferably

| inear or curvilinear intaglio-printed patterns as shown for instance in

Figure 2b ee als yre 9). ClITED LI TTERATURE Mal | at 1989] Stephane G
Mal | at | -cggnmg@,@ o?fgfat &npgrtgétgr%ﬁ WHR aga(ﬁgf 100%. T[he correspond]ng mtrg

Decorrposuda{%n ﬁN@é’ E‘dfehﬁeﬁf]é@lﬁm ahh&”mgh'%ﬁl%l\ép coF?rﬁB’r‘c?&It bﬁQ%tSSi?mFéH tern

Anal ysi s an Ine Intelligence, pp. 674
to 693 [textsmsl&gﬁ]mmlmﬂam nMostecasesTaith | eatel efsapprioxanatety 66% slé‘gpmnt ation

o R LA I Ry SERL IR 1B S A 57 oo Wl P 11
5 textures, it can be observed that the classes are narrowly distributed. Therefore,
on average, the BBA stops at the level where the classes are best separated
and lowest expanded.
Figure 10 demonstrates that the Best Branch Algorithm (BBA) stops the
decomposition for all 900 investigated textures at the level where they are best
10 characterized. In this way, the best inter-class distance is reached with a rate of
100%. Even if the intra-class distance does not reach its minimum in all cases,
the class clusters are still narrowly distributed as schematically illustrated in
Figure 11.
Figure 11 shows a two-dimensional feature space where the relevant
15 textures have been classified on the basis of their variance o® (along the
horizontal axis in Figure 11) and the excess C (along the vertical axis in Figure
11) of the distribution of the wavelet coefficients resulting from the
decomposition using the BBA.
The circles on the lower-right corner of Figure 11 designate the medium-
20 quality commercial offset printed textures, while the diamonds on the lower
middle portion of Figure 11 designate the high-quality commercial offset printed
textures. The squares on the upper-left corner of Figure 11 designate the
intaglio-printed textures.
As already mentioned, Figure 11 shows that the BBA stops on average at
25 the level where the classes are best separated and lowest expanded. This
enables a simple separation of the various class clusters using linear
boundaries.
The separation result is independent of production tolerances like
transitions and varying contrast. Indeed, all investigated features shown in
30 Figure 9 are closely clustered even though they are clearly different in contrast,
latitude of gray-scale transitions and structure. It has been observed that the

position of the best branch in the tree can vary widely from sample to sample.
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Li brargy (Whith\ ko8& 1798 i8)perftiily lskitabe 10a practical implementation, for

instance on a Field Programmable Gate Array (FPGA).

The proposed incomplete two-dimensional shift invariant Wavelet Packet
Transform for discrimination of different textures printed on security documents,
especially banknotes has demonstrated a very good performance to achieve

10 the goal of checking the authenticity of security documents, in particular
banknotes. This approach is in particular highly suitable to robustly detecting
security features printed, applied or otherwise provided on security documents
such as banknotes, in particular for the detection of intaglio-printed patterns.

Beside the variance o? (and the standard deviation o) and the excess C

15 (or excess kurtosis), further statistical parameters might be used to characterize
the statistical distribution of the wavelet coefficients, namely (see also Figure 13
and the relevant description thereof in WO 2008/146262 A2) :

- the arithmetic mean of the wavelet coefficients — also referred to in
statistics as the “first moment” ;

20 - the skewness of the statistical distribution of the wavelet
coefficients — also referred to in statistics as the “third moment” — which is a
measure of the asymmetry of the statistical distribution ; and/or

- the statistical entropy, which is a measure of changes in the
statistical distribution.

25 For the purpose of feature extraction, the above-listed moments
(including the variance) shall be normalized to enable proper comparison and
classification of various candidate documents.

Figure 21 schematically illustrates an implementation of a device for
checking the authenticity of security documents, in particular banknotes,

30 according to the above-described method. This device comprises an optical
system 100 for acquiring a sample image (image c°) of the region of interest

R.o.l. on a candidate document 1 to be authenticated, and a digital signal
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CBMS- for simply detecting security features (in particular intaglio-printed patterns)
printed, applied or otherwise provided on security documents, especially
10 banknotes.

As explained above, the classifying features may conveniently be
statistical parameters selected from the group comprising the arithmetic mean,
the variance (0%, the skewness, the excess (C), and the entropy of the
statistical distribution of the wavelet coefficients resulting from the

15 decomposition of the sample image.

It shall further be appreciated that the method may provide for the
determination of an authenticity rating of a candidate document based on the
extracted classifying features. Such an authenticity rating computed according
to the above described method can be optimised by designing the security

20 features that are to be printed, applied, or otherwise provided on the security
documents in such a way as to optimise the authenticity rating of genuine
documents.

Such optimisation can in particular be achieved by acting on security
features including intaglio patterns, line offset patterns, letterpress patterns,

25 optically-diffractive structures and/or combinations thereof. A high density of
such patterns, preferably linear or curvilinear intaglio-printed patterns, as shown
for instance in Figure 2b, would in particular be desirable.

Various modifications and/or improvements may be made to the above-
described embodiments without departing from the scope of the invention as

30 defined by the annexed claims.
For instance, as already mentioned, while the authentication principle is

preferably based on the processing of an image containing (or supposed to be



NSF Regi onal Conference Series in Applied Mathematics 5 61, SIAM (Society
for Industrial and Applied Mathenmatics), 2nd edition, 1992, | SBN

0- 89871- Av0-2811/(18wit 01994] Naoki Saito, "Local Feature BxTnBzrio/oszezsnd its
Applications using a Library of Bases?, PhD Thesis, Yale University
(Decenber 1994) 10 [Wang2008] Q ong Wang, Hong Li, and Jian Liu, "Subset

Sel ecti on Usi ngRoughSet.i nWavel et Packet BasedTexture |
d assifi GQN%W“,QI%FB% &P%Qf%@i@%éﬁﬁt'@%ﬁ%@%ﬂ be applied by analogy to

the processing of an image containing other security features comprising

characteristic visual features intrinsic to the processes used for producing the

security documents, in particular line offset patterns, letterpress patterns,
5 optically-diffractive structures and/or combinations thereof.

Furthermore, while a processing of the statistical distribution of the
spectral coefficients has been described as a way to extract classifying features
for determining the class of textures being investigated, any other suitable
processing could be envisaged as long as such processing enables to isolate

10 and derive features that are sufficiently representative of the security features
being investigated and can efficiently discriminate genuine documents from
counterfeits.

Obviously, a plurality of sample images corresponding to several regions
of interest of the same candidate document may be digitally processed

15 according to the invention. In any case, each region of interest is preferably
selected to include a high density of patterns, preferably linear or curvilinear

intaglio-printed patterns as shown for instance in Figure 2b (see also Figure 9).
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particul ar banknotes, wherein authentic security docunents conprise
security features (41-49; 30; 10; 51, 52) printed, applied or otherw se
provi ded wo 2bh18®maurity docunents, which security feat RCEIBIONDI3I63E
characteristic visual 5 features intri3nsic to the processes used for
produci ng the security docunents, said nmethod conprising the step of
digitally processing a sanple inage of at |east one region of interest
(Ro.l.) efamMe surface of a candi date docunent to be authenticated, which
region of interest enconpasses at |east part of said security features,

sai d digital gr 00‘333@hf&héd‘%ruéhé&lr&ﬂﬁé’bmﬂ%t@m%%@Eeﬁiytd@dhnlr@nt@f irf he
sanpl e i mage by neans of wavel et transform (W)" of the sSanple inage,

char act epiartigilambamninotesi whem@mmioow@mty ldecymepls: compgisei sedudited on a

hevora niEses 118! SompYEl, 58] phifert AR dfetRerming mopvicelion T . o

t wo- di nergcafgl deblifentd)Vahichintscvanty! @éatQ?HIsk%bn’irfr%@SEﬁéfﬁd&ls(t@Dv@U‘é\PT)
3The nethod according to claim1 or 2, wherein said deconposition of the

sanpl & i fe}eress intaRsie t@ﬁh%@rﬁ)@%@ﬁll@e@’ M@P@WC'bﬁdR@tsePHﬁ sfeeuments, 4.
The et had ieeqh 04 A el A SiepBPLEns 3oL ARHRRASIA@Rlod feapanpl e

i mage inc econpos e san e |mage packet

tree conpeastiong reyidnesisinterast (B 9xf thad sunfadeodiea (:éddldatuidd@traem todskes (c\d,
cHi d, cad), and | ooking for the detail node within the wavel et gacket tree

that has atUHéemICQF%tWhWhof‘?ﬂ?‘i‘o% d¥pteshrencompasses gt legsd REhEU Sator di ng

t I h t i i's

det or m nSd By g Bl el ol el BB NG RIS 2,
accordl nefthe sampm ifnagehley giaansaif dvdyedat ttam;lfm*m (aWQ’()nof tHens4rBal)imageo! ves:
deconposi tion St deco(r;g)om tion |evel

1
oS o BB R AR ATl B8 S oReilion 31 e Sarhle gt SR T or o)
node, or ahﬁé\tfe@pﬁ@eke&@r%%aorﬁmvwz of {2 éh%@lblmﬁgées (ci/,,,, cHL, 2, ca,3)

of the first deconposition |evel that has the highest information content,
and further 8econddei medmodaccorsling 1o otaimatli, ovherete saick wavaled psickehe 5

deconpos TSP (M) s 2 bd-ARERTBRS! vy vleles b i fEne. o
claimg 4(2-§|W|wlnpr ein the

3 The method according to claim 1 or 2, wherein said decomposition

(\

of the sample image is based on an incomplete wavelet packet transform.
4. The method according to claim 3, wherein said decomposition of
the sample image includes decomposition of the sample image into a wavelet
20 packet tree comprising at least one approximation node (A;) and detail nodes
(cVij, cHij, ¢Dij), and looking for the detail node within the wavelet packet tree
that has the highest information content.
5. The method according to claim 4, wherein the node having the
highest information content is determined based on a best branch algorithm
25 (BBA).
6. The method according to claim 5, wherein said best branch
algorithm (BBA) involves:
- decomposition of the sample image into at least a first
decomposition level (i = 1),



node having the highest information content is determ ned to be the node
anongst nodes of a given deconposition level (i) which exhibits the highest
10 vari arwe 20u2)18764 8. The method accordi ng to anyPomaBmfio/3i3e3s
preceding clains, conprising digitall2¢ processing a plurality of sanple

i mges corresponding to several regions of interest (R o.1.) of the sane
candi dat e docunent

d d f th
precedi ng clai ns, \%ﬁé‘%rm'fﬂ@tw gfam? (getaﬂgmaecggipe:sg Pg‘ﬁ &ry} %BEV%@E Q‘% o.l.
is sel ectphi ﬂobl@f lege,, ac/%%[ﬂ@y"%'r libe QTrslpaeE%g&ltlgi)ﬁQE%IafHB){ Hdé;gﬁ,f or

curvilinear 1ntaglio-printed patterns (Figures The
nmet hod ad‘ngheﬁtmjotmahﬂracmtent wherei n said at | east one regi on of interest

(Ro.l.) is select dt0|nclude att ns of a. |ctor| tion,
Such 8 a porirart G AGORE R E SR enbnle (B AAEoLEE o)
11. The mrhosbReqeBd / e amst eReomposiidnPIeetdinfy @éd& af ‘ééct:cflﬁl’

conprising the extraction of classifying features (a2, C, .) fromthe

deconpomd%@ﬁ‘ﬂ@ﬁltloﬁde‘z;%ir(p#@ i mage. 12. The nethod accor di ng to claim

11, wherein sgid c S ( i) 't' I

par amet ers se?ect eiﬁ?} @r%ydcfwbg é? rfgg{jbicgdn%ﬁy c?n?e Eﬁea @?‘%ﬁérgq S‘&%E hf%ai rst
noment i mogleahagihgCie, highesy anfoanagor &Znnt@rﬂcrsndermmiéd ith I5d ahé Sidds) , the
skewness (third nonent in statistics),. the excess, or kurtosis (C, fourth
noment i r@”é@%ﬁtsﬂqd@) of angivemcesmrasition laveb (i} whicl tubitsgther highgst on of
the wgyel }I g{ﬁ% cients resulting fromthe 30 deconposition of the sanple
i mage. 3 18764PCT/ 1B2010/ 053638 25 13. The nmet hod accordi ng
to claim 11 o8. 12, Ther nhethod oapeardingg td hanpt epe obf des i priecgdiag aldimenticity

rating of t he. can lda e docunent based. on_the xtracted C|aSSIf in
f eat ur es OIS %lglt)a I PrOCSSETYG, a MGG BRI ibdee e espnaing T

docunent sovbfal Paibhe b RiesDARKNY!dithe oS datid té%camtof des'gm ng

security feature e prin applie or otherw se provided on the
securl ty docufent s,Thatreetkioa armod:ilegd:@anypntaezittmesemomgielalrgmemhermrsuch a

1oy ot Sabht [Bedf off «BliePrdunferb g hia%s ReltiRbId BclRE S HER oRE ALY "o

accor di NGf toattehdd, rpréffé{amlgz%eaﬂos@uﬂnlﬁeewmbgnd Eﬁhter Satésrfis dBRjuBEE dpsuch as
to include a high density of patterns, prefera | i near or curvilinear

intagli oQrinted patterns (Figures 2b, 9).
10.  The method according to claim 9, wherein said at least one region

of interest (R.0.l.) is selected to include patterns of a pictorial representation,
20 such as a portrait, provided on the candidate document (Figures 2a, 2b).

11.  The method according to any one of the preceding claims, further
comprising the extraction of classifying features (0%, C, ...) from the
decomposition of the sample image.

12. The method according to claim 11, wherein said classifying

25 features (0° C, ...) are statistical parameters selected from the group
comprising the arithmetic mean (first moment in statistics), the variance (02,
second moment in statistics), the skewness (third moment in statistics), the
excess, or kurtosis (C, fourth moment in statistics), and the entropy of the
statistical distribution of the wavelet coefficients resulting from the

30 decomposition of the sample image.



16. A digital signal processing unit (200) for processing inmage data of a
sanple imge of at |east one region of interest (Ro.l.) of the surface of
a 15 candvoava/dswunent (1) to be aut henticated accordi rgTtiB20t1tves3688 hod of
any one of clains 1 to 13, said digit2al signal processing unit (200) being
programmed for perform' ng said digital processing of the sanpl e i mage.

17. The digital al processing. unit fZOO%bof cl a I np| enent ed as an

FPGA (Fi el d- Pﬂégra bmet Még%’r%é{% QR1aim dhos. 12, dé‘\Vt Eé CPBIPMSHEL Kiehg t he
aut henti Gidy PPHeﬁﬁﬁﬁrdﬁ %iuﬂi@al R Fa?mg' & PRY ddrfdibAe ci&'&mt%seac&rpfﬁﬂ ng to

t he net hod 'of any one o 3, conprising an opti cal system (100)
f or acquiexiragtedhdassitypigfeaturge (af, Ghe)region of interest (Ro.l1.) and a

or acessi ng ot fhe. Sanped st P5a94rRG 0 SaBHT. %oe&gi’eﬁ{t%gr%"o”r%ré?ﬁ@d' ol
wher eig Eb%'nﬂngieﬁ' tc@hgtsﬂ'ﬁflthé’rs@@&ﬁ'déblgmhé ée%gmy féatl Rl RITBBL Bhhtag, an FPGA

(Fi el d- Programrab e- rray) unit The device according to
cl ai m 18 appligg, or @thé’Wéﬁtpé@\/ld@d @n;ibetS@mJetyeﬂ@nwerHScwti@xﬂl@éam saeuritE egr at ed

| mage- ac c n e of
wavel et g§ tféh%g g a‘r@%@% (Wéhg \%?Hgasatfﬁ I?(%’Hﬁ’q%a%?‘oﬁmgF ngg%;aﬁfh@ HP
docunment genumepdotirpehr deterdartonivt @scorddire Wit tHEB Aiethsd /aEB3EARYDRB638 26
22. Use according to claim 21, wherein said wavel et packet transform (WPT)

is a twoSiehdi onal shift-invariant wavel et packet transf orm ( 2DSI WPT)

23Useyaccor di g toﬁlearhg}t%]%&écogam B"c% 14, %ﬂekélﬁ g u!i’g‘f&%@iieé packet

transform etec I ng’ securlt 49; 30;

10; 51, %2¢ desigmeeldsuchpas w@mcﬂude)ahagmolmsw of/pdﬁdrnsn pseferably yindacaonent s,
in particu

conpri seCé’ﬁ‘gll'“a‘%targgtg‘g['q??é’”{)f%c{]%q‘ttefsrgg% gesi §?7r$5:lglsc(t4% tAfge g?océgseglusgg)for
producing theqg A digital signal processing unit (200) for processing image data of
a sample image of at least one region of interest (R.o.l.) of the surface of a

15 candidate document (1) to be authenticated according to the method of any one
of claims 1 to 13, said digital signal processing unit (200) being programmed for
performing said digital processing of the sample image.

17.  The digital signal processing unit (200) of claim 16, implemented
as an FPGA (Field-Programmable-Gate-Array) unit.

20 18. A device for checking the authenticity of security documents, in
particular banknotes, according to the method of any one of claims 1 to 13,
comprising an optical system (100) for acquiring the sample image of the region
of interest (R.o.l.) and a digital signal processing unit (200) programmed for
performing the digital processing of the sample image.

25 19. The device according to claim 18, wherein said digital signal
processing unit (200) is implemented as an FPGA (Field-Programmable-Gate-
Array) unit.

20.  The device according to claim 18 or 19, implemented as a portable
electronic device with integrated image-acquisition capability such as a smart

30 phone.

21.  Use of wavelet packet transform (WPT) for the authentication of

security documents, in particular of banknotes.



10 security docunents, said nethod conprising the step of digitally
processing a sanple inmage of at |east one region of interest (Ro.l.) of
t he surf awe 20f1/a8wandi dat e docunent, which regi on of i nteraB201¢/653638 .) i s
selected to include at |east a portide of said security features (41-49;
30; 10; 51, 52), said digital processi ng including performng a

deconposi ti on _of the sanpl e i mag ans of wavel et transform (W) of
the sanple i r’rga Use aCC@ﬁ‘i‘PQéP ?'Q{@ i Y 'F?éﬁ saigh WavRlebRASHTANTYM t he
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i mage. 25. The method according to claim wherein said wavel et
packet tiSMWEBrm (WPT) is a tvvo di nensi onal shift-invari ant vvavel et packet

transform 20 %D SIUV\PT thog acc ding to claim?2 or k//\/nerei n
sai d deconposFPi on “Gf ?Fé)r Q Pl gd 9" d@‘é VIBR HhMSR W@ %!ﬁ el et
packets t rRREOHARSTOrm. 27. The method according to claim26, wherein

sai d deconposition of 25 the sanpl e image includes deconposition of the
sanpl e i mage PAt o A melesedopdelesting reesudbniaatdiosg(4dt49:e36t 16081, 52)

TP dot atriGhodapicsl R 1BeHuPE BovVsRER bty FictmaRE) ot apldlt o "

i nf or mat ibamkaowriseNivhich security 2fbatdiee nat @l Bogondj ng1t 052) atdmg@rise wher ein
t he node havi ng the 30 hi ghest information content is determ ned based on a

best  br afbRTATIGRIIR wmla@a}uresvmn@@wootrmewp@quayé@;@/fgsgmcm e The
met hog a%%Bnggg%éods?P%ﬁté' QéufiBmﬁYHb%f Sbr‘ﬁgﬁélhé th‘ését?grcﬁrtﬁ |te?} g&ro'c Eéﬂw{; BRA)

i nvol ves ioh o e sanpl ein I'rs
deconposisaimpie limagle 6f at 1&ast dne atgiom oannteresd)f(Ftdne dﬁtmlel sumfmtm obra best

node, t the detajl nodes (cVl1.1 first

et ompos ENgRAE JRruiRt. WAEh: 981G ghuterashiBr bl 155 ElRtbI NCHE o iy t her

deconposi dq@f g1h e cBl) of
the fi rstlé%sg(r%%g@flogn I(Zv)geel%ﬁhhpf)bd;?%% gﬁt@% ggcggd 5t10%(ﬁc§%rlpd3§@?(()n | evel
(i = 2). mocersingrentiodingc perfdimiggt @ dagompesitibn cokithe sEmple Z9ageieyr ei n t he

node VI n he hi conten is determ ned to be the node
anong ‘9%?6%%”538%@;’@ o?t%%sa '”@Ei'g 'whi ch exhi bits the hi ghest
variance (32) characterlzed in that said decomposition of the sample image is based on

a wavelet packet transform (WPT) of the sample image.

25. The method according to claim 24, wherein said wavelet packet
transform (WPT) is a two-dimensional shift-invariant wavelet packet transform

20 (2D-SIWPT).

26 The method according to claim 24 or 25, wherein said
decomposition of the sample image is based on an incomplete wavelet packet
transform.

27.  The method according to claim 26, wherein said decomposition of

25 the sample image includes decomposition of the sample image into a wavelet
packet tree comprising at least one approximation node (Ai) and detail nodes
(cVij, cHyj, cDij) and looking for the detail node within the wavelet packet tree
that has the highest information content.

28.  The method according to claim 27, wherein the node having the

30 highest information content is determined based on a best branch algorithm
(BBA).



1531. The net hod according to any one of clains 27 to 30, for detecting
intaglio-printed patterns (41-49).
WO 2011/018764 PCT/IB2010/053638
27

29. The method according to claim 28, wherein said best branch
algorithm (BBA) involves:

- decomposition of the sample image into at least a first
decomposition level (i = 1),

5 - determination of the detail node, or best node, (cBr) amongst the
detail nodes (cV11, cHiz, cD1s) of the first decomposition level that has the
highest information content, and

- further decomposition of the approximation node (Aro0) and of the
best node (cB:) of the first decomposition level into at least a second

10 decomposition level (i = 2).

30. The method according to any one of claims 27 to 29, wherein the
node having the highest information content is determined to be the node
amongst nodes of a given decomposition level (i) which exhibits the highest
variance (o).

15 31.  The method according to any one of claims 27 to 30, for detecting
intaglio-printed patterns (41-49).



