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WD 2004/ 015576 PCT/ US2003/ 025795 SYSTEM AND METHOD
FOR PREVENTI NG ACCESS TO DATA ON A ' COWROM SED

WOREMDIEBSDEVI CE by Daniel J. Mendez 5 Mason NeCZRESS3/025795

REFERENCE TO RELATED APPLI CATI ONS Thi s application

clainms benefit under 35 U . S.C. 119 to U S

provi sEeREENVP AN WIEARRDD G 1 / 4
entitled "System Met hogfﬁg%g%ﬁ@?{ ér%o%&r%grﬁgpmpNA
for O eaning Up A TOMEROMISEN REMOEEDEEICH Longer

Aut hori zed To Access A { obal (?p%,rver System " by
inventors Daniel J. Mendez and"Mason Ng filed on

August 9, 2002 and is i ncoPpumeldtMendey ref erence.

FI ELD OF THE | NVENTI ON 15 Thé@a i Qﬁ%}mi on relates to

the field of rempte data acc€$Smkl, nore

particularly, to techniques for autodestruction of

data avail ab [ h has been

conpr oni sed g%ﬁbsﬂ%%?@@ﬁﬂfé l%lg[“%lo'éd ARFIICAHONS

L aEoao P by and: cone et eney UL VR pot aplcaion
St gﬁ/ﬁ% c ane?1 t c%dn‘ésté’ %/tﬁ@’ %&Og’cﬁﬁ‘a GeRpUtgskrogram Repdiet fr Cleaning Up A
Raopote BgvicsEiat Wdo hasget Aathetifd To Reds A0 1oBall RERY kRem,” by inventors
Ig;egﬁéko c{egvrlrf@w?or I#%gll @ul ate data such as e-mails or
JoCUTENtE 2 ¢ WA o SR AVFFEY: 2803 prskis ingpripprataddydelierence.

to the renote | ocation or access a workstation

renotely. Because naintaining a true copy of a

dat abase contai ni ng tﬂgmé%(“%@@EQXVFNHKOQ'can be a

cunber sone process, system designers have devel oped

vari Qus .techni ques for connecting a renote device

acr os 8IS AERHILEEes fethabield of seraptesdata/aacess tand, inmge particularly, to techniques

fehleduodeddulclibrOs¥ia R vt I L pyees of . N

conpani es and_3?53%%?5%?3H§?£%gghggﬁgggsg%?éggm“m““ﬂandwS“me“

t?g%ﬁﬁéPb@y“¥@%m@@ﬁwﬁﬁﬁ@ﬁbhon of data in the

performance of their jobs. Conpanies and

organi zations are often under pressure for finding

ways to rapidly aBA@OSROINE OF PEEINVENTON 30 nobil e

enpl oyees to key organi zational information utilizing

existing and often disparate comunications platforns

and BeiaewssibiRysol vgrrsg;tdnhﬁar:e ﬁsq@aﬂpﬁ%@ﬁ&ﬁﬁ Soncerns for computer users.
urity regardi ng renpte access

Ao be Bl SRe L8y cREFY P RASET61 bty e sher magulate dat

supbens ofimaile mod@umenteghe foamingals@gyust @theEQRMTURY &AL @R Rinote location or

e _one o e factors. leading to the
a%%%??“‘e”g@ésﬁ%‘%“&%%??&n ?écadlﬁe LGRS Bug qog:h of 2éaizhgpenrpptaining the

ndkesaryciaaices boh clihkersd®pro@bdsys@m de@%h% RavelePabRdl BN techniques
ace, e. value of a copy of this data at one

| t
"SRl e RRis e Riiinadampucr by gttt T8 vring the dea
PCT/ MBREHIIF Pdple) Mclldif evipldiBesfr c&rﬂﬁan‘i‘é%%ﬂd Qlfgaﬁigﬁioﬁg rﬁ?%rgmote access

data at. ot her |ogations nust be updated to reflec
teﬁ@@?ogy P gRmmunication of data in the performance of their jobs. Companies and

organizations are often under pressure for finding ways to rapidly and cost-effectively connect
mobile employees to key organizational information utilizing existing and often disparate
communications platforms and devices. Resolving the issues of access, synchronization, and
security regarding remote access technology may be crucial to these organizations.

The use of remote access technology for communication of data may be one of the factors
leading to the increasing importance of synchronization technology. When copies of the sar;le data
resides in more than one place, as the value of a copy of this data at one of these places is changed,
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change. Synchroni zation process refers to a process of
updating data values to reflect the nost recent
webangexs7é n t he val ue. For exanpl e, a data val PET/DB300RE25795
nodi fied by the renote user by input of a new val ue
to the renote device. By using the process of
the vglt}i@ ?ﬂtg@ 263?3)2 'Fh%lr%g%g tﬁe%%! #ger?é) 8é?n%?1gJ tte%, u ?t%, & r%ﬁ%,g th%%o%t recent
changeh fiygehranizatine prosess referd éw 2 pecess Bﬁmgdatwg da&svaﬂt&y tcalefect e most

d_at erver tion t hat .. e,.the
recef RAE B o DT SR Pl B B s v wsr by
inputwiih new valfie tomie tbﬁfdtaadw%d By @siag fe@soceds o frhhizhfieh the value of

. te de n order to. ha e at _th
copich BF B Frh Lt ghT e Grpieh s PRUTETRHIRGHDS ARG g Faee device
Data ﬁﬂ)deshﬁa)UeSstbetcﬁangﬁ@ dithesedledl 1atatioe In tat €8¢, ahd o RBEOMBnchronization

e Iues nchro i zation of emai
is ne%@@? fPﬂC@fn tﬂ? Wi &aniae?qnz? OPise At Gt &4 Tsmotsrdeyics iy order to
reﬂedﬁﬂfe@hrﬁg@ @t thel @dr@er%tféﬁo@slnfshérﬁ Sthe SP0RBKi E@aon@?&e%@y%s@d to
andleﬂilﬁ W th appropriate applications. users
upda“F’é’ll vadiss ohdatd o feeomeqaupl tp ieievaelvrees, t hat may be
| %ﬁ&t@&u@a&loﬁi bf ERdiERer B 3GEBet 4@ g&%mﬁcﬁ@hﬁa@%f other workplace
anize their key data, they need to synchronize the
data gk as ey, Periacsstand caisndars i hand o arentiath dpblieasinns. As users rely on
mltiple8iERgort 8o R Ay Hellbrch AENMAGRMEHIREC R Sork il A Vhganive
their llg/ detes ey nepddo siynghioniag thetvlatarcetested aggzeqohgn@matcdtﬂ'mmdnﬂhrent places
to mak¥ %Q Eﬁﬂhéﬁﬁdfvg QB&EA t@@? ﬁlgs@ u% _?ogﬁga'ieeve o ocf?da{ao IF p%u%ﬂtgft facilitating

possessi on ta avai
accest hied wpdptingr thhysowieugert’ h@tajﬁutcallghsmchroﬁyatmmraﬂnwz titeiremotaldsvice to be

f es t t he dat t the
inro b QY AEARSTLAR. O O SRR O IRl
Syncluommtm»h alsb aHOWHMIIBmISGhGH Iof,‘aﬁlytchﬁltgeS; ® thmdmmﬂ;mmtej sft@ back to the
cent.ral e data at
servely b b R AT F et Bt R e oionariebesrr
reposttb’tg fSrethe/data at26: Beeamag cihe mogificsion ol theniamakhiGblchangesver.
user ma%F use changes to the

te
d esa“é‘f thf%éﬁl sukhR gjzalianges 13 Aat By A FERGHS e BHEHI e hppges to
the ddtdat tﬁhadeﬁtrﬂtreﬂobﬁory,aﬂiﬁﬁtﬁoﬂlzéﬁ 3hdnge mEtHKi@dﬁle&rtﬁe rehdd® 16&kiBn Bidangers
e scenari 0s,

t he entr Si In some exa t he
the dgig.ghhecepi r%Pé’S*Ew %\ef ot SxaTple Scepasios ihe e elyscermqyr?e lost or
stolelﬁ&ﬁlﬁé @kr ileoithe ofiy| 'd@\ficd'ﬁﬁély lo@sSAitiRREQDd18L dn ahPiddBariol where the
scenari o where the emote device falls in

remoig J4ipHBLS ndrahprersd i botinée dete o e remiele Aevies and desydatseat the
servePd?d i Jhﬁ%eq At Beifd udel @vn%éut%ﬁ{h\'ﬂﬁiatl@ﬁ ?albé?y ﬁlﬂﬁﬂﬁfl d?fdelkreféh N4ny of these

used hout aut hori zation, falsely

eventyppy pidhe leaghgavse delpeand loss\i husinespapd at tht: m@sn ma‘set cagraiyendic to the
s r

e O PR ranido 1 i ¥ Fplogigs may be
used tgrega privar el dainitiensit aaesmissivie pecrentionjpusuaily irrelevant to the security
meas&r«?sgtligéll%%eo&'tegegl r{{s{%%scg?evﬂel&zﬁ%re{}lg %@5’ lf'é ﬁ"seﬁrlé é’cfi\?p*oxg se&jﬁitﬁe femote user
kﬁesmﬁhmhedsamurlty measur es that are needed in the case

that the renote device itself is conprom sed or the

renote user 30 |oses authorized status. 2 WO

2004/ 015576 PCT/ US2003/ 025795 SUMVARY OF THE

I NVENTI ON Enbodi ments of the present invention provide

a method, a system and a conputer program product

for a user in charge of the data at an establishnent,

such as a conpany, a governnent 5 agency, a private

club, etc. to prevent msuse of data on a renote

device that is in comuni cabi on
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with a gl obal server systemat, for exanple, a central

| ocation of the establishnent if the renote device
whaw4loessme conpr om sed or the user of the renot BCTHES1008025795

| oses aut horized status. In an enbodi nent of the

present invention, a nethod for erasing data froma

conprom sed rengfy H# 1\}hat conpri ses

a) exchangi ng data Wi a rem) evice Vvia a network,

10 wherein the renote device has one or nore types of

daﬁrﬂboscﬁlg rﬁg dt!tnee;grgéeﬂt 1n9ént101§ grov cfg &%e agfdylg at I 18{I aa?omputer program

PrOdlllO@ afsta uscren ohargemf tl@:rr&xtm aﬂestﬂolitsbd’,@ﬂﬁ sath ;d;aatoamfp@xiy, a government

sgen), TG o LE o SO S Bn B8 o BRPTLA BoBhunicaon

with mgtoha)lrslervei gystietniag farﬁxaﬁpmpmentralhecaﬁbﬂ 6f thé EkBIMiklin @S ifttheremote
ease ras |nthe renote

ata to be d

devic o Bin gD st 8 Pe piet o]l Furotade e o b oread B9 e o

0 rId @h embodimamed theprdsB ifiveATGE a @Rl GorlePasih@ ARtal fRMEL Bdmpromised

the,o the renote device, O her enbodi nents
remoffydey it & sni theneorayjscot Pistieenespeeth § smote device via a network,
wheréi tidegbleWelicOhhs @he Siathare Whed of d1RE:Ld HENIE %) &E&V’ﬁg &n indication
evice data) that is in conmunication with a serv

that th§ pspmoffeicyispeeemproniped; Chsalvatingaat leagtoar githe aertatymore types of data for

erasufORRd 1emBR Rvid; ah@k) t*f*a%‘éﬁﬁﬁﬁng AN or&dr 8§ érg% AR th t remote dev1ce via the
mani pul at i ng server data and renote device and

netweske Ipthisrpgthedigieat, therppdes idgatifiesdhe a pnsteaseityny of d@ta i be orased in the
remofé&@’vi@é‘ Lnﬁf dla?egofftﬁé}g()/ ol 851804 a8 brd}pﬁ e&lse?cpl?ilthei r%fn\é% device

and renot e I ces are cap comuni ca
uponwcalpao’fﬁb@ wleikby thitemoteedeyise. dat a i ncl udes

n

" ?&%ﬁ%ﬁéﬂ%@@@%&%? %h?sqgve%/lp& gl ﬂlﬁ)élﬁg 2 }s/% oul é)ﬁ a 6}8%es§walon of data on a
remots\arine Oaingie devigepdata) stad isds covetbnicafios wgtlhtaksaxlvesmmgr copies of the

s ELA55 8 ARLATL 01 S 0 AR S R s e

remotgalevicedsta amicbna osmnmhme mérz@tt dotcesor st@ingfaad mampulatlng remote device

atin e renote devic The r.enof
data. 3B E Rt RO ol G it esice Savigvor. The
servef duta muhdcfm{on&ﬁﬂchyonﬁeﬂ blidyyinCigoleda-tSyo . Ok 28Aotk }?l@@ce data
evij (ﬁ?rglat a.and the synchropi zati on server

inchudel AR5 Ronehiafieg bt elied dare AR o el pcostala! é%rwryncludes a

datastdesfor StyiniOseBinNEdld, AIbmewE abdhEseFRIRY GoAWhieRindatidh thd REnote devices,
d gggte devices |nclude a datastore for storing renote
and 2 RERANEIZgHPTRSerAT fos AP BIBIEESVIH theismotelevisermhhgireraets dgvice server
in turﬂ\h&ﬁntahﬁ)dééﬁﬂﬁ&tsérvéﬁﬁﬁ &ﬁoxﬁ@cfc\ﬁﬁ destr@ﬁﬁlg RorSyAGREAMZEIEd Rote
ent for conmunij cat i ng t he synchroni zati on

dev1c§ gata, apd t q—pp@cpr@%qt@ngervglb@ éngg hag qn@qfodﬁ%rgc@qrver for automatically
destro¥igQe R drifel tfile ir@Rbte H&VicAdAtL nf‘ﬂe hGRb Mca@c%§ MCRME QYatastore for

non- synchroni zed type renote device ﬁ
storing y&iag4F deticeataiaphregiotceareesh shena for ae:mm@elgatmamhdhq: e:motef agress server,
and a @#Hcﬁ%fzhﬁ@ﬂ Jli\éntq‘é‘xséoﬁlﬂﬂdnr@tm ¥l n{)%?ﬁ&l?o%u{aﬁ&%e?\?egofﬁe remote

devi ce he connunlca I on ween e reno

aGC@S%I%‘%PPU% ap ﬁ@todeﬁ@uct skanf &r agiomptidadlp destioying montsynehitonzad type remote

pgg nd th
devic Itéév%ﬁﬁ] thterég ﬁ%%@%?ﬁg‘ﬁ ?1% gl%tgc!est%lcg F]hengg;)ﬁ 2% o ﬁtlcza§¥ ggsﬁroymg
Symhm@é typameinett devisgrietar dilie zammmomication datweerTihe reneoto ievi@s and the
serv CICL% ?lg VO@X%I?S%%%%Q %l?tgs’ %hg 8?512& %%_C%%Stf ég]r cr 3%8 r}% remote access chent
and Cmﬁm&@ BLOHR57D6 syrlchroama)tﬁdmeervermﬂdher@ﬁ&hrﬁxﬁzetthe client. The remote

. e aut odest ruct erv urt her

devicds el BBpid 1o B RO e BEE ess Nl | 1 o g whi ch

renDte device data is to be3zdestroyed, a renote device

connection severing requestor for requesting the

renote device to sever its connection with the
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network, and a server connection severing engine for

severing the connection between the global 5 server
waer@4bhs7anet wor k. 1 n anot her enbodi ment, the PCT/US2003/025795

aut odestruct client may further conprise a data

tracker for keeping track of data transfers and

I SARARKE dHbolifafnf MR inl@6iBh, IR wuRRERIcHRtRr by BilrfkLebmpise an
data eraser for erasing all or parts of renbte device

erasuggagoiiroberder onelling which renradd daviesdatangiotbs destepest, @ remote device
16h S&veriA Foqfestd? T Equdink ¢ EABREETILS balhe&REIIE th
connfolr se&g%?nga?ﬁg_cgﬁﬁégkgon of the$ﬁoﬁgéﬁ%ﬁ$gﬁﬁgation ©
netwerki andta sgrvet eraneaion seyeregenginedPl seringitheconhestipebetwed, the global
jents of this invention include a nmethod for

Sﬂw%%@% g?%ghc'ion of data by storing data in at |east

onlse agethegobpdinfent] deaptodestractsfientanay fedieh comprisg @ dgtadfacker for

i Nt server .(s i,ng. eit

oS B 6 U B0 oL R S ES e
erases fap eraning dH bapdrts ofitenl oteadlvico deta, acafcegettey fafrefdahatingtharemote

s R e SRR TS BBl By b ke ocpe
synclaomigdtion \etiedt oo the 2&bté yqeess clitnt vithythchptwokzed type, or of

noTte g RRvshrs LA R g Bomaiopg oo Sgugion of daa by sorng

data QiR RE&T0nO BateddR YRR, M a LRt @achCERESy DEAME EtoR irt A€ server (server
EFrver and a renpte access client of the renote .
data) beipe cther of p ek FPYIGHTPRECH FRH?r AR SYREABYSH PPeciiingyiaia it least one
categ8RCAT daRiY 8 Fertlidd Aev@RCeaBitbdte JoR B Rtad@WE LR thBkRote device (remote
_executing a process of synchronization, being referred
devicedalgs beinggitehplornonypabipnéasd ftpe. Hacundraizedynenerict arpispnally
owne%%ﬂ@é&blﬁgni@atﬁné %@%m-@?ﬁhfb‘ﬂz@@ %)g¥ aah vi%adtr@mp@ faccess connection
~alternatively at least one type of data, in the renote
betwepa g re@otefaggesgigester atthe eptves end reaiold gvgesa alignh of tharanmnte device,
trackFBHd st Yo Gadhl | dhdt L | i
rack TR Q0 Bh, RRST, BT ol Eed eV B hclith O B Srccuiing
a progass pl ayrehpnizationy beiserglarred ta @ agysehrenjzatine event, resgivingomandication
t (g g far ' .
markGf¥eE BRn a3 Por A, on el g 2 BB BT dleemote device
for desgmetion o escevegadatialicatign maddingoke leasttonertype 8bda4 @rtipe remote device for
indicating the tine the value .was | ast dified
destriBpy B st bt PRl B RS o s@PlosBRGe ot Erp P castone
categbey afhlatagked if maked foedessyatiohr oni zed type to the

nan-synchroni zed type. nchronj zeq data.categori es .

B oBY PR et B et B a6 SRR RS G Nl nglute a time
stam@ndicatigy the tifc'he gfﬂratde Ras la@ﬁhl odgﬁédi.h The dt ])c/ pe of a

cat ego data_may al.so be c e rom a

R S herFOAMIEAS 115 SEPe6 & EHESATY AL Bhegasd from the
syncHrzigipg t©ge 10fthedtbnsiyndhidnidet 28d. SkakRoBidé @R daRgoM0sIBsE 1PE s

i s changed to non-synchroni.zed incl ude applications
changgq fo n?fi-?a@@hr@@?e BEAnChRARpLELigns @r@émeﬁshf‘&gg 2.l type of a category
of dataRdyUd® wRtchhiRR8 froREnoRlsy AehbdiRE 9pé tPThe %yr?ﬂfo!nlizg@ e. Bxamples of

0 e da

category of cal endar data, a categor o fil. ta, a
synclaa%lé@idlaga e RYARPK Y Bl &!ﬂa%e%@tr@grsmc%mmeégwh@ataaphcatlons and
rimeshadt@a@ry of sales force automation data, a category of

custoner relations managenent data, a 4 WO 2004/ 015576

PaheszeuTs of drtomay mgludeydfrisasboneod p geiegare ofk-meid tiafpya category of

Loi ,
caleng%gcﬁga, & g%t@éeog%% leg gét%gtgc:étl%ga ioghgg g@d‘[é{? ] HBSFIGF tag{a&a?a, a
category of sales force automation data, a category of customer relations management data, a
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The non-synchroni zed data categories include enpl oyee

sal ari es and passwords, and the synchroni zed data
w@a10e903s7e€s i ncl ude cal endar data and cor por at BCT/US2003/025795

directory data. 5 In other enbodi ments, the change in

the type of data nay be communicated to the tracker

e e 550 0. LR BRI Rl gy

categotyeof ppichidonsdatai ng a subsequent synchr oni zati on event.

Syheh til.lz st.ar
e P Pou R Y ot Bt o e SHBTRant Brsavorgs e e
syncmmnddmtaaategmsencsmmbmrar datmqu dogpcsater giecer aae. t ype

ta,inclu n val u of synchroni,zed type
ot et R R shAe 1P P BE T e CAbraisaded 1 Sracker
by a wsedihfcha&ge 6ff chbhh@n©thB 8fpe loP &4, WhiBre thdcHaBid iBGhe thPEofMflis found out
nt nodi fication of the ‘val ue of the data, on the

by th%&‘ﬁ?gﬁrr%'ﬁﬁ“% §uhsgapent sygetaonjrationeePhc hr oni zat i on
Cc S@M&ﬂliﬁﬁoﬁ) ﬁia%ﬁl"ze&h@ﬁ'rﬁ@ SR 16 AbleAMnS Ble \ist REerk B value
er and a ynchroni zation client of the renote
°°rre%ﬂ>e ipgto eaglhdais, dm%%/%%o%@g the exichigiizedriype dp ingludes updating

value¥\bft ﬁﬁéﬂromké@l‘tgf) akOfR 096’ logatidn §ff a co§¥§i§69ﬁlﬁg LARE s Mb R f the other
occur at ﬁ eterm ned tines. ynC roni zation may

locatigp d@ reflgetthayapet agoeyt madifigetign efcthe yalugnfitheldatae on rhqrgy@hromzed type
data ﬁi‘@%@hﬂo&zﬁlo%%()ﬂne\é%ﬂjﬁetx% n%@?ndhfdﬂ%ﬁoyfe#e? 6f thdB&Wer and a

det ect i ng a ange In a data val ue server
Synchsqngitaém clegnt Q:fpibﬁ reimedet deyisei Synshifonigation raesccud autamatieally, without
1n1t1a AR e;ﬁ%{l glﬁ%/glti{égiﬂ %céﬁ??{md gcf‘é d:lijlgﬁleg 9%% e%yntcﬁromzell{lon may
occurtparg@ilwyoﬁ ndyecrgrmpbe ddeving e chhilgelmmidtzexlhhfeo}t the remote device, upon

I | 0 renot e devi ce dat
deteofS e ga@va R Wb Sl or bR et P
s &t othercpecdinentsagestrastion i my irbhsle rc@mblag ckdserey fRhEAGE Zlesdce data
Y ata on the not e,_dev. uesting the renp
mark g8 s P Rp e iee ARl SR g T SRR S ey ie o e
remoto denack dh’wtmamad fdndestraotivine devi ce; requesting erasure of
e rerm& devi ce; requesting erasure

t h
o PP Bl B St et me o e TEDE LB yetionized type

data ohelﬁhleﬁqbtertgvﬁé ;asqliestingfthe 1SiiB& e GBE BaefostAdtaregibstimEersRRIre
requesting e cryption of all data,
persoB K RPBH L 1y PEnela e DR S aTors Ol gt e remte

dev1cd’* @é’lru&éﬁih@ lRf2@iite B BorlginBhraSHaQfatadMRthd fotedRFic@teduldGting erasure of
g devi ce; severing the renote access connection

synCh{?é‘tz\Rié #2 Op dheremple devies; faesing encrvtion p/all datap verchrogizedhiype data,

persorfyIi) @%@d‘ﬂ&@tnb%yﬁﬁfbﬁ%@ Bé?@axﬂ%r‘éﬁ%ﬁaﬁ&ﬁ oﬁ@ﬁ@%ﬁoﬁé‘?ﬂéhg@ severing
and the server; and/or severin r enot

the repjpie @EcesTEATRRAIION Spfwapiithe W@WWP and ﬁlatsmm sevang dteu on

synch*bﬁfz‘ﬁﬁﬁ{‘cotnﬁ&:tl%ﬁ BOEeriRY fe‘ﬁﬁ)tea&%cg B the SEV& and?A s«lﬂﬁzrlgé B&h the

mbodi ments, refornmatting at the renote devi

femOt% HIPPISi @@%@%@E&thm@’nehragmmgn cmnlectumtbatwe:em thetrbreotc demitesand the

serverd€Vvi ce and severing the communi cation between the

server and the renote device, and | eaving the

obeathgriemodiyisnisme o mattie at drot@otalyicemytautriss mequmng erasing

it ot ] BT REDAS BeH e S5 Be Bu sEBF wTert Bscaiamfremore

deviceyhiE/igavhig thelepdRMAIsNESn of the remote device intact so that the remote device

remains a thinking machine.
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The follow ng figures depict exanples of various
systens and net hods in accordance with enbodi nents of

wo b@4prassent invention: 5 FIG 1 is a bl ock diBQraEs003/025795
illustrating a network systemy FIG 2 is a block
diagramillustrating an exanple of a conputer system

E!’;\taeggrl €s %ﬂserveﬁa@‘?ﬂ{f“h %@WW@

ei t her synchronous or non-synchronous type data in the

ser r_syst.e 10, FI 4 is a block diagram .
P Re B R Fors SRS oot o Bpp e fo i Afygance with
en&mdm&gﬁ@ﬁMemhm&ﬁmakhﬁ@utypes of renote device dat a;
FIG 6A is a block diagramillustrating an
aut odestruct server system FIG 6B is a block

diFa@ s block aiaFﬂhi iNgstRAAn@NarPkisPeB el ver syst em
diagramillustrating

F
E&&ég? Pf?&'? diggragpilugipipgsy exaypieoge COTPYE SyStBnD Ck
diFa@rans block 8fabtd iNGstAAnEHGMPRE be&t&gbh@erf s&v &t b thétnfay be
8A and FIG 8B together depict a flowhart
stored gseffagr rsmthpgowrélﬁaﬁwémapwé@sdafadp theglobahearyes gyt

desd.14qy b Bldck aia%ramﬁu@ﬁahg §pdsl PRGvQUafa; F €MOL € devi ce
and severing connection of the remote device to

t BEG-9d ¢ blocls Jisgram, illasigting gpesephramnde davge BB; depi ct

f 'FR‘}V%ME E% o'cl( 'dié%!a "11'u£{&mﬁ‘$1 ar?&i@&@étﬁlcp{ Pref §)fs.tefn9 r

aut onat | ca dest roy dat a an appl i cations on
aFHabBtisa bl@@k diagrandillgsrating wgemmatl@mn@c systsm;of t he

o B0 Vo565 Eibnt AR B B o eront

oFl1G.H8 ipr blvkle diagrant iHestBtiokayr cmunydtlmecdtenmystnmk es cl ear

0 pre
B S e R P R AR B am B e i o
automaﬂcally dsstmgmgmlma(aaﬁ hgplicatidnk oma ﬁeﬁrdtd’ cﬁvwb apd sdvesitigythe tonnection of
ﬂwre %ﬂ 3 g E Y yer s¥sten1 A system nethod, and
EoIRsYET o8 oﬁ?§ﬁ€ﬁ BH3BE are presented here that
asns. @&Sanﬁlg%pgmﬂﬂp@dfﬂeﬁvchﬂﬂta ulldﬁmtinﬁ Qf eRdigfS Prot@s fetat@matically
renpte device or on a s er at .is in
dest i 6k AR i € PSS S B 1o Ggnnetjog ofhe emote
devichloahksetlicagyst.i | | ustrating a network system 100 in
accordance with an enbodi nent of the present
invention. As depicted in FIG 1, the network system
100 includes a 10 gl obal server system 110 that is in
conmuni cation with one or nore renote devices 120 via
a network 150. The server system 110 nay be coupled to
the network 150 via any type of suitable connection
such as wireless or wired (fiber-optics, coaxial
cable, 1SDN, copper wire, etc.) connections.
Simlarly, the renote devices 120 nay be coupled to
the network 150 via any suitable connection.
Optionally, the renpte device 120 and the server
system 110 may be connected via 15 direct wired or
wi rel ess connection. As such, the renote devices 120
may be nobile or stationary.

y—
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Mobi | e devices are those that are portable and easily
carried around by the user. Exanples of nobile
waleaisoes76 ncl ude nobi |l e tel ephones, pal m pi | ot BCT/E82903/025795

| aptop conputers. The renpote devices 120 nmay be in
conmuni cation with other renote devices utilizing the
network 150. It shqﬂﬁﬂ&ﬁJ hﬁép&?ﬁﬁn§he enbodi nment s

of this invention are capa provi di ng access to

20 a broad assortnment of renpte devices that nay be

| t
¢ e Rl FlnePRes iR Br R pd S B R0 bl i gnd
methaled nwedvfoﬁ fn@S?ﬁﬁlg Elétdilgmkor&ﬁdi u%ﬁfe\iﬁl ohl\%rgﬁote Exacahass in
Ita e n WO I NC e e
comniRHOEYh & PR CRSEPY AL 48 S 6 LY Vet e Arsgsem. method, and

complief Wop s, préduet 4ré pew@sd hef thaAMdredsHRS proble@Gf Qhautlori@é®iSess to
comuni cat.i on network 25 The gl obal server system

data Oilf‘de‘i‘i‘ﬁﬁ‘? deYieq QR asewar (hatis fponunusicationyith the ramgse device.

AGU@SISis 8 BI0¢R HiagrhdbilludAtn@a BHWEIK QAR AbH A hcSGAMRE with8n
The server datastore 130 nmay be used to store server

embogligiegt of thepregent inyantigynds émﬁtf‘zdela Fi+ In theaitask spsteit H00qagludes a
globaﬂ%ﬂve@ EysRINEIOWhA & BCERRARatDA WiltEore SFRbR: @ﬁ%ﬁe%wcé@@o viaa

The renpte access server 116 further includes an
netwogk | oY ebherserver sygtpmdd 0 gpy be geppdadde (hsteork é@rwe anyl1§pg of suitable

conne@fich &ck & wﬁ’élé’sg %ﬂ%fr@c? %ffb'e{ tikd Qoa);g Qay qgﬁf\]o QALE%@II WD ete.
server 118 f er incl es an aut'odest ruct server
connegtigns. §nn@mlmtilprmﬁe dayioge 1 201158, beagotplad ethe petworkdifP e any suitable
i. V. I ng
b AT BSOS 9, AU s WEL e o
directwiged oamirelgssspnadetioni zzastucb,rthfcllemtﬁdemeb lZUhmayrkemntbele or stationary.

f sed.t.0 st
Mobiff SVES haR 0k Erep R i SR B T RY el55 Uemees o
mobile demmiemhaln rrmbﬂetb@hcm,tpahh pitdts, al@Bptoprdmpite8NThy oty devices

Lent 16 roni zatjon client 124 fu r
120 nfag b i et Rinich i ER PG ER defifes bbb et o 18
enchyypd bonotal thenhe dbbbdinfend 2RO Hverkioh 46 capable of prov1d1ng access to
b PCT/ US2003/ 025795 . The renBte access s%rver 116,
a broad assoffims i o L5 devdges diat mag be gipflonary pp mobie comuiting ﬁ%\ﬁqes and work

with tA@@psttWigel B ysea bhitofridainbRRsifd dt@ﬁ&atﬂ;ﬁésucﬁl Bﬁl\d‘id’l‘@so&@tﬂfobﬁ ¥nd Lotus
the server system

Notes; F38BPET RO b3 Baude AR U5 dpth RETHAR), LAN (Local Area
Netwdéiki)! @RbEonE hetaR! tht NAmEBY: dhP btheXeHdd & Wikddsy 8nm¥Mation
(Wreless Appllcatlon Protocol), WL (Wreless Markup
netwolgnguage), HDML (Handhel d 5 Devi ce Markup Language),
Sty élgﬂe@ EdrvdYR ﬁ@iﬂ@l(ﬁﬁ% BiAude HlMeer (i'&f‘é&@xretlg?fta I%B%Lée%f s server
Lang ua ;%%ertext Transfer Protocol Tor
116, asﬂ/nfpyr(c mp@m\ﬂﬁmﬂ A serverrdetagiors| 1p0 nppde uegdp store server data
115 ALK @;«fchfoﬁ{zxﬁvnﬁ %Jt@éégﬁ&sqaﬁq 2§ BEoRGWYR acE¥ sl 8P iHel Omote device
for exa ocated at ‘a centrallocatto
120. Elmﬁma@ aggesoreganl Hafurtber isclirisa aeadodestryct saneer tlhg anenmfpilon
serveﬂ%@ ea%ﬁ a%t' p?&'éd&xggtrﬂg gz}& 'nfiﬁessg/%hr&ﬁﬁuéﬁ EE#]CE 1?g ﬁlorﬁlgr %lzlgcées an
autodqstru@rscrvqld 19242 qletrymwrssetviere 152 anpt asethprocasieres ik 175. ac c es s

t .Via,th t
ng%lz %gl%}(;e]?d-e{/%égi @a‘#gﬁé{”@ﬂ}’l’fgﬂ%‘%?mg C%glC% orfzﬁg% & &@mote access
client #@3; ane s syhehronizative ciientv@4. THOremowd deviee dertastmt &3 50@wy beused to store

e AT N WL TN

and aroarerypfion ¢legel 0l dbe synchroaizativgietientt1De furtletiaciafestdn@uo@iruct client

125 andfan erﬂcryptlon chgnattl%"l at ot her
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| ocati ons nust be updated to reflect the nost recent
change. A synchroni zation process nay be 15 used to
W@ yglrsm ze the data, i.e., to update ol d val BE€EUST003/025795
data to becone equal to the new val ues. The
synchronl zation server 118 reS| des on the server .
nGR t| an .
¢ oGBS ot Rl 1%, UREUHANAGY W I8 AEkodfF sssersstiont 122
the sgwhrpgizatldseliamol 24,lvad t}E)SB@jm’EX)S}/ISfEatsI(m skdvird of thd 2dvapgstah @ 10 and

sl RSB OO E 5 S0B o SRISAE os Po HSaR e
WAP((Wl(t:diha?g sx?ggialdaﬁ Profbddl), amm%wée:még(\ggﬁlt@\&aﬁ%atégpnﬂﬁ (Handheld
Devigg Yfiye E%ageg’w%&%ﬁ 55k R GH Mg pegiea Mﬂr@p Tanguage)

HTTR (Kyeytea T anicz atoto@m) SRte SMIPEsRie A8 TeMBEPPRfIcEBL | on
cl,ll ent 124 e set to execute the synchronization

6’85@5"%?“6?%&%{” 1P hesides gp theseryet SYFtﬁmelrl (hethag mag for gxample be
locaté‘iﬁit actitiy lo@ati‘cfﬁ%ﬁcﬂﬁas'aﬁ of JafizatthAt PheRlyuBA&, Slddke rei%%te access client 122
anot her optijo nchroni zati on may be executed upon
residggogthg Iﬁglpﬁa f’ét’ic% h2 fqegeamyple piAopRBE S5 EITnGNT oot access client
122 pEfn‘ﬁ@secﬁ@reh%teed&%féH 1 8o aBoc3YME BE0G 2AL1H9 QlaQIYeeﬂ%Ino{%Ca%Uerg serfér 116.

25 synchroni zati on event, thus, may occur at pre
t iGapies af @P\s@n%daweu&l;zuqrmbsgmt@mp@ rpaysreside antbe eemder law end the
@fa@wg@ th
renofs B GG A0 SEHELch PR DL offhe O et Rt s Bhc place s the
valuegé thiedata ai®ne afthesh @1399&1&: blrepgédz &El volue of the mp}ddfcthecqaene at@ at other
] Hes Wiyt
ocatibfl R LBl el e 8 B ey Nendihirayon rogeshmyy be
used tosynahiratizeripuidath ed fonxpdate] eldenlweadiidas to dedogne\equial dbithe new values.

R R A HTB LR ke o B TR B nipaion
clients2 cdsiden b edch mm@@devafe 1208 TR nclayiiiedtion @érzcatlilsan@ihhent
124 may us I‘ISO bet ween th
synenf sy o L) PR T sahrop b e CApiee (rp QuAbehad Hgafa s on the
servedBltavittathel eolies (braibet)) bhthe kaheda MM AnfthCRoRMRvico 1201
[ time sta {Ihe synchronj zati on

val.ue. Using th
synchiglyafion grpgets ma be e iled autaiBp isaliE withet A I8fiatien SO dieser. For
examplb ahe s@yhrohiegloacevéha s @ad the 8inchRhirhGbh cl@nii@4 may be set to execute
%04/ 015576 PCT/ US2003/ 025795 |l lustrative exanpl es
the syBPhTRYARIR BHICSHRT RIFFCE EHEMBS e hinteR¢R)s, Berpgn dpiFeiing afchange in the
data ek YidOIAObotiRr ﬁ%ﬂ)ﬁ hsfyﬁ&iréﬁ&dtf%ﬂ ?Q,E %ﬁ&:ut%ﬁ 'ﬁp&H B¢l Ashtion.
in U S Patent 8, System and1
Every\as,$g S)fn&hron@%tm@r%@e@ i %ﬂww mymcdamwzatl@a Sgnicdeconi Ae
hmma !
sync i %@%}%mgg?gﬁ%h&ﬁ)éﬁﬁ a@%%ie@g%{g tlﬁ’t\ﬁ"{/gl Q_y{ gh%?%{%zvaﬁ%s at one end
are Ch%&q%%/%rmwvaqgat@nmd«wb@et @aetcaormgacgmmet whes chcdess,
Wﬂé
%}ﬁkﬁ%ﬁg@%ﬂts&l\éb}cﬁg f&ﬂ& i f%lgchm é&l%ﬁﬂt&ﬁ%@%@% feplace the
older Wé@ Kesfoith teeaesntopdigy nevweralatazialugs. NOIdei dataevaliopiveg bef a
d1st1né/¥?{hié§ @&ﬁrleglﬁxegﬁﬁtgg Pér#g \r/%lgplg{n\é% gs su{:lhiXsstmrlee %aénpes Elg?or.ﬁﬁ%mple each
data valye érdfeghar qualificd mith ra titrderstap, tbesync&wmﬁmuacsm&s 18&8nder

cmenb S RBHL A 3805 S R b Ll e o

value 11212up/ﬂhemh®atl$e datofaltdie refavothe late]sﬂmd@fﬁbzﬁﬁnﬁ-ﬁ)@hé RS Using the
ion to u t he devi ce

time s e S EERA PRl @™ e for iy 3B St eF e Vet oy
replaccmedamermklmded in a set procedures file 170 that
i ndi cates the procedures to follow. In an enbodi nent,
the renote access client 122 erases a subset of data
in the 8
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renote device data 121 that includes data renotely
accessed fromthe renote access server 116 but is not

woemens#ré |y synchroni zed with server data 115PCT/US2003/025795
Al ternatively, the subset of data can be 15 thought of

as one-way synchronized, i.e., changes in the
C(flﬁlgsﬁrgtﬁx%n Jﬁ%}tesg sifrelt 1z |1§1]i ?%élﬂ?sZtﬁr Vniéyd:%\%v éed(]]klli rri'% duta

synchipertizatiot process axeeh&ca)sedﬂm IEX&%IDInEN af6,023[708, t#led $8¢stedrdind Method for
Using { GloRfI SSRGS SFiehroniee SE0rtioh i ol AR SENethorS By Mendez e
al., UBpPhtestaNd. 6/151,606, tifled FH6@inend dleled fﬁ@ﬁné—@Wor@i&ﬂ)am Manager to
Ac ﬁ&ﬁﬁ@ds in ghe set roce% es file 170 can _iInc
cos platggnd HF&FR%ZG Ay ender R ye%atswé&o 6,085,192,
titled ESYERERANEHRL MetROd R SERlY SyhchRRTRIFMultiFRIGPRE of £Workshite Element in
%ﬁ?(v’g’r I;ErPodl nent of the invention, the autodestruct

a Nety °g sipls plbofvthich ar @carw&é?ésbe/rtmé fefrpicent 123 to

f ITh8 huthdRRSNsbrv&N8 ¢ bf ¢ ﬂh@ gerﬂj@é #ecéR sGver N8 @rans?ﬁﬁﬁ%?e[s%'aﬁ@ Hther

and/ or personal dat ag the server datastore 130 f

commangsy ta dee Afrglestrishelicti2s @é thereraote agpeesdidisntrldd when  wser oms remote
deV1c$ Pz(ﬁl'b% %uﬁlbﬁza@@ﬁ f’b usghfé d@%t@%h%ﬁ & VieE 1704 F&E}gromlsed (e.g.,

i ent di scuss urther detal
lost, SEEenTh Eh@mryfptds gém l@enql@ded is@set pmccdmsdd@imﬂlat\mchctatetshbe

‘ proce@nﬁ&%q‘éﬁdw Cfy o %51‘58&1%1111:%(7&5 gegﬂ%té £c%ﬁs%’5h£m lbf %Iagelé %Es{ﬂ?osgﬁ(%fl d%ta in the

e set proce ures e encry
remotg @evicd data F2lchatamdudendata femotednancgssed bom ﬁerremote 1&@scsarver 116 but
. i.pel ' a,subset of data fr not
s ot SO, SREHIAL el b 1 5 0B o P b Bl e
thoughiredae nna-wgy synchmain¢dyoe.j chenkes dethe f:asrmsp@mlﬁgssabsagoﬁdaez 1n server data

dat.a, 121 on the ce 120.
115 1 B BT v e85 utF abd B i i B A of
this suba¢t c30inkmde e@rpmate&ﬁiecamg dagc Gﬁ?ﬁho‘r& iccéd@ ellﬁﬂﬁ%z ¢aB also erase :
extrene ensit]v an t her ef or erils 0 m suse
persorf daty 81&4 {P&f 8"&‘0{}%}’5} HEBAe deKige dait btfe Qthercomarpdsdp therspt
proce®aes filo s V@ edh ih¢16de fdﬁﬁattiﬂ@&:oﬂiﬁiaﬂdeﬁ SéhmGhicldne ik sbdetadR commands,

erase the data.inste of the encryption server 150
encrypHog CofEtan C?Wélgeﬁfer@ﬁflp@ﬁr drhogpen e%thf BIVeRiiony e autpgpstruct

serverddf @an in@trls'rtﬁ tilabRdeahiét\eBeR DO fiBiNtansthi §pe‘3?ﬂe§ ag@e.§.] foht
pted and then erased so that if er ased

be enc
synchepgized ?%(Y /A ERBY dpiaLis s server datasgre | 3%sfor ﬁtprag%andﬁh%mnstruct the
autod &BEENCALR] 25 qmyste thelAB.. &R %Miﬂ&és&ﬂct%%é’ﬁlrn%ﬁd 4Rt Eﬁ e
client 160 wll be discussed in further detai el ow.
discussed ip fontfa Aefaib Belew PCT/ US2003/ 025795 The aut odest r uct

S¢hY @ﬂ’cr;%g? &k 1156 u?&fhﬁﬁhgﬁ PWite e éﬁ{odésﬁact%&%er 117, ¢ gransmit

substantiall'y sim’lar e aut odestruct serve
instrugfipys {rribe @ﬁ@wmﬂr@rﬁlglﬁﬂ,te thelenorybiian dientel6al Ih;strmpenafoe theo -

encryﬂtfoﬂ@ét‘%nt 1590"63h frdfilab QR ?yptﬁlg qglea %eq gﬁ&atti #8&1 rgm&g AvidRta 121,

the encryption c
therebs'mmvml theedntailtt preventing e unatiorigedieer Tem datewﬁgzhe femote device

o N R
be dequypdedeahdraesesseid| &f thy Satciaextoandyeatitn dltfﬂ“ tlagtei?te::t?é Agk df@msuse if

e, di
e N T

erase tha dity itskead oBtha eiitrry‘pmloﬁ &drivar 56 krisendting 2. enbﬁypﬁMd dheblel 60 to encrypt

o o0 S D08 B DS b B B e

erasedsdatzme somﬁ@wb@edifeﬂ&b linveil sltlntbe irBarSdnB @R d Yétrdat. t"hfétencrypnon server
te device 120 to

m tructions t he
lsoanéiptg?éf g??‘t’ﬂ} 8 éd‘ﬁ%f['éeﬂ"ﬁl The single unit
can 10 transmt instructiong to the renote device 120
to operate on all renote device data 121 in a simlar
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manner or to operate on the data 121 based on type

(e.g., synchronized, non-synchroni zed, personal,
wet@4p155& m larly, in an enbodi nent of the i nvReIL/USIW3/025795

the renpote access client 122 and the synchronization

client 124 can al so be conbined into a S|ngle unit to

te .on the
ty pe% %H%strugcmﬁvgr \ﬂné gw d:gfrgpnon cfe]i%ﬁ% ?% aig ‘fq%dfﬂlétlany Aiirdtlar to the
autodgstacusesed 11 hafdthé betypdieh sdrver 159 bl gomeralty @ﬁfajtdmaﬂahsnﬁt instructions

ot arrhe oA it e he e Be G ot fhry hgronized dta n

the réhyI€ bdviudi dart 120 fin sdblstiaﬁtlhﬂly 3idflapfashibtontBemiGletRNek E18nld B3 and the
can each include a s procedures file 180 and 185
encrypiap S 140 o1 St e Phipd EANndS SHtDualbgimido @grocadures fl

170 m fha§ ui@ﬁfda atffe@énk msﬁamh@wec&@e bhae ﬁﬁﬁreW%%ﬁMragﬁd bh byeﬁle
are used the reno

Synclgéwatm IC{I‘i’nétl 2 Iéﬁ/ﬂélﬁ w@f@takd&v 03‘?1@!? Qﬂim@ﬁ(él‘%ﬁl iﬂt?r@rt’é’eﬁt the remote
acceds @éﬁérrlq 6 ald'@ie SEPRERIZHEN SR el He@PmBRAL mtdY §1h§l$ @nﬁ tlHQt transmits
procedures when it has determ ned that it has
instryctiprsrte teg e ote deyice ki Peerate pietheserpete detdes deta 1230 Tbgﬁngle unit can
i l.ed ..
s ARSI, SRR 408150 o Lo RS BUERA i
mantieperdp operete onltliesdagrolcbabaddindytede-gh @yncu@ngé nd@8ytehwnized, personal,
[
o) SRR PSR AL, S| RS 52
syncleerizagian clignit $24 can dige besembined ntosd tinglt g opbvata onltlge remote device
data {291 "{)%e% o%e \é{a\?\cﬁe% %?sﬁrl]em?tg gewc%:cfétra\%g o m %ﬁgﬂ 1#?5:“%1%(3 in rther detail
below he:osyasttmmwlﬂfFIGcaameIG fitiate pr ocedur es in the set
rocedu nd/.or 175. Dur e
TR St pE Bt i s d are i 122 s S Bpwgation
clientd]at4 af theaembth deviey Iﬂh))aian Sa&h Vituds Y sétgoctdiles fer 80 and 185 respectively.

non- synchr.pn e renot.e_access client
Th <P seles Efi  AF 5 P e GRG1806 e s 170 ana
175 aaY Behika@wE@dhéliiivie dhRe 3YN&IFidiNia@Ea b Qlodektn@n andl&léncrypmn
the synchroni zation server 118

t th
cutl LRSS ML 30 L oL 22l 00 RErYEr LS Lt s

been K&ﬂﬁﬂﬁmis@d Fhiexahple, tRY RaloteRyieal 20&inRejulye 8 rEﬁlﬁarSﬁqu@ﬂ' acode. If
and the client 124 can occur at requl arl

the S%’E%%P@& of fhsreeds /s myssed ordhihe Hwutechirdr wnm*ﬁet:f» thiseq@uidyindicate the

devicH 386 hfbebhGonkREREsE Qﬁvﬁhé}&b&%ﬂe ﬁﬁqojéehﬁvﬁp 8LRYor Ol‘odf suBJ% hereof
gl obal server system 110. |If the renote device

needsia bp cpeEYRieh?F esasgd. (Ehigean be @éﬁtﬁﬂ in sigladipns wslrentﬂmerenngwrdewse 120 has
been BSinhrORAGEH butg@n&lfﬁ Bad é:tz@ﬁh e ﬂ)%gles%ﬁfepglsé)n 110084 E&ﬂ?%@tem 110
access server 11 nchronlz t1on server
caanif dptiatq pr vau%’o@mﬂ’@ E@W@em fUSZU@@Al@@EV@S transmt
S " szi# g&érgﬁﬁl dfnd AF:?W&E g}%&% ?(R)Cﬁlﬁ%lﬁ(l)té ?éulcel]%% g&gseg Hﬁ% from the

I zatl1on cllent reépectlve
globadj@weg eystan11® Fomoonypinchmuizal dagy, dwaembte acnessmlubstelm inséracts with

the re%?e Jc@&gggvgq\fﬁlgorgsgé&{ %%z%d dgta th@%%cﬁr 1zat1on C 1entﬁE¥Tgeracts with

ccess server € synchr onl P61 8¢
the symaluromzarqmmmtven Hstto wcxmhltgaslatatacnotdmg tosymdheondaciens ﬁroCésSee khown in

the anéL 2§y wf?ro?ltzegt?o&lz@éggeg{rgl ?hg:i sgll*%tf:rl ]3? ag%gng gﬁle%t?litl Lot e\?félg \éegulgrly scheduled

intervel B\or can lsbarhanud Byl initiatddltg aglk@ladithesanyte dewyst20rer hikGperator of the
1ob gt heersl C yoon for storage and evaluation. In
BlOPAAEEYY ™0 descri bed above, if the renote device 120
i Sf memmommm 120 hixebee EadiRotl BYd @62.,18%), s6déh, or the user is no longer
0 t g&g gn erasure and/g %%ﬁ%% tion routine.
aut Oﬁ?i‘i Oﬁc‘ieé,s 1 BB IEMAICRE PSR G40 nghropieaAg|sgrver 118 can
conputer system 200 that maygbe
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utilized to carry out enbodi nents of the present

i nvention. The server system 110, the renote 10
waeleaitoe5120, and conponents of these systens nMeGI/US2003/025795

i ncl ude such a conmputer system 200 or parts thereof.

The conputer system 200 i ncl udes one or nore

rocessors 202, input VIC 3 B‘gé ut deyi @ tivel
wansr RS Bep hegmOR roer AT g ORIk ORI Aot g4 agpgectively
of theM@fHbta deviRNRY tt&éncf‘@@ﬁ'xﬁ%r%ra%& all agsabsemmﬂae 1éR6te davice data 121 In
communi cation interface 207, storage nedia 208, and

additiop, HG RgOtRarRSPSSepEY | Hvnd the ypereiZating sera d | Fndfros Lt mﬁmﬁons

to the $MR4tE M2 L1iad 20 hltehe Wn@%ﬁﬁﬁmﬁ%gem"m‘b% eoegaelf Mn@ﬁn a copy of
these 15 conponents together. The processor(s

all or gbsetiof {he semate dpvdceata 12H do e iglobalsaessyaim IHApr g@ﬁrelp%tuoy for
storagk @g«h Ufiafor qgtaﬁéﬁhon, YD hdscrifia aBovel ff Hﬁtrlaxﬁot@ adyik O Qi(ﬁf Fé}gﬁsromlsed,

rrem)ry regl sters, cache as we
the rema‘teldeuse 121064@eerl‘écmytlatmirfe@ﬁtssrwdi’oomefptlbmgqu@ne The

¢ ?ﬂ‘} a B'l'a{;]ll dlfagliaﬁ‘lqﬁés uﬂggt e[n%gi QEI co ? gﬁ’t@ﬁ?ﬁ(ﬁqgat may be

dec o tha
utilizedttéy eerrrypmt tmbcnﬁmertte ofibwplqseat msgnsxbmrﬂ’ heSgrver systemrs t I0athie vemote

i BR3P LEEERIRD PR35 ) Wl o

thereof4 PR dBmpater B}h(-ferﬂ ZOOenclhdqs whe demre p&cé’s@&s @02, pegruit phrarea 283, output

f t h
devw%%t ermde@?ﬂé ?rﬁﬁ J‘gzcgg{pg greﬁ%e\%f)ebs or%% epP 8015@ %r:}?eicfaglg storage
medial 206, d@imurddacitn Bterkey 2ivastdragemedie 208, anch woﬂ@tfgaﬁérnory 209 that

oystick, diqitizing.table or mc hone. her,
furthel RS Ees S PR 5 oSl Gk e S ot P20l lysdhese
compbrtats tapemeert external signals into data, for exanple,
an. anal og {o di g converter such mcr

QlbpRiPecgyisL 2% wﬁy trpl il (g ttgy Bt 2B iy g?nerﬁ@qgcqfde a control

unit, 4 a@iﬂiﬁeﬁ%ﬁ&‘l@@ic%lt £ %W&egﬁ@éﬁ“@ | c@ghet RAM‘ﬁqd FEOMIp e ®E11 as various
syst em and used to transmit data fromthe

temp%wﬁwftfw anckpthes éoaﬂco r Regpniedenit fetehgginstructions fiep msmogt Hdrdecodes

them f&%ﬁécﬁlcé Qetaleh SRR 'tlﬂ‘@éthé?gaﬂtsrgf et c%ﬁﬁ)u‘%QZysieﬂﬁt SORRM11RErafive
Screen, O%rlnter | oudspeaker “or Stora e

examldewfél@ OB sSONBEL02reaydneiudst IsfeksBEN agd CEERRQA mp%eﬁsors

Motofdia yﬁgo?wq)r%q&gtl c tape drives act as both input and
out put devices, others are input only. The

c bipridevises 205 petiphsrafimey OBedigyirabefeidagatorand Gomshecantpater
syster%’I Eorgeoi%P&t%e%agsW era gtrdwgcrtﬁ b%lst‘lQe I?SQ stfYas %%g,enoi?ﬁke, touch

ernet car ar so
screerh gayshivhy digitiziag ablatadr mxsroghctnyp@th@f inpuiclalices reay ineludeseksors or

transdggérg tlﬂat C%Fge%t éx&e%naq g&g&i@ ata 5t e%ha@? gilﬂ EQQ%P Jl%,ga@ ?&?f&){er such

s carrie a coax al
asalmheldbﬁeto see if another conputer is transmttl ng 11
004/ 015576 PCT/.U$2003/ 0257 )
¢ etk 2 e giionaf ol el St tubied o the
compStyiSdysem audimpy bbudeditt)ahnsehét dafddroal the bbxhpmemn dhiedforbChY tb R, images,
node n tsc uters t t he endln
sounds G HGRT e D G Pat LR e 0 ey Do iat atrensprinter,
loudsﬁﬁéﬂéﬂ |oﬁ§t61&gé Hkﬁ/ldﬂ:l 2081 Blostiabdrdoregydenices such BS disk @ivak @@ magnetic
ghal s &slsend gver tcge tel phone | ines, then
tape ciFrgAtAP RSB CRY PHPY Yigese o er%?fﬁﬁ%ﬁﬂéo ¥ be 5 read by
t M SRR @tiofN intelfBceTl0N @liay @B 8sed®e BRiplcEthe bEAXIARb & computer
st or age rredlclillrlgereaders 20%, may be used to access and

netwogk hylgnd may in an Ethernet card, a modem or other similar software or hardware.
Fthernet is a type of local area network, which sends its communications through radio frequency
signals carried by a coaxial cable. Each computer checks to see if another computer is transmitting
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i nformati on on the conputer-readabl e storage nedi a

206. Conput er-readabl e storage nedi um readers 205 may
w0 p@uotss76li sk drives, CD-ROM drives, or DVD drP@EES2003/025795

Comput er -readabl e storage nedia 206 may incl ude

di skettes, CD-ROVs, or DVDs. 10 Storage 208 or nmenory

o i 5 B Ra A B AT B R Sy ok Sl
Novellt Nleam/e&ﬂ TﬁIP/Ia ek edent d:diﬁectﬁtdn{pagﬂs tB@ﬁchrﬁﬂyer ifsrGEndieg t he

di sk ace o ut er le of .
commya-Atics 3 e CRSRNg lintsa L0E Qo SHAGIbEE G A Rk ot g5 paters into
analogrﬁgrmlsvto 2681 JVBthé REJPHER 113 I 8816 @8 Sed WIOR Irfo ﬂlg‘ﬁMsignals to be

in turn, houses the operating system 291 and

read béftﬂl‘f‘e"ro’“ﬁ’r“@@ia%% ofigvendthe RAM may be built from
SeBmpMBHIed8le stokae MARGE @etaeé}s wlﬁ%)RAe%sem AofesE Y Bte

either static (S or dynam c RAM i s usual | 3/
mum

informpagion ep the campHeighdal qrwearlrdrwé%a S@W@w@é@l%%gwme
readeﬂér@MS ﬁ‘1|a§ ’ihcﬁﬁe Hﬁl@ grlve-gr@DWQﬁﬂv&g oSS b&RNED JCdn’?pu?er-readable storage

| ow- | evel software whi ch handl es vari ous task

mediaci08 mysly anclydgdisketiesi Gig-RQMper DYy al  har dwar e,
S §!3?a%g ItQIbﬁgr @é%ér?%?dev@e 16 Ml RS ﬁtg&ter@cp ¢ whic th;:y can be

res interface to t ser usua
held, Wde?mnnwhab fhey cant beomtrisvesiat adatérdingay riitiragy. 208 oy isctedephelsard disk

rce A Do L0 B AR s

Wirtdlang m@@pry\B0A aitawsnc(DEie rfidodoassesiNiemyn(BAM) @KIOK) ,in turn, houses

Maci nt osh st er at.
the opBEREHERH B kT Bnfs nrbgihtn? 200 iR AN o MRl AREG Hk Bfuctor
integrsteid biraudts, Reblichi0Bn be GRECstatily (SRAMS) cﬁSElyndﬁhEml\@SR&M asngdually
1 .[(Jgay 0S, or any, other type of o era tem capabl e
volariAHEEn 5871 SR g e e SRR s F & 3 1 <
aThd gelatidp ’s'l}gfeﬂﬂIQ 1lik B $dw-BdveNGft@ %@ IWhhcﬂh&a@dleslﬂﬁ‘lb@sJﬁsks for example

cat egori erve The .server data
interfig 1§ A B TRAY SE LTI A Aok SRR Tt defiul
interff€ /@6 u%ﬁh@ﬁﬂﬁﬁvﬁetﬂ-&%@ﬁéﬁtloh lﬁﬁ)graema trlﬁmﬂ‘%V |S@ﬁle @ﬁ&rﬁﬁ%@éﬁhe

135 respecti vel I hcl ude one or
operetiigrutom PaLmay b U e SN baLingy ORQVARBAROS. WindeiaaVindows

95, WeIBBWS 98lavRdSOCE CWhﬁBQ@NTd%ﬁdo%%Qooo‘ Ma%m@cﬁh@yé’t&% IBM’s VM

bookmar’k dat a 340 task data 0, sales force

and VE{(NSRar prsrtiag sestesstspecificlly ﬁ@gmfreéqdafplr hspdhakhdevifemaich as PalmOS,

EPOC $iRdodeE, #OERDSABS AL LRMOL bf S5 PR bRoRBMing system capable
personal i nformaiion’ manager (PIK) data 390, various

ofop%mglvemqs@ms SO®mpgiees- ot her dat a t ypes Exarrpl es of
teﬁ?eﬁ a 1?@51@01?’&19 %Xllﬁsﬂ%%%a&gcel ve teggrlég%f @éwérlda 115.

ates It S sen e addresses o
The saryer dglerideandthelreninge devipeidatar] 21, dled atersemd in ItI@ sefvet fagastore 130 and

the re Hi?'dkvw%?a{!ﬁkeeg}\?gé g&g{eﬁggﬂ#} mgﬁ#igf’%é’gc QS'«L’:%%?R% hﬁ‘rese

categBs olhg lfQIcKaempls tnclde ghaibdatin3 HlataﬂersiandatzaﬁOV\ﬁbtdhtarBBf)ﬂmolﬂnark data
te not | es I ata 33
340, 4§38 50 AP phA BBl Phasn 57 B Nt el Rigeting o
organizativasl, dicontyatatas3 80dpdrenaldfifoernsimhintnagef (RIM; dhial300, various
.file cat i on. anpl es of bookmark data 340 nay
apphciithor?lsaég ap%?tg?rﬁ@%é%r esses of bookmarked | ocations and
aExanﬁ:tﬁﬂstdeﬂneﬁI dzﬂﬁ 310anRincide & poitelitef an@ntaliptha date£is $/as sent and

rceis G i phER eni 8 Dpdr et UAAOE RERATRL Bfamplesof

calendapddtOBIBASnEAGEE the eataﬁnaam@lentasalbm&ﬂfof edch e had smace

of :
characteristics of each date such as whether the date is a holiday or not. Examples of file data 330
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5 each task. Exanples of sales force automation data

360 may include data on autonation of the sales
wa@edauwi1dsies of the sal espersons of an organi zap€DOS2003/025795

Exanpl es of custoner rel ati ons managenent data 370

may i ncl ude varlous types of data about varlous

oy 4TS oSS BB BB o RSB 53 S B s

bookrhdik datd 880 mayeslud®Bfdrhdt @ﬂ@res%ﬂﬁf&;bblﬂﬁlﬁkecﬁlﬁ&bﬁ@ﬁﬂﬁnﬂ@h identifier or

i on of the rsons rkjn or an
name 8%633@% 18 e adfietsn Faxamples giga %ﬁaga%ﬁa mayaclidedptoppation about the
tasks !@S&fé%@ﬂﬁm{e@ lalyd tHd Ahids SGRrOBYancO SIS p & finfcl 4SS shed Yorderformance of
son in the day-to-day mnanagenent of the person's

each tP%kf @xalﬁaleaeﬁ selep fqr@saut%@élﬁﬁ s 364 mpychide daipph pEtemptipRof the

sales av@vitieRYf th@é‘élé&ﬂ&somﬁ\’@f £h REALER8SH. NGk AR 1o E@&sto%b? rS4ifds ABnagement
M crosoft Wrd or WordPerfect, spreadsheet

data 379 ptay dplude iyarious gpes afsdatmbest variguspustaniers,of an org@m@ﬁnton ngxamples

ook GG AU RER0 4o I LBl Rt

locatignst gndecontagtanfoimasion ofihp persertsivnmising amptgemzm)na Euamplss of

L T A

manageprenhefithe prrsondhdif avsl acglpees dixahatea pf veoiousapplitations ¥dnay include

word R%Qe%mg% C%l%%’t?ona ndp3 g élygffcros g& \ggl%l%t\fyng%&%gecé &rea‘%élaeeggppgcanons

such ds)hoﬁus df-2 8latchEtdahtiragimgubplidatdnsizaech a‘mﬁdjtcﬁdaé,dmb dredikeOMhé $eever data
tions data on a.remopte devi.ce.120. .
115 afieplecieR iR 241 B8 Bofide Skt ot ARG R S rotes e o
aBKR9gs 5 blovietiadrd@ showinp ehelsefvot @tarices &e@ldb@hierxﬂe? dystem 110. The

Thi s, .dat a e either. data that i.s ccessi bl e )
server 31298 e PR, By et Thviath BooBotevredls e O gatt syhchronized
type dafaappocan be accessed and stored by the renote device

120 but shoul d not be changed or altered by the_ renote

degn-gwnchegized sqnver d3tA 449 By g%\f‘? fRd pr dlyee of atghpuld not be

modifledPased ohiheSmbdifi@itiohs HaLA ARFeHOE AL 120P @h@h%yﬁdh%n%a Aata 410 is
values of this type at the server |ocation whe

servedchyt the EgiRIRceess sutd \Harfaide rarothsepss chenided s @qﬁ?em% be cither
data tﬁa@ [thto? iéé@ééib@@(o{ Q&AYIsHk) tEHRTBh&S dQfice@0 vf éfeﬁ&ﬁ%%‘n%@ decessed

O may include sénsitive data, for exanple
and St@r&ti ay thelrampia geies BOdYF shoyldaatbe chengsd os aksrasibysheremote device 120,

"The sfrﬁﬁlr ﬂgﬁ&ggg&gso& g?ltldt %ﬁaé:@fhbsecg)gé @dﬁ{gl c?n& %e@ rnb date fthe dda{ca values

nchroni ta 420
of thlSttgim at tlzersetyer kgatioh M ﬂ@@oucspbmchmg@taavalms: heremh«ztmeqi airthe
e r I
remoté B%‘H&%gcaﬁﬁlﬁ] ‘%}? 1 %!rg gﬁ IHJ%HZI glgrgmg%f c}éa]‘tea{ 4e 1§3n§afgﬁcﬁ c%gse}fscfn\;ema& for
exampg phaireleiihgab e&osntw such & @sﬂwe)rctsl ahny extegitioa lfernatioprop employee
Sdmk%one data val ues from bei ng changed by a user in the
ield; these are data that should either stay constant
oSyrb:hromlzaah daal 4201h§'y Tt deéined:arﬁtypd ofl dataahat oan Heysysdmedred utilizing a
central

synchrso)r/l},]z'énm,noq,‘rf)<‘zeg%1 ”@gts%ncﬁ onﬁ%on %Wé 1 gt# cag 5?136 FWaqata} to the synchronization
client p24. A4 éxpihided ab@vemb thi gehérdllybdesrabtl O@Protect sane d-ad vAlls from being

r te devjc 20 and the, change.in the data value is
changfyERE} Sreb e foidibesd e b S L GHPLSHORBIAY S5 B Ghpesd only ata
centradm:aloiala'gv sEBAnR Gvith c3ftrad LRGSO tif)IIEd had, Z}ﬁlbhl@ﬁlzal/@ﬁd is the

data may i ncl ude the, ki n

es of synchroni
type ofiia has’s by oA po TS bﬁFW%WO%SWSmOWéjéﬁ‘F%F?%nd the
chang€ @ the 4t dalfyis R aMitH Be HoRISrell Rothe U&rkésbcﬁﬂlr@ e B0t 115 durmg a
devi ce. This, data may vary depending on the ty

subseqiepLIHRSTERT IR Om AP e RIS QEwYnehiprigedisfaimart igelndg @a kind of data

data, scheduling data, censys data,
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and the like. In these cases, the roam ng user is

usually in the best position to update the data val ue
wW@r@4i015576¢ desirabl e to communi cate the updat ePCDUSIV03/025795

central location. 5 FIG 5 is a block diagram show ng

types of renote device data 121. The renote device

| ud
gl RSP LS PSR TTHE RS ntig
the type pEargalizayion untelay momtesatts dhtagechmical &) schbguliiab®) dashs data,

a5 SO, O 2B B bt e

and 1ﬂi@ﬂcs&¥l§l€tﬂ'@ﬁh1ﬂ1ﬁﬁ'ca‘f’ﬁh@uﬂc&fé&o HLQenttAesgigata will not be
ﬁ éi y changes 10 in the correspondi 9 dat a
lsaHP ek haggqny ghowanpdyramot eotessice data Ly ] Hleeﬁraﬁf@élevwe data

121 lﬁdmctehﬁn@%oﬁrd@eu Forille dIRCUABNG, sk ized Aot dvikQhata 520, and
Immoﬁﬁionatlcally i npact the val ue of the corresponding

YLV fggote §%’ﬂWta§§§t em 110. However, in an
alAs@kpiRinkd 1 REDQRRENervel Bfa Q/ﬁ& ﬁ‘ﬁﬂ&: {%ﬂ’@fhé ﬁgtﬁ %ﬂl@s dnMREremote

510 can actually be one-way nc roni zed
device prgslpesifipdhasqwpwirchiaizad dats tmie |5 , dhpsmdata wilbnat émﬁf@ted by changes

in the@%Mb%@n(ﬂﬁ’é Batd oot es%'ﬂttherkgltvgy %}&@ﬂlvlgbs %on%e@s% ly.a chanée 1n6che data value

non nchroni zed server cess
on thg mmowewr@nd%wclbmt eeom@iratiyn mapagtihe hrdumfehmomekmndmgdam on the
I cgess server. 1
serveﬁ%g@%?%@Sﬁ%y%ﬁ% Zaggfgerﬁg%fv ggggc%}ﬁg@ t?];a pon- fﬁhr%gedl c?ata type 510
can ajtyedly bd@neway samwbrongzbd ghirat sschafigasd axnserwy dathl bhwidbchange the remote

J0._and further | | ude ¢ orjes of

devieS B P51, B 18 8L T boh Sirchhigkd Seste” G FLF AR b epSied b e
remot§ dpvical A0ythroufiethe ase sfitinclemotei azeds 1D Hid heaemo@tadcebsl&rver 116.

may. bel on to.t contr II|n t he seryver
The o Sy foV B et 57 5L R ins s it e ereestpiv -
synchetaizd SG&erﬁﬁtaﬂHXb ahd Glayl flethSEinslhdd dagBiadsadf dﬁt@ Hlfﬁﬁ@ﬂﬂbﬁ,non—

dat a rela bo sec Bg such as passwords
synchygized S¢1ve, latart 1o Txpic Iréfnt 8Pn-8RsEyiged eRpin e darﬁ &10 may belong

to the &yﬁtﬁjhbﬁl&}lﬁ@thé SdTidr Ry B | K@nfpRds df M- %@hr@%@ed@%ogeiewce data 510
@(% ted durjng_a synchronization event if
may inqlpde ERURE G- Ly R 198 P lame o pechuy U P@W"QE@ apchgnsryption

lnmnﬂﬁ@ﬁ(ﬁQﬂkmb@Qg&hﬁge the | ast synchronlzatlon event .

At the sane tine, nodi fications in the

sy he hmshiosiged liegwfﬂdéwa@w% walgut30 pBy b opdeted| durieg ¢ Fnchignization
event mﬁé SARPAIRG sGRARAESA bddvdr Rta %M@ GRS ﬁ{oﬁﬁfec}gﬁgéthe last

0 during a subsequent synchronization event
SynchMtZatl@hQ@gb ritdke sametimengnyteodificatibys inthtishabidoningd rémeote device data
f

520 wgi)f; %Elﬁ?%ncﬁ)l;}g &)BE&TH%&aK?e@ \I'ﬂ e s%ﬁreﬁﬁfu;(zgeléyea élgljg |42(?ﬁ9'§1 ahsﬂgsequent
synchyopigatieryevigsie rThOBia@taas@tﬁee@eStﬂcat tiag berfre¢ly cudified by theluser afithe remote

devwéalégl)gﬁ ﬁ/af%eg&%a%haetsgggroﬁﬁgg %E YAl S\yvhebe ! rau?nSét 1{51 ecg? g})ammg user

has aoggssito i arvgesirment wahe of e date categos, d‘ﬂs satecgery]ﬁhﬁlst be B@ssified as
or a nal. . directory data are
sy 80 8% s30h AL EBR A LA) Ny Stk 3 e 51 st sice 110,
Calendaypleta afth ergpeizaiipnal dnyctowrdaﬂt atkedxamdRO of ¢ategoed dfdat tha fall under
thstyhe previ ous types, belongs to the user of the renote
15 %Y%vi ce and i deal |y speaki ng shoul d not be accessed or

nbbk ﬁarﬁﬁia]ﬂ)}yowm daSﬁB 0,iifd c@hﬁﬁt@@ thefprevitaig @‘pb@ Belohs tg &ediser of the

t he .s e m exanpl e an | rmati o
remotg g Vﬁci,?oalng é{% ﬁ)ﬁ 1% q‘?nﬁytdg glfe aéc%ge ht{;: yltpedﬁer in charge of
handliey dreplae a8 eRakives sybtBR, fof BRhdlceMh AR td:dlin@lb’%I K¥niSkator at a

t he_roam user be| ongs HP 14 WO 2004/ 01557
Comp%}qgiz%@%mefygo the remote evice 120 in custody of the roaming user belongs to
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the organi zation in control of the server system 110
and is controlled by the user in charge of
W@ eow0wdsé ng t he server system The organi zat i BOT/INE3003/025795
authorize the roam ng users to install personal data
or applications on the renote devices assigned to
them. |n su G S
th olggfeigh i RASEEH SRRyt UG TR0 s PREARIBY theser in charge of
contr@ﬂmg the saeexssgstam )Themngetdzaﬂlan ;2B 30thetizsrtheiroaning users Wnipstell personal

data drfﬁghcaggbswn gei rgwﬁ;}eg]ﬁésgaggéneed td 1’.':11,81213 leé %ﬂﬁ %aégg Shé ¥ in charge of
contrSIYiRE thie QBrivEes st 1ﬁ@ﬁv1§lyfocsfeem‘leaz eﬂthb ppeona]lh ewnahdatpipd stored on a
cat egories of g § 8 330, 340, 350, 360, 370,
remotgeigvicaghhis das; therpiore, ﬁﬁ‘fﬁ‘%‘g 1AYREG the synchroni zed
t iReh dakSbopy of dae f e%ﬂ@xféﬁaﬁymﬁbnﬁzybﬂ er AOsyayhrofieedugee: The

varioisoee 350 of 8 1D D 1R: K050 b gThari Sallviescily Ty 3p asssned
the S)txﬁﬁl%ﬁlzé@t)?émmth@ﬁbrﬂ@hﬁlré’lﬁﬂad tARAI20 b§ tiRrmsér i ehagd i data,

managenent data 370 are categories. of dat t ne
GeneralvbRerkinzeeadar e Tcome e B o bUara: L 14 M iee
autoﬂiﬁfdﬁtdgta@%y ' a‘h@ c&s%&nér'?el@ﬁdﬁ? fnah&yeR@ntURtal O AR dﬁtegoer@% @ata that need
cat egori es’ may be set to the synchroni zed type
to beAp@sdpg andh ewdé'reﬁ by ﬁleelﬁqs eparyie thewem@igrdevice A0 wpegr tobe pio date.
Thes Ea%@?im) « ciemg%easeflt% duel ¢ ??&?ﬁnﬁﬁ tﬁﬁ@%@ b$ #eQ8&"ih Sﬁarébrbf the data.

evice ect ed he” r oam ng
As sitchat change indhe dagy 12(:_1)@9@ o thege ¢qt@0§e@ﬁjh@§p§@te davice 1%% effected by

the roa%u}x%&stef Iﬁ% g’s th fo?%&é/n%le %ﬁ%ﬁcﬁéjﬁnﬁﬁ'el 10 r&¥lected at the server system

ange roni zed data 420 on
110 tt}hecoslespoedmgyhangmrﬂtha synchrromh@l datst 428rontemgrven pydierallyp. On the

tions ,395 ar
onf0Rb S5 BB B2 SER b R RS 10
t hEhedBt16in nmtgermﬁmn(ﬂatge@odataasa}onhowhadamgonesaﬁ data it angfout ¢féhe non-

on, nchr.oni ed t 410 0 e S8y
syneRi e AP g ik dm e SR B SR gatemory on
the s&@ErGEtemYS 0 (ﬁmy];& Oharayd dbeen’dhl@”[gﬁﬂe cispentineeg. en atrd;selt the
ci rcunst ances. rrespon

com g GO 5% oBATA OB HOETES v DA EIs R Do st
swwmﬂnaad@@@51aﬁgwae non- synchronlzed type 510 as mell
exanpl e of novin of d %a i n an

thfénﬁw@%%rﬁ?w& ceopiit datn g ouk GEE piy offinfidta SFe s10s

keepir@fc‘ﬁétﬁqﬁﬂoﬁﬁ‘at{%ﬁﬁﬁw thit@&e R dﬁ%kdﬂlgnﬁmﬁeﬁxfeﬁ\dtel dﬁh@e MIEby a roaming user
renot e device a roan1n% user n th |e

in the ﬁeldw@ﬁheswow@mrz@é tyB580 5 e inches e géh%ﬁl‘@éaeat the

serv@lo 3B dr{1Rs Hf%ﬁl Ciﬁ‘ﬁﬁ’s @hnnbd) ﬁle%ﬁelﬁ%f%ﬁﬁan'oﬁ Qah) B%Ehg entered by the
verifies them In this nanner he client informatio

roanieg user, ey mgt affrctihe gorspanging dﬁ’@é‘mhﬁ gertFdpeatipgy Ahiope as the data
bemgéﬁt?x%ﬂ i 136 AERE %@ RORALDE LR R @§pet e c@a%%éé% dht@Gahé @Dl not be

as t at being entered in the field is, set
transgred e ﬂ@;snrdhtr bmt@e dumqgmesynqm@n@ﬁlaﬁ geast.j pftef dheusgiip gharge of
hancﬁ\fné hle fa e s%xrvgrﬁéa?%ﬁ 84 af&? tkfa%e %@Fd\éﬁfneg Q{é%{'édﬂfb q{ércbﬂgspondmg

ronlza I on event he user in ch arge of
servératoti 16 gnaythe safatyaipdated byethe Eeld @ntnr:e Qunly enddisicaiesory pidata may be

ovgcgﬁgné rtl(i:"e dlgdnesr}%%glﬁze%rtgpéﬁ%g g? t?la ?yncértdﬁlz&? @/@g §ﬁp %{d}?l dv?‘l@en, the
servertatai 426 wilDbe yyrtcmemzed itlsthe ae‘elgonqdl‘@efd rgabte deeige daga 520

ed fron1t e.ha nc

e bR 0B SO A B B b8 1
syncﬁﬁﬂlzmi lt}lpe béO fin letuda hgpdidativing kuctl he woslgrycensigy frogrdms or spreadsheet

devi e dat 520. Anot h e e of. t
proggim 5 CTATHS A BESASSEACR I ha BRLCtp (g TR U v
synchroni zed type 510 may in¢sude applications such as
word processing prograns or spreadsheet 35 prograns.

For exanple, every tine a new version of an
application is installed on the server
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15 WD 2004/ 015576 PCT/ US2003/ 025795 system 110, the
user in charge of the data at the server may change
wo bw40yyses of the application category to syncPeDOR208025795
420 so that the renote devices 120 may al so update
their versions of the application through
syster§¥ % %eg%ériigt haﬁ'ﬁe oiA Bet: 8at'c} er?t etf1e sepvgr m gy%angéj CZ[ t‘qlng ?])g ﬁl%\é phcatlon
categagy tesyatHryninar £20de $hat thb Irmndsteddvmep liﬂ"uaaﬁqdpxi umhtenhm]svelrmnns of the
.t he no chroni ze hat a version
aoviicofih BERER ST RRAAe; A b §P By R osF bV PRyt Hei
correstﬂewdimhgeaplpﬁcat]kmsl, lltﬁ§ pdtietalle ﬂlotrd)deelmbﬂd.ltptkeéﬂﬁtﬁe ﬁ?ﬂicﬁt&ins @0y non-
at . t S er | ocati.on ot her, exa of a categor .
synchiiE BaS SHLES SRR VREASH S0P NG Ao SRERE Pl device i
not petrmm%d td Eriu@iths YAl wply aem ke lepgbrback again are -
[ heet entries of qéees ofgfn entity
TIHBASSEmBR O P E3erY e&%ﬁ ey ypes ey cb@ggt}/ fremsypahzaiped type
to norf— &H&h%&t e dRYabk $pdin A tihE8ed BRkried oflh i@ ehs &T&Hteﬁtlt?n

adm ni s rator may nove tinmesheet entries into the

Tlme%héﬁ caijiptofreaeh saploxrstanytbesrncheprired thaqueheutagonth but at the end of
each R6RA &Y ﬁ%dﬁﬁﬁ@@at&ﬁn%ﬁkﬁgmfmm{ EtridshBo rtheel%rs‘yﬁﬁrroﬂ%\ﬂ'dgtg type

t he categories of ta between the synchronized 420 o
aﬂdp@ﬁ@nﬂ@ﬁnwynﬁhﬂ%ﬁﬁ@é@ﬂﬁy@@ﬁﬁmhgr@ﬁyﬁbe advant ageous in

[ f

PR 0 15 06 R o RPN Gl SRR nod e

410 miay be adviantageods n rexgraitbaions.f Fag pmmpl@ ahfapgm 16 security risk scenarios can
i t r

o B RS A P IR e
remotb dekcet 1@01 ﬂcepermaten‘ehossyzsmre A3 Idog asribe delaym d$may mm¢nadmack to the

t
server C?ggtem durs eﬁs&/ng I‘IQ{II%? 10&%? ;f‘q_lilﬁvené g%cgﬁepfay%r %%}{Cé%ls Ffaglge of data at
the sepker Qatem, 1 10hsehsitivescateptiddsl of dataytthdt @rehsusﬂlydmf toehd niydifiiesiehy isers of

f. the te d 120 t
the refis ceiiFest BT8GR v danigeS cR{AI0 SIS paga prsd to bo
updatetahadcebicnnthe m@?m ekrargethdmgnﬂ?ﬁg the ldat@ myg&ga@é ﬂhﬁmdi ﬂyphgto
chna et al a e (0] nchr oni zed
synchlpg iR T A A EoePS iy Do Spbf FOLPRNE e e SateT data 113

are mEdISd Redrbidk td HEJISRMYRIificdasm inlthd renddte d&meH dataeid 1. Subsequently, the
according 1o credible nodifications in the reno

user igyehareeof §adling the datg payechangs thedata tiee bagk é}nanﬁye%?rg@déﬂo and

protedﬂﬁ%lﬁ MeditibRioH 8 theTBMoteRaNge the data type back to
on-synchronj zed 410 and protect it fromnodification

171<% k8 if a hiock digerpmdlustyating angmtqdesteicheriek syieayt04mThis block
dlagra'rrl rlnh‘}sltefe@tté fFlg aﬁt@d@&ﬁ&qgﬁw lliﬂncﬁﬁ%ﬁf Y thS Y RMLAQ serddi1%6 or the
?r am may refer to the autodestruct server
autodq_s!wct |sm¢rdd8 dnqlygled mathp srishieniziiivaserveik e Bothgitqsestugserver
systen?sultﬁ AR i[9 dve §ﬁ{1}é?50rﬂﬂo%iﬁt§f.ﬁlatg%tﬁﬁrrg g% oga?lg the same operations.

synchronization server estruct server
Therefys therpemporentsad thelt®olaaipdesgitistraier sysep®hbfand 11 e being discussed
r$.Qr t he
s RIS 8 ok IR BETSOBRL S MR VBT A1
aTﬁhb alllcgieatrte:t tﬁe‘vcm gysohns tLVs $Eds utedde tﬂsEuc:t th'Ehandtle fdb dceOas destroy

the rex%crrcg d?ﬁé%%t#ke Y o St ﬁ% tsetrgeg rsgsge?msi Téflg?nmf%?ar G %asurse controller

610, augeate tlovicansnnestibn edverlmgemmneetodem el eil.éb@vet comteaton@yverihf engine
630 renote device data 121. The autodestruct server system
© 117, 119 includes an erasure controller 610, a renote
d&wd gssucosuniclidr 6mo ﬁraxseﬁﬁs Aget beedasd mstri?ions ta itk rBmsRIdvdte 120
and congroln e% ho atasﬁe om ¥he r note é:vrllcee da’gslgl will be deleted according to i i
g to mstructions

16
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The erasure controller 610 transmts a set of erasure
instructions to the renote device 120 35 and controls
wakighisdad a fromthe renote device data 121 w PET/B82003/025795

del eted according to instructions 16 WO 2004/ 015576
PCT/ US2003/ 025795 in the set procedures file 170 or
n
in the %&?rocﬁlﬁesﬁﬂ@?% &t 107? etl“éé) J:x{a%lrre %o%lg'ol{f%)érl]@ fha a%??ﬂg'rl)ﬁﬁfoh P4Yer on the
remote pevicet 120 gsisy s mprccjneya‘ermbenagng)systbmelepmdntg@ndMemte device operating

stem (pl at..or t va en
systeng AR e P Vo R B BB P 7O, s B o brasure
commaadTiiay be Worﬁ%pﬁdlﬁé ﬁrﬁirm@m&xﬂdﬁta magbe a esdpleteeraiiredatha than
.may be.a conmp erasure r th 5> taggi ng or
tagging O AR TiRS 1 e it o H AR R Pho dat 3 f or
d’fh@ltein@fé devibe ccsrmermoﬁ sENRYih € PoqGERRIR 620 feqleskalEfelid device 120 to
estor 6% uest the renote device 120 to

sever
sever F% neifﬁﬂ% Rt e Rk ﬁ% thatlp gytRetads it thgserver sygrmdde- e’g‘ response

toa re\qlhéshb}t M\ refieMer 62$)¥ﬁ1t=: edthckd Beviden 20 €SRRAIERonrdeBtich WRIIKE Bbtwork 150
this requestor 620, the renote device 120 severs

and thP% gﬂﬂ% etheremplsleyicesand e ssRvenysiRmI30. Ogerithisicganegfignis severed, the
server%kﬂ% 15 EIRIRe 83 SEBNG 6106F B 5M§des§&'c$ 5&02r419 or Q@qﬁve no
IS connection is severed, the server system 1l
accessgp dherrpaote dageq B20cn4 maalnptsqonsql(fumer erqaurg gf dﬁ%s&lwmer because
only tﬁ&gy&{oéela&wg lor M&t@@ew?cepglat AL LESTe bR sbGed ﬁl@reé@e&%lﬁq 10 still
may not control further erasure of

may apgppibatbar remde derdess whmseyconmgensrte thetnetvepely | ﬁleremﬂmrletﬁﬁt e

d

S‘;}S{ %%%i%kﬂé%ﬁ%ﬁ %e\%hn% §@g&%e§§§ %&)S?ﬁ‘“l?&?@lﬁg%@%&ﬁ(ﬁ{ %%I«een the server
system\mtﬁs@ddmmrk d A6 andotheshdisaoetestsithe seB50r mtcm Hoj fmnaelt remote
devieq R SHHE TR SRR e B Bk DA EAE B R 6 PGt
the setthsysteinvmr) kiecds fo sewel thhcrmneht]sn meﬁﬁsv1td$dzeemethersa;(ahplm

scenar%oslgf tﬁ% i hﬂlsseé]&lr\?lﬁgg 1savi/ekren AR ﬁlg?rés ée&%t%felg ltlg?'rsg;mli' ssyst%ngli 1'6,e such as
a viruCSHpk. oPre G tin githe prdpb@tm Y BE efyiSdr & virle ray@ieksthe @er&e\#ﬁﬂtem 110 to

e isogEQ (0P B Y St 21 UATGAG JB46P) 2 Ao eneine 630

is usullyr@ed WhendBé S2¥e@ dystdin 1 1eis SQﬁMQﬁHSS&’ &t whenlaliGhe Gtk @Sices20 are

virus attack. Preventing t propagat i of the error
compreim%eﬁ & %ppfflé t Gi“i’ee‘@het“r?él@@rr@@? e &5dpe hbiore spigseney alj ot he
remotéawl@gméréemﬁ@ﬁqg@gt ed devices such as all of the

renote devices 120. |n short, this engine 630 is

ulnAapther qibedingn pf the BIVeRtioncthe se/er EPRNEGEPN; SEVestIgSREIRg G¥prevents

the rel%te‘&@ﬁéb ﬁ!ﬂo'frénh Socb &Ml AR} §8Rm1A0 b?&l@leﬂﬁé’ﬂ%m@i‘iﬂrﬁ&ﬂm@:%des
osed to the tine when a single renote device 120 or

and/oraregwwétﬁ (d¢-» Hpar I3s MAKeID, pesyerd, el o s spenifiynauthorized remote
devicEHPT om sed. I n anot her enbodi nrent of the invention,

the server connection severing engi ne 630 prevents 25
t Hlee diffproncs hebvder gretwo apiodesirad cerses isghatitee esaspecronisglier 61 of the
l, et -
autode:sgrﬁct?ée/rég 19, Ijeé('lgmg Mth%::ﬁ@@%&%%p?eg&gqgg Saa}glf% o server Snon
synchfopized tata sh)ewhq‘mas thereasitemontzalbér 6 Bhafitle au{d@sbstmet &ezm 1119; eesiding
fference t aut odes i s o .
withinthd YRR U6 Mool tilo Ut @GRl qiRea 866 455 b fover, it will be
apprecSﬁbd/E}r onkbY prdiresy skilhin the drhihat théeutodeamict saeae s @drlvecan be
bi (g I |eel§ .J0 server non 30 synchroni zed data 310

COmDRE ”F’E qgﬁ ¥ asure controller 610 of the autodestruct

SEIC/ 6B 1s’|.é|.ﬂpcl( asgrdunnlj;ustmmﬁgunrentﬂyﬁncﬁn)sen/hlj Qutiemads0no Mhis block

dlagrapbmé(e/rrgfer %‘ci t{le \%?({) ¥ptlg)§ sctar(\)/ersl%a n tli)e e\{lg]o%] gc%er:]sls ngrg/erdﬂ% %r ‘31(23 (e):hcryption
17
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appreci ated by one of ordinary skill in the art that
t he autodestruct servers 117 and 119 can be conbi ned
WO ni0d/0855%36 ngl e unit. FIG 6B is a bl ock di agrameT/US2003/025795
illustrating an encryption server system 650. This
bl ock 35 diagrammay refer to the encryption server

t he re te acce rver 116 or . el
server 152l t3nbTERLR BREIR TR EhhaRsPler 1 s SRRt o
the ena@yptihrsevez B5Ribg Reweallyaravibg She siine cenpongntt thanoeate/ara slibilar
ssubstata simjlar. to, the en tion. s r
fashio, TR GRER A SRy PRGT 070 Reles BD TS ORERY S ey S Hon
algonthﬁis 876 land E@Eypha;skdy@rﬁgo The encryption server system 650

i ncl udes ;an encry on.contrqller 660, encr
al R SPIYRRD P ol AL Ptictnnsie e cagppto ot 188 anor 162 i

" the rerBH6 H¥RED 100 16 Bk YpPhk §Em &6 Qe\ﬁi(%’tﬁﬁa 120k b bsét@ReredfO Thdéncryption

encryption client 160 and/or 162 in the reno

controlercp sa@bfcmwﬁiedbhé syssib i ) Qpetatr @ndiganfoll o proee r@ﬂﬁ@éen the set

proceduf 88O 70 a-ﬁh)%r EC IR ki PRoceSRES foPhde®y tl@%c%ﬂo@&)nﬁoller 660 can
initiated by a system 110 operator "and can fol

includpapeing @reesand todhe femoferdevise i 20 forcaemaimles appbsgt Oﬁ@ remote device
data 180191 @p?éced&@@caﬁ%‘so Qﬁ&ﬂg QphESpd & ené@&ﬂﬂyaléo@ﬁlm to use as listed in

enC(yptlon contr ol can’” i nclude sending a
the engpptipsradgorihms &0+ é?h@k@s desdite encrg andjoraleerypighe dath argstoged in the
: the renote device 10 data 120. The set
encryp%rggggguﬁés can al so specify what type of encryption
alflgo ﬂAuhmbbck disgrama sllusirgtingchniantod¢strectetiont ypténo A00. This block
diagra%lergé)y;rlef ngrs]th Q?de-sncgurecé lélge?ﬂ? 12@311618@6;& iy 08", éﬂ%te Qc?:gés Cﬁlﬁnt 122 or the
autodeSikt chdn®] 257iAcludeddn ﬁie(sgzkchd)ngtlammlleh‘[ Uﬁt B@th a’llg)dastruct client systems

estruct client m.700. This. bl ock diagr
123 oS RERGP FaperR BB PPIED Sl o0 23 spefai ety fheretor. e
compdnhﬁs bEMe tvéo AtaesficCtlieandysit@? 129 arddhes ife tﬂhig(ahkeﬁstsEthogether The

t 125 included in the hronlzatlo client, 6 124.
differegisbot R A0S HEPO R B e, e cOpsan hAE pseE R e
smummaedmteﬁt svftah 7pe isheédio@enethalrdnyoté Bevicad® 121 or a subset
perations. Therefore, the K co onelat s_of the

thereofy FisqutslFoet CUPHARD ooty gakand alaz@af%?réseﬁéﬁg reformatter

730, afld § FARBEAEVIce 981nR & on sérmmg@h%ﬁ@mnces bet ween the two
are being discussed after the comp oints are set

f 'Biar data tragker P sstest kages tragkiobthe trepsfers ot datpandgemembers e final

locatlcﬁlr\ﬁ'fe‘?e B ath BRE& iH N €& agat0B, the Woinen&hR$ ©b9, tBOcomputer-
hereof. The autodestruct client 700 includes a data
readahlfr siere mydigm 206, ¢ elseveress dPaty Bgompunissed pitesrthe regppte devices
120 amﬂe fle ric? Rl El%vblﬁ&:t&é%ﬁ RRGEMOR SRYENDH fhafhld ?%i&éaqo
ata tracker 710 system keeps track
commtlmlsms vith onednothat. al herrgmirarisaise dafa f2ils Wflﬁhma{ ar lollsd?zmslaéﬁ categories.
Very\ﬁ’gtg 8m}n|ﬁ§1c9cg& ﬁa}égeg%ts%ﬁ&pthé Rork %gﬂckﬁgrﬁﬁe%gﬁ 2@1% 01I ﬁcahromzed 420,

r eada 1 e sto
520 tyneleanmnzanQwrad deﬂaéém@eeeralbamw cormmouipatedhetweendlebietsndatn falling

R

data fibo a extegmyTsicetsemail dhtaGhe, calodan data 3Ther th@hknmasc;ﬁlttbd fall within a

partio i Soe. ot el 207 BU% U RERAT R STl Bty g Koo
Data t4 b€ synﬁﬂxﬁmzﬂr 41®ymfﬁr§rhezmﬂltlﬂaﬂand nikedtay pech bl?ehssmainlc}aarge of the

aun, Y00 850 S LAEDEY B LS COTTLL B £ RELNA

trackehwm&e{s Rk bf te krekicnald dypstoff thgddasd) adiht hesmirtHagde of yHeekita later
changes the type asmgneJ t>c/> this data, during the next synchronization event the data tracker 710
18
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30 data froma category such as enmail data 310,

cal endar data 320 or the |like may further fall within
wa@2oopatdsiceul ar type of non-synchroni zed 410, 5ROF/US2003/025795

synchroni zed 420, 520 or personally owned 530. Data

to be synchroni zed 410 may flrst be identified and

o G T B SIR A A wppet
that daa € ARt ieer dNOnG the lHe@lge infthe fj/pb af a datamkebe Johﬁnd(wp’sl bl}'ltmrver

the | ocati hi s, dat I f the user in
systom g e dBtag POk e e i 55 plAtE S Slcp ey et Somind i
receivdd@ot thé SyndRdoRizeMid Ay, tiedabexdck& YN0 RGN With @iia ¢ assigned the
the data tracker 710 18 mZOOM 0155

synchrespged gepeoand megkte &5 erapgd pgd WHLHD a9t ﬂxﬁeja@attr%k?rg 1 further has

record 'of’fl’ag ®ca@dn SFE: EYAS |BE @ﬁbeﬁaﬂit}ﬁﬂ/ 96 sthidge QU@' NSRS n{elﬂﬁ‘)ry 209, on
pe assigned to that data. In_ another optl on

a COm%lFP&ﬁ‘iféa‘?  Storege mppiam06..0r @Ry athFreRhygeal dosatiemandhe %canwr system
200 thdt 8@ BEI WS be. SYStemto the data tracker 710 as the
change takes place. As such, when an erasure command

iThe funstien oftHe flase tradker BhPredyrhsrikorad tel fabofaiisy Inteﬁféctd@@ data
t

kSR SN 0 RSN o i
these llststdynﬁﬂmealtj’als dhettypeokercerTdi0 dath umit Issharigad or aSéhpcﬁtQIagﬁf locaﬁen of the

l.oC t
data wi O Bl WerpNinf Bl ShfyRhBREAN Kikilo boMGr S AL BG o
synchrsﬁlm‘cmg erdee i dlﬂpa@ﬁk@l bydihe swer sptsteer 1 lpﬂhgfrsyméalronhzaum intgmvads-preset by

t the d at a

{
s user i B P AL Ak of Passeiie S0 AT i {gomed e
remotet dedice 020 éhdl, axﬁt/or abdordifid Ecsbme bther ohix, t—he dafa ttarlee REY idédidies the

ETET N NE Y ¥ TR RTINS T —

420. dynam caIIy as the type of a certain data unit is
changed or as the storage ] ocatign of t dat a uni
e Gremer PBepRrmI PO HOR DT BT TEATIUE At doa 121
on denf@l filbth 1€ %erm ENB; Yased BE a Self- ﬁMih@Bﬁ elow@ig setprédedares 180 and/or
di spat che the server syst

110, at )
185. Thg JEREET20 P@ﬁrqlwlé?%ﬂt%wkﬂ etqgyfrom, thg semots devigelatgd 21 as
1nd1cat@Ii b} R ddatAcielr 710 o efimp¥, thidtRitd @At Bafl@ideGaly sSHErdhized data
tine a data unit is updat ed at the 15 renote deéevice
520 orpaly psrrgnal daig/S8p- Bleclsrcirangr M8y $6i78 ApRTARIFALG QRegpting Rsteghdegending
on the trén%‘té( @c(v(l)cejoﬁyeﬂag%?%tfe%?ﬁa{f%) {9 B rv&l?'b%@s@eﬁ %ﬁﬂ%@s daMh,Toch,

e synchronized wth
and ths:, ylmc Hithe 1gFazerd cemmyied mepalpesplafir @, Spatifc meaasatie@é data g be complete

s SASFI B RARRE: PP Pl oA ROl
GFhelyefoetiatten 730 irhats thetremote devieol 206Wiragy aa 0% r By deing ess the
reformég%aﬁ g\/l g{a?és all%gta (? séed;? ?%e?n&%ﬁegﬁérgﬁo ﬁe?/ I%gig{ lv&e @ 51{& the
netwoxzksl 50nThe sef@ohatver 766 doad anb‘adlstrracisle bet\m@x dakedypes manqjtwrles Hihe
operatg)ﬁl 3 ths é?af§ agﬁe”B’Zs te}:gaasgs\%tae p oen% 1S gregdrdgéagsgo ﬁ?&% rerégtg dé)vme 120 as
well. Bipjareatbotiateat el iatdncign, slyestemmekesp @Bl ddeg noicanast the dpelrmt@system

2910 BEVI 5 o 3@%&%@%@@@@%@% ?%Jo?egépaic%ﬁgé F?@ﬁ(lﬁ’g?a%xé operating
machu&rwaﬁhtruen@@ﬁgmdatﬁrayaﬂpﬁcamloﬁi fxarm specific and erasure
%data )//be conpl ete .25 era%erat{ger th e
GG ViF SHROTHER FTPRCTREE 170 ARSI T2e SPRRIERAn Plohe
synchleﬁlhﬁtdnwnentﬁm of 81f SR 4ceéss CBENt 121 it hetwoek TFNDLser result of
i.ce 120 storage area 20

d
operat o5 Tsarietie TR0 UrREIEoNET | Ny Blanihs ab i e the particulr ype

connection between the renofee device 120. and the
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network 150. The reformatter 730 does not distinguish
bet ween data types or categories. The operation of
wo b@4efsos matt er 730 erases the personal |y ownkdr/tist0a3/025795
530 of the renote device 120 as 30 well. In an
enbodi nent of the invention, the reformatter 730 does
£ dafAQbit frdRe L8
of e B3 A T, AR victe o s Sl Bypring engine
740 leavesnthe mmcin devigeatatat 124 gltaqimfolhtlﬁted béfoteohst daitt esaser T29i andlie reformatter
730 a vice connec
Bl B ol on J Rt G 200 B B8 BRRRE bR 123 of
the repyotecdvcensichatt il ohopdratesnthe il:&ﬂmomczttimﬁ of esmtyRiceaiesisdatd 310Mill be

t he res of 35 o tion
termifeq e 2 chifec RS ot entefiblng A & et lRal BEp e
synchr@tiggion CleRiUY Gikest e c@ﬁmtlmeaﬂoa lof §MRBronik& MR 520 will be
term 04/.01557 PCT/USZQ$3/025795 of data with the server
et m“%%}%‘{ A PREIYE SEERHE Te SATEENRSEYEE cngine 74ppf ﬂ?ﬁﬂﬁ‘FPéé%“iuéfrPhem

123 o ene@Ermbtg acdeel dient 104 0naly Qv thelchRniuBRBE R TeNE of- sﬁ%ﬁ)niz%& data 510.
intact .if initiated before the data eraser 720 or

I the daie Syneds subsequontly medifiseklthe psrinicbargp ef the data ﬁpnnq@e-synchromzed
410 1€ SMORGHiIZENU REMRT 1aB@ BRWiN8e itm@icdidifio %étsgﬁi&ﬁ&ﬁiéﬁtm client 124.
client 123 of the renpte access client 122 operates,
As suclh dhe-oerRiIAR Ehthe SPRNGELIOR SRS BRgiRF AP deiselpstive mrewqct totee type of
data iPisbI8lsEBRAIBhmunicatille connection severing engi ne 740 of
t he aut odestruct client 125 of the synchronization
clQne differange gefaeer g avtedrsirecs piamhi Bainelodedoritisy the henooté aeess client
122 aﬁi@fh@ a%ges%!:tlchgﬁ 125 ﬁ{cﬁh&?&vﬁlﬂn t}le[}xlgbhp(%?%h 9111 gh ?19 gﬁg{sltﬁa’t %he data

connect |l on severing engi ne e au ruc
erasercmo@ﬁ thepp®dediructadientd?d irsheled ighe whtogreccds? Sliama 225 eppdies to client
- c [
ron S U SR bRt D O P R R 0 B e e croer
720 of the @hfad‘g;eru@tfchtrktd 26ldncduded mmhn eynchmmxzhﬂcmrdlizﬁd 24 (ippId3 té Slient
noRis2gd 420, that same data will be communicated
Swumg%n%ﬁgggynghronlzatlon client 124. As such, the
opaptiti diffeehce leeveza irantodestrusieiieti 108 o£ihg rdhtotd &deds Slient 121 and

- e af il St R e bt e st L5 f s S Bl g pautodestuct

clienttlP®, residinglefthinuied re@lote@Bdessldi@nt 10| tabR6ltheictikt ﬁoﬁ—%cﬁt@ﬂiﬁécﬁdata 510
aut odestruct client

and 4R TERER 280 o PP Fe Ll Pon o MGON e fre unchpaizatip clent 124,

trackstthatlieht@nelabdizedldat£328S Bach/th tRkkdrTe0 ReHp HRSK drWGh that is
ded in the renote access client 122,

commsFiPL10 e it KRR SO Beretate-hesiee tiagh s mput device

203 b}aﬂfef‘u@eﬂ'ﬂ fr eh/da@c\/\ﬁ}ﬁﬁ(pblﬁfrﬂkeaﬁﬁ‘éétfbﬁ day 8 nfb%@d ¥k %?e? it 8frge of the
eraser. 720 of the autodestruct client

data ﬁiollifb‘i%a QEhioRized e s}%ﬂﬂﬁ ithsropzyneronized dype 419.4he tacmbm 8 reqpgnizes
the chihde®Abe thayDE s nthAettcHaL B tl@%@mo@%ﬁ@@?()d ich bt s%%?lo a

bet ween t he aut odestruct client of the re
synchronized data p2Qjscomprnigpied tothe remetedeyise é29 byube SmChlemzatmerver 118

and is Qécefv@@ by Mﬁ%pﬁ&?dlﬁﬁ%lblpcg efit iﬁ%&%% gé}nétec' d%ﬁ&t 128 %{1{: "h{e%ﬁakl?er 710 on

aut odest ruc
the 3‘1]50@%’(“6‘3 diealelds tatksahe IOQ.aZIQH and wokef this datg| quntlser in charge of the data
k r 710 of
subsecgﬁ{?%y;&ggl? Sgl?é %Félj%ﬁ?lg ?ebtgilo non gch%%(?ﬁtd t4?5 poprequest from ‘fahe remote
accessgyfinethli2@nthe semiatmaccess eerver 126 commneicktss thisdate lahdid associated type to
a track
the reliﬁbr‘tg gi eg%uli&ﬁtdlﬁ tl'%? grac%er ﬁ%m%ﬁh%%%a {;iesgu?t c LFxﬁ 6&9 éeﬁgr%g ﬁxe location

and typeof this da@Gudrthanhie deal cinrtealetthyed epmtoemaami.Ch ahbﬂhéNgJﬁon the
data u

dey, 25 203 er. |If
ametb PP 55, 25 A0 0 e G5y 10

in charge of the 20
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data fromthe synchroni zed type 420 to the
non-synchroni zed type 410, the tracker 710 recogni zes

w0 b@4osange once that data is comruni cated to PEEUS2003/025795
renote device 120. In one scenario, a synchronized
data 420 is comunicated to the renote device 120 by

the auhﬁeﬁmﬁd’lfeﬁm%&)ff t&%yﬁ&?dﬁ@iaﬁ&ﬂcﬁlenm dufing @égg \%/&I'ﬂggromiaﬁdﬂeevent

The%ﬁ %H)jgatlon cllent 124 at the renote
ruddestiurbelisat BE of he syishimizstioneient) 24enty copBiunicate
the dhé@g’é K tHe ifhel @R daBiNo ARkl §106f tﬁbéﬁodé%&t F]llelale 12’350%1}6 rBmote

ge of the data subsequently changes t
aCCBF%ﬁlgnH&?aTb%cmﬁmggf%l@n beiiviesnetie tatrackyys ieape thspprisedmﬁthe location

and fyP&of QBPESRL u@ECESS Client 122, the renote access
server 116 conmuni cates this data and its associ at ed

t yihegenesal, fhigeemetpgedcealdddsio spichemizati@pwitithe strverclystem 710at the
orgaﬁ’iEatfoH‘% h%h'(ﬁ ?ﬂﬁﬁ WhkiCthe Gbvi&Nho t]rférts{ c%ﬁm%?o tcp erégﬁg‘gt%e 3 may be

data suc
Comﬂe@t$@3ers lgsber S@cdmmrnﬁthe bmplamtlin eqmtmpbﬁ thm deviidee1 28 Joses authorlzed

statu§ yﬂﬁ E{ %%Blgﬁllta% ?Q\gﬁ? e}/nte ermri (ﬁ/ge {T?% mé%' 7 g%mes p}ggseewg]nao e remote
dev1®01@ﬂ/ EQ%Eﬁlrﬁtﬁﬁ/g SEHOABARAG ADFechdrien provideeby thy @inb6dhin@1‘i’t§ of this

nchroni z ent 124 dur
inve o8 fibicete DR 06iaR B S fuhSkutiangn agispiedhe deviee 120
remoaa,lur olthe skamygle, in kieease ofaTGermiinatcd @mployed) tRnisadh bﬁ’e?g@&ﬂ & \data at the
type o

s SO R S P 25 o e v

and thd erh;lsi&yde%h@ll@ notdRGBRIo &dck L Me dht?az The conmuni cati on
d% en e t wo tracﬁg&s keeps both agPrlsed of the
| ()ﬁrfe(%o a\?pgﬁ&hets ﬂ?é by theigmpadigrepisiof the lipyeqidonedegending on what

the u‘s’dﬂ th cﬂﬁfgétdf tHéaMiaGRspbdl. The ihibnB¥NmRY %f%e'vmhé’wﬁl??e‘ﬁpe%n the

ver sten1110 at the organization s head
rema WC? ﬁ% HYuihe eervep 319 sThis gpproatnenss berevente depine’ sl iacness to the

data &0 HI@U 18 serS&MO WHilS
a a% ) 1? e éee A D Sl ?Avﬁqé th'etdaﬂasatlrgézi?ton% org{n(c? e%@w% li() open to the

unau gl'tlzﬁ:g Mpgred'he Eyventipg maxrbotyegygsitiee lnﬁym@ eravmqi}syachrem;ﬂdolytaewaﬂable
on thé fenfoRd dvitat196. Pt oﬁtﬁﬁﬂk 24 Biler e %btg rd?c%fn[o{ ﬁ?e ﬁs x%)ue w1&x time and

devi ce 120. For encountering such si
the dafp e B iremetp Aexicedaust byt falhin seagot hands sitlof. Tlm lsventlon may sever the

link, H@ég@gltre'éigﬁl grgltaclféon P& %ll&%@)ﬁe&{kﬁg pear(ge %evmlegs fuathﬁts%qngrlo the

apphqa@pnseaxgﬁ{m gensitipe @ﬂd@rms@r}odndahdnéd mtmatceﬂpﬁﬁﬁéeﬁy B€additieg, as
at...t he ni zat.i on e,
L L T
aFtoutl isiadlovl dlla(grﬁgerlluvtaitmgian @l ptibe clenpsyeiRe7 59N Quls @Iock dlagram

oy 980 BRSBTS A g e v
chenumw énhided mcthpsmldhmglza:ttbn\bhait 124. hBoth $&dryitidn Chet gﬁstéa{s 1f6b %nd 162
h % a sus ect The nventl? ngy nerely sever the

wve Y20 PIREC: At e B GrcwT o5 She obelcus: Vretyroie componerts

of the b sncﬁmfoﬁamant@yﬂﬁnst 169 0@ 16X fe BEMS §i6cuBscldeBeE eSS 10
|Iable on the server 110 while | eaving’

t EE E‘Ef? igi ¢ %?ys&‘?l {Avenchedes penssxption engite Kheencryptiothagorithms
770 ammamfypﬁbm k&d 786.eThe chodplidhé@Bink 960 @Vesﬁ’&ﬁ@tosc%fﬁ?x{agg?ﬁ?om the

B¥ ‘ﬁﬁ? @_e al | synchronized data avai l
SYSte“E H e Sytigted, eppypismetegisvics Aatp 42 Lierestibsstsdheredie The data to
encryldai @)eﬁﬁe@ i8¢ sdt PRRBedulrss 1Al 'N)eanWoI' h75t inf% @RLr 1101 tl%ﬁsteﬁ)docedures

he [ enot e devi ce nmust not I n stran ers
file 18@. atnli/@F 1857ipdhs epetsdewice haty F@é@@mpdqw the spi mkcedutedi Bled 89 ban specify

encryﬁ?btn%f affAh- %lc%ﬁlz&h@at@?l@l ah& af B&F@aﬁ? oG e device
. In this scenari o, icatlons are al so
senS|t|ve and proprletary ahb shoul d not be

conprom sed. In addition, as
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di scussed above, the renote device 120 can

self-initiate an erasure/encryption procedure. 25 FIG
woBom1#76l ock diagramillustrating an encryptPONUS2003/025795

client system 750. This block diagram may refer to

the encryption client 160 included in the renote

aAqeeSR 1b1? A orltgl%s Q%0 Exla%eeﬂ%f YRS L@E’d tocénbxggttthé%ote device data
i ncl ude ¥nchron|za ion client

121. Eh‘%:?lgfpitthréw <! qaé ifclugle pplblieskey glporihms 1 mmeivic/eeytalgoriguppeor other
s, t ' .
cnery R, el HRSAE! Al i TD SRR e
encryptiangeey's ’é%@s lEths enadyptimnsikeys 28Gare thesame awithe dersgeidn keys, then the keys
Q cr n tem 750 i es
780 a{gnegagéégger Qw-mﬁ b??h %%E# cgrrllt%)rlfeg %Ooa?]ﬁﬁz egca)rrre pr%mdmg %é;yd are stored
in theaersterelrio lltyq:ncwtlok b%s 688.0If tHéfmc@pted quiih camottgdens pié@Asing the
ans£ot B S m 110 or when
enery nqan( nfgtoi af i@(gym%ﬁ% HB{ nmi?teéas ev PICOGPRG 121 or
s Hﬁsati\sanﬂ é@ 88 togdither ddpicta flowche divgpitinga meresd b Adorhatically

desrsy§5 R RAENES B ot A 1Eh St S e B e romo
device €200 ehedeiweCsystbOL10FThe proadpliRstraidics 5alY aﬂ eQ@gdeI6RGrious
[ 180 can specify .35 t| on of al

fil enct
processi hal RaStHe P Ea9A PSSP ORI ¢t ﬂ&elflg%lﬁam Yhipppgeps is set forth

from @8k RwhSiE: of tRelseWWer 2004/ 015576 PCT/ US2003/ 025795 The
encryption ta}lﬁg rithms 770 are the al aorlthms used to

efitihy procesna 86 and §P e saersysion. 11yt i ig e?mmﬁmatwmlth a
remot6 @it N2 YebRivRY (81 0 Fankificat o8 ak T M otS YEVRERE 120 Gs KPMnger authorized
algorithms or other encryption algorithns. The keys
to accgsdlp seyer fyteme A Mytiavs seenaliqsend exmmrplesrm afherisedficdd ujen who has
lost it} %oteed%%é( R4 Ry hﬁé/rﬁl 18 8ser Idf chﬁrlég’ opﬂﬂg Hé(tﬁ bi @0 §erkﬁ§3ﬁ0 153Ron that

are the sane as’ the ecryptlon en the
the reqngE dgwge E0dwe Heenfoompranmiegdy ihe bgsn ntghatgh of @palg’@ra@the server location

may cfégiﬁé ﬁlgll th&Fel§h0: %ﬂgn I‘bE' r G@hr fz%g gﬂ%lé E}% dé@oo‘? a?({egs tﬁé Qerr\‘?eq or some

e server ncryp

other ewm pt wecipigatathemasudis ihibe travtefvisd 126 longgtlth euthorlzatlon to access
i h 0 g

e scEOEEYEH (40 818 SRk KN (20 A8 RDZRY 42 il i

120 isqepipmimisedfhaybeteatetedi 1hﬂoml$etseazbr sygiem 100 bg dgsﬁlséran charge of the data or
may b3 %En%{rlt@ltnaactac!l %o%higeg& L Isggl é)ﬂ)ly ﬁ[g ‘i%ﬁ‘gtea%ﬁfﬁé i?q gsr?ﬁ‘zlln J[?‘ﬁ ase that the
1ndlcatlemtcemnﬂlﬁlcaite& tccthe Mﬁbﬂbp tHelremete dydee Qﬁ&itselmtﬂe’l,t@mofEhace 120

rocess ill rated i.s.onl n exanpl e of vari ous
may W RO O e PG R LT e aT v SO Lpgauses
the reinbﬁ devive B0l t0 BomihithiSatp b BEEHEe foShSRtvef §istelh 1 1forie Erasre ﬂ% Wrong
passwgﬂ Dgﬁxaerg Oli.o 1% ﬁe&ﬁﬁ@&’%@é&hﬂmﬂ%gggérgf ?tﬁerwme For example the

remoté 8¢Wa¢N20 3k mitlitithtcda meRARE tHQ¥vESsydtdM 110 ¢ u4esdoeSdd knter a
an .indication that the renote device 120 is no |onger

passwﬁiﬁ‘ﬁ*@ﬁlilezré’amtef@"’%1%1Q:*Z:té‘§§hefll%]é WAy system In various

SERNRIVeP Sy st KBRS the r&hotd HEVAQY 120 88l anftb R Gudd I ccithce with a
has lost its renote device 120 may informthe user in

st pregsdiFrgel st set pracesiteds splectadeithes by dhe upaign chrzeq ofghe datminteractively
based b8 réa?ﬁi‘ﬁte Bval@Atiof 81 the QinlkAsn BESSome s&rﬂle%ﬁgusrﬁ Bt H%x‘?égered
in charge of the data at the“server l|ocation
accor@jpgiogertaip greset lgeiterip.eTe mmpcddgrerd@termmg%ﬂle mgthied |andz @dem of self
destrth?&l rtecljlfestg@?r@mQEe é%?escf%v{l%@ $20° oY a’mp(l)é' t}?e%gﬁzer %@ﬁrl 10 may check
recipitate t resu
the Semseww éevr datﬁsllzri gtoredsongthe nmotezcmflp@ hZQ @dab@cé@sheﬂ@r thie@emote
devic%ﬁig\{ﬂ?a? %‘cgl%:lﬁ 21#] i!)%!% fopﬁ)ég %é&r}gl ted gxggltoge 89{§érggllyggatngd %331%
conprom sed may be entered 2hto the server system 110
by the user in charge of the data, or
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may be conmunicated to the server system 110 by the
renote device 120 itself. In the case that the
WO pitostsTON i s communi cated to the server by tPEI/DS200%/€25795
device 120 itself, the renote device 120 nay be
password protected or may include sone type of theft
emplo?é@%%ﬂ&t’h@rn BIEGNARMSBrididkiok Qf"tﬁgs% tpﬁe'éettcaﬁdlﬁmﬁﬁ af@%ét Ctﬁe server
to conmuni cate a nessage e server stem 1
systen) ppag fégser s@elemsnfgne%aswﬁwadﬂ@ewlmé serde off the ﬂati%H@lltSr@é‘feﬁS to
certaupﬁﬁél %F%&&H#%ﬁ@&f&h SdPid Yed i Qc%gl%&gn ﬂ{tﬂ?r )ﬂlesr% ueF 015 communicated
renote device CAR comuni cate a
from ﬂresafmgeystt@n 1 Hetogler rgmptegigzice b3 012bd cpmplasea gerfoliydng.not
r
cohElsefto P RAT R e Miks 3) FEPRLGoBH: St o Bt Bpic e remore
data lﬁbtmhe saateev il t(éor]sﬂlﬁbrﬂ@amn dﬂsxstsetrmtl 10 reqaesesaB ﬁ@)rthneremoterdemce 120

30.set proc The ure i.s | ected eit
to trarypucHi reRloB R 0T, 1y BBl PR Tl 3 T Svofiph L may
requed (8 18) thaethe teinfote dswitk Ut balp tahsntitesubset tbtht Gsnad¢ ddwycesiatae 21,
mthat (s tri ered .accor

AR Bl S0 ramision it SE oS g Do derap drad31 i

requeitéﬁ;‘ theatRadyaad 188 tikdaks @ 7)siethb set%ﬁﬁcbduﬁ@ 1siselacte € thesic Bgts the
r enot e dEV|ce 120. For eé@ﬁ the se

fromth
remotg faig éﬁ& Tithe REhPrORERR TeqUHES STEYBSIOn, (e ehoryising) Copfollgh 8P requests
(818) #éYerfibte USBcOn 0 thiencidTBcSeeY Use 1126 20set hRfelt WeilRitting a

the renote 35 device 120 is |lost, stolen, in
messagg todBe ericaition enginesiod Hnaernbogines eidhe Byentionphs encsution
controtPMr GJV&an 2ido %c@pgﬂf/&léﬁiﬁt ﬁ%gg{lér%fgg §fg@g§ﬁ‘9§0 uSHR %@ the keys

to anot her. Based on the conbi nati on of these preset

to used@rlcyPdePs t hat are net, the server system may

t I t

 FhOEis SR, POSRELHIBEREN) B HAlecl f SReRl i OFr 3R e
entire réneote devinsd2) ol the pmb@bmelﬁ derpieted avfrrmuttingihe entiaetemoRpdevice 120 is

: r
the ifgREMER) of e RTRRLE IERR oot MDA SREKE AN ShEhidchfollrs
610 offthe aedestewct sywsre 71110 ¢qnnsun1®tvsact1c$1e§18Q H)e reformattee 730 to reformat
the roBBRTERL B, Iy e oo PO ER N BE bl Ol od By
necessadtyths OS 20 B 1Bgcatifeche efinmettal 890 cesed Rﬂahchmbnb tmnswintair the

of the ven .

commpREice xRS frime o rc D SR Bty w5 1 g Ml apptcarions
automammup eewde\tha:amﬁ&hoﬁm betyed Ao samidie deviRbl 03@ tindothe Sdieer seyoant €10. The

remotf el SR o it e i oy Ao b6 i S i ipkipe and
operatiigImachine b0t Wit SdnGdn artyhed tl&&fa’téﬁfm@ spotgd)filel Qor@ppiedsSons, etc.)

. 17 if the rocedure js selected that. encrypts

msta“%ﬁf go it by FP&Uéerd)ifef& hmqie dpyicg 120 ou die ua?rd%gzﬁﬁ fﬁ‘éeqfﬂta? Bghe server |

locati@ YAl neihavéd N ROGE ithe Qves HkdnP! 1086 rBPRLhF@EAARE §ata it lost.
(818) the renpte devjce 120 to encrypt the renote data

This optign ¢pses perssaly O\Vﬁ%‘rdé@f538yasweéln§mrw 194 bedesrplle gradvisgble in

certaitt iRafHE! w&meo&h&mgﬁdﬁ%dﬁﬂm Hﬂh&@u?q'm@%éd]@nt of the
i nvention, the encryption controlle 60 can al so

sHdlkq eipragrtinget prog is nptrrelegtad (81 Pk Pder RIPERIHTES Higberpss the
remotd 8&i@a180 Y nAsh: HBEsdiGY §pe01]féd ﬁrpt S8 pfRERE Ofﬁé’%%fv@f‘s ty?xel 10
server system 110 then check ? f a set Froc dure
checks @280 seet ibthesplagted f propeturs 1t1<|heat68etﬁ pliaseethﬁ perotrally evededata 530 on
e [
the rerhfeliBe 10 1RGO R GED HEBikted IHaTRL thildh A uhorized o
maintzig posestly ovnddglata qofthe teotesdsyicp nct@édbessaloﬁ® syell data wdo the device.
. I 0 t
This Sétﬁ%%%?d%r{g Pnga %fsggg \E/eq?c‘sf %ﬂ}aﬂ tla e%gr of%?%urﬁﬁétg td'é%ce that has b;taent
the reformatter 730 to refo2hmat
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20 the renote device 120. The reformatter 730 erases
all data including all applications but not

woemensdré |y the OS 291. Because the ref or nat t BCT/USD03/025795
erases applications that maintain the comrunication
between the renote device 120 and the server system

comprohtlsedSleBd B Qes"ﬁ]oghi@ Blsb @l bRASd dRHD rﬁ%tdtﬁe?y% éﬁ%&raﬁe not

t he connection en t he rennte evi ce
Seﬂﬂt@@m@wghsty be deptroyed. Tiriseet pregedire mpwlso be &Q@tm Wwhenlagerhetf device is

. . ) <
oL RS SLA I S5 Sl PR v
data ofithe roéviousersetalBihisnéttpsoce e itsslectéd, Iﬂ%ser\xar syatpl requests (339) erasure

of pergcgn%ll% 0WE§%§ ﬁ)l clafahogq € rgwopeydeghg %Oéelg? %{aﬁltére eg{tgﬁg}% Eltohoé‘ the

autodestuvteservet biadfitipererantd avdekd senet 1 FeaaomnAmycaiks & &&Ssa@@tdth@data eraser

rver st.e resynchr oni ata it
720 of i §5l0u R0 Sl Snf SRR b RS G 5 Sl i Rty
OWnedidda ﬁﬁyoﬁ’tbet ref@tecigice. aDheedat er@t/‘yﬁ)qbb&edlsﬁo @8 thadfta that the data
r. hand, this optiogn.is thorough

fitla PRYOIIDG rete
“ackeiwsé‘b? atodsstty g |25 f4petappie e uelient Badanreekpd axagsonally

owne$ @At 63(® dAi BdRone DBIIRE, B QELEAERT foradsuRiSSdIN8ly erased.
rﬁgo e device data 121 m ght be used as specified in
© SEaYer sy diLf ehecks k@3 5 dfitheselesipd setprocedure indicates to @gss fhe

applicaors@R thd relld® RS CIeds &@Eet%?&@&ﬁlé‘ Ee@ec‘tédqﬁcﬁ@atte%%relsgre of
erase _the personally owned data t he renot

applicgliQnsciie sorper sysien 1 k%?onpmu@énm@%@ythwnm @é’tCédN\maSa the
applicd8&s. %E)ghca!tl%nsn&$ a SHEARY & 6%%6 ah@m 2@% etrﬁhl{} g)rn]% g%z!icy 520, or non-

owned ta on r enot VI Ce S such
synchgpaizgd GHQ &ype- héc@edmgi:e erggBre Thiteollsest6 1p pbihe dutpdestragt sedvers 117, 119

ool SRR U | L 7 S o b

request dorrraspiesd dppliseithss bHoadle fpeoty the datqcmatssmﬁaD bﬁ/themtedbstim:rt alients
Wi are e .enough

123, 89 DS URER 198 o 0G0l o BT B SHEg SN o

subsegeh@y predeedtie rongpletelyptase ﬂheuppi&amcms 1rtcmla<$ fnehe eehoter dmdce deta 121.

T —

synchtchizcthidsta S&. Ifttecedusoedis sdedt@itihdithicd dieuReit vied-syaiblogired data

eguests. (8 asure ersonal | ed 530 data
10, AEHHER Sl P ot Ss O BRURRER devied AU ere g o
synchohized) @ata aUhOS @Rt ddftrolfe b VERST theldutetfestilresehRADI PofABE REfte access
smva%ééver 116 conmunj cat es %4nessage to the data eraser

CEPIYRGatSs fo bty eser (4008 fie Abpgesgiuckalignt g sf e remote access

client 32T ®ePash kHlcaidh-s§BronQe €5 BFRMIM dévich ﬁatﬁ’ eTRaa ér?{ser @mﬁéiltlﬁes the
530 of the renote device. The data eraser

non- SWE@@@E% datey S bssd qniihe ipdermationeavailable faem e dﬁPaé@Rléf‘rf 717(1 gnd

proced td EnAMEIQERSE thitcdataCl 1 €Nt 123 of the renpte access
client 122 has tracked as personally 10 owned data

58e sepver st bifededka{&oeil thehS@leétad set pwcgcbrrfemd%tﬁs to erase
synchl%h%é}‘ t&a 550, CI@fHQ's@ct PRAKdGE SHE&Hd indilfesShs g&ng&'&)ata 520, the
checks (835) if the sel ected set proce ure I'n
servertsysterp 4 cqrhl@um@q@qﬂ@@)atq Ba senante devicerl@frtst apasd gha yachtized data.
dafurt B 3E i
The ciguny BELSRG B6 O R Ui Bud LAk R 11O RS RNERAE Belutigy
commppicatpseto rtlmﬂataeer@elvﬁ@@f 11@01ut0d6$me¢smemtl'ié5 ofithp bY@hIWEﬂ!SQn client 124
aLa. an
to ero{3IR) 4B 0Ty BRLTANK. The 181 BRE 2p BEndeR 3 Hronizea
data 52@b&§¢‘ﬁ0m’@b ynfomratisuailatge frpmltheeda$a tﬁab@erdflo tfeproceeds to completely
eﬁﬁeﬁgaﬁgpstruct servers 117, 119 of both the renote .
access server 116 and the synchroni zation server 118
may communi cate the reques24 for erasure of
applications of both types to the data erasers 720 of

t he autodestruct clients
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123, 125 of the renote access client 122 and
synchroni zation clients 124. The data erasers 720
wGaaivsesent | y proceed to conpletely erase the PCT/US2003/025795
applications included in the renpte device data 121.
20 The server system 110 then checks (845) if the
§$h§ gtrrgeg ?Jan (ft%grg%gks (?&It) Eﬂfl ec%rd(e?%tazcgcregurg u}dlca¥es g) sever the
remotp pekiessatoasecepmwith eheatmote dewdgeniChr Iﬁth(iﬁdpxd)aécmre $lkOted irtdixates to

sever 31 rc\fl)r?r{ecé%\btd%e?er]\?%p sgfgtg?%r%hlglﬁl_cgtgsy é&?ﬁ,’% ﬁ}?egrg%llgtg él%\gce {122) o sever the

remote hers sl e@nnaetibil @hth @fe s&L€ spfterh 1&0.aDlicadmsicrddtice S@hY&ion lév%rmg
access r 116 communi cates to t
requer 20 e TR S SR el T ot Bl ediote Som Pt | b ehipniipgs o
requeit %Tfhb @endéte @&Gcolnidcti@i¥evdrig ehBin€74BEf thd\@itodestruct chent 123 of the
nchr nlzed 510 renot e devi ce, data. The dat

remot% ?%Fg cli % ? SRR3R mpls@ccesy ¢Rnasation wveﬁh.ﬂfeﬁrvaa%yateswo In

respors@tB€lredibtd MideRbHeBMIni sovbria¥ 8hdifd M préRBasth §ev@13t‘h@ remote access
tracker 710 and proceeds to conpletely erase that

connegfiqnebetvgea tiese(ar sysiputld hand the SRR devigs3y- {rf thisteenario, the
synchfRlABRS LSR8 haPi R %é‘éﬁ%\%rédr&@t C&J £RsiIf ofly@8Mmunication of non-
synchroni zed data 52 he set procedure sel ected
synchioiiged deta § 1 @ peasqsiad Wc@ywm@rﬁ P8dnayztill cgmiue tchhe cognunicated
betweéﬂh\é §5rv§ry%§t@1mll-é Qn&tﬁyﬁwec&kﬁé 16668 mgﬁiohtl@%ﬁm*fs data type is

devi ce to erase t syncnr oni zed e erasur
modified Atonpnonesyngronigdd te knchronigerblst the oser seeharge of he dath ittthay be

o YBEH A SPAAEN b B SRR Bh  yl mas
viablesynchr oni zation client 124 to erase t he synchronlzed
t 72

L S W T e

synchwmmahabctcmnéqtlommm ¢hedahete tedok0. Tﬂjﬁe m gropedvecettstet] dndicates to
t 35 t data. S 2004/ 01557

sover BRRELGt s 385 89 na TEkor bRl Py By e bl dtisbidao o sever
the sy(lcﬂﬁdiblzaltlbn thmeshedthalt saler prsRactor he RohRadafoelcOnReN®@Y severing

e a SS con ti.gn with the renote, device
requesi 20 B B GG <SRBI 6t B rotchibatantien Shpe 8 mngirgtes o
requestt kteme EUNRE Hdvird, cohrlteti ek Ve Tng SHShETA ICTTIRI k8RSt &1%101)25 of the
he renpote device 120 to sever the renpte acc

synehioBigHie 6 LAt Epsa S BRCEPIIEOR GAInEEEn WL st 6yStem 110

The refi@d &&1&%6&%@'&6@%&%‘% %f;glﬂegwﬁ) PrEREBSh 9vePHR schiolBation
aut qdestruct server of the renote access ser ver

conneqtie ReBYRT Miessiveksyaeml 40 arskthe fenatndevicertad-elndbis iseaaario, the non-
synchi®BRBEsE dc0dks BRMRE bad s@RBATEnIS Qe\f%fedt(k‘ﬁ)) %mle.g eat b WGhit, only
client 123 of the renpte access client 122 to sever
commpipigatiop o sxnchiopized datpifcsrseo mdaontsyrdheonized datp 58Q mep atill continue
to be chifnuniddted HERRENER sert/é}%ygt@rﬂgi@argied{é f%ﬁlofeoﬁgﬁgtlﬁ@ﬁ the remote access
severing engine 740 proceeds to sever the reno
cmnwgéwégsnmd@mh@@hﬁ@mwwéﬂﬁﬁ%n the server system 110 and
t fﬁesh rﬂ?é &t Xé(ﬁl?es %&Qort}Li'ﬂ tﬁe{}&r&e%sc@f'ﬁ{'jb %A Blgle‘XBl?ermRécotal and
synchrioni zati on access has not been Severed yet. a
completesenering ofithy coromstion ibetateeithe ofrverepsters  he andahq: mmmvae 120,
comp LSy SSRGS BV URE Sk T20 T oyt
121 onthe repmute tld;veceroe melectldewvemglcﬁﬂhe chsnenting biahegtleetvd drasure of data.
The pllgr:%sg RLIIGS, 8 %gd 531? ﬁresen S cfrnlly mceh Wb"g’%g? E%Q%g{s”glzlﬁ? gceh?grips ofa
dlfferdnEmmmatrmmdocﬁtceﬁhe\zum seeingund o exagiad mayn alS@belz&borﬁplibhed by
& as .t he ﬁynchronlzatlon connecti on renmai ns 15
embo fim Fgf this inventi
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The server system 110 then checks (875) if the
sel ected set procedure indicates to sever the

W@ 0vehtsmé zat i on connection with the renote der¢TESDHED025795
If the set procedure selected indicates to sever the
connection, the server system 110 conmuni cates (880)

t i £forizd AR
o R R sl I O Blorie e LA e
devicelEPineay attempttottiro ofitby emimugnicaton eapakibityeso agR(prevent the server system

110 fr%g&ﬂx@& r %Etr%cgéﬁ/ cgfr thél'r]e%o% dteh@g da?t% E]flh rl? & %11 1t%u§aet§evd?fﬁcult to

do so beforeelnt useninsharge bhite éang atnhae gl edrver hm]uam ezdm& oﬂm& data. In the
125 t nch at.on.cli S

case of el AR AL SPGB G PR S Eewd G Sp B imbedded

Wlthm]tlié)remoTMVtoe ata@radey i Wﬂﬁor&&hﬂmtbt 780 th@vwRiuldgt@ngicl ef4ke the

sensi B arerL R BEP P! SreDn PHOA R (RGPS Ao is enered

1nt0oﬂ&)@lmdrfbatddltSt}&Qaﬁaﬁld@mcdne non 25 synchroni zati on
accesg g% not be n severed gunless severed (870)

Rdegict & %\yct‘hart%lllllpvra IR FEEGSPes 40y ayppmgtically destroying data
and appYBERAOR Z th MR 380 SRS AFind itk PBRNCEYNENEO RinZRIRE 320 to
10 may still continue to be communicated between the
the serygi sygteinshi&t & nrooesa Hlpsiraied is ey pe cxpsple ef vRpious grogepsss that may be
impleﬁm@ﬂf&f IRCHRRAim B TR ih R AR STHROko QRER &6k ﬁBmstl?eV\%v@ﬂ)mt of
(870). I'n short, the set procedures set forth in th
the reypig deviee B30 FI GS. 8A and 8B permit total and 30
CHﬂHé ﬁ{o@esé Sf’ﬁgﬂ@ EAQEe fefAGte GONIRE LAY tﬁ?eg iPRCURER cht’?onSvﬁ{hVaGJerver
system 110 an renot e devi ce conp
systene hidk sgpds (905)of antembdditngntiof the inveptipry iam gld@fatlomthafdhc rgmbRldevice
120 15%01:?%{0311 se@h q‘hg pe%tee&e%l %rﬁ? h’lﬁf b® sgv%ré ro]c%c%edoo[i] 1&0“1%6 some type of
device of ‘a se I've Severi 8
theft prantéot meshaEsl thet sakesdhd reoterdasios E20ab cdmimmcaﬁhmessage to the

.8 and 8 es sone,.of
server%%s?e %?% 1nscgseent§rslvv6%ng 4s Wg& elrs'l o tergg o% ? tléerIL%t Qr}@ e}‘é‘%‘% mﬁ(?lamsm 1s

tngmmddﬂnnm&h of connecti on severing and data erasure may

hed b nb d
e 8 TSSO st SRRy o copy.
erase, emﬁmﬂnerypema Fdniofe oviracihta I Ehict@darae wuma&éﬂmmdedﬁd susteds a

proced 4 7 Pioge ot T Lt b oo L PO s ). B dgimpecdue

deterntifie tHEhWBOd SoaSdxemt oflsdi@- df:slh%ﬁdnaﬁd}@&%dl ﬁ@mdﬁ&ﬁefrﬂéﬁét de@l@e 0f0. The
enot e eV|ce data 121. woul

th
st ProgFqurT B e bCISE % et Bt e TRt mereﬁaregéﬁaad Ppjgeal time

evaluafioh af @b stlddod b%ﬁdonﬁ%éé&rmefcﬁm that i8 'Eﬁ’g%@fe@ a@ordifito certain preset
data. In the 5 case of renpte device 20 containin

criterig o Hag repgie da&%mathtm ersepten P b da ieerdtedcemmands ang fhegaethod
depictbdiagdded eMdst hi n the renmpte device data erasers 720 or
reformatter 730 that would automatically erase the

sridtt PRchepemete deisad 24 susenompusly pif-witiats ee g@pgestreat process. The
remot&&rvﬁc%' 180 tf'rs‘i@et%:x%ﬁés\{gio? it a8 %§enacoﬂlg§o?1¥‘l§’erdd é[‘h% chﬂ Bi{i%gmél}fd (920)

into or comunicate e renote devic
if a paggveprdmsdepbasn eatefed @mwmnﬁgd infervad or i e ingopecdpasswerd havlreen
entere&l ufnoa[ﬁaatltjeﬁx er)’eﬁ%%?%e% dquﬁlﬁlati&rp %Gﬁcaﬁ Re lnla‘c‘lggésg('ﬂ:g:‘ I?Cﬁ
renote device severlng connection o e
receiVine rrbmaiceten ala(smcaﬂedmttervslefmleﬂle syssdne il 0L T0the Hhadce 120 has not
been c%ﬁaglco%gigeéigh% ldé\;lgeab%%gﬁ ?mt%?e t¥1s%@te§ﬁ<ﬁ g'fpon?ﬁ)(f) aﬁ%fa’t Hme Otherw1se
the rerncﬁte dendcd I Pemedutas a s&ﬂpr@:edure eewyscifisd matsef pzrod:dduxfes fikm 1180 end/or 185.

The se pr \A@cﬁfr@éan%cluc{eré%crrygt%f t?an%ir%\l/slsi%g anggr erasure of all or a subset of the
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In the process of FIGS. 9A the renote device 120 that

is in communication with a server 15 system 110 sends
W@ 2®3)p1557er an enbodi nent of the invention, an PCT/US2003/025795

i ndication that the renpte device 120 is conpromni sed.

The renote device 120 may be password protected or

remotetatalde a§ BRI PERE. ThORE brobddaNIah LRA iHIREE &S EARctions
causes the renmpte device 120 to conmuni cate a nmessage

betweey thgrgmotedlevies 120 anddbg nebwork A5G ase the wrong passwor d
| 9y @lﬁir@fh%%ﬂfrodeﬁu&@&e%ﬁ@& ﬁ1 th:r fry& 6?3(}5‘%@%%! @Eérﬁnt total and

trlggered ot herw se. renot e VI Cce
compleig gV ering ﬁ@mmwﬁmh@wearnﬁbmemesw@mbho anyg Stegpmattevice 120, a

total %Q:)émgle?erézf‘s‘ﬁgf dlaqhy ﬁﬁ‘ ﬁ{e¥8‘{mté H@vmre Hl?ptlﬁatgo% ‘fhe d%in%t 131, encryption

accordance wt
of theytagrckd and/ar i selngive @tasqme o éuti r’ﬁlefplrdmeSS]oT(F 1GS. 914751d %Bpresents only

some%?tch% biRd: éctrelﬁe{: lo§ ?ﬁ«f‘éﬁ §§i egc%?m? clmd %&d%lsépp{?gy?%ﬁqvermg and

P nes
data @r@qmemysdsofhemctrmm@rMembdémeme oi[ﬂﬂk 1n\'«i'dmﬁon set

o] re IS ecte ei.t her he I in ¢
t ﬁ{é‘ﬂ‘?at APPSR I%F act |01\1/eeqr s %ﬂ“@ﬁ’ h P‘é% TAIES ‘Qggtagﬁl under the
proceeseabﬁHGISo&A afid 8B endF IlGSaPA and ¢B mtay oS@irth diffesatimixes and matches of

nmechani sm t.hat i.s t red a certain
dota (Y5 ARTESROTPE O o Hiates 25 607 L1l o e Rt biameus. For
exambl@,]cﬁl)y ér@ﬂlliﬁeﬁal\d&dct@@mﬁﬁﬁhfh% b@@éiedtétﬁfoffﬁﬁ;h@éj D lelﬁ%&gwhether
FIG 9A FI G. 9B, Cz]mrem)te devi ce 12

this dﬁtﬁf?}ﬁ%’ﬁ%ﬁs‘f‘ﬁi}g@ 1P PR R B apipisiayy servers of

the refdog acée@ﬁmr&:rd@'ﬂ bftfe %ﬁl@hlfohf&&fonq%@ﬂf mones rétﬁ%g)erds{lre'ﬁtom the
een conpr om se is can be determ ned

remO‘iege‘él“‘p’&é)s OF dath 4ackspt 1 (ouend kave diedecagion af seragd. 1(511eérfpe and the
categbiofEa¢Bdat@land fnaRd it HNEMHIES tthe%ﬁx%@ﬁﬂ@%r REEHEM G-

In an alternative enbodinent, this determ nation

( 9bpforegoing dsecriptipreoiihs erabasiments of thesigwsnionis by way of example only,
and oﬁl@l%@ﬂ&éto'f% a%veadéﬂﬁ;‘éﬂ Enlnﬁgiuhgﬁt 511\6 rocfegsgyll n‘:ﬂ ﬁ%ﬁ Hle present

. If the device 120 has not
mventa@x/ iFor exepple; alhqugh thegerver gyftem dseﬂlgmtqdas momgl(egiz@l)ce alie sarver
L EX8C

ssch g 40 DB e S BT (IR FR e o
implemggedpdig? progBmnBs gFimeal petpogr digitad wmputanusmgcdpphi@tlon SpGCIflc

e SRR Rt 25T R2L 0 LN BLATES p b S B
The emberitentsl d¢sariid hegesn inyn beanrpedersbibioe pur'ﬁb&s sillufiratice ehdr#2e not

. I connectlon
intende R Sl B SRR e Bt Pl Rissgine
teachlsﬁ: For ecetly, €& carbedidteatd db%rlbdmeabpvmﬁﬁﬁseﬁxﬁstrﬁ&t@s tAfea hta
. g c? tLet e eri t he
crasur g RS s BlsRna B otoc TLBhG S bgg EBln dAECEraEF sl b
accon’(pﬁmti ey deymdhﬁ)nb%ﬁon éveht KyQie&hng,ﬁthG de@ R kIRt erveF ?@t@fnﬁm@ ﬁnstructmg
e renot ﬁ@ggw ce, duplication the d

synehig3leRii 0Bt fioocrhiongios cafe v s Tthol e 2 "6 Evihesgher hanc,

mechaisas i ﬂle@érvéiastyﬁem-Bh fheﬂérﬁ&@ 8&/1&‘%5}' fvenfh RRY shronization if the
resents on some possi bl e scenari 0s.
Y

date R UEgrvE SO0 s RO aneit @%thﬁ‘a%“élhd‘?i?tm@élﬁﬁ%tbie@rﬁCCldemal
As an&ﬁéf%&élﬁﬁle Afthe MaVFenHoBMNG, dBNioR 0P Qatg’ﬁ al %gmg%te
mbodi nents of this invention. It wll be ppreC| ate
deletlwné HEItHE o¥Frdhserpeesated not just t@ggenamrtpomag atgit. aloother efibodiments,
1 &ﬂh 19e2ala 8
deleti @/ c&gﬂ hed lg}ﬁc ngl‘l% & gg%ﬁ?gq&sthééfiefl{ éa@ﬁat %r?i]e;?)ggho% %Tstem and
complﬁgtp&gé@n Ede“‘éféiF%imlbiﬁbgs llalrlteld oy byjtheickéms @at fplloer t ai n
categories of data 121 may be targeted for erasure.

For
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exanpl e, only organi zational directory data may be
sel ected for erasure. Depending on whether this data
W@ 210e9035y6 | S assi gned synchroni zed or non- syncPeDOR203025795
type, the autodestruct servers of the renpte access
server 117 or the synchronization server 119 may
request erasure fromthe 15 renote device 120. The
data tracker 710 woul d have the | ocation of storage,
the type, and the categorGLAIM®ach data and nakes it
Whagdaldiakie to the data eraser 720 for sel ective
erasing. The foregoing description of the enbodi nents
of the invention is by way of exanple only, and other
1. Variaulans,ofihhe above-described embodi nents and
processes are p?bvided by the present invention. For
ex@pgvieg arinticatinglthdtheemete devicesy sdngifoiBed;| | ustrated as

a single.device, the .server 20 system may i nclude
s es\gftis‘a' ?gl?g L SR OPEP %bsﬁteotfaﬂtfi S %”65%/)% .VIC@O%B onents of
t hirgsmittirgntal threfye de@ice) Ao tepletihit A@e (HIHRAL RANBEL subset of
general purpose digital conputer, using application
‘'specific integrated circuits, or using a network of
i nt erconnected conventional conmponents and circuits.
5 T enbodi pts descri bed herein have been presented
© f orieHRt Slagp 1; Vhesep fhercommand telydes aresing theptdergeqnetsabset of
data.be exhaustive or limting. Many variations are
possible in [ight of the foregoing 25 teachings. For
exanpl e, the enbodi nents descri bed above may use
3. | NBelmGHdd QR
e L b D AR ey B A EncBne subset of
data~may al so be acconplished by a synchroni zati on event
by del eting the data on the server system and
instructin synchroni zation to delete the
4. corhe é@ﬁhﬂd@% plging &t fartloan comprisingtonemitiing ©ehaematd devicrs command to
transﬂlﬁ‘?heodtt h:ggt oH@E\ﬂ)rset o%gt!; ?(Mn%{ﬁ%r IoQatitoH.e server syst em or.
the renote device nmay prevent or delay synchronization
if the 30 data on the renote device is deleted until
|ty firmed that such | eti on.has .not .bee i
S e s 3R BBl g oh Ty iting A8 Jodes non-symehonized
data.enbodi nents, del etion of data is acconplished by
conplete deletion and witing over the storage area
not just tagging or pointing at it. In other
6.  erithediethed bfclaintglveteicimthaayled3CoRGABRPS S BBEACIBIEs sFHIAGed data.
or pointing at the deleted data. The nethod, system
and conputer program product described are limted

7. ofilhy metholl bEclinal, hetdiadhe hOkdsOMe saiseV¥? RRAALAISR %g@%nal cAata.

data

PCT/ US2003/ 025795 CLAIMS What is clained is:
nmet hod, conprising: receiving an indication that a

8. I aWehethde Vi €lgini B vaRmMM @B LEIeA: oneSEILELL 18 iAliudeS asgucms.
subset of data fromthe renote device; and

transmtting, to the renote device, a command to

9. PTRYgBthod6£ASIM 1, Qut’léﬂé_ﬁc&ﬁprls $HanPRinS YRS Ainafl éo ﬁétr?h&(gégevice, to

2. The method of claim I, erein tRAe command I nc
sever @ cgiesipntheivesn thedarapte dpvcesand saptwork. dat a.

10.  The method of claim 1, wherein the indication is transmitted by the remote device.

11. The method of claim 1, wherein the at least one subset of data includes all data on the
remote device.
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3. The nethod of claim1, wherein the command i ncl udes
encrypting the at | east one subset of 15 data. 4. The
woreiohotssed cl ai m 1, further conprising transm PCT/OHZ003/GR5795
the renote device, a command to transnt the at | east

one subset of data to another |ocation. 20 5. The

met hod of claim1l, wherein the at | east one subset of
12 dafa i ncl udes non-synchroni zed data. 6. The nethod of

© clarppputergridable madiin bavingsiored Gprsomsinpisustionsfto gattsa a computer to

exechtB & AR, BY REMbIBbAGEfata. 25 7. The method of claim

1, wherein the at |east” one subset of data includes

peeebyiag andadigation thatgemase Hovdced$ canipmpmisdd; wherein t he

at ' es_appl i,cations. 9.

TiecleEfa RS il R of b B0, A RSB BB 2L O (g
transpittipgiathe remate devécer eemmanday pregent baess30 tigew Bastane subset of data

connecti on between the renote device and a networKk.

10. The nethod of claim 1, wherein the indication is

13. t rAapysteint, cerdprijngt he renote device. 11. The nethod of
et of. dat

o bR D iSRGt 0B 308 i on oo
devic (idd @ifgmé6essdT4dS2003/ 025795 12. A conput er -r eadabl e
asmngdiun1having_storeg thereon jnstructions to cause a

EBmpRpapniaively coupled ta the Piogerure file #hdt ieode demple| devigey: capable of

receivieg e Widivgtianthbnglteatid @evideliatoproMised, SeBB¥AcCA 1643t one subset of data
ed; 5 selectln%%at | east one subset of data

from %%om g’ tr ; i
JHPPR e PerBRE U sHRE 1o iy repoln dawiqe; ¢ Agmmersl foppsevent access to the
at leabtINO kEbselRY 1AL acodrdMRMSbrbRdHeeHRNt access to the at
| east one subset of data 13. A system conprising: a
procedures file indicating techniques for preventing
14. atThe 8@8dm &f kRSBt whdrei MeBeoMmaAd ﬁlﬁmat‘:seerasl%/tﬂ? Ui 164t 1fec§gbset of
bei ng accessed; and a server, communi catively couple
data.{ o { he procedure file and to the renote device
capable of receiving an indication that a renote
device is conprom sed, selecting at |east one subset
IS, ofthg gystem ¢ficdpimtlRewhespin the admmiapd inchides dncaptng the iatigast i subset of
data. the renote device, a command to prevent access to the
at | east one subset of data according to the
procedures file. 15 14. The system of claim 13,

' 0 L: erasing the at | egst on
16 CTEE Sl SR TIN b REHE S ETS Bt HipmsGite, P romore
device, heomoranditndransioit thebes leestony pibsa gf dduetoanothedstatione
subset of 20 data. 16. The system of claim 13,
wherein the server is further capable of transmtting,
17. t Ghe hystemerfotaim 18eviceein the at RasTBACkUbSt bf @AGNETudéshBnaYnchronized
dMa.leaSt one subset of data to another |ocation.

18. The system of claim 13, wherein the at least one subset of data includes synchronized data.
19. The system of claim 13, wherein the at least one subset of data includes personal data.

20.  The system of claim 13, wherein the at least one subset of data includes applications.

21.  The system of claim 13, wherein the server is further capable of transmitting a command, to

the remote device, to sever a connection between the remote device and a network.
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25 17. The system of claim 13, wherein the at |east
one subset of data includes non-synchroni zed data.
wao40ms7eyst em of claim 13, wherein the at | eBST/USINE3/025795
subset of data includes synchronized data. 30 19. The
system of claim 13, wherein the at |east one subset of
data includes personal data. 20. The system of claim
22 13, wherein the at |east one subset of data includes
* appls e Ghelainp I3, whersingthe indjepidmn is fragsmitied to fWisespapibyt theremote
devigerver is further capable of transmtting a command
to 35 the renote device, to sever a connection
bet ween the renote device and a network. 29 WD

23, ig}%/ \:2&% BBcIRGT 3?%9:%?1*{ B2 TER: o %utésgnthc}%tdg%ﬁrﬁcg&%egéu §li2bMne

erein the fcatron 1s tran

remoeoyise- by the rempte device. 5 23. The system of
claim 13, wherein the at | east one subset of data
includes all data on the renote device. 24. A system

24. cohrpysiesi, ngmpnisigns for receiving an indication that a

r vice is.c rom sed;: 10, neans for sel.ecting

aﬁﬁﬁégggﬁﬁﬁg%gﬁﬁggﬁggﬂi@%@ngp%ﬁkyﬁ%wfgw%F@ng@viCe;

ameane fim selfoting tirleass orietstbsegof data fidnethe esTRGtE dElgNE; 61 A

comman 0 prevent .access tqQ the at | east one subset

o TR0 for WBuRRHED RTSRRE doet Rrhan P staypyiaggsoao i at feast
one sglomeh@fiddtat 0 prevent access to at | east one subset of

data at a renote device when the renpte device has

been conprom sed; and executing the conmand to prevent

25. acemstholl,@ofpesiad: | east one subset of data. 26. The
met hod of claig125, wherein the comand incl udes .
er ST & BN [QBISYeIH A e b aldeaskone splppetiefidata ap 7 remiedevice

whenTBS Re@teteviet RdsPedPcomisthREDY ahd1e command i ncl udes
-encrypting the at | east one subset of data. 25 28.

g

TIRECHERRBE cynmanddp preysnt apeasy fedhe at daaptons swhget afdetei vi ng,

at the renote device, a command to transmt the at

| east one subset of data to another |ocation; and
26. t Thagwthod ohgjainndS, atherenztbe cayrrmand ibadeses oxbsidgtha at Isast one subset of
data. @not her | ocation. 30 29. The nethod of clai m 25,

wherein the at | east one subset of data includes

non-synchroni zed data. 30. The nethod of claim 25,

j t..of data include
2. e, 98 SRR 8 LD o e
of dataherein the at | east one subset of data includes
personal data. 30

28.  The method of claim 25, further comprising:
receiving, at the remote device, a command to transmit the at least one subset of data to
another location; and

transmitting the at least one subset of data to another location.

29.  The method of claim 25, wherein the at least one subset of data includes non-synchronized
data.

30. The method of claim 25, wherein the at least one subset of data includes synchronized data.

31.  The method of claim 25, wherein the at least one subset of data includes personal data,

30



10

15

20

25

30

35

WO 2004/ 015576 PCT/ US2003/ 025795 32. The net hod of
claim 25, wherein the at | east one subset of data
w0 p@hitsge appl i cations. 33, The net hod of cl aP@T/BS2003/025795
further conprising: 5 receiving a conmand, at the
renote device, to sever a connection between the
renote device and a network; and severing the
capnectjo t n the renote device and the network.
3. b et B 55, el S logts Sneufoet Aada inplegtapghstions.
subset of data includes all data on the 10 renpte
deyi ce. 35. A conputer-readabl e medi um havi ng
33. imerrﬁ‘?}(“i’d(ﬂ@lag{l8?»@5“@%@?@Wﬁlﬁ%r executing a nethod,
th@cdﬁ%@@@on%ﬁéfﬂ@lf hShd@moleSiefic¥ 10 6bvel { QThALSE B%t@fre n @e remote
d .command to prevent access to at |east one su se? of
evicgapd agetwark; aml r enpt e devi ce when the renote device has
beg for MR Qfth2A6h bR HECH ImE0dal 0 prevent
accessgto t he at ?eastn oneHltgterblgg%cp%}dqga S rk36. A
system conprising: a data tracker capable of tracking
34. 1 hgel el : in ar devi ce; and
b0 s AR RIS P AL AL Mol P Tolaf i it o S e
remoterdggiker , capabl e of receiving a command to prevent
access to at | east one subset of data at the renote
devi ce when the renote device has been conprom sed
35. andcaxmtartreadgble hedinonmming iiseugiony sbied BEERE Jort &ebiltlg 8lmethod,
I ne.subset of data based on information
themﬁglﬁgtrc% %rggn}%y the data tracker. 25 37. The system of

C lredeinii®6 fromhase@er) a thmaaismi cht Gt ddSR %t RAADhO MtsB®f 8dta at a
38. The system of claim 36,

remo%m%asit one tEUbS et %f . gat a.

‘ SYIEF WPHE® FOIRTryicr A Rrarsompemippdiand the at | east

execuding tieltbm@tandfo prél@hBacc9 to3fe atBRt SHSLRE A datl ai m 36,
wherein the client is further capable of. receiving,

at the renote device, a command to transmt the at
36. | easktepnNeonspiRpgt of data to another |ocation; and
transmtting the at |east one subset of data to
aﬁgﬁﬁéﬁwf@a eapeblg Rf trackmeghe logatippeud Hreefata in a remote device; and
PET 442208341 i .- Wher ei n
the at | east ?egtg‘%%;?glg}gg T{)@e gégtg g&%pﬁlglfcﬁfgg% oﬂé%:grvmm Coffriand to
Prevepiseesy ot fegttione sibset &f data attthe ehotesipsice what the kanmaote 86iice has been

compW¥Rfteiafd RS ﬁgth@@o?ﬁ M ta,ngl ude
. psy N 2 sastufitt (he Conm % Etlépén?tdcc%;s 18Rt 1R 1S Sibset of data based
on information generated by the data tracker.

37.  The system of claim 36, wherein the command includes erasing the at least one subset of

data.

38. The system of claim 36, wherein the command includes encrypting the at least one subset of

data.

39.  The system of claim 36, wherein the client is further capable of:
receiving, at the remote device, a command to transmit the at least one subset of data to
another location; and

transmitting the at least one subset of data to another location.
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42. The system of claim 36, wherein the at | east one
subset of data includes personal data. 43. The system
w@Rooghsisme 36, wherein the at | east one subset PET/US1083/025795
i ncludes applications. 10 44. The system of clai m 36,

further conprising a renote device severing engi ne
40. capiaysteof claie 6 WheReh e GOBIRGE subket Bt iRIRIS non-synchronized
datadev!ce, to sever a connection between the renote
‘devi ce and a network; and severing the connection
between the renote device and the network. 15 45. The
system of claim 36, wherein the at | east one subset of
4L qalhe sysiem ohielaimu}a, whetein thpatleast onesnitsieofdlstiinwuded ynchronized data.
system conprising: nmeans for receiving, froma
server, a command to prevent access to at |east one
2. subgeysten of deimff, whaeinghe arfetseodeviseeofwhindiinles pesmiabdata.
devi ce has been conprom sed; and neans for executing
the conmand to prevent access to the at |east one
43. subBweysten ofidlaim 36, #ereih thesthiod:; one culpet fidag inohelee kptlidgions.
an indication that a renote device is conprom sed; 25
selecting at | east one subset of data fromthe renote
44. dehhecpstenanticlsimadts fiirthei qmﬁr$mg h:ﬂ@nd”te&@ﬁc% sé@gi’ng engi?e caapable of:
c to transm.t to at .| east one subset o ata
¢ Ot & iyl efRgte RvifG e 5ter aORpReRER PRgPvodihe remote
device @add wétwgrkasmdi ndi cation that a renote device is
conprom.sed; and transmitting, to the renote device, a
COMMEL gtho@Egg?l%%%%?émﬁgpﬁgéﬁv¥%@wﬁ@hﬁﬁﬂmﬁevice and

a network. 32

45.  The system of claim 36, wherein the at least one subset of data includes all data on the

remote device.

46. A system, comprising:
means for receiving, from a server, a command to prevent access to at least one subset of
data at a remote device when the remote device has been compromised; and

means for executing the command to prevent access to the at least one subset of data.

47. A method, comprising:
receiving an indication that a remote device is compromised;
selecting at least one subset of data from the remote device; and
transmitting, to the remote device, a command to transmit to the at least one subset of data

to another location.

48. A method, comprising:
receiving an indication that a remote device is compromised; and
transmitting, to the remote device, a command to sever access between the remote device

and a network.
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