WO 2022/013517 PCT/GB2021/000084

1/5
1 15 10 16 c
|
17 8
7
| |
- 8
4 11,11’
P \ 12
. — [H[F
\ 13
7 \
3 14 3’

Figure 1



WO 2022/013517 PCT/GB2021/000084
2/5
V R R R R R R R
R S F T51 Tsz C Gid Gid "‘At
Gig Gig Null | Null | Null | Null | Null | Null
Figure 2
—_ T
V R R R R R R R
G; G; Null | Null | Null | Null | Null | Null
d d B >_Rt
Sil Si1 Sil Si1 Si1 Sil Si1 Si1
Ny
values
Sin Sin Sin Sin Sin Sin Sin Sin
____/

Figure 3



WO 2022/013517 PCT/GB2021/000084
3/5
UUID | UUID | UUID | UUID | Tyt | T C | Null
Null | Null | Null | Null | Null | Null | Null | Null | L
Null | Null | Null | Null | Null S, Part Ny
Figure 4
-~ T
V R R R R R R R
R S F Ts1 Ts, C Gig Gig —A
Gig Gig Null | Null | Null | Null | Null | Null
Null Null Null Null Null Null Null Null | L >—~E
Null | Null | Null | Null | Null S, Part Ny
#(X) | #(X) | #(X) | #(X) | #(X) | #(X) | #(X) | #(X) ‘L#(X)
Fii Fu Fa Fia Fia Fia Fua Fua
’-—FtNH
Foo | Fov | Fov | Foo | Foo | P | P | Fuw ||

Figure 5



WO 2022/013517 PCT/GB2021/000084

4/5

Upon request the Orchestrator validates the payload against specific
rules for the Requester and the destination D and sends and evidence
object for use in the Local token.

'

Local token is received directly or indirectly by the Signer entity and on
receipt of a payload transfer request from Sender checks for a valid

l No valid Release Token l valid Release Token
the Signer requests a Release the Signer utilises the existing
token from the CRA. Release Token if valid.

v

Signer creates Payload Header and forwards it to the Sender entity.

v

Signer creates Payload Header based on the Authorisation Token, File
Token, Local Token and the Hash digest of the Payload (provided by the
Orchestrator or Sender entity) and forwards it to Sender entity.

v

Sender Entity prepends Payload Header to the Payload and sends to the

Boundary control Device.
|

v

Boundary Control Device undertakes release control checks by indirectly
identifying the matches with the File Token and undergoing other control
checks relating to properties of the payload to be transferred.

|

v

If all control checks are satisfied then the export file is permitted passage
across the Boundary control device from the trusted network to the lesser
trusted network (or vice versa). Otherwise the file is prohibited passage.

Figure 6
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Upon request the Orchestrator validates the payload against specific rules
for the Requester and the destination D and sends, chunks the payload if
it is larger than the maximum size capacity of the Boundary Control Device
and provides an evidence object for use in the Local token.

'

Local token is received directly or indirectly by the Signer entity and on
receipt of a payload transfer request from Sender checks for a valid

No valid Release Token i valid Release Token

The Signer requests a Release

token from the CRA. The Signer utilises an existing

valid Release Token.

!

The Central Release Authority (CRA) creates a
Release token array dependent upon Ephemeral 1D
Array and Authorisation Token and forwards the

v v

The Signer entity creates an array of informational Payload Headers, one
for each of the chunks based on the Authorisation Token, File Token,
Local Token and the Hash digest of the Payload (provided by the
Orchestrator or Sender entity) and forwards it to Sender entity.

v

Sender Entity prepends chunk’s Payload Header to the chunked Payload
and sends to the Boundary control Device.

\ 4

Boundary Control Device undertakes release control checks by indirectly
identifying the matches with the File Token and undergoing other control
checks relating to properties of the payload to be transferred.

l

If all control checks are satisfied then the export file is permitted passage
across the Boundary control device from the trusted network to the lesser
trusted network (or vice versa). Otherwise the file is prohibited passage.

Figure 7



