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. BACKGROUND 1. S:&el d %E][‘The resent disclosure relates generally
to conmmuni cat i E@T ONAND: ACQIHESELTEONF f or mi ng

[5003] Wrel ess comuni AT AN SNE WEAR SYSTIMS yed o provi de.
rel ess conmuni I oye 0 provide
various conmunication services such as voice, packet data, and so
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supporting comuni cation W ple users by sharing the
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simply " Qef Y eRpressly i Q?B?ﬂﬁ'ﬁ T’I}"E erefl_EV.DO'), and -so on, which
are knovvn in the art. [0004] A wi reI ess device (e.g., a cel I ul ar
phone) that supports |Ix and/or 1x-EV-DO typically maintains a
preferred roaming list (PRL). TBACKRQROIMNE ns information to

assi st thf W reI ess devi ce perf.orm system sel ection and acqui sition
in |Ix and* x systems, particuiarly when the wireless device is
roam ng 2 RLrphg bt sar (MaF-1i I

devi ce shiloﬂt?lg use aﬁ%%(égpslﬁ Sc();%\oaS%yfglétése en%%? %gscsoyst en%aﬁ{g?fm%ﬁcf o
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II. Background

[0003] Wireless communication systems are Widely deployed to provide various

communication services such as voice, packet data, and so on. These wireless systems
may be multiple-access systems capable of supporting communication with multiple
users by sharing the available system resources. Examples of such multiple-access -
systems include Code Division Multiple Access (CDMA) systems, Time Division
Multiple Access (TDMA) systems, and Frequency Division Multiple Access (FDMA)
systems. A CDMA system may implement one or more CDMA standards such as IS-
12000 and IS-95 (commonly called “1x-EV-DV™, or simply “1x”), IS-856 (commonly
called “1x-EV-DO”), and so on, which are known in the art. |
[0004] A wireless device (e.g., a cellular phone) that supports 1x and/or 1x-EV-DO
typically maintains a preferred roaming list (PRL). This PRL contains information to
assist the wireless devipe perform system selection and acquisition in 1x and 1x-EV-DO
systems, particularly when the wireless device is roaming bThe— PRL identifies
“permitted” systems that the wireless device should use and (optionally) “forbidden”
systems that the wireless device should not use.
[0005] The PRL format for 1x is described in a document TIA/EIA/IS-683-A,
entitled “Over-the-Air Service Provisioning of Mobile Stations in Spread Spectrum
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2 Standards,” June 1998, which is publicly avail able. The PRL format
for 1x-EV-DO is described in a docunent TlIA-683-C, entitled
"Over-the-Air Service Provisioning of - Mbile Stations in Spread
Spect r um SYHASHPAB3I8 March 2003, which is al so publiclyPCRYAN0EM3R06
TI A-683-C defines (1) a PRL format thaf is based on I S-683-A and can
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acqui si ti Qanfeyf PRL riﬁfoemﬁom&%@%%éma%ww a0 Vihed YRY € FRmAS e iy as
wireless |ocal area network (WA systens are described herein. The
WAAN syst €@BVaYelRTp information ffamoth 1% md b V432 sestems. aREY-6%3-€ dsrbackwiant

types of syshheHE gg k4N systens may be | EEE 802. 11 systens and/or
sone other t pesegﬁhsysterrs. [0008] In an aspect, a PRL carries

system r ed80063 andl veralpss deticothat gows ds extonded WRANiseabil 1lsaldctsandtagquire
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acqui si ti 01% #gggfﬁd@'%g%%%éfﬁ%‘gﬁwf’o © WE\%.SS %Yécelyﬁﬂﬁr‘gﬂ% tf?e%%le téysgfegtm
and acqui sintl hapuirceder sistemmyhobeovdatlibydtiAteg3e backward conpatible with
TIA- 683-C. System and acquisition information for WLAN systens may
be stored in the new system and acquisition records, respectively,
whi ch are included in the PRL. ThSUl\mA'iﬁY be progranmed into a

wi rel ess device and/or may be sent over the air in the nornal

manner . Sd00071t y-Feehgigest fonfperioating rsystemdselcotipe rahd racydsition firi wireless
and/ or aut.hentication AN syste may. be stored in a rate -
VAN aut ety tice F oD T A Sl s & ireRe ol b tad TR AR
syst em masystads et desaribedCliprdini tTHRMW WANOSyteRB tndy B¢ Ok iskRerh€ GREY-DO
applicable for that W.AN system %OOOQ] L}n not her aspect,_a network
i denti fi erYi'4BY 8ndpiione el pEYStERs: 4 E“&‘ isydems BREbHGERERO2\4 AN
systens anrgstaassidr kot bikr fPRaT s@ltesid/St ems. The system records

carry information used for system sel ection and acquisition. The
system red®098% i Ant#easnsel RoPRLi eeiasi yisiem ragbtds and srapisitien dregasdsh for

backvar d awa¥ ahh VAN sy el 6 8FhieCordRbre new types of system record and one or
more new types of acquisition record may be defined for WLAN. The PRL and new

system and acquisition records may be defined to be backward compatible with TIA-
683-C. System and acquisition information for WLAN systems may be stored in the
new system and acquisition records, respectively, which are included in the PRL. The
PRL may be programmed into a wireless device and/or may be sent over the air in the
normal manner. Security-related information used to perform encryption and/or
authentication for WLAN systems may be stored in a separate WLAN authentication
profile table. The system record for each WLAN system may indicate an acquisition
record and a profile record applicable for that WLAN system. |

[0009]  In another aspect, a network identifier table stores system records and profile
records for WLAN systems and possibly other types of systems. The system records
carry information used for system selection and acquisition. The system records in the
network identiﬁer table do not need to be backward compatible with TIA-683-C and

may be defined to carry pertinent information in an efficient manner. The profile



may be defined to carry pertinent information in an efficient manner.
The profile WO 2006/ 138338 PCT/ US2006/ 023096 3 records carry

I nformation used to performencryption and/or authentication for W.AN
systens. [OWA06AABI8us aspects and enbodi ments of the PRVERIOGIR36e
described in further detail below BR EF DESCRI PTI ON OF THE DRAW NGS
[0011] The features and nature of the present invention will becone
nor e apparesdrds dangrinfob@atitel well €l pelesor énptyiption sel/orf alichtiGtibe for\WEAN
taken in conjunction with the drawings in which |ike reference

char act er SY§8Ht i fy correspondingly throughout. [0012] FIG 1 shows a
depl oymentjogigyh Wis aBskclll A disiiendits 6003 Hveltica ard b@ived & Riter
havi ng the structure used in |IS-683-A and TIA-683-C. [0014] FIG 3
shows an eletahsloy- PRL defined by TIA-683-C. [0015] FIG 4A shows an
ext ended systemrecord for WLAN. [0016] FIGS. 4B and 4C show two
extended acquisition records for WLAN. [0017] FIG 5 shows an

aut henti cati on prof BRIEEMDESCRIRTION ORTHE DRAWINGSd 6B show
two authentication profiles_for WLAN. [0019] FIG _7 shows a network
i dent i fi erlOPHd| e Fhorioqipes and oeres ofthepresent Hygrion illgeeame mgre apparent
per f or.m Norcy $he Ae@RIE abdcAPtiG det2fiit! Sdldw Obhen 1RGP H obhifhctidn SHAYSHA
bl ock di agram of a wi rel ess device. DETAILED DESCRI PTI CB\I [0022] The
wor d " ex erf#vaings mivdlighslike raterace chandasgidentify correpgondingly thexehpite

I nst ance, h | ' ) ﬁ][}é,_ J%ggp , FRRIA N i ri bed herein
as " exerrpllgglyz'll F%b;\g%hﬁ’gsc%%@a Iy {t}ghbe conisntd(r}kg%égg?g%%gferred or
advant ageddé13pverFIot AehovendhBRL bevipg the shruaters iuggusin I$-682-3) ankd| TEAI688HOWs a
depl oyment o\ & h , 0.a . provi des

comuni catllm(‘)!ﬁﬁ cO\a/Felgg\gg{l%vgsranaeqﬁg%r%‘é&g@lgé&é&?%&%@e. g., acity, a
state, an@0Es) orFIGVANhdOLapextatided syseanerord datWhANCoverage for a
smal ler g phi ar ea mal |, canpus, a stor d so on.
The cover iﬁgfﬁir eaﬁgﬁ' éﬁ%‘iﬁggb‘hﬁg‘ﬁo e’%‘f‘ndﬁ&?ﬁqﬂ%?m&\%qufpfglf ﬁg‘Aca,[\gver age
area of W4d7102. FIGOS 2Kdws\¥n\iiithehhtibR Yrofide table o WLWOI K, a 1xEV- DO

network, or sonme other type = ..
[0018]  FIGS. 6A and 6B show two authentication profiles for WLAN.

[0019] FIG. 7 shows a network identifier table for WLAN.

[0020]  FIG. 8 shows a process for performing system selection and acquisition.

[6021]  FIG. 9 shows a block diagram of a wireless device.

DETAILED DESCRIPTION

[0022]  The word “exemplary” is used herein to mean “serving as an example,
instance, or illustration.” Any embodiment or design descﬁbed herein as “exemplary”
is not necessarily to be construed as preferred or advantageous over other embodiments
or designs. |
[0023]  FIG. 1 shows a deployment with a WWAN 100 and a WLAN 102. WWAN
100 provides communi;:aﬁon coverage for a large geographic area, e.g., a city, a state,
and so on. WLAN 102 provides communication coverage for a smaller geographic
area, e.g., a mall, a campus, a store, and so on. The coverage area of WWAN 100 may
or may not overlap the coverage area of WLAN 102.

[0024] WWAN 100 may be a 1x network, a 1xXEV-DO network, or some other type
of network. WWAN 100 includes one or more systems, and each system includes one

or more smaller networks. Each system within a 1x network is identified by a system



of network. WWAN 100 i ncludes one or nore systens, and each system

I ncludes one or nore snaller networks. Each systemw thin a | x
network is identified by a system W 2006/ 138338 PCTI US20061023096 4
i denti fi caWQHOF/EI8BH8 val ue, and each smaller network of PERER2006/023096

systemis identified by a network idegntification (NID) value. The
systens and networks in a 1xEV-DO network are identified using a

subnet - | DjdeMiire4tioRRS I alie, drd ehetBsrdlleB nét@otk afieacH 1 dyseetl 1E”ilﬁnt1ﬁed bya
representation format ‘as described_i n RFC2460, w%l tle | nt er net
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FIG | fo base station is a station t
conmmuni catsemetimedmsiet entevchianbenbly. deV| ces and may al so be called a base

transceiv ati TS) (Xt Qg N I -
term nol 0399, ml% ?h% tng?l ‘iq%%eﬁ E%W %aaes $ ‘%évsl E@g &‘?f) %E%/OIPO
| ocat Ied t %ﬁﬂgﬂiﬂaﬁon tdreawitelese ﬂa@eesaaeaﬁﬂmi tﬁé%ébbri@ﬂareaﬂomhemdm ce
may al so be called a nobjle  stat l.o / cess
term nal. (CYTRENAHCORIE TS ?SS(jﬁﬁPonsai é f?ﬁwm ase
equi pment ¢tMah is & AP StehdP@Gt éH%ﬁum&H‘tes&@ﬁ@tHétvhﬁﬁless Héﬁﬂés%ﬁ%& aléd be

wi rel ess device may be a cellul ar TI.ﬁ%hone a_personal dig

assi st ant CallﬂbA)baseaﬁWSP@Y@s%m%dB ) &% terminglogy)s 78 agﬁﬁsﬁ)ﬁomﬁ\(}?@o\f PO
swi t chi ng ,cenf N&Q_&Wk 0%2%, G&4te

base stati ons 1 %()I n N f%)gér&Fd ]mﬁ%%és%wc%§%ean I E‘élllxzro{é Sutll
net wor k orthg omragemaStgprNrﬂé)DmAerelwwm@)mamaa)ﬂq b raled it mebide or
nore stand ch. a E d,

"802. 11a), S ﬁEﬁ%t’E ' J'f? B 5-%%3@%65%%’&%} chﬁe:'dﬁ'ﬁs éi%f%gdéf'? “I'BEE
Std 802. 1Idg;aﬁ>@iéﬁt ((Cmpmnhy)bﬁaldqe@meﬁﬂll\/ﬂﬂ)g"a) subsorbeounih, onisonle ather
known in the W.AN 102. may inc r nore_s

dependi ng W‘ﬂgg%eﬁ‘l A & evé%znéayo#’e f‘lfg on@a%ﬁerg%aﬁ glrﬁlm assistant

i) denti }‘ I ectpbwaa wREMisGRodeat, aihdfditl, bhdso ¢rSSA Blobilb awitdhing cobter (USCP13P
ytes | ong.

AN 102 i ncl udes one Or npr.e ac 112 t hat
support  dweFides cogrdinstion apd eomfred forbase siafip 1§ ng'e\]n % | apt op-
conput er s)joasg Wmmioﬂﬁl‘é seanléé@smhhhé%wbﬂk%r@&ﬁ@b 8Padpkorkhe
WLAN.  For SI nplicity, onl hree access points 112 are own in FIG

1 for WANVIAN 16Hmay mhme@t PRQ QT Fporh istandardsy ﬁlcha?SsWEEe‘ﬁfﬂ 802.11a-1999
(commonly called “802.11a”), IEEE Std 802.11b-1999 (commonly called “802.11b"),

IEEE Std 802.11g-2003 (commonly called “802.11g”), and so on, which are known in
the art. WLAN 102 may include one or more systems, depending on the depioyment
size of the WLAN. Each éystem is identified by a service set identifier (SSID) that may
be up to 32 bytes long. WLAN 102 includes one or more access points 112 that support

L

communication for wireless terminals 122 (e.g., laptop computers) and wireless devices
120 within the coverage area of the WLAN. For simplicity, only three access points
112 are shown in FIG. 1 for WLAN 102. For a centralized architecture, a system
controller 132 provides coordination and control for access points 112 in WLAN 102.

[0027] For 1x and 1XEV-DO, a wireless device maintains a preferred roaming list
(PRL) for system selection and acquisition. The wireless device may be programmed
with the PRL via a serial or USB interface, e.g., during manufacturing or activation.
The wireless device may also download the PRL over the air and/or may obtain the PRL

from a removable module inserted into the wireless device. The wireless device stores



controller 132 provides coordination and control for access points
112 in WLAN 102. [0027] For Ix and |IxEV-DO, a w rel ess device
mai ntai ns a (g)referred roamng list (PRL) for system sel ection and
acqui si ti ofYO 3138 Ie| ess devi ce may be programmed wi t BCTHE200623086 5
a serial or USB interface, e.g., during manufacturing or activation.
The wirel ess device may al so downl oad the PRL over the air and/or may
obt ai n t hehdRRL i @Mhén-relat abtoPeitich hiagehd @l thenivdrelebe deviceloe ghe
device. The wirel ess device stores WO 2006/ 138338 PCT/ US2006/ 023096
5 the PRLIFWO‘éﬁfﬁ)TH éﬁ?atile menory, which may be in the wirel ess
device or [boms] repm!abh&wmﬂpkﬁ 20008k e Giructurs ResBSmaSRIRL- QR4 raxi ng
the structure used in |IS-683-A and TIA- 683-C. PRL 200 includes a
syst em t ai8é-G1RRIa A0 Esludesusysion table 249 prd anpgquisiiion tahla @) Systom dable
i ncl udes ang'lﬁélud%fs aﬁx‘% Bfﬂénﬁﬂteﬁ%?d ?&B@h%@@m&%&ﬁ&ﬂéﬁé‘%ﬁ%&%ﬂ%&ﬁy I'S
organi zed by geographi c areas arit ows €ach
geogr aphi cgeagleﬁnbarwg (GEQ®).e sEat derityy FiGr asqbewsmaeh teabdyenhic atsiacbeilnch
t abbed table t f tyvar
that the drrei e 1R bpthaiatle, Zaoh BOEIELERTONSAT LRSI M
f or bi dde n mgfsﬁmswmsmwmks ﬂhattthb iwerelmssr ddviresholdd iacoesssandl sebetiomt 230 for
access. The . s and Isitio bl e have different
formats f PI%F e’éﬁﬂ“e iﬁ?”ﬁﬁﬁsgﬁ é\l%'lcteﬁg "a’é?ﬂ%faﬁf‘??ﬁt for Ix. The
t abbed t aljbgzgior ﬁaachyswﬁpwbadom&acqatsﬁﬁml ableUshes difforer® orntdts M8 Bx and
records for_one or_nore ens/networks in th%(9 g@g%r a$h| c area _and
pd Ehieo

(2) nulti prEVIDE (:FéGf%Phcmé% ¢ RBRRdonogt &kt i 145 each egosraphis e

fields inchddachasygiErehd 'o@'ﬂorearé&hﬁ%i Qfe RIrefhbfce R nls/Rivwbik@ in the
roam ng indication field, and an acquisition index field. For each

record, t w@ogfy@u@ Arep jpad () sndtinde fielde fqrspwneml igforpation fowgh gver- tlheshe

syst en1 netyey t Q&% %o e
field indi cat es tﬁk%%?%gp?ég%c%e or t e asg%jé%ig’?delg syst t@?\?\i}oﬁ[’(%&:
anong al | amfacqlnstmpa:tdnx fiekdd F@ysawrrs¢qné,tthmw®nmﬁclﬂlst®r¢srtbe ¢dPeNID) pair
geogr aphi Cis erato | S I £l t

ot efer oncdsShid to 406 syl o8P RERN Al kS Todaky SHRE oH by fifironce

i ndi cat or feid tlmﬁcatﬁsrmleemfecmw der geoassokifted diysphaigivbrinfaong edeof ity a

signal fromthe |ate end net wor k. Teac i tion index
1o st oBthiiad SHRERS Y s SIS fis T EDEeRe e 1 1 PEBH OheaLo
acqui siti Q?pal&a':l@'sge&ﬁ& RO PilcfirdlicBIThd @alaiptABit Ao flel %Sﬁﬁééhoa@ﬂwaﬁﬁlg
t he associated system network. Acqui SI tion table 250 .includes_one

record forindigaier on i grieeless device shoyls bedisplayedguineg; teseiving asigndl from tifdes
mul tipl e fi&lttd95temAteliit. The acqulsmo’n index field stores an index value that points

to a specific record in acquisition table 250 containing the parameters to use to aicqujre

the associated system/network. Acquisition table 250 includes one record for each
unique index value. Each acquisition record includes multiple fields for various
parameters used for system acquisition. The acquisition records for different types of
system have different formats.

[0030])  FIG. 2 shows a graphical representation of a PRL for 1x. A PRL for 1IxEV-
DO has a different format. For both 1x and 1xEV-DO, the PRL information is typically
stored as a file.

[0031]  FIG. 3 shows a file 300 containing an extended PRL, which is a PRL in the
extended PRL format defined by TIA-683-C. The extended PRL contains a number of
fields, all of which are shown in FIG. 3. Table 1 provide§ a short description for the
fields in the extended PRL.
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variable | Contain the common subnet records.
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Contain the extended system records.

Contain padding bits for an integer number of octets.
Carry a 16-bit CRC value for the extended PRL..

[0032]

extended acquisition records, and common subnet records for 1x and/or 1XEV-DO

Conventionally, the extended PRL contains extended system records,

systems. A wireless device that stores this extended PRL is only able to select and
acquire 1x and 1xEV-DO systems.

[0033] | ent
records, extended acquisition records, and common subnet records for WLAN and
WWAN systems. In an embodiment, the enhanced PRY. has the format shown in Table
1, includes all of the fields of the extended PRL, and is backward compatible with TIA-
683-C. A wireless device that supports TIA-683-C (which is called a legacy wireless

In an aspect, an enhanced PRL is defined that can carry extended system

device) is able to extract the records for 1x and 1XEV-DO systems from the enhanced
PRL and ignores or discards the records for WLAN systems. A new wircless device
' that supports the enhanced PRL is able to exiract the records for WLAN systems and

uses these records for automatic selection and acquisition of the WLAN systems.



[ 0032] Conventionally, the extended PRL contai ns extended system
records, extended acquisition records, and conmon subnet records for

I x and/or IXEV-DO systens. A wireless device that stores this
ext ended PRO PO/ able to sel ect and acquire | x andPEXERPEH23096
systenms. [0033] In an aspect, an enhanged PRL is defined that can

carry extended system records, extended acquisition records, and
common sulpoe3d]r ecpiAd683-QrdethNwaNTped/ ¥y tyaten rdcordan ongrbpd ifoeht |,
t he enhanced PRL has _the far wn in Table, 1, includes all of
he 1101 d<eogiPmt fd Sitsh aEn MBHREVI DEes ke RSP TR AP,
683-C. A whiphLREinsleit SELARAYsteHpports Tl A-683-C (which is called a
| egacy wirel'ess device) is able to extract the records for | x and

| xEV- DO syi80%ks ¥l 4heshennscedenderisysdrm eepiordd & Wilddhr dxtended
records T OlehablcRy ¢ iRy v AW BliaREd SRYF Roooldd 3 1RLARRIES st

enhanced e to éxtract the recor ror WLAN systens an
uses t hesdableodthits theoenhaneed BRY..cass sHomat inolGardd  Eatenfled systam adcordhdl0

det i nee. (RTEY A SR AR R ol PaR Hifl Mord aqigB ) Tkt aa
syst ens an@) anew AROFI) @Dffieid.| XEV- DO systens. A new type of extended

t fined,f W.AN .. .[ 0035] .FI G h
oLt onadgbdy. (X, WEAR e pgrereeRre iR ya Bh eSS e 7
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record 410A8%§traqgn@-g(-,1?A%$|> bet pRE bej W @335 hyﬁeﬁjo%&@n%feﬂtaﬁ%t@nm
record defiReds Ryt il the FAIC sk td Rientdey MRIe PRIED laEhbibhdih@ldihad H886] A

WLAN ext ended systemrecord contains information for an SSID that is

assi gned tBreaWiiiANestgrded pystomi reoprfaayecoataly BaSIP far esWLodY pysiem the
SSID 1s anm%)ﬁ%glltlto §th{c'f1{i1&1 iﬁ%&&comlﬁ" \BCsubondtRe Whde BR S4IDLOst3redlyt €S | ong
ed to a pac

and is atta ets sent I1n the WLAN systemto identify
t hese packi@037]as Babloadlistytheofielfisof SVIsAN raxtend¢rb syatetmNreorrd AR d A yharem

record may,cont.al n.the .Of . kNt @
| ocati on i%es%r}?%l%% 8rfl Ilﬁ %%g%ﬁge‘%l Q%Ha%ﬁhgab% r@gﬁ%ﬁ%}éﬁg‘gg %ﬂ?s %Sf 131%031 fofg ]
Tabl e 2 | igktinehhelds iekiven béloM. AN ext ended system record 410. A short
description of each field is given in Table 2, and a nore detail ed

description for some  PRELL M lla8h Shud:S RUNE R LAY

Length
(bits)

SYS RECORD LENGTH| 5

Field Description

Indicate the length of the extended system

record in octets.

SYS RECORD TYPE 4 Set to ‘0011” for WLAN extended system record.
‘ Indicate if operating on the WLAN system is

PREF_NEG 1 permitted (‘1°) or forbidden (‘0°).
GEO 1 Indicate geographical area of the WLAN system.
PRI 1 Indicate the preference for the WLAN system.

Point to an extended acquisition record for the
ACQ INDEX 9 WLAN system.

Type-specific system ID record:

RESERVED 3 Reserve for future use.
PREFIX 1 Set to ‘1’ if the record is a prefix for an SSID.

Set to ‘0’ if the SSID is included in the
6 extended system record and to “1” if the SSID is
stored in the common subnet table.

SUBNET_COMMON_
INCLUDED
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GEO 1 Indicate
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RESERVED variable | Contain padding bits.

© “ABC2", or “ABC3".

-any)

{0038]  The type-specific system ID record for WLAN extended system record 410
includes various fields that are pertinent for WLAN. A PREFIX field is set to ‘1° if the

record is serving as a prefix for an SSID. A WLAN deployment may have many -

systems that may be assigned similar SSIDs, e.g., “ABC1”, “ABC2”, “ABC3”, and so
on. If the PREFIX field is set to ‘1’ and the SSID field is set to “ABC”, then a wireless
device can acquire any WLAN system with an SSID prefix of “ABC”, e.g., “ABC1”,
A SUBNET_COMMON_INCLUDED field indicates whether
the SSID is stored in the WLAN extended system record or the common subnet table.
If SUBNET_COMMON_INCLUDED = ‘0’, then the SSID is stored in the SSID field,
the SUBNET COMMON_OFFSET if
SUBNET_COMMON_INCLUDED =
is stored in the common subnet table at the location indicated by the
SUBNET_COMMON_OFFSET field. Each common subnet record can store 15 bytes
(or octets). ‘Thus, the first 15 bytes of the SSID are stored in the common subnet recofd
indicated by the SUBNET_COMMON_OFFSET field, the next 15 bytes of the SSID (if
any) are stored in the next common subnet record, and the last two bytes of the SSID (if
The
SUBNET_COMMON_OFFSET field is zero for the first common subnet record in the
common subnet table. The SSID_LENGTH field indicates the length of the SSID (in

and is  omitted. Conversely,

are stored in the following common subnet record.

~ octets). The SSID_LENGTH field is set to 0 to indicate a wildcard SSID, which means

that a WLAN system with any SSID may be acquired.

‘1°, then the SSID field is omitted, and the SSID



RESERVED vari abl e Contain padding bits. [0038] The type-specific
system I D record for WLAN extended systemrecord 410 includes
various fields that are pertinent for WAN. A PREFIX field is set to
1" i f the WO WHIE3Is serving as a.prefix for an SSID. RCHUAR06/023096

depl oyment may have many systens thatg may be assigned sinilar SS|Ds,
e.g., "ABC1", 'ABC2', "ABC3", and so on. If the PREFIX field is set

to " 1' andobimg SSviliple WIWAN sad/of WLAE@Gystelhflaﬁﬂﬁ% Wi giedre g graphici frea
can acquire any WLAN systemwith an SSID prefix of "ABC', e.g.
CABCH" | vgsche astopiateslpiegethern mﬁewcmﬁeﬂ OB 17 G o ek s

whet her  tH8oSSliDateh. HRleRambR, 1 iéhﬁmmwevﬂ;dﬁ)ysﬁgm tefd vAthid he
connon subgnée ablae | f SUB RIEZI' C%@IVD\I CLUDED = "0, th%?\ the SSID -

i s stored thﬁsamegesgraglma@a@ay herfgsocisted domotiper: émmiﬁ éﬁm‘emy aftempt to
om tted. kysx Jla&hw o GHABON,, tBIQHcQE‘ sy &s@@clgféi D
s store

field is omtted SI D commn subnet tabl e
at the | ocwith thn apa[uireddvmsfblyl, ambthewmﬁmmma@ﬁsssameﬂ iVELAN sgstem.

ggmgg?ezugﬁl % % gﬁgv t%lOI’ e i‘e?s B?‘L%@ %oo%grjff)en %&@%s%qr ECOI’ Cfsﬁ Q§St&h£ °!

i ndi cat ed Hayeddael:&)%ﬁi_COVND\l_O:FSET field, the next 15 bytes of the
SSID (if are s L.t next commo I e ord a t .he
st two o o fa REFR P e Bl G SPHEh oS por Bl it
comon  subietWIARxtndéd 8y sts/Bddold. CEMMVIRNL AN HBE bufliepticdtibs pZole® cdiiéing he
first conmon subnet record . in-the conpon subnet table. The

SSI D_LENGTcytErdated gindopmetion nas desegbedl drelavhe $6F DLt 304 JXENMY, the
SSI D_LENGTHfch@lafioh $roxft nldy Onfath h?&hﬁﬁéﬁs@h%ltﬂ&ﬁirﬁc@ﬂ I@etw‘d‘ﬂd BbBcess

means that a WLAN Ssystem wi th any: S5 D may be acquired

2006/ 13833gemifiey USDEdE/ @2@09@6 9.33{10’(913‘91 Hwntttpmo@tmoawéﬁl&hewmn,
systems w A@n SiAtiGh YGRS rﬁmﬁ&&fautﬁéﬁacmnggcfgﬁe%msé%%ﬁ ﬁ

and assi gned an association tag that 'I's unique
area. For iexsimpkedP drxmelbibst E’hgl;oﬁlexw m -680d. 0A Ity wipelessrdevise thuifd

(n, ST SERIGIRT " SRl T IE) HoLpOIER,, AL 185 oo

I'Tst power e
t hen i denthDAYAVASSOEYATION ﬁaﬂsmdlvaﬁﬁﬁskxp\mePPRGHLEgml fieldd A seve y&aﬁe&ss

and then attenpt t uire an assocj at y m ,.The .
RSs0c1 at | AFVEP | BRI, RO fLguStRy e TG ReY, RO y ARyl
systenms  bPREEILENID KelRMEdyedincluded in the type-specific system ID record.
[0041] TIA-683-C defines 12 types of extended acquisition record. Two new types
- of extended acquisition record may be defined for WLAN — one new type for WLAN

system acquisition (using channels) record and another new type for generic WLAN

('D

system acquisition record.

[0042] FIG. 4B shows a WLAN system acquisition (usiﬁg channels) record 420.
Acquisition record 420 may be one of the extended acquisition records in the extended
acquisition table within the enhanced PRL, as shown in FIG. 3. Acquisition record 420
may be used to acquire a WLAN system using specific channels. ‘

[0043]  Table 3 provides a short description for the fields of acquisition record 420,
which may include one or more occurrences of the CHAN field. Each CHAN field
indicates a specific channel for the WLAN system. Each channel corresponds to a
specific frequency w1th1n a given frequency band. For example, IEEE 802.1 1 defines
14 channels at 14 different frequencies for the 2.4 GHz band. The NUM_CHANS and
CHAN fields are 5 bits and 11 bits, respectively, in length, which match the length of



[ 00401 The PROFILE ID field points to an authentication profile
associated wwth the WLAN extended systemrecord. For WAN, the
aut hentication profile contains security-related infornmation as
descri bed BEPR6/138338 | x and | xEV-DO, the aut henti cati oRCHUSING/E230hgy
contain informati on such as the partigglar Network Access Ildentifier
(NAI') and the particular Point-to-Point Protocol/Authentication, .

Aut hor i zatth® NEEIHdCARANSI ki ngﬂmlﬂeméwse&%h'@mssab onrwdﬂ@ﬁ%ﬁissof 0
use as speC|f|ed in sinple IP or nobile IP profiles per TIA-683-C. A
| egacy Wi raéﬂlé§§°lﬂ@9‘?f@éz(z\6{ﬂ4fscribéflﬁ?lﬁ%(te the processing of the
extended systemrecord after the DATA ASSCCI ATION field and woul d
skip the PROFILE Ifabfeizel WL AN SO ACGhiSiHon (0kd CRantel) RedoftNt | NUe t O
process the PROFILE ID field. Alternatively, the PRCFILE ID field
may be inETuded in the Type{sf pggi C system I D record. [OU04TI

Tl A- 683- J defi neFid@ types of ehded acqui si tDeserip@or d. Two new
types oflextended acquisitio chrd may be defined for W AN - on

new type R& WFQNF system a¢quigsi t | Set tq WODGIG 1¢hin WELAN syeenr d and
anot her ngw py or generi¢ AN | sysiseion asifigi chafrieds) réceribr d. [ 0047]

FIG 4B s GRHVLAN sysTemacqll s Tﬁalh@ gh&éﬁLH@hgﬂ@xQQe%&sd)mo,&am 420.

ACCIUi siti bR rnr\rnanL 420 e\ Hhe—ohe e ex caul-si recodds

nthe ext URdol BANDLCBASS o 1 &bl ol Inticniefh taad elsrueldbe WBRN S¥tms hown
in FIG 3 whoau THCHNOLOEYC! d 4;20 lﬁaﬁeat@%éﬁ@ﬁoto@y@@ﬂiélw,ﬁms%éh'

system us cr it c—chamets: TFabie ore ott
descri pti fields of zf’ E‘H’EP’TB pe ﬁ%ﬂnﬂim
R

i ncl ude opre~Or—TOTE O of—the—¢} ‘\T‘i rrt,n/-\Nlu—nu
i ndi cat esf-a_specific = $090ﬁge@&ei 010 " channel
correspond€HAd a specific { rehhenlcmdxmibchham@ilven frequency band.
For exanp : . nes——

f requenci CRESERVEBe 2.4 GHz | bamble Thentain pAddDANG. and CHAN fi eI ds are
5 bits and 11 bits, respectively, in length, which match the Tength
of WO 2006/ 138338 PCT/ US2006/ 023096 . 10 the NUM CHANS and CHAN fj el ds
used in TI9044E3- FIGrHACHSHRYS 13 cBWSTIHT WLANTYSiem Asqpigitign dregord 4@
descri bed AgliRitfon mla{@@ may\[aéun&%c%@rhéf&u 'a%dgﬁhﬁ&h feuéﬂdg% fﬁ@%%ﬁ&ea)

Record Field Length Description for
WL AN Sy st @gquisition table within the enhanced PRL, as shown in FIG. 3. Acqmsmon record 430

may be used to acquire a WLAN system using a specific WLAN frequency band as
specified by regulatory bodies. Table 4 provides a short description for the fields of

acquisition record 430.

Table 4 — Generic WLAN System Acquisition Record

Field L(%'ilégh Description
ACQ TYPE 8 S:(: l’fs 1‘ 823 igggg for generic WLAN system
LENGTH 8 Indicate the length of the record in octets.
WLAN_BAND CLASS 8 Indicate the band class of the WLAN system.
WLAN_TECHNOLOGY 8 Indicate the technology of the WLAN system.

[0045]  Table 5 lists an exemplary set of frequency band types for the
WLAN_BAND CLASS field. Each frequency band type is associated with certain
specifications (e.g., for transmit power) defined by a particular regulatory body for a

particular frequency band. A wireless device operates in accordance with the



acqui sition (using channels) record. LENGIH 8 Indicate the l'ength of
the record in octets. W.AN BAND CLASS 8 Indicate the band cl ass of
the WLAN system  WLAN TECHNOLOGY 8 Indicate the technol ogy of the
W.AN syst efYO 2006/M8838ANS 5 | ndi cat e t he nunber of channePET/UR200¢{¢23096
record. NUM_CHANS occurrences of the fipllowing field: CHAN 11

I ndi cate the channel. RESERVED j variable Contain padding bits.
[0044] FI Gpe&ﬁ‘caﬁbﬂlvsasao@ae&r e th\LAN SHah@y adad S itfpeOnindiesed d b¢3Qhe
Acqui sition record 4 be one of the extended acquisitiqn records

' the ox{WRASEBAN TN SR mIRg ACCHC R ShRLS, SHSHSh B
in FIG 3...06084kSid b ‘Pecﬁﬁcﬁ@%%@é@ wﬁ@eyAb%meér&ﬁrmwm %owrfé\land

syst em usi ng peC| eduency band as specified by
regul at or )EOdelg,GQSPe?FKa‘tﬁﬂﬁe A pirelgssodeyics aplratas o @serdasce @ﬁthf fbﬁ tecfyaology

fields of ;. cﬁ%ﬁﬂ\d‘ | em
Acqw sitidn e%:ﬂoi?léﬂéﬁ&ﬁ—h I el éﬂ?l()%{iﬁ%ﬁ flglgfl pti da&l‘m "Set to
00010000' for generic V\LAN system acquisition record. LENGIH 8

I ndicate the length of the record irflablt®ets. WAN BAND_CLASS 8
I ndi cate the band class of the WAN system__ WAN TECHNO QGY 8

I ndi cate [ he techw;;,lg_gygm])t @A\QSAN system fWLZL@}J ijqjm\rém(ars gn

exenpl ar yFset—of—ft+egten et Ty pes 1ot —CEASSfetid
B o Eremcnay Band Tome o) Gabte wl 1| Tethusiosy £1 Valueo,

]Se- g., fofsexanseooMmOVEs) defi hedddopoeo par(ti cul arA r egul a 000000ty
or a pa | Neqs devi Gg Operaf e
accordagc 3021, 2090 L@%@)*SSSS%W udodas/io23dds p11 B0dddoot

—+

OO IO

speci fi cal $@nkl_24DEHAITRANCENL | he0G008Hugndy barfd Onlspe i ngli @Q008E1 0y
the W.AN Qﬁ}{}_ﬂ@@ﬁ{ji@mf t 1eo@gbgﬂded acqui sicti on re,oo@bood'ﬁbl e

5 al so |i pts—afr—exenpta et oHogy—types,—where 16
refer to B! '1%—?%00%—Mn B@:@i rdspectivvely A F}]ell?éﬁé

devi ce Opp3@Hs5000MIEZ diSlance W t 6000001 gchnol REBYERVED other values
802.11_5000MHZ EUROPE 00000110
802.11_5000MHZ_FRANCE 00000111

802.11_5000MHZ_SPAIN 00001000
802.11_5000MHZ_JAPAN | 00001001
ANY BAND CLASS 00011111
RESERVED other values

[0046]  FIGS. 3 through 4C and Tables 1 through 5 show specific embodiments of a
PRL and system and acquisition records that support system selection and acquisition
for WLAN systems. In general, the PRL and system and acquisition records may
include any number of fields for any type of information that may be used for selection
and acquisition of WLAN systems.

[0047] FIG. 5 shows a WLAN authentication profile table 500 that stores WLAN
authentication profiles. Table 6 provides a short ’descﬁption for the fields of profile
table 500.

Table 6 — WLAN Authentication Profile Table

Length
(bits)

LENGTH 16 Indicate the length of the profile table in octets.

Field ‘Description
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authentication to use (if any), and pertinent authentication and encryption parameters
[0049] Table 7 lists an embodiment of the possible fields of a WLAN authentication
profile. The PROFILE ID field confains a profile ID value for the WLAN
authentication profile. A profile ID value of 0 may be assigned to a default WLAN
authentication profile that may be used for (1) WLAN systems that are not listed in the
PRL and/or (2) WLANS that are listed in the PRL but without WLAN authentication
profiles. A MOBILE__'IP_PROF]LE_]D field indicates a mobile IP profile to use with
the WLAN authentication profile. The mobile IP profile stores authentication
information for mobile IP. A hexadecimal value of OxFF for the
MOBILE_IP_PROFILE_ID field may indicate use of the active mobile IP profile (if
present). The other fields of the WLAN authentication profile are described below.

Table 7 — Fields for WLAN Authentication Profile

Field | L(%lilt%;h | Description
LENGTH 8 ' | Indicate the length of the profile in octets.
PROFILE ID : 8 Contain a profile ID value for the profile.
PROFILE_TYPE 8 Indicate the profile type. Setto ‘1’ for WLAN.
ENCRYPTION_TYPE 8 Indicate the encryption type.
AUTHENTICATION_TYPE 8 Indicate the authentication type.

Point to a mobile IP profile to use with th1s

MOBILE_IP_ ?ROFEE—D 8 WLAN authorization profile.

A_uthentication type-specific fields:

DEFAULT _WEP_KEY ID 8 Indicate a default key for WEP.
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Access (WPA), some other authentication, or no authentication may be used for
WLAN. EAP includes a number of different implementations such as EAP-TLS
(Transport Layer Security) and EAP-MD5 (Message-Digest algorithm 5). EAP-TLS
utilizes secure communication with a RADIUS authentication server. These various
encryption and authentication schemes are known in the art. Authentication for WLAN
in 3GPP2 is described in a document 3GPP2 X.S0028, entitled “Wireless Local Area
Network (WLAN) Interworking,” which is publicly avéilable.

[0051] Table 8 lists an exemplary set of encryption types and an exemplary set of

‘authentication types that may be supported for WLAN. A wireless device performs

encryption in accordance with the encryption scheme (if any) indicated in the
ENCRYPTION_TYPE field and further performs authentication in accordance with the
authentication scheme (if any) indicated in the AUTHENTICATION_TYPE field. The
use of WEP authentication implies that WEP encryption is enabled. 802.1X_TLS
denotes IEEE 802.1X/EAP With TLS, 802.1X_MDS5 denotes IEEE 802.1X/EAP with
MD5, and WKEY denotes WLAN long term key (which is described in 3GPP2
X.80028). Authentication “with RADIUS” means that authentication is performed via a
RADIUS server. Authentication “with Certificate ID” means that authentication is
performed with a cryptographic certificate obtained from a secured certificate authority.

ot ithblttS/pe



WEP_KEY ID 1 variable Contain the first WEP encryption key. WEP_KEY
| D2 variable Contain the second WEP encryption key. - WEP KEY | D3
vari abl e Contain-the third WEP encryption key. WEP KEY_ ID4 variable
Cont ai n t h&VQ YYPARIBEP encryption key. 802.1XI D LEN 8 PABUSHOE0230e
size of an 802.1X ID. 802.1X ID variaple Contain the 802.1X ID.

802. 1X PASSWORD LEN 8 Indicate the size of an 802.1X password.

802. 1X_PASSWORD vari abl e Contain thera8R3 1X password. CERTIFI CATE I D
8 Point to a certificate in a certificate table. RESERVED vari able
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(Transport Layer Security) and EAP- MJS0RN&sI5§evith RBBIUSWiDri t Bm §) .
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server. These various encryption an @gtlgeﬁtggﬁ;h@é}nﬁ&tg@ﬂ?s age
known in the art. Authentication for “WAN—A-3GPP2Z+s—deseribed—+n a

docurment 3GPP2 X. S0028, entitled "Wreless Local Area Network (WAN)
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(if any) indicated in the YPTI ON TYPE field and further perforns

aut hent i c&#5%8h thatihe field djinpludedyna WLAN authentieation gralile for shah anthenticgtionny)
i ndi cat ed g3, t he AUTHENTI CATI ON-TYPE field. The use of WEP

aut hentication inplies that WEP encryption is enabled. 802.1X-TLS
denotes | EEE 802. 1XI EAP with TLS, 802.1 X MD5 denotes | EEE 802. | X/ EAP
with M5, and WKEYIadadreAutiubinationrlype-SperifickicldalordWLAN descri bed in
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WEP_KEY ID1
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[0053]  FIG. 6A shows a WLAN authentication profile 610 for WEP authentication
(AUTHENTICATION_TYPE = 1). For authentication profile 610, the
WEP_KEY_ID1 through WEP_KEY_ID4 fields contain four security keys used for
WEP. The DEFAULT WEP_KEY ID field indicates which one of the four WEP
-security keys is the default key. The size of each of the four WEP key fields is 5 octets



performed with a cryptographic certificate obtained froma secured
certificate authority. WD 2006/ 138338 PCTI US2006/ 023096 14 Table 8
ENCRYPTI ON- TYPE Val ue AUTHENTI CATI ON_TYPE Val ue No Encryption 0 No
Aut hent i caNQHOG13888- bi t WEP (40-bit key) 1 WEP Aut hent PERUPIIAC/0R3096
128-bit WEP (104-bit key) 2 802.1X Paggword Based 2 TKIP 3 802.1X
TLS with RADIUS 3 AES 4 802.1X MD5 with RADIUS 4 802.1X TLS with
RADI US wi tfor 64-bitKiWEPcandf 13jacted B80228-KitTWEPW For &bt WEPCRéefib1d, Bey[0]

0052] Each ,authenticatiQn t assocjated wi.ith_a specific set
o 11 el ge CPRp E}&P??Sﬁ St e A WP Jipoand the leoe! Sretioant b of keyl0]
each aut heohthiattedeast sipefignysinof the Tal® Rey. 8. For each aut hentication

type, an " x'_for I ven aut hentication type-specific field neans
(hat’ the fl{’(‘?eﬁ“ij A OB shown & WLAN agethiticrion igatilsr 20| dorr §024Kat

aut hent | cabit@iticatitPBased 38!NEDY with WADROL | AREANTIVATIORCEY PEC B, ehels
for WLAN Aut henticati on AUTHENTI CATI ON-TYPE Type-Spectific Field 1 2
3 4 5 6 Dephenticatjgrpmiile 620 the SQERX KDY LENfiold indichtek the sideofan SOEPX ID

1 8 SRR IS R LR B D bed,
FIG 6A sRMRIUS-hasaN paedctiens,i whichoms pyméallye of 1tbe f form\WeRr@realm. ~ The
aut henti C%b.i.?ﬁ_PASSWORD_LEN field iﬁdicates the size of an .802.1X passwbrd field, which
may be up to 31 bytes long. The 802.1X_PASSWORD field stores an MD-5 shared
secret for RADIUS-based 802.1X authentication.
[0055] The WLAN authentication profiles for the other authentication types may be
formed based on Tables 7 and 9. For AUTHENTICATION_TYPE = 2, the
802.1X_PASSWORD field stores an 802.1X password foy WPA in a home/small office

environment where RADIUS is not used for authentication. This password.is used to

kick start a TKIP encryption program.

[0056]  FIGS. 5, 6A and 6B and Tables 7, 8 and 9 show a specific embodiment of a
WLAN authentication profile table and different WLAN authentication profiles. In
géneral, the profile table and profiles may include any number of fields for any type of
nformation that may be used for encryption, authentication, and/or other purposes. For
example, other types of encryption and aﬁthentication may be supported, and different
fields may be formed in the profile for different parameters used by these other types of
encryption and authentication. »

[0057]  For the embodiments described above, an extended PRL contains extended
system records and extended acquisition records for WWAN and WLAN systems, and a
WLAN authentication profile table contains WLAN authentication profiles for the
WLAN systems. The extended PRL is\typically generated by a network operator to
achieve the desired system usage, e.g., to direct wireless devices to systems operated by
the network operator and/or to systems for which the network operator has a cross
license. The WLAN authentication profile table contains security-related information
used for encryption and authentication and may be stored in a file that is separate from
the file for the extended PRL.

[0058]  An extended PRL may be associated with a specific WLAN authentication
prdﬁle table. This is because the PROFILE ID field in the extended system records



( AUTHENTI CATI ON TYPE = 1). For authentication profile 610, the
VEP_KEY I DI through WEP KEY_ ID4 fields contain four security keys
used for WEP. The DEFAULTWEP KEY ID field indicates which one of the
four WVEP J¥ROF13P3Beys is the default key. The size of PEHUR208¢0238908
four WEP key fields is 5 octets WO 209§/ 138338 PCT/ 11S2006/ 023096 15
for 64-bit WEP and 13 octets for 128-bit WEP. For each WEP key field,
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in the profbls dsef rdiyfsi)é‘diﬁfr@aclﬂ)@'s.ﬁﬁ%& i ag&%%téagp%ﬁga hhfﬁ%y &X&e
nments de

encrypt | on_and aut hentication. [0057] For t SCri

above, anS¥Riadbrertyrk identifisr tablee Taklade grovides behort éesunpt&na“udheﬁbﬁmded

acqui si t |9fql eGRE ¥YggN and WLAN systens, and a WAN
aut hentication pro n tM%I e contai ns WLAN aut hentication profiles
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for the
Table 10 — Network Identifier Table
Field Lg;gh Description
LENGTH 16 Indicate the length of the NI table in octets.
D 16 Contain a unique ID assigned to the NI table.
REV_ID 8 Indicate version number of the NI table.
MIN SOFTWARE VER 3 Indif:ate minimum version of the software that
- ’ can interpret the NI table.
NUM _SYS_RECS 16 Indicate the number of system records in the
system table.

1 SYSTEM_TABLE variable | Contain the system records.
NUM_PROFILES 16 | Indicate the number of profiles in the profile table.
PROFILE TABLE variable | Contain the profiles.

RESERVED - | variable | Reserve for future use.

[0061] The first system record in the system table, system record 0, may be used to

store WLAN system information entered by the user. Whenever the user manﬁally



WLAN systens. The extended PRL is typically generated by a network
operator teyo bRy the desired system usage, e.g., topéiiSibe023096
W reless devices to systens operated by the network operator and/or
to systems for which the network opergyor has a cross |icense. The
WLAN aut hentication profile table contains security-rel ated

i nformatiq ter%,:gﬁgd Qo BREEY, bk HFoRion W ffilly swkddin systen meoprd@ Hithe ed
inafile at I's separate from the file for fthe exte1d%9{%mredas
[0058] An st eadeth feRoareaily BaveAbesystemiplgraipion, then fedpiorpatpp A

aut henti catign fi . k31d S because the PROFILE-ID field
in the extaé’t‘?g‘&&s’g{?gﬂ%%&Fﬁ%g?t&\/\%k%é()a/ 138338 PCTI US2006/ 823096 1&
wi t hi n t hejoesz]end@he PRt prodilarinshepsofilp s rathgRspledDrvalsof L Tt b7 ¢ he

W.AN aut henti cat i rofile t 2 ORREAL Of thAlYisdenaitatte
di ff erent @e?tgreo?mg% Wﬁoﬂdﬁ%ﬁgy%ﬂ%ﬁ au?ﬁ_}elnt i catign pr(s)fi | e

tabl e, e. gpermbinil¢i dabem@Nprofids iifamagibmriben B fowwation s §LOFRSy 35 BROREY
then store one set of extended P td | @Fbrd RERE 1thi8
tabl e for Piedlesigyae P?O(f’gﬁ tag’ V?E%E%Pgﬁ‘%‘%gg&fgf H&tﬂhég enblggtirne ntg
descri bed ﬁ}aﬁlfeﬁisuﬁ&h@edid&f:&ﬂjﬁ?lﬁ.on used for WLAN system selection and
acquisition 1s stored in

a format that i ackwar d _ c ' |
TIA- 683- Cl006Bk | KIGr Tralsp §HOWS B AYHIP TSHP 7&/‘& ﬁms?é?’gg;f%‘?%ﬁmélﬁd&%&k
acquisitio L Gif 9bVidesSd Siogld désoriptidnl foe théd dieldsd @ systern
need to be%@%@&%ﬁbaﬁ%guﬁh TI A- 683- C.ﬁEOOGO] FIG 7 shows a
net wor k i dessbidf71€r (NI) table 700 that contains information for
selecting and acquiring WLAN systens. Network identifier table 700
may be created by a ﬂmﬁp§§y§{§ﬁkec@ﬂ!f@@lémbﬁ:ﬂﬂaiﬁtﬁbrTﬂﬂe a. WAN, a
network operator for a VWAN, and/or sonme other entity. Network
identifieuj‘ abte—700-TEy bEe ,I‘%)IO Zed Tor each wrel ess device andg

may be nodified agjgesi red of E%Sssary. For ex&lepériptiann W rel ess
user may sjpecify each SSI D _ahd Mp

associated paran 3 — ‘
store, the RIGGORDI NENGEENEt Wpr k 8i denhﬂibatemhetlamtbpfmamcérdlle4mc%% a

short desc + e~ ¢ d e a0
Table 10 - [‘%EJ ] ?—jﬁéﬁ: [IE% 2 IE&}[@ ‘tgd\@{e,@,e@?@ﬂ&)éa 5&\1:0 lal%ffew

L Tabl-e—elad—tength—~ b PescTT Pt om
LENGTH 16 | WLAN(BANDCLABS b off t nplnicate i Rang flag oiethd WLAN syster.
WLAN TECHNOLOGY 8 Indicate the technology of the WLAN system.

CHANNEL 16 Indicate the channel.
GROUP_MASK 16 Used to arrange system records into groups.
Indicate the WLAN mode:

WLAN MODE 8 | 0x01 = AD-HOC, 0x02 = INFRA, 0x03 = any.

Indicate the profile associated with the system

“PROFILE—ID 8 record and stored in the profile table.
SSID_LENGTH 8 Indicate the length of the SSID.
SSID variable | Contain the SSID specified by the user.

[6064] The WLAN _BAND_CLASS field indicates the band class of the WLAN
system and may be encoded as shown in Table 5. The WLAN_TECHNOLOGY field
indicates the technology of the WLAN system and may also be encoded as shown in
Table 5. Alternatively, 802.11a, 802.11b and 802.11g may be associated with bits 0, 1
and 2, respectively, of the WLAN_TECHNOLOGY field, and each bit may be set to ‘1’
to indicate support for that technology. For example, a hexadecimal value of 0x01
indicates support for 802.11a, a value of 0x02 indicates support for 802.11b, a value of



ID 16 Contain a unique ID assigned to the NI table. REV ID 8
| ndi cate version nunber of the NI table. M N SOFTWARE VER 8 | ndi cate
m nnnum versi on of the software that can interpret the NI table. NUM

SYS RECS 18YQ #p/d38838 t he number of systemrecords in thBCTUS20&PI3pA6
tabl e. SYSTEM TABLE vari able Contain tfe systemrecords. NUM PRCFI LES
16 Indicate the nunber of profiles in the profile table. PRCFILE
TABLE var iOx8liedi@bestsapport Frr §0Rdflg) & saluReBERMERdicates atppartRes 03611 aid

fut j . t d,in, th t ,

Gyst em r ol i a Je b G Y SRR Ly o B Y A Tl

BT US2006/ 023096, 17 sent e s oyt e 1t or Mats o oo F ooy Hayuet 14
enters_ system i nfoymatjon, is information is

initiall y%&%ﬁgggﬁn }*s%’f’% O?QE}c/f’rde??P apy chapgel. fagh Lmthé GRPOUP_MASK

per manent Ifgldsaue réphdestyS HERrdnh fofdupnt Aﬁs@stexhh‘éébr& hay B Q4:AB kP Qvit.}l]xZany

stored as . another systemrecord in the systemtable. 100621 T
first profSieR sfayrdpectHpgthebe brbrierowdtoril’a Profile ID val ue of 0, may

be used {6068} OF FoPiRlbBdintthPE iiﬁ'TaﬂEri‘f% WY EFEI (Terv?c% oy ol}ttcﬁ% sgl%‘fr '
If the user wants to permanent save the pI‘OFI e 1 ntormatlon, ‘\ﬁen
t he i nf or Hem & WEAS wisen thet matohdsdhe SPDoWILAN] MODE, apd GROEP MASE.

a8 O G B KN L 5L e BB i,
the systenvtmtfeene anbmg VELADT kystantsewithihi the saflel geogPhic Takd. € H lother
Tebl e 11 Cob b RRE BB rorBapndeaBi PR nsefdp Foats r repggt h
Descri pti g067) bi TrfforBitQEHS Mt récokdicdth@pbe déhiRd fen@itbBreaf tebiiBldpRE OF d
Dot TR, o o S e Stk e b,
zzzz :m D ghdrenk Bkl feord Styb I RA IR A86idas Rl r@igﬂéreﬂ{ tdehifol iy W ecific
fields. This allows network identifier table 700 to store system records for WLAN
systems as well as other systems utilizing other technologies.
[0068]  FIGS. 3 through 7 and Tables 1 through 11 show specific embodiments of an
extended PRL and a network identifier file that can store information used to perform
system selection, acquisition, encryption, and authentication for WLAN systems. In
general, the information may be stored (1) in any number of tables, any number of
records, and any number of fields and (2) using any format for the tables, records, and
fields. The system and acquisition information may be stored in separate system and
acquisition records (as shown in FIG. 3) or in the system record (as shown in FIG. .
The information for encryption and authentication may be stored in separate profile
records (as shown in FIG. 7) or may be combined with the system records (not shown in
any of the figures). ;
[0069] FIG. 8 shows an embodiment of a process 800 performed by a wireless
device for system selection and acquisition. Initially, a PRL containing information for
WWAN and WLAN systems is obtained, e.g., from a non-volatile memory (block 810).
The PRL is used for system selection and acquisition (block 820). For the embodiment
shown in FIG. 8 for block 820, one or moré acquisition records are obtained from the
PRL (block 822). WWAN and/or WLAN systems are searched and acquired based on
the acquisition record(s) (block 824). Acquisition may be attempted with one

acquisition record at a time, and the acquisition records in the PRL may be selected in a



CHANNEL 16 Indicate the channel. GROUP MASK 16 Used to arrange system
records into groups. |Indicate the W.AN node: W.AN MODE 8 0x01=

AD- HOC, 0x02 = I NFRA, 0x03 = any. PROFILE ID 8 Indicate the profile
associ at ed Wi 206/13§88syst em record and stored in the prBETUS006IPYS
SSID_LENGTH 8 I ndicate the length of e SSID. SSID variable Contain
the SSID specified by the user. [0064] The W.AN BAND CLASS field

i ndi cat es grb®tRanEd ¢85 SequbntiafCordé-AN, WL ANS§TseAMARYe BRuasE ke Obaasd
shown in 1§abl e 5, Tﬁegv\Lqﬁ TECHNOLOGY field indi %%t eg@lt he 'fgej%hnol ogy

of the W.AR @9&0@9 eyl Dandclagp 108 charmeliadicated BHBGACqUsitiopapEd SALL
Al ternati Va%gaﬁmg% Jedst Bne %Q?eml Lhsande B0k M fhe 1@}@#&%&1&% vatbRth Maqhﬁled

bits 0, 1 espect’i vely, of the W field, and
each bit m§yW¢ileaSsEfW aryd/or Ahﬁdyﬁqn%ﬂ@tup{@omtthqb Game rga@grmé@mwa@gg/.

For exanpl I f I I
802. 114, a&slmﬁeuhﬁg&ﬁqggggi Wd%ké;?zeg support P%k&@%g%ﬁﬂ%ﬁ@sgr xﬁt}%ﬂé
WD 2006/ 13888pIRCarca3P St &l 8@ basdiBor)thé prefelnenw fos tleUPPOAN dndrWLAN
802.11g, a_value of 0x06 .i.ndic t. 802.11
ond vl GBS G Bl sehemRl atsh 2hiogls BABF ofis Sterdieg ik pdicg 8] oy 8
?02 1%9 h[mafeld F@ﬁl@ﬂmgﬁéldﬂﬁ%&bﬂbtﬁmﬂf@mmetsmem lRevaris) asahowiriy Tdbke
rom 1l throu or : g. ann nmean
channel . E‘%]E‘b 44, Hithe Eﬂ?ﬂﬁﬁ{ ?si%qt e%?“%%?é@@n?cqﬁlsﬂﬁfoéﬁ%t
group. A s¥pbRIsiRePish e%ﬁn&ﬁ‘b@&i&@i@h isfhdnltedny. TG ¥RRnDEMRoR¥nd
setting the bit for that 1 0066] For _ the enbodi nent
Eéng @3) ﬁ@r@tlwye‘

shown i n TacHWsition may kg p Bk frvices isrhtaieed frpmhe mpst
W.AN syst gﬂ};feﬂéé L 8% ad Bea %o%rﬁh W.AN_MODE, and GROUP- MASK fields

of a systemrecor |nthe net identifier table. For this
enbodi nent[00T¢er elni a@othmoelqdmim,rméx sivstemyis\iifiallyssearcheds and ackiined; rased

ol ude. ot forbopisofersad R I saPAE BT BRE: Jk aCP KphEELS BiRp TR
types of sWﬁANrsysmmsr gisociayd wethdihis ivedydtem ididefeemimnd basedhoro ﬂmgs';yssm
(e.g., 802

nd | d t wo
i denti fi erre‘foé%ﬁ @%@%ﬁvﬁ%%’r mﬁ&@ﬁ%ﬁﬁ@ﬁ)@' vl u%gé’éll 9%‘8??(%6%0”3 of these
associ at edwwAN sybteniser Syitent S6lbEHINOMG Sdo@BitfonCmayf hied B%. peFdirfedin 6Mmer

network identifier table 700 to store systemrecords for W.AN
manners.
[0071]  If the selected system is a WLAN system, as determined in block 830, then a
profile record for the WLAN system is obtained from a WLAN authentication profile
table (block 832). Encryption and/or authentication may be performed for the WLAN

system as indicated by the profile record (block 834). For example, the profile record

may indicate which encryption scheme (if any) to use and which authentication scheme
(if any) to use and may further contain pertinent information for the encryption and/or
authentication schemes. Encryption would then be performed for the WLAN system in
accordance with the encryption scheme and further based on the associated information
in the profile record. Similarly, authentication may be performed with the WLAN
system in accordance with the authentication scheme and further based on the
associated information in the profile record.

[0072]  System selection and acquisition for WLAN systems may also be perforied
based on the network identifier table shown in FIG. 7 and Table 10. System selection
may be performed in a different manner with the network identifier table than with the
PRL. For example, WLAN systems may be selected based on technology, band class,

channel, WLAN mode, and/or other criteria when using the network identifier table.



systens as well as other systens utilizing other technol ogies. [00681
FIGS. 3 through 7 and Tables 1 through 11 show specific enbodi nents
of an extended PRL and a network identifier file that can store

i nf or mat i oAVQ3WE138838perf orm system sel ection, acqui si t PEFUS2006/023096
encryption, and authentication for WA systens. In general, the

I nformati on may be stored (1) in any nunber of tables, any nunber of
records, dihe mﬁymatmbm theef nétweikdsleamﬁbr(tﬁblelmay\@e anyd ff(ﬁf sitent e¢ledtidg,

tabl es, recor.d and | Th quisition information
may be stor%laﬂﬁ??“ 58?%?% 3%?&#@?‘%9 %ﬁrvp’éfﬂrz&la’f’ﬁon records (as shown
in FIG 3)0e73]i n ¥iG: Syshen boelodthelas of ks Bevided20%) - On ThEtransmit

|nforrrat|on foFlEﬁen tlon nd authengl cation may be stored in
separat e qc"’é% tonbRPEDE RY miikslesy Yevage 1 ase Proseasech .,

with the &b‘fﬁia@tgdl  §e6deds aﬁcﬂ RlterRBAM ylan &6a&f 91t2h§1df ﬁ%ﬂ%@ﬁr%ces&é&oﬁ e%

FIG 8 shows an enmbodi ment of a pfocess 800 perfor awmre

devi ce f omagjlatedaspreads ehanpelizaddnd erainbled) bna mOdultatoa W@D)EQIPM_Obtam a
cont ai nin fQr \Q@ﬁngp LS 0O -
froma no%tr%/a!gﬁfl gf??%%gnngfa?ﬁuoc @M%ﬂ%ﬁ [ sdlthoélézé gbrong?g?fé’m
sel ect i on analeg, digts, einplifins, gl foagker@0pcorverts)tthe daartidpl istreani to geherare dnn
FIG 8 fo or e ach|S|t| rec rds are pbta
fromthe %B%Ik}?%%? %@@%%mw&%dé’ﬁd% I‘aggy TRFEe 2 é‘h‘@g‘“‘gnd
acqui r ed lsizgaald tansmitthé bs gk staﬂionsmloaﬁwvd\mN 100! Dgfor deckls piaU] 121 fi on
may be at U|S|t|on record at a tinme,. and the

acqui siti é’ﬁﬂ&ge@?&ge ’Feﬁgl’?’?efbb e’ﬁ’&ygzﬁémg rvded o |aﬁe%?1%%6%¢YE$§%@

PCT/ US200 Re65330 %5t 928 cbﬁﬁd@ise(é@ rfﬁtérs( amghﬁess @mlﬁe&deﬁé;) d&ﬁﬂ%ﬁverﬁ% y HieAN
system may be %l red, based t he t echnol ogy, band class,

and/ or ch&3fREPd # ?lﬁflgﬂrﬂi‘qli dﬂﬂ‘l‘ézeéé%ﬁj?%id%ﬂoéﬁﬂ Figeal rtel Obinflt data sampdes. rAng
at | east QBREIRLCMEND) Ol Eu?&:@is@sg @ I\grdés ! Edlbradst %ﬁ%@ hgen

acquired as wel lor WANsystens that-are’ in
geogr aphi gempdidatey) dhe dafe spmplgs to ohtainheynitRls. ( Bl deckds 288. ﬁmhMYMbbesgest em

or a W.AN(s I S

The pr ef of oo et o ARRAEAR St SR FEORE o SPasslEtSta ca
(bl ock 828ipdulgter §1ﬁr®hmdellatoe 9m®,yankieiebasdér 048 m‘hytb,e itipiemehtidd Hyi £idderh he
PREFI X fi / gt her, fields in the. s temrecqr s .shown in
Tabl e . 2 Do O AL i, oo Bertio ] PRSI W8 e oarlo Ve,

t hen acqubgﬂmlwwmofmm@smﬁﬂhmama@sa@ﬁé@mgdo@méa@@ its
acquisiti stem sel ection and acquisition nmay be

record. The
per f or rredﬁ{bt.’@]r at iy BForess¢onitaller [ directs fhe gparaionedl atinws tumis mpidhin

wireless device 120x. Processor/controller 930 may implement process 800 in FIG. 8
for system selection and acquisition. A memory unit 932 stores program codes and data
used by processot/controller 930 and other units. Memory unit 932 may store a PRL for
WWAN and WLAN systems, a profile table for WLAN systems, and/or a network
identifier (NI) table for WLAN systems and possibly other systems. The PRL, profile
table, and/or NI table may be used for system selection and acquisition as described
above. A removable module 934 includes a non-volatile memory unit that can store the
PRL, the profile table, and/or the NI table. Removable module 934 may be a
Removable User Identity Module (R-UIM) (used for cdma2000), a Subscriber Identity
Module (SIM) (used for W-CDMA and GSM), a Umversal Subscriber Iden’uty Module
(USIM) (also used for W-CDMA and GSM), and so on.
[0075] A PRL server 150 supports over-the-air programming of PRL using SMS
messages. PRL server 150 may form a PRL with records for WWAN aﬁd WLAN
_systems, generates a data block for the PRL, and forwards the data block to a Short



preferred systemthat can be acquired. [0070] In another enbodi nent,
a lx systemis initially searched and acquired based on acquisition
records for Ix systens in the PRL. If a |lx systemis acquired, then
W.AN syst eNE0 2866838t ed with this | x systemis detern nBAT/H8208€/023096
the system records in the PRL. Acquisition may thereafter be
attenpted on one or nore of these WAN systems. System selection and
acqui si‘ti (Mem mge KEMBP séroicaeenten1 40 h€entermtd eichpsul D 7tht dbfa B1b&

prof 1o r SUBEOHH ore S RIS SR et e ate S e e od forwards

aut hent i caheé ﬂi&sspge:sftbuﬁse satibe 16, sakcIBB20smite B8 Yitkda@8s SREMRY air to the

aut henti cat.i cformed for the WAN stem as indicated by

~the profi |"€feﬁ)‘:“é§;$ﬁw%ﬂo| &’P B8 490VeIRg: 2ERandmeO V?Ihé BHb Servicer Brogistpningay
i ndi cat e \FhetdonS@ITAM (6 st FEFIG. fo) aiyy) s&pﬁoﬂf§§ur %%@gg amming of

aut hentication_schene (if any) to use and
pertinent BRdf ot B QT pisw form aePRE yyith momlnc;fﬂbNVWM IathIa%ilegstems

schenes. [prdtbtd @ffa YRIk ot RENPRE, R LY g&?a éﬁﬁ]e&&g é’segN 3 tcg”ﬁlbr%

accordance wth the encryption schenme an
associ at edesspges naIPOn130 meceives phohicksage(@l dioth i WTAR layd forwards the

aut hentic th.t stemin accordance
with the g%ef[s%ge(?ﬂ ?& o%%%ﬁeaﬁgoé#ﬁ“%ﬁ%%a@é‘ggﬁr@e}“ﬁﬁ associ at ed

i nformati ¢#076h t W wireléss| device claogl, ;lnbé&gc%coﬁytﬂle@ 7933 Qhegﬁieb%iﬁe ﬁﬂﬁﬁoded
acqui siti al so r e ased on the

ne'? wor k |§ntﬁIbF }‘évﬁfﬁt'}&&%ﬁié%\m Ay Gepier P§0 %ﬁé’é %gﬁﬁénﬂ@laYS%? BmPRL in
sel ect i onmefmyy bsit 982 fa@8/GE erhdvableGhbduds O94. Mb@%r/&\&xﬁ%n&monﬁ&y“afsg
identifier table than with the PRL. For_ exanple, W.AN systens” may be

sel ect ed BHERH SHYFR avd{fiotesity-rpaisd infprmation f@ﬁhﬁ pagr for/\ VAR Mressternszand/ or

ot her cri bRyisRrevhe hibieiafen iheRak Wit 93
2006/ 13833851PCT/ US20061023096 g‘é’ The .%‘Fﬂ%fn‘%{nﬁg%ﬁl‘?‘ﬁh‘ﬁﬂe net wor k

i denti fi el?W b e Thajechriqueselssaribed byreinamydelimplemsnted by varisvs intean:, For
encryptio 073 FI G,..9 shows
a bl ock d%%%ﬁéemag\éé %c@gg%ss %ew ct E@&“}g@d ir@]ar&g\ﬁ ’tsro %"F{S ‘E’éﬁbﬂf’ ation
traffic deéereofinborsi gardvvawgmlpcbeniwtaﬂemtthé)prmssaigeﬂﬁts dead 10epetfdfX sPt@n
processed ted nco ed nt erl eaved) an encoder
912 and f tsfgl%ﬁer pr ssegi1 ‘(‘%‘/g %@Wgﬂm U508 Jpre &H‘Fi%ﬁ&rﬁ spegific and
scr anbl edintdgyatad amiuk GASTCs),MiRal eigﬂanprow@goas (DSPs) salgi%rageﬁl #BdAsing

chips. A trans unit (T 2 then_conditions converts
to P (tievmes %élgﬁs) progr: Wﬁ)ogm devices (PLDs), ﬁeld programmagle gate arrays

(FPGAs), processors, controllers, micro-controllers, mlcroprocessors, electronic
devices, other electronic units designed to perform the functions deséribed herei@ ora
combination thereof.

[0078]  For a software implementation, the techniques may be implemented with
modules (e.g., procedures, functions, and so on) that perform the functions described
herein. The software codes may be stored in a memory unit (e.g., memory unit 932 in
FIG 9) and executed by a processor (e.g., processor 930). The memory unit may be
implemented within the processor or external to the processor.

[0079]  The previous description of the disclosed embodiments is provided to enable
any person skilled in the art to make or use the present invention. Various
modifications to these embodiments will be readily apparent to those skilled in the art,
and the generic pnn01ples defined herein may be applied to other embodiments without

departing from the spirit or scope of the invention. Thus, the present invention is not



analog, filters, anplifies, and frequency upconverts) the data chip
streamto generate an uplink signal, which is transmtted via an
antenna 924. On the receive path, dowlink signals transmtted by
base stati 8H32006/¢3833¥ \WAAN 100 and/ or access points 112 PRT/UGROAN028098
are received by antenna 924 and proviged to a receiver unit (RCVR)
926. Receiver unit 926 conditions (e.g., filters, anplifies, and

fL equengy intenea dwy@nﬁllﬁéd ﬁohﬁ%erh&ﬁﬂm_ 'dVﬁﬁlstﬁiv@' rt{ﬁtehaﬁﬁié td)rﬁefhgécirdécgdhé (WDE I\/t[D )
the conditioned signal to obtain data sanples,, nmodul at or

916 proceSSHS cprsigient witbdhg RRASRIES angaopy! deafures @F%Wﬁgﬁfﬂf@s, and

denodul ates) the data sanples to obtain synbols. A decoder 918
further processes Ee. ., deinterl eaves and decodes) the synbols to
-obtain dedRf8l da .7EﬂigaéﬂN§¥@JS=nDdulator 914, denodul ator 9186,
and decoder 918 nmay be inplenmented by a nodem processor 910. These
units perform processing in accordance with the technol ogy used by
the WWAN or WLAN system with which wirel ess device 120x

conmruni cates. [0074] A processor/controller 930 directs the operat.ion
of various units within wreless device 120x. Processor/controller
930 may i npl enent process 800 in FIG 8 for . systemselection and
acquisition. A menory unit 932 stores program codes and data used by
processor/controller 930 and other units. Menory unit 932 nay store a
PRL for WMN and WLAN systens, a profile table for WLAN systens,
and/or a network identifier (NI) table for WLAN systens and possibly
ot her systens. The PRL, profile table, and/or NI table nmay be used
for system sel ection and acquisition as described above. A renovable
nodul e 934 includes a non-volatile nmenory unit that can store the
PRL, the profile table, and/or the NI table. Renovable nodule 934 may
be a Renovable User ldentity Module (RRUM (used for cdnma2000), a
Subscri ber ldentity Mdule (SIM (used for WCDVA and GSM, a

Uni versal Subscriber ldentity Module (USIM (also used for W CDVA
and GSM, and so on. [0075] A PRL server 150 supports over-the-air
programm ng of PRL using SM5 nessages. PRL server 150 nmay forma PRL
with records for WMN and WLAN systens, generates a data bl ock for
the PRL, and forwards the data block to a Short WO 2006/ 138338

PCT/ US2006/ 023096 21 Message Service (SM5) service center 140.
‘Center 140 encapsul ates the data block wthin one or nore SM5
nmessages. MSC 130 receives the SM5 nessages and forwards the
nmessages to base station 110x, which transmts the nessages over the
air to the



wirel ess devices within its coverage area. An Over-the-Air Service
Provisioning Function (OTAF) (not shown in FIG 9) also supports
over-the-air programming of PRL. The QIAF may forma PRL with
records for WMN and WLAN syst ens, ge??’erate a data block for the
PRL, and encapsul ate the data block in one or nore nmessages. MSC 130
receives the nmessage(s) fromthe OTAF and forwards the nessage(s) to
base station 11 Ox for transmssion to the wireless devices:. [00761
At Wi reless device 120x, processor/ &d3ndIM$| er 930 may receive a
decoded data block with the PRL sent by PRL center 150 or the OTAF
and may store the PRL in nenory unit 932 and/or renovabl e nodul e
934. Procéssor Acuethod(808)y ofdfformingaysan s¢ledtdn\ned sygiisiomroohprising:

security-related infor.mti from.a user for. . ystens and ma

store the infor rrgti%lﬁalf"r?gn@?r@r?pﬁ?rfe%@?%y‘m%ﬂ’faﬂl leastoae vererss
[0077] The techiiicGid@Sndiaskr (VORCANIESRieth dmYat RRst STl PR QA Yirek Hetvidie
nmeans. For exa t hese techniques nay be inplenented in hardware,

e
sof tware, or al ngﬁbi)ﬁ};‘&t‘?%h thereof. For a hardware inplenentation,
the processing uni tghs@doffe PRI IRHSERRoPEl Gkl oA

acqui sition may be 1 nplenented withi'n one or nore application
specific integratehtanng($3i23 apASilCsdcorddioga setctsl Wila{iN pystaessor s
(DSPs), digital sig

L ogi . devi ces. (PLDSFCTFTURGCRT BBP MR Shat © o ronyad PR T An®

processors, contr ol dystes, bastdCsrOthe @rifilotdcedds, m croprocessors,
el ectronic devices, other electronic units desjigned to 8erfor m t he
functions descri bed®aingsecwity-selated iormatipp foriheselssted WoOPBILsEaY a

sof tware inpl ement aghQnne hldgid LMD fdes may be inplemented with
nodul es (e.g., procedures, functions, and so on) that performthe

functi ons descri bederfeenipgn(83theautshticetioe witebe ralecied BilaxMdsyistema in
menory unit (e i i BElG 9 nd execyted, by a .
acBordanie with tHg §%t)hgx%%:ﬁ{elg'n scheme elljr@i fﬁrt g/ %sgg ?wee%m%a

processor (e.g., processor MEnory
wi thin the praekssgadnifoenattoat ernal to the processor. [0079] The
previ ous description of the disclosed enbodi nents is provided to

enable any person skilled in the art to make or use the present

i nventi o, Variuseth&PsH didigat, gkl Melubfis PO IPALS sWebdonlfid
readily apparent to those skilled in the art, and the generic

princi pl es defacfiéisitine cainprisea pbisming Hiomettie PBLoatHeast enrasdiinition seaaid, hout
departing from.the,spi k) % &g vention. . Thus tge
present invent |C%n Pg ﬂng%stt\?\%t %%gf@aﬁg %% &tl Ef’)i?&f)%?%%’é}%% ’
obtaining, from the PRL, system records for the at least one acquired system and
WWAN and WLAN systems in same geographic area as the at least one acquired
system, and selecting a system in the geographic area based on the system

records.

3. The method of claim 1, further comprising:
obtaining a profile record for a selected WLAN system;
determining an encryption scheme to use for the selected WLAN system
based on the profile record;
obtaining security-related information for the selected WLAN system
from the profile record; and

performing encryption for the selected WLAN system in accordance with



intended to be limted to the enbodi nents shown herein but is to be
accorded the wi dest scope consistent with the principles and novel
features disclosed herein. [0080] WHAT IS CLAIMED IS: 23 CLAIMS 1. A
met hod (800) of performng system sel e ion and acqui sition,
conprising: obtaining (810) a preferred roaming |ist (PRL) for at

| east one wireless w de area network (WMN) system and at | east one
wireless |ocal area network (W.AN) system wusing (820) the PRL for
syst em sel ect i the eagrgiptamoeheine rohfurthettasédomie @3)y-@lapedohfdrmatiec or d
for a selected WLAN systenm determ ning an authentication schene to
use for the selected WLAN system based on the profile record;

obt ai ni ng 4ecuhhbypdrethatiedx) whgirikaigt on for the sel ected WAN system
fromthe profile record, and%ferform' ng (834} aut henti cation with the

sel ected WLAN syst effdTi Odbcdt-dantlor apiaiing{&! Qi melstre sandne SekBive)
and further baggd: @it bREWRBRMW Wid¥ arch SkRtcH (mems{eﬂpandzat lélé@f;orfget hod

of claim1, wherein the using the PRL for system selection an
acqui si tion covwpelessdgcapbreainaivwegk (WESN)tshigerPRL, at | east one

acqui sition record, i | ast based on t.he a
| east one acqui si ti%%a%gg%goq‘ 351;9 9%%)[%?%1%&? )r%%w%ﬁ? Ob?éﬁ%%%?c@ﬂi‘ afd
records for theqaisitioeast one acquired systemand WWAN and W.AN

systens in same geographi e s.the at | t one acquired system
and sel ecting a sy W?%Cot ﬁ@ﬂ%@%g@éﬁﬂ?‘@‘%r(ggz BB e SFrOor g’ré‘f%l%tﬁ‘s
records. 3. Thwinetbaenef claim1, further conprising: obtaining a

profile record for a selected WAN system determ ning an encryption
schene to use for tmheans&)¥ePEY IMNRr deistneping va gedicricatipre sqhemeitd vse for

System Trom thainert AN R Bk O AR Jotion for the
sel ect ed WLAN syst emeans (380¢ 632 @d€)efonblithining security-related information for the
selected WLAN system from the profile record; and
means (930, 932, 934) for performing (834) authentication with the
selected WLAN system in accordance with the authentication scheme and further

based on the security-related information.

5. The apparatus of claim 4, wherein the means for using the PRL for system
selection and acquisition comprises means for obtaining, from the PRL, at least
one acquisition record, means for acquiring at least one system based on the at
least one acquisition record, means for obtaining, from the PRL, system records
for the at least one acquired system and WWAN and WLAN systems in same
geographic area as the at least one acquired system, and means for selecting a

system in the geographic area based on the system records.

6. The apparatus of claim 4, further comprising:
means for obtaining a profile record for a selected WLAN system;
means for determining an encryption scheme to use for the selected
WLAN system based on the profile record;

means for obtaining security-related information for the selected WLAN



24 the encryption schene and further based on the security-rel ated
information. 4. An apparatus (120x) conprising: neans (930, 932,
934) for obtaining (810) a preferred rgamng list (PRL) for at |east
one wirel ess w de area network (WMN) stem and at | east one

wirel ess | ocal area network (W.AN) system neans (930, 932, 934) for
using (820) the PRL for system selection and acquisition; means
(930, 932, 934) for obtainin? (832) a profile record for a sel ected
W.AN system ni4ies fromghe prafile roguyl; andr * det er mi ni ng an aut henti cati on
schene to use for S d h fi .
record; neans (930,&8%128, ﬂégﬁ%rﬁ)?rgwgﬁ\%%czyﬁoﬁg@@grSleté;feidelg\g?%ﬁ é}lsF‘em n
i nformati on f ozccotdenceseltle tteechcipipfibh s¢ietenantlrforthdriesqr af iHeeseceitprelated
and neans (930, c§93%ﬁ05934) for performng (834) authentication with
the selected AN systemin accordance with the authentication
schenme and further based on the security-related information. 5. The
apparatus_of claim4, wherein the neans for using the PRL for system
sel ecti on’-and ngéeqiﬁpéiaf‘iso‘?f Ci%’f?p‘i*’iv@%e“?rﬁl&%e%rco@ﬁﬂ%ﬁi i TARINOM rUHh qpisative
PRL, at |east (,Qffe @?)?éfér?édtﬂo%irngYSQ(Pi{L)r}gtaﬁsled(sPéinea&ﬂé{Esrs' He Bea hEARLK

one system based on the at |east one acquisition record, neans for
obt ai ni ng, fr oW WHEN)PRIstens gt eintease ooe aldrelekp focelhaeanetivods {WHAN) system;

acquired syste VAN . St in sanme. . geoqraphi c.area as
the at |east oe{rlngaaggaw ré&gé*g%{%ﬁmsgﬁﬁ Realfs SYhm %eé?cglgpi%ﬂgg%qmsétif’& em
in the geographic area based on the systemrecords. 6. The apparatus

of claimg4, further conprising: ans for obtaining a profile record
for a sel®ct eglt W%RRF@%IOEﬁ@‘%gawggF%Fh%PWﬁrﬁ? wgeragweéﬁ@f%@ ia_blr"rast
schene to use dRisyitha bagldemtRGuisibAN XSS pRged on the profile
record; nmeans for obtaining security-related information for the

sel ected WLAN 25 systemfromthe profile record; and neans for

perform ng encfypiiRnfsr diik ?,e\lvﬁ&giﬁqh%f%@es%&s fsedpelaf?ive to select a system

from among the at least one WWAN system and the at least one WLAN system

based on system records in the PRL.

10. The apparatus of claim 7, wherein the processor is operative to obtain, from the
PRL, system records for WWAN and WLAN systems in a geographic area, to
determine preferences for the WWAN and WLAN systems in the geographic area
based on the system records, and to select at least one system among the WWAN

and WLAN systems in the geographic area based on the preferences.

11. The apparatus of claim 7, wherein the processor is operative to acquire a WWAN
system initially and to acquire a WLAN system next, if available, based on the

acquired WWAN system.

12. The apparatus of claim 7, wherein the processor is operative to attempt
acquisition of a WWAN system first and to attempt acquisition of a WLAN
system if no WWAN systems are acquired.



accordance with the encryption schene and further based on the
security-related information. 7. The apparatus of claim4, wherein
the nmeans conprise: a nenory unit opergtive to store a preferred
roaming list (PRL) for at |east one wiTel ess wi de area network
(WMN) system and at | east one wireless |ocal area network (W.AN)
system and a processor operative to use the PAL for system

sel ection_and acquisition, 8. The apparatus of claim7, wherein the

processor s op&t HANANS Y AT restin theqaemoryngitdy SPUAt YalgetPre A profile
acqui sition regglder kit itRadFRhe \)eLAIJh?ysﬁ:HQ?ﬁ@ f‘bf?'llé){abfé @a{rfg?ilty% in%}‘tﬁ{aﬁbﬁl

the processor is operative to select da syste rom anon e a

| east one VW\ANiss¢ derehgntication and encsypsion dercthgtApass guxt BIMAN agstan.on
systemrecords in the PRL. 10. The apparatus of claim7, wherein the
processor is operative to obtain, fromthe PRL, systemrecords for
WAAN and WL AN Slysimamtisofalgmoly, apficain tiegroceb@r idejeitivierte optagf ab@NEES

for the WMN and W.AN, syst e i n the geographi rea based on the

system recor d_slf,’r(’g{]r’i’dtayb3 éeﬁ’@ t° ﬁCOTdeg%rtaé G“EQIS\%@%I\;%?‘?@‘W prl YaRRIfohg
W.AN systens idutidd8cARAGVBPME Selddt&AMI AR Sy sy bAved B &le8fi6Meescord 1. The
apparatus of claim7, wherein the processor is operative to acquire a

WMN systeminitially and to acquire a WLAN system next, if

ava! | abl elS.bas'ﬁge Qﬂ;af'm o@&gﬁﬁ ﬁﬁ,dw}{\l/é’éiﬂ @Xj)trc?é&so}gst og%?ti\?epﬁaﬁe%r% neOIm
claim7, wherein the processor is operative to atte acquisition
of a WWAN systuwhmenficat®n saimond © et tfent seeded BIHAN Ryoém dal¥iAN ths patfiden

if no WMN syste re,_acquired. 13. The aratus of claim?7
wherei n the r’rerﬁ%cg@ %’nf’?tafns S%Cblgfyélf‘%?@ f%oréqagf”éafgcp rt ?iﬂr%f?lfarﬁf‘gfl’f 81 {he
at | east one WeMinsYstRMicdide witiOfHel selet@B I RLAR §pstendid AEOFIMMEd Rith the
used for authentication and enc:{yptl on for the at | east one WAN

I

system 14. Trathsppeatian sehesre andjusher asegiqn the sscyrifa-rplpisd dafounatio.
operative to obtain fromthe profile table a profile record for a
sel ected WLAN system and to perform authentication wth the selected
WLAN syst Em baBwdipparatusef gtaphi I3e wheeor the pideessthe gppaivattasbiain Somitim

14, wherein the processor _is _operative t e ' an
aut henti cati or S¢ etﬁgr%t 5} pﬁgtzlef%?o@h OrsaeI@E&%%Wﬁﬁe§¥f°§?r8_rﬁnga§)eaer(§?{m
the profile rede@pton fod tiHeRicitd SEC AN dy¥teme)agddash tho hafi@tecom. f rom t he
profile record, and to
17.  The apparatus of claim 16, wherein the processor is operative to determine an
encryption scheme to use for the selected WLAN system based on the profile
record, to obtain security-related information from the profile record, and to
perform encryption for the selected WLAN system in accordance with the

encryption scheme and further based on the security-related information.

18.  The apparatus of claim 7, wherein the PRL comprises one system record for each
WLAN system, and wherein each system record indicates a service set identifier
(SSID), an acquisition record, a profile record, a preference, a prefix, or a

combination thereof for an associated WLAN system.

19. The apparatus of claim 7, wherein the PRL comprises one acquisition record for

each WLAN system, and wherein each acquisition record indicates a technology,



perform authentication with the sel ected WLAN system i n accordance
with the authentication scheme and further based on the
security-related information. 16. The ﬁ4?7ppar atus of claim 13, wherein
the processor is operative to obtain ffomthe profile table a
profile record for a selected W.AN system and to perform encryption
for the selected WLAN system based on the profile record. 17. The
apparatus of claim 16, erein the processor i s operative to

det erni ne an %E SSorehepdrRs 2 combatipy theraf foy @n @esosigtod KA syt
based on the profile record, to obtain security-related information

fromthe profile record, and to performencryption for the selected
W.AN syst i nTeecanped@rscd aldimhl 3; waereamibe ppifile fabscdemmeisemeohef profilkeeecord
based on the sgcurjty Lhf o Lon. 18.. T paratus of claim
7, wherein theﬁgR%dC%oypl?‘!xgtegQ%%@’ se{?g? yr}rll%%énc o‘%ﬁhf rﬁ)ﬁ%gcrﬁgorw 1°s'f‘§/e§t &
and wher ei n eauithenyisdtiom sckans, dnienchypiddreshems ar sebwéty ke, 4 piepboid] &f user
(SSTD), an acquisition record,. a . profile record, ference, a
prefix, or a ieﬁ’aqriad’ﬁ“’gﬁﬁlg%f}%fet?f f(ﬁﬁﬂé@ﬂ%@?@&ﬁ@&%ﬁ%ﬁeg\/st em 19.
The apparatus of claim 7, wherein the PRL conprises one acquisition

record for each WLAN system and wherein each acquisition record
i ndi cat es?h t eEfrriPaEius o elaig hagredn Begnemory wainepperdivedo sibp mefilon

th ff ja : f i ,
wherein the prarrie PasigolenRet Ik TN fooohnAPRREE S b B Rl

I'l'e recor eac
system and whetores pardadhr fypex ofl iefareetiorddéterdiicat sa profilatyphdnt the atdfidn
schene, an encr 0otion schene, a security key, a password, an user
identifier, orreééll rf%’orrbi nation thereof for an associated WLAN system
21. The apparatus of claim7, wherein the nenory unit is operative to
store a profile table conprised of at |east one profile record, and

wherei n eZch plhsrapparatis belgim 3t.grkeseip therat daaptane WhaN syptemris assigaed an

det erm ned by Pﬁeﬁé}&iide%ﬂrafﬂ@t}tﬁgrvada.e profile record. 22. The
apparatus of claim 21, wherein the at | east one WLAN systemis

assigned a predetermned profile type value. 23. The apparatus of
claim7, erenn the PRL.i.s. backwar.d. c tible wi.th Tl A 683-

st andar d.%g4. elk\%&p BEAWS §F CIAIRY fral eéelﬂélbe?%ia?grbaglf‘g?’rfi SemPALRls ‘C(étgiTgﬁ's
operabl e i n a asBr@htesdardlevice to performthe nethod steps according
to claim1.

24. A processor readable media for storing instructions operable in a wireless device

to perform the method steps according to claim 1.



