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(57) Abstract: Disclosed is a method for operating an Internet of Things device, comprising: a user equipment receives an operation
instruction for an Internet of Things device from a user; the user equipment identifies a biometric feature of the user; the user equipment
verifies the identity of the user on the basis of the biometric feature; if the identity of the user is successfully verified, the user equipment
signs the operation instruction by using a first user key of the user; the user equipment transmits the signed operation instruction to the
Internet of Things device; the Internet of Things device verifies the signature of the signed operation instruction by using a second user



WO 2020/186902 A1 {[IMAIH 000 0000 0RO O

JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK,
LR,LS,LU,LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL,
PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL,
ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ,VC, VN, WS, ZA, ZM, ZW .

B4) IBEE (AR BEIRY, ZREG AT X
££47) : ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ,
NA, RW, SD, SL, ST, SZ, TZ, UG, ZM, ZW), KT (AM,
AZ, BY, KG, KZ, RU, TI, TM), BX#l (AL, AT, BE, BG,
CH, CY, CZ, DE, DK, EE, ES, FIL, FR, GB, GR, HR, HU,
IE, IS, IT, LT, LU, LV, MC, MK, MT, NL, NO, PL, PT,
RO, RS, SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI,
CM, GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

KEFRAF
— AREEERRRE (EAF2140B)) .

key of the user, wherein the second user key and the first user key constitute a key pair; and if the signature is successfully verified,
the Internet of Things device executes the operation instruction. Also disclosed are a method executed by the user equipment, a method
executed by the Internet of Things device, and a corresponding system.
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