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DiSTRIBUTI NG AND REDEEM NG TAMPER RESI STANT ' COUPONS USI NG AN Epé@ﬁﬁﬁﬁﬂﬁm37

""MESSAG NG SERVI CE Field of the Invention The present invent RRBeiv&d 0 fiheR03
system and nmethod for distributing and redeem ng nobile electronic coupons

usi ng an el ectroni c nessagi ng service. The invention finds parqg gcg ropage
in mobile comrerce. Background of the Invention Manufacturers, reét f&I ers
-and ot her organizations involved in sa% es or pronotion of products or
services often offer incentives in the'formof discounts, special offers
and pronmotional offers. One way in which an organization may offer a

consuner sACHETHED!OF DISTRIBUTINGLAND REB‘HHWING TAMBER REBISTAKGUChEr S,
newspaper g}'ﬁ)a and the |ike. Such coupons provi de sumer
with an opé &Sy W@ﬁNﬂ-@ER@WMESSA&NGBERMIGEUon (such as a
retailer or a manufacturer) at a fixed discaunt (for exanple, "fifty cents
of f when you buy product X'), a percent age di scount (for exanple, "25

per cent ofFidmehthﬁdnvdmtiorproduct Y') or a "buy one get one free" offer,
inter alia. Today, a Iarge nunber of argani zations issue printed coupons

(that is, "paper coupons”). Printed cou ons may be issued using a

oty bt i PRSI IR ro 108 24Pk o g T bl 5007 <

credit carradeemmmome elddt@nipcoupord msgom eldcfroRRankES IH&%Fﬁﬁcé egment s
(for exa ard_ho] ders having a particular t credit card)

by distri ‘?W@{en %b% PRLICHIgr use do mabilegommeneNDED 81- 11--ET | PEA/ AU

Background of the Invention

Manufacturers, retailers and other organizations involved in sales or
promotion of products or services often offer incentives in the form of
discounts, special offers and promotional offers. One way in which an
organization may offer a consumer such incentives is by issuing. coupons in
the form of vouchers, newspaper cuttings and the like. Such coupons may
provide ‘the consumer with an opportunity to purchase a product from
-organization {such as a retailer or a manufacturer) at a fixed discount (for"'
example, “fifty cents off when you buy product X"), a percentage discount
(for example, "25 percent off when you buy product Y") or a "'buy one get
one free" offer, inter alia.

Today, a Jarge number of organizations issue printed coupons (that is,
"paper coupons") Printed coupons may be Issued using a diStl’ibUl’iOﬂ
means such as widely available print media (for example, magazines and
newspapers). Alternatlvely, some organizations, such as credit card
-companies, offer printed coupons fo specific market segments (for example,
_-_credlt card holders having a particular type of credit card) by distributing
coupons using targeted mall :
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+ PCT/ SGO1/ 00237, , Received 20 June 2003 19 NMAY 2006 la In addition to
provsdlng an |ncent|ve mechani sm coupons may al so provide a.valpeaRk&oi/ee 37
-for obtaining marketing data. For exanpl'e, by nonitoring the;RQ%QQ@ Uﬁﬂe '
coupons issued to those that are redeened, an organization obtain

nmeasure for the success of a coupon issuance. |n another exanplﬁ @ﬁﬁN@ﬁ%
SHEET | PENAU 19. MAY 2006, WO 03/044711 PCT/ SGOL1/ 00237 -2- rede é%
coupons may be used to coll ect deanraﬁhic i nformation. Such denographic._
information may include consumer detaill8 (for exanple, by the provision of
an nane and address fields which nust be conpleted by a consunmer to enable

the coupon ln@dd&ldrﬁﬂﬁ FRibing "ant iRBeSiRe! i cpupon was - -
retrieved (for exanp 9 ?g;m ne X, m@rsgﬁ%ﬁghv@ﬁﬁgﬂﬁg&}% ﬁ@gl PFQP{% in both
magazi nes R ‘éﬁluabr'F tO%ﬂokeb angnganarkeung]dam t Rer éxAAplel &5 Thomest may be
benefi ci al ﬁﬁﬁi t. an i on with decision nakl g processes
inrelati oh’y? ggroq ?o%ngfﬁﬁlfﬁcgtggmﬁﬁs ah gre redeemedn@n @ﬁgafmita‘hmlnatl ng a
new, mar kemaggobta'mtaemeas&ké houge Siiddes 0St s
associated with printing and di strliutl on o%%Paﬂt%%B%g%po aﬁ’R@""ﬂe quite
~ expensi ve. ®¥8MPKernore, the gathering of marketing data ih accordance with
t he net hods descri bed above is 15 sonewhat manually intensive and thus
inefficient. . Wth the advent of conputer networks, such as the Internet,
met hods have been realised for distributing of coupons el ectronically,

thus providing a mnechani smwhich overcones sonme of the disadvantages
associated wth
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20 distributing printed coupons. The use of the Internet to distribute

el ectronic coupons is well established. For exanple, US pat enf gSHRAP 721860
(the '830 patent) proposes an Internet based coupon distribution system
wher eby awgehneumBr is able to use a conputer 25 connect edCWsiGdlee23r nt er net
to downl oad a coupon and prepare a papes _copy of the coupon using a
printer. A consuner can take the printed coupon to a retailer to redeem
it, or returnit to the source (for exanple, a manufacturer) along with a
proof of purchase in order to receive a refund by mail. Accordingly, the
consuner cEfeemedgesperhmabbposed tsallettademgifaphia ifermation.i tSU¢mus 30

b acess. of Bl BRES Rt pY Wb me etell tor MRARGIES oy,
coupon st i hlovigidfIWifr 8§ MIRE Ca%e adtiesd fisfdds WHsHIrhyst BeedsmpRited By MAY 2006

WD 03/ 044711 PCT/ S&1/00237 -3- Wth the proliferation of an increasingly
paper | ess ¢arfseer to, enadietheseupasyie beredremed) edhigorireg &om mdviglythe

i ncreasi ng_popul arity., Howev, ' ear at, t t exi st |

paper | dss bR Wl Yo veT 0 ohbiBRP Pzl i, e o e

cust om sedyiishe@irebolhomdigsite®X #iBY). cards, or are Internet based. An

I nternet based system for generating and redeem ng el ectroni c coupons may

be of the type described in US patent 5,855,007 (the '007 patent). The

gener ot i nQaiGOPR cBEE Ath BRic WRCARRYBER ARIE A SE S AT Dol

conput er REEIRLr&n sorgBniatibiewitht dedisibn iixkirgy Jirecesbescin bettion tde 161007

pat ent conprises a first Internet node, an Interne cougon server and an
linder ABt  E¥apwie.RANTUNGAN BXistinghardormylaing adietemarkgting alkdie9¥er ver accept s
an on-line selection of one of the available unique Internet coupons from.
user of the Internet node and transmts the coupon back to the user's
printing ddthoughooffering sogeo pduantagias.s theacostsd pagpaiatedhwithoprmtingh@®s: . to

obtain andsesltn C&tfro?'ln io‘f pcr%ltjgé) nco&:rﬂgngsr%gay nyétqdlt%e eﬁpgr?ﬁpé’.t e?uﬁﬂérr%ltée,rthe
gathering of marketing data in accordance with the methods described above is

15 somewhat manually intensive and thus inefficient.

With the advent of computer networks, such as the Internet, methods have
been realised for distributing of coupons electronically, thus providing a

mechanism which overcomes some of the disadvantages associated with

- 20  distributing printed coupons.

~ The use of the Internet to distribute electronic coupons is well established. For
~ example, US patent 5,907,830 (the '830 patent) proposes an Internet based
coupon distribution system whereby a consumer is able to use a computer
25  connected to the Internet to download a coupon and prepare a paper copy of
| '_ .the coupon using a printer. A consumer can take the printed coupon to a
| -Ir_etailer to redeem it, or return it to the source {for example, a manufacturer)
along with a proof of purchase in order to receive a refund by mail. Accordingly,

- the consumer cénnot redeem the coupon without having first printed i, thus
30 . requiring additional hardware in the form of a p'rinter. Moreover, the process of
R _ :redeeming the coupon and gathering marketing data from the coupon still

~ requires processes which are manually intensive.




web enabl ed device) which is able to communicate with the coupoﬂ 9S§We
over 20 a public conmputer network such as the Internet. Ordinarily, such a
conmputer will be equipped with specialised software (for exanple, a web
browser) woospnabl e it to interface to the public conputer/sehwenk. |n
addition to the limtations described abpve, electronic coupons used in
these 25 systens may be subject to abuse in the formof tanpering. Such
tanpering may perforned by a hacker, and be directed towards mani pul ating
the contents of the coupon to the benefit of the hacker. For exanple, a
hacker may nodify the contents of an electronic coupon so as to inprove

the value o h n Lyvg.. .30 | i cu t can
t herefore bgv"tgpgr gc Jéﬁf%}’zﬁ?n c%Pcher']ﬂrn e iﬂg%ggbgfyhg)ag)re‘?%g%'}ge?&%ro ?ﬂ)%é

associ at ed equivalenisséfi cupomgpare fitidiig inerddsing papdarigdenpiveosr, SEbppesrs It i
t hus an ai m of the present invention to PCT/$I @1/ 00237 Received 20 June

2003 19 MAYIh8bissd at@ gxisting papert @?rﬁegelw $3cﬁt@ﬁ§|eébearentpﬁeomed@r§umm@d for
di stribuy
Gecuri vy 1 yrEiise ERIGRIAARRL! RiGaROUPANT KBIAT of S Mubar BRSEEC . o

t he present |nvent|on there S prOV|ded a nethod for distributing and

redeem ng t reS| stear;t el ech}{onl C cQupons using an el ectronic

messagi ng \/" 88"9 tpRSedefYHEM Y| gRpSigtind andt @S@eﬁ?'n@eﬁiéﬁst&m'ﬁé‘)&m@&ﬁper
resi st ant upon
Cont ai ni ng. L nEn Be OHE ectRbBp IF (RO BRI SRB0T (HE BT ERD pIfSLEn
t he coupon B vmteahdd%cnbebi lae mgtgmmgcaimnce;omdmnmnborh esysietmgfdng

igv'péﬁ 18 ORgERRs Ed verbRMing dulilly 5Tt Mol Sorner: pir @@ Blifper -
sistant ebeplidHetweMUEIYh dPtheNAtdiré | € messaging device using the
el ectroni c nessagi ng servi ce;
The system described in the ‘007 patent comprises a first Internet node, an
internet coupon server and an Internet coupon notification centre. The intemet
15 coupon server accepls an on-line selection of one of the available unique
Internet coupons from a user of the Internet node and transmits the coupon
~ back to the user’s printing device or email storage. Thus, according to the ‘007 |
patent, to obtain an electronic coupon the user must use a computer (or other
web enabled device) which is able to communicate with the coupon server over
20  a public computer network such as the Internet. Ordinarily, such a. computer
will be equipped with specialised software (for example, a web browser) to

enable it to interface to the public computer network.

In addition to the limitations described above, electronic coupons used in these
25 systems may be subject to abuse in the form of tampering. Such tampering
rmay perfoi‘rned by a hacker, and be directed towards manipulating the contents
of the coupon to the benefit of the hacker. For example, a hacker may modify

the contents of an electronic coupon so as to improve the value of the incentive.

30 In light of the preceding discussion it can therefore be appreciated that there
~appear to be numerous problems associated with existing coupon distribution

and redemption schemes. It is thus an aim of the present invention to

2006




I st ant
t he rmbl | e messagi ng device receiving and storing the tanper resis
el ectr'oni ¢ coupon; gst abl i shing a communications |ink between. tRE/8O01/08237

.~ - nmessaging e , device and a transaction server; the nobil e Resiagi20dude 200

transmtting the tanper resistant electronic coupon to the transggtlon o036
server using the electronic nessaging service; the transaction

receiving the tanper resistant electronic coupon; and the transaction
-server redeening the tanper resistant Iectronlc ‘coupon. In one form of

I‘VIC .0bal System
For b o SEBIoKE Bl | QONGolTiSS B rSBAY o et Dbl Beang L
"I PENAJ PCTY@%MIDQmtfﬁﬂrmuMS%rdvémB@é)ﬁnéroWséeﬁrﬁ/ty f8atlifed. hi s form of

bile
the invention the nobile nmessagi ng device may be a SMS enabl ed no
phone or a GSM SMS enabl ed Personal Digital Assistant (PDA). In another

f or m of thsu"ﬁYQ?tdf%lr{V@ﬁtlshect roni c messaging service is a Code Division
ess

Mul tiple Acc CDVA) nessaging service. In this formof the invention,
t he mF;bi | e messaging device nmay be a CDVA nessaging service enabled mobi | e

Pvent | on AeOBCE 2N Siath G {50 Biesrat iiendon iness de ormiietinadi a and
Messagi ng rhethodcfor (d¥tNButin I\/Sd %nﬂ%aeé@m\? féfmﬁé}eresls?é(rﬁnélé&%ﬁlg tolB8hs ©
messagi ng device is a enab

using an electromc messaging service, the method including the steps of:

generating a tamper resistant electronic coupon using a coupon
server, the electronic coupon containing coupon data items;

| establishing a communications link between the coupon server and a

mob:le messaging device, the mobile messaging device being capable of
sending and receiving tamper resistant electronic coupons using the
electronic messaging service;

transmitting the tamper resistant electronic coupon to the moblle
messaging device using the electronic messaging service;

the mobile messaging device recelving and storing the tamper
resistant electronic coupon;

establishing a communications link between the mobile messaging
device and a transaction server;
| the mobile messaging device transmitting the tamper resistant
-electromc coupon to the transaction server using the electronic messaging

~ service;
the transaction- server receiving the tamper resistant electronic
'_coupon and

the transaction server redeeming the. tamper resistant electronic

coupon.

_.In one form of the invention, the electronic messaging service is a GSM
- (Global System for Mobile Communications) Short Messé\_ge Service (SMS).'
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Ih a particular, formof the invention the tanper resistant electronic
tdupon' contains a cryptographic signature data item and the cPCERGEBEDO237
~i'tems include: identification data, which is representativeegbivad 20562003
identifier for identifying the coupon; expiry date data, which is
representative of a -date up until which the coupon is able tddb¢AY 2005
redeened; value data, which is representative of the value of the coupon;
-and currency data, which is representative of a unit of neasure associ ated

ith th i I i f L ' .t h [
A doriver 1 ram o o 0 ARG the bRl M <kauing Galis doak 8 Ang

conmput er r GEMBMStenabled nuohile ghone eles GRIMESKIS Bnibiad aﬂ%{g@g] dat a
.itemis rehﬁ%@%@’@{\gma itemin the pre-existing file ere plurality
of data fie red, each coupon data item being substantially
identical to the related file data item ANMENDED SHEET | PE;, AJ

PCT/ SGOL/ 00237 Received 20 June 2003 1 NMAY 2006 - that they a 6 y re
derived frnanathet fare ofothe invention, thevelatironic réssdghiePSérviceas =5Ca86

el ectroni.c [ contain a signature data item The
signature BWM%ﬁB@%%B@Md“?%%W $erVied| elnpthi érm of thene

sui t abl e pinoenstimh, tihd endbie! MBksEhisd 8 I g‘m\ ot i .1 he coupon
data itens using a symetric éé%cﬁ/ptg}ﬁg%nﬁxg%fra?{; m tgﬁé%é'ﬁéérég"??rst

ci phert ext®n mabile phosgmana CDMAemessaging sendt@enablsdRI¥ESs a symetric
key; hashing the first ciphertext using a one way hashing function, the
hashing providing a first unformatted signature data item

In yet another form of the invention, the elecironic messaging service is a
Wireless Muitimedia and Messaging Service (WIMS). In fhis form of the
invention the mobile messaging device is a WIMS enabled device,

In a particular form of the invention the tamper resistant electronic coupon
contains a cryptographic signature data item, and the coupon data items
include: o

identification data, which is representative of a unique identifier for
identifying the coupon;

* expiry date data, which is representative of a date up until which the

coupon is able to be redeemed;

value data, which is representative of the vaiue of the coupon; and

currency data, which is representative of a unit of measure associated
with the value data.

In one form of the invention, the coupon data items are derived from a
subset of data items contained in a pre-existing computer readabie file
'.'stored on a database such that each coupon data item is related to a data
item in the pre-exigting file where a plurality of data fields are stored, each
| .__coupo_n data item bein_g substantially identical to the related file data item
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formatting the first unformatted signature data item to prow?@TAS@OI/QOZﬂ
fs?‘ggtlhregdata ?tem' and appending the first signature dat®Receied20 Jite2003
t anper resistant electronic coupon. In an alternative formof the

i nvention, where the coupon data itens have been derived frﬂg ﬁ‘@ﬁ\ﬁ' 2008
pre-existing file, the signature data item may be created a &
signature data creation process which .includes the steps of. encrypting the
data items contained in the pre-existigng file using a synmetric encryption

I ith ' L $te ol ph @ ' : tri,c _encryption
21 gor! Lhm PRyl 8 RofEd nGhP MR U TorHNSF B, ifenuBTIRe e Bt
‘way hashi ngesistaot eleatronicecoupenr tmayg op mayi ibtneoretaln 4 signtifre ek &, si gnature

data item formatting the first unformatted signature data item to provide
a first signature data item and appending the first signature data item

i | i Lt D 0 f t i nvention,
the Tirst re grteicidata it thay Boigenerfiedin dhy iBbldbllss, I Srelr i ng

file. AVENBHERdpRRCesspibefollegng Sty AleqsiforRedei ved 20 Junle_ ZEOg t1 9nl\/{°~;1/e
2006 7 Prefera he .,establishin q{?the gomuni cations |ink between .
coupon server §'h‘§VP\L‘Re9 ntﬁﬁi F@umgégqrf MY | ] mt}\%lfmemc‘einswmlonzﬁgon
tilising &lgeri bl provRIEs a0fiRY disheriekd t SRk | iofOUPO!
:‘Jrl)m t hegcogpgtnmggrerer. Si%mﬁilgsgrl y, the Ge%gtégﬂl ?ﬂsﬁhl %‘6 B‘%l"t%ﬁ_engg}r@ﬁ i cations
li nk bet weBIFOfithen uges aIsyMreeisigdely devi ce and the transacgl on server is
w T : : o

performed by a ws&fing Yhd 'drsy Eﬁhgngxtsl?srfﬁg %D%nleewg?(sﬁg ing function. the

hashing providing a first unformatted signature data item;

formatting the first unformatted signature data item, to provide a first .
signature data item; and

appending the first signature data item to the tamper resistant
electronic coupon.

In an alternative form of the invention, where the coupon data items have
been derived from a pré—existing file, the signature data item may be created
using a signature data creation process which includes the steps of:
encrypting the data items contained in the pre-existing file using a
symmelric encryption algoritﬁm to provide a first ciphertext, wherein the
symmetric encryption algorithm uses a symmetric key:;
hashing the first ciphertext using a one way hashing function, the
hashing providing a first unformatted signature déta item; _
| 'formatﬁng the first unformatted signature data item, to provide a first
signature data item; and

appending the first signature data item to the tamper resistant
electronic coupon.

~ In this form of the invention, the first signature data item is able to be stored
in the pre-existing file. B |
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In a preferred formof the invention, the step of redeen ng the tanper
resistant el ectroni¢ coupon includes authorising a transacti onpPOli®Ge: /00237
-'aut horisation of the transaction occurs subsequent to the tRéseRed26Iusd 2003
el ectroni c coupon being authenticated as being valid. In one formaof the

i nventi on,- where the coupon data includes identification ddth kgt date
data, value data and currency data, authorisation of the transactiomn
-occurs subsequent to the tanper resistant electronic coupon being
authenticated as valid. In this form the invention the authentication

of the tanper resistant electronic coupon includes the steps of: obtaining

the expi rymeemblbqtthefastablishmgtcﬁffhércohﬁﬁhﬁ'béf@n@luﬂ@bé%eﬁ thﬁc&&ﬁﬁn
conmparing the exﬁld%pdat e data obtained fromthe t resrsta

el ect r oni cS¢YEHE HNebilg messagingdevice |lmlmhﬁipdrm!eatusedemhsmgrﬂmg t hat

t he couponpfedfle tificati ata fromthe

t anper resi st an?ﬁéﬁ&%@ﬁ%ﬁ%c@%%ﬂ]é&%@é QE"&*’%@D“ éo&pgn W@t Hﬁé‘unPB fromthe
coupon ser s@ver. timilady; they establisiting fefvthe cedrimhichtiond AR lﬂﬁ\ﬁl@eﬁ‘hhéh is the
sanme as the f)@upon |dent|f|cat|& dat a; “and conpari each of the coupon
val ue dat aNPPUFMERSagNgRvics and the transaction server lSFPQl%Hmeﬁltby ewserfil e data

itens rel a@iﬂglr{gqhb%n@*;@gg%y@uneg@g d% NDED SHEET | PE"v' AJ

PCT/ SGO / 00237 Recel ve "MAY 2006 8 item and coupon
currency data item wherein the tanper resistant electronic coupon is

valid if tjhe |t bei.ng conpaj.ed are the I n anot her formof the
i nvention i\ahgd@%ef?{tefgﬁﬁ%rc’frg’gi g‘cr;r"gﬂ{’o'é! @'@ Fiﬁﬂ (9? redepming dhe dampes
S gnat ure reskstanit leteetHic ollpen MRS BliRAising ) thdHsaction, wherein the
authorisation of the transaction occurs subsequent to the tamper resnstant
electronic coupon being authenticated as being valid.

In one form of the invention, where the coupon data includes identification
data, expiry date data, value data and currency data, authorisation of the
transaction occurs subsequent to the tamper resistant electronic coupon
being authenticated as valid. In this form of the invention the authentication
of the tamper resistant electronic coupon includes the steps of;
obtaining the expiry date data from the tamper resistant electronic 5
coupon;
comparing the expiry date data obtained from the tamper resistant
electronic coupon with transaction date;
; ~~ inresponse to determining that the coupon has not expired, obtaining
~ the identification data from the tamper resistant electronic coupon;
refrieving a pre-existing file from the coupon server, the retrieved ﬁle--
having identification data which is the same as the coupon identification
-data; and
comparing each of the coupon value data item and coupon currency
data item With the retrieved flle data ltems related to the coupon value data
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coupon data items as described previously, the authorisation of the
transaction occlurs subsequent to the tanper resistant el ectroni c}:’%&mm”
1V

-'bei ng authenticated as valid, wherein the authenticati on Qf e da 2003
resi gt ant el ectronic coupon includes the steps of: obtaining I{br@ F&E§tﬁme 00

signature data itemfromthe tanper resistant electronic cou ;
encrypting the coupon data items using the symmetric encryptlém@ ﬁf‘%ﬂ%hm
10 provide a second ciphertext, wherein the symetric encryption algorithm

' . | d_ci phgrtext using the one way
E;g?\i tngef 3%%&6%@ ﬁén ﬁgg’%ﬁ%%{r%&? i’e %feﬁ':ago un#aé'?ﬁ’r%fttefﬁséﬁtﬁ%ture

‘‘data item elentronid ¢oponiievaliziiptive datdtenne baiflg Cofpred aréfHePsarhem t o provi de
a second signat u'rengata item and conpari nggt he first signature data item

to the second signhature data item wherein the ta_rrper_hr esi st ant IelhectronigI

coupon is | dphid Tiel oS a [ LS a S e secon

si glr[:at ure ]c?gt'é zyii)iﬂ't"%arm‘c nD;f/elcﬁlealr1o{eﬁ@‘§pi %6#0#'% ﬁé’?'?ﬁ(/efﬁ%ﬁsgﬁvi %Qﬁgﬁphe

si gnat ure @etpon tcontdinss absignaturke date dteht Whichas B&IP deAERITARA ha t he

pr e- exi st inggl'lfi | e git?hﬁgaUt horisation of the transaction occurs subsequent
a

to the tanpZIPqnsd Mg 88t Heeribeds pFeviouslyi e aauihensation Fdf ;ﬂ;ebei ng

' wh ' ' i f . i t.electronic
\églulpgh [ ngll’rﬁi&%%dtﬂ[&ﬁeéil%dgf;s%h ggéa% ta@mﬂtég;??rhgg??ér%?{ag?geifléacﬁﬂjrn‘éc .&gfjgom emfrom
" the tanperb¢iBgi suthenticated cas aalid, wehegein; thebtaaitmentizatibe ofi eins i ion data

fromthe t resi,stant el ectr,oni c. Al NDED_SHEET 1PENAJ PCT/ SGO / 00237
Recei ved 2’% g&%ﬁ*ﬁ%ﬁ‘ﬁ %@'WQHQQS the steps of.

obtaining the first signature data item from the tamper resistant
electronic coupon;

encrypting the coupon data items using the symmetric encryption
algorithm to provide a second ciphertext, wherein the symmetric encryptién
algorithm uses the symmetric key;

hashing the second ciphertext using the one way hashing function,
the hashing providing a second unformatted signature data item;

formatting the second unformatted signature data item to provide a
second sighature data item; and A

comparing the first signature data item to the second signature data
item, wherein the tamper resistant electronic coupon is valid if the first
signature data item is the same as the second signature data item.

' _in yet another form of the invention, where the signature data item has been

- derived from data items contained in the pre-existing file, the authorisation of
the transaction occurs subsequent to the tamper resistant electronic coupon
being authenticated as being valid, wherein the authentication of the tamper
resistant electronic coupon includes the steps of:
| obtaining the first signature data item from the tamper resistant
electronic coupon;

o obtaining the identification data frb_m the tamper resistant electronic -
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he

coupon; retrieving .a pre-existing file fromthe coupon server, t

retlrol eved file having identifi-cation data which is the sane as PGF/SEIPGIR37
~‘identification data; retrievi ng a pre-existing file from thReeeivsdR0 Jure 2003
server, the retrieved file havi ng identification data which is the sane as

the coupon identification data;-encrypting the retrieved fi I‘kguﬁmggggsn
_symmetric encryption algorithm the symetri c encryption al gorit hm usi ng
‘the symmetric key, the encryption of ghe retrieved file providing a seeond
ci phertext goligghti Ng the second ciphertext using the one way hashing
function, the Rashing providing a second unformatted signature data item

formatting the mtﬂevmgtam -eastimpifilerffarnithe teipsh Seaidt! thelrdtAevdEfilet ©

rowdea ond. SI ure ataj em and conp arln the first signature

gat aitem ‘?'pﬂ °@| ﬁt‘ﬁﬁ"'& dgtthe same aﬁ\ﬁbe&wppheldeatiﬁnaﬂonea st ant
el ectroni cdggupon |s vaI idif the first signature data itemis the same as
the second si gnature data item In yet another formof the invention, where

the signature deetéevingem n'raa)df&tmg fi iddrom&tle fchﬂbﬂ?der]E ml@re‘ﬁgﬁgfee@ fled in the
t e-existin ile
the hg)r(: galtl H't'@fﬁ?'ﬁtg%f"h 'é?g qi C@d g@lﬁ?e@ﬁé’?ﬁ qoypontldeniufmpen

resi stant gatactroni c coupon being aut hent | cated as being valid, wherein
the authentication includes the steps of. obtaining the first signature

data item fromencsyptingtbe retriisved file usmgdbersqmm?momivpnohéﬁmgﬂm the
et ri evi nane Griifidic dRAGER J8PREM LbothERmuetbaey. i Shebpiaved i1 e
havi ng i deoftthé |retaeve3d1ﬂééﬁr@vmgé15e§oﬁd1§pﬁéﬂ8xtas the coupon identification
data, AMENDED HEEmg the second ciphertext using the one way hashing function,
the hashing providing a second unformatied signature data item; '
formatting the unformatted second unformatted sxgnature data item to
provide a second signature data item; and _
comparing the first signature data item to the second signature data
item, wherein the tamper resistant electronic coupon is valid if the first
signature data item is the same as the second signature data item,

In yet another form of the invention, where the signature data item has been
derived from data items contained in the pre-existing file and is stored in the
pre-existing file, the authorisation of the transaction occurs subsequent to -
the tamper reéistant electronic coupon being authenticated as being valid,
wherein the authentication includes the steps of:

obtaining the first sighature data item from the tamper resistant

: electronic coupon;

obtaining the identification data from the tamper resistant electronic
coupon; ‘ | |

refrieving a pre-exisﬁng file from the coupon server, the retrieved file

. havmg identification data which is the same as the coupon identification
-data; ' '
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| PEALIAU r PCT/ SG01/ 00237 Received 20 June 2003 19 MAY 2006 10 ‘obt ai ni ng
the first signafure'data itemfromthe retrieved file; and coRPAISGR/Q0237
.first signature data itemobtained fromthe tanper resistafeceived20dmiec2003
coupon with the first signature data itemobtained from the retrieved
file, wherein the tanper resistant el ectronic coupon signatyigeMAgapmgi t ems
are the sane. Preferably, the step of authenticating the el ectronic coupon
further includes comrunicating the re%ul ts of the authentication to a
e

“di spl-ay term nal, raﬂ thap t thentlcatln
thept a)r/rper resis ar%'{"hgeﬁe%t'ﬁg%%@{ag f‘?‘é’FP {h@d@g iduk i ng tghe
results of the cemfpasingifa! fireh slismétth% aaia I:enir%mﬁé@qaﬁvmee tartifigr €1 n the

comuni cati on I he results is performed usin e e ectroni c messagi ng
service. | 6%°d$t99 elasiopicaepen; With dhe Visst s:gnﬁuteadatbenelgr olpthined b mat i on

wi th an C a,sec aspect of the_ present

i nvention t eyr’éetﬂla{éé\dpﬁ%%bcie@ {ﬁgytgbﬁ%rf%?'s&qrg eﬁ?&[ﬂﬂ"ﬁ&"'&ﬂﬁn Snal¥eng t anper
resi stant daetxiterosiae thegeme. using an el ectroni c nmessaging service, the
systemincluding: a plurality of nobile messaging devices which is able to

transmt and receive nore than one tanper resistant electronic coupons

' ' CP I di
computor pr acrn the TReS 8P aliheRfEririne e £EHARR AR ulfe: Mhidhs™
connect ed €emmunisatingitbarésuits of thenanthentivdtiorhtonedieplaly tetmipart s an

el ectroni c nessagi ng service, the coupon server generating tanper
resi stant el ectronic coupons and transmtting electronic coupons to the

mobi | e meskagi dlgo defeableUial hé Nstep! € LUMENTicHR #96 Wmper resistant

electronic coupon further includes communijcafing the results of the

authentication to the mobile messaging device, wherein the communication
of the results is performed using the electronic messaging service.

Ideally, the transaction server receives demographic information with an
electronic coupon.

~ - According to a second aspect of the present invention there is provided a
system for distributing and redeeming tamper resistant electronic coupons
using an electronic messaging service, the system including: _

a plurality of mobile messaging devices which is able to transmit and
receive more than one tamper resistant electronic coupons using an

. electronic messaging service;
' a coupon server inciuding a computer processor and associated
~"_memory, the coupon server being connected to a communications network,
- which network supports an electronic messaging service, the coupon server
g_enerating tamper resistant electronic coupons and traﬁsmitting electronic
coupons to the mobile messaging devic;es using the electronic messaging

service; and

- a transaction server including a computer processor and associated

AMENDED SHEET
IPEA




service; and a transaction server including a conputer processor and
associated AMENDED'SHEET | PENAU PCT/ SGO /00237 Received 20 J 9ee/968 Poodsy

. 'MAY 2006 10a menory, the transaction server being connect ededQ; :
comuni cati ons network, and redeem ng tanper resistant el ect r%"%"%a%%%%%%"?'
received from nobile nmessaging devices. It will be recognised that the
present invention includes . a nunber of advantages in that th’bgnﬁﬂﬁcﬁﬁﬂﬁs

-abl e to depl oyed using existing el ectf@i c messaging infrastructures, thus
enabl i ng the di Lutio n [ of electronic nessages, using

exi sting nobi l eﬁﬁdén 5 aﬂﬁo?“é’?&ggﬁél arerYRIs SBend o conasried dyithes. In
‘addi tion, comniunieationsn netweideandn rédéaivgy et 384 c j.c. coupon
format havi n@ofe-atur,es whi ch enabl e aut hent i‘catﬁ'lﬁjon ﬁsﬁh‘?chreﬁggﬁlc

crypt ogr apfPEPYIsyeseived ficim imakilgimessaging dexices resi stance to tanpering.

Furthernore, the invention enables each transaction to be acknow edged by
means of a return receipt or confirmation nessage. It wll also be

recogni seditt willk behescognised dhatetiab|mesentt @ivehaen CRkiuges i gnn%bgﬁr&et i ng
data, includin derrpg{haﬁ?hl c informatjon. Brief Description of the Draw ngs
The presenf ‘fadgﬁgﬁq Bhihge the meihed isiableriondeployed usingi existing elecironis

enbodi ment ged s | e C i 1 Ags.  However ... it __nmust be
appr eci at e@e;s %%q{ﬁé ﬁ@ﬁﬂ%‘wﬂeﬁgt@@s%ﬂ ééﬁgidj&ﬁ%ﬂ% apfi rﬁ\é\ﬁe Boﬁéﬁer ality
of the ab@eetreRiccmgssages Usinghexistingi nwbile Fptibhes lang atHek Osinifiragr am
1 ustrati a. g NS LATbI difgsiance W th 2

in addition, the invention provides an a tamper resistant electronic coupon
format having features which enable authentication and which use
ciyptographic signature verification to improve resistance to tampering.
Furthermore, the invention enables each transaction to be acknowledged by
means of a return receipt or confirmation message. It will also be
recognised that the invention enables automated collection .of marketing
data, including demographic information. '

Brief Description of the Drawings

The present invention will now be described in relation to various

embodiments illustrated in the accompanying drawings. However, it must be
-appreciated that the following description is not to limit the generality of the
“above description.

In the drawings:

- Figure 1 is a block diagram illustréting a system in accordance with a
preferred embodiment of the invention: | |

AMENDED SHEET
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preferred enmbodi nent of the invention; AVENDED SHEET | PEwWAJ PCT/ SG01/ 00237
Recei'ved 20 dune 2003 1 9 MAY 2006 10b Figure 2 is a flow di X§rI#$6301/00237
~illustrating the process of generating an el ectronic coupdﬁeqewed@@dmm
with a first preferred enbodi ment of the present invention; Figure 3 is a
flow diagramillustrating the process of generating an el qug ¥ ﬁ)upon
_having a cryptographic signature in accordance with a secon q?ié fzg

-embodi nent of the present invention; NDED SHOET |IPEA m,i 1 9 MAY 2006
WO 03/ 044711 PCT/ S&1/00237 -11- Fi g 4 is a flowdiagramillustrating
the process of generating an el ectronic coupon having a cryptographic

'si gnat ure Flgtmedidscmﬁlmn diagrameilléstratgrhe pPocad o@mtp@"én g"ecﬁgﬁ,ooresent
i nventi on; cgf;gt(r!ea*S|(iaaflowd|aramlllustratln rocess of
t

generati ng %p NGe WiBnankist mgeferredy prbgdimentc of |t@elajresmt| n

accor dancejiihfjore fourth preferred enbodi ment of the present invention; 10
Figure 6 is a block diagramillustrating the operational sequence for
requesting a m)bl | e coupon in accordance with the preferred enbodi ments of
the invengion e r.is a flowdiagramillustrating the process of non
crypt ogr apﬁp@re 3ds g«tﬂq"‘f diagrangl l@? rafjng dhe pracsse of @enpeating an electronic

coupon having a cryptographic signature in accordance with a second
preferred embodiment of the present invention:

~ AMENDED SHEET
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Figure 8 is a flowdiagramillustrating the process of verifying an

el ectronic coupon having a cryptographic signature, Wnere,'[ﬁ ﬁhf 006
cryptographi c signature was generated in accordance with e P‘ rgét

pr ef er r edwemodirent of the present 20 invention; } Fi quresddinesa flow
diagramillustrating the process of vegihfying an electronic coupon having
a cryptographic signature, wherein the cryptographic signature was
generated in accordance with the second preferred enbodi nent of the 25
present invention; and Figure 10 is a flow diagramillustrating the process
of verifying an electronic coupon having a cryptographic signature,

wher ei n t hejgufe B8 ABW Bizdii W ti t j 2 COL | a
third pref e'rg(raed elrrbodi neﬁita@r)?ﬁﬂldg)r%}'g en? %@%é&fén@g %Iﬁbor%ﬁﬁq aga%@r%@g WO
03/ 044711 epopdEaving 28 EryptddtapldetsigriatureDasacdoptiamoe withtd ¢hitch peafeirea

Thr oughout tFi@ descri.ption, t1;f.ef erence wll be nade to "nobile coupons” and
its deri vl E"e'ﬂiﬁf)h%oﬂ'?seﬁ BVeRHAS: | e el ectronic coupons”. By the use of
these & terms, reference is made to a particular formof an electronic

coupon which is able to be comunicated to and froma nobile nessaging
devi ce, sudguigs5as anfiow| diaptaon diustrsting then pelcess rafrgenenatimpgnnejesteonicce. A

system for_distributing and redeeni ng an. nCoupgn accor di 0 a 1

erbod: rentcaPo VL E P PatEhE DI oae T erss b & Folrrer@eren
includes embBdrnkbAt GEHEFHEEENGREMIBN10 Which is operable to comunicate
with a coupon server 12 and a transaction server 16 over an conmuni cations

network 14  Specifically, the conmunications network 14 is a GSM SM5

b _ "~ . " 0 . devi 0 i
50 18, Pt s 7 bRRR AR Rl BE. SRR EATS R0 0 R tR0  on
server l6ausiobiiet beusM BVEccomiaabt ewitlet e lprefdrrdds drtbdimepty asfi #&d,
however, that although reference will be nade to the communicati ons

network 1HVEBYYLi ng GSM SMS capabl e, the

Figure 7 is a flow diagram illustrating the process of non cryptographic

15  verification of an electronic coupon;

Figure 8 is a flow diagram illustrating the process of verifying an electronic
coupon having a cryptographic signature, wherein the cryptographic signature
was generated in accordance with the first preferred embaodiment of the present

20  invention;

)} | Figure 9 is a flow diagram illustrating the process of verifying an electronic
coupon having a cryplographic signature, wherein the cryptographic signature
was generated in accordance with the second preferred embodiment of the

- 25 present invention; and

'_Figure 10 is a flow diagram illustrating the process of verifying an electronic
coupon having a cryptographic signature, wherein the cryptographic signature
was generated in accordance with a third preferred embodiment of the present

- 30 invention.




communi cations. network 14 is to be understood not to be so limted. |ndeed,
20 the invention may be depl oyed using a conmuni cati ons netm%rﬁgﬁA %@ich S
capabl e of supporting an alternative el ectronic nmessagi ng sche (g h as,
CDVA nessw@imgdon Wrel ess Mul tinmedi a Messagi ng) in whi chcpssashize nobil e
messagi ng device 10 will also be so capable. 25 Also illustrated in Figure
1 is an intervening communi cations network 18. Such network 18 may be the
Internet, a public switched tel ephone network (PSTN) an integrated
services digit. a network capable of supporting an

el ect r oni c HetAiedIescry EVEIVERYAht to that provided by the

comuni cations network 14, or a conbination thereof. It is to be
under st ood, however, that the 30 provision of the intervening

conmmuni cat Thromigheutithikddstripiomnefarante wilnske athded e mdbéastiubeRs TBNd bigs

depl oyed wit hout having the intervening conmuni cations network 18. 1 9 MAY
2006 WO 03fenvaRYes pmfiogpons oand 7mobile elactronicsgeunansor Bynthepusss ofithésevent i on
whi ch igcl ' r; | t wor. t [ nt e ning network 18 is
bl ot ey ReheloB ¥ HiaEI 18 o ol SRR R Wi 1 %
envi saged aliiattothee comhemicated do aeidvionk 4 Snobilel messhding Walfd, arehcasipl ed to
t he interven'Pg etwork 18 to interoperate where those devices would

ot herwi se ‘HBI!P' YRGS A elgriRICIReESaging S&iXilpl e, where the coupon
server uses TCP/IP and the nobil e nessagi ng device 10 uses a CDVA
nmessagi ng protocol) 10 The coupon server 12 may be a progranmed conputer
whi ch i s dapsystemoffor gistebatingn @naiCoegeersingy dar an€bapongaprading tbi ap dat a

files gontaini coupon data.. The. pr.e- exi st.i fil are preferably stored
cn)a Hi¢ 2 RESETHENEE prpest dpvatiir s abovhdn Haechel srdpasBopcsm cn
pref er abl w mebilglAfesegih AevREPWWhi ¥ Dperable T8 omPMRACatE SHiMES cbopbR 2l SO
capabl e of sending and receiving 15 nobil e coupons using a protocol which

i s conpat PBIVEr ARtand & bransartioni seaerotsoveraneerrmupications @etworkrini ng
conmmuni cations network 18 if provided.

Specifically, the communications network 14 is a GSM SMS capable network,

15  and accordingly, the mobile messaging device 10, is also able to communicate

with the coupon server 12 and the transaction server 16 using the GSM SMS

capable network. It is to be appreciated, however, that although reference will

be made to the communications network 14 as being GSM SMS capable, the

communications network 14 is to be understood not to be so limited. Indeed,

20_ the invention may be deployed using a communications network 14 which is

capable of supporting an alternative electronic messaging scheme (such as,
-CDMA messaging or Wireless Multimedia Messaging) in which case the mobile J

messaging device 10 will aiso be so capable.

| 25 Also illustrated in Figure 1 is an intervening communications network 18. Such
network 18 may be the Internet, a public switched telephone network (PSTN) an
integrated services digital network (ISDN), a network capable of supporting an
electronic messaging service different to that provided by the communications
| network 14, or a combination thereof. It is to be understood, however, that the
30 pr_o_yision of the intervening communications network 18 is optional. Indeed, the
~invention may be deployed without having the intervening communications
network 18. | | |




Figure 1 also includes a transaction server 16 which is preferably a
programmed conputer, which conputer includes sufficient hafddvafsy 208§ 20
software to enable the transaction server 16 to redeem mCoupons received
from a nowolos/emesisagi ng device 10 and, if required, accesg/quoeneststing
files )" } fromthe coupon server 12.¢Fhroughout this specification
reference will be nade to the coupon server 12 25 and the transaction
server 16 as being separate entities. However, It is to be wunderstood that
t he coupon server 12 and the transaction server 16 need not be separate.

I ndeed, in a preferred formof the invention, the coupon server 12 and the

transacti o §§¥/Méfn &6thed bﬂesbﬁt :ﬂvédﬂﬁﬂ' whig pt.héludeé? éﬁfiﬁt'e?véﬂmi hgtﬂ:&’k”ﬁa the

required dual functionality. Is 1l rated in in ole form
of the i nvﬂ?ﬁtmfewemmganetwqﬂim&mab&tol@cm(atefmotdcol Emrgiet$zons(fmté)ﬁampie

f nCo 1 dat a 9 MA
051 oaar11 TEEIR B0 s aviaaed Bt el dlean hstuart 180 808 st i ng
data fig e dedfeshcotddiad ol the frﬂéwéﬁﬁ?"rﬁ’él%ﬂ?el% lﬁllé'rcgyé?'ﬁ%c WH%tré ?Pmscw N

herein be referred to as a "vVouche vVouc may inclu
plurality dwweat\aomidewwgnme r@&d:ihvélbaled ﬂmawmgumrcates(mcexampldaMere em 24.

5 In oper ts particul a dat Itenms 26, 28,
30 and 33'["% %rS}HP{"ﬂ cfu't': ?é%ﬁ{) H'ﬁz’g’é] t'ﬁ@sfﬁﬂ’?g g%t‘&‘*t%ms in
the form @‘DMAﬁngg‘@w fdlocdfpr t he pur poses of this di scu33| on, the
particular data itens WI|| herein be referred to as "coupon data Itens".

10 I'n an exenpl ary form" of the rrCoupon 19, the coupon data '|'tem; I ncl u'('je a
5847280 LS8 o §05er GRLEVALY oottt bl L BB BT
S - generating mCoupons by translatlng pre»exnstmg data files containing coupon
data. The pre-existing files are preferably stored on a database 13 (herein
referred to as the “vWoucher database™) which preferably resides on the coupon
server 12. The coupon server 12 is also capable of sending and receiving
15 mobile coupons using a protocol which is compatible with the communications

network 14 or the intervening communications network 18 if provided.

Figure 1 also includes a transaction server 16 which is preferably a
programmed computer, which computer includes sufficient hardware and
20 software to enable the transaction server 16 to redeemn mCoupons received
from a mobile messaging device 10 and, if required, access pre-existing files

from the coupon server 12.

_ .Throughout this specification reference will be made to the coupon server 12

25 and the transaction server 16 as being sepa'rate entities. However, it is to be

understood that the coupon server 12 and the transaction server 16 need not be

separate. Indeed, in a preferred form of the invention, the coupon server 12

and the transaction server 16 will be a single entity, capable of providing the
required dual functionality.

30 _

' Asis illustra.ted in Figure 2, in one form of the invention, the coupon server 12

{refer to Fig 1) is able to generate a particular type of mCoupon 19 using data




For the purposes of this description, this exenplary formof the nCoupon 19
wll 15 herein be referred to as an "unsi gned nCoupon” 19. Turning now to
Figure 3, a cryptographic signature 34 may be appended to 19eMAﬁn§ﬂ§ned
nmCoupon 1§ o3eeniCr ypt ographi c signature 34 (the "MCSI GNATERR/h237S
preferably generated by the coupon Se!%ﬁf 12 (refer to Fig 20 1). For the
pur poses of this description, an nmCoup 19 having a respective

MCSI GNATURE 34 will be refered to as a "signed mCoupon” 36. In Figure 3
there is illustrated a first preferred nmethod for generating a signed
mCoupon 36denvedatreny date stored Hin tehgré-existing rdstarfiled wiithh akdita dite, #5 the

MCSI GNATU 4 | t.0 be. . ; d.usi h ta it 6, 28,
30 and 32 PHoo%S FithE: SsclpuiFcmilbefh b efBdcl B3 & VaHEbScodpon 36
th ' 3 — ' tri
enery LT on 0 ey ol I’ 2 PURIRy BF iLE SRS L Rt TR Rlyigue €

symmet ri c respectiveidata Kegn 24.t he symmetric key'), the symetric key being
known gnly to the issuer of the mCoupon 19 and the transaction server 16
where the coupon is able to be 1 9 MAY 2006 WD 03/ 044711 PCT/ SGO1/ 00237

- 15- 1 edeqweferaNbnatierenipon servéie SRS Daftidu®yr dRY @ﬁu@?ﬁﬂ&d:ia(gana daily

f
basi s, or on a per-coupon basis, or based on some other policy
accor danc8? figrithe naugher 2@ medt arrarigeshibeqeartiena detreitemisrin tthe Jormagfect |

f g " th . thi i ficati is.to b
e e b oo 5 P R b RS B
or manuf asfiliiere)n be refensd tbabatdupgdnedatiBenon 19 or 36 has been issued. The

encryption of the coupon data itens nay be represented as: 10 Ce = Ek (Cp)
v‘g? rddc is the coupon data itenms before encryption; 15 Ek is the process.
o

encrypin B &ienibiaR, foriy BB fCEGYork 19205 coupon data items include a
coupon identifier {the "COUPONID") 26, an expiry date (the "EXPIRYDATE")
28, a coupon value (the *VALUE") 30 and a currency (the “CURRENCY") 32.
For the purposes of this description, this exemplary form of the mCoupon 19 will

15  herein be referred to as an “unsigned mCoupon” 19.

Turning now to Figure 3, a cryptographic signature 34 may be appended to the
unsigned mCoupon 19. Such cryptographic signature 34 (the
"MCSIGNATURE") is preferably generated by the coupon server 12 (refer to Fig
20 1). For the purposes of this description, an mCoupon 19 having a respective
MCSIGNATURE 34 will be refered to as a “signed mCoupon” 36.

./ o
B /-

1n Figure 3 there is illustrated a first preferred method for generating a signed

- mCoupon 36. In accordance with the first preferred method, an

25 MCSIGNATURE 34 is able to be generated using the coupon data items 26, 28,
~ 30and32.

In the first preferred method of generating a signed mCoupon 36 the coupon

_ data items 26, 28, 30 and 32 are encrypted 37 using a symmetric encryption
30 key algorithm {(such as DES, IDEA or Blowfish) and a symmetric encryption key
{(‘the symmetric key'), the symmetric key being known only to the issuer of the

mCoupon 19 and the transaction server 16 where the coupon is able to be




C. is ciphertext which results fromthe encryption process (herein refered
to as the encrypted nCoupon 38). The encrypted nCoupon 38,1 %r}%\f} ﬁﬁ)rmof
ci'phertext, is then hashed using a 20 one way hash functio ?g ch as
MD5, SHA-wg o3A4BVD-1 60). In this respect, references troTidue1b@s™M "hash”
and its derivatives "hashing" and "hasfied"” are to be understood to be
references to a process which takes a variable I ength input nessage (for
exanpl e, the coupon data itens) and translates it to a fixed length

gﬁ? 5 :tzis 5?%&2?&1@8{ ?Aa\?aer&e?é@ef?%ivb%@é?ﬁ?%%&ﬂ Paneviper St on SN on
i . , Eperer .
may e’ r el ot 8 4 pBReq ity BEFPLF et on SR oS £ SEAbg TR eer Ooccs

PCT/ SGOL/ Q@h3the redairehients oh¢horeupay idswen flunbisi @spest)deference He thesul t of

t he one way hgsh&&g. The result of the hashing S is then converted 41 into
i ts hexadé&mmassyesCihroyghaut thys spgeiisatinnisite e updesstopd Jp edHeRENsR 19 s abl e

to be uyse I 3 . i i . . In
i osr By i Brdattzan A Sldoe °f, reflioh P pirfacfert of \iflodE eRaN e |
nmCoupon 3gmGsuorr1d deds has Ibeenmissueeid protection agai nst deliberate or

acci dental tanpering. 10 The follow ng exanple (Exanple 1) is provided to
assist the reader with the wunderstanding of first preferred nmethod of

generatin ' Lo datEiRiR Bav belepfedepitdifhsan organi zation 0
I SSui ng v%%gﬁgg@ﬁgﬁ%upﬁ V\?‘Ii ch are gbl e pto be redeened at a shop Si1
havi ng a transaction server. Consider the case of one user and one coupon.

C{)Lgar}iozati on chgr}:er(%t)es a vVoucher vC which is
-3 e = Bk p
|

where

C, is the coupon data items before encryption;
15 E, is the process of encrypting C, with a symmetric key k; and
C. is ciphertext which results from the encryption process {herein refered

to as the encrypted mCoupon 38).

The encrypted mCoupon 38, in the form of ciphertext, is then hashed using a

20 one way hash function 39 (such as MD5, SHA-1, RIPEMD-160). In this respect,

references to the term “hash” and its derivatives "hashing” and "hashed” are io

) 'be understood to be references to a process which takes a variable length input

message (for example, the coupon data items) and translates it to a fixed length

output. Furthermore, reference to the term “hashing function” throughout this

25 specification is to be understood to be reference to a function which performs
hashing {for example, MD5, SHA-1, RIPEMD-160). o

This process may be represented as:
30 - S=H(C)

where




as follows: 20 BEG N WOUCHER COUPONI D: 102030405060708090A0 | SSUER: Muncho
Noodl es I nc | SSUEDATE: 10102001101010 EXPI RY DATE: 101120G10L04410Q0@5 USE:
SINGLE VALUE: 5 CURRENCY: USD MERCHANTS: XYZ Eating House BEAMED: O 30
S| GNATURRyq o5 YYOUCHER 1 9 MAY 2006 WO 03/ 044711 PCT/ $E9lddd@a@é7 - 17- The
vVoucher w II be converted to an nCoupg& C having the follow ng format:
102030405060708090A0 1011200110101010 5°USD 5 The issuer 0 generates a
symmetric key k which he uses to sign the mCoupon C. For the purposes of
this exanple, say the issuer 0 also agrees to use Triple-DES (DES3) as the
symet ri ¢ encr yhpis the calegway hbash funoions®dhs t he hash al gorithm The issuer
0 generates th | GNATU 34for on Casfollows 10 Ce = DES3 (C,
K) V\hereKisesl\ﬁ/gﬁ JasHit o %?LH) issuer 0, and Ce is the

ci phertext; H=NMD5 (Oe) 15 I\/CSI GNATURE Bi nToHex (H) where Bi nToHex
represents the conversion of the hash value H frombinary to hexadeci nal
form The resutt of the hashing S is then converted 41 into its hexadecimal ASCII text

5  representation, which representation is abie to be used as the MCSIGNATURE
34 for use with the signed mCoupon 36. In this form of the invention it will thus
be recognised that the signed mCoupon 36 is provided with improved protection

“against deliberate or accidental tampering.

K m} 10 The following example (Example 1) is provided to assist the reader with the
understanding of first preferred method of generating a signed mCoupon 36.

e

Examgie 1:

15  Consider an organization O issuing vWouchers and mCoupons which are able
to be redeemed at a shop S1 having a transaction server. Consider the case of

one user and one coupon. Organization O generates a vWoucher vC which is

as follows:

20 BEGIN VVOUCHER
| COUPONID: 102030405060708090A0
ISSUER: Muncho Noodles Inc
ISSUEDATE: 10102001101010
~ EXPIRY DATE: 10112001101010
25 USE: SINGLE
T VALUE: 5
CURRENCY: USD
MERCHANTS: XYZ Eating House
BEAMED: 0 |
30 " SIGNATURE:
 ENDVVOUCHER




Let {MCSI GNATURE} represent the actual hexadeci mal signature obtained 20
fromthe above sequence of operations. Thus, the final signed mogﬂ@.
will have the following format: 102030405060708090A0 1001120?) 1 1 uUshD
{ MCSI GNARMRR 04481 VWhen a custoner desires a coupon, he i $calicgibrssend a
request nessage to a pre-arranged phqnﬁ_nunber, which in turn responds by
sending CS as a nessage back to the user. In Figure 4 there is illustrated
a second preferred nethod for generating a 30 signed nCoupon 36. In
accordance with the second preferred nethod, an MCSI GNATURE 34 is

gener at ed ddervyoscheiowiithe conyenedte antmeoupen G havipg thefollowingformaked in
vVoucher 20 are encrypted 37 using a symretric encryption 1 MAY 2006 WO
03/ 044711 PCT/ SGO /00237 -18- key algorithm (such as DES, |DEA or Bl owfish)
to provide an eng203049%060MBGBITAO 4901 T20013070B010 c5kaysps known only to
the issuer of the nmCoupon 19 and the transaction server 16 where the
coupon is able to be redeened. Advantageously, the symmetric key may be

tner pol 1 1ge el btttz Simiict® Rey FHERE RIS prliof B TGl
encrypt i onCof Fohehe pupsisedadBtHiBexBmplepsss il aduas:O difb Gyreesto (g where
Cp is the vVoucher data itens before encryption; 15 Ek is the £rocess of

encrypt i nglleRES (RESAet the syaymetricaenengtians atgoptfan: aérd W2 es Bul ts
fromthe q{}fsrhyﬁbb@tﬂrrgr %ESQSI%% S;'e'ﬂ FRESY MéQWATBﬁEe%WPH@o cher
ed" vVoucher P IR

40). The encryp en able to be hashed using a one way
hash 20 f@astfollowsuch as MDS_ The hashi ng process may be represented as:

£y 10 |
) C. = DES3 ( C, K ) where K is the symmetric key chosen by issuer O,
and C. is the ciphertext;
H=MD5 (C¢):
15

MCSIGNATURE = BinToHex (H) where BinToHex represents the

conversion of the hash value H from binary to hexadecimal form.

Let {MCSIGNATURE} represent the actual hexadecimal signature obtained
20 from the above sequence of operations. Thus, the final signed mCoupon Cs will

have the following format:

102030405060708090A0 100112001101010 & USD {MCSIGNATURE}

25  When a customer desires a coupon, he is able to send a request message to a
pre-arranged phone number, which in turn responds by sending Cs as a

message back to the user.

In Figure 4 there is illustrated a second preferred method for generating a
30 - signed mCoupon 36. In accordance with the second preferred method, an
'MCSIGNATURE 34 is generated using a vWoucher 20. Here, the data items

22, 24 contained in vVoucher 20 are encrypted 37 using a symmetric encryption




S=H(Ce) 25 where His the one way hash function; and Sis the_ result of the
one way hashing. 30 The result of the hashing Sis then convel SediA¥12006t o
its hexadeciml ASCI| text representation, which representation is$ able to
be used 3g ?%4N§SI GNATURE 34 for use with the signed rpceieaneds: 1 9 MAY
2006 WD 03/044711 PCT/ SGD /00237 In F{' gure 5 there is illustrated a third
preferred nethod for generating a si g“nead nCoupon 36 which is substantially
simlar to the second preferred nethod as described above, with the
exception that the MCSI GNATURE 34 is preferabl 5 stored in the vVoucher
dat abase k8yralgodihmy (snchhas cBborDESY @érBJQMISg-h\i@ nBrayéde: [@np @pcrypied

i, ng. ] Co 1 i 36,
Phe T ot T oWV RUCREAD o i Syt B v R b Pesir G REFHCBRRYBC T g
di stri but hgnyiithé SARERENSH sefvlelﬁﬁﬁnﬁﬁéwéomeléoup%ﬁr i Bblehics beaedeemed10

turning to Figure 6 there is illustrated a representation of the
oper at i onAtivastageeusly, ther syramedia keygmiay becobargedion adaily basis, ehensaged

t hat user having,a nobile nessagi ng deyice 10 wil | uest an
Coupch. 186 BRIRD Has e ool BASE, Jhrsbins SHie opolky" i pckpragice Y RIS
request, jdhuirBendmié BF e i35u&fSM SMS nessage, to a pre-arranged phone nunber.
Preferably, the pre-arranged nunber will be associated with a service 42

(such as a billboard service) which is preferably able to be accessed via

communt calteRecRaDa o MRECaddor i ey (e forartntll AT batest (o the 20

coupon server 12_ In response to receiving the request, the coupon server

12, transmts a GSM SM5S nessage containing the nCoupon 19 or 36 back to the
@s¢r 19 nobi | e Gesdadlnl device 10. Followi ng the recei pt of the mCoupon by
t he nobil e messagi ng device 10 the )

~ where

- Cp Is the vWoucher data items before encryption;
15 E, is the process of encrypting C, with a symmetric key k; and
C. is ciphertext which results from the encryption process (herein refered

to as the encrypted vVoucher 40).

The encrypted vWoucher 40 is then able to be hashed using a one way hash

20 function such as MD5.

The hashing process may be represented as:

A

| S = H (Co)
whéfe
' H is the one way hash function; and
| S is the result of the one way hashing.

30 . The result of the hashing S is then converted 41 into its hexadecimal ASCH text
. representation, which representation is able to be used as the MCSIGNATURE

_34 for use with the signed mCoupon 36.




25 mCoupon 19 or 36 may be stored on the nobile nessaging device 10 until

such tine as a user W shes to redeemit, or transfer it to anot‘gr?r t?r{]m@
nmessaging device. In this respect, it is to be understood that althou

referenceyhgsypggn nade to storing a single mCoupon 19pp4/s30w0obie nDblle
nmessagi ng device 10 may be able to store nore than one. In such a case, a
user may be able to 30 select a partlé I"ar mCoupon 19 or 36 for redenption
froma plurality of nCoupons 19 or 36 stored on the nobile nmessagi ng
device 10. 1 9 MAY 2006 WO 03/043711 PCT/ SG01100237 -20- In order to
redeem a nCoupon 19 or 36 , a user utilises the nobile nessaging device 10

cwi v, 0 Bl B 8% RiBRAed 2 o Paletull Rl kB GRRPEAg € sidped'® "
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19 or 36 to transacti on server According to the present 1nvention, in

response de;scm@edmbm@ t\hhttl tlneww@pthm that the MGSI@NM&JRE idnissprefenabls nay or
rthernore, the

may n ri | or
ranodtt: ShradipylE IRURAS dbbdee s IeSoRaRNIRE cBtiefh s2Nasitor apni o

I nformati on, fromthe nessage containing the nmCoupon 19 or 36. Such 10
denographi c i nformati on may i nclude, the source from where the nCoupon 19

or 36 vvasHa‘é@@ﬂﬁé@ib%thﬂjémﬁﬁﬁ,ﬁaﬁmmnﬁ@m@(ﬂﬂ uhsgus@m@omm e, ﬁEQsagl ng
whi ch

the moocdietRRn 87 loudn TRl FaB AR fomi R 36 miskPehieie Rirat  on
extract edaénmatm f@ﬁstﬁbﬁﬁc&ﬂ@n@@éﬂ@‘hﬁ!rcﬂgof BA m@amm@%er [B&hissredplett,t 0 be
15 used for marketjng purposes e user may also utilise the npbile

redsdgi nduming de Figuie § fherer is iusdratadosy serresentation nelr thibianesaiendagi ng
devi ce bgegg&y@fyrg%q&&qmg%}ﬁﬂ% Sﬁqgaggl ng the nCoupon to another nobile
st preyg

nmessagi ng devi ce ATl rred nethod for verifying the
authenticity of an nCoupon 19 or 36 is

it is envisaged that a user having a mobile messaging device 10 will be able to
request an mCoupon 18, 36 from a coupon server 12 (refer to Fig 1), by
15  sending a request, in the form of an GSM SMS message, to a pre-arranged
phone number. Preferably, the pre-arranged number will be associated with a
service 42 (such as a billboard service) which is preferably abie to be accessed
via the communications network 14 (refer to Fig 1) or intervenihg
communications network 18 and able to communicate the request to the
20  coupon server 12. In response to receiving the request, the coupon server 12
transmits a GSM SMS message containing the mCoupon 19 or 36 back to the

e

}o user's mobile messaging device 10.

_ Following the receipt of the mCoupon by the mobile messaging device 10 the
25  mCoupon 19 or 36 may be stored on the mobile ﬁwessaging device 10 until such

.. time as a user wishes to redeem it, or transfer it to another mobile messaging

.. device. In this respect, it is to be understood that although reference has been
made to storing a single mCoupon 19 or 36, the mobile messaging device 10

may be able to store more than one. In such a case, a user may be able to

- 30  select a particular mCoupon 19 or 36 for redemption from a piurality of

| mCoupons 19 or 36 stored on the mobile messaging device 10.




illustrated in Figure 7. It is envisaged that in the first preferred nethod
for verifying the authenticity of an mCoupon 19 or 36, parti cdlhriiat2808
items fromthe nmCoupon 19 or 36 will be tested to enabl e an assessnent of

the val i diyhys@fs7f1he 25 nCoupon 19 or 36. Specifically, ghigsdstdRYDATE 28
wi || initialfy be compared with the cugtﬁent date and tinme (that is, the
date and tine at which the nCoupon 1976 "36 was received by the
transaction server 16) to determ ne whet her the nCoupon 19 or 30 36 has
expired. If the nCoupon has not expired then the COUPONID 24 is extracted
from t he niScrrgentd tedeend@. mToapon 48386 oa user ublisek6the meobileetnessagimg t he

PCTI SG01 | A D30 RKEE] BrreTpiglEmenubss <o Ro i amiged pbone
t tiQpi | Y. .32 f
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itens in tdoenmibicatiens BBrvidenwhichhie ablend cohahubibater hepssedted r@oapohens

have a_di fferent value to those obt gi\'éne fromthe mCoupon 19 or 36, the
mCoupoR 19%PT 36 1% 3 Hasacionseavehie. Meefrding lp the perRebidavention, in

Al t ti inf 4l ' ; 19
o 56 Yesplnsel ol R FTBUDEN A d A°36 IE nifsaic ks f6 by Gion

i |1 ust r at esayanpt eksfyr e aatheaticifyoof Her iniGoupon HE auBBenFurdheynarke, dhei gned
mCoupon 36 havi,ng an MCSI TURE 34 i ch, has,.been nerated in ccor dance
W h the FRPSRCSf SeVer T NBY ofXEiie IOTRGIan, MESRGdT AEmSRrane

descri bedjggimatrin ﬂfémp“gesttﬁ@ésab@ E:&'ltﬁirﬁ'f?é had Hﬂﬁ)d}%ﬁ' @A USs. 34shiéh

extracted fromtheé signe nCoupon 36. The signed mCoupon 36 is then

st i pidbd demppeapVisinemTaIRE MRy induge.dhedouiee g whete theomSawpos, 19he X
unsignedgp\g)él | t-ed. W ' r B:@gt | using th
symetric enc%t%%ﬁivagl gﬁﬁ%’rﬁ%@%g\&t}a&fégﬁ'béy?i%%:s rlng)gﬁ% . ééﬁ\%‘g‘%‘"@% ue for
this encrffot esanpleon use2d mbkile phbaet nuimbecplaad! thieedimésiat gwhivty laehi ng
function r?‘l&%%lpynqub%rtgg \Ilvesag ur%E:éived- ldeally, the demographic information
extracted from the message containing the mCoupon 19 or 36 is able to be

15  used for marketing purposes.

The user may also utilise the mobile messaging device 10 to transfer the
mCoupon to another mobile messaging device by forwarding the message

containing the mCoupon to another mobile messaging device.

20

A first preferred method for verifying the authenticity of an mCoupon 19 or 36 is
lustrated in Figure 7. It is envisaged that in the first preferred method for
E verifying the authenticity of an mCoupon 19 or 36, particular data items from the
mCoupon 19 or 36 will be tested to enable an assessment of the validity of the

25 mCoupon 19 or 36.

M‘J

Specifically, the EXPIRYDATE 28 will initially be compared with the current date

| _- and time (that is, the date and time at which the mCoupon 19 or 36 was

received by the transaction server 16) to determine whether the mCoupon 19 or

30 36 has expired. if the mCoupon has not expired then the COUPONID 24 is

 extracted from the mCoupon 19 or 36. The transaction server 16 then retrieves
the vWoucher 20 having the same COUPONID 24. | |




The hash val ue may then be converted into an equival ent hexadeci nmal

representati on for conparison with the MCSI GNATURE 34 extrac
nCoupon’ 19. on ‘the basis of the conparison, the extract eE%dN&Y%@EURE

34 is theyy t he hexadeci mal representation then t 'Im %% is valid
25 and thus may e able to be redeerred% The foll ow ng exanple ? anpl e 2)

I's provided to assist the reader with 1h under st andi ng of the preferred

met hod for verifying the authenticity of an mCoupon havi ng an MCSI GNATURE
34 which has been generated in 30 accordance with the first preferred

met hod of generating an MCSI GNATURE 34. 9 9 MAY 2Q06. WD 03/ 044711

oot 1SS e Yo Rz B Fotflev el SHE TrliBtnbn et 16, § ol q*l:@aiem o
coupon. Tfmctr@eﬂmaovmmmegcaﬂﬁﬁcmﬂcwsgcrrorﬁ thBemeof Ncgsg\ﬁﬂ faf or
TURE 34 m ght be

verifying the authenticity of an nmCoupon havi ng an

as foll om@mpﬂﬁ@%eﬁatwitﬁm&/mlﬂdmerf%pﬁcldlﬂodﬂfad}sm&mtthe Weueber 20. dhop S1
[ ACLS,,MCS| GNATURE 34

th h Th h

From niouis BEER bR T8 oala famd FRvB SEBTErort el i R ORIAAY 1 f g,
resul ti ngfromh thnmossbened ﬁifwnﬁa rﬁtou 49 &%@%nm%hd SarAhUSRikbia th K
using Triple-DES to give C' o] eratlon is indicated as follows:

Ce' =DES3( @ bryredeemed. @ltema:ﬂlweh/s hfetbe tadtenns Bave theramet wlue themdhe i s:
mCoupon 19 or 36 is considered to be valid and thus redeemable.

,;~> 10  Figure 8 illustrates a preferred method for verifying the authenticity of a signed -
) mCoupon 36 having an MCSIGNATURE 34 which has been generated in
accordance with the first preferred method of generating an MCSIGNATURE 34

as described earlier.

15  Pursuant to this method the MCSIGNATURE 34 is extracted from the signed
mCoupon 36. The signed mCoupon 36 is then stripped of the MCSIGNATURE

34 to provide an unsigned mCoupon 19. The unsigned mCoupon 19 is
encrypted with the issuer's symmetric key using the symmetric encryption
algorithm specified by the issuer. The hash value for this encrypted coupon is

20  then able to be calculated using the hashing function specified by the issuer.
The hash value may then be converted into an equivalent hexadecimal
) representation for comparison with the MCSIGNATURE 34 extracted from the
mCoupon 19. If, on the basis of the comparison, the extracted MCSIGNATURE

34 is the same as the hexadecimal representation then the mCoupon is valid

25 and thus may be able to be redeemed.

The foliowing example (Example 2) is provided to assist the reader with the
understanding of the preferred method for verifying the authenticity of an
| mCoupon having an MCSIGNATURE 34 which has been generated in
30 accordance with the first preferred method of generating an MCSIGNATURE




H=MXS (Ce') 25 6. Hi s converted to its hexadeci mal representation, that
is: SIG= BinToHex (H) 7. SIGis conpared wi th MCSI GNATURE 345. In this
case, they are 30 identical, and the user's coupon is valid. | %%AWS.
2006 WO 03/.0447 PCT/ SGO1100237 -23- Assum ng now that the user tanpers
with the @lgﬁg@%&ﬁ nstead of a currency value of 5 USD, Fﬁygﬁglé‘ﬁﬁc?hanges
his coupon to 20 USD. In this case, st&p-(7) of the above procedure will
fail and the coupon will be rejected. The sane is true if the user tanpers
with any field in the mCoupon. 5 Figure 9 illustrates a preferred nethod
for verifyEggmpleep:aut henticity of a signed nCoupon 36 having an

MCSI GNATU Ich has been generated in accordance with the second
preferred nmethod of generating an MCSI GNATURE 34 as described earlier. In

t hi fefred net the.t, 10 COUPONID 24 i tracted f he si gned
e oo AL R b ne SRR MR B ol 5 eSS
to be retrgopsad SHRSY S redoEHIRE EolRrRDTAS rége%'ﬁggh%vgeesé Q@cdr@?n? gval of

§
t he vVoucher 20, the vVoucher 20 is encrypte Issuer’'s Symetric
key usPng théerelemest methodefor yerifyiog the guthentivity pefcahi nGCobipor Hevings @er . The

hash val ug. pt.e 5 v cher 20 is then cal cul ated using the
hashi ng f§N§$F§ﬂﬂibgg$$¥éwgg§%?ﬁéxgk@Quer. If, on the basis of the
conmparison, the extracted MCSIGNATURE 34 is the same as the hexadeci nal
representation then_the signed nCoupon 36 is valid and thus may be able to

“be redeened. 28- TheTheluseRi W doexarepihis mSeuanre 3)to thepsenerad shopadi st t he
reader with the un i . ferred nmethod for verifying the

authenticity of an gﬁé@é@“&'ﬂ%{%‘%ﬁ%@oﬁﬁw ng an MCSI GNATURE 34 whi ch has
tie_én igenerated in accordance with the second preferred nethod of generati ng

an :
2. The shop S1 extracts MCSIGNATURE 34 from mCoupon Cg; )
3. The coupon C; is stripped of its MCSIGNATURE 34 field, resulting
in an unsigned mCoupon C';
15
4. Coupon C’ is encrypted with K using Triple-DES to give C,". This
operation is indicated as follows:
Co=DES3(C,K)
20
S ' 5. Ce’ is hashed using MD 5 to generate H', that is:
» | , \
H =MD5 (Ce’)
25 - 6.  His converted to its hexadecimal representation, that is:

SIG = BinToHex (H')

.7_. - SIG is compared with MCSIGNATURE 34. in this case, they are

30 “identical, and the user’s coupon is valid.




MCSI GNATURE 34. 25 Exanple 3: Assune the user m ght have cracked the

I ssuer's symmetric key. If this is done, then the user can g@r‘gargum e 28my
nunber of "valid" nCoupons which will 30 appear to be valid if not cross
checked aggi e contents of the original vVoucher ob d fromthe
vVoucher %@%;43913 (which is typical Ig read-only 1 9 I\}t’A&/%‘%’?ﬁ?V\D

03/ 044711 PCT/ SQ01/ 00237 -24- to the wéfrd Ve al so assunme that the issuer

does not want to distribute his synnetrlc key to the coupon redenption
outlets. An exanple scenario is detailed below 5 Consider organization O

I ssui ng a AssumingrnovC thit the oser thmpeed adtheitle adoupshopihstiadaofl aS2urrelioy
I%E N VOUCHER 10 CQUPONI D: 30405060701020304050

Voucher vC f
| SSUER. %vé&%aﬁg&yﬁﬂauﬁ@ usgrichangessiysrponpon 19 29901 olnothés caseristep GATE:

LOLL20013030 ok S MUY Ay AR iR TR e

R pMeOF f Sal es
The i ssuertnagif Hesuser tagtpets aithiasly fiakl ithe sp@mmsan.c encryption al gorithm
W th ymretric key K, and R PEMD160 as his hash function. The issuer

procee
Figure 9 illustrates a preferred method for verifying the authenticity of a signed

mCoupon 36 having an MCSIGNATURE 34 which has been generated in
accordance with the second preferred method of generating an
MCSIGNATURE 34 as described earlier. In this preferred method, the
COUPONID 24 is extracted from the signed mCoupon 36. The vVoucher 20
corresponding to the COUPONID 24 is then able to be retrieved from the
vWoucher database 13. Following the retrieval of the vVoucher 20, the
voucher 20 is encrypted with the issuer's symmetric key using the symmetric
encryption algorithm specified by the issuer. The hash value for the encrypted

15 vVoucher 20 is then caiculated using the hashing functicn specified by the
issuer. W, on the basis of the comparison, the extracted MCSIGNATURE 34 is

v I_/- = '\&
H hm‘)

Y

<

the same as the hexadecimal representation then the signed mCoupon 36 is

valid and thus may be able to be redeemed.

20 The following example (Example 3) is provided to assist the reader with the
understanding of the preferred method for verifying the authenticity of an signed
mCoupon 36 having an MCSIGNATURE 34 which has been generated in

-accordance with the second preferred method of generating an

MCSIGNATURE 34.

e

S

25
| Example 3:

Assume the user might have cracked the issuer's symmetric key. If this is
done, then the user can generate any number of "valid” mCoupons which will

30 appear to be valid if not cross checked against the contents of the original
~ vVoucher obtained from the vWoucher database 13 (which is typicaity read-only. -




as follows 25 1. The entire vVoucher vCis encrypted with K using Bl owfish,
vCe = Blowfish ( vC, K) 30 2. vCe is hashed using Rl PEMD 160 '%7:
ri pemd160 ( vCe Fd'F=<s V 2 t 6 L~Oc WD 03/ 044711 PCT/ SG01/ 00337 MAK-2088 H

i s conver exadeci mal . This becomes the MCSI GNATURE, 34 which wi ||
later be g@%@nﬁ'@ to the mCoupon 5 MBI GNATURE = Bi nToHex! (V¥¥Y/OR43&) GnATURE
34 and Vc are entered into the vVouche?d dat abase 13 nmmintained by the

i ssuer, along with a USED field indicating whether the vVoucher has been
used. Initially, the USED field is set 10 to FALSE; ) 4. vVoucher vCis

convert ed iohiheUwond). idke hlsbagsGaiendiat the WBLENIVES Inot IRARAD Bstribld Rws af ter
MCSI GNATURE 34 i s appended: 15 30405060701020304050 1011200110101010 100

USD { MCSI GRYRTDRIAIC key to the sodren rademptiendetson demand. Fi gure 10
illustrates a preferred method for verifying the authenticity of an 20
si gned nCoupon 36 havi ng an MCSI GNATURE 34 whi ch has been generated in

accor danceAmexamblesscehifid ivdaiapsd Bdioget hod of generati ng an MCSI GNATURE 34
as described earlier. Inthis preferred nethod, the COUPONID 24 is

extracPed fromthe si gned nmCoupon 36. The vVoucher 20 corresponding to the
COUPONI D j J .efrjeved fromth Voucher dat abase, 13 25
Fol | owi ngwgmr%{}r?@g@%ﬁ%é q?ﬁgs"{}%t?c Kupcher \freﬁew I%%R@C%E%‘?étaﬁe

vVoucher 2Rops Sdkimi $&dThe aWoubremMD itchiefolidls:- The MCSI GNATURE 34

BEGIN VOUCHER
£y 10 COUPONID: 30405060701020304050
ISSUER: WhizBang Computers Ltd
ISSUEDATE: 10102001101010
EXPIRY DATE: 10112001101010
USE: SINGLE
15 VALUE: 100
~ CURRENCY: SGD
MERCHANTS: RipMeOIff Sales and Marketing outlets
BEAMED: 0
. SIGNATURE:
20 END VWOUCHER

ey

-

The issuer agrees to use Blowfish as his symmetric encryption algorithm with
symmetric key K, and RIPEMD160 as his hash function. The issuer proceeds

_ _ as follows
25
1. The entire vWoucher vC is encrypted with K using Blowfish;
vCe = Blowfish ( vC, K)
30 2. vC.is hashed using RIPEMD 160

H=-ripemd160 (vC. )




obtained fromthe vVoucher 20 is then conpared to the MCSI GNATURE 34
obtained fromthe signed nCoupon 36. If, on the basis of the gﬁ;cmparls n,
the MCSI GNATURE 34 obtained fromthe vVoucher is the sanme as!thelgolls
MCSI GNAT tained fromthe signed nCoupon 36 then S
valid ang@t%ﬁglg“?rﬂ be able to be redeenmed. 9 MAY 2006 V%%Ogﬂ%?l
PCT/ S&1/ 00237 26 The followi ng exanpfe (Exanple 4) is provided to assi st
the reader with the understanding of the preferred nethod for verifying
the authenticity of a signed nCoupon 36 having an MCSI GNATURE 34 whi ch has
been generated in accordance with the third preferred nethod of generating
an MCSI GNATURE 5 34 Exanple 4: Assune a user is a determ ned hacker who
has cracked Bhe ||§sam0nyel§qdrﬁeﬂleo(ademmalo Thisy bedamas rthe WMICSOENATAIRE ng t he
key, he is able t ﬁ@ a " bogus” é)(&%@ ose value is 500 USD i nstead
of 100 USD. Usi ng?‘h 'R%f’ PrRded IGHhePHPYPARd si gns his coupon Cb,
which is presented to the store for redenption. Also assune that the store
does not have access to the issuer's symetric key. 15 The store validates
t he cobpon as foll oMSIGNATURE cOBIPNHEXT { Il is extracted from the mCoupon
Cb and is used to identify the original vVoucher vC fromwhich the Cb was
supposed 20 to have been generated; 2. The store fetches the signature
MCS| GNATURE 34 cICSRPNATURE B2 aﬁvaf;rsﬁmér#?@reusmaﬁfhévv&(%eda@@é@ase 13;
and 25 3. The signature retrieved fromthe issuer 1s conpared wth the
signature presentlddmanteinedubyrthesissoer,t dlengsweith hasUBEDy dieid mdicalingoon, t he

signatures wll ol yiBYER ARGhECHSOEREN Ustd" GhitiShy Ghe USED field is set

1 10 to FALSE;
)

4 vWoucher vC is converted the usual way into mCoupon C, which will
appear as follows after MCSIGNATURE 34 is appended:

16 30405060701020304050 1011200110101010 100 USD {MCSIGNATURE)
5. C is sent 1o the user on demand.

Figure 10 illustrates a preferred method for verifying the authenticity of an
20  signed mCoupon 36 having an MCSIGNATURE 34 which has been generated
‘ } in accordance with the third preferred method of generating an MCSIGNATURE
) 34 as described earlier. In this preferred method, the COUPONID 24 is
o e_xtracted from the signed mCoupon 36. The vWoucher 20 corresponding to the
COUPONID 24 is then able to be retrieved from the vVoucher database 13.
25 '_F'ollowing the retrieval éf the vWoucher 20, the MCSIGNATURE 34 of the
 vWoucher 20 is obtained from the wWoucher 20. The MCSIGNATURE 34
| obtained from the vVoucher 20 is then compared to the MCSIGNATURE 34
obtained from the signed mCoupon 36. if, on the basis of the comparison, the
- MCSIGNATURE 34 obtained from the vVoucher is the same as the
30 MCSIGNATURE 34 obtained from the signed mCoupon 36 then the coupon is is

_ :vahd and thus may be able to be redeemed.




A second user who gets a legitimte coupon (C, derived fromv(C) who does
not 30 have enough resources to crack the issuers symretric @’W%ﬁﬁy
the following with a single use coupon: 19 MAY 2000 WO 03/044711 . '
PCT/ SG01/ a1 Redeens the valid nmCoupon C at store S1; and 2. Try
to redeem'thé same nCoupon C at store S2. 5 To protect a§aimetV¥ath
attacks, each store needs to performtié-following actions: 1. For each
nCoupon C received by the store, the COUPONID field is wused to identify

t he correspondi ng vVoucher vC, 10 2. The USED field for vCis checked on
the i ssuer Thevidiowiny egahpleaanisie 549ﬁ§3i’rbvi§ed't A8t UREDy %F%tr?rt]ngéLSE’

b e
then the coupon has not yet been 15 'redeened. The store H?Ifdorms t

i ssuer' s dipe¥Etanding of Hiecpreferredumethas foneedfing thes buthenticiyCof a SiguEd and
accepts th N 2@S id: . : USED field is TRUE, fhen the
coupon hastnai r&dy%e%“ﬁéeag? “ﬁggié}%ﬁj@:{]gﬂe b has; h@%ﬁligfan?{qﬂi i thus
be recogni aecbriiiate With PEAnROtpréfanen! methodl OF heferafing X MEAINATBRE] for
di Stfl%;tln and redeem ng el ectronic couponswhich Ts able to utilise

exi sti ePdctronic messagi ng framewor ks, thus rendering the present

i nvention 25 usable on nost existing nobile and other simlar nessaging
enabl ed devices and therefore requiring no additional hardware or software
i nvest mentg leet: user. Furthernore the present invention also
beneficially provides an automated nethod for collecting denographic
information. 30 Finally, it will be understood that there may be other
variat| onsasaiithe Hloel is-# bbRAirdd Adikef WD Y BHIcRES HEREPE L, AFhENE ¢ Mot
£y 10  key. As a result of cracking the key, he is able to generate a “bogus” coupon

whose value is 500 USD instead of 100 USD. Using his cracked key, he )

encrypts and signs his coupon C,, which is presented to the store for

L,

redemption. Also assume that the store does not have access to the issuers
symmetric key.
15

The store validates the coupon as follows:

1. The COUPONID filed is extracted from the mCoupon C, and is used
to identify the original vWoucher vC from which the Cy, was supposed

20 . to have been generated;

PR
N

2. The siore fetches the signature MCSIGNATURE 34 comesponding {o )

vC from the issuer's vWoucher 'database 13; and

25 3. The signature retrieved from the issuer is compared with the
' signature presented by the user. Since the user has forged the

coupon, the signatures will not match and the coupon is rejected.

A second user who gets a legitimate coupon (C, derived from vC) who does not
30 have enough resources to crack the issuer's symmetric key may try the
following with a single use coupon: | ' |




scope of the present invention. PC/SQJ /00237 Received $ 19 MAY 2006 28
Clainmse 1. A method for distributing and redeenm ng tanper resi§t@angay 2008

el ectronic coupons using an el ectroni c nmessagi ng service, the nethod

i ncl udi ngyuthgneStePS of : generating a tanper resistant echel%éoq)aj)%7coupon
usi ng a coupon server, the electronic coupon containing coupon data itens;
establ i shing a communi cations |ink betden the coupon server and a nmobile
nmessagi ng device, the nobil e nessagi ng device being capable of sending and
receiving tanper resistant el ectronic coupons using the electronic
messagi ng serwi ce;Rédemmsritetvaid mlsugoanD et stope ISt ant el ectronic coupon to
the nobile nessaging device using the el ectronic nessagi ng service; the
nobi | e nessagi ng device receiving and storing the tanmper resistant

el ectroni ¢ ceupon; Ishen C ni.catipns |i.nk between the nobile
nmessagi ng dggice1£§§5ggkfgﬂbggéﬁgﬂ%ggﬁggP; ?ﬁ%oﬁﬁggre nmessagi ng devi ce
transmtting the tanper resistant electronic coupon to the transaction
server usinhg the electronic nmessaging service; the transaction server
recei vithg [heretesh@gainst sich mttasks ceaetnistorec aepds to aprifome the daliewingon
server redegephng the tanper resistant electronic coupon. 2. A method
according to.claim1 wherein the tanper resistant electronic coupon
contains a cryptographic signature data item wherein the coupon

1. For each mCoupon C received by the store, the COUPONID field is

used to identify the corresponding vWoucher vC:

“
R

10

{;.‘n i,
{

2. The USED field for vC is checked on the issuer's vVoucher database

13 server;

3. if the USED field is FALSE, then the coupon has not yet been
15 redeemed. The store informs the issuer's database 13 system to
update the USED field for vC to TRUE and accepts the coupon as

valid; and

4. if the USED fieid is TRUE, then the coupon has already been used,

20 and is rejected as invalid.

} ' It will thus be recognised that the present invention provides a system and
‘method for distributing and redeeming electronic coupons which is able to utilise
existing electronic messaging frameworks, thus rendering the present invention

25 ‘usable on most existing mobile and other similar messaging enabled devices

: and therefore requiring no additional hardware or software investment by the
user. Furthermore the present invention also beneficially provides an

automated method for collecting demographic information.

- 30 Finally, it will be ~understood that there may be other variations and
modifications to the configurations described herein that are also within the

scope of the present invention. -




data. itenms include:.identification data, which is represent atl_ 0237
uni q'ue' identifier for identifying-the coupon; AVENDED SHEET i‘ggé%@oal/o

" PCT/ SQU1/ 00237 Received 20 June 2603 9 MAY 2006 29 expi r}{eﬂﬁ‘f’_ ?@el, 2003
which is representative of the date up until ~which the coupon is able to
be redeemed; value data, which is representative of the val uef 9f MANENG
-coupon; and currency data, which is representative of a unit of neasure
‘associated with the value data. 3. Aggethod according to claim 2 .
conpri si ngQldimsst eps of : deriving the coupon data items froma subset o
«data itenms contained in a preexisting conputer readable file stored on a
dat abase; each coupon data item having a respective data itemin the pre-

i sti [ ' . i el tored, h coupon data
tem ber ng substaney R ok dsblint 418 Beefuted inPolexident SegoRRal t hey
are deri vedodpans uging Aanreleutdnis aisdhgiigt serdical e Hﬁ%‘ﬁé‘ﬂ"@b&aﬁs ttﬁgﬁgr

: . . . t hod
resistant glectronic coupon contains a signature : :
accor di ng %ﬁpﬁp im4 wherein the signature data itemis created using a

i ; i ' i "the steps of.
signature data S aéltgﬂ.‘p%ro the.process including t _
engrypti ng the %%’?g%n géa} a errrs'%g"gs?%rg Sﬁ"gﬁﬂﬁi@t P?'ép%&fsﬂﬂl ﬁOUiBP'g?irltmqm to
provi de a $arven, the eleetrosictcoupbaroaintaiting coupor tiiLitanss yption al g

trig noashing the first ciphertext using a one way hashing
19 3ﬁ§t ?oﬁ?/n?ﬁe %géﬁ?éh@gpg c‘f\?F’gPH@'f’ﬁ“Cfﬂsr link belwesendhe spuppgsereranda a i tem

mobile messaging device, the mobile messaging device being capable of
sending . énd receiving tamper resistant electronic coupons using the
electronic messaging service;
transmitting the tamper resistant electronic coupon to the mobile
messaging device using the electronic messaging service;
the mobile messaging deviqe receiving and storing the tamper
resistant electronic coupon;
establishing a communications link between the mobile messaging
device and a transaction server: '
the mobile messaging device tfransmitting the tamper resistant
electronic coupon to the transaction server using the electronic messaging
service,
the fransaction server receiving the tamper resistant electronic
coupon; and |
~ the transaction server redeeming the tamper resistant electronic
coupon. '

2. A method according to claim 1 wherein the tamper resistant electronic
~ Goupon contains a cryptographic signature data item, wherein the coupon
data items include:
' identification data, which is representative of a unique identifier for
~‘identifying the coupon: | |

AMENDED SHEET
(PEAwS




formatting the , first unformatted signature data item to provide a first
~si'gnature data item and appending the first signature data iteUt/SGor®o237
" tanper resistant electronic coupon. AVENDED SHEET | PE' Vi ~Received 20 June 3003
PCT/ SGO1/ 00237 Received 20 June 2063 .19 MAY 2006 30 6. A nethod N
~according to claim4 wherein the signature data itemis creatged using a
Signature data creation process, the process including the st sz"mf(. 2006
-encrypting the data itens contai ned |\rzgt he pre-existing file using a

symmetric encry rafthm r st ciphertext, wherein the
symmetric encry%?(f)gﬂ gila%grcliétt 'mwu@gg %J‘%\@F%{éﬁ\@ﬁf R‘fsﬁ’?iﬁg ”cp‘m’-:"";I rst

_ci pher t ext Whiththescasponvispblestetienedeantsid; on, the hashing providing a first
unformat t ed signa(yur datﬁ. 'étem formatting the first unformatted signature
data item to prBYEHALE Which s representalive ofiha valusef thacouppriratichg the fi r st
signature data i e I | (r=Te Lc coupon.. 7.. A nethod
according to cl g?%g%éy)v\%éétraé‘i”h%;ﬁﬁg r?érr‘ég?ﬁgg?g%g{ gr@%ﬁ?ﬁéﬁuiﬁa&oc'@tpgr ed in

t he preexi Withihe value data. A net hod according to claim| wherein the step of
redeeming the tanper resistant el ectronic coupon further includes
authorising a transaction, wherein the authorisation of the transaction

Ut hent 1 cated vl oG e i AP of S Mer ei n The step
of redeening t herviRgrhe couparsdatatitemefromoaisubsetugfatata itetrisecoritainet des
authori si ng ApfdeRRHiAg CofMputer readable file stored on a database;
each coupon data item having a respective data item in the pre-
existing file where a plurality of data fields are stored, -
each coupon data item being substantially identical to the respective
data item that they are derived from.

4, A method according to claim 3 wherein the tamper resistant electronic
coupon contains a signature data item.

5. A method according to claim 4 wherein the signaturé data item is
created using a signature data item creation process, the process including
the steps of:
_ encrypting the coupon data items using a symmetric encryption
- algorithm to provide a first ciphertext, wherein the symmetric éncryption
‘algorithm uses a symmetric key; , .
hashing the first ciphertext using a one way hashing function, the
~ hashing providing a first unformatted signature data item; |
formatting the first unformatted signature data item, to provide a first
signature data item; and
~ appending the first signature data item io the tamper resistant
~ electronic coupon. | | |

AMENDED SHEET
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wherein the aughorisation of the transaction occurs subsequent to the

‘tanmper resistant el'ectronic coupon being authenticated as val iR;T/56i81/00237

- authentication of the tanper resi'stant el ectronic coupon i Retaivkdf hune 2003
steps of: obtaining the expiry date data fromthe tanper resis1gnf,l

el ectronic coupon; conparing the expiry date data obtained from ffi\g %aa@ﬁ’per

resistant electronic coupon with a transaction date, in response to

-determ ning that AMENDED SHEET | PEV' A,.J PCT/S 1/00237 Received ib une

o’ O S/
2003 7 MAYg2006 : s bt t.he, \
Jdentifi ca?i on ﬁa’ﬁ%thg)??r%% BWF&;@%E& qr e%gk%ﬁﬁhgﬁﬁgﬁégﬁgdﬁﬁﬁ'ﬁﬁ!ﬂ; I
ret ri evi ngceeaged: usingsa isitnatireeddtaceretfion protees, &%Y pRicess hﬁcmgﬁqﬁitm ed file
efit |

havi ng i de%il?fﬁiﬁ)&at ion data which is the sane as the coupon . i cation

data; and . ng each of the coupon value data item and coupon currency

data itemw th [ i d ' lated 10 t coupon val ue
data item and %Igtg%%ﬁ{g:: Hfér/g%%'{/ 'tég}saééﬁgﬁeﬁmeﬁg ﬁ}%“%’&gﬁ%g'ﬁﬁ USHG 8t ant
el ect r oni cSYra@epim ensryptibn dalgérithive td gpravidee gsfireeicithetteRD afBdralh @hkhe same.
10. A et h%@gfg{}dl ng to cglaim5 wherein the step of redeem ng the tanper
resi stant fihdles AaptihmUses A symmeatriakeror i sing a transaction,

wher ei n t he authsyhirsfihe f o ti 0 g : ' t,o the
tanper resistant ell_ﬁ‘:’gcﬂtI r ?ﬁﬁcc'gﬁﬁ%ﬁa@ﬁﬁgé gjlﬂ]te h@%yi ’(?:a<5ﬁ?'l]ejrggS i@%@ﬁ &Bet he
aut hent i cd13Shing providirg ajiniamforewattadsignatiuee dataritepn;coupon i ncl udi ng t he

o1 et roni ¢ coutNTEnd e Sl grTnERiat, Sisndlia deF Hemadp sgovee Bgiskotri ¢

encrypt i orsignature data item; and

appending the first signature data item io the tamper resistant
electronic coupon. '

7. A method according to claim 6 wherein the first signature data item is
stored in the preexisting file. |

8. . A method according to claim 1 wherein the step of redeeming the

- tamper resistant electronic coupon further includes authorising a transaction,
wherein the authorisation of the transaction occurs subsequent to the tampér -
resistant electronic coupon being authienticated as valid.

9. A method according to claim 3 wherein the step of redeeming the
- tamper resistant electronic coupon further includes authorising a transaction,
wherein the authorisation of the transaction occurs subsequent to the tamper
resistant electronic coupon being authenticated as valid, the authentication
of the tamper resistant electronic coupon including the steps of:
obtaining the expiry date data from the tamper resistant electronic
coupon;
comparing the expiry date data obtained from the tamper resistant
electronic coupon with a transaction date, in response to determining that

AMENDED SHEET
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algorithmto provide a second ciphertext, wherein the symetric encryption
;algorithmuses the symmetric key; hashing the second ci phert ext RETRGOLO237
- one way hashing function, the hashing providing a second si Readivdest 87003
item formatting the unforrratted signature data item corrparlng the first
signature data itemto the second signature data item whereih$ Yt 2088er
resistant electronic coupon is valid if the first signature data itemis
-the same as the second signature data 4tem 11. A method according to claim

6 wherein ghe Séqipoff hggeeﬁbpgtéxgﬁedt aBBfaﬁnlﬁ ﬁéﬁm'{ﬁéﬁ%ﬁﬁ%ﬁgﬁumn

Sfurther includes authorising a nsact | ereln I on of
‘the transadhe Wpﬁd&ﬂstanhb@tmarucmmohhe tarrper AMENDED SHEET | PENAJ

PCT/ SGO1/ 00237 ecei ved 20 1 03 19, MAY 2006 32 resistant electronic
coupon bei ng auféﬁgﬂ‘f ng & R'§- %&V}:ﬂ f fS‘Prﬁet eéi?ﬂ’ﬁ@ﬂtﬁeé‘éﬁﬁ e watrieyad filgnper

resi stant - abeiny i@ehBiceliR datahich i%gthteh§ MECES thé coupBhichRfiedidR 1 St

signature data itemfromthe tanper resi s ant ni'c-coupon,  obt ai ni ng
the identi fatga@ndn dat a fromthe tanper resistant eI ect ronic coupon;

ilef th th t d fil
havi g | denti 1 SnPalibdiech of i, 8Bubeth valiahoAta I i sgpipan: TNV, cat | on
data; encr gatal itegn twith thel retifeved filk| dutdl R ed Yo Ebﬁp&*i‘%émt 49

algorithm_ the symretric encryption algorithmusing the symetric key, the
encrypt i onitergrand.coupen gusiengyrdata Itﬁﬂb\wl’mrelg the dampet resistant elegtronic

coupon is valid if the data items being compared are the same.

10. A method according to claim 5 wherein the step of redeeming the
tamper resistant electronic coupon further includes authorising a transaction,
wherein the authorisation of the transaction occurs subsequent to the tamper
resistant electronic coupon being authenticated as valid, the authentication
of the tamper reéistant electronic coupon including the steps of:

obtaining the first signature data item from the tamper resistant
electronic coupon; ‘

encrypting the coupon data items using the symmetric encryption
algorithm to provide a second ciphertext, wherein the symmetric encryption
algorithm uses the symmetric key;

hashing the second ciphertext using the one way hashing function,
the hashing prbviding a second signature data item;

formatting t_he unformatted signature data item:

comparing the first signature data item to the second signature data

~item, wherein the tamper resistant electronic coupon is valid if the first
' signature data item is the same as the second signature data item. ‘

11. A method according to claim 6 wherein the step of redeeming the
tamper resistant electronic coupon further includes authorising a transaction,
_wherein the authorisation of the transaction occurs subsequent to the tamper

AMENDED SHEET
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ashi i i i function, the
hashi ng the second «i phertext using the one way hashing ,
‘hashi n‘g providing a second signature data item formatting theM/ﬁGmnm
" second signature data item and conparing the first signatReeidt2s Juhg o
" the second signature data item wherein the tanper resistant electronic

' id i ' ' ' ' he samefas Mahesgacond
coupon is valid if the first signature data itemis t : A @g

.Si glr[:ature data item 12. A nethod according to claim?7 wherein tma sge of
‘redeening the tanper resistant electignic coupon further includes

aut hor | si ngesistantinsiectranio, coupen ebeirigCadteifcasa! | 085 O it 1 gaction
roccurs subseguent to the tanper resistant el ectronic coupon bei '
aut hent i caPHEPeRUCHHAN of theriampearHesistant elentronif coupert imchaling € stepst "
el ectroni cggoupon including the steps of obtaining the first .signature data
‘itemfromthe tanper resistant electronic coupon; obtaining the

i dentification obtainifg dhet firet t Urd Rt tiRM FORCIHE Mampelr FeBRMnt .
Irg'?pflav: ng_a pre- exi s%i ng file fromthe coupon server, tﬁe re?rl eved file
AVENDED SF@%?&“F'QEPVRQP;PCT/ SGO1/ 00237 Recei ved 20 dune 2043 19 MAY 2066

: : IR . . he. coupan .
33 havi ng i dent gt Rt ane as t

i dentification %Ilgt a: doE{éal ni ng%@gé%oﬁgﬁtsﬁ'ﬁpt o obrfz?ﬁiﬁéfiﬁflﬁgvtegwper
I le; &BRoa; i the first signature data i . .

oLt o o o ) first signature data item obtained

][ reg imSt ?Rte relete rcltrrgg,&:yicrﬁcg ) 1rg€%fé\€iligh ﬁiqh ﬁgmt Hepraunossserve thelretrievedifile coupon
si gnat ur e halérip idSreifBatfre daff wifeh is tie AnyY %Lsemef %u;%ns ticrién%itcé{l]gn and
redeem ng’ 0Jaz%ar‘r;per resistant electronic '
encrypting the retrieved file using the symmetric encryption algorith-m,
the symmetric encryption algorithm using the symmetric key, the encryption
of the retrieved file providing a second ciphertext: ‘
hashing the second ciphertext using the one way hashing function,
the hashing providing a second signature data item:
formatting the unformatted second signature data item; and
comparing the first signature data item to the second signature data
item, wherein the tamper fesistant electronic coupon is valid if the first
signature data item is the same as the second signature data item.

12. A method according to claim 7 wherein the step of redeeming the
tamper resistant electronic coupon further includes authorising a transaction,
‘wherein the authorisation of the transaction occurs subsequent to the tamper
resistant electronic boupon being authenticated as valid, the authentication
of the tamper resistant electronic coupon including the steps of:
obtaining the first signaturé data jtem from the tamper resistant
. ejectronic coupor;
| obtaining the identification data from the tamper resistant electronic
coupon;

~retrieving a pre-existing file from the coupon server, the retrieved file
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coupons using an el ectronic nmessaging service, the systemincluding: a
1+ .plurality of nobile nmessaging devices which-is able to transm tpEN®G01/00237
 .'receive nore than one tanper resistant el ectronic coupons ake@ﬁ@éfﬁbiﬁﬂe@@&&
an el ectroni c nessagi ng service; a coupon server including a conputer :
processor and associated nenory, the coupon server being connﬁgt@g tﬂ}g
communi cati ons network, which network supports an el ectronic S éi 3
mservice, the coupon server generatingétanper resi stant el ectroni c coupons
[

and transmtt. 0g:. L. I &si € roni upo, t he ] e
nmessagi ng”hé‘?}hge'ggﬁﬁ%é'ophgg{azlt‘@@w ol%' cﬁ"ﬁess%%'ﬁ%g s%?vi gﬁé aﬁgﬁgbh
3transactioia;(:,qmi}licmibni‘;mq;j;;udi ng a conputer processor and associated nenory,
the transaction server being connected to the communication network, and

redeeni ng t anpedbipisingihasecond signature e tbe setrieved flsgandom nobil e
9L | =t .
Tooretant ef ecrsampding o ise HathRe e hAnChBtaMel? SEAF b Nafhdef D0

nore of i dessisténicslécteamid doapontwitth thes first pigetuieatdataciterh abtainedfromdent i fier
for identjfyin the_co%n;_ exgi ry date _datg, which is representative of a
date up unihelrefiigved flgewhesip dheitampsr sesistapt elecionif eoUDERIORBUSREET

| PEAI J P43 ML e sBREEI ved 20 June 2003 9 MAY 2006 33a val ue data,
which is reptrgesent%t%i%\ﬁle ofﬁet?he val ue of the coupon; currency data, which

is representative of a unit of nmeasure associated w th the value data; and
13. A system for distributing and redeeming tamper resistant electronic
coupons using an electronic messaging service, the system including:

a plurality of mobile messaging devices which is able to transmit and
receive more than one tamper resistant electronic coupons at a time using
an electronic messaging service;

a coupon server including a computer processor and associated
memory, the coupon server being connecied to a communications network,
which network supports an electronic messaging service, the coupon server
generating tamper resistant electronic coupons and transmitting tamper
resistant electronic coupons. to the mobile messaging devices using the
electronic messaging service; and .

a transaction server including a computer processor and associated
memory, the {ransaction server being connected to the communication
network, and redeeming tamper resistant electronic coupons received from

mobile messaging devices.

14. A system according to claim 13 wherein a tamper resistant electronic
‘coupon includes data items representative of one or more of

| identification data, which is representative of a unigue identifier for
identifying the coupon:
| " expiry date data, which is representative of a date up until which the
 coupon is able to be redesmed; | . |
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a signature data item 15. A systemaccording to claim 14 V\,hei) 237

., coupon server and ‘the transaction server are the same. server

" SHEEP IPE | J PCt/SGO /00237 Reeeivdd 20 June 2003 1 9 Nheeebigdao June 2003
Abstract' A METHOD OF DI STRI BUTI NG AND REDEEM NG TAMPER RESI ST %YC%@S\B

USI NG AN ELECTRONI C MESSAA NG SERVI CE The invention provides a

nmet hod for distributing and redeem ng tanper resistant el ectronic coupons

“« using an el ectronic massagi ng servi cg Tanper resi stant |ectronic coupons
are distribut eq, H.%I NG 43 el e‘%[ ni C'& F"r@]%% C@ﬁt QalfleUsEths mobile
massagi ng deV|ce and are'then's ore eV|ce e user 1s able to

" redeem t heompopon at a transactl on server by forwarding the same coupon as -

a nmessage to a pre-announced ., nunber or address. ge transacti on erver is

able to check EreHGYHQFﬂu“éh'?@’s reprasestatye @ Wit obmepsieAss0siated egrity of

dat a cont {Eaﬁ' g@ﬁr oni ¢ coupon which data may include a

crypt ogra |c SI ghat ure e invention mnmay be used to obtain information

about the user afsignatarddatanitemur poses. FIG 1 AVENDED SHEET | PENAJ

15. A system according to claim 14 wherein the coupon server and the
transaction server are the same server.
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