WO 2009/098436PCT/G B2009/000256 COMMUNICATIONS NETWORK The invention is directed to
communications networks in general and to managing data loss in such networks. The invention has
application in but is not limited to improving the 5distribution of critical data, such as is used in financial
services, secumty oemgrgency services. In today's financial markets, ob;q@rg}agzgﬁg& )grgd accurate
information is essential to performance. Financial institutions rely on high-speed, hig -reﬂability
networks to provide 10 them with up-to-date news and price data on which trading decisions may be
based. Market data delivery services have adopted a variety of different approaches. Typically, such
data delivery services have been implemented using either TCP or unicast UDP. One problem with

such implementations is limited scalability US%ICE' reqéires a separate socket (or end-point) and
sliding window (or buffer) an the server fo%%{' '534@8?5 NEAY QR as a separate network stream for

each client. UDP unicast requires a separate copy of the stream for each destination system. Both of

these methods caf'giiiekifcnse dipreddurcestahiteiceeneainaaditierRamek toibe, ﬁgﬁggygere data

can be delayed fdesserionts waiahiaraRORsiHesRAHNRACRERIRDIE, FRNSGGHSNYY, LD veChaP multicast
cast mar'ket information ?o% SUbsCribers and is

has been adoptedibysmBRYAIARLEXRIANARS, 0 Proa - |
widely considered as the only way to scale rr?ér ket'data &?Wé?y?‘?%%é’v%‘??wyn%m%ﬁﬂ%t being a
connection-oriented mechanism, is unreliable and has no inherent mechanism for dealing with

drooped packets. This may not be a problem in video or audio distribution but, for distributing critical
data, a mechanisih fedaggUiredciar eéfficisnytaranagingy G }255a8d iffeR-ENtoR Qidgs for reliable
communications pértenanayi HRgnoNY HaleReNs HPaLticule nethod is propgsed of reliably transferring
Gt i PNt MBS RS L 1 RS 1. BN T R et
comprises a plur%l‘jj‘t)ﬁe?f g@r&é‘_in which the channers com”f_)r’i"g?a G908 LTt REM ke BRred reliable
channel; the 30 method hc (ARG SRR G e Warietoaeriscei et anarthehem efiabiiy.channel;
sending the data¥t§tHEREHRIMtIdooR e tsitabiteiaenteel Litensifyéng pRIES ofithe data missing
from the data recéiveptobtethensibcant mogendatdfasinyaliaidle shamnsh QIR RS, Hhe data received
at the second nogiparidethecketiasie sl | fata: Ragts. [ in the data parts missing from
the data recgjvecghihe age@gpg?nggg ag?%ghnee %&@%@é‘foﬁfﬁ%ﬁ%ﬁg% i ?ewer fo? each
2009/098436PC;’4C1a§2009/0(2r0€56 2 The invention prefarapf) ElAbiHES wiicrstvestimey of RIP

hifiy o ARah et SisatinesstpmiRaNrivhich awthereliable channel

transport with the [Peaﬁa
carries the data S BILTANE BFHE3505 the cerdifsrnd R Redpekatingeqvent Wb: and aareliable ,channel

carries the data fif@puraliprisidpadiiesaaecondingeo TiaReAsordingsty Ry AL Jher

multicast has been adopted by many stock exchanges to broadcast market information to

20  subscribers and is widely considered as the only way to scale market data delivery.
However, 1P multicast. not being a connection-oriented mechanism, is unreliable and has
no inherent mechanism for dealing with drépped packets. This may not be a problem in
videc or audio distribution but, for distributing critical data, a mechanism is required for
efficiently managing data loss.

25
The invention provides for reliable communications while providing low-latency. In
particufar, a method is proposed of reliably transferring data via a plurality 6f channels in a
network from a first node to a second node; in which the data comprises a pluraiity of
parts; in which the channels comprise an unreliable channel and a refiable channel; the

30 method including: sending the data to the second node via the unreliable channel:
sending the data to the second node via the reliable channel ; identifying parts of the data
missing from the data received at the second node via the unreliable channel; obtaining
from the data received at the second node via the reliable channel data parts
corresponding to the data parts missing from the data received at the second node via the

35  unreliable channel,



- 5 unreliable channel operates RIP operating over UDP over multicast to a plurality of second nodes;
_and the reliable channel operates according to TCP to each of the plurality of second nodes. The data
carried by each TCP packet preferably matches the data and RIP header carried by a corresponding

one of the HIPYp@eke8818Particular benefits derive train various detailedpatraiigesmeaiscovering a
plurality of second nodes. ,According to a further aspect of the invention, the unreliable channel
operates according to RIP operating over UDP over multicast to a plurality N of second nodes; and the
reliable channel operates over TCP to a subset MgN of the plurality N of second nodes; in which the
plurality N of second nodes patrticipate in a peer-to-peer 15 network; in which the subset M of the
second nodes rec%j‘\ée;n\\;jazﬁnt ere g;rlb[!p gh%&rgel U}o the first node the data parts missing from the data
received via the unreliable channet: and in which thd RS ee? 1-KRAsPate ity ’Redhsticond nodes
receive from one &F bATSPET B AIRYEERAST S S BcHHEN o et irleghr T prrieidBigafaome the data
received via the :-PlyrRiEYiabrectsratedr oAt ETRAtvelyirth evan iR bieschanneh epaiadesareording to
RTP operating oves UBK everpuregstieapiw alitorireeondmodes Aafgnyvblich the irshpode and

each second god C ' -t rk used o receive from the first node the data
BOAgRAEPHEH N HHGRSS ﬁ’lﬁﬁ%ﬁg}gﬁ/ﬁcﬁ/& ng otis FoUTicas ll

parts missing from the data recejved vja the unreli anne ccor mé & Ry 8§spect the

. . ., secondnodes; and the reliable channe i j i
invention provides a pﬁ?rai%y RS seconJ HORY| PPRRIER AR BT A SRTTEY IR PAtAYaccording to
RIP over UDP, is Prifiri&d 87 A6 Graria phsraviganh Jicioessntat nisdrsebhnmiaicnesididaiahandel,
operating accordiR§RoeTePsagient tyialcothspeatig seeanthaatte sfcaesibset M<INJ of the plurality N of
second nodes; In 30 which the plurality N of second nodes participate in a multicast group and in

which the sufpset Mrghlaf i SECaBflaofss telyia i mullisasharpup.lo a remainder MM of the

second nodes that are, n%g(‘aigclgded in the subset Ivi<N the packets received via t?\%’?gtﬁaﬂfle channels.

The multicast group may use rfeﬁ%?(ien?nfﬂt%é%?ﬁ%ﬂs@&ﬁcﬂ foyStithe esERiaRIfe drRstion includes
merging the data RSN SR HRPRAGHIEY v en & BIR reifameltishsiine! pindlitieNddtsecengived at the
second node via theesV 2808/808436RENTIR1B32068/0002 86 4 elinkienchasnat ipio-ansigle stream;
identifying from teecsiaglesstienmwihe earupdipevdatasmissingon. s.datarecrived ghdhe second

node via they snreughlf. GRaRIRTinsRdxAbIRINiNGd QML MG, sigle siteam e gata parts received at the
second node via t;’rée%irrsc?llggggh%h “nelncorres yonding to the data parts missin oM the tfita received at
ﬁag%l gacﬁa"}{%sé}l')g Q‘H% %ﬁ/‘é‘ﬁﬁ GiFSUPthER Proviriable SHamRlimeations

the 5second node via the unre

network for low-15t2AE) BaETRNIHSH OrMREDE RiEREte A seetnd ansesiraeeive frartionkaer etismmimunications
network is providéel pspMsihthe feesindoddesritbadsecemt nedeginomitiehdie fixsiveada imerranged to
send 10 data to thveliglea@nshneide via two channels; a first unreliable channel for sending the data to
the second swde according to an unreliable communications protocol; and a second reliable channel

for sending.the dﬁ@&ﬁz&@ﬁ eCQA}gigb(?th%ngrgiQ }gsacrgli ble ¢ mmunications protocol; in Whi(_:h _the
data comprises a plurality 0§$ arts; in which thersecon n8@&%8’%3#?5%’?’3*88&"‘&?18{??&"&5r identifying
data parts missifi§ NP YA SR DetlRSRT Revhidt e desiiadnandriesiatsieonpansel; and for
obtaining from tH8"HERAIR R BeRfromesia Mt oded/ia tveive iainierehasneldd enelataapaiits Missing
from the data receiviegfider thedarr elialval oianaehrdib@igvrapkeIN Mmay exploit a sequence numbering
scheme to ajow detection of missing

According to a further aspect, the invention provides a plurality N of second nodes in

“which an unreliable channel operating according to RTP over UDP, is provided for each of

the plurality N of second nodes and a rellable channel, operating according to TCP, is

provided for each second node of a subset M<N of the plurality N of second nodes; in

30 which the plurality N of second nodes participate in a multicast group and in which the

subset M<N of the second nodes relay via the multicast group to a remainder N-M of the

second nodes .that are not included in the subsat M<N the packets received via the

reliable channels. The mullicast group may use reliable muiticast.

35  According to a further aspect, the invention includes merging the data received af the
second node via the unreliable channel and the data received at the second node via the

y



- 20 data parts, in particular, in a communications network in which the data sent via the unreliable
cnannel comprises a first series of packets in which each packet of the first series is associated with a
‘sequence number designating a position in a sequence; in which the missing data is identified with
reference to thenseguensasaumbers. In the communications network, the q’%tﬁf?’?@t" )a}mt%e( reliable
channel may also comprise a 25 second series of packets; in which each packet o thee&cond series
is associated with a sequence number designating a position in a sequence; in which each packet of
the . second series corresponds to one of the pack}ets of the first series: and in which each packet of
the second series is associated with the same sequence number as the corresponding packet of the
first series. 30 To aid understanding of the invention, embodiments will now be described by way of
example, with refefdpkie toaHE! driavdnis nsidsch i85tHigarkchnita schiematienaba sypical financial
information systerrztaNG2Q0B40984 6k GEAGABA0HY/0QQRE 6 i igiHie 2 ks-mbeNemales gfhga data
packet for use in thesfinaneish iforsmaton stam BLEIAUE cElRS: s s.sghemalic,of g header
structure of the dafaackel ALFIGNE, 2, FIguie.d i 8 schemalic of a server Tor implementing the
invention. S Féqure 1 shows a schematic of a inancialiitormatich %%t@ﬁ%%ﬁﬁ?ﬁvméfnvéntion is
applied according B A HiPSFE Hib BaitAE! L P iB8BErce of the market data 10 is normally the financial
exchanges where such data is generated. The destination of the market data is the trader working in a
financial institutioftsuicheaton hroke mgeies dnorerasediRiRlY R rRdiRg-ARRicalien 2O used by that
trader. Market datasgleliugey SaaReCRISIAE e 83,50Mmprising| niﬁa@f@n P*%%ﬁﬁém'% the Jiest phase, the
which generates the (ﬁ’a?a, w?to the

data is brought a tream from the financjal exchange, > ‘
financial institutio%%%@%@v%ﬁ” y“?c%ﬁﬁgtﬁe“&é’?g Qt?%%ﬁ?swé%%htg}‘?ﬁlWéfé’&%?s%ﬁé@e\?d‘?rﬁ%ﬂﬂata centre,

which may b¥ loc3EdDIERALABTAITRMRTEINESfSichitst dnerliabacbaneel e srodixatmndraa The data
15 stream is then'piBeE8se hypddaaereivarie handietial:onmenvanaithshititonaynarsaadise the data
stream into a connetiairefatmateanst thaaingtblishdt to an aftesnal ARBliGatiPAngeYers.gddhat run the
trading applicatiogbn&mhbgﬁ{yéa&m@%,hm%@tgg@Qgrcg;fn @&s&rg@ggy ZﬂQMa%rget c\jN n‘gq}i%‘b_y nature

highly time-sensitj delays in the data path 50, 60 between excha _geS 18 & raalng
application 20 mgég%e%‘(g%n%s\%/ﬁ%%p, N éjre:3 : o%,efc'?rere&?éH?ﬁ?&fﬁ??a%?a?ﬁtﬂl’ﬁ%@@k"ﬂ?p%‘@ DP-based
IP multicast Stredlfif DA AL ASAT tHe 1SRRI \ERreineoRdmateNIdistivtiorssiarver to the
trading applicatiofceefEreE Strdisshriestpetratismtianie by trodetaaliats | eIGR sessienddy nature, this

session is received via the unreliable channel.

The invention may exploit a sequence numbering scheme to aliow detection of miséing

20  data parts, in particular, in a communications network in which the data sent via the
unreliable channel comprises a first series of packets in which each packet of the first
series is associated with a sequence number designating a position in a sequence; in
which the missing data is identified with reference to the sequence numbers. In the
communications network, the data sent via the refiable channel may also Comprise a

25  second series of packets; in which each packet of the second series is associated with a
sequence number designating a position in a sequence: in which each packet of the
second series corresponds to one of the packets of the first series: and in which each
packet of the second series is associated with the same sequence number as the
corresponding packet of the first series.

30

To aid understanding of the invention, embodiments will now be described by way of
example, with reference to the drawings in which:

35

Figure 1is a schematic of a typical financial information system;



25limited by the round-trip latency between the financial institution server and the trading application,
since TCP requires acknowledgements and will request retransmission of any lost or corrupted
‘frames, further adding to the latency. The real-time transport protocol (RIP) is an unreliable,.

non-synchronous@sainealihat 30provides . end-to-end delivery services for data with real-time
characteristics, such as interactive audio and video or simulation data, overéifie8stermicast

network services. A detailed definition of RTP can be found in the Internet Engineering Task Force
publication RFC 3550 of July 2003. 35Applications typically run RTP on top of UDP. RIP can support
data transfer to multiple destinations using multicast distribution if provided by the underlying network.
RIP itself WO 20091008436Per/6B2609/000256 5 does not provide any mechanism to ensure timely
delivery or provideFd):tbrer-?q’vaaiibﬁ@fﬁewieee(Gﬁszegjuaraﬂt@@smlrt}gqggngapmgiq%tﬁcipf@rs@@‘tigp about

packet loss, jitter amgl.ather link properties to the application, to which is left the task of compensating
for quality of servi Q;é)@]ggw&.hRTP itself does not guarantee delivery or prevent out-of-order 5
delivery, nor doesq?gassgme that t téct?s;] gﬁ?f?ﬁb%é‘f i fgergﬁ?dﬁ?kﬁft?fdﬁ&jﬁes%me implementations
have functionality toprovida TrIRaLe qliérree  erhyErylethratiRgier ivantitated by the protocol and, for

these reasons® RTP does not lend itself to high-speed, high-reliability data delivery. 10RTP consists of

two closely-linked figuts 1thisonesad- Soherteansp ol tinsRta fléRERoadithe RIR Sopr larriocal (ATOP).

The real-time wranspaeieiagab (1 R aibiee 19, CAINA3R AL LaS [ealime pioperies as well
y U is to

as timing data Whm'%uiq\é/ Ahe com e%atlog gftth,e link statistics. The primar
allow a participant in an R Pqp_cgonyersat%ﬁ ' (S O RBHHET Jhritsirrionsbiteimagisséalativns on the
link quality - 15def5y, 98, 188d%ir ariaprsiabirsituion Becugsdatdretipart somerapplivatéay control
requirements! Figlifee seivatiensemeneatioyothantiRye. peaket and tsiaasasiates haadasinfarmation.
The real-time medianthahistbemgriransiemadhofmsHse thd B.Bayloadnd b RIRNgaden, 0 contains
nformation relateikdaql: BRUABRE RSl SBHGGR, SAe .8Rcag P S1c, However TE TP pacier
k. SO we use a transter protocol CAfad (P hatagram

cannot be transfe%gé;@sti%' 0% er mje nsegvyo[ : _ ‘
Protocol (UDP). AS'shown In FIguTe 2. USE of the TP RY(RrES S Irseihasmer Wbk Baviéd to the RIP

packet after the Fﬁcﬁt‘?‘ije%&? TRROCRD PRI B RS EsE Pigivderaled Rihapixenars. sTevmia Figure 2,
use of the IP! @raﬁb@m is then processed by data stream handler 40 on server 30, which may normalise

the data stream into a common format and then republish it to an array of application
servers 20 that run the trading application. Each server may handle a number of data
streams.

20 Market data is by nature highly time-sensitive, so any delays in the data path 50, 80
between exchange 10 and trading application 20 must be mihiméséd. in London, for
example, financial institutions pick up a UDP-based IP multicast stream of market daté
from the LSE. However, from the financial institution server to the trading application, the
data stream is retransmitted using a more reliable TCP session. By nature, this session is ”

25  limited by the round-trip latency between the financial institution server and the trading
application, since TCP requires acknowledgements and will request retransmission of any
lost or corrupted frames, further adding to the-fatency.

The real-time transport protocol (RTP) is an unreliable,. non-synchrbnous protocol that

30 provides_end—to-end delivery services for data with real-time characteristics, such as
interactive audio and video or simulation data, over multicast or unicast network services.
A detailed definiton of RTP can be found in the Internet Engineering Task Force
publication RFC 3550 of July 2003.

35 Applications typically run RTP on top of UDP. RTP .can support data transfer to multiple
destinatjons using multicast distribution if provided by the underlying network. RTP itself



. 25 requires an IP header to be added to the RTP packet after the UDP header. Figure 3is a
schematic showing the RTP header structure in more detail. In Figure 3, the following labels are used:
.V - Version. ldentifies the RIP version. 30 - Padding. When set, the packet contains one or more
additional padd'@ %cﬂg%tgs at the end which are not part of the payload. X - Extension bit. When set, the
fixed header is followed 6§3ﬁxactly one header extension, with a defined foramats2009/000246SRC count.-
Contains the number of CS RC identifiers that follow the fixed 35header (see CSRC, below). M -
Marker. The interpretation of the marker is defined by a profile. It is intended WO
2009/098436PCT/GB2009/901)256 to allow significant events such as frame boundaries to be
marked in the packet stream. Payload type - Identifies the format of the RTP payload and determines

its interpretation b icati I[=% cifir%%rg leg ul e,tatic mapping of payload type codes
to payload formatg.j %5&?’2?88#&@52@%?&9{%5 cﬁoP es may t?én jéﬁgnz"‘ée@fy?{ %%Sﬁgfi'h‘?bﬁﬁﬂ"ﬁ' -RTP
Ny rq‘%ng?é{ﬁ{’éﬁ% tﬁ’)’f BA tbPeyERsR e Balien IoKkb PadHt, levsd iifteryddd used by

means. Sequence UMD
the receiver to det8bEpKIRIPIBRE A RPEteTep tckbt B Ejat tuetaTimiestapapsatRefiecisatie sampling
instant of the first ottetiir¢hedRiiheatr & OpaltkaiesT et spvahng instany Busidhenderived.fram a clock
that increments mesptaniaallyardlingary ipinet Y, izatl nd jitter calculations.
SSRC - Synchroni;@g%,ggw&e,hl\ms f%%@éifi%éistéc%n%gw ré rﬁéyrézymﬁgﬁgth% in?kéhﬁ%%atsﬁg?wo
synchronization sources within the same RIP Sessioh wilt have ThEEEHe S8k idBiktifemf5CSRC -
Contributing sourcmeafg%tﬁ)ﬁjﬁbé’rg"ﬁﬂ?‘%‘@ﬁﬂﬂ%ﬁh@?@ﬁﬁ?ﬁ%ﬁﬁn@E%G%é@?bﬁeﬂslé*ﬁﬁﬁyﬂ)‘é@mmned in this

packet. Reliable rﬁ‘iﬂ?fé‘%‘é‘?‘i@é‘fﬁfﬁﬁsi‘mment on the unreliable multicast transmission where the.'
receivers can request lost frames from the sender using an out-of-band channel. The loss 20 of frames

s determined hrough EshesiTGU PR YA SORNRIER ANIRRL PUB 0 e ek ofpindowing

lable multicast | §llrc\)vvte‘ra than for a

and selecve ackspnigyguan el e or s S J T

TOP stream. Reli%rg)le Multicast Is suitablé for use as a re

however, TCP pefforma BeRaran BRFRFTERES WithasigREtosieiB A1ty 46 watlectotutation of

the link statistics. The primary function of RTCP is to allow a participant in an RTP

| “conversation” to inform other participants about its observations on the link quality —

15 delay, jitter, loss, etc. In addition, it can be used to support some application controf
requirements.

Figure 2 shows a schematic of an RTP packet and its asscciated header information. The-

real-time media that is being transferred forms the '‘RTP Payload'. The RTP header
20  contains information related to the payload e.g. the source, size, encoding type etc.:

However, the RTP packet cannot be transferred “as is” over the network, so we use a

transfer protocol called User Datagram Protocol (UDP). As shown in Figure 2, usé of the

UDP requires a UDP header 16 be added to the RTP packst after the RTP header. The

upp datagram is then given an IP wrapper. As shown in Figure 2, use of the IP wrapper
25  requires an IP header to be added to the RTP packet after the UDP header.

Figure 3 is a schematic showing the RTP header structure in more detail. In Figure 3, the
following labels are used:
V - Version. Identifies the RTP version.
30 P - Padding. When set, the packet contains one or more additional padding
octets at the end which are not part of the payload.
X - Extension bit. When set, the fixed header is followed by exactly one header
extension, with a defined format.
CSRC count - Contains the number of CSRC identifiers that follow the fixed
35 header {see CSRC, below).

M - Marker. The interpretation of the marker is defined by-a profile. It is intended



25 Multicast, by its very nature, is not a connection-oriented mechanism, and is inherently, unr_eliable,
so protocols such as TCP; which allows for retransmission of missing packets, are not approprlate.
‘Basic Multicast is aimed at applications such as streaming audio and video, where the occasional

dropped packeWs rovasprablem. But for distribution of critical 30data, a mgehapis s /gguired for
requesting retransmission. PGM, which is documented in IETF RFC 3208 has been proposed as a

suitable mechanism for requesting retransmission in multicast. According to PGM, multicast packets
are allocated sequence numbers so that, when a packet, is missed a recipient 350an request that the
packet, identified by its sequence number, be re-multicast. However, the lack of a widely adopted
system that is secure, reliable and scalable has WO 2009,00436PCT/082009/000256 7 prevented
widespread adoption. Ad% ﬁ&?&’a?@ﬂ‘“%ﬂﬁ‘b?f@”%ﬁkicfﬁél‘@ﬁ?ﬁ;%’@@[ﬁ%tqb?h'éadataftféweefmhe data
centre server  and thestiggiing application is typically transported by TCP which prowc_ias
in-sequence 5and reliabfagdelvepy ofdpatketse fdne fdatanisdransppiedRveianinder-utilised network,

typically working at und me.case er 1 ercent). According to
tKg mvé/ntlon ge flnancefvzfltlg‘r %fenrﬁgmézaﬁ%&r}%g ?r/é(gﬁ?]g”’gﬁ %ca |on§|nT<uli§(e)(gI ﬁf@r’r‘?erfted by an
unreliable data stream Such a ﬁ?af ? ros\}%%%}' B%Wé”ﬁt?ﬁﬁ%i%ﬁﬁoﬁ‘a&?@&%m ?&liable data
stream such as that progﬁfi‘@EdWHP@Pa'Wé’%t’éﬂmﬁﬁ%@@%out two logical channels that may or may
not share the same phySrsalenvediumbe he ltogicahthanmel omayrshEeredhe saaedphysicaldnk or may
use separate links if avaitaled Fheaaliahle Q@@e@lrﬁéﬁét%g%ﬁt}mgﬁ&@ﬁa@@t safhedatagrams as the

unreliable data stream almt}%g] atﬁgaﬁssm%%@fcgﬁ .%%B iakle data stre 8ame Qﬁ_gd%fxr information.

15Preferab|y ach TCP matches the a correspon one Gt the RIP packets.

The same approach caﬁ%e Slsed 10 RIee BFkm W%ﬁ%‘l”ﬁ?cﬁ@t‘% ?rﬁ?ﬁ"tﬁ’@‘ﬁ“ﬁfﬁﬁ@”‘s

monotonically and linearly in time to allow synchronization and jitter calculations.
SSRC - Synchronization source. This identifier is chosen randomly, with the
intent that no two synchronization sources W|thm the same RTP session will have
the same SSRC identifier. -

15 CSRC - Contributing sourcs identifiers list. Identifies the contributing sources for

the payload contained in this packet.

Reliable multicast is an improvement on the unreliable multicast transmission where the:
receivers can request lost frames from the sender using an out-of-band channel. The loss
20  of frames is determined through numbering all frames with a sequence number. Due to
the lack of wihdowing and selective acknowledgements, recovery from packet loss for
reliable multicast is slower than for a TCP stream. Reliable Multicast is suitable for use as
a reliable transport (protocol) in place of TCP, however, TCP performs better in
environments with higher probability of packet loss.
25
Multicast, by its very nature, is not a connection-ariented mechanism, and is inherently,
unreliable, so protocols such as TCP; which allows for retransmission of missing packets,
are not appropriate. Basic Multicast is aimed at applications such as streaming audio and
video, where the occasional dropped packet is not a problem. But for distribution of critical

30 data, a mechanism is required for requesting retransmission.

PGM, which is documented in IETF RFC 3208 has been proposed as a suitable
mechanism for requesting retransmission in multicast. According'to PGM, multicast
packets are allocated sequence numbers so that, when a packet, is missed a recipient
35 can request that the packet, identified by its sequence number, be re-multicast.
However, the lack of a widely adopted system that is secure, reliable and scalable has



- application to the financial data server. According to a preferred embodiment, data is sent 20 via the
unreliable data channel in preference to the reliable data channel. The prefc—;-rence may be
‘implemented using priority queuing class based queuing or any other techruque Whlch'supports the
notion of highemangdowserspriority Whe_n trafflc is transmltted on a network [ljrétTe/g?g(jeo 3% é&épe net\lllvork
as a whole. Using a data format described in a well defined protocol (such das I for collection

of performance statistics, encryption 25and authentication. According foa f_urther embodiment, _the
exchange 10 to financial data centre 30 data link 670 Is also or aIter_naUver |mplerr|ented ac.cordlng to
the present invention. 30We shall now look at how the above solution can be put'lnto practice.
According to a preferred embodiment, a 1.1DP listener optimisec_i for low latency is chose_n for the _
trading applicatiorrse2@; fdmedezmiie aitigiemer based on event o_rr_entedAP!. Thr_a poII_ family of functions
on Unix-like platforms and the "epoll()" 1/0O event notification facrlrtyd35on ertlux IS surt%lge.ﬁrna;:g
codebase is modifigghipseceive e, Rceming exchange, data ér ata centre server 30 a :
applications 20 ang thhlé%% 5hne %ho“soetrfjolgs%nef ?%N% lﬁ%dg%% i%gg tgﬁ;%%d&%ﬁ’é@§%"§eryer 30
comprises a RIP framer that generates the RIE fYa?ﬁé%”fﬁtﬁRlB{j UpPtne El*ét‘a’%*‘ﬂf’?@érﬁ‘ﬁﬂh@’%dmg_
application. The fASfhEYaRIsHHRIYERIPFRelPiEr Hie diméntisrsddnddotver arRIR@ndIBE& hstseams, either

on a common linkypicaYy diveismatinkdsr Aceanding e eappigfereth esadisas Dhaat thekRgiIving end, the

RTP and TCP streams are merged into a single stream before being forwarded to the trading

C : ; f [ ia the RTP stream and
application. Merging iy beachigned Bv.Means,of & huffer ggrrvgra’c%at{aed(i:neévzg)%ﬁ\égién Sink 50 is

irnplemented by an unreliable data stream such as that provided by the RTR protocol
10 backed up by a reliable data stream such as that provided by TCP. We are talking hers
about two logical channels that may or may not share the same physical medium. The
logical channels may share the same physical link or may use separate links if available.
The reliable data stream preferably carries the same datagrams as the unreliable data
stream along with at least some of the unreliable data stream header information,
16 Preferably, each TCP packet matches the data carried by a corresponding one of the RTP

B 4

packets.
The séme appreach can be used to accelerate the flow of orders from the tradirig
application to the financial data server. According to a preferred embadiment, data is sent
20  via the unreliable data channel in preference to the reliable data channel. The preference
may be implemented using priority queuing, class based queuing or any other technique
which supports the notion of higher and lower priority when .traffic is transmitted on a
network interface or in the network as a whole. Using a data format described in a well
defined protocol (such as RTP) allows for collection of performance statistics, encryption

25  and authentication.

According to a further embodiment, the exchange 10 to financial data centre 30 data link

60 is also or alternatively implemented according to the present invention.
30 We shall now look at how the above solution can be put into practice.

According to a preferred embodiment, é UDP listener optimised for low latency is chosen
for the trading applications 20, for example a listener based on event oriented API. The
poll family of functions on Unix-like platforms and the “epoll()” /O event notification facility
35  on Linux is suitable. An RTP codebase is modified to receive the incoming exchange data

from data centre server 30 at trading applications 20 and to use the chosen listener,



* a sequence counter which follows the sequence numbers of the data packets received. If 10a gap is
detected in the sequence, i.e. an expected sequence number is missing from the received packets, the
system monitors the data packets received via the TCP stream and inserts the packet from the TCP
stream with thewnissinggeguence number into the buffer at the appropriate location. 15According to a
preferred embodiment the merge function is operated according to the follg\mﬁ%@@&@@%‘é: 1. Check
UDP (RIP) and TCP sockets for outstanding data 2. If data present, read and parse RIP header 203.
Compare RIP header sequence number with last seen RIP header sequence number. i. If sequence
number equals to last seen sequence 4-1pass to a?)plication along with any buffered data (see iii). ii. If
sequence number less than last seen sequence number - discard 25iii. If sequence number greater

than last sequence number +1, buffer data. 4. Go to step 1. Data which is absent due to packet loss
antime arriving RIP data is

or delay in the RIP Strearftisohiaised fromithgel (B 3&‘?&5%5' Qh%hsfp%arpgsﬂ BRFiBR HRES e one it
a 1 |

buffered. As a resultieli@ding=3gRplicatian 20.sees an uninterrupted _
; @198'&&%@%%90”97%8?“,%8 HE e t‘f@’é@’ﬁ%’ fifAdanemidedirertitime after

vvouid have obtaingghvig T g;gpas!gga% but,tW|th lower .
packet loss is as good as for data ranstittedshg meriak PO ciemectio. AcBiatisgieal data (e.g.

information cogcel%far%"reéju‘?ﬁ’&b-fﬁﬁ’a@aa}/ /Rteroeto) fromi RTeambeqravidad diceatiy g fhe frading
application via a s&pafatcaP befdre tstingistiealdhate MR U Samke collated with other data and
used to monitor system performance.
Merging may be achieved by means of a buffer for data received via the RTP stream and
a sec;tfence counter which follows the Sequence numbers of the data packets received. if
10 a gaF) 18 detected in the sequence, i.e. an expected sequence number is missing from the
received packets, the system monitors the data packets received via the TCP stream and

inserts the packet from the TCP stream with the missing sequence number into the buffer
at the appropriate location.

15 A i i '
ceording to a preferred embodiment the merge function is operated according to the
following sequence:

1. Check UDP (RTP) and TCP sockets for outstanding data
2. If data present, read and parse RTP header
20 . |

3. Compare RTP header sequence number with last seen RTP header sequence
number.
I If sequence number equals to last seen sequence +1 - pass to application

along with any buffered data (see iii).

il If sequence number less than last seen sequence number — discard

25 , lii. If sequence number greater than last sequence number +1, buffer data
4. Gotostep 1. .

Data which is absent due 1o packet loss or delay in the RTP stream fs obtained from the

TCP stream. In the meantime arriving RTP data is buffered. As a result tradin
30  application 20 sees an uninterrupted data flow identicai to the ons it wouid have ,obtainej

via TCP alone, but with lower latency. At the same time the recovery time after packet

loss is as good as for data transmitted using a nomal TGP connection.

Statistical data (e.g. information cancerning round-trip delay, jitter, etc) from RTP can be

provided directly to the trading application via a separate APl The statistical data from
35  RTP can be collated with other data and used to monitor systermn performance.



- WO 2009/1198436 PCT/G132009/000256 9 Alternatively, each stream is provided to the trading
application "as is" and the trading application performs the merging of streams and handling of packet

loss. As indicated in Figure 1, the destination trading application 20 may comprise a plurality of N

trading applicatpnzoeankisseceiving data via an unreliable RTP data stream. According to further
embodiments, the reliable delivery is not achieved solely by means of the TERC LIRSS Cribed

above. According to one such further embodiment, the reliable TCP stream provides the data to a

subset M<N of the plurality of trading applications and the plurality of trading applications 20
participate in a peer-to-peer network (not shown). £0 The peer-to-peer network provides a means for
data received via the reliable TCP stream by the subset M of the trading applications 20 to be
communicated to tHEYERT4FHinBARE Birefthis welive applicatiang aggumme‘g;%@%%'\"tgﬁding
applications 20 recérpéhiismrsrieros mhefgajihb%ﬁggg%I\glngfhg]%,;@%iﬂgagpemg‘éations tﬁe a’ig that is
absent from the dafagrecejved uis%tﬂx'@ié%lE}ﬁ;@aggpl@%]}é%nﬁgqgously, this emboéin‘ﬁ%l’i’%ﬁ‘i@ﬁr@quires the
data 15centre to maipiainMeN LGB é}\(lmn ctgops to the pe.er-?é'-ﬁg‘@f’rl‘f’@t\ﬁcﬁ‘kfawhﬂ’é theadepvery of
packet loss is sjower compared to prewc?usefy JESEHBEd R IR rsnerenith a dedicated TCP
connection per-trading application, this embodiment provides protection against some link failures in

addition to protectié??%fﬁ'ﬁﬂw@tf\ﬂﬁlﬂ{@mb@@m@@ﬂcmmt&bme}hbeﬁ&léﬁniéwyl%fe@:pmdgyg o, the

|Hggppllcations and

reliable TCP streaffipiéRislemitheesatastoaonly. asahse] Msh 9&5@%9}%@%%% Feureliile
C

the plurality of tradiog applicatinng LA Pauticipate in ! ticast group. Each
applications which @r;ﬁg%q&r&g}%cétlivi %ﬁtﬁe& d5 g@eﬂﬁ%@% \jr?/igf FifoHreRitayroaprdata packets
received usingythe feliable TCP str arm ’ﬂ%stﬂ%%%%‘wmq?&ck@ngésvsmWer pwempared to

previously described embodiRTeRERAhRiCHEB R BOP datmreeion pe il adling appligation, this

embodiment provi%@ep%?é%ftmﬁfagam@mﬁﬁmoﬁaimg}sbmC@qmug;gggcp{@ggi}g%fa %;%% packet loss.
s30compared to

Using a RIP data S&#é@aﬁ?d@@h@@@%rﬁ&@m’ﬁm&ﬂ% Q-W@Qﬁé of ?ljngartllg}wcsantrec?eri]\% Ifrom on
TCP alone, thesedengfits iRgkibing MW HoSRAH-gNf.latenc rihg nofal i
| ' e i Pplications the data that is absent from the data
) received vua.thé RTP stream. Advantageously, this embodiment only requires the data
centre to maintain M<N TCP connections to the peer-to-peer hetwork. While the recovery
:fc packet loss. is slower compared to previously described embodiments with a dedicated
P connection per-trading application, this embaodiment *provides protection‘ against

some link failures in addition to protection against packet lossg

20 - According to another such further embodiment, the reliable TCP étream -provides the data
to orﬂy a subset M<N of the plurality of trading applications and the plurality of tradin
applications 20 participate in a multicast group. Each of the M trading applications whicg
have TCP connectivity to the data centre relay via the mu]ts’caét group data packets
received using the reliable TCP stream. While the recovery on packet loss is slower

25  compared to previously described embodiments with a dedicated TCP connection er-
trading application, this embodiment provides protection against some link failurep i

‘ addition to protection against packet loss. o

. ::::;e :;P;f;aa:;iar?h with a TC'P éackup provides a number of significant benefits

red ' » these benefits including: lower end-to-end fatency during normal

operation (i.e. with no packet loss); a built-in mechanism that provides both endpoints with

detailed link performance statistics; retranémission of data and refiable in-sequence
delivery, comparabie to pure TCP, for links with a low probability of data loss. ;

35  Additionally, in the alternative embodiment where the RTP and TCP streams are supplied

(0 i H i) ol H H
the application - “as Is”, the trading logic can be modified so it can operate



- operation (i.e. with no packet loss); a built-in mechanism that provides both_ endpoints with detailed link
performance statistics; retransmission of data and reliable in-sequence dellvery, comparfable to pure
'TCP, for links with a low probability of data loss. 35Additionally, in the alternative embodiment Where

[ ication "as is" [ [ dified so it
the RIP and TCRstneamsare supplied to the application "as is", the trading logic can be mo
can operate WO 2009/098436PCT/GB2009/000256 10 asynchronously a'ga/‘g%’c?m?@%usly,

continue trading even if data has been lost. Although described abov_e, by \(vay_of exa_mple, with
reference to financial and market data delivery services, the present mven'qon is applllcaltble to any
communications network with 5sufficient capacity i which accuracy and hlg.h-speed is important, such
as communications networks for the emergency services, telemetry, industrial control, etc. Any
communication sy%w??hmeqqﬁxemwmmt@w@mmpmdamwmeaduamtfa_@thsa.that are external
(and beyond-the control of the system) or inherent in 'Fhe system, i.e., _by 1(_) virtue of the prot_oc_ol f
selected. The prohakilit f&ysl%éooibSOé,”dP%Q Jus9 Iig,h Gl petfe];raécntger%l z{\g'r?ciglmr?; %aggz%g%%gﬂitelc '(I?he
each system, whigf g b, gyaliated In advanee or am measureent of syster. peifofifiance.
way in which a communication system (or a corﬁ%ﬁﬁ?@é{fﬁﬂfﬁ?&@’cﬁ?%é%ﬁﬁﬁ%w UEN'E system)
deals with losSes PAES T fRH&finifionBFiihe'system ardheliat-sitker reliablersmunreliables With
reference to the pfeBawnicEsdr/eattions doskitleceuprkgrseratid, ne@&@ﬂﬁ@_&;gﬁlhab&tmrgmumcatlon
protocol as a transport capable of transmitting data over a telzcé)mmdunlc?ﬂon .:,yztst?{:nl c\:\glgrobability
ensating for % palTAYIST the rate expected ba on intri
icnotrEg particu?ar tqf%%ﬂﬁ%ﬁ?cﬁga Eyé(? ﬁ?n@k %gl?gaéleéne'c%gr%%lfﬁféu ?c?ra\t?)r\% 88T SHB (R 358¥ De expected

to be capable of com%rgr?éé’}rirr:i? OF detSh R RN ER AR AT AL SR T B F0B SYSbI-fothY failure of

the telecommUnicHiHSrPSYSiFioTp eBwRdTAR arekandty iokesonwuldbiecogaisanaeremietiable
communication pibafcolriasioriatviisinot alle spseamprasate o Man-Aeiesinisic lhssgs at the

expected rate. Asnadltbemenclersieeeh puibrstakited ijhe AfledNeNGINCNDIAY heImplgmented in

communication protocol operating over such a system) deals with losses leads to the
definition of the system as being either refiable or unréliablé. With reference to the present

15 invention, a skilled worker would recognise a reliable communication protocol as a
transport capable of transmitting data over. a telecommunication system while
compensating for non-deterministic losses at the rate expected based on the intrinsic loss
probability in the particular telecommunication system. A reliable communication protocol
should not be expected to be capable of compensating for deterministic events like human

20  intervention or total failure of the telecommunication system. It follows that a skilled worker
would recognise an unreliable communication protocol as one that is not able to
compensate for non-deterministic losses at the expected rate.

As will be understood by those skilled in the art, the invention may be implemented in

25  software, any or all of which may be contained on various transmission and/or storage
media such as a floppy dise, CD-ROM, or magnetic media so that the program can be
loaded onto one or more general purpgse computers or could be downloaded over a
computer network using a suitable transmission medium. The computer program product
used to implement the invention may be embodied on any suitable carrier readable by a

30  suitable computer input device, such as CD-ROM, optically readable marks, magnetic
media, punched card or tape, or on an electromagnetic or optical signal.

As will be understood by those skilled in the art, the or sach data source 10, data centre
server 30 and trading application 20 may be implemented on one or more commercially
35  available server or similar processing means. Figure 4 shows a typical architecturs for a
processing means suitable for implementing the communications system according to a



25 software, any or all of whidh may be contained on various transmission and/or storage media such
as a floppy disc, CD-ROM, or magnetic media so that the program can be loaded onto one or more
general purpose computers or could be downloaded over a computer network using a suitable
transmission mediwme/ddagsgomputer program product used to implement the invention may be
embodied on any suitable carrier readable by a 30suitable computer input fevfc&2082ie#925¢ CD-ROM,
optically readable marks, magnetic media, punched card or tape, or on an electromagnetic or optical
signal. As will be understood by those skilled in the art, the or each data source 10, data centre server
30 and trading application 20 may be implemented’on one or more commercially 35available server or
similar processing means, Figure 4 shows a typical architecture for a processing means suitable for
implementing the dgtehemkastioen slyseenventonrdingdaice, WP 9 Q8836 RCHMiGLIAR0 8000256 I
further embodimemtairtide iMeepiteBssiRgPhEicesFRHMDE ggﬁ%%m%agg wlijlrlﬁ}yfé(ﬁ%lly be required.
The processing megReirgMYRHRES ap?c?d?%‘?’i par{%:enslglijral‘%i ,%mig1 S'CPU 46 or eéxecuting s)oﬁ\%a{?é programs
and managing an%rgggggpllirg%tgg qperation of the pro 05y nfRARLNg Hasc BRe"aters ebrificted to a
number of devices via a bus 1 the % deVidR SifRIetRg &£ crape e dedcas vior examplena hard disk
drive for storing sySt&iF AP I secsdrsaré2atul enemmryadaviosskinalddingHROMdand RAM
45. The computerdfisttAeiitatindesmatvank interdacasvbésandntariaang o %@%”@Wc’fﬁﬁf’ 9. The
computer can alsodmplislefutsey IRPUILUBWLAEW C use and keyboard (not shown)
connected to the bh@&%y@eg&mg%/gg%gtﬁogﬁﬁgi%vﬁﬂign a@ g?scgﬁ%soﬁfe%d'|P9\$W|‘g8‘edi?nderstood
by the skilled persen éﬂg\g t e %bO\t/e describe argﬁltec;{)d'}e ?g"i‘?(?tsﬁ‘f:ﬁ’iﬁﬁ@ Bigtse Aerkpybearexample of
typical processing means Chite2RTE e diesy HiFtARIMaRGBisH oertHattheadesaribegdigyrasessing
means has alf the'fEt88<APERsAEN drariisgpirativ thabiteateve esatisitienfiliLits pugose. 15The
text of the abstra&t“iféﬂmduﬁp@rar@dlshemeeb(ynmf@mmwpgm%mgtwgg,ksfg,rcgggap}g_ o!fqlgmtrbaensfe( from a
first node and a segond.ABAQIGR HAOHNWBARSY rHE%EéJHjG;J,Ig%Ig q%garnqgl transfers data according to
an unreliable corgRyupiRUAISBRARS P ghg%r‘lez,aﬁo i ,tA second reliable channar rafRP e same
data according to a reliable communications protocbl,sé?.i‘é?loi% TCP. At the second node, data parts
missing from the data received 20 from the first node via the unreliable channel is detected and
corresponding datf PRt eerRsarbIR isermsterbdersts: theselablexshannalsmed: Thg,RIP channel
may be operatecf&erODP beerarititioast andiricasind edEGR ehaBRehIAARESYRRIRHENted by a

multicast group ehanpeetteigeRERSIWSHES an unreliable communications protocol such as RTP.
A second reliable channel transfers the same data according to a reliable communications

protocol, such as TCP. At the second node, data parts missing from the data received

20  from the first node via the unreliable channel is detected and corresponding data parts

received from the first node via the reliable chénnel used. The RTP channel may be

operated over UDP over multicast or unicast. The TCP channel may be supplemented by
a multicast group or a peer-to-peer network.,

- 25



MCSRP 12 CLAIMS 1.A communications network comprising: a first node and a second node' in
which the first node is arranged to send data to the second node via two channels;

unreliable channel for sending the data to the second node according to an unrellaMe communlcatlons
protocol; and a second reliable channel for sending the data to the second node according to
10a reliable communications protocol; in which the dia comprises a plurality of parts; in which the
second node comprises a data checker for identifying data parts missing from the data received from
the first node via the unreliable channel; and for obtaining from the data received from the first node
via the reliabfe-HYhel the data ISparts missing from the data received via the unreliable channel,

in which the unreliable channel is arranged in use to operate according to RTP operating over UDP
over multicast to the plurality N of second nodes; and the reliable channel is arranged in use to
operate over T.CP toaacsubsetibidibhefribeyptkraiyphsbigsecond nodes; 20in which the plurality N of
second nodes are arranged in use to participate in a peer-to-peer network; in which the subset M
of the second node<Ri§r&RAHFeRNHUSRCRNFIFe via the reliable channel from the first node the data
parts missing from the (gﬁta}] recei veg w% the unrellabée chanlael ?5‘(? Z%Q WhIChc}he maln er N-M of
the plurality N of sedonl Odes are arran £dh USE to recaive Trom one or ofier of the subse(% M of the
second nodegihgndata parts missing from the data received via the unreliable channel. MCSL15

a first unreliable channel for sending the data to the second node according to
an unreliable communications protocol; and
a second reliable channel for sending the data to the second node according to
10 a reliable communications protocol;
in which the data comprises a plurality of parts;
in which the second node comprises a data checker for identifying data parts
missing from the data received from the first node via the unreliable channel; and for
obtaining from the data received from the first node via the reliable channel the data
15 parts missing from the data received via the unreliable channel;
in which the unreliable channel is arranged in use o operate according to RTP
operating over UDP over multicast to the plurality N of second nodes; and the reliable
channel is arranged in use to operate over TCP to a subset M<N of the plurality N of
second nodes;
20 in which the plurality N of second nodes are arranged in use to participate in a
peer-to-peer network;
in which the subset M of the second nodes is arranged in use to receive via the
reliable channel from the first node the data parts missing from the data received via
the unreliable channel; and
25 in which the remainder N-M of the plurality N of second nodes are arranged in
use to receive from one or other of the subset M of the second nodes the data parts

missing from the data received via the unreliable channel.



13 2. A communications network as claimed in claim 1 in which the data sent via the unreliable
channel comprises a first series of packets in which each packet of the first serigg 4s associated with a
sequence number designating a position in a sequence; in 5which the missing data is identified with
reference to the sequence numbers. 3. A communications network as claimed in claim 2 in which the
data sent via the reliable channel comprises a secorig series of packets; in which each packet of the
second series is associated with a sequence number designating a position in a 10sequence,; in
which each packet of the second series corresponds to one of the packets of the first series; and

in which each packet of the second series is associated with the same sequence number as the

corresponding packgt of the, flsiReiesetho -8 GaMRHNCAEANS Aetesk daf)e;%@@%{‘v%% 3

arranged in use to send each series of packets in sequence as determine e sequence numbers.
5. A communicasinsenetaroryl asralriseddiiciairidavfangsdtninseniorseachanuix&0sktiesiaf packets
out-of sequence and in which the second node comprises a packet sequencer for arranging in
sequence patRdes #%(?éﬁfé”daﬂﬁﬂ“r‘("!ﬂbqlﬁﬁ%’@@ée BumbehHnsigatifie msnasitivning eriresganielaim 1,

arrange% in use th% end.data \fga éhlg ? Qle, char eFl mﬁqre grence & to the reliable channel. 25 7. A

e missin
commuriications networ aimed I claim 1, in Which the unrenapie AT T operating over

UDP; and the reliable channel is arranged in use to carry the data in a plurality of packets according to

TCP.
3. A communications network as claimed in claim 2 in which the data sent via the

reliable channel comprises a second series of packets; in which each packet of the
second series is associated with a sequence number designating a position in a
10 sequence;
in which each packet of the second series corresponds to one of the packets of
the first series; and
in which each packet of the second series is associated with the same
sequence number as the corresponding packet of the first series.
15
4. A communications network as claimed in claim 3 arranged in use to send each

series of packets in sequence as determined by the sequence numbers.

5. A communications network as claimed in claim 3 arranged in use to send each
20  series of packets out-of sequence and in which the second node comprises a packet

sequencer for arranging in sequence packets received from the first node.

8. A communications network as claimed in claim 1, arranged in use to send data
via the unreliable channel in preference to the reliable channel.

25
7. A communications network as claimed in claim 1, in which the unreliable

channel is arranged in use to carry the data in a plurality of packets according to RTP



8,A communications network as claimed in claim 1, in which the unreliable 5 channel is arranged in
use to operate according to RTP operating over UDP over multicast to a plurality of second nodes; and
the reliable channel is arranged in use to operate according to TCP to each of t ﬁllt}rglity of second
nodes. 9.A communications network as claimed in claim 1, in which the unreliable 10 channel is
arranged in use to operate according to RTP operatiig over UDP over unicast to a plurality of second
nodes and in which the first node and each second node is arranged in use to participate in a
peer-to-peer network used to receive from the first node the data parts missing from the data received

via the unreliZBFEPERAMYELN Y510 AnEomGHRLRI GREMEMR AL EORRHnG Sl firsi b the dteds@cond
node; in MQWG@J%@Q%Q&Q[@QQ%@ send data to the second node via two channels;

a first unreliable channel for sending the data to the second node according to 20an unreliable
communications protocol; and a second reliable channel for sending the data to the second node
according to a reliable communications protocol; in which the data comprises a plurality of parts; in

which the seBond nBdeComiBHeRORI ARt WAdCIas FAITIRMtIfisR At plyteBehmifssingralaPiehe data

receivedsfrom the fi(st node via the unreyable channel; and fqr O‘Qﬁnig%fr%m the dq\;[jag?ceived from
C 0 opera
e data |

the first node Clag the 'rsel?a'{[ﬁggcﬁ?ahnnéjlsﬁeodgf)ae rﬁa?tsa?ﬁ;%rsfnna from BEeRIEd h&{Fhreliable

channel; MG&ldskqo a phirimkjcly e saeoRd0dR SN ARERP IR NCE$86004 iHQRES N which

an unreliable channel, arranged in use to operate according to RTP over UDP, is provided for each of
the plurality Npefaecrmdnodes diiePaoelsaiblefchamhehlityrefmrepeabimnl nsdde. operate according to TOP, is
provided for each second node of a subset M<N of the 5plurality N of second nodes; in which the
plurality N of second nodes are arranged in use to participate in a multicast group and in which the

subset M<N of the ge %Wu%gﬁi&gg Lapged 'Q se I drel y via the multicast group to a remainder
N-M of the second no%es that are not inc?uded %n t%g SL%bSé@l\ﬁ\éailmth?e' dgc %{gsh rgggiv%rg%%@ﬁe reliable
channels. channel is arranged in use to operate according to RTP operating over UDP over

unicast to a plurality of second nodes and in which the first node and each second

node is arranged in use to participate in a peer-to-peer network used to receive from

the first node the data parts missing from the data received via the unreliable channel.

15 10. A communications network comprising:
a first node and a second node;
in which the first node is arranged to send data to the second node via two
channels;
a first unreliable channel for sending the data to the second node according to
20 an unreliable communications protocol; and
a second reliable channel for sending the data to the second node according to
a reliable communications protocol;
in which the data comprises a plurality of parts;
in which the second node comprises a data checker for identifying data parts
25  missing from the data received from the first node via the unreliable channel: and for
obtaining from the data received from the first node via the reliable channel the data

parts missing from the data received via the unreliable channel;



10 11.A method of reliably transferring data via a plurality of channels in a network from a first node to
a second node; in which the data comprises a plurality of parts; in which the ghagpgjs comprise an
unreliable channel and a reliable channel; the method including: 15sending the data to the second
node via the unreliable channel; sending the data to the second node via the reliable channel,
identifying parts of the data missing from the data rééeived at the second node via the unreliable
channel; obtaining from the data received at the second node via the reliable channel 20data

t ding to th t ts missing f the data recejved at th d e via th
Unriable shannel th N e SEREHA AR B0 6 & HENGH) K SFSRBB AP ARHELTEN R which
the unreliablg, chamelARrrafes AadIRA R %Tg’pgﬂ%@éagmﬁa@ R e¥REMUisasiip g plurality N

of second nodes; and the reliable channel operates 25over TOP to a subset M<N of the plurality N of

second nodds; saevhigitiibeppltaititid Mfodeseoantbdesesgarticipate ohanpekratcapged netweork;

IVICSLLP 16 in which the subset M of the second nodes receive via the reliable channel from the

first node thORRIAIDAFEOTAIREINY fiom RPNt ieirashiaasrR dierame 2isaRpel,MAY of thein which

the remgindeT Na-lli\{l R{E@%g'%ﬁ%ﬁ%%g second nodes receive from one 5or other of the subset M of the
tata par(fs missing from the data

second hodés the
in which the plurality N of second nodes are arranged in use to participate in a
multicast group and in which the subset M<N of the second nodes are arranged in use
to relay via the multicast group to a remainder N-M of the second nodes that are not

included in the subset M<N the packets received via the reliable channels.

10
11. A method of reliably transferring data via a plurality of channels in a network
from a first node to a second node; in which the data comprises a plurality of parts; in
which the channels comprise an unreliable channel and a reliable channel; the method
including:

15 sending the data to the second node via the unreliable channel, sending the

data to the second node via the reliable channel;
identifying parts of the data missing from the data received at the second node
via the unreliable channel;
obtaining from the data received at the second node via the reliable channel
20  data parts corresponding to the data parts missing from the data received at the
second node via the unreliable channel;
in which the second node is one of a plurality N of second nodes;
in which the unreliable channel operates according to RTP operating over UDP
over multicast to the plurality N of second nodes; and the reliable channel operates
25  over TCP to a subset M<N of the plurality N of second nodes;

in which the plurality N of second nodes participate in a peer-to-peer network;



received via the unreliable channel. 12. A method as claimed in claim 11 in which the unreliable
channel carries the data in a plurality of packets according to RTP operating oygx 4/DB; and the
reliable 10channel carries the data in a plurality of packets according to TOP. 13. A method as
claimed in claim 11 in which the unreliable channel operates according to RTP operating over UDP
over multicast to a plurality of second nodes; and thégreliable channel operates according to TOP to
each of the plurality of second 15nodes. 14. A method as claimed in claim 11, in which the unreliable
channel operates a.ccordin%to RTP opeC%EE%over UDP over unicast to a plurality of second nodes

and in which the firfl ROU At B0861dY SO MARRIBAIESTY S PG ISHBRIERRABIX BBsed to
receive fromyfiesfiesh, nodea A33PR RIS Ao Gadlrladessivedia hie upieiakls.ehannel.

15. A method of reliably transferring data via a plurality of channels in a network from a first node to a
second nodejria which the data comprises a plurality of parts; in 25which the channels comprise an
unreliable channel and a reliable channel; the method including: MCSUP 17 sending the data to
the second node vilf thBiemhiBRIBBAAGRNVsehiim §'ialitabth 2bserese e h ERRE VR fTRE riRible

channel; identifyi arts,of the data missing from, the data received at the second node via the
unreliabfe choe{nﬁgﬁpéé}kﬁﬁ?n ﬁlugb?re(;tmﬁtr?z %]aetaS ?883?{/88 dftstﬁlréesggéana anrgsdgq '\ﬁgqg\eﬁoerna fe c?%n nel data

parts correspgging s datapaits dhisseg from the data received at the second node via the
unreliable channel; in which the second node is one of a plurality N of second nodes in which an

unreliable channel operating according to RTP over UDP, is provided for each of the
12. A method as claimed in claim 11 in which the unreliable channel carries the
data in a plurality of packets according to RTP operating over UDP; and the reliable

10 channel carries the data in a plurality of packets according to TCP.

13. A method as claimed in claim 11 in which the unreliable channel operates
according to RTP operating over UDP over multicast to a plurality of second nodes;
and the reliable channel operates according to TCP to each of the plurality of second

15 nodes.

14. A method as claimed in claim 11, in which the unreliable channel operates
according to RTP operating over UDP over unicast to a plurality of second nodes and
in which the first node and each second node participates in a peer-to-peer network
20 used to receive from the first node the data parts missing from the data received via the

unreliable channel.

15. A method of reliably transferring data via a plurality of channels in a network
from a first node to a second node; in which the data comprises a plurality of parts; in
25  which the channels comprise an unreliable channel and a reliable channel; the method

including:



10plurality N of second nodes and a reliable channel, operating according to TCP, is provided for each
second node of a subset M<N of the plurality N of second nodes; in which the plurality N of
second nodes participate in a multicast group and in which the subset M<N dfith&l.séétond nodes relay
via the multicast group to a remainder N-M of the second nodes that are not included in the subset
MeN the packets received 15via the reliable channel§. 16.A method as claimed in claim 11, including
merging the data received at the second node via the unreliable channel and the data received at the
second node via the reliable channel into a single str%am 20identi rﬁfmén the ssé% striam the

parts of the data miSEM#JAPtHBBAR PSRN A IRLURNG 1D nehia %el; and
obtaining frogy the.single. stream i, datka Pafthieerivefiat the second node via the reliable channel

corresponding to the data parts missing from the data received at the second node via the unreliable
channel. identifying parts of the data missing from the data received at the second node

via the unreliable channel;

5 obtaining from the data received at the second node via the reliable channel
data parts corresponding to the data parts missing from the data received at the
second node via the unreliable channel;

in which the second node is one of a plurality N of second nodes in which an

unreliable channel operating according to RTP over UDP, is provided for each of the

10  plurality N of second nodes and a reliable channel, operating according to TCP, is
provided for each second node of a subset M<N of the plurality N of second nodes;

in which the plurality N of second nodes participate in a multicast group and in

which the subset M<N of the second nodes relay via the multicast group to a remainder

N-M of the second nodes that are not included in the subset M<N the packets received

15  via the reliable channels.

186. A method as claimed in claim 11, including merging the data received at the
second node via the unreliable channel and the data received at the second node via
the reliable channel into a single stream;
20 identifying from the single stream the parts of the data missing from the data
received at the second node via the unreliable channel; and
obtaining from the single stream the data parts received at the second node via
the reliable channel corresponding to the data parts missing from the data received at

the second node via the unreliable channel.



