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‘SERVI CES | N ELECTRONI C COMMERCE Thi s application clains priority from
United States provisional patent application serial No.P Wera filed
Sept enber W2V24889  entitled System and Process for Payment - S&rvi ces,
which is hereby incorporated by reference. 5 Field of the Invention The
present invention relates generally to the field of facilitating electronic
commerce by providing services via a public key infrastructure. .0
Background of SYSTEMIAND METHOD FORPROVIDING PAYMENIObnMer ce has creat ed
new chal | enges to tabl i shi relatl i ween contracting parties.
One of those chal ﬁ%&é%ﬁﬁg@qﬁ%@tﬁmﬁﬁ the parties to the
transacti on cammot—SEE Or _fear eaci otfer;and cannot ot herwi se easily
confirmeach other's identity and authority to act. 15 One renedy for this
probl em i s t hismpplicatiorcleimsquietityafrom hinited Stages\pravisienappatend applicatjon f or

signing t¢g ) s, Th L &N ng..par, mak avai le a

2sg0ci astin Bueey LR SRR ambr 2 1590, BB S BTRER PrER PR BeR y <
privat e gkRioes, AAch 3 hSreBy altbporated BCefeydnog party to confirmthe identity of
the sender. But the sender's public key may not be known a priori to the
recipient. In that event, 20 the sender may transnmit with its signed
nessage a digital certificate iﬁ@ﬁ%?ﬂﬁﬁn@eng&ét ificate authority. The
certificate is itself a signed ument (signed with the private
key of the dhe prebéent aiventinr felates ggneralbrto te fiald)of faeilitating elet¢tronid commerbe i ¢ key
Is the %ubl I ¢,.key of the s lga(er.. gmr% sgne cases, the recipient my be

unf ami | {PXPrOYiding PETYICER Wif p Puliqkey infrasuqiey i fi cate 25 authority or may not
know whet her the certificate is still valid. In that event, the recipient
may W sh to check the authenticity and validity of the certificate with an
entiy that it trusts. One O f ny Nchecking certificate status
is the on-1li | el : t otz 2

PCTI USOO 2462?le 9&?}%}9&Eﬁé@%ﬁiﬁ‘}ﬁ,ﬁ%c?g%cg%@g Ing(cvt r ongln?%%)r%%élgsg& elates to
paynent gelatishshipe between contracting parties. One of those challenges springs from the fact that

the parties to the transaction cannot see or hear each other, and cannot otherwise easily
confirm each other’s identity and authority to act.

15 One remedy for this problem is to provide each contracting party with a private key
for signing transmitted messages. The signing party makes available an associated public key
that decrypts messages signed with the party’s private key, and thus enables a receiving party
to confirm the identity of the sender. |

But the sender’s public key may not be known a priori to the recipient. In that event,

20 the sender may transmit with its signed message a digital certificate issued by a certificate
authority. The certificate is itself a signed electronic document (signed with the private key
of the certificate authority) certifying that a particular public key is the public key of the
sender.

In some cases, the recipient may be unfamiliar with the public key of the certificate

25 authority or may not know whether the certificate is still valid. In that event, the recipient
may wish to check the authenticity and validity of the certificate with an entity that it trusts.
One known protocol for checking certificate status is the on-line certificate status protocol
(OCSP).



establ i shment of paynment systens. In sone cases, purchasers pay for goods
purchased over the Internet by transmtting a credit card nunber to a
merchant. Security risks and other drawbacks associated with this practice’
make it und¥RP¥2#8% even for business-to-consuner 5 transecki@isissand
unaccept abl e for nost busi ness-to-busi ness ones. Several electronic paynent
systens have al so been proposed, including ones that enploy digital ’

certificates fo aut ticat.e the identity of a payor. These systens,
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comrerce, and often 0 provi de an adequate structure to
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paynment services to acl 1 e electronic comerce. na preferred
enbodi netrdnsactibas; andmiaccepbledfbrmpst busidess-tovbhdimess orkes, t he context of a

four-comer trust del ., The four-corner el conprjses a buyer, also
referred to ASVERLEIHORICPRAYINSH] SYSIRMLIAYE ?ﬂggﬁe"&’%‘ﬁ?‘iﬁ‘}"f‘!ﬁﬁ‘wﬂt"ﬁb& red to as
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cust oner i i I nstitution, refferred to as an issuing
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cust Xarerinfrist@cmfcionecurdly ambverifiably Rffectieléctromic paydtentst ed to as the rel ying
participant. The relying participant acts as a certificate authority for
the seller and issues the seller a hardware token including a private key

and a digital certificate si @Pﬁ&ﬂofﬂ@lﬁ@hﬂdnﬂg participant. The system
al so includes a root certificate authoriiy at issues digital
certificates 4 systemeandsmethodpre disclosadyforgroyidingiaplyrality of p®ienCrezvitesitef i t  of
t he four e | at ir n yyer an el l er _does not
depend o%a&fei{aagehél%cgg ﬁ'? cﬁrsn?nr?écgt %’é; géaé?ree%eggh\gﬁﬁﬂeﬁtg&é% 0 r'clegfll%t%o ‘\'/lgﬁdlj‘ﬁ' 2
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20 certificate signed by the issuing participant. The seller is a customer of a second financial

institution, referred to as the relying participant. The relying participant acts as a certificate
authority for the seller and issues the seller a hardware token including a private key and a
digital certificate signed by the relying participant. The system also includes a root certificate
authority that issues digital certificates to the issuing and relying participants.

25 One benefit of the four-corner model ié that trust between a buyer and seller does not
depend on each party using the same certifying authority to validate digital certificates, or
identity, to each other. Rather, the buyer ahd seller each look, in the first instance, to their
respective banks for such validations. In turn, the buyer’s and seller’s banks look to the root
entity to provide the necessary bridge that enables them to confidently validate the identity of

30 one party to another and the integrity of the messages they exchange.



paynent services to buyers and sellers. The four-corner trust nodel and

pr e- est abl i shed banking rel ationships between the parties and their
respectiveggfg%?o ﬁnabl e the parties to conplete an on-line purchase or
trade and Si Bheously arrange for a secure, efficient BGTAUSOG2486t i onal |y,
guar ant eed paynent. Moreover, use in the present systemof digitally signed
paynment instructions provides authentication, nessage integrity,

non- 1 epudi al ihfloreiifloysfifitradilthddeldrige thid sfhshih6ef o i0viA gant,  payment
nmessaging in present system proceeds from buyer to seller to seller's
bank t o phyyent sarvioestls buyidrsiand dellers e Therfuue-comettmsemodel and preerstablished0 paynent

instructiqQn and forward it to the sell.er who in,tuyrn f.Qrwards.it to the
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t hr ough cehfidedialityzed paynment processing procedures at the banks. The
pr esent syst?m an méth d.provide nunerous henpefits to buyers.,In
particul ar, ‘EﬁB“ger'@ &m0 te RAVIPERE RESTRETRE 7 16 iPERSCTY SKYISR PrRseRds T ess to a

vari ety paferRe¥eiRPio Rér Btk tdPbuyeas badky Mhus Sbi ample] £ Buyfek RIZH Rkéoutelie buyer

is al so provided with inproved timng and 20 know edge of cash flows. In
addilfi opayment ipstretion and ferward i teotherselies whe immefonwards i to the sellpy'sibank for
trade-inheren i ' |1} payment instrunment. Moreover,

t he buyé'ﬁh%anféﬁlgve e f%péi{“gl\%ggkﬁ’??’g ér,sodégﬂ('payrrent. and purchasing are

bundl ed i nt o The presémeystem andvhethbdioperge efficidntle irpparsieniuss patienhaveprévet hod
with existjng | egacy systens al so enahles full, el ectronic proc&ssi ng of the

entire 14 ¢ pgymend @‘WB?’_E ting and;settiement instruptions yyrhghelr nuner ous
benef i t Sifigh éﬁue%es%arﬂié}, to Bitidtd s1'brifine pdyneRf MREY bintitad<eUs AR aiet hod provi de

a seller wth the ability to offer payrment terns tailored to val ued
cl i dift s .tranfastiom|rather thansthroughla sepsratg, offdinerstep. Additional efficiencins arggreatede use  of

assured pa ts, I|.n Ltion e, Drese em and met hod i nprove a
seller’ s&#ﬁ%ﬁ"&é&ﬁ@d&ﬁgﬁtg3édé:e%sfrhgcp§§h %ﬁégw]g‘over, the seller enjoys
ef ficient worthefpkegert sysién pad/iethbd prifyideniimRibus basefiego dugerfiUnGlagtitulaif 0 one

process. Also, if the sel]ler is holding_a paynent obligation, it may ask
i ts bankh presang system andiaethod prgvids 8 Buyes with ageess top wasiehyql paymentopHensig to 3

satisfy a seller’s requirements. The buyer is also provided with improved timing and

20 knowledge of cash flows. In addition, the present system and method enable a buyer to cover
trade-inherent risks by using a conditional payment instrument. Moreover, the buyer enjoys
efficient work flows, as payment and purchasing are bundled into one process. Interfacing of
the present system and method with existing legacy systems also enables full electronic
processing of the entire transaction.

25 The present system and method also provide numerous benefits to sellers. In
particular, the present system and method provide a seller with the ability to offer payment
terms tailored to valued clients. The seller also reduces his or her credit risk through the use
of assured payments. In addition, the present system and method improve a seller’s timing
and knowledge of cash flows. Moreover, the seller enjoys efficient work flows, as payment

30 and purchasing are bundled into one process. Also, if the seller is holding a payment

obligation, it may ask its bank to discount the obligation, providing a source of financing to

3



WO 01/ 24082 PCT/ US00/ 24661 the seller. Interfacing of the present system
and nethod with existing | egacy systens also enables full electronic
processing of the entire transaction. In a preferred enbodi nent, the
present sWOem48x net hod facilitate a plurality of payReTUStorzgdenunents.
These include a paynent order, a paynent obligation, a certified 5 paynent
obligation, and conditional paynents. Each of these payment instruments is’

described in nore detail below in the detail e& des,cr'h%t ion. | néﬁgpreferred
enbodi nthetsellern Interfacingnf the present ysiem and method Wit eXisting jegAcY SY§ems 8@t or of
negoti a I ' W}gy ' MsaetionOr exanple, the present system
I ncl udeghazﬂe%p@ggnléﬁung [ gégtgﬁ%%ft?ﬁgétﬂgngy p? :af erabl% be sold in the secondary
mar ket . Chanlyea prefetreé ethbodimentethe pfeserit systeno bid methpd frsilitatg a pluglity ol y be

performed through use a. hol.der reqj st [vi.ce. Brije sGri ption of

t he DraR/P’HE;?‘“I‘ﬁg“'Q e SEERIFE eﬁpalf’ﬂ%‘tf’ﬁ(?gﬁtplggrﬁg% ﬁlgalggh’bge ter under st ood
whenst akgindt oBifgation) and ebidiiond pdynieis. EadH fuhesg paigiant insurdancisi ption and
acconpanyi ng draw ngs,_ i n which: Fi(?. 1 is a block diagramof a preferred
embodi mdescribéd intreore detpil belpydn theslgeiled desefiRiiPBd by the present system Fig. 2

is a block di B diRgntC HERARER i vahsferds ties in
the four- CO;%%#&%%QP@B&%H@?%&@? I'S ?%%ﬁrrg%gft?ggﬂbsf (e)lrgk/ fl owtdi agram of a
first paggoriablezizetranic payment instrémenss. &Far exquole,tthe preseoksysteavinelidegimam of a

second paynent, scenario; Fig. | S conposite bl ock/ fl.ow di am of a
third pXfHBet °Q€%?ﬁ‘3f‘ iﬂl?‘,t“’f‘—‘?'g‘.'eg%atﬁ%{’%s"g‘? g'gtggf‘ﬁcf’? s?’?%f{r n%l%ﬁgeplrn eferred
enbqgi MpgidePsf théle oBREMREEmbyY prefekadly b &d thepugh Reyorartioldet ehglstry25 Fig. 7
is a diagramillustrating a preferred enbodi nent of the message flow for
pr ocessiseryics. paynent obligation; and Fig. 8 is a diagramillustrating a
preferred enbodi nent of the nessage flow for processing paynent
conditions. 4 WD 01/ 24082 PCT/ USO0/ 24661 Detail ed Description of the
Preferred Enbodi nents Brief Description of the Drawings

The above summary of the invention will be better understood when taken in
15  conjunction with the following detailed description and accompanying drawings, in which:
Fig. 1 is a block diagram ofa preferred embodiment of the four-corner model
employed by the present system; | '
Fig. 2 is a block diagram depicting components preferably provided at entities in the
four-corner model;
20 Fig. 3 is a composite block/flow diagram of a first payment scenario;
Fig. 4 is a composite block/flow diagram of a second payment scenario;
Fig. 5 is a composite block/flow diagram of a third payment scenario;
Fig. 6 is a diagram illustrating a preferred embodiment of the message flow for
processing a payment order;
25 Fig. 7 is a diagram illustrating a preferred embodiment of the message flow for
processing a payment obligation; and
Fig. 8 is a diagram illustrating a preferred embodiment of the message flow for

processing payment conditions.




SYSTEM ARCHI TECTURE AND TECHNI CAL CHARACTERI STI CS The present disclosure
Felates to a systemthat allows financial institutions to ZeClrJﬂr)eljy 5

rovi de ervices to their customers. In a preferred enbodi nent,
Fhese sefs‘ﬁ;@@}" be provided within the context of a FPEHUSQLAEL trust
nodel . A preferred enbodi nent of the four-corner nodel enployed by the
present systemis shown in Fig. 1. As shown in Fig. 1, the four-coner nodel
conprises a first instiigudiedpLid2inhbhl ofthe PREGRA BErltidihstits on 104. First
institution 102 is referre 0 as € 'rssuing particlpant” because 10 it
Is a participant in the present systemand issues digital certificates to

Its cus ' | ' ' Is referred to as
the "r eﬁmm gfﬁg?a@eggb%Fﬁﬁ%%bWﬁgglk'}%t he present :
system and i The piesénbaiBelosuretelatdito b efstéin tHat allovwa Thanialanititutions $6/éedtkely
participant 102 and issuing participant 102's custoners, as described

bel o%. PreYide RayIERHSErvicgD to theja cugtomers.pinaspreforredhembodisnens; these servines miax|

: Uk ) _ ) . r . a
second & rided widlPRe SN of Bt bombs Bt ribghl IehreRiish SRRLARRR oY

pr ef er alfdur-cotret owdel employed by ihegpresantt systeppdsithod@an Fignd. rel yi ng parti ci pant

104, respectively. First custonmer 106 .S soneti s,referre&zto as the
"subscri bi ngAéﬁié‘? 'lg-t}e@‘&%‘éf'%m“ §_t?9§ﬁ“1°f’l?é‘§est5(r}%_ Hpstetian 2spdaed by
parti ci geddhd iddBtutibh 164. Firsé irtiRtion 962 isFefRh&Dio2s MR isBiRg PArticHEAr bEShuld as the
"buyer" because that is the role it typically plays in transactions in the

fourl® cdifaparigipantdn thepsesant systemand issugsdligitel contificalesia ity @#S&nzqw ag obats ht he
"relyin . ot ' S ' .

| ssul ng SHBLOMROw, SEGRNERYhlon 164 A LIRURSHL AL bR Sl B e, 108
i s al so isoparticipe in the presend systena and itecusoalelsaely dnaepresentatibad made Iiyhﬁ rloljebi t
25 typicall lays in.trapsactions, in e four-coner del. It shou e
recoéﬁi 2558{“&%8%#8?‘, lrbzlaﬁ {ssung H?f&&ﬁa‘ftﬂbgﬂé'és&"i‘eﬁ’iagﬁesﬁﬂ ebeldyeaks primarily
i n ter mpagifc iaum,rlolf&?e@ﬂidalg:mké&rotﬂé}%nancfidﬂiﬁstmﬁfdﬁioﬁef 106 and second
custonmer 108 may instead have different roles in a given transaction. For

exatpl e, fir ddsoshewn inFiglberemdirstsastameolboonsda Wuﬁ@nﬁg%gits? se;:p?d 10
r i Ly . RO ntity
Uty Cafir 108 st Sond QlMbrid? 108 fre phodtBpid et B ebing pehucigailyof ) 2 Lo

oper at i ragd ralyieg participirad D4,irespectivglyel ect ronic 5 WO 01/ 24082 PCTI USOQ 24661

First customer 106 is sometimes referred to as the “subscribing customer” because it

subscribes to services provided by participant 102. First customer 106 is also sometimes

20  referred to as the “buyer” because that is the role it typically plays in transactions in the four-
corner models. '

Second customer 108 is sometimes referred to as the “relying customer” because it
relies on representations made by both issuing participant 102 and subscribing customer 106.
Second customer 108 is also sometimes referred to as the “seller” because that is the role it

25  typically plays in transactions in the four-corner model. It should be recognized, however,
that although the description below speaks primarily in terms of a buyer 106 and a seller 108,
first customer 106 and second customer 108 may instead have different roles in a given
transaction. For example, first customer 106 may be a borrower repaying a loan to second
customer 108.

30 Also shown in Fig. 1 is a root entity 110. Root entity 110 is typically an organization

that establishes and enforces a common set of operating rules for facilitating electronic

5



commer ce and el ectroni c comuni cations. Root entity 110 may be owned
jointly by a plurality of banks and/or other financial institutions that
have agreed to adhere to these operating rules. One exenplary enbodi nent
of such a MRty is described in copending applicatkeuuseerdeal No.
09/ 502, 450, filed February 11, 2000, entitled Systemand Method for 5
Providing Certification-Related and Other Services, which is hereby

i ncorporated b ference. Fig. .2 is a block diagram depi.ctinhg conponents
pr ef et abfpeEy precpni soimuitaigns; Root oy (o macHramvarg ity BER Shown i n
Fig. 2, pRkadityCdfitaitsandfof othéPfinahbid] fnSititichs ihat Kave bareddl € KMER to He&d €7 abl y

provided with a transaction coordinator 202 that serves as a gateway for 10
transmi t epemafing meles. <@ud exemplany ¢mbadiraent ofisuchp rogt entity ds desetibeddnl capsnding vi ces -
provi ded, by. : n gqgs L coafdiaat or noyi de a
single imnﬁ%l? #tg’gégl{mgiﬁ)éQ?Jlls%i%gﬁﬁdgepan C‘fogébé’ *Ta 1%h rgé y %’dgg’ér figélﬁjpant

104" s5 onPiavidingsCertification-Rethtddnd OrherSesddes,guldclris haeby iaipyrated bynsure secure
el ectroni ¢ conmuni cati ons between transacti on coordinators 202 and ot her
entit!es’qﬂ’ﬂen“P‘he four-comer nodel. A preferred enbodinent of a transaction
coor di nat or 282 Si4iattidkidgPdm égpiétﬁx?_cbﬁpé&ﬁts rEreRbly prAREI: bachdRAGH Ped i n
copending United States patent application Serial " "No. , filed on even date
her ewi t hthedouricofnstimsegelt dmshown ivdiip.dd participarte 142, 04 androntantityak i0@re eall Ot her

Servi ces .eh is..her .ncorporated b ference. Partiegipants 102, 104

Snd oot Pl oo TigBE L ERE deRER AL B a0n LA o B BHRY P31 Ocop

r es poddefrandfdtting ndweteiving all smercntityymessapeh feldttdlseRtes pidbided B theprezeipt ed t o

sign 20 nessages and verify sjgnatures on nessages, I.n addition, each

partici p¥stem ?“siﬁwnéﬁafdf'ﬁéﬂ‘t's% preyide 3 gingle “f‘ﬁ'%?‘%é?‘sﬁ}‘%g RArYppant l?ﬁ%vi ded

with a bidd fefythgdahfighat ﬁl%%ﬁn-l%%e&?&@&ﬁﬁht)%ﬁxﬁéﬁt uidyails BldebdaRto@RRkE Cal i on
104), ransaction |

210 in the case of participants 102, ), a raw 0g, 212, a
cust oner segurezlegtionit aeramanigations petwken wansacgion covrdingtors¥98 and dtheventitiss ioner dat a

connect cltedeicoBREmBorlo A HBFef RENLHb 3PS HaSplRpi bR dof Pl T, ©
rel yifng gsedh eithireséaiBystem iy diserited lity capendihg/Uditedd Statesipatéht appiivatia SetidD that is

adapted to receive and trapsmt informatjon via the Internet. Relying
cust oner N8 i s further fH?‘Q‘P‘b?@BI“?‘“S‘F’GV’F‘B’e‘H‘“WQa WsaenmeP%@quace 222 for

COMMUNI C@Ljifdate YafilhiioR add OthePSEiced, RAR id RétebyThéorpd:Rk8 by Rdertidgodi ment  of
bank interface 222 (as well as 30 additional "conponents’ preferably provided
at relying cularticipants| (i) 104andaeatientityd 10 are cacpfurtienpgeferablyquoddediwith pat ent
appl i cat o Qe aler N4 and Hardviide £3u Gy SibatRiEISM) 206. HSM 206 is adapted to sign
20  messages and verify signatures on messages.
In addition, each participant 102, 104 and root entity 110 is further preferably

provided with a billing data database 208 (connected to a bank billing application 210 in the

i

case of participants 102, 104), a raw transaction log, 212, a customer data database 214, a risk
manager 216 (connected to customer data database 214), and a hardware security module
25 218, each of which is connected to transaction coordinator 202.

As further shown in Fig. 2, relying customer 108 is preferably provided with a Web
server 220 that is adapted to receive and transmit information via the Internet. Relying
customer 108 is further preferably provided with a bank interface 222 for communicating
with relying participant 104. One preferred embodiment of bank interface 222 (as well as

30 additional components preferably provided at relying customer 108) is.described in

copending United States patent application Serial No. , filed on even date

6



6 WD 01/ 24082 PCT/USOQ 24661 herewith, entitled System and Mt hod for
Facilitating Access By Sellers to Certificate-Related and O her Servi ces,
which is hereb | ncorporated by reference. Relying custonmer 108 is

pref er abl YW %l"ﬂ%?'r provided with a hardware security nod8CEUS¥R4$Yr signing
and verifyi ng system nmessages. 5 As further shown in Fig. 2, subscribing
custoner 106 is preferably provided with a Wb browser 224 for browsing
the Int ry for signing
nmes sageg&g& Qg? Lll'd:l%fﬂ gﬁm“%tﬁég\%&s%§eﬁéﬁg§ each systementity
i's prov Oéﬁdicmetltelawubam (glhe:eser\ueest wfuch i leseby(incudparated by referehiceg Relyingat e keys)

tofaC|I|tate thenti cat | on: ntit ertificate O referred to,
i sone cuee, 1883 Bretmbl e pviosdih & paciaressessiry Fogile 250 o slgding | n
addi t i ognd {eiffing By stk ieSsagayTbOd mant each transaction coordi nator 202 is
preferably provided wth |ts own |dent|ty certificate and utility

certdficate éﬁ@@@smvmlé@saﬂb ssaribing enstomes 10Giisipraferpbly propided witha i s used
to prod a as
cvi encdy dy St 204 R SRRUEShe ilBhe Chil 4 G GRS e Bl el 3

el ect romigmnglﬁeskargas]aadéscﬁhedb%lmrt i ficate chal n is needed to support

operati.ons usin The status of .the |den Ity certificate my be
oEt ai ned by ﬂ@% gG“@ﬁ@’?"ﬁf‘%Ea‘ééyﬁ%“é‘émnﬂéﬂp'ww éﬁ’ﬁ? digital certificates i ng

Uni t ed g&:gc%ﬁe%hﬁﬂg AVRE kEﬁ) {oFacifafel AtheMieation! AhGakbnfity & Mk ﬁq& o herew th,

entitle stem and tho for Certificate Validation an Servi ces,
whi df i sefemdteblp spme@nqse,raataewmaatymeméicetn):md gilitheertifi¢ats. tIp additiomtimakey i s
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key assqclated with the subscribing custoner’s i1dent |T‘y certificate.
herewith, entitled System and Method for Certificate Validation and Other Services, which is

hereby incorporated be reference.

20 The utility private key is used to produce digital signatures that allow additional
transactional security. Typically, utility certificates are used to support secure socket layer
sessions, to sign S/MIME messages, and for other utility applications. A certificate chain is
also needed to support operations using the utility key. The status of the utility certificate,
however, may not be available to a requestor. Throughout this document, the term

25  “certificate” refers to an identity certificate unless otherwise stated.

In a preferred embodiment, subscribing customer 106's digital certificates and
associated private keys are provided to it by issuing participant 102. Issuing participant 102
preferably issues smart cards or other suitable instruments to subscribing customer 106 that
include at least the private key associated with the subscribing customer’s identity certificate.

30  Ifdesired, the smart card may also include the subscribing customer’s identity certificate.

Preferred specifications for the smart card, its manufacture, and contents are described in



30 If desired, the smart card may al so include the subscribing custoner's
identity certificate. Preferred specifications for the smart card, its
manuf acture, and contents are described in 7 W 01/24082 PCT/ US00/ 24661
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nmanage - TRy ded by the present system (e.g., certificate

val i daﬁ\c 6%\/#\/\@??0155 Ivvl t'h ot her systenms such as |egacy systens that are
ext er nal to Ihepeferred Binbedifemtnpaynitheigstairhents inithdpredeat sysemedné eyyptedn 20 may
I ncl ude a set of ased ssages._ I nt egratlon W th ot er systens nmay
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payment nessage fornats. Paynent services nessages in the present system
ar e 1pr efskouid prefesahiy bejatithe mossegerlevedrin iaddition tosinyi (ranspertdevel enceyptiegs associ at ed
with their i Ssages may be
envel oped or ‘f?g%@é&@@&é&#&%?ﬁg,p-ggx%{eﬁe [of0) e%t%‘?ﬁre%eél? |ca e nmanagenent
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contributiops fromnore than
provided by the present system (e g., certificate validation) as well as with other systems such

as legacy systems that are external to the present system. Integration with the present system
20  may include a set of MIME-based messages. Integration with other systems may include
EDIFACT, XML/ BizTalk and Enterprise Java Beans. These are preferred because they
enable straightforward conversion into existing payment message formats.
Payment services messages in the present system are preferably signed by system
entities using the private keys associated with their identity certificates. The payment
25 services messages may be enveloped or referenced, or both, in the content of certificate
management service messages.
Many of the payment messages described below require contributions from more than
one party before the completed message is transmitted to the final recipient. Messages in the
present system are therefore preferably structured to support signed additions to the contents

30  while preserving non-repudiation for each signer and the final recipient.



one party before the conpleted nmessage is transmtted to the final
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on even date herewth, entitled System and Method for Certificate
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and the R& mD'gnet be%weée\ﬁlb(l:x?é lgg 254 'ngeg 108 may be supported. For example, asynchronous

e-mail exchange may be supported by the system.

20 Typically, the seller uses a standard HTTP web server (e.g., Apache) to serve HTML

pages and runs an application server to provide specific business functionality to buyers,
(e.g., a shopping system). Integrated with this application are other software components that
facilitate access to system services including the validation and warranty services described,
for example, in copending United States patent application Serial No. R

25 filed on even date herewith, entitled System and Method for Certificate Validation and Other

Services, which is hereby incorporated by reference, and the payment services described
herein. In a preferred embodiment, this integration may be the active integration described in

copending United States patent application Serial No. , filed on even date

herewith, entitled System and Method for Facilitating Access By Sellers to
30  Certificate-Related and Other Services, which is incorporated by reference. A seller 108's
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of services, including the 25 followi ng: acting as a certification

aut hor jatiipmated email-prepsssingeteel may alsacherampdoyied gt the seller’s sidewal

Each participant in the present system may act as either a relying participant or an

o

20  issuing participant depending on the situation. Thus, for example, in a case where a customer
of a first participant is the buyer in a given transaction and a customer of a second participant
is a seller in the same transaction, then the first participant is the issuing participant with
respect to that transaction, and the second participant is the relying participant with respect to
that transaction. Each participant preferably offers a number of services, including the

25 following: acting as a certification authority for its customers (supporting issuance, renewal
and revocation of certificates), providing validation and warranty services to its customers,
responding to OCSP requests from other system participants (supporting certificate
validation), and providing and supporting payment services for its customers (e.g., the
payment services discussed herein).

30 In a preferred embodiment, transaction coordinator 202 is the primary interface to

certificate based services provided by a participant. As described in copending United States

10




and revocation of certificates), providing validation and warranty services
.to its custonmers, responding to OCSP requests from other system
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coordi nator 2 acﬂ Itates systemfunctions |ike nmessage verification,
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tenpl ate stores default paynent instructions for 15 buyer 106, seller 108,
and selhegsin by redgrence04 t hat are used by buyer's bank 102 to execute payment

aut hori zati . ' fis rd i sage nmay
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permit some of the instructions to be overridden by a duly authorized buyer or seller end-user.

In a preferred embodiment, each bank may, at its discretion, provide its customers
with additional functionality. This additional functionality may include maintenance of limits
20  for a buying company or provision of aggregated management information about the use of
payment services by a specific customer. |
In a preferred embodiment, the payment services disclosed herein use existing bank
networks for actual payment. They may also use existing functionality already available at
banks like a payment warehousing system for future dated payments. Some of the
25  connections to these existing systems are preferably real-time and on-line. These systems
may include: a real-time, on-line interface to a payment initiation system to create,
warehouse, and release payment orders; a real-time, on-line interface to a payment risk
system that monitors daylight and overnight limits; a real-time, on-line component for
generating payment initiation acknowledgments; a real-time, on-line interface to system
30 identity servers to process digital signatures and identity assurance; a real-time, on-line

interface to an application authorization system; and a real-time, on-line interface to a

11



In a preferred enbodi ment, the paynment services disclosed herein use

exi sting bank networks for actual paynent. They may al so use existing )
functionality already avail able at banks |ike a paynent warehousi ng system
for futureWgB8#8paynents. Sone of the 25 connections t o PCramseo/=s1st i ng
systens are preferably real-tinme and on-line. These systens may include: a,
real-time, on-line interface to a paynent initiation systemto create, )

war ehouse, and rel ease nment . orders; a real-tine, -line interface to a
paymont  VERouse oERaymeEL fser carRelighas Wtﬁwg&ﬁﬁu:fﬁ;épﬁ%?@‘]ﬂﬁ%ﬁgt nk 5
real - ti N2 reékives A PafiRéM SRR tpalBnt rORRAIAlsHY Payment initiation

acknow edgnents; a real-tine, on-line interface to system30 identity
servers to process digital signatures and identity assurance; a real-tineg,

on-line pj | d | rization system and a real-tine,
on-1line ?)ﬁ?éﬁ’%’ggﬁ§gﬁ%§&%@ﬁwl USOQ 24661 war ehouse of paynent
or der5 cancel | Rayimeit instrneatsprovddud Uythapreseyiesystefifintladod paymenesorder, pank - 102
receives a paymnent  order ﬁ ynent é@i\éocat ion list). PAYMENT ENSTR_UIVENTS AND
SCENARI (R3ysie g,  cqrti ?P?mygwm g, #d conditiphal payments, A brief ncl ude a
payment @istiffiion df et paFiRént ARtrhaRAt iPRow ?\jo‘}ﬁlre&.' EAGaPR¥iBRruaithi gat i on, and
condi ti onal "paynents. A brief description of each” paynent i1nstrunent is
now pr ovdegeribed Bmmbresdetaitshelow.nst runent is described in nore detail bel ow.

10 Paynment Order A paynent order (POr) is a revocable, unconditional

el ectronic instruction froma buyer 106 requesting buyer's bank 102 to

i ni tiat ePgynmient Ordepaynent to seller 108 on a specific date for a specified
anount. The paynment order is, typically used when the buyer_ and seller have

an est abl i shel¥PFSheier PQrhispariasrtle. upsondiionalplectsppic RmefionHm Ter ti f i ed
Payment glyet mkwmﬁwg@%mmbt @it d Srbd payefito sfile? 10§ 0k Epecific

uncondi t1onal undert aki a buyer 106 to pay a seller 108, “or hol der,
of the oddté fpanispasified amounte dihe payroent erdenis typically asdd whinghebuyer angdselleryer ' s

bank 102. It i vi dence of debt,.of the buyer to the seller. Buyer 106 nmay
request ﬁaﬁﬁ%b?‘sée%g"é%l?eﬁdﬁla?%‘s l5’t:ept or certify the obligation to pay

sel & 108, in which case it becones a certified paynent obligation
(Certifi lggyn?ecrﬁ)dbligation and Certified Payment Obligation

A payment obligation (POD) is an irrevocable, unconditional undertaking of a buyer
106 to pay a seller 108, or holder, of the obligation on a specific date for a specified amount
at buyer’s bank 102. It is evidence of debt of the buyer to the seller. Buyer 106 may request

20  buyer’s bank 102 to accept or certify the obligation to pay seller 108, in which case it
becomes a certified payment obligation (Certified POb).

A payment obligation is typically used when seller 108 is unsure of buyer 106's intent
to pay on time. A certified payment obligation is used when seller is unsure of buyer’s ability
to pay.

25
Conditional Payments

A conditional payment is a payment order or a payment obligation in favor of a
named seller, payable at buyer’s bank 102 upon presentation to buyer’s bank 102 of specified
electronic messages, signed by specified parties, to evidence fulfillment of pre-agreed

30 conditions. Buyer 106 may request buyer’s bank 102 to accept or certify the obligation to

12



A paynent obligation is typically used when seller 108 is unsure of buyer
106's intent to pay on tine. A certified paynment obligation is used when
seller is unsure of buyer's ability to pay. 25 Conditional ments A
condi ti onWO WMt is a paynent order or a payment obl itV ﬁxﬁﬁlfavor of
a naned seller, payable at buyer's bank 102 upon presentation to buyer's
‘bank 102 of specified el ectroni c messages, signed by specified parties, to
evi den I : &puest
buyer - 2apseie! 105, HRhicR adifbcBthi certied ol payriedt Bighlon (RHIAGE 052
PCT/US(EKR4661 pay seller 108, in which case |t becones a certified

condi ti onal nt .obl tion nd|t onal paynent is

used when eiAt \é Hﬁé’tﬂyT 1%Ysegg1 F‘é?‘h’fﬁguy%ﬁ%o%ﬁ?"er @r o § ohlﬁta gre?ﬁgypaynent

Wi I 1 behepalymichtodilio effeated 6hily @aBerd citlinPréNdionstiave beenandieRiis uset to triggers used to
trigger 5 the timng and occurrence of paynent. A certified conditional

pay fentthertiming and eerusgaes of paymentcd certified @qvéltmylr?@bfmew qbliggionaddsct ed once
speci fi NP LS In a
preferr agsg"&ngwaﬂhgﬂ’?yﬁ%ﬁ%‘ggﬁgg%m orng€ Ebined Var Fous comg*r& cial and financial
10 scenarios, can initiate paynent orders and paynent obligations. This is

due to L | f 20 Fig. 2 to identify parties at al nost
any stmsgmgtﬁi@% éal transaction, which provides a great
deal of flex QPHféﬁéd%‘inﬂéldeS bufértmstt&magwms coriireisl GRIidneRI descr i bed
below illustrate this flexibili 15 On paynent |n|t|at|onthrough
sel10er sgenpriew: caminitiate payment grders pncbmymt otﬁtgewl Bhis iscdue &9 theebilisy play ment
server I nyt) gﬁ-tl E and uyer 106. As
shown i ?{&Eﬁgfﬁo§?i’-‘{§§5h@éﬁhﬁ?y§r&ne%%{%arI )p%{’é/ 8 créelg) ZQ&% Agayrrent or der
or pay neankacdbd,ivgith providess greatidealrof flexibility bujvuyntssnmeﬂelpaymdrﬂe The forward the
I nstruction to buyer's bank 10 h seller's bank 104. Buyer 106,

sel | er s_fgga,rx%gesgﬁ%ed(ﬂ;fqvbﬂﬁptra}e%ésﬁqxﬂy * bank 104, supply information needed
toinitiate the paynent or create the obligation. In a preferred

enbodi nent, using the four corner transaction nodel, buyer's bank 102
i nitS at@shwmmtmmeh@atbsgumeﬂmmgmnéﬁema-sed on buyer 106's signature.

In a first payment scenario, seller 108's payment server offers payment order or

payment obligation options to buyer 106. As shown in Fig. 3, in this first scenario, buyer 106
creates a payment order or payment obligation instruction and authorizes seller 108 to
forward the instruction to buyer’s bank 102 through seller’s bank 104. Buyer 106, seller 108,
20 and optionally, seller’s bank 104, supply information needed to initiate the payment or create
the obligation. In a preferred embodiment, using the four comer transaction model, buyer’s

bank 102 initiates payment or creates an obligation based on buyer 106's signature.

Online debit authorization through seller payment server
25 In a second payment scenario, seller 108's payment server offers a direct debit
option to buyer 106 as depicted in Fig. 4. As shown in Fig. 4, in this second scenario, buyer
106 authorizes seller 108 to forward to seller’s bank 104 an instruction for direct debit from
buyer 106's account. In a preferred embodiment, buyer 106 and seller 108 supply information
needed to initiate the payment. Seller’s bank 104 initiates direct debit, based on seller 108’s
30 signature. This is referred to as a direct debit transaction model. It should be noted that this

scenario may not work if buyer 106 and seller 108 operate in different countries.
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Online debit authorization through seller paynent server 25 In a second
paynment scenario, seller 108 s paynent server offers a direct debit option
to buyer 106 as depicted in Fig. 4. As shown in Fig. 4, in this second
scenari o, winga4082106 aut hori zes seller 108 to forward toeCEASoeR4es1 bank 104
an instruction for direct debit from buyer 106's account. In a preferred
enbodi nent, buyer 106 and seller 108 supply infornmation needed to initiate
the paynment. Seller's bank 104 initiates direct debit, based on seller
108's 30 signature. This is reféerred to as a direct debit transaction
nodel . pdvnidn®iditlatich hobd biyak phjthént sédeRari o may not work if buyer 106 and
sel | er 18'8 operate in ditferent countries. 13 WD 01124082 PCT/ USO0/ 24661
Payment i ni tinathishpayment sganasioykuyep KA pnayment server sepds a,paymeptPierPrent

et r ucligPtGheditons FRHIFH 0GRy ITONBRRITER, SO ool 1RO OF, O

i n B g.in%his tHird paymbatscénatio buyery Y06 stipplies indorimatiotngeded to(sitigte tind payment

i nf ormat i needed to injtiate.the paynent or obljgation. Buyer's bank 102
i 1t @ opegioanbogn ik U e gaPRglar troetss B8 sb BB B O Byt

si gnat U{s sigtaturé. Thisah Rféreedl tb @s 2Buydr RIBIGErS BanRUdBdactiord@bdel! r ansact i on

nodel . Legal  Rel ati onshi ps Between System Entities 10 In a preferred
enbodi ment, cont.ractual agreenents bind banks and their custonmers. In
partic r " i's preferably defined by a set of
oper at iuih'%ap%@?og%gp&%%@gﬁrgﬁ%ﬁh}%ﬁﬁacts derived fromthese rul es that
ar el®i ndi ng Ian pesfatrahentbudireént contactualisgreamdntschindhbanks andtbeincustamedrow. 1 n a
preferred epbodi pent, _operating procedure nd, rul es.for the pa nt

servi celf Pafisu ’ég%s\‘ﬁé’&sl' Sada *?%Fﬁ@ﬁfﬁfg‘ﬁ‘?kyaﬁ °f8g°5%tﬂ‘§ir}5ﬁgf:¥'fr$es of the
par ti Ci Gt $nord bhtrabts BSivAH HORT theseTuleSHACAE BilidihgRATREh catieadsat i ons
(including those of foreign jurisdictions) may serve as a hel pful guide
when cr desctibed in moraedetail kelow.\br eover, those associ ation rul es m ght even

i npose certain r | | ;Lal
attention i ?n%rpéig'ieé'r' a!c{)i y %‘ﬁ%‘g’n%p%%ﬁgggeggfdgﬁggﬁd Eg{sefg?@gg%n?\%@%%ues of

r eves s adlisclbset hereinadefine theaigtitsfand sdspongibilities af/the participants\ Therulas ¢fimarigus t o t he
extent that the paynent. ardes Cfr.ogtéb(iésga}.%on cannﬁ.t .be rgcoenci Isead with
exi st i ngjePEPIfRTY ML, asciagpny ‘ﬁlép SV tHEE" BHE ICHORSL TV IV $58 e

suppl enfipGifigdi@vRdnt@eatinh Bheke AildsS Mddeover, ditR¥@istdiation rulek might ewiant of t he
uni que nature of on-line paynent initiation, the various parties involved
in a trbmposecdrain mayiramentseomthe asy Biesa Hor eamiale speeial aftentiqn is preferably

given to association rules regarding issues of reversal of transaction and finality of payment.

20 Alternatively, to the extent that the payment order or obligation cannot be reconciled
with existing payment rules, or in the event that such rules need to be supplemented (outside
their existing framework) to take account of the unique nature of on-line payment initiation,
the various parties involved in a transaction may be bound by an additional set of rules
imposed by root entity 110.

25 In a preferred embodiment, the operating rules for the present system incorporate the
Uniform Rules for Electronic Trade and Settlement (URETS), once approved by the
International Chamber of Commerce (ICC).

In a preferred embodiment, payment obligations and certified payment obligations in
the present system are created and recorded entirely in book entry form. As in the case of the

30  bill of exchange, the payment obligation or the certified payment obligation may preferably
be sold in the secondary market. Change in the holder of these obligations may preferably be
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| nposed by root entity 110. 25 In a preferred enbodi nent, the operating
rules for the present systemincorporate the UniformRules for Electronic
Trade and # nt (URETS), once approved by the International Chanber
of Commerc P %@?F In a preferred enbodi nent, payment obPFEEEIRA4661aNnd
certified paynent obligations in the present systemare created and

recorded entirely in book entry form As in the case of the 30 bill of
exchan d&ﬁ@dﬁﬂ&éﬁr&eeﬂum@é&@k sehi®. BRiyki’$ bl 102 Y9 FrBferaBB) dd | On may
preferably be sold in the seconde;l?r mar ket.y Change in the h(t)%{ der of these

obl i gat #c6puntakle fos regigering) the ¢parectihplderpfihg pbligation. PCT/ US00/ 24661  per f or med

through use gfs fekfEddifla otors BRYhGR setdkle BechoBle? s d i o1 201 ¥

made accountable tor registerin e correc 'gation. In
a pr ef etG8ehck edighlishe n¢latidnstiip mithphsinespecties participants 02, 584, Inlayyeferrdd6 and
sellgr 108.each,establish rel ationship wth their respective

par t1 ci ﬁ&ﬂ?démi%fﬁhlsl‘@a‘.’éqsﬁ“ﬁﬂ?mﬁe@ﬁ 5 enbodi ment, this includes the
foll owi ng steps: Each customer and its respective participant sign a
contract defining their roles and responsibilities in connection with
payment ser vi ces.Earhicusteroertand its r¢spectivg partigipant sign azduiradt defining thelreoles

contracts betwee ol RS | er 10 aspects,of theit

cust oner - bank relnaffl‘[rdihlgs gﬁﬁ%ﬁi‘&%%ﬁgéf’g‘%wh% g@bpﬁ'ge&%ﬁa &t ?‘h{shcgn{}%cbés[ oner
accepts the 0|toer aypipglyrinladdi_ﬁ?mtodﬂmw?ymﬁetw?hmdwtjlgﬁ!iaﬁéﬁ@aﬂdrci pant sets
up the paynment service for. its respectjve custoner.. S my require a
credit review pr SRS ‘?ffﬁw WWQ“&'%‘@WSE“%&’%M“&@B&P{WEﬁ?%t!’a"ts115

Est abl i shing a paammerwa,s@me%eﬁgﬁ?wuso%?B%nigm ours to days and

may be part of an existing credit relati ween the parties. It also
preferably includes registration of the enployees authorized to use paynent

servi ces and est LSl ljne of credjt for.the custoner, It SO
preferably ‘enc o%%g i’g‘éﬂg’%‘?‘ -sﬁiﬁ uBrﬂ? R H}fﬁ{ Frag P gﬁ"@mec{iﬁ%‘f‘}s@&"i"’oﬁﬁ‘sf or
buyer 106 (e.g., myrqoiesdiredioredizwistbedseihvbRing@afilnber6f AR Yepdp@ydiBNt System
to ig used). In chi,ti,on, each bank may require additional set-u

d 1 wg its

protddures depen ishing A paymagit guarantessaccqunt may ftake fronchouss tordays
custoners. may be part of an existing credit relationship between the parties. It also

preferably includes registration of the employees authorized to use payment
services and establishing a line of credit for the customer. It also preferably
encompasses set-up of standard settlement instructions for buyer 106 (e.g.,

20 account to be debited for each currency, payment system to be used). In
addition, each bank may require additional set-up procedures dependent on the

specific service the bank is offering its customers.

In a preferred embodiment, dispute resolution between system entities may be
25  regulated by the operating rules, as described in copending United States patent application
Serial No. 09/502,450, filed February 11, 2000, entitled System and Method for Providing

Certification-Related and other Services, which is hereby incorporated by reference.
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In a preferred enbodi ment, dispute resolution between systementities may
be 25 regul ated by the operating rules, as described in copending United
States patent application Serial No. 09/502,450, filed February 11, 2000,
entitled Sywaese83d Met hod for Providing Certification- Raitatsee24ed ot her
Services, which is hereby incorporated by reference. 15 WO 01/24082

PCT/ US00/ 24661 C;ENERAL DESCRI PTI ON OF PAYMENT SERVI CES PRCDUCTS In a

preferre ' | 0

revocabi gﬁmﬂ W ocurrent ary W% Rﬁgﬁﬁe pr ebg’ﬁis syst em pr oduce
sever al i nstrinweprefeirgdanbddivaént, the oomhlﬁattonroﬁpgenaﬁ oplipation)tor kevetdbilitgnt s to
neet thewg{&%it and ri sk rra,nﬂ’ae;arrent needs busj hess-t o- busi ness

el ectron Hmmentary conditions In HieRresaRhSyStEn “&? %""%L\ﬁ‘ﬁ‘w&'é’&t}wﬁs et  table
bel ow. ReNQfsa!ren %&Mﬂ%&ﬁh&ﬁs fRREEE e cRé&ntBﬁ&HElUnQ& efbhtindéds! ofn

Condi tion PAYME R Payment Order Yes Buyer es PAYMENT

OBL| GATI aireas toebusingss Memcvwnmememﬂgmnﬁmmmmmmt No Bank

Yes No l\%b ggb ation CONDI TI ONAL PAYMENT Conditional Yes Buyer No Yes No
Paynent {T : nditional No Buyer Yes Yes No Paynment Cbligation
Certified No Bank Yes Yes No Conditional Paynment Obligation

Revocable Whose  Negotiable Paymenton Recurring

Obligation Condition
PAYMENT ORDER
Payment Order Yes Buyer No No Yes
PAYMENT OBLIGATION
Payment No Buyer Yes No No
Obligation .
Certified Payment No Bank Yes No No
Obligation
CONDITIONAL PAYMENT .
Conditional Yes Buyer No Yes No
Payment Order7
Conditional No Buyer Yes Yes No
Payment
Obligation
Certified No Bank Yes Yes No
Conditional
Payment
Obligation
Table 1
10 In a preferred embodiment, a payment order provides automated, on-line payment

initiation to buyers and sellers conducting electronic commerce over the World Wide Web.
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Table I 10 In a preferred enbodi nent, a paynent order provides autonated,
on-1ine paynent initiation to buyers and sellers conducting el ectronic
conmer ce W)rl d Wde Web. 16 WO 01/24082 PCTI USQQ 24661 The
paynent ord‘gr can be credit or debit. Debit can be origi RSTV§WAHuyer 106
(thus serving as an authorization by the buyer), or it can be a collection
(originated by seller 108, w thout authorization by the buyer; N B. this
nmay not the d&ﬁfeﬂ! $rhi&ah Be éiehnt%?&éﬁitr 'Déﬁﬁcaﬁ@&h%mﬁ&h?}n&%% (RBservfilgVi CeS,

wher e buyer s bank 102 is obligated |nclude a

certif i asianrashesimationdlyitheibuysn, omhwdzsmcﬁ#c&m&mm@d bsbsqllght%wnh@lt
refera I [ < buye 102 to pay seller
208 for ngg%%gtl&pﬁp&g %egnﬁanlﬁgg%rgﬁer r g)e" ut ooﬁ} %%e‘islotumﬁg)condl tional paynent

order is si rrcfeart-ehhmicétepagmeﬁemlcesrﬁme teyesisibankd1620ie wbligatalap pay Suller buyer ' s
bank 102 does gﬁ rel ea until_it h 10 recei yved docunents from

sel | &r 10% mayil arﬁ?“ifffétpag’ég&é’ttbh&%’@nh% @Hﬁ%ﬂé’&y‘f‘ﬁ@ ofligrtienifiat are the
subj ect erht}f aﬁﬁﬁd&ﬁ@i%hél'&nde‘haﬁﬁ%%ﬁﬁ?s%&ﬂ@idﬁt@ séil%i/[(fﬁ% Q&Jdggat ionis

pr ef era y an  undertaking of buyer's bank 10 pay se
condi ti pawshasedh sel |l er 108 or a third party subm tting docunents specified

' fulfill f
cont ractual T RERTFREO SRR et i B Bt o

pl ur al i oydepllestritspdabbveexaemales bayes’sbamiprildves m&sta&%ayzaemmnhﬂmt t he
above-identified p Instruments. General t hese include: 1) Request

|
Mesd8gegeceixngd mmegé% fRlFbH08 avidengipg thamfyﬁ@}{fé has shippadthe gapds ﬂ@hmmb | nst
Paynent tmubﬁatdf% taASdckiba.! AQRrt fPe 3 Mem &m%hn RS C&}

C

.-‘

I nstruction I'nst Condi t1ona | gat | on CePOb
| nst Oemnddﬂabmg Dﬁbmns bwi l@aomy]sdllnslosucandumnéﬁ@@jlet h@&or@ahird I:artyd
gﬂggf : gltl F:)%E 5 tﬁ'i%thl gst ’ UCEary credi tobuggrgg ban@ir(ﬁto evi ence

fulfillment of contractual obligations.
15 The present system and method employ a plurality of request messages and response

messages to implement the above-identified payment instruments. Generally, these include:

1) Request Messages:
Acronym .. Descrlptlon .
Pbr Inst — Payment Order Instructlon =
PODb Inst Payment Obligation Instruction
CPOr Inst Conditional Payment Order Instruction
CPOb Inst Conditional Payment Obligation Instruction
CePODb Inst Certified Payment Obligation Instruction
CeCPOD Inst Certified Conditional Payment Obligation Instruction
POr Cncl Payment Order Cancellation
Cnd Adv Condition Advice
Sts Ing Status Inquiry
Table 2
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Sts Ing Status Inquiry Table
Messages: Acronym Descri ption
nessages

2 17 WD 01/24082 PCT/ USO0/ 24661 2) Response
Srv Ack Service Acknow edgenent to request

Pay Conf Confirmation of a Payment Execution PCb Acpt Conf

Confi r mat i WO @#f24¢8ynent ol i gati on Accept ance CePOb Acpt remdso6i4sbi r mati on

of Certified Paynent Obligation Acceptance

Paynent O der

the condition advice nessage
the condfXResronsaMessagsissage

It shou-ﬂ-;tgg;gin-e‘d—r‘h
general} and“that a p nor

speci fic categori zati on and funct i onal -

POr Cncl

Cnd Decl Condition Declaration in response to
Sts Ing Resp Status Inquiry Response Table 3

Conf Confirmation of a_
Cancell ation Cnd Update An internedi ate update in response to

descrip

t he sysg

preferr
Languag
each ne
and att
additio
final r
adher es
receive
(Srv Ac
it send

SN (hese
emof the pre

ASérviee ACkndwledgeMent'th feyaest messigys vary dependi ng on

Eent _invention is specificallyv inplenented. A

ol o

ePay Gpifenent at | ConfirmatigrsofnPayssstigesution ng Ext ensi bl e Markup
Lore ped i it E el |
33 Bécpfsc‘éﬁfr ucf G?@WHWS?@%F‘F“%Q@%W%&B‘WP%?FS to 10 its conte

SN

n?e"%?\%‘%"?" '

o o G By IERion AT,

par ty and

“PO?’C ¢l'Co
e fo

Iow

ap tio:
ng reqwremenfys 1. Each request message, when

dChd(UbMel nten

) _pessaaqge. 15

OAd interfetiapaipdyte in @EponSStoths eondition adeicemesshgd gment
2. \Wen a fipancial institution executes a paynen

~Cad59¢ifi rmatl

pRonditign D&lm«t)onn@ wagz;e & the no@m adtme msaaae

WWaWaVWa -

appr opr
obl i gat
t he sent e
not be carrled out .

315 ‘i‘ ?SPuctlo §tapn§ %‘E‘l‘f& e§P°“ﬁ"onf| rrratlon massage (PO) Acpt Oonk
it |

to

Ry ~ C C L C A VVI'TC C U1 U O U VV U

A CePGJ Acpt Conf nmessage is preferably sent in

It should be noted that the categorization of the above messages is general, and that a
more specific categorization and functional description of these and other related messages
may vary depending on how the system of the présent invention is specifically implemented.
A preferred implementation of system messages using Extensible Markup Language (XML)
is described in detail below. '

In a preferred embodiment, each message is structured to support signed additions to
10 its contents and attachments (including one or more signatures/certificates to each addition)
while preserving non-repudiation for each signing party and the final recipient. In addition, in
a preferred embodiment, the system adheres to the following requirements:

1. Each request message, when received by the intended final party, returns a service
acknowledgment (Srv Ack) message.

15 2. When a financial institution executes a payment, it sends a confirmation (Pay
Conf) message of this action to the appropriate parties.

3. When a financial institution receives a payment obligation instruction, it sends a
confirmation message (POb Acpt Conf) to the sender of the message indicating whether the
obligation will or will not be carried out. A CePOb Acpt Conf message is preferably sent in

20 response to payment obligation messages that are requested to be certified.
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20 response to paynent obligation nessages that are requested to be
certified. 18 WD 01/24082 PCTI USCO 24661 4. Wen a financi aI I nstitution
receives (g@; t order cancellation nessage (POr Cncl) res onds W th
a massage%f cl Conf) confirmng that this cancellat ?SF(UH%?Q

accepted or rejected. 5. Wen a third party service provider (TPSP) entity
receives a condition advice 5 message (Cnd Adv), it responds with a
response nesAa0Rhdn@ihakEis] ibstitiisi reddifes aQagH Eﬂt%ﬁeh@élcelmfoﬂ mMBlage POMNEN it
ascertains that the condition will never be . Paynment |nstruct|on
rres sage <oyt rspendg vath agpessager(POr Snﬁaﬁqmﬂe@nﬁtmmaw thip@meellation/hasibeen i on. 7.

pay erlavoz are signed by each relaying party. 10 8. Buyers 106
and sel | %E% §ﬁ§§§ia bank's certificate to identify thenselves in a

paynent nességéﬂhmwhpd party Sehace:pmmdam(ﬂ'ESE)aeaneelvé%m douiglieion advdcesel | er have
t he sane ban in t cgse of a three an four, caomner

t ran?act‘?ﬁﬁﬁga (‘Fa%f@%) Hé%sé’ ‘%lvﬁ‘a‘ *E'F?ép%?]?‘é???gedﬁ“g;}?ﬁf)s‘y&néh? fRnditionhag ; ¢

pr ovi dechelhietor WhereR Edtertdiadiha: the BéhdltidnWill GV bR njellent i i es the name of the
nmessage portlon the second colum 15 specifies whether, in a preferred
enbodl ment , é’amsnstagséruptmmeﬁaages mayiibd sigoed by mpltllptermmes@t buyeo h@b's i onal

%fnt‘%ix I s mandat ory depends on the circunstances), the third
coI urm Plles the entity that provides the content for the nessage

portion, andnmlpaymehhnmhgwammﬂaya&hadldym'g@w comments concerning the
[ enbodi ment, _a paynment order |nstruct|on

t
ot seb t he- RmFBDs et SOn e woksermiet tocem{mlsemlm aar .,
Ver si on Mﬂéﬁﬁrﬁéﬂaﬁ‘(éﬁ@épﬁﬂtHeQﬁ@ﬁrhitchE%eYeecﬁéb fr havg%%ﬁmg%%ﬁ%,' on

Dat e Mandat ory Buyer Buyer Creation Tinme Mandat uyer Buyer ence
Opt i onali-eiy the cMﬂthrn%tmthQrtthmfouef:@nmsmbm)t ed Tr ansacti on QOt i onal

Buyer Refere CI 3 Ref er e anc
transaction g‘g@ﬁgﬁ#ﬂ%@% cﬁ&ﬁ’?a‘f ofy %Etxggrmessage aré provi Vided beloWi” e ach

table, the first column identifies the name of the message portion, the second column

15  specifies whether, in a preferred embodiment, the message portion is mandatory, optional, or
conditional (i.e., whether it is mandatory depends on the circumstances), the third column
identifies the entity that provides the content for the message portion, and the fourth column
contains additional comments concerning the message portion.

In a preferred embodiment, a payment order instruction comprises the following data:

Name . .~ .|Use . . |Content -|Comments - = .. ° =755
T lprovider | . . T LU
Version Mandatory‘ Buyer To identify the veréion number.

Buyer Creation Date | Mandatory | Buyer

Buyer Creation Time |Mandatory | Buyer

Buyer Reference Optional Buyer Buyer instruction reference

Related Transaction | Optional Buyer Reference of underlying commercial or
Reference financial transaction

Payment Amount Mandatory | Buyer

Payment Currency Mandatory | Buyer Use ISO codes

Transaction Type Mandatory | Buyer Payment Order
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Paynment Currency Mandatory Buyer Use | SO codes Transaction Type Mandatory
Buyer Paynent Order 19 WO 01/24082 PCTI USQO/ 24661 Nane - Use Content
"Comments Provider Paynment Type Optional Buyer This is the paynent type
option forweowsgpexific paynent method. Exanpl es i ncl udePCWESOOCEH1f or US
ACH paynents. Execution Date Mandatory Buyer This is the date buyer's bank
IS requested to execute the transactlon Fees Mandatory Buyer All owabl e
values are. -All fees rne by by ch pays
own feefNEmger |dentifild%€ on Ma tenf er ‘certificaté Buyef's
Account |at Optional Buyer -Fiel d Ypegyiaa override account data Buyerf s Bank
associaled with buyer clertificatd. Sellef |dentifier Mandatory Buyey

Sel | er (Paymdnt Tgpee Sel | [aDptionaiat | QBulert e mlwpaﬁeiehletype «ﬁ&iohé’mri:r eptioh
Ti me Mapdat ory Seller Sell er Refgrence Opfiongl Seller g strugtion
refereng¢e Seller's Accpunt at Oftional Qe payaent etigdy ?S'i’i‘g?srl d

account |data Seller Bapk associgted w thgahdecTReCED fbrES ACH Sel | e
Payment |Optional Seller|{ Used to ijdentify p sub- account ldentifier

rel ati opship with sellef's bank flor cash pp#gmestati on (i.e., | ockbox)
Seller' C — W%at i on
Dat e BafExssutipaPate Bank| Meddatgty oW sel | EHs s e Blysr's Bd tine|server

requested to execute the transaction.

-

S

Fees Mandatory | Buyer Allowable values are:

-All fees borne by buyer

-All fees borne by seller

-Each pays own fees
Buyer Identification | Mandatory | Buyer Buyer certificate
Buyer’s Account at Optional Buyer Field used to override account data
Buyer’s Bank associated with buyer certificate.
Seller Identifier Mandatory | Buyer Seller certificate

Seller Creation Date | Mandatory | Seller

Seller Creation Time | Mandatory | Seller

Seller Reference Optional Seller Seller instruction reference

Seller's Account at Optional Seller Field used to override account data
Seller Bank associated with seller certificate.
Seller’s Payment Optional Seller Used to identify a sub-account
Identifier relationship with seller’s bank for cash

application (i.e., lockbox)

Seller’s Bank 104 Mandatory | Seller’s Must use trusted time server
Creation Date Bank

Seller’s Bank 104 Mandatory | Seller’s Must use trusted time server
Creation Time Bank
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Creation Tinme Bank 20 WO 01/ 24082 PCT/ USOQ 24661 Name Use Content Comments
Provider Seller's Bank 104 Mandatory Seller's Reference Bank Sell er Bank
Fee Condi%'g Rﬁ%m el ler's Mandatory if all fees borne by buyer Anpunt Bank
Fee curren@ ame as paynent currency. Seller's BankPeH¥SWR$@na
Seller's Field used to override settlement Correspondent Bank Bank

I nstructions associated with rel y| ng partici pant cert I ficate. Corresponds
to S. W#f—ﬂ'—-ﬁ-el—d—&r Tabte= TOOdT ENT, —a paynert
obl i gat Pg)rfnl nstructionjcontains Ee tg‘f!lta Hag{‘g%'@above for a paynent| order

instruction with the e cebtion of Ptdviderhgnges listed in the table Hel ow
Nane Usle _Content Provi dge ' Comments  Tr

Paynent | Sallexds BarkahPdent Wﬂé@!@b’ry Srllees Alll owabl e val ues are: Obligation:
Party Et%e?';re&r buyer'stbank 5 Tagl&a 5 Iy a preferred enbodi ment, a
certifil payrrent obligation ins{ructionjcontains the sane data as |t hat

li sted FUFBIMRTee DAY [ CPndmIORAT | BEIer’s UC | Mdhdatory i al evs ofne By Guyzd| nent ,
(1) a cpnditional paymgnt order {nstructijon contains the 10 data descri bed
above fpAmguaynent order instru¢Badn V\/itlfe?ﬁ‘é’f@k}féspiaﬁ'@ﬁ%?m% changes
listed {in the table bglow, (2) condi t ilq E ayrrent obl i gation

I nstrucfion contains the data dgscri bed labove”for a payment obligat} on
I NSt r uclSARrYBERk 104€ X @itiohaln  O1 Séllee’sC N YIRila usddb Overridésettiementbl € D | ow;
and (3)|a certified corlditional paynment ghligation |nstruct|on contaj ns the
dat a dekeorespendspdRasks dr a certi f BaRk paynantrushensgasoced Wit 1elydng on i th

t he exception of the participant certificate.
Corresponds to S.W.LF.T. field 54.

Table 4
In a preferred embodiment, a payment obligation instruction contains the data listed

above for a payment order instruction with the exception of the changes listed in the table

below:
Name i .| Use * | Content Provider - 'Comments 5 :
Transactlon Type Manda::ory Buyer - ~ Payment Order . ) |
Payment Mandatory | Buyer Allowable values are:
Obligation Party Buyer or buyer’s bank

5 Table$

In a preferred embodiment, a certified payment obligation instruction contains the
same data as that listed above for a payment order instruction.

In a preferred embodiment, (1) a conditional payment order instruction contains the

10  data described above for a payment order instruction with the exception of the changes listed

in the table below; (2) a conditional payment obligation instruction contains the data
described above for a payment obligation instruction with the exception of the changes listed
in the table below; and (3) a certified conditional payment obligation instruction contains the
data described above for a certified payment obligation instruction with the exception of the

15  changes listed in the table below:
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15 changes listed in the table below 21 WO 01/24082 PCT/ US00/ 24661 Name
Use Content Comments Provider Paynent Execution Mandatory Buyer This is

the date buyer's bank is requested to Date/ Term execute the transaction or

a paynent WOORR498%. . "upon conditions net"; "30 days aft @CT/USewdédli ons
met". Paynment Mandatory Buyer Fields for: Conditions TPSP |dentifier;

mer chandi se description; nessage details; confirmation by date; others
Table 6 In a preferred enbodi nent, paynent conditions are selected froma
collection of 5 condition tenplates. In addition, each condition is

pref er ahNgmet r uct ur ed{ gge al I OWCaRtent TaOMEeMIS'S L UET Talse conTLrnatipn. In
a prefefqred enmbodi menf, the THSP may |attach or append to the confirnjng

nmessage| additional erchase d&revider |o eI ect ronic docurrent s/files fpr -

I nf or mH-eA—ptH=pes i —-ef—sfeu',r& -crH——ed—tHa t-he—sonbi tion.
10 I'n a| BPAFEY ERGURR T e A LA T g
oncl) mipafeerensi gned py multigle par tlieRscutith@aBhctibn®r & pRydidi tefmleldn) N a
preferred enbodi nent, | paynent |order dancel | ati on nessages contain th

fol lowi g data: Name | Use : Cdntent QoHpasrposditipnsgpetde’i3D days afigyer Reftrence
Optionall Buyer Buyer |nstructilon refgr xI[uHi@or@ ted Transaction Opti ophal
Buyer Reference of unferlying|comerdia ef'erence financi al
transacpaymdatyel | de[Wahdatcry ||BaydandaiédsfoBUyEr Buyer certiricate p2 WO

01/ 24083 PCT/ US00/ 246p1
Conditions TPSP Identifier; merchandise description;

message details; confirmation by date; others

Table 6

In a preferred embodiment, payment conditions are selected from a collection of
5 condition templates. In addition, each condition is preferably structured to allow an
unambiguous true/false confirmation.

In a preferred embodiment, the TPSP may attach or append to the confirming message
additional purchase details or electronic documents/files for information purposes which may
or may not be required under the condition.

10 In a preferred embodiment, payment order cancellation messages (POr Cncl) may be
signed by multiple parties at buyer 106's organization.

In a preferred embodiment, payment order cancellation messages contain the

following data:

Name {Use : . Content  Comments -

N Provnder

Buyer Reference Optional |Buyer Buyer instruction reference

Related Transaction | Optional |Buyer | Reference of underlying commercial or

Reference financial transaction

Buyer Identification { Mandatory |Buyer | Buyer certificate
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Paynment Order Mandatory Buyer This is a unique identifier that relates to
the Instruction specific paynent order instruction that is to be

Ref erence _cancel ed by this nmessage. Table 7 In a preferred enbodi nent,
condi ti on AW cnd Adv) nessages are sent froma truBEEYSWRAEEICe
supplier (TSS) organization, a role which may be played by buyer's bank
102. 5 These nessages are used to set conditions which nust be net in

or der t PpdyAfen] OFGRE € P JVREAHo e O THiSis @ unlque fenfferdhat PEIMEetd the & |
condi ti pn advi ce ness@ges (Owd%v) relsgnt tqg] te[ﬁle gI'PSP and theeTPSP

sends a|lestryctiow acknoy edgnent| (Srv gcifie paympat order ipstpistiomthatis to hé $
nmessage referred enbodi|nent, t I.f4 advi ce nessage confains
the fo ﬁ{%)f\i!\ﬁeﬁcgeodat a: Nane Use |Cont ent u%é& n sthgg?egﬁg&er Ver si on Nupber
Mandat Offfple@ T dENTTTY VErsi on nanber 1SS ( BUYer s nvandatrory 1SS Buyer's
bank certificate Bank) ldentifier Message Creation Mandatory TSS Must use
trusted tinme server Date Message Creation Mandatory TSS Must use trusted

time server Tj . dat Fr.0 ' tif aynment .i nstruction
ref er ence. }nnés r ﬁegita |X gﬁl %‘eia')%% m@ n?or@ét?ogragﬁn?%@?}dsg&%gﬁé#s fefitffoBhe Mandat or y
From Defasted servioe supphip(@885) orgadization, (role which fia¢ e plaged by bl 9 BarRanopent
entered._Fields can be structured for; Inst Merchandi se Description

Messdge DRSPIMESSages s wethin sebepnditions which mustbepetinopdey trofacilitate myoreat 66 1

execution. In a preferred embodiment, all condition advice messages (Cnd Adv) are sent to

the TPSP and the TPSP sends a service acknowledgment (Srv Ack) message in response to

this message. In a preferred embodiment, the condition advice message contains the -

following data:
Name Use - " [Content |Comments - . o . ™|
| 7 |Provider o | |
Versionl Number Ma;ldatory To iélentify veréioh number
TSS (Buyer’s Mandatory |TSS Buyer’s bank certificate
Bank) Identifier
Message Creation | Mandatory |TSS Must use trusted time server
Date
Message Creation |Mandatory |TSS Must use trusted time server
Time
Payment Mandatory | From To identify payment instruction reference.
Instruction Payment
Reference Inst
Payment Condition | Mandatory |From Defaults when payment instruction reference
Confirmation Payment | entered. Fields can be structured for:
Inst Merchandise Description

Message Details

Confirmation Date

Ete.

23



Addi ti on
to

al Details Opt

i onal

TSS For
Append Code be attached for
N (Defaults to N) Additional

Detai l s Conditi onal

use when additi onal
I nformati on purposes:

file or deta
Al | owabl e val u
TSS Mandatory if

ils are
es: Y .

"Addi ti onaWO24082s Append Area Code" is Y. Area where treriuso@zcéie past ed

or where files
obtain information relating to specific transactions

t he pay
preferr
of reqd
s retur
nmessage.
nmessages
messageg
(Srv AckK
(paymnent
i nstruct

TSR

Dl
epenbEsdRge. |
ning a positi
In a preferrdg
are sent in

are all prefe
) nmessages: P(
obligation in
ion) CPOb Ind

——r

LTINS
ach resp
ve or ne
d enbodi

response
rably re
ﬂ I nst (

structio
t (condif

-

e

CePOb |
(certifi
order cd
i nt er ned
Decl (cd
WO 01/ 24

condi t1 onal
wged | ation)
i ate update ir
ndi tion decl ar
082 PCT/ US00/ 2

;Ag! itfo‘ﬁél[lbétﬁifscr

EoRATEONal

paynent
Cnd Adv

r esponsgs
ation in
4661

TSN

(T3%ess
bnse ne
jat i ve
rent ,

to all
sponded
bay nment
) CPOr
i onal

obl i ga

b to th
respon

s¢

H 7]

can be attached. Table 8 In a preferred enbodi nent, )
parties in

from ot her

for o wWiemadditional fite of detail3 arg o
bageichédfoeinfdimdtionplirpeegs whet
?@lponse to the received reques
pwable ¥alkesi edgnent (Srv Ack)
requegt nessages. The follow n
to 10 wth service acknow edg
orderNinstruction) _ POb Inst

gé}%é%{s(igﬁ3| ti onal paynent orde

parties

ly type
er It
|

eNt

I
15

i gation instruction)
ozv:lva"no Ona

Q1IN
i on i nStructi on

¢

S R A P BB e
can be attached.

de’@#gPH( paynment
condi t i|6adeldyiYece) Cnd Update (an

ﬁ?ﬁe) 24

Table 8

10

—

15

20

In a preferred embodiment, parties obtain information relating to specific transactions

from other parties in the payment initiation system using status enquiry messages.

In a preferred embodiment, a response message is produced on receipt of any type of

request message. Each response message preferably indicates whether it is returning a

positive or negative response to the received request message.

In a preferred embodiment, service acknowledgment (Srv Ack) messages are sent in

response to all request messages. The following messages are all preferably responded to

with service acknowledgment (Srv Ack) messages:

POr Inst (payment order instruction)
POD Inst (payment obligation instruction)

CPOr Inst (conditional payment order instruction)

CPOb Inst (conditional payment obligation instruction)

CePOb Inst (certified payment obligation instruction)

CeCPOD Inst (certified conditional payment obligation instruction)
POr Cncl (payment order cancellation)
Cnd Adv (condition advice)

Cnd Update (an intermediate update in response to the condition advice message)

Cnd Decl (condition declaration in response to the condition advice message)

24



In a preferred enbodi nent, service acknow edgnment (Srv Ack) nessages are
sent when the syntax, signature(s), certificate(s), and user authority
cont ai ne ithin the nmessage are verified by the final j recipi ent.
This fi ngw\&or\}}éuﬁﬁed recipient may vary as a function ofﬂ&@ag&}%nt
.scenari o. For exanple, in the four-corner nodel, the intended final 5

reci pi ent of paynent order/obligation request nessages, is buyer's bank
102. I n contlhapreferréd entbodintkint, seivictelbkiowledgalent (She Ack) aesdsigts biersent r eci pi ent
of paynent order/obligatjon request nessages, is seller!s bank 104. In a

e -
pr ef er rebEndhe mtare pignatire(s) ceritigatrish apd ugsravihontscontaingd yithindiepesagk e sent
LN T eSPROSEIA Wile i SiiRIEd RRIIER! Thid Skt iftehid EBBRACRa bl 0N M Nt €
y'the fina e

fromreceipt I nte d recipient of the payrent” instruction
mes s agefundtibnl of the gaymestrscearionBovéxample, in the fawecoineomodslsthevintengedfinal( Sr v Ack)

message contains the daja.listed in the foll.ow Rg tahle: . Na £ ..
Cont s eI ey meRt Gyt sPlieajRh St witiers TGS SPtage T SHEn T
i dent i f e idltect\deBiE OBl N Titende BRI Pedipieiit of payBieik ofdSRObIatisa@qudst eat i on
Mandatory BB / SB Must use trusted tine server Date Message Creation

Mandat omgssages/ is sglleg)s dank 104. In g preferrad embodisent service geknoudedgmentySsY us
il ; o .
Vendat oboiessegEard shi A HYsfonsy i3y ro e phifons BEGA N Tneeslal i 625 B0C,

Mandat omjnuté frmeaceipt by thetfinal intdndatugeipitef efithepayment ipstnaition egssege. nessage.
Se ot Sl PR SBh b sEhim e BviSEntal S48 Rl 1052

the data listed in the following table:

Name . _|Use . .- |Content '~ | Comments °

f't:ovidel; '

Version Numbexl Mamiatory Buyer’é Bank | To identify the version number

(BB)/Seller’s
Bank (SB)
Message Creation | Mandatory | BB/ SB Must use trusted time server
Date
Message Creation | Mandatory | BB/SB Must use trusted time server
Time
Message Status Mandatory | BB/SB Allowable types:
Positive
Negative

Srv Ack Message | Mandatory | BB/SB

Reference

Original Request | Conditional | Buyer / Seller | Mandatory if present in the

Message Reference original request message.

Seller Identifier Mandatory | BB/SB Seller certificate
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m@mBan BVSBI S ORUasonTerhegrewee W thin tThis Srv Ack
er's nessage Bank 10 [Table 10 In a preferred enbodi nent}, paynent
bn confirmatiop (Pay Copk) nessag Scknewledgamenivhen a fingnci al

ocouraod t o it e e oo oA~ £~ +hnr |ated
S | crTre Puy"b‘lfl Pl \® A VA S re e ) dr.l\r\.ll LI \7“ mrr C o

paynent Iaﬁgpructlon The paynent execution confirmation (Pay Conf) nessage

is preferabl yn d frefeered enBodilentdWRERDED a%teﬁtldyQBthH e il infdn@éd febipienby t he
end of the follow ng business day. This paynment execution confirmation

(Pay CofSEFivE®a seajee #nkae ?ﬂt@m‘%ﬁk)@e‘isﬁ&ﬁ B EMYERNglapss tis infogmation, WO
01/ 2408 244G sbiRtid altdRote dghRAB(SHS & 5 tofitiof ORIl sEs e WdsEHBE onto the

5 final intended recipient. For example, when a seller’s bank 104 receives a service

' Pr ov
nmessage
From Bu
execut i

der Oiginal
Réd30m TéRSSsage

acknowledgment (Srv Ack) from a buyer’s bank 102 when operating in the four-corner
model, it passes this service acknowledgment (Srv Ack) onto its seller 108.

In a preferred embodiment, this service acknowledgment (Srv Ack) message contains

the data listed in the previous table, as well as the data listed in the following table:

Name - . . 72| Use. - | Content | Comments - -
' .| Provider RN A
Origimil Srv Ack | Mandatory | Seller’s | Original signed'Srv Ack message from
Message Data Bank buyer’s bank enveloped within this Srv Ack
From Buyer’s message
Bank
10 Table 10
In a preferred embodiment, payment execution confirmation (Pay Conf) messages are
sent when a financial institution has executed the payment process specified in the related
payment instruction. The payment execution confirmation (Pay Conf) message is preferably
15  sent to the appropriate recipients no later than by the end of the following business day. This

payment execution confirmation (Pay Conf) message preferably contains the following data:
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Ver si on nunber Mandatory BB / SB To identify the version nunber Message
.Creation Mandatory BB / SB Must use trusted tinme server Date Message
Creation Mandatory BB / SB Must use trusted tine server i Iransaction
Type Mand¥POVHBEB / SB Al |l owabl e val ues: PO, CPOr POb P%?’z‘@g
CeCP Message Status Mandatory BB / SB All owabl e values: Positive
Negati ve Pay Conf Message I\/andatory BB/ SB Reference for this rressage
Ref er PaymerTt » - :
origi narf S.nstructio )
| dentijfi er Mandatory}.BB /
BB / SB_Mpndat v f :

t he ba.n‘rierﬁas nrarlb*zji nal
Mandat Messaeet-Si-attrs—t aegatH &S freh-totral B / SB
Reason sr“??e%?‘?% \Randgiory G BB (8B ¢ 'I'(st gsemsgegrt"%o?‘?ﬂ‘f onal BB/ [B

Mandat omate f Ora posit| ve Message Statys. Registry Transfer Fee currgncy is
the sape_as paynent Fee Anpunt currency. Table 11 27 WD 01/24082
PCT/ U9 dé4gCreation a| Miandatery BB ABBdi |t nsethesteddimeservery recei ves g
payneng..execution copfirmati on (Pay Qonf) nessage, the entity envel ppes
this mT Beati on, adfls its paynment execution confirmation (Pay Conf)

i nf or MBIl ctiGH By gecs F MRndatory I

POr, CPOr
POb, CPOb, CePOb, CeCPOb
Message Status Mandatory | BB/SB [ Allowable values:

Positive
Negative

Pay Conf Message | Mandatory | BB/SB [ Reference for this message

Reference

Payment Conditional | BB/SB | Mandatory, if present in the original
Instruction payment instruction message.
Reference

Seller Identifier Mandatory | BB/SB | Seller certificate

Effective Date Conditional | BB/ SB | Mandatory for a positive Message Status.
(This is the date that the bank has originated
the payment)

Reason Code Conditional { BB/ SB | Mandatory if Message Status is negative,

Reason Text Conditional | BB/ SB | Reason for negative Message Status

Bank’s Holder Conditional | BB/SB | Mandatory for a positive Message Status.

Registry Transfer Fee currency is the same as payment
Fee Amount currency.
Table 11
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reci pient. For exanple, when a seller's bank 104 receives a paynent

execution confirmation 5 (Pay Cont) from buyer's bank 102 when operating in,

the four-corner nodel, it passes this paynment execution confirmation (Pay
Conf) mess¥YEOIPA3 seller 108. In a preferred enbodi nent ,pamissopagrent
execution confirmation (Pay Conf) nessage contains the data listed in the
above table as well as the followi ng data: Nane Use . Content. Comments

Provider . Oigin P nf Mandatory.Seller's Oiginal signed Pay Conf
measage s AHTS SRIRERER AR FHR) roeen a pvTastt S oI ERRERR A By er s
Bank it s(pag €bhf§ meSsapathd erftity erfveldobes RIS Sdfinatibl, a0 it€ pdytnentlesdcitionf er r ed

enbodi nent, paynment obligation acceptance confirmation (POb Acpt Conf)

nessagescosfinaion(Pa-Confy informatien; apd pasyasdha messagepnte tha finalgotendednessage by
th | ‘ t | i . I ' t
cont & mater Biat, S4F ek dhpt0 Wb aRHEE < Bl 04 reckifes AP RELH R bARImBRGCP) 700

bel ovi (Ray€ohf] froffiontyeris baziknkd mthen oparatingde the\fours¢omuer Modiie it paksed eiior y BB /
SB To identify the, versjion ,nui%gr agbssaage Creaﬁ%og Mandatory BB / SB Must
use t r usPAYEep; g¥gculion canfirmation (Hax Cont messags opig sl 18t ory BB / SB Must use
trusted time Iﬁﬁﬂ:Y&'érredTén%bdNEéﬁﬁBigB?xﬁén’t‘éxe@ﬁt‘i&?éoﬁﬁﬁnﬁﬁn/@@?c&@sﬂ% £ types:
Positive Negative 28 H MWD 01/24082 PCT/USOO 24661 'Nane Use Content
Conmmrent scoptaingithiedata listed indhe aboye tabletas avell 88 thespllgwiggdata:

Name Use Content . | Comments
. | Provider
Original Pay Conf | Mandatory | Seller’s [ Original signed Pay Conf méssage
Message Data from Bank from buyer’s bank enveloped within
Buyer’s Bank its (seller’s bank) Pay Conf rhessage
10 Table 12 '

In a preferred embodiment, payment obligation acceptance confirmation (POb Acpt
Conf) messages are sent in response to a payment obligation request message by the close of

the following working day. The payment obligation acceptance confirmation (POb Acpt

15  Conf) message preferably contains the data listed below:

Name Use - Content | Comments
Provider

Version Number Mandatory | BB/SB | To identify the version number
Message Creation | Mandatory { BB/SB | Must use trusted time server
Date
Message Creation | Mandatory | BB/SB | Must use trusted time server
Time
Message Status Mandatory | BB/SB | Allowable types:

Positive

Negative
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Message Reference Original
in the original

Sel | er

acknow edgnent .
acknow edgnent

Paynment Conditi onal
bl igation (POb) Seller
Identifier Mandatory BB / SB Seller certificate Reason Code
Condi ti onAP ®B4B2 B \Mandatory if Message Status is
Reason Text Opti onal
Table 13 In a preferred enbodi nent,

request nessage.

BB / SB Reason for
when an enti

st cC1 P EConten®C,

Buyer / Mandatory if present
Message Reference

neg G HES00/24661
negative

ty that is

ECymmentdayent obl 1 gat1 onjaccept ance

not thFﬂfﬁT‘!‘ﬁf‘enﬁ?
confirfgation (POo Acpt Conf) pessage, fthe entity envel opes thi.
I nformjti on, adds itg paynent Bm@m on acceptance confirmatiofn (PCb Acpt
5 Conf —L-g-i-g-r-n% t-gh—tand-Bassfs—t-he—-rpssage—ent-o—t-he—-ral—atended
recipi ¢ RPY Aspt g&gnpl Mﬁdﬁﬂgn Qleque 's bank 104 receives a paynent
obl i gat ms&g%%@mgq confirmati on (Pfb Acpt Conf) from buyer's bank 102
when operating in thgq four-cofjner nodel, it passes this payment | obligation
accept q0¢igirabPaynientt || Gondifchal ABpyerZon{ Mandatorysf presentin théd@rigifdli s | paynent
obl i gatli on acce cq confir ion (POb Acpt Conf) nessage prefégrably
cont ai ﬁQW‘H@“HS&EﬁEO listed i E?‘ffé ab V@“?sgmeésa% wel | as the fqllow ng
data: NyRsddeRef@eticgrlt Commengs - - PIovi der Oiginal PG Acpt [Mandatory
Seller'ls O14ginal sidned Pay nf nmes$age Conf Message Data Bank from
buyer' 4 SeHardeanifier opddvaidaioryn | BB /8B BlBelierseificatei t s (sel | er' s HBank) Pay
Conf n¥ _ eferredlenhodinent  certified paygent
obl i gat|iReasomdeasist anc q Gapditionsty BELISB ( ¢Maodatayf Messegg Sieaisdnges dre sent in
responde to a certifijed paynenft obligat] WO 01/ 24Q82
PCTNS0(/ 24661 messade by the|cl ose of h%%@"%g%gﬁeﬂ%&a%r ki ng day. The
certifilGZastnyreRnt ooulm{ohﬂn BEASH ar R@a{oﬁﬂaﬂﬂe%mveqmq{meﬁcrt Conf)
nmessagg preferably contains the data iln Table 3.

Table 13

In a preferred embodiment, when an entity that is not the final intended recipient
receives a payment obligation acceptance confirmation (POb Acpt Conf) message, the entity
envelopes this information, adds its payment obligation acceptance confirmation (POb Acpt
5 Conf) information, and passes the message onto the final intended recipient. For example,

when a seller’s bank 104 receives a payment obligation acceptance confirmation (POb Acpt

Conf) from buyer’s bank 102 when operating in the four-corner model, it passes this payment

obligation acceptance confirmation (POb Acpt Conf) to its seller 108. This payment

obligation acceptance confirmation (POb Acpt Conf) message preferably contains the data

10 listed in the above table as well as the following data:
Name Use Content | Comments
‘ Provider o

Original POb Acpt | Mandatory | Seller’s Original signed Pay Conf message

Conf Message Data Bank from buyer’s bank enveloped within

from Buyer’s Bank its (seller’s bank) Pay Conf message

Table 14

In a preferred embodiment, certified payment obligation acceptance confirmation

(CePOb Acpt Conf) messages are sent in response to a certified payment obligation request
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In a preferred enbodi nent, paynent order cancellation confirmation (PO

Cncl Cont) 5 nessages are sent in response to a paynent order cancell ation.

i nstruction nmessage (POr Cncl Inst), by the close of the foll ow ng working
day. The p¥Wh#083rder cancell ation confirmati on (PO Cn@cTiiseé/z4éeessage
preferably contains the follow ng data: Nanme Use Content Comments..
Provi der Version Nunber Mandatory Buyer's Bank To identify the version /
Sel | er' s_Bank on. Mandat or, er ank t use trusted tine
server TERveseyaie g TS ot MR, T REr RO Bt ' Bank Wust
use tr UsiceeptdnceorfRiniton (CEPOB Alcp&édt)emegsa&q&kfemmgﬁuﬁ&mm EMBRL Or Y
Buyer's Bank Al l owable types: | Seller's Bank Positive Negative PQb Acpt
Conf Marﬂéatory Buyer's Bank Message Reference / Seller's Bank Original
Payment Condigh nal
?P&énﬁ%?b‘b%{emsesﬁg ééﬁﬁed‘t’%%%ﬁké’l aibn Qérﬁﬁlgﬁtlﬁ?d q?'dr g‘?\n &j

ol i gation (PCb request Message Re erence |er
Mand&t ormesBagee ateseBam kesBuis¢ tora payment drdertcancellatioml ihstrucgorBnedsages® 60 cnébde

Condi ti qn B ndato S is. /. Seller's Bank
nogat | vaad R dok o oASHAEHHine s Tt Bt Brdbiesktelisiae. e cont ont
Conmmrent scolfifidtidn (PORERT Qonf) @adssagh prefitably Bontains the Bsliohvi an for
positivel/negative [/ Seller's Bank acknow edgenent Table 15

Name _ Use . Content Comments .. .

Provider

Version Number Mandatory { Buyer’s Bank | To identify the version

/ Seller’s Bank
Message Creation | Mandatory | Buyer’s Bank | Must use trusted time server
Date / Seller’s Bank
Message Creation | Mandatory | Buyer’s Bank | Must use trusted time server
.Time / Seller’s Bank
Message Status Mandatory | Buyer’s Bank | Allowable types:

/ Seller’s Bank | _ Positive

Negative

POb Acpt Conf Mandatory | Buyer’s Bank
Message Reference / Seller’s Bank

Original Payment | Conditional | Buyer / Seller | Mandatory if present in the original
Obligation (POb) request message.

Message Reference

Seller Identifier Mandatory | Buyer’s Bank | Seller certificate
/ Seller’s Bank

Reason Code Conditional | Buyer’s Bank | Mandatory if Message Status is
/ Seller’s Bank negative acknowledgement.
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In a preferred enbodi nent, condition update (Cnd Update) nessages may be
sent in conjunction with condition advice nessages. These nessages are
preferably sent from T TPSP 5 parties tqo provide updates _on the progress

t hat has‘%@éﬁmﬁﬁﬂe in meeting the condition specified H§Hpﬁ@m%%ﬁhition
.advice nessage. In a preferred enbodi nent, condition declaration (Cnd Decl)
'messages are sent in response to a condition advice nessage by TPSP

1 WA o W N . VR Y

parti egg-Concit+on—d raton bBect ges—arepreferabty sent
when e ﬂ%‘? a condit gﬁgoutl i-ﬁgaﬂc’ﬂ'w%t an o ?‘bllmrill%-&condition advice 10 (Cnd

Adv) ngssage has beep net, or|Pfevidee condition will never be net.|For
exanpl g,__if a condition is that sone g any 2_shi ppe bpeci fic
dat e, pRepsom@exfoods hQpdonabt |Buyer’s Bank prRReasonforipesitive/npgativef i ed dfte has
passed| a negative re¢sponse ip ve ndj.t &k on claration (Chd Decl)
nmessage preferably contains t1/e§$l§1tfgmg g‘é(gbal:%g%ﬁa?ﬁg Use Content § Coment s’
. Provfigfi@fns. - . . verston Nunper wvandatory 1o fdentity verstrom nunber TPSP
Identifier Mandatory TPSP TPSP certificate Message Creation Mandatory TPSP
Must use trusted time server Date Message Creation Mandatory TPSP Mist use

trusted ti | ” [ To identif aynent
i nstruct i oﬂ?“?ﬁ%?@&%ﬁ@%ﬁ%@@%ﬁ@?%@@%@?@ gg%gé_) niespages ey beSER " 01/ 24082
PCT/ US@onjaddinh withcosrditisr adviésomessages. COhewe RieSsabstiré fieferablpsenCaol TRSPN

TSS F t i gi nal diti Deci ti decl ti t
ﬁggg; g)ra}/tiepa&ﬂg‘réia@ }@ggeﬁgglt%}ggrgco atlhaé l(:)enen madg inarrngetin%Qhe go%diatlirog 'on reques

specified by the condition advice message.

In a preferred embodiment, condition declaration (Cnd Decl) messages are sent in
response to a condition advice message by TPSP parties. Condition declaration (Cnd Decl)
messages are preferably sent when either a condition outlined by an original condition advice

10 (Cnd Adv) message has been met, or if the condition will never be met. For example, ifa
condition is that some goods will be shipped by a specific date, and the goods have yet to be
shipped, and that specified date has passed, a negative response is sent.

The condition declaration (Cnd Decl) message preferably contains the following data:

Name- "~ Use | Content - | Comments® - ..~

o . Ptfov'idq‘l;,._-f’,_'_; - - s h E 1
Version Number | .Mandator.y ] To ide.ntify'.v'ei.sion nix-;txber —
TPSP Identifier Mandatory TPSP TPSP certificate
Message Creation | Mandatory TPSP Must use trusted time server
Date
Message Creation | Mandatory TPSP Must use trusted time server
Time
Payment Mandatory From To identify payment instruction
Instruction Payment Inst. | reference.
Reference
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Paynment Condition Mandatory From Defaults when Paynent
Instruction reference entered. Fields can be structured for:
Message Detail s
represents the status

Paynent

| nst
Mer chandi se Descri ption
Condi t i onaVvo §#H#s2Code t hat
condition decl aration response nessage:

Co

If t

Confirnmati
nfirmati on Date Etc.

his field is not

on .

Condi ti on

Conf i rPRVWKN2486He of this
i ncl uded t hen .

the "Condition Confirmation Details" field nust contain information.
Conditio NCG.“.di t+ofrad T“sf:.“.._moy;i pi-ORS—oF—t ' - H Li on
responsep that the _'-I'Pip.ceam Det af FANERY o d CAMMEMS: (his field ifs not
i ncl udedj then the, "€opdition Con{pPrevideron |Code" field nust. contan
I nformatyon, 32 1ej 201724082 PET/ US00/ 24@61 Name Use Cont ent Jonment s
Provi der | TS%i@onditioval CgMandatorypt i pESS TPSP Hdirom dle asiginal eatditiononalj file or
62{3522: C?@?claq-ﬁ}o%' | s arp to be att@ched for i r&]éaarrgggﬁr%au&%@s%ggeé: Al | owabl e
Request Message
Reference
Payment Condition | Mandatory From Defaults when Payment
Confirmation . Payment Inst | Instruction reference entered.
Fields can be structured for:
_ Merchandise Description
- Message Details
_ - Confirmation Date
_ Etc. .
Condition Conditional TPSP Code that represents the status
Confirmation Code of this condition declaration
response message:
If this field is not included then
the “Condition Confirmation
Details” field must contain
information.
Condition Conditional TPSP Descriptions of the possible
Confirmation responses that the TPSP can
Details respond with.
If this field is not included then
the “Condition Confirmation
Code” field must contain
information.
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-N (Defaults to N) Additional
Area Details Append Code"
where files can be attached.
status i TYRAPH3AH%¥%esponse message (Sts Ing Resp) contains
‘transaction specified in the status inquiry request.
PROTOCOLS In a preferred enbodi nent,

" Addi ti
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Is Y. Area where text can be pasted
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Table 16

In a preferred embodiment, a status inquiry response message (Sts Inq Resp) contains

a history of the transaction specified in the status inquiry request.

COMMUNICATION PROTOCOLS

In a preferred embodiment, the following protocols and formats are used in signing and

formatting signed data:

L.

and Merchant signing and formatting;

asynchronous communication between parties; and

1.0) — used for synchronous messages.

XMLDSig (XML-Signature Syntax and Processing) — used for transaction coordinator

PKCS#7 - used for browser based signing of data elements;
S/MIMEV3 (Secure/Multipurpose Internet Mail Extensions version 3) — used for

SSLv3(Seéure Socket Layer version 3.0) or TLSv1.0 (Transport Layer Security version

More particularly, the following rules preferably set out the formats for exchanges and

signatures between payment parties in a transaction using the system and method of the

present invention:

- All synchronous exchanges preferably take place using the HTTP secured SSLv3.0 or
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descri bes general syntax for data that may have cryptography applied to it,
such as digital signatures. The data that buyer 106 signs is indicated in

t he appropriate blocks, as .indicated below 10 -The standard system XM
nmessagi ng Wesu24esed bel ow is preferably used to communi eaTasherze6Een
parties, and so the seller 108, seller's bank 104, and buyer's bank 102 )
shoul d be capabl e of creating and receiving such nessages. -Were buyer 106

messaging oF (vl BEnp okl BRRS FYEEiRe: Vb RRBR b FeRB e (e

XML DTDs belopt ovi ded bel ow to support those organizations. -Preferably all
acknow edgemths are encrypted using the SIM Mev3 protocol . Were the
acknowl edgek@AiUsess mayihaye Be.moresephisticated sysiemsiibagobrpvesrs Ard majbclienisdhater

support, tRen sigh HREHE fofmA&! For@karhplE, tlﬁTl MM;&&W%%&MW 1641ma<M-DSi g

A
signature described "below. 20 -Optionally, for ease of inplenentation, all
asynchr onoIPSEdomacnéntance onay falbinto this categoryt. Thedbrdw@Pis assymelddo pronideas S/ M MVEV3

nmessages W e signature financial ,.institution issui t he
asynchr ono ngﬁ]mﬁ?%%gﬁea%g%?%%'% 1 go%?ﬂyﬁ\)ﬁe_sg?%?ﬂﬁ%#mf%@ﬁ&hr onous
communi cat igeggibe PynWik Touaiath thatmedyeiaf® biypiogfaphylspplib@ o\, Budh B taigifak

I nformati on, Bl ock)_ application hlock and Response fromthe XM. nmessagi ng
descri bed 2%%*"‘@\/@1‘%&3 thagibuyer 106 signs !WW‘W@%@@WR@P@‘SP‘%H& ure bl ocks
where these,ftfediilcated in the asynchronous w apping structure.

- Al t hough, a systemresponse nessage may be defined for TPSP to TSS

comi@i cat i-Bhg starfip@rsystemeXMU inessagingalesawibed bélowds praferablyrused toeb i nterface. In

i Schar ge. CRESRBIAReBtren Paresgod oo BT O, ol Bbakk R bter™ AR A Tvrt
DEFI NI Tl 0\1302ehaaldnb@éa@amedf@mghmmeivmgswfmem%@agez are strugt]y_red usi ng
respondi ng date type definitions

Ext ensi bl e Markup Langua ea%XI\/Lﬁiﬁvath cor
whenever ap}}?’ﬁﬁrh“é{?"_el,%iaﬁdgw SPrabsp baygseres based systasesthatsup. SFEM at i on
and i nt egr 3ds QiU Rl Preseftt iRVntioh, thbdnkP oS i itiftntsHayse the XML DTDs

15 provided below to support those organizations.

-Preferably all acknowledgements are encrypted using the SMIMEv3 protocol. Where
the acknowledgement is being sent to a buyer or TPSP with no known server support, the

. signature is part of the S/MIME standard and not the XMLDSig signature described
below.

20 -Optionally, for ease of implementation, all asynchronous communications to buyers and
to TPSPs may bé sent as S/MIMEv3 messages with the signature of the financial
institution issuing the asynchronous communication as part of the S/MIME standard.
-Asynchronous communications, however wrapped, preferably include the NIB (Network
Information Block) application block and Response from the XML messaging described

25 below, but not necessarily the CertBundle or Signature blocks where these are replicated
in the asynchronous wrapping structure.

-Although, a system response message may be defined for TPSP to TSS communication,
TPSP’s may discharge conditions through a web interface. In the latter case, the TPSP
will sign a message using a PKCS#7 signature to discharge the conditions.
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5 several data type definitions (DTDs) is described below. The system
requires that all paynent specific nessages be uniquely distinguishable as
paynent nessages and al so that nessage identifiers (tag

non- anbi gYY&? 8efined. Wth XM docunents, the syste?ﬁcﬁs[%%“ﬁ’r esent
invention preferably neets these requirenents by using XML Nanespaces. XM
nanmespaces provide a sinple neans for 10 qualifying el enment and attribute
names USARTA TYPRIDEFRINITEONS by associating themw th nanespaces identified
by URI (Uniform Resource Identifier) references. Each paynent top |evel
XML docunentinspeeferiedesntiodanexi/isystamengssages ara sinidturkd n$ing Batensible Meekups occur .

Tabl o 1 BSH KA R o mepH B el R EATEEE Y MHeS PR fy xdeg gt -

R% 1V o restriét technical 1m§iem§ntabion andPintegration bptiond. A preferred@mpRimentation of 4, + R
"o B4s~_'i ~T w ~i 5 <?xml version="1.0" encodi ng="UTF-8"7?> St andard

XML Sheastupral dﬂtmmlmly@ﬁpﬂe'qdwﬂbmqvt Standard XML internal DTD with
"-//EPIDTD R "
conpri sing (W%‘“Eﬁﬁ@ﬁ{a{aﬁ% yH.éer Pgﬁ‘dEf‘fgga%% ‘%&@ﬁﬁg&%blsﬁ i'of of DTD
<Pay e npdyetpntmessages asd @lamﬂns:pessege 1de:ftlﬁeﬁtagkn)ear¢ poraambiguously defined.
Xm ns=h el ean 0 /> af th ternal, DTD. Body of
mssagewl&lwﬁ §T H&g‘?{g}éﬁm‘%l"éﬁ%y mgety nt Request DTD
The confegiréndis ﬁfﬁlm'ﬂﬁ% 8. mﬂnﬁl@@%ﬁb HroviddEsifaplel hédnk &2) 1N a

e

preferred enbodinment are given in Tabl I'ow (the_ Paynent Request DTD
may 1@l seudlifying @le@enttaad Attritage m ugqbln XML gocspants bmsalatmdhean with

ﬁ|:|erBt :\|fe![ S\I\%JI’I%E% OI‘ na e((\ii%ﬁ WH ] gna l}?gl%ﬁw %;e/gﬁe;é?%;cep AlHﬁQ&; 24661

level XML document specifies the XML namespace in Whlch the data elements occur. The

XML document may, for example, reference the namespace as described in Table 17 as

follows;

L Payment Document Onthne :

B3 -F‘ 'ﬁiﬂ-’vv o R i\ﬂ"ﬂm !!H' hd. 3‘% i ! ok .'-\4.? f et
<Ixml version="1.0" encodmg—”UTF UTF-8"%> Standard XML header
<IDOCTYPE PaymentRequest PUBLIC Standard XML internal DTD with
“-//EP/DTD Payment Request//EN” “[URI]J"> | reference to external DTD comprising
(a) XML public identifier and (b) URI

defining location of DTD

<, Meamng 3 fﬁ %

<PaymentRequest xmins [namespace] defines the location

xmlns=http://www eleanorpayments.org/ep/> of the external DTD.

....... Body of message
</PaymentRequest> End of Message
15 Table17
Payment Request DTD

The contents of the PaymentRequest DTD (Document Type Definition) in a preferred
embodiment are given in Table 18 below (the PaymentRequest DTD may also import certain
20 DTDs such as a ConditionSet and a CertificateStatusCheck, described below):
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CertBundl e Certificate Bundl e Bl ock SystenPayRequest Paynent Request
Transaction Bl ock (see Table 19) Request (Optional Block) Table 18 The
system specifies a "Msggrpid' and a "Msgl D' attribute in the NIB ( Network
| nf or mat i oWBNEAEE and requires that the value of this i cImsoeideesd to be
uni que for each 5 nessage in the transaction. The Msggrpid is a unique ID
that is coomon to all docunents in any single exchange. Note that a nunber
of excharges—Hay—coree a—SHRg-e—payrFER—i+-ansast-er—Each—exghange (for
i nst ancd e Payment Reﬁﬁt@’&kﬁﬁ“g?’wbﬁ%know edgenent exchangd, or the
Cancel | TSigRANEIUEST - | RMDDSIE SnkR/BIREKETENT exchange) w11 hgve the
same Msdgrpid. Asynchrbpnous comunications are to be treated as |atomc
exchangq<ertByadle0 Msgi pCertificateBuadle Bloskquent i al counter for each document

in an ex - e aS——exthRaRge S — ARy HesoECoipe—te—ersur e t hat
t he Msgd §3F%ﬁ%@iﬁe&“%%wb‘i’%%ﬁ“é‘ﬁﬁ ﬁ%ﬁlaccrﬁélg}m;kg@??ﬂv#wgfdocurrent W thin an
exchangq,Rdghiest ol € of | {OptiosdlBeck)S preferabl'y used 1n conjunctfion with a
sequencd_nunher. A preferred structure of the Megid is: "xx:nn",} where xx
are the Tablel8 dentifiers and nn 15 the sequence nunber for docunents sent
by that role in the current exchange. To enable a transaction coordi nator
to identify a system paynent nessage, the HTTP content type should be
speci fi ed apprhepysterh spegifies a&Msggpitiiaay RENsgEY” attcbuteimthe NiB (Netwosled t o

specify the pa t.instructi nessages, descr.i.bed .aboyve and Listed in
Tobl e 3, ToformRRds pioppd reabfes ik end Vokes o Dbl o0 shiaie Raemh’  not " and
CeCP@ | gdsage il theWembRAbIR YIRS MsREipid IR unfyue ID iRt B coRBhdRth an UoRiMents/ if
described in Table 19 bel ow Contains Rel ationship Description SystenHeader

Each recpmysinglasxchange. Noigithalp aumbenafexchapgrs maxispaderndsingle payment  Pr oduct

T a o) nficachbhCEecl ik O RRAIRAR o iyl S g Pl S ak FleirS age T
Buyer Si grabange sor fliecCdtogliatiGn Baquest-eSerbico Akknpavledgementreaclange) will hiresr the f

same Msggrpid. Asynchronous communications are to be treated as atomic exchanges. The

10  Msgid is used as a sequential counter for each document in an exchange. However, as
exchanges may become complex, to ensure that the Msggrpid:Msgid combination can
uniquely identify a document within an exchange, the role of the sender is preferably used in
conjunction with a sequence number.

A preferred structure of the Msgid is: “xx:nn”, where xx are the role identifiers and nn

15  the sequence number for documents sent by that role in the current exchange. To enable a
transaction coordinator to identify a system payment message, the HTTP content type should .
be specified appropriately.

The SystemPayRequest document may be used to specify the payment instruction
messages described above and listed in Table 2, i.e. POr Inst, POb Inst, CPOr Inst, CPOb

20 Inst, CePOB Inst, and CeCPOb Inst. The SystemPayRequest DTD in a preferred embodiment

is described in Table 19 below:

Contains Relationship Description

SystemHeader Each request contains a single System Header which contains the
Product and Message Type.

BuyerSignedData The data signed by the buyer is contained in a single structure in
the PayRequest.

36



Buyer Si gnature fromthe buyer to the buyer's bank.

Sel | er Pri vat eDat a

SellerPrivateData contains data el errent s provided exclusively by the
Sel | er but on}zgq sent to the seller's bank. This may include re ests for
addi ti onaVVOsBX82es. Sel | erBankData Sel | er BankData bl ockPCEPMBEHE dat a

.el ements provided by the

confirnmed seller Account details and rel evant correspondent bank

seller's bank to the buyer's bank. These include

detail s.

Tabl e
t ransad
pr oduct

BuleBignatiresre dﬂfe BuyeiSigaturés BloukQpagtics oad SrChurmier bff erence
tions, and witjh the Product attribute all ows

a specific pa

rﬁé’&@%r is a con

for all
y ment
ponent

commmon

fol | ow
Pr ovi de
Direct

ol i gat
ol i gat
PCT/ USQ
Request

i nstructi on medBygESigRatye Ingmathe buyer tathe ppys
x&réﬂl&%'leléwél?’b?' .
scripti

B e B e S R )

d By Product Cw&mﬁmﬂmmmhesdnaysrbaxﬂc Ghikemayadudst or

Debit Instructijo nt Obligation
ion CxP - Condi trFS‘f‘ﬁi S%"F?é\?ﬁréﬁg ¥ CxO - Conditi onal
Sd1REBankDhE bldck dantai

"Sller ata el 1 HﬁE@ mehfs pk ®y
0’24661 MessageType NOTAT- #REQUI RED t he nesSage type may

or. | ON the fol]ssHerigbankte the buyes’s bank., Fasse R@Ms@@nﬁmed seller

Account details and relevant correspondent bank details.

XxCO - Certifie
Pa

e
on

XxD -
d Paynent
y nent

01/ 24082
have

Table 19

The SystemHeader provides a unique transaction reference for all transactions, and
with the Product attribute allows a specific payment product instruction message to be
specified. The header is a component common to all messages and includes, in a preferred

embodiment, the following attributes (Table 20):

Attribute Type Presence Description Provided By

Product CDATA | #REQUIRED | xxP —Payment Order

xxD - Direct Debit

Instruction

Requestor.

xx0O — Payment Obligation
XCO — Certified Payment
Obligation

" | CxP — Conditional
Payment Order

CxO — Conditional
Payment Obligation

CCO —Certified
Conditional Payment

Obligation
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<Type> Response Query The Valid values for the PayRequest DID are -

Paynent Request - Query Table 20 In a preferred enbodi nent, the follow ng .

validation rules in Table 21 apply to the SystenHeader attri butes:
Attribute WQ0184820n Rul e Must May Error Code Vali date Yariusewasesdir oduct

Valid Product code and Buyer's Seller’s OOEHO nmessage type has been Bank |

Bank pI’OVI ded The ori g| nator is authorized Buyer's OCEHO2 to issue the

nessage, Bar e P U P8 R t —as—HBuyer' s
QOEHO3 3@% ng o’@%d 156 Ak GRED ¥ fhethesddbe type tay Hive [REWesior”, (1

Syst enzPayRequest [Nincl ydes in a p dfeefolkadngemmmi'hsmnt the foll gw ng
data bl gcks (Tabl e} 22): Cortai ns Rel at |<?.nsh| 8 criptionn 38 WO 01 24082
PCTI USO(/ 24661 Nepoti at edat a Cont ai ns tiated Retween theg buyer
and sel fer as part|of the |[commerci al t<|r pése Buyer Data Contaijns data
provi ded by the buger. Sel Iler Publ i cDaja Contai ns data prqvided by t|he

sel ler and reveal efl to the |buyer and |QuetYouyer's bank.

The Valid values for the
PayRequest DTD are

- Payment Request

- Query

Table 20

In a preferred embodiment, the following validation rules in Table 21 apply to the

SystemHeader attributes:
Attribute Validation Rule Must May Error Code
Validate | Validate
Product Valid Product code and Buyer’s Seller’s | 00EHO1
message type has been Bank Bank
provided
The originator is authorized | Buyer’s 00EH02
to issue the message. Bank;
Seller’s
Bank
MessageType Valid message type has Buyer’s 00EHO03
been provided Bank
5 Table2l

The BuyerSignedData DTD of the SystemPayRequest DTD includes in a preferred
embodiment the following data blocks (Table 22):

Contains Relationship Description
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ol igation Contains data relevant to the provision of an obligation.
Condi ti onSet Contains any conditions which are to attach to the paynent
Request . €v@]}(‘(zé?%gnatureDet Cont ai ns i nformati on ,about the buyer's
si gnature ched to the ails Paynent Request. Tabl BCUSOp4661
Negoti at edDat a bl ock carries data el ements negotiated during the

transaction and preferably has the followng attri butes (Tabl e 23)

At tri bullRegbyimedBatas €Nf Eoklams ath hegdfialed Beiv CBA | e cod
R e Q@Qur e

Amount jof the Negotiated Transaction. Cur Oode

is the three Negoti at @mmeqctabmwwmmcy code as def| ned in ISO 421

Val ue d e 1S - —Nego e Wi ch the
f unds e In the Bel'l'er s acco 1

Val ueTe} SellefPubicPatd/PL | Ebntiine détabt(ﬁmﬂrlsyltne genavaxﬂesbehleeﬂimabeyhr apdl y |f or
condi tijpnal paynents. ﬁﬁ?’ﬂl eTerm field contains the nunber of days -
after dj scharge of CJ aB’Fr\/\/mchfunds wi || belnthe Selleq's

Account Opfigafloyal UETE provia Vatuebate—stoutd—not—be—prgvi ded.
Fees NQTAT->#I MPLI ED rﬁen@@ééatﬁr@mnb@rtb%\prﬁsw@n ofawobligatiery | ON i ndi|cati on

of whi chegidBHSeet 1 O t’bht’alng‘iny Sohitiont Which are to attach to the Payment Request.

BuyerSignatureDet | Contains information about the buyer’s signature(s) attached to the

ails Payment Request.
Table 22

The NegotiatedData block carries data elements negotiated during the transaction and
preferably has the following attributes (Table 23):

Attribute Type Presence Description Provided By
Amt CDATA | #REQUIRED

The Amount of the | Negotiated
Transaction.
CurCode CDATA | #REQUIRED | The CurCode is the three Negotiated
letter currency code as defined
inISO 4217

ValueDate CDATA | #IMPLIED The ValueDate is the date on | Negotiated
which the funds will be in the

Seller’s account.
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fees associated with the

fees ar

e assuned

transacti on.
to be borne by the buyer.

If the field is not

present,

t

Valid val ues are BUYER or

he

SELLER. RecurringPay- CDATA #|I MPLI ED avail abl e for the Paynment Negoti at ed
ment Dur at iwo ofx«gr product only. Contains an indicati on BETUSN2468Ur at i on

for a recurring paynent.

that d
23 40 |
Table 2
Val i dat
not Buy
Anmount

VaiogS i 20RONB T AOUB S50 | TRRQAFBTFBI AT o

4 pref erabl

er' s OONDO

does not ex

Recurri ngPay- CDATA #|l MPLI ED avail abl e for the
Payment Negotiated nentMdel Oder product only. Contains a code string

na \L
T LILA. 2

y apply

| on Rul e Must May B

cont ai

ceed OONDO2  raxi

to the Neg
trr or Code
n a zero,

eavneye The slyaleren
days after discharge of
conditions on which funds
will be in the Seller’s
Account. Ifa ValueTerm is
provided, a ValueDate should

not be provided.

ohBifefidentitionalt t r i but ¢s:
Validate Validate Ant

Relddontaths T Hunfberon !

&M es
Attri bul
The anpunt

muneric val

Neg

Fees

NOTAT-
ION

#IMPLIED

The fees field contains an
indication of which
organisation will be liable for
fees associated with the
transaction. If the field is not
present, the fees are assumed
to be borne by the buyer.
Valid values are BUYER or
SELLER.

Negotiated

RecurringPay-

mentDuration

CDATA

#IMPLIED

available for the Payment
Order product only.
Contains an indication of the
duration for a recurring

payment.

Negotiated

RecurringPay-
mentModel

CDATA

#IMPLIED

available for the Payment
Order product only.
Contains a code string that
describes the recurring

payment model that has been

agreed.

Negotiated

Table 23
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Amount does not exceed OONDO3 buyer's Limt Amount format valid for OONDO4
.Stated currency Cur Code CurCode is valid Buyer's OONDO5 Bank CurCode is
supported by OONDO6 the institution ValueDate Val ue Da alid
Buyer's é@?loé@‘“@z OONDO7 format Bank Bank Val ue Date Istpﬁ:gﬁsmﬁﬂf%e past
_Buyer's Seller's OONDO8 Bank Bank Value Date can be met Buyer's OONDO9

Bank Value Date is within XX Buyer's -
Bank date (where XX is the

will allow

4

maxi nrum nunber of days
i nstructions in the futur

Val ueTer m T%e%l opéngrelidatinnsiles énTably

OOND10 days of current working
that an institution
41 WO 01/ 24082 PCI/ US00/ 24661

prgfeggblyrppply tothe NegofigtedDatan o

par amet. gt}lg al l oned by the financi a! institution. Fees Correct value
provi de E&uy 's OOND 12 Bank, Seller's Bank RecurringPay- Valid
Payment] Attrilaite on B¥WalidationRe1 3 Maust May Error Code
Validate | Validate
Amt The amount does not Buyer's OONDO1
contain a zero, negative or Bank
non numeric value
Amount does not exceed O00NDO2
maximum for Payment
Channel
Amount does not exceed OONDO3
buyer’s Limit
Amount format valid for O0ONDO04
stated currency
CurCode CurCode is valid Buyer’s OONDO5
Bank
CurCode is supported by OONDO06
the institution
ValueDate Value Date is an valid Buyer’s | Seller’s | OONDO7
format Bank Bank
Value Date is not in the past | Buyer’s | Seller’s | OONDOS8
Bank Bank
Value Date can be met Buyer’s | - 0OND09
Bank
Value Date is within XX Buyer’s |- 00ND10
days of current working Bank
date (where XX is the
maximum number of days
that an institution will allow
instructions in the future).
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ment Dur ati on Provided Bank (Seller's Bank for Direct Debit)

Recurri ngPay- Valid Paynent Mdel Buyer's OOND14 nent Model Provi ded Bank
(Seller's Bank for Direct Debit) Table 24 The BuyerData bl ock (in the
Buyer Si gne¥OM/240B D) contains i nformation provided by begeus®wddesin t he
transaction and carries data el enents negotiated during the transaction. 5.
The BuyerData bl ock preferabl y contai ns contact data (e g., in a contact

sub-bl o P e el S efh brovidad P UFS W t1 transactTomy The
BuyerDealtaal!)df‘3 IIE hag ﬁe fuollo né’ att 'i! utggI in a prg ,?kg\rﬂ?ieg enbodi ngnt
(Table 25): Attri bufaélquspﬂstﬁkwaneIasDe tion Provided By 42 WO 01/ 24082
PCTI USO(/ 24661 Buyey Ref ewetg § MPLI ED| The buygr can provide g Buyer
ref erende which is|AMREFY ® BEH“’ messages and |acknow edgenent|s t hat
conprise the transaq{sh@ﬁon_ Buyer Rel ate Tr ans- | CDATA #| MPLI ED The buygr can
further |Buyer actignReference proyide related TrankactionReferenc
whi ch cqifegre used borreeivaluparovidedt ens| Beyer'dentify th@0NPbhsacti on.
Bank,
Seller’s
Bank
RecurringPay- | Valid Payment Duration Buyer’s O0OND13
mentDuration | Provided Bank
(Seller’s
Bank for
Direct
Debit)
RecurringPay- | Valid Payment Model Buyer’s 00ND14
mentModel Provided Bank
(Seller’s
Bank for
Direct
Debit)

Table 24

The Buyei'Data block (in the BuyerSignedData DTD) contains information provided
by buyer 106 in the transaction and carries data elements negotiated during the transaction.
5 The BuyerData block preferably contains contact data (e.g., in a contact sub-block) that
provides details for any issues with the transaction. The BuyerData block has the following
attributes in a preferred embodiment (Table 25):

Attribute Type Presence | Description Provided By
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Buyer Account CDATA #| MPLI ED The Buyer account is Buyer identified as a
single string - which will identify the institution and the account

itself. | 1'w6§,{49§20m'rended (but not required) that institutions |ook to
use | BANMUIKErY for system paynents. Buyerl nstructi onPEHN§R/2468lp | ED The
Buyer | nstruction field Buyer allows the buyer to include additional
instructions to the buyer's bank for execution of the paynent

i nst r ucfBwyerRefred 01/] CBMSPA PCAMBIBD? oAd buyek tar proyide®! Al BuyevPLT EO| The
Prioritlyy field is used to Buyger 1 ON override standing _.ingtructions petween
the buyer and the buyer's bahk as to|Fré#eRasvRishhissERdino] is settlpd. |f
the prijority flag isj|not proyided in 19&ho‘i‘%‘iﬂ@s§£ge§ tthe standi ng
arrangejnent is assuneq. Valig¢ values are "URGENI™ an "ISTANDARD" .
| nterprietati on shoul d|be agr¢ed bet we¢acknoywtadgemehts that

comprise the transaction.
BuyerRelatedTrans- | CDATA | #IMPLIED [ The buyer can further Buyer
actionReference provide a related

TransactionReference

which can be used by

internal systems to identify
the transaction.
BuyerAccount CDATA | #IMPLIED | The Buyer account is Buyer

identified as a single string
— which will identify the
institution and the account
itself. It is recommended
(but not required) that
institutions look to use
IBAN numbers for system
payments.
BuyerInstruction CDATA | #IMPLIED | The Buyerlnstruction field | Buyer

allows the buyer to include
additional instructions to
the buyer’s bank for
execution of the payment

instruction.
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buyer's bank. FXContract CDATA #|l MPLI ED The FX Contract field Buyer allows
the buyer to provide a reference to the FX Contract agai nst which the
paynent will be nade. Table 25 The followi ng validation rules in Table 26
pr ef er abl yweppi#sz o t he BuyerData attributes: Attribut ePUHISMEHG6HN Rul e
Must May Error Validate Validate Code Buyer Ref erence Buyer Ref erence does
not exceed Buyer's OOBBOL allowed length for field. Bank

Buyer Rel - W@ TR/ WW
or tiel 3“*53?1 &y uyer Accourjt Buyer Accpunt is

acti onR
Bank 44 ovéridd staddi@® PCT/ | TS00/ 24661

avalid

Buyer Act 's OOBBOY, assigned to certilficate pregented
Bank Bank Identifier ifs recognized Buyet‘“sg'“ﬂ%%&tweghﬁ‘ﬁ Bank Identifier is
provi dedl Buyer's OOBBd6 Bank |Buyer| nstlibugdriand tH3bagértstahk Uct i on excepds

Buyer' s|O0OBBO7 allowgd |length for fielld. Bank Priority Invalid fornpt
Buyer' s|OOBBCB Bank {FXContrdct Vali d |@eimkaw thgf@nsagtia@dBRC0 Bank FX
Contract has not expirjed COBBj1 O settled. If the priority flag

is not provided in the
document then the standing
arrangement is assumed.
Valid values are
“URGENT” and
“STANDARD”.
Interpretation should be
agreed between buyer and
buyer’s bank.

FXContract CDATA |#IMPLIED | The FX Contract field Buyer

allows the buyer to provide
a reference to the FX
Contract against which the

payment will be made.

“Table 25

The following validation rules in Table 26 preferably apply to the BuyerData attributes:

Attribute Validation Rule Must May Error
Validate | Validate | Code
BuyerReference BuyerReference does not exceed | Buyer’s 00BB01
allowed length for field. Bank
BuyerRelatedTrans- | BuyerReference does not exceed | Buyer’s 00BB02
actionReference allowed length for field. Bank
BuyerAccount BuyerAccount is a valid string Buyer’s 00BB03
Bank




Tabl e 26 The Sel |l erPublicData bl ock (in the BuyerSi gnedData DTD) contains
108 in the transaction and preferably
contains contact details for any 5 issues that arise with respect to the

information

transacti NP PA®2se| | er Publi cData bl ock, in a preferred B0

provi ded by the seller

has t he

embodiment, has the following attributes, listed in Table 27:

followng attributes, listed in Table 27: Attribute 1 Type Presence
Description Provided By 45 WO 01/24082 PCT/ US00/ 24661 Transacti onRef -
CDATA #REQUMRED UM QUEBhLfer At doUhtprovided B1 €0 SEBhyers! 1y 1 our TOmBD4DY t he
seller jin the four cofner nodel; corner and direct er's bank
nmodel s jand by the buypessigneditosestificate prespated | Bankhe ank buydr's
bank rredel—Nete—tharmim —catceHations—aaa—s W ain the
Transadt i onRef er ence DP nunt@’f'bslrﬁ%ﬂg" 71%t ruEtion. rsi gr?s this
and tHis prevents replay attacks of the BuyBanksi gned dat a. s bank
must check the uniqueness of the Transacti nIan’pr e
prevent| these att acksBampldentifieoisproddedie  r EBBY#FSndled f or mat?
Sel'l er Ref erence CDATA| #| MPLI ED The sel | er capgRpovi de a Selller in Faur
refererjce for the Corher transaction Mdel:
Buyerlnstruction Buyerlnstruction exceeds Buyer’s 00BBO07
allowed length for field. Bank
Priority Invalid format Buyer’s 00BBO08
Bank
FXContract Valid format Buyer's 00BB09
Bank
FX Contract has not expired 00BB10
Table 26
The SellerPublicData block (in the BuyerSignedData DTD) contains information
provided by the seller 108 in the transaction and preferably contains contact details for any
5 issues that arise with respect to the transaction. The SellerPublicData block, in a preferred

Attribute

Type

Presence

Description

Provided By
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Buyer in Buyer to Buyer Bank nodel 46 |ifi WO 01124082 PCTI I TSOO 24661
Sel | er Account CDATA . #I MPLIED In a buyer to buyer's bank Seller in four

transaction, corner nodel; Buyer in Buyer to Buyer's Bank nodel
Sel | er Rel at@olty24BRATA #1 MPLI ED Contai ns a reference Sel | RCHESIPA4661
Transacti onRef- -provided by the seller to a corner nodel; erence related

transaction for Buyer in reconciliation purposes Buyer to wthin the

Py mon{| BERMEERRFE] CUATA of FRHQUIRED FPOHaEwE S0 Soarimtvucof ner
(typi catfhe product Buybr o descl iorrent rom (me. Buj EPPEARIESE | or s
Cat al ogue)/ nodel [Pebit Sche¢me- CDATA #PQMIaE'E)dmdfﬁbi t S¢payatsianki [ier
et e e e et oD Ll b Liisacionp:
Sel | er Rubl i cDat a bank in the buyer’s bank buyer’s bank
model. Note that model
cancellations and status
inquiries retain the
TransactionReference of
the original instruction.
The buyer signs this and
this prevents replay attacks
of the Buyer signed data.
Buyer’s bank must check
the uniqueness of the
TransactionReference
provided to prevent these
attacks.
DATEASEQNO is the
recommended format.
SellerReference | CDATA | #IMPLIED The seller can provide a Seller in Four
reference for the Corner
transaction Model;
Buyer in
Buyer to
Buyer Bank
model
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attri butes:

Code

| ength -

Attribute Validation Rule Must May Error

Val

i date Validate

Sel | er Ref erence Does not exceed maxi mum Buyer's Seller's OOSPO

Bank Bank 47 WD 01/ 24082 PCT/ US00/ 24661 Sel | er Account

Sel | er AccWO1/24082 5 valid string Seller's Buyer's 00SP02 PEEAHRVEERK
Sel |l er Account provided is Seller's Buyer's 00SPO3 assigned to certificate

present ed Bank Bank Bank Identifier

Bank Ba

I's recogni zed Seller's Buyer's OOSPO4

(SIS AR Eount CTODATA || FIMPEIEDICU] BFd blyer B BJ¥ES bank OJBeHer in FourK | Bank
Sel | er Rel'at edTransq{ Does n¢t exceed XI mu Sellﬁgr' s OOSRO6
acti onRRef erence | engt h Bank Paynent De{ transgctidses not exceq@omr(mdﬂi $eller's
OOSPO7 | Il ength Bank DirectfDebit Schenmg- Is a valid Identi fﬁ@rrﬁel l en' s
OOSPCB | I dentifier [Bank TeLbI e 28 The|lOoligation bl ock (in e
Buyer SijgnedDat a DTI) contaijns detail sjof any obligation {tBuyeetoput ifn pl ace
as a rgqsult of theijtransactiion. Note that if no obligatign is tqg hel| 5
undertgken, the blqck is included with ObligationType set B‘H“'M)%E‘k The
ol i gati on bl ock hgs the fgllowing atfributes in a preferjrggipnbodi ent
(Tabl e {29): Attribdte Type |Presence scription Provided |By ObligatlionType
NOTATI (r$eitetReldted=D \GDATAV g HIMPLER Btpy)antainsaréﬂdﬁpe BUYER SetleBuyfeur tjo BANK
Buyer EaPrlénsag}cJ)YnEeRf-sl gnifieq a Model provided by the sellertoa | corner model;
erence related transaction for Buyer in
reconciliation purposes Buyer to
within the seller’s systems. | Buyer’s Bank
model
PaymentDetails | CDATA | #IMPLIED The PaymentDetails field | Seller in four
provides a text description | corner model
of the Transaction between
the buyer and the seller Buyer in
(typically the product Buyer to
description from the Buyer Bank
Seller’s Catalogue)/ model
DebitScheme- | CDATA | #IMPLIED The DebitSchemeldentifier
Identifier identifies the Direct Debit
in direct debit transactions.
Table 27

The following validation rules in Table 28 preferably apply to the SellerPublicData

attributes:
Attribute Validation Rule Moust May Error
Validate | Validate | Code
SellerReference Does not exceed maximum Buyer’s | Seller’s | 00SPO1
length - Bank Bank
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Payment Obligation. BANK signifies a Certified Paynent Obligation is
being requested. 48 WD 01/24082 PCTI US00/ 24661 (Obligati onEffective- CDATA
#1 MPLI ED The date on which Date the obligation is to Buyer in cone into

ef f ect.
t he

Buwex0124087hi s i s assuned to Buyer's Bank be i mdiraisedue6r Model

Obl i gati onEffective

Date i s not

i ncl uded

in the Obligation

bl ock.

Tabl e 29 The followi ng validation rules preferably apply to the Cbllgatlon
/ -

bl ock atgtyibyt-es—(Fable 30 —Attribute-Rule Vg /
Ref er eng Sellerpeeomnt va) i| RellerAcesint 52 valid 988 o) SRY i is
valid. }000B02 The Negqti at edDat a does Buyer' $pagk! er ncl ude
recurring Bank Bank pdynment (Cbligations pref under t aken
for recyrring paynent d)SetiesAiceount proridedist | ve- | SeldmB33 THoyat’st e| 988PE3t |in t he
past. Byyer's Seller’s assigned to certificate presented | Bank Bank
Bank Identifier is recognized Seller’s | Buyer’s | 00SP04
. Bank Bank
Bank Identifier is provided Seller’s | Buyer’s | 00SP05
Bank Bank
SellerRelatedTrans- | Does not exceed maximum Seller’s 00SP0O6
actionReference length Bank
PaymentDetails Does not exceed maximum Seller’s 00SP07
length Bank
DirectDebitScheme- | Is a valid Identifier Seller’s 00SP08
Identifier Bank
Table 28
The Obligation block (in the BuyerSignedData DTD) contains details of any
obligation to be put in place as a result of the transaction. Note that if no obligation is to be
5  undertaken, the block is included with ObligationType set to NONE. The Obligation block
has the following attributes in a preferred embodiment (Table 29):
Attribute Type Presence Description Provided By
ObligationType NOTATION #REQUIRED | Valid values are Buyer in
' NONE, BUYER or | Buyerto
BANK. Buyer Bank
BUYER signifiesa | Model
Payment Obligation.
BANK signifies a
Certified Payment
Obligation is being
requested.
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Dat e Bank Bank 000B0O4 The date is on or after the Buyer's Seller's

‘Val ueDat e.
PCT/ US00/
cont ai ns

yoeu

Bank Bank 000B05 Date For mat

he Condi t.i.onSet bl ock (in the BuyerSig
ption of the conditions that attach to a
.bl ock corresponds to the Cnd Adv request nessage

is Valid 5 Table 30 49 WD 01/ 24082

BB 1

descri bed above and

listed in Table 2). The ConditionSet block is an inported el enent and used
i n a nyoigatidnEffectiveay{riEDATAI oCkis#HIMPLIED sy%edateanvdﬁmcri bed el sewh¢re. 5
The BuyersSi gnat ureDetjai | s bl ockl (in the Byyer Si. gnedDat a DE;% cont ai fis
si gnat U created byj actors in| the buyi ng %‘g‘&‘%?%‘r‘?%. #d%al cycles
may require a number of signatufes to be Qrcame#Rd e NSY Bagyr t8i ven
instrugtion, as.descrijped in norge detail bg¢low.  The BuyelfsSi gnat urebet ail s
bl ock dan contain one or nore Bulyer Si gnat urjdbigispssumedtsk s | Bayer’s Bank
Buyer Sijgnat ureDetai |l bl ock contaj ns the infiqr I_on ut l_gnat ur ¢
created by buyer 106, | 10 preferfpbly as in %5%6’%& s f ol %?/S(\g:? Attrilbute
Type Prlesence Description Provided By SeqUance NMIOKEN #REQUI RED Tth
sequence nunber Buyer [System of}the signatjure within or @ her the
transadti on. The System sequencg starts at qbl’gﬁ’épnfnffﬁﬁ%‘feti ng increages for
each Dual subsequent kignature [Si gnatures ﬂﬂ&is%ﬁﬂclh?e&re Buyer Si gnat ur es
Bl ock. | ReasonFor- CDATA #I MPLIED A text dgscription of Bdyer Signatjure
the reason for signatupe. 50 WJ 01/ 24082 HGtheIDigigad@o 1
block.
Table 29
The following validation rules preferably apply to the Obligation block attributes
(Table 30):
Attribute Rule Validation Rule Must May
Reference Validate Validate
ObligationType 000B01 | The value provided is
valid,
000B02 | The NegotiatedData does | Buyer’s Seller’s
not include recurring Bank Bank
payment (Obligations
preferably cannot be
undertaken for recurring
payments)
ObligationEffective- | 000B03 | The date is not in the past. | Buyer’s Seller’s
Date Bank Bank
000B04 | The date is on or after the | Buyer’s Seller’s
ValueDate. Bank Bank
000B05 | Date Format is Valid
5 Table30
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Si gnedPrev- NOTATI ON #1 MPLI ED | ndi cat es whet her Buyer iousSignhature
addi tional signatures -have signed over BuyerSignature elenents with

| ower sequence nunbers. |If not present, value is assunmed to be false (by

defaul t) TwowSe4e8p CDATA #l MPLI ED Refl ects tinme signat ur @CBUSeN24661ade
Table 31 The follow ng validation rules preferably apply to the
BuyersSi gnatureDetails attributes (Table 32): Attribute Validation Rule

Must May Errgr . Val.i.d Val . dat e Code u Far.mt .is.valig Buyer's
00BE0L Bank. THHEORUGGHRCUOR o 8% BuyRiene i BT sbrlbied atsiudlll of o2
Buyer Si gofititng thut adch té 8 piyntenBeahis bRdk cortéspoiiisis the CadiAdviteqiraisnabaeSi g-
Format is valid Buyer's QOBEOQ3_ nature Bank SignedPrevious- Format is

val i d BsssHbed abopgand listgdgp Jable 2). sbhpConditioaSetdleck isapimponed elrmomagdest DTD
al so i ”ﬁ%édqﬁﬁ n&n@&Y&fﬁQE:ﬁhm&&sm fhe g{&éﬁ}asﬁ%ﬁ%s%@re. Si gnat ures

created by actors in yl ng organization. Approval cycles may require a
51 WD 01/ 240%ke BGyersSigianke@ddils blocki{artho Bugér§igaedDatsDTD) tontginssigmianlesagai nst

any giv %rrt]eaéeg %§: rﬁ&g;si it the blu?in(é1 opgra%{zgtric{n? gpproval cycles may require a number of
signatures to be provided against any given instruction, as describgd in more detail below.
The BuyersSignatureDetails block can contain one or more BuyerSignatureDetail blocks. A
BuyerSignatureDetail block contains the information about a signature created by buyer 106,

10  preferably as in Table 31 as follows:

Attribute Type Presence Description Provided By
Sequence NMTOKEN | #REQUIRED | The sequence number | Buyer System
of the signature within | or Other
the transaction. The System
sequence starts at 1 and | Supporting
increases for each Dual
subsequent signature Signatures
included in the
BuyerSignatures Block.
ReasonFor- CDATA #IMPLIED A text description of Buyer
Signature the reason for
signature.
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enmbodi nent ,

-Tabl e 33: Contains Relationship Description PCDATA The signature is

i ncluded in the BuyerSignature el ement as PCDATA.
hol ds onl¥YO®H2408% gnat ure and not the entire

.The fol

Buyer sSi gnat ure bl ock:

Not e _t hat
PKCs#7 st r BEEHS
|l ow ng validation rules, in Table 34, preferably apply to th
Attribute Validation Rule Must May Error

t he BuyersSi gnatures bl ock includes the follow ng block in

t hi s el ement
?’zﬁi‘bl e 33 5

e

Val i dat e

Val i da Srp mﬁoﬁds AVPTIEDE A AW (Rer Blef- BUYEL' S
PcDATA) "R WI'he uyer's Sipgnatures do r‘}ot have Buyer's| the prerequisite
| evel o¢fousSighatmiet . Bank Taple 34 52 ~j4dditie@aleignand®? HCT/ 11S00/ 24661 The
Buyer s$i gnature bl ock al so pyeferably ctai.nse hverfol |l o ng attriblite in
Tabl e 135: Attribute Type Presence Desc A3t PEh Vi ded By Sequence
NMIOKEN #REQUI REDf The sequenge nunber of B@uySignatet em or| the si gnature
within|the Gther Pystem trapsaction. The sequence Suppofting Dual |starts
at 1 amnd increase$ for Signajures each sﬂ%@ﬁmﬂ!ﬁhl%"ﬁnature i ncludéd in
the BuyyerSignatures bl ock. | Table 35 The Val.ldahbQe ful gs in Tabl e|36
apply o the Sequénce attribute in a pr e%g%r‘red @r& enbodi jrent : Attrilute
Val i daﬂi on Rule Miust Validatg May Err or| not present, value is
assumed to be false (by
default)
TimeStamp CDATA #IMPLIED Reflects time signature Buyer
made
Table 31
The following validation rules preferably apply to the BuyersSignatureDetails
attributes (Table 32):
Attribute Validation Rule Must May Error
Validate | Validate | Code
Sequence Format is valid Buyer’s 00BEO1
Bank
The sequence is incremental across | Buyer’s 00BE(2
BuyerSignature blocks in the Bank
BuyerSignatures entity _
ReasonForSig- | Format is valid Buyer’s | 00BEQ3
nafure Bank
SignedPrevious- | Format is valid Buyer’s 00BEO4
Signature Bank
5 Table32

The SystemPayRequest DTD also includes a BuyersSignatures block that contains the

signatures created by actors in the buying organization. Approval cycles may require a
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et

PN e S T ATt de e T TEARRETT T e s e T AR S o

Val i date Code Sequence Format is valid Buyer's Bank The sequence is

I ncrenmental across Buyer's Bank BuyerSignature blocks in the

Buyer Si gnatures entity Table 36 The Sell erPrivateData bl ock of the

Syst enPay RéQWe&R408DTD contai ns private.data that is pass@griusendedal | er 108
to seller's bank 104. The SellerPrivateData block is renoved by seller's
bank 104 and not included in the databl ocks passed to buyer's bank 102. It

contain th | 0 attribute .a e enbadi rent (Table 37):
At pucet S enguih B2 p@ividen RS e Bl oy Rlio® S S PR 0106
PCTI Usocunaﬂaaﬁﬂent,md BWeﬁsﬁJgﬂaﬁi'esWﬂE&ndﬁddE’tHeEathﬁg BE&:I: i Téhlegxzount details

Only the_seller can be carried in the can provide the SellerPublicData or
Sel | er AqcGomtainsn  Sel IRelﬁ’htinshipMﬁphbmcks or this field. appended|to the

paynent Sell-erBanrkbata—hi-gck.
Pr ef er al @?‘Eeeg?}“?"(ﬁéﬁf?p@'r%rk and

accountd. Sel | er| nStrU%t&ﬁat@ﬁéIﬁnﬁh@fdds%@lﬁh@&Fﬁﬁﬁﬁahd‘ﬁétrth@édti?é‘ that

Sel l er {can be provided he seller to the se

a2t Dot o

| | er Prisy attr+
Sell e aférﬁ_/al.a -t butes

5  The following validation rules, in Table 34, preferabl.y apply to the BuyersSignature block:
Attribute Validation Rule _ Must May Error
Validate | Validate | Code

Signature (as | The Buyer’s Signature is invalid. Buyer’s
PCDATA) Bank

The Buyer’s Signatures do not have | Buyer’s
the prerequisite level of authority. | Bank

Table 34
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Attribute Rule Validation Rule Must May Reference Validate Validate

-Sel | er Account OOSDO1 Sel | er Account
O0sD2 Sel | er Account provided is not Seller's

present edVBAMRIMDSDOZ Bank | dentifier not recogni zed SelfCAfUSE0/24881,,
.Bank ldentifier

is valid Seller's

Is an invalid Seller's string Bank
assigned to certificate

OoosDA4

not provided Seller's Bank Sellerinstruction OOSDO5 For mat

Bank 54 WO 01/24082 PCT/ US00/ 24661 Table 38 The

Sel | er Bank DTha BlalérsSigadturt bivckbyisb preRaytity aotsins theEoliowing ateribues iarTablei on from

seller's bank 104 to buyers bank 102 in the transaction.

Seller's bank 104

can pr é‘ét de 5 rel evant contact detlai I's i nt he contact bl ock (described
Eglm?\gi) nsAtttr H;dig][ 'It rl u'lt gsdi n r$aegféeEgQ ﬂﬁﬁ‘% bﬁ{ue’ TTVBZ Ig:ﬂe Islgﬁgge%?;i?i Bt ?gﬁ
Provi dlesecii;enceSeINM’Im{EIRe f%g}ﬁﬁEgj The sdquépde REMbEhe! S ¢l Buyet Systeambr st
Sel | er S Bank [provide aunique reference for ttﬂ.e Tr an trl n .
Sel | er Cor r esponident - CDATA #REQUI REDPFFISNeRy withi the, fﬁ‘@? %&ef'br s| Bank
Bank priovi de a fcorrect cdarrespondent yamwakiidio Thegb@lehe s Buwpphrisguan |t he
currengy of the| transact|ion. SellefjAccount CDATA #REqu I‘?'\EB The Sellpr's
Bank mist Sel | ef 's Bank starts at 1 and increases for | Signatures
each subsequent signature
included in the
BuyerSignatures block.
Table 35
The validation rules in Table 36 apply to the Sequence attribute in a preferred
5 embodiment:
Attribute | Validation Rule Must Validate | May Error
Validate | Code
Sequence | Format is valid Buyer’s Bank
The sequence is incremental across Buyer’s Bank
BuyerSignature blocks in the
BuyerSignatures entity
Table 36
The SellerPrivateData block of the SystemPayRequest DTD contains private data that
is passed from seller 108 to seller’s bank 104. The SellerPrivateData block is removed by
seller’s bank 104 and not included in the datablocks passed to buyer’s bank 102. It contains
10 the following attributes in a preferred embodiment (Table 37):

Attribute

Type Presence

Description

Provided By
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attach the correct account details for the transaction to the docunent in
this field. This is the field used by the buyer's bank in the four
corner nodel. 55 WO 01/24082 PCT/ USOQ 24661 Sel | er BankUndert ak- CDATA
#REQUI RED Wa®j#0sgtri ng reserved Seller's Bank ing for rregrussentset i ons

that the seller's bank will nake to the buyer's bank. One exarrpl e woul d i
be that the seller has assented to the cancell ation of an i rrevocabl e"
obl i gat RECHRED ) f ees

[ [ £ WB
are bor ?gg%mhoybuy 148 #IMPRIED

t ol gele T ORI B
currency of the payfent. Table 39 Tb Sexdamindiintheval i daf caproviiethe
preferably apply to {he Sel uerBankDa

tiributes (Table . Attribute
Val i datijon Rul e Must|May Erfor Vali gf@&)émﬁc ST Code Se éf‘grﬁ%ﬁ?!éﬂéf‘erence
Format ils Valid Buyef's OOSBO . Bank| sellerPrivateData blocks or | this field.
appended to the payment

D"

instruction by the seller’s
bank in the SellerBankData
block. Preferably, financial
institutions use IBAN
numbers to identify bank
and accounts.
SellerInstruction | CDATA | #IMPLIED | A private instruction that Seller

can be provided by the
seller to the seller’s bank for

processing,.

Table 37

The following validation rules in Table 38 preferably apply to the SellerPrivateData

attributes:
Attribute Rule Validation Rule Must May _
Reference Validate | Validate
SellerAccount 00SDO1 SellerAccount is an invalid Seller’s
string Bank
00SD02 SellerAccount provided is not Seller’s
assigned to certificate presented | Bank
00SD03 Bank Identifier not recognized | Seller’s
Bank
00SD04 Bank Identifier not provided Seller’s
Bank
SellerInstruction 00SDO05 Format is valid Seller’s
Bank
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Sel | er Correspondent- Format is a Valid SWFT BIC Buyer' s OOSBO2 Bank Bank
Sel l er Account SellerAccount is a valid string Buyer's 00SBO3 . Bank Bank
Identifier is recognl zed Buyer's OOSBO4 Bank 56 ki" WO 01/ 24082

PCT/ USOQy WOdB82498Bank. identifier i s provided Buyer's SOR/246%1

Sel | er BankUndertak- Format is Valid Buyer's OOSBO6 ing Bank

Sel | erBankFeeAmt The fee is a valid anount. Buyer's OOSBO7 Bank Table 40
PaymentTiesppnse The contents of the Paynent Response DID, in a preferred
enbodi nent, are given in 5 Table 41 bel ow (the Paynent Response DID nay

al so inport certain DIDs such as a CertificateStatusCheck and a Cont act

Cer 1 Buntl @ QSRR ARpRDME AFEBL ARy AP LRl Al AT Y Bt bt BT oo

Bl ock ( sefier’sbdnkel 0429 bijesytank éomﬂpotrmahiomcselleﬂsbmﬂelmm pdmﬂevm th any
response_ containin si gned cer e..of the ani I on ng the

r esponstl e"aq*é’ﬁp@c%%@*ﬁé“ 95‘?’5‘?‘@&%@%&%‘1 Beew) qﬁg‘ﬁllrﬁéjpérﬂr LTbodl ment ,
i s des Cémb&‘di'mbﬂ ﬂielshﬁerﬁznknh% ﬁl@él&anmmﬂﬁ@atﬁ?ou{%@hmamw p Description
Syst emHeader Each request contains a single system header h nt ai ns
t he Attribute Type Presence Description Provided By
SellerBankReference CDATA | #REQUIRED | The seller’s bank must | Seller’s Bank

provide a unique

reference for the
Transaction.

SellerCorrespondent- | CDATA | #REQUIRED | The seller’s bank must | Seller’s Bank

Bank provide a correct
correspondent banking
relationship based on
the currency of the
transaction.
SellerAccount CDATA | #REQUIRED | The Seller’s Bank must | Seller’s Bank

attach the correct

account details for the
transaction to the
document in this field.
This is the field used
by the buyer’s bank i;l

the four corner model.
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product and nessage type for the docunent.
contains the references being used by the
conmer ci al
Transact i awdref/mos2nce.

or

t he vald
aut hori

t he nmegsag

or

submi sgion to the
ol i gat
request
obl i gat
responge based on the
Pay Conf

t he sel

(b) the
notifigd by the clearit

informfthe seller that |the payment has cparbaicasle” Condi ti
Condi tijonSet UpConf confjai ns a|positive of negative respor
to place conditions onja payngnt transaci

Cancel | pti-onCopi—cort-aHRS—pa-—PpaSi=t-e—ar

cancel @?ﬂ ﬁ?@ﬁécK@ﬁQRﬁgib

is usedl to carry ment gcknowedgenents fr

t he

transacti on.

e against th
negdti ve response i

cle
i onConf cont ai n4
to create a pa
ion by a buyer.

bl ock can be |
|l er's bank of t#
buyer's bank t ¢

yment ol

The reference bl

negative response to a PayChallenge.
Servi ceAck The ServiceAck contains a negatl ve or

Fal oo

ock includes the

Ref erences The Ref erences block
various parties in the

Chal | engeAck The Chal | engeAck contRETHESHHRS6bosi tive

57 WO 01/ 24082 PCT/ US00/ 24661

Yot Angr

DTD. PRayl nst Ack
trangacti on det
ring and settl ene
5 a posijftive or ne
| i gation,
PayConff PayConf c
succesg4ful execut
Ised (a)| by the bu
e succgss or fail
D i nform the buyer
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g be LAt
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|l er'qd
sel |

and

he s
Gracellasion

Obitgatlomrl’ébl | at i

Note that the currency
is the same as the
currency of the

payment.

ulias asdente @ the ansdcti on

i nstructli on.

%%Zﬁ now edge

Dﬁeebﬁlerbywegmyerzctl ons invo

positive response based on

‘S"%J e

it B PAC) | Jat i oncont

t he

%Bke"t@tlﬁodﬁ?% edgenment to |a
Wwhet her bank certlified or Jan
obﬂnki Roeexample t i ve or negatl|i ve.

The

Table 39

The following validation rules preferably apply to the SellerBankData attributes (Table 40):

Attribute Validation Rule Must May Error
Val.idate Validate | Code

SellerBankReference | Format is Valid Buyer’s 00SB01
Bank

SellerCorrespondent- | Format is a Valid SWIFT BIC | Buyer’s 00SB02

Bank Bank

SellerAccount SellerAccount is a valid string | Buyer’s 00SB03 .
Bank

Bank Identifier is recognized | Buyer’s 00SB04

Bank
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commercial transaction. Table 42 As indicated, the SystenHeader provides a
uni que transaction reference for all transzﬁctions an(rzln_liesda conmponent
comon to sages. The attributes of the 5 Syste ader are given in
Tabl e 20 Q%L](ﬂgsszasgoci ated validation rules in Tabl e 21PFHUS002466d5 or r ed
enbodi nent. The References DID of the SystenPayResponse DTD preferably

I ncl udes the 58 WO 01/24082 PCTI US00124661 follow ng attributes (Table
43): AJtribute Type PrEBeiCRehiiiris provided FT vB&RFsBY 1T ansdgospdselier ence
CDATA #REQUI RED Uni quef system reference Fro gener ated by tlhe sell gr
Origingdl in the four cprner and Request dir|dankdebift nodel § and by tge
buyer' §8IaITRT Cha w574 . te—hat—cancet “""ﬁ——ém
stzlt us isﬁgﬁlﬁﬁﬂl‘ke%ndb@-a ﬁ&’t“ﬁ‘g‘ ransacti on- R Ee‘#}}ee%bge of the c;opép 6oll
paynent| ingist ructi on. Bpyer BankRef erence CDATY/B4tkMVPLI|ED The rjef er ence

provi de k.1t B LS prieferabl g that tRhe
buyer''s %Eﬁﬁmég‘“{"ﬁe iE‘T *eéﬂsi)&ﬂ!gwferBa KB@feEsence CDATA O9BRBT | ED Must
be projided in all From four corner and direg{,Oidinal dgbit Reqgyest

acknowlledgenent s.
Table 40

D_(N

Payment Response
The contents of the PaymentResponse DTD, in a preferred embodiment, are given in

5  Table 41 below (the PaymentResponse DTD may also import certain DTDs such as a
CertificateStatusCheck and a Contact element):

NIB "Network Information Block
Signature XMLDSig Signature Block
CertBundle Certificate Bundle Block

SystemPayResponse | Payment Response Block (see Table 42)

Response Response block must be included with any response containing

signed certificate of the organization making the response.

Table 41

The SystemPayResponse DTD, in a preferred embodiment, is described in Table 42
10  below.

Contains Relationship Description

SystemHeader Each request contains a single system header which contains the

product and message type for the document.

References The References block contains the references being used by the
various parties in the commercial transaction. The reference block

includes the TransactionReference.

ChallengeAck The ChallengeAck contains the positive or negative response to a

PayChallenge.
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Not ava

origi na

provi ded Rv@on/24b82 t he sel | er
WO 01/ 24082 PCT/ USO0/ 24661 Buyer Rel at edTr ans-

ilable in the

| request.

buyer to buyer bank
#|1 MPLI ED The reference provided From by the buyer

nodel .
in the Oiginal

in the Original original

Buyer Ref er ence CDATA

Request Sel | er Ref erence CDATA #| MPLI ED The reference

I RCRAES002468E quest
CDATA #I| MPLI ED The reference

59

to a Fr OT acti onRef er ence r eI at ed transact | on Original provided by the
Tho 1 of CRETEEAT 2 Fr o] THEbr SIRAT LR | IBPAE o Pra e e Gaan 1 1 0
provi defl by the Seller theReﬁdmbh ofﬂhelgntngg:enﬂcatemyeaﬂried tekificate] 3heThe
attribufes: ALTribute VhARHOR®SHeRed b thisEreRege i e RRRRongr B Var dat e
Code TransactionRefere gﬁ,tmtﬂ'gﬁgs%@égdggmst@é prpnce can OOREO1 be
reconci | ed. Buyer BankRejerence The BuverBank Reference can QCRFQ? e
reconci | PayInsBa¢k er Bank R¢Toe BaydnstAticcaptdinsa [Raitive penegatyrisspoase iOORE03 | be
reconci|ed. BuyerRefer enge, JIGonablatls Rod i PMiRadti brld¥ 1 XdBiiiskion to the
clearing and settlement network.
ObligationConf ObligationConf contains a positive or negative acknowledgement
to a request to create a payment obligation, whether bank certified
or an obligation by a buyer.
PayConf PayConf contains a positive or negative response based on the
successful execution of the payment instruction. The PayConf
block can be used (a) by the buyer’s bank to inform the buyer and
the seller’s bank of the success or failure of the transaction
execution (b) the buyer’s bank to inform the buyer and the seller’s
bank of failures notified by the clearing and settlement and (c) the
seller’s bank to inform the seller that the payment has completed.
ConditionSetUpConf | The ConditionSetUpConf contains a positive or negative response
to a request to place conditions on a payment transaction.
CancellationConf The CancellationConf contains a positive or negative response to a
request to cancel a transaction.
RelatedAcknowledge- | The RelatedAcknowledgement block is used to carry
ment acknowedgements from other organizations involved in the
commercial transaction.
Table 42
As indicated, the SystemHeader provides a unique transaction reference for all
transactions and is a component common to all messages. The attributes of the
5  SystemHeader are given in Table 20 and the associated validation rules in Table 21 ina

preferred embodiment.

The References DTD of the SystemPayResponse DTD preferably includes the
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reconcil ed Sell erReference The Sel |l er Ref erence can be OOREO5
‘Buyer Rel at edTrans- The Buyer Rel at edTr ansacti on-
Ref erence_can be reconcil ed Sel |l erRel at edTr ansact i
Sel | er Re| YoM WAsacti on- OOREQ7

The

reconci |l ed

OOREO6 acti onRef erence

onReference Reference X UWY¥468Lonciled 5

-Tabl e 44 The Chal l engeAck DID is returned in response to a

Chal | engeRequest. The 60 ilr, WD 01/24082 PCTI USOQO 24661 Chal | engeRequest
is opt Ifen@inhgauﬁlademablass)tut ions to validate the identity of a
correspanding institution before p
i nst it Jéttibutehe Chal | eRYRACK | PEesene& s s scrmtwe'he ackno Pé'(?&ﬁ By
I nstityty (20 R COAE Y autientrca U'ﬂl HSydt eNcel Frbiie sendger and
(b) supgtgjarﬂégét{&ﬁle{h%rg ucFvbéflﬂng tactaﬁm orr%tlorn can be
i ncludgd by the 5 respondi ng fli nanci al i 1geneta1edlmﬁms¢llern tOmgi®hal | ehgeAck.
Chal | engeAck, in a preterred jenbodi nent '?lcl udes thedfol fﬁe"“ ng attfibutes
(Tabl e 45): Attribute Type Pregsence Descl f'b Fg?'l“ SPRFLE AT W QUI RED The
status [of the acknow eglgenent.] The Stat +axwadeb1tMHel§HS&ESS or FAIL
Reason@ode CDATA #REQUI RED Whgre STATUS |s FAI L, a ReasonCode and
associ 4t ed ReasonText frust be |provi ded. { by ghe bryprebank iy ReasonText CDATA
#REQUI RED Text associ ated with the Reaso 5:@{9 Tabl e 47.) Tabl e
45 The |validation ruleg in Taljl e 46 prefe¢ mﬁﬁv app%’kntl he Chal | eng¢Ack
attribytes: Attribute|Validatiion Rul e MiNotd\that dancebliationsal | dat e Val i gat e
Code Status Status isja validq value Selllers Bank .
and status inquiries
retain the Transaction-
Reference of the original
payment instruction.
BuyerBankReference | CDATA | #IMPLIED The reference provided | Buyer’s
by the buyer’s bank. It | Bank
is preferable that the
buyer’s bank uses the
seller bank '
SellerBankReference | CDATA | #IMPLIED Must be provided inall | From
four corner and direct Original
debit Request
acknowledgements.
Not available in the
buyer to buyer bank
model.
BuyerReference CDATA | #IMPLIED The reference provided | From
by the buyer in the Original
original request. Request
SellerReference CDATA | iIMPLIED The reference provided | From
by the seller in the Original
original request. Request
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ReasonCode A valid reason code is provided Seller's Bank
valid reason text
reason codes (Table 47) nmay be used with Chall engeAck:

IS pr

ovided Seller's Bank

ReasonText A
10 Table 46 The fol |l ow ng
St at us ReasonCode

ReasonText WS EICHBE OOCHOO Product Supported and Requesti regTiusse/24661 i on

Aut henticated FAIL OOEHO4 Product not supported by institution FAI L OOCHOL.

Fail ed to authenticate requestl ng party Tabl e 47 61 V\D 01/ 24082

PCT/ US

nmessage i

financi 4
f ol | owi

St at us ¢
ei ther §
t he i nst
Cust oner
Buyer Bal
ReasonCq

associ aled ReasonText nust be
RHED Text associ at

#REQUI
48 5

lactioARefekdiice ON
g attributes in

Qr

v Aeler as

.lu

\ conf
thin the Service
Tabl e 48: Attri bug

EReERer 1 1 on
Arefated thanBdcliber abl
[ e Type Presence l

twr‘l'ﬂe resd
3

7T \oI1< T

Odigtnal NE
Descri ption

ed wWith

provi ded. c@eem? b}ﬂae‘»'s@nar i
t he Reason above.
the original request

(See

CDATA #REQUI RED TThe st a1hl;s of the TRequest at ug i
BUCCESS or FAIL.| Custojfer Service- %%l The field t
litution generatjng Reterence the ervé&éﬁﬁ%eqy fes be used
SenetRelatea'ﬁqns-ri PEDATA | #IMPBILIERs af Fhelrefenarme ta anRef jthme

k Ref nce, | er BankRef er ence, t’%ﬂ Referen i’él L‘EE]Refe
geh ﬁ\ i(‘“,&?zEQu RED Whefe STATUS i sonOc

Tabl e 50.)

Table 43

The following validation rules, in Table 44, preferably apply to the References

5

attributes:
Attribute Validation Rule Must May Error
Validate | Validate | Code
TransactionReference The Transaction Reference can OOREOL
be reconciled.
BuyerBankReference | The BuyerBank Reference can 00REQ02
be reconciled. '
SellerBankReference | The SellerBank Reference can OOREO03
be reconciled.
BuyerReference The BuyerReference can be O00RE04
reconciled
SellerReference The SellerReference can be 00REOS
reconciled
BuyerRelatedTrans- The BuyerRelatedTransaction- OOREO6
actionReference Reference can be reconciled
SellerRelatedTransacti | The SellerRelatedTransaction- O0REO7
onReference Reference can be reconciled
Table 44

The ChallengeAck DTD is returned in response to a ChallengeRequest. The
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onse
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The follow ng validation rules (Table 49) apply to the ServiceAck
attributes: Attribute Validation Rule Mbst May Error Validate Validate
Code Status Status has valid format CustonerServiceRef- Format is Valid
erence R¥YQMANIRYe Reason Code is valid - (See Table 5FGERIY2EIext
Reason text is correct. Table 49 62 WO 01/24082 PCT/ US00/ 24661 In a
‘preferred enbodi nent, the follow ng Reason Codes are used with Servi ceAck

(Tabl e cagh uést RAREPER BY AEERTRNKS to valIEESS iddaR \RireshoRgiapest FAIL
OOPRO 1 Seﬂggrl@és Béﬁ@@rﬁ) |ca?e is Invalid FAIL mgjl'«%za Sel%er s Bank

Si gnat dnssitytion bafese passipg\paynmmpgtailste thas institutigm ThesChallengascik dy suserssfub Request

Buyer - 9F e Apnar KNG iR lon Tl AR hoifd) iitfart eidbiily CpéNenalddRED
ol 11or 9 LU LT cato 5 LRvat o A b OOPRID Sclt et s S anay ure 15 | nval i
FAl 15 Cpapending fipgneial insatuips W }ihlﬂﬁb‘? é&é&ngﬁaﬁj&eﬁﬁgﬁgwiﬂ"é&f&t? e 50 5 The

Pay! nSteﬁﬁJ&dQTéRt 1§cl@de9%'f&lld€ﬁn€ﬁttﬁﬁﬂét mea%nowl edgenent sent as a result
of the validation of transacfion information in bank payment svstens.

Payl nst Ath'llpltﬁf er|akype coHl:eamcs t h R?gugtml! edlqi)gaal bl .O.Ck t o] fI’:‘on}c [ E n the

a7t oot | S <r ar AT WR% T ShpoeaSent TR 0 the
Status is either SUCCESS or FAIL.
ReasonCode | CDATA | #REQUIRED | Where STATUS is FAIL, a ReasonCode and
associated ReasonText must be provided. (See
Table 47.)

ReasonText | CDATA | #REQUIRED | Text associated with the ReasonCode above.
(See Table 47.)

Table 45

The validation rules in Table 46 preferably apply to the ChallengeAck attributes:

Attribute Validation Rule Must May { Error
Validate Validate | Code
Status Status is a valid value Seller’s Bank

ReasonCode | A valid reason code is provided | Seller’s Bank

ReasonText A valid reason text is provided | Seller's Bank
10  Table 46

The following reason codes (Table 47) may be used with ChallengeAck:

Status ReasonCode | poconText
SUCCESS | OOCH(00 Product Supported and Requesting Institution Authenticated
FAIL 00EH04 Product not supported by institution
FAIL 00CHo1 Failed to authenticate requesting party
Table 47
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Negoti at edData bl ock includes the attributes |listed above in Table 23. In
the context of 10 SystenPayResponse, the follow ng validation rules, listed
in Table 51, preferably apply to the attributes in the NegotiatedData

bl ock: At t WOMI2408%al | dati on Rul e Must I\/ay Error Vali dat @Cvaisteias@ Code

Ant Corresponds to Request Buyer, Seller's Seller Bank CurCode Corresponds
to Request Buyer, Seller's Seller Bank 63 WO 01/24082 PCTI US00/ 24661

Val uebDat e Co ue I s Seller ueTerm

Cor r esponds % %&ﬁ%@%@g&m Eﬁ'ﬁ%theg fﬁf“’%‘ﬂ'ﬁ E’é‘%sg k?@??onds to
Request atgv¢fmay inelude Eo:ﬁmt ffdrhfitioBby the r&emﬁ%(ﬂﬂﬂammMmu&pmmwds to

Request Buyer Seller's Duration_ Seller Ban Recur i ngPaynent -

Cor r es pSefyiseds ﬂ‘ﬁéﬁ@&’%blBBVéhefOQ@M'&a@b“%@Ja ls48 Fer Bank Table 51

Payl nstW '
Attribute Type Presewg scrl ptlon St at us A #REQUI RED The st atus of
t he ackpSwfuedgement . | CRATASt p¥REQUIRED t |Ete sEtiSGERS aokndwikdgemehie alheniCode

CDATA #REQUI RED Wher ¢ STATUS is FAIL, 4 Reason ted
ReasonText nust be pfovi ‘; %%{W@%f# * #REQUI RED
Text asEETHiethérdervice!’| COZ ; ) : Stitatiod generating

Reference the ServiceAck requires be used in

CustomerService inquiries.

Valid values are TransactionReference,
BuyerBankReference,
SellerBankReference, BuyerReference,
SellerReference

[ ReasonCode CDATA | #REQUIRED | Where STATUS is FAIL, a ReasonCode
and associated ReasonText must be
provided. (See Table 50.)

ReasonText CDATA | #REQUIRED | Text associated with the ReasonCode
above. (See Table 50.)

Table 48

The following validation rules (Table 49) apply to the ServiceAck attributes:
Attribute Validation Rule Must May Error
Validate | Validate | Code

Status Status has valid format

CustomerServiceRef- | Format is Valid

erence
ReasonCode Reason Code is valid — (See
Table 50.)
ReasonText Reason text is correct.
Table 49
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Table 52 5 The follow ng validation rules preferably apply to the

Payl nst Ack attributes (Table

53): Attribute Validation Rule Must May Error

Val i dat e Va(ki date Code Status Format is valid Seller, Buyer ReasonCode
Val i d ReadtbhliH®®2 see Table Seller, 54). Buyer 64 AN..PGEUSA{2466382
PCT/ USO0/ 24661 ReasonText Valid ReasonText (See Table Seller, 54). Buyer

Tabl e 53 The Reason Codes in Table 54 are used,

in a preferred enbodi nent,

Wi t h Payl nst#g preferret 2inbodiRRAE GRIONEWIRE RENIA Ooed b bsdd M Xerfiodhad NS a zero,

negative or

non nuneric val ue

FAI L D02 Anmount exceeds naxi num f or

Payment(Tatled®el FAIL OONDO3 Ampunt exceeds Buyer's Linit FAIL OONDO4
Anmount ' WW not valid
FAI L mo € IS not supported by the institution FAIL OONPO7 Val ue
Dat e i $ SBCABSSal | @0PRI4Mat HAVAlLIdRIjuest Val ue Date 1s the past FAITL OONDO9
Val ue [ . ye Date js not within XX days of
current Fﬁki ng pOREROL( wher|eSelsr’s BagkGertificaterdsdnyalidber of days thatl an
i nstit UERGT W | ogPRW T TSI Sfer &7 i , he Val ue
Term provi ded fa?s out si del the paranefers all owed

FAIL 00PRO3 Seller’s Bank is not Authorized to Request Service

FAIL 00PRO4 Buyer’s Bank Certificate 1s Invalid

FAIL O00PRO5 Buyer’s Bank Signature is Invalid

FAIL 00PRO6 Buyer Mandate has Incorrect Authorization

FAIL 00FRO7 Request has Incorrect Syntax

FAIL O00PR11 Seller’s Certificate is Invalid

FAIL 00PR12 Seller’s Signature is Invalid

FAIL O0PR13 Seller’s is not Authorized to Request Service

Table 50
5 The PaylnstAck DTD is a positive or negative acknowledgement sent as a result of

10

the validation of uénsaction information in bank payment systems. PayInstAck preferably

contains the NegotiatedData block to confirm the data that is being processed by buyer’s bank
102 (seller’s bank 104 in the direct debit transaction model) for processing. The
NegotiatedData block includes the attributes listed above in Table 23. In the context of

SystemPayResponse, the following validation rules, listed in Table 51, preferably apply to the
attributes in the NegotiatedData block:

Attribute Validation Rule Must May Error
Validate Validate | Code
Amt Corresponds to Request Buyer, Seller’s
Seller Bank
CurCode Corresponds to Request Buyer, Seller’s
Seller Bank

63



by the financial institution. FAIL OOND12 I ncorrect value provided. FAIL

OOND13 Invalid Paynment Duration Provided FAIL OOND14 Invalid Paynment Model.

Provi ded FAIL OOBBO Buyer Reference does not exceed allowed | ength for
field. FAWDOUDZBBYY Buyer Reference does not exceed al | orew/usSewagsdl f or
field. FAIL OOBBO3 BuyerAccount is an invalid string FAIL OOBBO4

BuyerAccount pI’OVI ded is not assigned to certificate present ed FAI L OOBBO5

Ranle 1L dao, ed

Bank | degft-H-er—rot—recogpi—ze A et Ret—pr-ovH
FAI L E@)’? 8¥er 1 nstruc ﬂEBHeWB'é‘?tﬂ&“‘é"%eﬁ?‘ﬁ"f’omﬁ*&ﬁb' hlfor fiell.

FAI L BB Invalid format 65 WO 01/ 24082 HGelielS00/ 24émk FAI L COBBOP
Invalidformat FALL QOCBRIO. EX Contract has p)(ln'u ed BAIl 0Q¢€ hot

exceed nabaluslisim ength FACPrespopdsto Beqyest AqdBist: i s [¥¢llen%alid string FAIL
OOSP3 $el | er Account proyided is not assi gn%lgp cert'gn'kcat ¢ presentged
FAI L bPO4 Bank I dentifier not recognized }L OOSH ank|ldentifipr not
provi ded Feesl L OOSPO6 Sel | Eofredpandsdd Raquesict i jdBusef,er e &lldﬁsas not excepd
maxi nrum| | ength FAI L OOSPO7 PaynentDetail s ;g)ei% not maxi mum | engt h
FAI'L OO$POB Direct Debit Sthenmel dentifier is id 1 |f|«°r. FAI L} 000BOL
bl i gat IIRELWRR gPayhientd a1 UP CBhespbAdiio Requiest/ ! || Buyer, Al L s Jhe
Negoti atedDat a” i ncl udes yecurring paynent i nstructl (Obligationg
cannot k@mﬁ@ertaken forjrecurring paynent S)SellF'AI L 'T1e Obligafion
date is ast—TFALL “"”‘mﬁﬁ“'h at+ott +stTet—or—aft er the
Val ueDat .ecur Bﬁg ngﬁpéﬁﬁ?,l 53'{6;&0 L%‘%yg *For e‘ller §

Model . Seller Bank

Table 51

PayInstAck preferably includes the following attributes in Table 52:

Attribute Type Presence Description
Status CDATA #REQUIRED | The status of the acknowledgement. The

Status is either SUCCESS or FAIL.
ReasonCode | CDATA | #REQUIRED | Where STATUS is FAIL, a ReasonCode and

associated ReasonText must be provided.

(See Table 54.)
ReasonText | CDATA | #REQUIRED | Text associated with the ReasonCode above
(See Table 54.)
Table 52
5 -
The following validation rules preferably apply to the PaylnstAck attributes (Table
53) '
Attribute Validation Rule Must May Error
Validate | Validate | Code
Status Format isvalid Seller,
Buyer
ReasonCode Valid ReasonCode (See Table | Seller,
54). Buyer
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FAI L OOBEOL Sequence Format is valid FAIL OOBEO2 The sequence is
-increnmental across BuyerSignature blocks in the BuyerSignatures entity
FAI L OOBEQ3 ReasonFor Signature Format is valid FAIL OOBEQ4

Si gnedpPr e¥PM2¥nat ure Format is valid FAIL ooBl-OL Sedieit@¥Efhat is
.valid FAIL OOBI 02 The sequence is increnental across BuyerSi gnature bl ocks
in the BuyerSignatures entity FAIL OOSDOL Sel | er Account is an invalid
stri ng [RBAJenTERIZ SEVaHl RetRHTEXtRSQVIaBRT | FSElIfEr, as§igned T¢ certilficate
presenfed FAIL OOSD@3 Bank Identifier not fecognizgd FAI L @®OSD04 |Bank

| dentifier not provi dé®-FAIL O0SDO5 Sel | er |B¥¢fuctijon Formgt is ijnvalid

DL L IocON4. 9 4664 OV el W |

66 | |1 Iaﬂe:53‘VA‘6 8424682—PCEHuS6612466% FAH—CCSBOt—SetterBank—Ref'er ence
For mat ]I‘?jl iMvalid FAIL 00SB02 Sel | er Correspondent Bank Format is an invalid
SWFT BIC FAIL OOSBO3 Sel | erAccount is an invalid string FAIL OOSBO4

Sel | er Account Bank | dentjfj ot regogni ze Al L .OOSBCh, | | er Agcount

Bank | dent i fihgReaspn % le Qm%%e@@dm mﬂm@‘?@%ﬁ@t ‘mat i s
Valid WWWWMWWD i's
sent by the bapk executirng the payment to custoners and . correspondgnt

banks afhlbay bEOMDEH by |Hinnkainsteezein) pegdtive bemdn mdRrigvdlugel | er' s bank 104 to
5 infor bpondont —Banks of -+ ho csycecesogifof e—-n—execut+od of a
system mm Pict i Crﬁm?%tpﬁeg&sr@%mr Pavoaant,haneks ng by thg

cl eari NEAANT SEHENBIFNT 1| excRBds BiyeFs EaafUl 1 ecel p payment {by the
benefidiary's bank. The Rea d nTex for ful PgyConf -
qual i fy| RMb su¢c88¥BO4| eVehmounpiyr®ahinvalidfon stated chmgenkey| | owi ng  attrilutes in

Al o DL\

3 pref et e O HNDEs |k Eode s not valid

FAIL 00NDO6 CurCode is not supported by the institution

FAIL 00NDO7 Value Date is an invalid format

FAIL 00NDO8 Value Date is the past

FAIL 00ONDQ9 Value Date cannot be met

FAIL 00ONDI0 Value Date is not within XX days of current working date

(where XX is the maximum number of days that an institution

will allow instructions in the future).

FAIL O00ND1! The Value Term provided falls outside the parameters allowed
by the financial institution. '

FAIL 00ONDI12 Incorrect value provided.

FAIL 00ONDI3 Invalid Payment Duration Provided

FAIL O0OND14 Invalid Payment Model Provided

FAIL 00BBO! Buyer Reference does not exceed allowed length for field.

FAIL 00BB02 Buyer Reference does not exceed allowed length for field.

FAIL 00BB03 BuyerAccount is an invalid string

FAIL 00BB04 BuyerAccount provided is not assigned to certificate presented

FAIL | 00BBO0S Bank Identifier not recognized '

FAIL 00BB06 Bank Identifier not provided

FAIL 00BB07 BuyerInstruction does not exceed allowed length for field.

FAIL 00BB08 Invalid format
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Attribute Type Presence Description Provided By Status CDATA #REQUI RED The
status of the Buyer's Bank/ paynent Seller's Bank Paynent Ef fective- CDATA -
#REQUI RED The date on which Buyer's Bank/ Date paynent will be Seller's
Bank exeomdenz4083egi stryTransfer- CDATA #| MPLI ED The tr aPCF/B3002¢661 Buyer' s

Bank/ FeeAnmount Seller's Bank ReasonCode CDATA #REQUI RED Where STATUS i s -

Buyer's Bank/ FAIL, a ReasonCode Seller's Bank and associ ated ReasonText
are pr daod ( Coa Takl o2 AA NAL

ed- a1 WO O1124682—PCT )nText
CDATA I REDW%Q?Ql assocllngatﬁgcfovm th Buyer's Bank/ the ReasonCode Seéller's
Bank dME. ( PooBBADT € H/FX Contbdcehdsexpipet f ol [ owi ng val idation ruleg in
Tabl e nrefedahlv anplv to th i : } Hdati on

Rul e MIFtATmy EOPSROT V/a | |dAees notgreesdirmaimym lengthy s Fornat is valid
Payment {&f Ifct—r—' S eTIErA cBGUDt ok an TRvRiid SHge rornat 1s valia
ReasonT(La};(f Format IS vali el Tabl S%ag Theﬁfso oW ng_Reason Codes ade

pr ef er JIFATLUS e 0B5PO8 Pay (cSelleyAbatmine piovjded iStot pssignid tosasrtificdte prReseBtod Ta xt

FAIL 00SP04 Bank Identifier not recognized

FAIL 00SP0O5 Bank Identifier not provided

FAIL 00SP06 SellerRelated TransactionReference does not exceed maximum
length

FAIL 00SP07 PaymentDetails does not exceed maximum length

FAIL 00SPO8 DirectDebitSchemeldentifier is a valid Identifier.

FAIL 000B01 ObligationType: The value provided is invalid.

FAIL 000B02 The NegotiatedData includes recurring payment instructions.
(Obligations cannot be undertaken for recurring payments)

FAIL 000B03 The Obligation date is not in the past.

| FAIL 000B04 The Obligation date is on or after the ValueDate. |

FAIL - 000B05 Invalid Obligation Date Format

FAIL 00BEO! Sequence Format is valid

FAIL 00BEQ2 The sequence is incremental across BuyerSignature blocks in
the BuyerSignatures entity

FAIL 00BEQ3 ReasonForSignature Format is valid

FAIL 00BEO4 SignedPreviousSignature Format is valid

FAIL 00BI01 Sequence Format is valid

FAIL 008102 The sequence is incremental across BuyerSignature blocks in
the BuyerSignatures entity

FAIL 00SD0! SellerAccount is an invalid string

FAIL 00SD02 1 SellerAccount provided is not assigned to certificate presented

FAIL 00SD03 Bank Identifier not recognized

FAIL 00SD04 Bank Identifier not provided

FAIL 00SD05 Seller Instruction Format is invalid
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SUCCESS OOPROO Paynent Executed FAIL O0OPRO8 Paynent Rejected By Paynent
‘Net wor k  SUCCESS OOPRO9 Paynent Received FAIL OOPR1 O Paynent Execution
Failed Table 57 The ObligationConf DTD bl ock confirns the success or
failure oVOP R hest for an 10 obligation. An Obligati orkSont>UP&sh) v
rTeturned when a (Conditional) Paynent Obligation or (Conditional)
Certified Paynent Qbligation is requested. This bl ock, depending on the

Syste €. fousBoEpONds Seﬂefﬁ?ﬂf@réiﬁ@!’o&&ﬂistﬁﬁalidhe CePOb Acpt Corff
respon ges listed in Table 3 above., ChligationConf preferablly has
the fol IRMLng W 00FBAUt es, | SetlerGastespondeniBank Engmatyis en jnyalid SWIBE Biesence
Descr i pti-aa—68—k4 ‘\fﬁei W%#RE%—F‘ED The
st at usF e dg%%ov'\;/l edge 4?gﬁgéﬁ"le HPVESSS™ t her SUCCESS or FAI L.

Obl i gat|TAILy pe | OD8B0Y #REQISREEA cEbentBapke 1dehtifdrinogcbgizedequest ed (and i ssued
i f Stat s SWHCCESS). MlligationEffect- CDATA #BREQU RBED The date on fwhich
the obl[&Al on |WASBOS ve%n%ﬁl@?@‘épwml@ﬂﬁﬁﬁém BfOSlQ@:ESS) ReasonCode
CDATA WWO . o ]

ReasonTeXt nust provide ee éﬁ - easonText CDATA #RECUI RED
Text asjsE&lLAt ed 068BO7 t he Rﬂmélﬁcui&hdlamwmt (See Tabl e 60.) Table 58 The
foll ow lng_vali i |

Qol i gatﬁmﬁ%f attributes: Attribute Validation Rule Must May Error

Val i date Val i dat e Code

The PayConf DTD is sent by the bank executing the payment to customers and
correspondent banks and may be used by both the buyer’s bank 102 and seller’s bank 104 to
5 inform correspondent banks of: the success or failure in execution of a system payment
instruction, failure resulting from processing by the clearing and settlement network, and
successful receipt of payment by the beneficiary’s bank. The ReasonCode and ReasonText
for successful PayConf qualify the successful event. PayConf includes the following

attributes in a preferred embodiment (Table 55):

Attribute Type Presence Description Provided By
Status CDATA | #REQUIRED | The status of the Buyer’s Bank/
payment Seller’s Bank
PaymentEffective- CDATA | #REQUIRED | The date on which Buyer’s Bank/
Date payment will be Seller’s Bank
executed.
RegistryTransfer- CDATA | #IMPLIED The transfer fee. Buyer’s Bank/
FeeAmount Seller’s Bank
ReasonCode CDATA | #REQUIRED | Where STATUS is Buyer’s Bank/
FAIL, a ReasonCode | Seller’s Bank
and associated
ReasonText are
provided. (See Table
57.)
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Status Format is valid Seller ObligationType Value is Valid Seller

bl igationEffectiveDate Format is Valid Seller Corresponds to Request
Sel | er ReasonCode Reason Code is Valid (See Seller Table 60.) ReasonText
Reason Texwoos24o&2l id (See Seller Table 60.) 5 Tabl e 59 FGRUSBR4GEHW ng
Reason Codes (in Table 60) are also preferably used with ObligationConf: -
St at us ReasonCode ReasonText 69 WO 01124082 PCT/ USOO/ 24661 SUCCESS 000B0O

Obl i gat J' S

i nval i d ResgenTegoono2 T ERHBEF |i ' i
instrucftions. (Obligdtions cannot be u c{ﬁgk@&gm(gdy r ecugdije
FAI L 000BO3 The Obligation dafe is not ijn the past.

ol i gatjion date is on |or aftef the Valu
bl i gat =ep—pate—Forrat—KkA—1+—1-—066866 (uen. Hed—ChiH-gatren—ay-
| nsuf fi Iﬁ!ﬁﬁ& edit Table 60 The Cancel | ati onConf DTD bl ock provi des
negative or positive confirmation of a cancellation request Thi s bl ock
may be used to inplenent the Por, Chcl Conf response 5 messell%e descri be

above. In a Hhedpliovisg validstion mrlestin Tebls 56 preferalin apply tothe Payfeond pitiibutest s
listed fp e 6 —Att Presence Tt Stat ATA
#REQUI FEﬁmPﬁgfestat us of Yﬁ'é"’ acknomﬁeedgerrent. ’NW‘ St anua S 3| 1hwerﬂ PUCCESS
or . FAIL. Validate | Validate | Code
Status Format is valid '

Py BRAY TENT S)
FAI L| 000B04 The

vt f i aod Al ot

PaymentEffectiveDate | Format is valid

ReasonCode Format is valid
ReasonText Format is valid

Table 56

5 _
The following Reason Codes are preferably used with PayConf (Table 57):

Status ReasonCode ReasonText
SUCCESS | 00PROO Payment Executed
FAIL 00PROS8 Payment Rejected By Payment Network
SUCCESS | 00PR09 Payment Received
FAIL | 00PR10 Payment Execution Failed

Table 57

The ObligationConf DTD block confirms the success or failure of a request for an
16 obligation. An ObligationConf is only returned when a (Conditional) Payment Obligation or
(Conditional) Certified Payment Obligation is requested. This block, depending on the
SystemHeader, corresponds to the POb Acpt Conf or the CePOb Acpt Conf response
messages listed in Table 3 above. ObligationConf preferably has the following attributes,
listed in Table 58:
Attribute Type Presence Description
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Cancel | ati onEf fecti ve-
Dat e cancel |l ed.

-Was

ReasonTexWORHAMA2 #REQUI RED Text associated with the Reas?()cf@(;sgoe/%g{o

CDATA #REQUI RED The date on which the transaction

ReasonCode CDATA #REQUI RED Where STATUS is FAIL, a
ReasonCode and associ ated - ReasonText nust be provi ded.

e 63.)
ove.

(See

_Tabl e 63.) Table 61 The following validation rules (Table 62) preferably

apply to the CancellationConf 10 attributes: 70 il;r,, WD 01/24082

CPJng/e US!St at ug o\l/al 7tj\[erir !5 va édm@ Toqr r@fs%ﬂé\%hf@ac@ﬁ%g\é?&e ht\q/a(illllfhiéfol D:a? 2t ©
Cancel |ation date i§ beforeg value dat|StResscittodd(EESer Radlie is Val id
(See Fable—63)—Regsentext Sof—feXt-—-g—ValiaA-See—tabl-e—63—Tapl e 62
The fol P@kﬁ?’fj’“ﬂi&%“s or] (L8 ( %H%Eig %@CSQ{OB%@M%Q Sterl(aAd gy
Cancel ljati onConf: Stjatus RefasonCode Reggssfatsis SUSOESESS 00CRO0 Transpcti on
Cancel led _EALI Q0 Failed to ldentilfy Transaction
ObligationEffect- [ CDATA | #REQUIRED | The date on which the obligation was
iveDate created (if Status is SUCCESS).
ReasonCode CDATA | #REQUIRED | Where STATUS is FAIL, a ReasonCode
and associated ReasonText must be
provided. (See Table 60.)
ReasonText CDATA | #REQUIRED | Text associated with the ReasonCode
above. (See Table 60.)
Table 58
The following validation rules in Table 59 preferably apply to the ObligationConf
attributes:
Attribute Validation Rule Must May Error
Validate | Validate | Code
Status Format is valid Seller
ObligationType Value is Valid Seller
ObligationEffectiveDate | Format is Valid Seller
Corresponds to Request Seller
ReasonCode Reason Code is Valid (See Seller
Table 60.)
ReasonText Reason Text is Valid (See Seller
Table 60.)
5 Table 59
The following Reason Codes (in Table 60) are also preferably used with
ObligationConf:
Status ReasonCode | ReasonText
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FAI L OOCRO2 Paynment Has Been Al ready Executed FAIL OOCRO3 Paynent

ol i gati

on -

Requi res Assent of Seller

Been Cancelled 5 Table 63 The ConditionSet UpConf DTD bl ock provides

negati ve OWO®®24082ve confirmation of a

request to set upCTW@SE/24661nS

FAI L O0CRO4 Paynent Has Al ready

agai nst payment. ConditionSet UpConf corresponds to the above described Cnd.
Updat e response rressages listed in Table 3. The response indicates only
that 16 Rt W&m—n——%l%r—e%—a—%%ﬁc%—e%her
conmuni §plc§r$s§ al ngngndl Obligatiosn Rlaee docunent defined in the

Pay CondiH-er—bBFbHdaescri-bed—bel-aw) Conrdi-t-oarCani—pt & t he
fol | owi nEAyt't ri byPRYBOL; ot =§B||‘5?t‘?§91p8\‘g1?Val‘ﬁtpc"?‘f'f)‘ﬁlt’gm?’?ﬁ Presence

Descri pl{iF@AmL , SR - e TRECLR e
status ¢f the acknow edgen . The St at Us |s elther

ReasonCpde CDATA|#REQUI RED Mgetlmmst b@unﬂmdseniommhmmeamh

associ ategmReas WWWCDATA
#REQUI RE xt ags |8 ed TR SE R gntg%gv . (See Table 66.) Table
64 The {PRIDW ng|veDBO&al | ONThe OBltzafibreda¢ ®n)or aférithie ValuéDate. CONdI {1 oNCpnf
attri but ded in the elenent (Tahle 65): Attribute Validation! Rule
Must May 8POBA% e alrnvelat@bl@@a@nDaefpugatVa| ue is valid ReasonfCode
Reason ¢ rEREoee T s Fext—rs—Yal+ (See
Tabl e 66. I()bt"‘ggszh @8 le\ifi\nlbr%'gﬁgg'sony)cggies I'n Ie 66, are

pr ef er alffapleii®ed w t h Condi t 1 onConf :

St at us ReasonCode ReasonText

The CancellationConf DTD block provides negative or positive confirmation of a

cancellation request. This block may be used to implement the Por Cncl Conf response

5 message describe above. In a preferred embodiment, CancellationConf has the attributes
listed in Table 61:
Attribute Type | Presence Description
Status CDATA | #REQUIRED | The status of the acknowledgement.
The Status is either SUCCESS or
FAIL.
CancellationEffective- | CDATA | #REQUIRED | The date on which the transaction was
Date cancelled.
ReasonCode CDATA | #REQUIRED | Where STATUS is FAIL, a
ReasonCode and associated
ReasonText must be provided.
(See Table 63.)
ReasonText CDATA | #REQUIRED | Text associated with the ReasonCode
above. (See Table 63.)
Table 61
The following validation rules (Table 62) preferably apply to the CancellationConf
10  attributes:
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Table 62

The following Reason Codes (Table 63) are also preferably used with

CancellationConf:

Status

ReasonCode

ReasonText

SUCCESS | 00CROO

Transaction Cancelled

FAIL 00CRO1

Failed to Identify Transaction

FAIL 00CRO2

Payment Has Been Already

Executed

FAIL 00CRO3

Payment Obligation — Requires Assent of Seller

FAIL 00CRO4

Payment Has Alread'y Been

Cancelled

Table 63

The ConditionSetUpConf DTD block provides negative or positive confirmation of a

request to set up conditions against payment. ConditionSetUpConf corresponds to the above

described Cnd Update response messages listed in Table 3. The response indicates only that

the conditions now exist within the domain of a TSS. All other communications about

conditions use the document defined in the PayCondition DTD (described below).

ConditionConf preferably includes the following attributes, listed in Table 64:

Attribute Type

Presence

Description
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Table 64

The following validation rules preferably apply to the ConditionConf attributes
included in the element (Table 65):

Attribute Validation Rule Must May Error
Validate | Validate | Code
Status Value is valid
ReasonCode | Reason Code is Valid (See Table 66.)
ReasonText | Reason Text is Valid (See Table 66.)
Table 65

_ The following Reason Codes, in Table 66, are preferably used with ConditionConf:

Status ReasonCode | ReasonText

FAIL 00CS01 ConditionCode not Valid

FAIL 00CS02 Invalid TPSP Contact Details

FAIL 00CS03 Expiry Date in the Past

FAIL 00CS04 Associated Obligation Not Accepted
Table 66

A RelatedAcknowledgement DTD element may optionally be used to support and

carry other acknowledgements related to a transaction. For example, it may be used in seller

bank 104-to-seller 108 communication to carry the acknowledgement provided by buyer’s
bank 102 to seller’s bank 104. The RelatedAcknowledgement has three standardized
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Syst entHeader Contain product type and nessage type information for the
transaction in progress. References Contains references to the conmerci al
transacti on being used by those parties involved in the transaction.

Condi t i omsete1&mst ai ns i nformati on about the conditions Bermgogpdaeadessed. 75
WO 01/ 24082 PCTI USOQO 24661 Table 69 The attributes of the SystenHeader, in
a preferred enbodi nent, for conditional paynent products are included in

Tabl e - -
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Condi t [ onSet). |The Contjact data lrapsierm gtigibuts i5set fQNONE- enbodi ment {s al so

descriped in ngre detai] below. [HOBRILER e PODEIA BdtR of the

RelatedAcknowledgement element represents a
BASE64 encoding of the actual content.

Table 67

Suitable validation rules may be implemented for the Related Acknowledgement
attributes, as appropriate.

Payment Condition

The PaymentCondition document is used to pass information about the status of
conditions between parties involved in a transaction (the Cnd Decl response message
described above and listed in Table 3 corresponds to a PéymentCondition document). Note

10  that the document is only used when conditions have been successfully created in the TSS.
The PaymentCondition document is preferably used:
1. By the TSS to inform the TPSP that conditions have been created that require to be
discharged.
2. By the TPSP to inform the TSS that a change has been made to the status of conditions
15 assigned for discharge.
3. By the TSS to inform buyer’s bank 102 that a change has-been made to the status of the
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The Paynent Cancel | ati on docunent is used to request the cancellation of a
-paynent. The POr Cncl request nessage described above and listed in Table
2 is inplemented in a Paynent Cancell ati on docunent. @%

"irrevocabP82488, rents - where a buyer -or bank |5 obli ggﬁ }’(%zé‘gﬂbeen
.undertaken - can only be cancelled wth the assent of seller 108. In a

preferred enbodi nent, the contents of the Paynent Cancell ati on DID are

e e e St of bl e 7 v 10q e RPN BETRODL 0501

Certifi capmﬁuMln&yBlcmkmeWs) enPayCanceI | ation Payrrent Cancel | ati on Bl ock.

DT pr 81 dhvabt 7SS SR el Purer FF wreelacs bk J0E el Setagectipsbeinro: ©

Cont ai ns n?ﬁk@%ﬁ@@ﬁmn,f@g%ﬁd,%ﬁson Syst enHeader The System Header cont ains
i nformation about the product type and nmessage type. CancBuyer Si gnedData

The5 Cafic Bysslie pbankib8¢ to m&masphq 198 that 8 change hiws beeh made jocthe status afthhor i ze
cancel | atlo ti Buyer Si gnat ures The Buyer Si gnatures bl ock contains the

Si gnature ‘?‘3 Wt hor i zi ng cancellation of the paynent. Table 72 The

Syst entHeader block is a conmponent conmmon to all nessages, as indicated
above. TabThscdentsuf tRPaybeuCopdition DI dre paiferabllp gives imTable/68 belawvi on rul es
of this_block according to a preferred enbodinent, In addition, in the
cont ex{ NB3 paynment carjd¥ tworki Information Blaek 10 MessageType, valid|val ues in

t he r epgest—strueture WW&—@H )
CancBuy ﬂgg?tﬁﬁedData blioC L et '8 am ﬂ%ﬁ udes the followi ng el enents (Table

73): [ CertBundle Certificate Bundle Block
SystemPayCondition | PayCondition Transaction Block (see Table 69

Response Response Block (This block must be included with any
response containing signed certificate of the organization
making the reponse.)
Table 68
10 The SystemPayCondition DTD contains, in a preferred embodiment, the following

elements or blocks (as indicated in Table 69):

Contains Relationship Description

SystemHeader Contain product type and message type information for the

transaction in progress.

References Contains references to the commercial transaction being used

by those parties involved in the transaction.

ConditionSet Contains information about the conditions being processed.
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Cont ai ns Rel ati onship Description References References for the paynent
transaction which is being requested to be cancelled. CancellationData
Addi tional instructions provided by the buyer to the buyer's bank. 77 WO
01/ 24082 RGO H14A0€Y 24661 Buyer Si gnat ureDet ai | s | nf or mat | B¢IT/6$98/24661 he
buyer's signature(s) authorizing cancellation. Table 73 The References

bl ock contains references to thé transaction that is'being requested to be
cancel | ed. The attributes and associated validation rules for the Reference
bl ock i'lf'?b559pr ef erred enbodi nent are provided above in Tables 43 and 44
respectively. The 5 Cancel |l ati onData bl ock contai ns addi t [ onal dat a

provi ded by o t g the

cancel | at i orﬁgér e?%?sa%f%peds%‘ﬂ '{s%y 5%‘,@ g%fg‘ré em X E}és amnd SSOCI gt ed

val i datpagmerttipretucfsare maludgd inJable 20 abnmee’[‘heapreﬁfablmidcm vandauoiihﬂes

Buyer sSi gnat ur es n.the cBu edDat a ont

si gnat (AF&aso proyide gﬂ‘q’gﬁi’l @Pge‘?‘?%a{%ﬁé Mﬁlﬂgpw&fm Eg El ng the
canael |1l {4HAatdn fultbin tTaBIE 50 Fér tREProddd atRit@Val cycl es may reqw re a nunber
of signatures to be provided agai nst any given instruction. The

Buyer s $iggtribute %A IdatienRudeK can cont Mstone [ T Pl e Eyﬁf.-? nat ur eDet ai |

bl ocks| A Buyer|Si gnatureDetail bl ockjcontainsjthe informtionf about a
signat yre creatled by buyer 106, and, Validatepr ¢iValidate efBdeli mgnt, its

attri bye S ' Wmtw van;@@'s—rulesm Tabl e
32. As PR |cé§g%| af:)ove g rel at ¢d Buyers$i gnat ure ock {15 (i ncl uded
' iti ) »f erably qontai ns|fa PCDATA bl ock in
e—BuyerStgraturelelerent as PCDATA
(see Ta ? 3). The attribute and associated validation rules for that

bl ock are given in Tables 34 - 36 for a preferred enmbodinent. 20 Payment
Chal | enge A Pa&@frrent Chal | enge docunent allows a financial institution that

requi res pr dbe Referencenblock iy ussd te identify dherommercialpayaieat trangaction trWaigh pri or to
exchan é‘&mﬁ?ﬁh% 528G Rhe 8 A8 alendt aﬁ labsoBiatel1 Yid aﬁgﬂhl}%syfopﬁme ROffencOst i tution

and con I rm the paynent product 1S supp o response to a
Payle ntbldcklih e preferred embtiddiniéat@e pmmdnd abowe iftables4ipandcid respedtudlyd The

The ConditionSet block contains a description of the conditions that attach to a

payment. The ConditionSet block is an imported element and, as indicated, isusedina
number of the system payment blocks. A preferred description of this block is given in more
detail below.

15 As also indicated above, the Contact block contains contact details that may be used to
provide contact information for the parties involved in a transaction. The Contact block is
preferably an imported element and also used in a number of the system payment blocks that
import it (as described above and also including ConditionSet). The Contact data element in

a preferred embodiment is also described in more detail below.

Payment Cancellation
The PaymentCancellation document is used to request the cancellation of a payment.
The POr Cncl request message described above and listed in Table 2 is implemented in a
PaymentCancellation document. Generally, “irrevocable” payments — where a buyer or bank
)5S obligation has been undertaken — can only be cancelled with the assent of seller 108. In a

prefefred embodiment, the contents of the PaymentCancellation DTD are defined in Table 71:
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25 Paynent Chal | enge DID has the followng elenents in a preferred
enbodi ment (Table 74 ): N B Network Information Block Signature XM.DSig
Si gnat ure @2&0 CertBundl e Certificate Bundle Block 78 WD 01/24082
PCT/ US00/ 8 st enPayChal | enge Paynent Chal | enge Bl oBKT/REWPAEH Request
Bl ock Table 74 Condition Set The ConditionsSet element DIDis used in a
nunber of transactions to carry 5 information about the conditions which
can attach to paynents. The ConditionSet DID preferably contains the
fol | ow elements  ]j din Table 75: Coptains Relationship Description
Condi t i NBThe cond| tion bNmﬂ%@ﬁRfmaH@nBlOGbscrl pt i on of each of the

: Oee i - | 1 ows:

condi ti ||||| ttre—t 3

buyer/skeﬁigner [ 0 bank - Co c ‘ kI'PSP vvhere a si ngl e TPSP S
bei ng ||<CBoadidl schar ge OadfitdtoBandIeBidcR PSP - Contact detarls of |the
TSS. TH J ct details of the TPSP for further conmmuniclati on.
Tabl e 7§Y€(9H€P¥E%§%°Br e?%ﬁ“&ﬂ? 9%33':{%@19‘31 (SPWTﬁblezZ?t)rl butes, listed in

i on-

Tabl e Z@—uﬁ ST g
CDATA &J RED A text d sc | pt1 on of t he Sel | er Descri pt i on com*rer ci al
transacTabdea7bei ng undertaken. 79 WO 01/24082 PCTI USOQ 24661

The SystemPayCancellation DTD preferably contains the following blocks, listed in

5 Table 72:
Contains Relationship Description
SystemHeader The System Header contains information about the product type

and message type.

CancBuyerSignedData | The CancBuyerSignedData contains data signed by the Buyer to

authorize cancellation.

BuyerSignatures The BuyerSignatures block contains the signature(s) authorizing

cancellation of the payment.

Table 72

The SystemHeader block is a component common to all messages, as indicated above.
Tables 20 and 21 above provide the attributes and validation rules of this block according to a
preferred embodiment. In addition, in the context of payment cancellation, for the

10 MessageType, valid values in the request structure are: Cancellation Request and Query.

The CancBuyerSignedData block preferably includes the following elements (Table

73):
Contains Relationship Description
References References for the payment transaction which is being requested to
be cancelled.
CancellationData Additional instructions provided by the buyer to the buyer’s bank.
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St at us CDATA #REQUI RED The Status of the Condition Set: Requested The
status when the conditions are created - before registration wwth a TSS. -
I nconpl ete Conditions which are registered with a TSS and rermain to be

di schar gedvo bi/swéear ged Conditi ons which have been di scREFy8/24661a TPSP
Expired Conditions which have expired. Condition Sets which contain
conditions which have expired. Cancelled Conditions which attach to a
paynent.that_has heen cancelled Table 76 Suitable validation rules may be

appl i ed Blﬁetsr@%tﬂsol::sg’(maﬁ% 3bout e buyer's sigastare(s) authprigiak nay confain a

Cont act} bl ock. If condiftiQ0qia4é4 Nin @ payment are 5 to be discharggd by
differgnt TPSPs, then ciontact I nformation is preferably appended agai nst
each condition rather than against the ConditionSet. Preferably, this

el enentTabde Bhly present when buyer 106 or seller 108 inforns a financi al
institution of the conditions in the PayRequest docunent. The Condition

bl ock has t foll ow n ttrihut i j :
8a el?eferences 9loc contakfnsr% eréngesato %{eetr-aggz{c%gn thi{?g%%'fng?élfues(:érda tgl e 77)

be cancelled. The attributes and associated validation rules for the Reference block in a
preferred embodiment are provided above in Tables 43 and 44 respectively. The

5 CancellationData block contains additional data provided by buyer 106 and relayed to buyer’s
bank 102 regarding the cancellation. Preferably, this block has attributes and associated '

validation rules for carrying out cancellation instructions.

The BuyersSignatures block (in the CancBuyerSignedData block) contains signatures
created by actors in the buying organization authorizing the cancellation of the transaction.

ld Approval cycles may require a number of signatures to be provided against any given
instruction. The BuyersSignatureDetails block can contain one or more BuyerSignatureDetail
blocks'. A BuyerSignatureDetail block contains the information about a signature created by -
buyer 106, and, in a preferred embodiment, its attributes are given in Table 31 and associated
validation rules in Table 32. As also indicated above, a related BuyersSignature block

15 (included in the SystemPayCancellation DTD) preferably contains a PCDATA block in
which the signature is included in the BuyerSignature element as PCDATA (see Table 33).
The attribute and associated validat.ion rules for that block are given in Tables 34 — 36 fora

preferred embodiment.

20 Payment Challenge

. A Payment Challenge document allows a financial institution that requires proof of
identity of a third party financial institution prior to exchanging application data to establish
the identity of that institution and confirm that the payment product is supported. The
response to a PaymentChallenge is a PayResponse with a ChallengeAck included. The

25 PaymentChallenge DTD has the following elements in a preferred embodiment (Table 74 ):

NIB Network Information Block
Signature XMLDSig Signature Block
CertBundle Certificate Bundle Block
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WO 01/ 24082 PCT/ US00/ 24661 Attribute Type Presence Description

Condi ti onRef - CDATA #REQUI RED A uni que nuneric string that identified
erenceNunber the condition within the condition set. ConditionCode CDATA
#REQUI REDYO 8¥M882% o1 t he standard system condition as dePCHES00NR66he system
Condi ti on- CDATA #REQUI RED A description of the standard system

Descri ption condi t i on as defined by the system XM.|ang CDATA #REQUI RED The

| SO Cod agE pHyy Tﬁmﬁéﬁ% a conditron. ConditropStatus
CDATA #?Eﬁ{jr%e e ?at us oP he Co gllBtk?gn Set: Requested The at us when
t he conHeduestns are cr ea] ®équesbBlocke registration with a TSS. | hconplete
Condi ti hns_%-s-h—a-peu regi-ster-ed—wth—a—FSS—and—reratn—to—be—dtscthar ged.

Di schar (}.éhle ndi ti ons whi ch have been discharged by a TPSP Expired

Condi tions which have expired. Condition Sets which contain conditions

whi ch have expired. Cancelled Conditions which attach to a paynent which
has beerCondition Se¢d. Condi ti onSt at us- CDATA #I MPLI ED A text description that

acconpani es é@%n : ESMS?) él?rﬁerﬁ AT Sl %Hbgpoft@)%%{ei&s%z s- CDATA

#1 WPLIED A d I'on nsactl on as act SCrip- Tequired to
si gn 50f finfolRativarBoutitheconditionsiwhich can attach to payments. The ConditionSet DTD

preferably contains the following elements, listed in Table 75:

Contains Relationship Description

Condition The condition block contains a description of each of the

conditions within the transaction.

Contact These are variously as follows:

buyer/seller to bank - Contact details of TPSP where a

single TPSP is being used to discharge conditions

TSS to TPSP - Contact details of the TSS.
TPSP to TSS — Contact details of the TPSP for further

communication.

Table 75

ConditionSet preferably has the following attributes, listed in Table 76:

Attribute Type Presence Description _ Provided
By
Transaction- | ~yaTA #REQUIRED | A text description of the Seller
Description commercial transaction
being undertaken.
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81 WD 01/24082 PCTI USOQ 24661 Conditi onExpiry CDATA #l MPLI ED The expiry
date for the condition. If Date reached, the condition expires and cannot -
be discharged - paynent will not be nmade. Table 77 The foll ow ng
val i dati orwouwi/me82 | i sted in Table 78, preferably apply tecrussoesti tion
bl ock attributes: Attribute Validation Rule Must May Error Validate
Val i dat e Code Condi ti onRef - ConditionReference in uni que COCTO
er encelNL er pnditionCode NCode _is a valid svstem QOCT02 payn‘ent
condi ti cﬁyﬂf‘bﬁe OowGPAT(ﬁ*u REQIIRED; bm%WFBfﬁhGFOP@ltla“ alid OOCTO3
scriptign system paynment jcondition Hggcription XM.Iang|The | anjuage is a
valid | $O code. QOCT04 nditionSt ht us The Condition $tatus if a valid
status. [OOCTO5 CpnditionTrans- The| Requtstedon Tiherstatust i gnDescri pti on OOCT06
actionDgscrip- isjinvalid tion Confj Li ot$a${@} The Comditi onEkpiryDate has
not Buygr's OOCTOy Date]expired Bah¥ "8 156 Fite system may defi ne
conditiqns to be psed wijh the payrrea’eatsuoauafes Anot her el enknt t hat may
be used]in connecltion w §h paynent bondltlons |s PackdgedCont ent . The
PackagedCont ent e| enent gupports thpregishetignwigia ZdS.enbedded dafa 10 stream
transfoined to bofh protg¢ct it agaip coﬁ‘ib?ét@t(ﬂb gk@tion by trpansporting
systensland to ehsure XM conpatib]lity. It ma tlbe use¢d withip the system
to alloy the TPSPto proyide suppol whichartaegistered atithan|when di schargi ng
conditi gns. The dpcunent ation, carr ,ngsas .

and remain to be

discharged.

Discharged Conditions
which have been
discharged by a TPSP
Expired

Conditions which have
expired. Condition Sets
which contain conditions
which have expired.
Cancelled

Conditions which attach to
a payment that has been

cancelled.

Table 76

Suitable validation rules may be applied to the ConditionSet attributes.
The Condition block may contain a Contact block. If conditions within a payment are
5  tobedischarged by different TPSPs, then contact information is preferably appended against
each condition rather than against the ConditionSet. Preferably, this element is only present
when buyer 106 or seller 108 informs a financial institution of the conditions in the
PayRequest document. The Condition block has the following attributes in a preferred
embodiment (Table 77):
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82 Il WO 01/24082 PCT/ USOO 24661 PCDat a,
-sell er once all

Is preferably forwarded to the
condi ti ons have been di scharged. The PackagedContent dat a
stream preferabl has three standardized attributes that, all 58(254

i denti fi CHPOYH08 %ecodi ng and interpretation of the cont&Tta &% hese
-attributes are preferably defined as follows in Table 79 below Attribute
Type Pr esence Descrl pti on Name CDATA #l MPLI ED Opt i onal . Di stinguishes

bet weer

e gau« 'W T EementsT—For gxanpl e:
<ABCD> <@éckaged00r t % Ngne %st Pi L&’%‘*ﬁ snr oasdf nas934k
</ Pac kage&{ﬁamf- (DA RAJHREQUIRED NaAresiqeenmnaieisting that mbndﬁjad
nl 5poi dsdsf I E </ PackkagedCont ent{> </ ABCD> _g‘t&gﬁnane attribute may be
om tted, e"‘F’}S’F “‘é‘ fmlle if tHere is only BREPIEEORYY f cengitio “eqeéner t. 83 WO
01/ 2408 CFiaTionR A T TD A TR REUTHETRE, B5Ee Gl 15 HaddiSsysianT T TS | what type
of data 1s contained within the Conterjt attribute of the Packaged{ Content
el ement| The valid Jal ues flor the - - |Gondition asadeﬁmecbbx tbeéys;eras folll ows: o
PCDATA. HHre—~centent—iat—+ ”‘E leaaed—ao cmle H tan‘aards ao-eat d as
PCDATA |@omglitionby def|at? 1w T S Béé‘s"sﬁlﬁgs y
Description condition as defined by the system
XMLlang CDATA | #REQUIRED | The ISO Code for the language used to
describe a condition.
ConditionStatus | CDATA | #REQUIRED | The Status of the Condition Set:
Requested  The status when the
conditions are created — before
registration with a TSS.
Incomplete Conditions which are
registered with a TSS and remain to be
discharged.
Discharged Conditions which have
been discharged by a TPSP
Expired
Conditions which have expired.
Condition Sets which contain conditions |
which have expired.
Cancelled
Conditions which attach to a payment
which has been cancelled.
ConditionStatus- | CDATA | #IMPLIED A text description that accompanies the
Description status information.
ConditionTrans- { CDATA | #IMPLIED A description of the transaction as
actionDescrip- required to sign off the condition.
tion
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o M ME
Pr ocessi

PackagedCont ent El enent.
PackagedCombent4osd enent

" Cont ent

with the Transformattri bute

Tr ansf or
t hen the
will neqg
char act €
be treat
set f:
El enent

The content of the PackagedContent elenent is a conplete MME item
ng should include |ooking for MME headers inside the .
0 MM m nmetype. The content of the

is MM content, wth the foll oREHYSHS4asdr

Al 't hough it is possible to have M M m netype
set to NONE, it -is nore likely to have the

-Type: m netype".

Tr ansf or
BASEG64)

are:
correct

10

o0 NONE. The PCDATA content of the

8-S 0 G Ng s 3 0 NONE, i s used,
@ﬁ@é‘ﬁxﬁ‘@ht Ty eeriat sondiugn, IF ch ol acter s
bh4te be encoded either as the mhéagﬁ,a%ﬁdi@gﬁéxbi@mdor asj numeric
r entities. ® XM.. The content {of the PackagedContent el efrent can
ed as an XM.|docunent. Entiti ¢sannetbaiipcharesdc prypent will nat hnsf or m

t o BASE64, nust b used to en g‘gnea {hat the Packaged Contnt
contents aref-- | egijti mate PCDATA. §4 WD 01/ 24082 PCT/ USOC 24661
TaHNENET #REQUTRED This identifies the transfornmation that has been

done to the data before it was placed in the content. Valid val ues
PackagedContent el enment is the

The following validation rules, listed in Table 78, preferably apply to the Condition

block attributes:

Attribute Validation Rule Must May Error
Validate | Validate | Code
ConditionRef- ConditionReference in unique 00CTO1
erenceNumber
ConditionCode | ConditionCode is a valid system 00CTO2
payment condition code

ConditionDe- ConditionDescription is a valid 00CTO3
scription system payment condition description
XMLlang The language is a valid ISO code. 00CTO04
ConditionStatus | The Condition Status is a valid status. 00CTO5
ConditionTrans- | The ConditionTransactionDescription 00CTO6
actionDescrip- is invalid
tion
ConditionExpiry | The ConditionExpiryDate has not Buyer’s 00CTO7
Date expired Bank

Table 78

The system may define conditions to be used with the payment products.

Another element that may be used in connection with payment conditions is
PackagedContent. The PackagedContent element supports the concept of an embedded data
stream, transformed to both protect it against misinterpretation by transporting systems and to
ensure XML compatibility. It may be used within the system to allow the TPSP to provide

supporting documentation when discharging conditions. The documentation, carried as
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representation of the data. Note that entity expansion nust occur first
(q.e. repI acenent of &anp; and &#9;) before the data is exam ned. CDATA
sections e itimately occur in a PackagedContent el enment where the
Tr ansform Béte is set to NONE. o BASE64. The PCDATACISYRIMAI66H! t he
Rackaged Content El ement represents a BASE64 encoding of the actual
content. Table 79 Again, suitable validation rules nay be applied to the

PackagedgopData,ib ﬁfétiblﬁ&lir@ﬁrded feoth seller Snctlall comditiosthald benslisdhiaged. The nunber
of docungent defl nitions and sq |s ref erabl%’é_gdefl ned in a sep?rate DTD for

re-use. HackagedContentdatastrpam prefergll threg sfandardizedatiibutes that allowy °fW| th the
el ement fd@@liﬁchn orl, deddfl g\n&?ﬂﬂ&gfe@aéﬁ?al Q:B tofts, Unkl PheséE R uls a¥e p Tag)plat a

contains t res a con one or more 1 ndivig deal i ng
wi t h anydefined as follaws bcTabbe79 belowrs, the Cont act bl ock may have the fol | owi ng

attribute°1%hte feserpi+ |l e
80): At trAttibRter] X¥Per esen ‘s"dcgam 1 DE R e CDATA # MPLI ED

Or gani zaTiy&ReINT T MM #AMYTIEDD 6@6&3 %sﬁﬂé‘ﬁisﬁeﬂé%éxﬁhblﬂ%@ur esy2
CDATA #I|WPLIED N 3 JDATA #l MPLIED Address4 CDATA # MPLI'ED 85 |WO

01/ 24082 PCTI USODY 24661 bl e 80 Suif Peawrmenaes of Bepkrgad Gantant Elemientse apipl i ed
to the ﬁont act aftributes,| as appropr S?am} e Cont act Dat a bl ock may] al so
include ffhe foll pwi ng attr| butes (again, these attributes, the 5

descriptjons in 't’abl e 81 are sel f-expkamm*y)

<PackagedContent Name="FirstPiece"™>
snroasdfnas934k

</PackagedContent>

<PackagedContent Name='SecondPiece"™
dvdsjnlSpoidsdsflkjnw45
</PackagedContent>

</ABCD>

The name attribute may be omitted, for
example if there is only one PackagedContent

element.
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Attribute Type Presence

#1 MPLI ED Tel ephone CDATA #| MPLI ED Fax CDATA #|l MPLI ED Enmai |

Cont act Nanme CDATA #| MPLIED ContactTitl e CDATA

CDATA

#1 MPLI ED Pref erredLanguage CDATA #I MPLIED Table 81 Validation rules are

al so apmo exb4082 t hese attri butes,
Formats Table 82 sunmarizes the field Iengths and formats for
paynent system data fiel ds in a preferred enbodi nent :

35 al

Sel | e Rel at edT|r ansact i ofiRef erence :4501@ np plemente Thevalidajalues foptheCode

Cophf Aftaahe sE PRt on 55

%anuneric

ssxxnn) 8
anumeric

al phapnuneric
Payne tEetaiIﬁ 4*35 al p

Sel | er Account 30 nun

anuneric

as appropri ate.

‘ | Wﬂ{lﬁﬁfe@o‘ﬁfbﬁ?atﬁ'%ué SHIRIPHTREJA-

Buyer Accourtt

'| set to NONE, it is more likely to have the

many

al p anuneri c

55 PCDASAL The donsdnt ofthé PickdgedS> al p
Content element can be treated as PCDATA
(e.g., by default) with no further processing.

o MIME. The content of the PackagedContent
element is a complete MIME item. Processing
should include looking for MIME headers
inside the PackagedContent Element. ~ -

O MIME:mimetype. The content of the
PackagedContent element is MIME content,
with the following header "Content-Type:
mimetype".

Although it is possible to have
MIME:mimetype with the Transform attribute

Transform attribute set to BASE64. Note that if
Transform is NONE is used, then the entire
content should still conform to PCDATA.
Some characters will need to be encoded either

as the XML default entities, or as numeric

character entities. 3

O XML. The content of the PackagedContent

element can be treated as an XML document.

Entities and CDATA sections, or Transform set |~

to BASE64, must be used to ensure that the
Packaged Content Element contents are
legitimate PCDATA.

10 waérarsdokasegt hs and

of the

Transacti onRef erence

on




Di rect Debi t Schenel dentifier 35 al phanuneric Amt 17 digits plus a decinmal
-poi nt (Where no decinmal point is specified, it may be assuned that the
decimal place is right justified, 1i.e. the anount is e inh units of
the cur r¥R®Y24082 questi on)  Cur Code 3 al phabetic -.1SO 4%W?ﬁémt e 8
-nuneri ¢ [ YYYYMVDD] ValueTerm 3 numeric O gani sati onal Name 35 al phanuneric
Organi sational Unit 35 al phanuneric Address! 35 al phanumeric Address2 35

al phan T%@WMW oria Yeen

Cont act Itlhe al phanuneric el ephong 35

al phanuyneric F Cdene to3ke @tqabﬁfommwascplaﬁd afther edlyanguage

35 al phanuneric| OvligatipnType Val Wies X dwzr bank'

ol i gatli onEf f ecti 8t Det ai | s 4*35

al phanumeric 87| WO 01/ 24082 PCT/ USOQoNGIE. The PCDATA content of the

Condi tifonSet Tr amtusact Il onDepcription 4* 35 aI hanuneric

Condi t i onRef er ehceNunber B nuneric Gonteptielement|ipthe somest | ¢

Condi tipnDescri pti on 4*35| al phanunet lrébresgﬂtgﬁ&{ SEARShAL Wﬁ\&rénﬂhj on 435

al phanuperi c '
expansion must occur first (i.e. replacement of
&amp; and &#9;) before the data is examined.
CDATA sections may legitimately occur in a
PackagedContent element where the Transform
attribute is set to NONE.
o BASE64. The PCDATA content of the
Packaged Content Element represents a
BASEG64 encoding of the actual content.

Table 79
Again, suitable validation rules may be applied to the PackagedContent attributes.
Contact
5 The Contact DTD is used in a number of document definitions and so is preferably

defined in a separate DTD for re-use. The structure contains generic contact data, connected

with the element that it is being used in conjunction with. Generally, this data contains the

names and contact details of one or more individuals dealing with any given transaction.

Thus, the Contact block may have the following attributes (the descriptions of which are self-
10 explan.atory in Table 80):

Attribute Type Presence

OrganizationName CDATA #IMPLIED
OrganizationUnitName { CDATA #IMPLIED
Address] CDATA #IMPLIED
Address2 CDATA #IMPLIED
Address3 CDATA #IMPLIED
Address4 CDATA #IMPLIED
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Condi ti onTransacti onDescri pti on 4*35 al phanuneric Sequence
(Buyer Si gnature) 3 nuneric ReasonFor Si gnature 4*35 al phanuneric

Si gnedPrevi ousSi gnature Values "true' or "false' SellerCorrespondent Bank 8

al phanumbe WQ0123882| er BankUnder t aki ng 4*35 al phanuneric  PCT/US00/24661

Cust orer Ser vi ceRef erence Val ues " Sel | er BankRef erence’' ,

" Buyer BankRef erence', "~ TransactionReference', "~ BuyerReference' or

“Sel | erRef erence' Paynent Ef fecti veDate 8 nuneric [ YYYYMVDD]

Cancel | at3%#8 f ecti veDate 8 nuneric [ YYYYMMDD] Cancel |l ationlnstruction

4* 35 al phanuneric Table 82 Error Codes and Error Texts Reason Codes may be
used within the paynent systemto provide nore detail as to the reason for
success or f &uitable vdida&nynmsnndych;la@pliMrhhe Coutast ettrihutes chssipproptiate.clhef t he

reason c bbnn (€4S t he i er f t he . sche who owns
the erro '@%ggat? Eloﬁl% )also ingfide the ﬁfﬂp(& g{tflﬁge%f 785181 "8 tkes\ﬁnaftﬂﬁﬂesf schene,
and m -dew-[ﬁmﬁs mf'rdbteesleu'ré sif-expladatbsf)] owi ng bb bl ock codes in Table 83 may,

for exammle _he used with resnect tao Q0 the DIDs given above: BB BuyerData
BD Buyer| S ttyibutar eDetails dvme 01/ 240@2’%1»:0300/ 2466] BE
Buyer Si g - " W AL ures BA
Buyer Si gne a
ContactTitle CDATA #IMPLIED
Telephone CDATA #IMPLIED
Fax CDATA #IMPLIED
Email CDATA #IMPLIED
PreferredLanguage CDATA #IMPLIED
Table 81

Validation rules are also applied to these attributes, as appropriate.

10 Field Lengths and Formats

. Table 82 summarizes the field lengths and formats for many of the payment system
data fields in a preferred embodiment:

TctlonReference 35 alphanumeric
Product 3 alphanumeric
MessageType 20 alphanumeric
SellerBankReference 30 élphanumeric
BuyerBankReference 30 alphanumeric
BuyerReference 35 alphanumeric
SellerReference 35 alphanumeric
BuyerRelatedTransactionReference | 35 alphanumeric
SellerRelatedTransactionReference | 35 alphanumeric
Rejection Code 6 alphanumeric (ssxxnn)
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CA Cancel |l ati onData CB CancBuyer Si gnedData CC Cancel | ati onConf
‘Contact Data CH Chal | engeRequest

Condi ti

onSet

CT Condition
Negot i at SHPAVH08B (bl i gat i on
-PR PayRequest RA Rel at edAcknow edgenent

Cu Condi ti onSet UpConf
OC bl i gati onConf

CO Cont act

CD

CR Cancel | ati onRequest CS

EH System Header ND
PC Paé’ﬁaﬁ'{swﬁ“bayl nst Ack
RE References SA ServiceAck SB

Sel |l erBankData SD SellerPrivateData SP Sell erPublicData Table 83 Table

j02 The

geType

ORI 0 PP T
Ori gi ngtBuyerAxcbinit Aut hori zed to |B@nkneituct OOEHO3 Invalid Mess
Provi de dBuyerInstruction 4*35 alphanumeric
SellerAccount 30 numeric
SellerInstruction 4*35 alphanumeric
PaymentDetails 4*35 alphanumeric
DirectDebitSchemeldentifier 35 alphanumeric
Amt 17 digits plus a decimal point
(Where no decimal point is specified, it may be
assumed that the decimal place is right justified,
i.e. the amount is expressed in units of the
currency in question)
CurCode 3 alphabetic —1SO 4217
ValueDate 8 numeric [YYYYMMDD]
ValueTerm 3 numeric
OrganisationalName 35 alphanumeric
OrganisationalUnit 35 alphanumeric
Addressl 35 alphanumeric
Address2 35 alphanumeric
Address3 35 alphanumeric
Address 4 35 alphanumeric
ContactName 35 alphanumeric
ContactTitle 35 alphanumeric
Telephone 35 alphanumeric
Fax 35 alphanumeric
Email 35 alphanumeric
PreferredL.anguage 35 alphanumeric
ObligationType Values ‘buyer’ or ‘bank’
ObligationEffectiveDate 8 numeric [YYYYMMDD]
PaymentDetails 4*35 alphanumeric
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OOEHO4 Product Not Supported By Institution

OONDO1 Contains a zero,
OONDO2 Anpunt exceeds maxi mum f or
S Liwo b1/420848D04 Anount f or mat

condi ti onal

Buyer'

pr oduct .

negative or
Payment Channel

OOEHO5 Product code not for

a

non numeric val ue
OONDO3 Anpunt exceeds
invalid for stated cuPCEHYNY/2466ONDOS

Cur Code is not valid OONDO6 CurCode is not supported by the institution
OONDO7 Val ue Date is an invalid format OONDO8 Value Date is the past

X
ﬁ%a@m‘?ﬂh nunber of days tha

nuneric€
ters allo

OONDO9
current

I nstitut
provi deq

'itlﬂ sa{;

op ¢

days of
an

| falls outside the para

EH %ﬁket@:’eh&wuhibﬁi Fucti g

Tuture). UUNDIT The

i nstitut
Dur at i of
Ref er eng
does noﬁ
inval i d

iIConditiod®le? | ncorrect val

§°H§iéi§;$ﬁri%®eed al | oned "

wed by the financial
lﬁealm\mm OC]\ID13 I nval i d Paym

OCBBCE Buyer

bl ue Term

Ref er ence

CohditiAStatus

string OOBBAM Buver Accou

doangtn T d

r4*35g]pg;nunmw E‘uyerAccount IS

t provided is not assigned tqQ ce

an
tificate

present ¢

 ConditerDenygtidaDegesiption er

4'735 a}pb@wgwnzed OOBBOS Bank | den

provi deq
90 WO 01
00BB10O |

D 1IUL

Y VDO TP V- TR u
| 5w By les1 o

BB val i d for mat OOBBM® | nval

exceet—ai mve-d—l-ﬁ‘rg-t—h—f—P

i fier not
r field.
d fornmat

R eBeUNF b%ignafue® €Xpl T €d

4*35 alphanumeric

SignedPreviousSignature

Values ‘true’ or ‘false’

SellerCorrespondentBank 8 alphanumberic

SellerBankUndertaking 4*35 alphanumeric ¢

CustomerServiceReference Values ‘SellerBankReference’,
‘BuyerBankReference’,
‘TransactionReference’, ‘BuyerReference’ or
‘SellerReference’

PaymentEffectiveDate 8 numeric {[YYYYMMDD]

CancellationEffectiveDate 8 numeric [YYYYMMDD]

CancellationInstruction 4*35 alphanumeric

Table 82

10

Error Codes and Error Texts

Reason Codes may be used within the payment system to provide more detail as to the

reason for success or failure of any particular event. A preferred structure of the reason code

is ssbbnn, where

ss = the identifier of the scheme who owns the error code (e.g. 00),
bb = indicates the DTD block within the scheme, and

nn = number of the error.

The following bb block codes in Table 83 may, for example, be used with respect to

the DTDs given above:
BB BuyerData
BD BuyerSignatureDetails
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Q0OSPO1 Does not exceed maxi num |l ength OOCSPO2 Sel | er Account

is an invalid

string OOSPO3 Sel | er Account provided is not assigned to certificate

presented_ OOSPO4 Bank ldentifier

not

recogni zed OOSPCb Bank ldentifier

not

provi ded CYPE| | er Rel at edTr ansact i onRef erence does nBFTERWRAHIraxi mum
Fength OOSPO7 Paynent Details does not exceed maxi mum | engt h OOSPC8

Di rect Debi t Schenel denti fi er

is avalid ldentifier.

O0OBO0 bl igation

Request
000B02

(Ooliga
ol i gat
after t

B

BBccessf

BuyeSigatreditaijat i onType: The

L at adbDat tnel udac raocuirrvi N
Ll AL LY T LILA"AL) LA A %L T Ll

val ue provided is invalid.

Naaot
~NEHO+
ns Cg

m%daﬁuéﬁe past.

he Val uelbat é.

= Av pwxe)

iy erSgnal

H®ert aken for recurri

e

aynment instructions.
ng paynents) 000BO3 The

000B0Z
00B0O5 Invalid Obliagati

Ine

bligation date is on or
n Date Format 000BO6

(Certif
valid O
the Bu
00BEO4

Si gnatu

ﬁg’) .
T Tt

y i gnat
SCgnearr 6

Ba Oblidg

BuyerSignedDyptal nsuf fi ci ent Credi

neroannmnt Al
rrroern OrreTro n

Aoy oo

t OOBEOl1 Sequence Format is

A"

Lﬁ%‘@&ﬂ?@?ﬁ OOBEO3 ReasonFor Si

s Buyer Si gnature bl ocks in
gnature Format is valid

e is inw

CAUBuygSighedDatd-or mat 1s vall
alid QOORT02 The Buyer's Sign

OOBI OL The Buyer's
tures do not have the

prerequ

E€Ce | ey

CangellatignGenfi t y.

00B103 Seque

nce Format is valid OOB102

The seq
Buyer Si
01/ 24081
certifi

)

153

i

L ures

€S 1Rt

R o OO0 +
all Uoo DUytTl oI yliat

ereat-at
e ?qt%clflﬁﬁé)sml Sel | er Account

is

ure blocks in the
an invalid string 91 WO

P OPCT7 USOOCridieRgeRegudsOO2 Sel T er Account

tat e ares

ented OOSDMR Bank ldentifier

provided is not assigned to
t recogni zed

co Contact

CR CancellationRequest

CS ConditionSet

CT Condition

CuU ConditionSetUpConf

EH System Header

ND NegotiatedData

OB Obligation

oC ObligationConf

PC PayConf

PI PayInstAck

PR PayRequest

RA RelatedAcknowledgement

RE 'References

SA ServiceAck

SB SellerBankData

SD SellerPrivateData

Sp SellerPublicData
Table 83

Table 84 below also summarizes a set of preferred Reason Codes.
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oosDX4 Bank ldentifier
invalid OOSBQJ Sell er Bank Ref erence For mat
Sel | er Corr espondent Bank For nat

not provided OOSDC6 Sell er
I's invalid OOSBO2

| nstructi on Format

S

is ainvalid SWFT BIC O0O0SBO3 Sel | erAccount

IS an i nvavo /=082 ng OOSBO4 Sel | er Account Bank |denti fi ercruseoressogni zed

OOSBCb Sel | er Account Bank ldentifier
Sel | er BankUndert aki ng For nat

not provided QOOSBO6

is Valid OOSBO/ The fee is a valid anount.

OOREO1 T Franrsasti-op—Ref-erence—cannot be reconciled QCREQ?2 The
Buyer Bar] k&qgéf er ehPEERHAB: be reconcil ed. OOREO3 The Sel | er Bank Rf erence
cannot UeoEg0PNC| InQalid ProBiteChodd Ne BUyer Reference canmot—beTecomrcri ed
OOREOS The SellerReference cannot be reconciled QOREO6 The
Buyer Rel|M0EH®Z ankHest @wm@pexsém,éuﬁ)anmdtto M;e Pendoetci | ed OOREO7 The
Sel | er Rg g ra R ret—be-—+econeted—OCHOO-Roagluct
Support € 3 %ggl!d e ss?%grlyff ufovbcﬁdAut henti cated OOCHO Fail ed | 0
Aut hent i mEgoReq;mam@mofg@%g YA ENT EXEcut ed OOPROSeftey's Bank
Certifidate is linvali Se Ie[ s Bank Signature. is lnvalid (OOPRO3
Sel | er'  OBBHIS | s PF@%‘U%GQW‘ fas@ cmdxmqhwdu@er vice OOPRO4 Buyer's|Bank
@rtlfl 7 y F _Ill'\ Jl IFa‘[uIT;S If‘ ﬂlld R%
Buyer Ms ?gygpgi ha e@rﬁ%‘ggr F%éé? ﬁéﬁ?ﬁ%?f Q%ﬂ Taprre 7 Request has Incofrect
Synt ax (QBRDA2 PalyAmbintierteeds mexifyinm oy PBientChaieK OOPRUY Paymnent Recei ved
92 WO 01L.24082 BCTIUSQO 24661 Q0PRI10 Paynent Fxecutjon Failed
00NDO3 Amount exceeds Buyer’s Limit
00ONDO4 | Amount format invalid for stated currency
00NDOS CurCode is not valid
00NDO6 | CurCode is not supported by the institution
O0ND(G7 | Value Date is an invalid format
OONDO8 | Value Date is the past
O0OND(Q9 | Value Date cannot be met
O0ONDIO | Value Date is not within XX days of current working date (where XX is the
maximum number of days that an institution will allow instructions in the
future).
OONDI11 | The Value Term provided falls outside the parameters allowed by the
financial institution.
O00OND12 | Incorrect value provided.
OOND13 Invalid Payment Duration Provided
O0ONDi4 | Invalid Payment Model Provided
00BBO! Buyer Reference does not exceed allowed length for field.
00BB02 Buyer Reference does not exceed allowed length for field.
00BB03 BuyerAccount is an invalid string
00BB04 BuyerAccount provided is not assigned to certificate presented
00BB0S Bank Identifier not recognized .
00BB06 | Bank Identifier not provided
008807 Buyerlnstruction does not exceed allowed length for field.
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OCPRI |

ifishiid

OOCRO4 Paynment Has Al ready Been Cancel

Seller's Oertificate Is Invalid OOPR12 Seller's Signature is
.Invalid OOPR13 Seller's is not Authorized to Request Service
Request OOCROO Transaction Cancelled O00ORO1l Failed to
OOCRO2 PWOEHR40BRls Been Already Executed OOCRO3 Payment
.-Requires Assent of Seller

OCPR14 Val i d

ansacti on

| ed

000SOL Condi ti onCode not Valid OOCSQ2 | nval i d TPSP Contact Details OOCSC3
Expiry 5 Associated—ShtrygatTomNot—Accepted—} 00CT01
Condi ti mﬁ r eng@alrg 6"“1%% OOCT02 ConditionCode is an invalifl
paynent S00BB091 t 1| tivalia derm@CT03 Condi tionDescription is an invalid paynents
Condi tijpn Descri 05
The Conf#5&4 sr_é’?%@omsacﬁwaa(md QOCT06 The ConditionTransacti onDebcri ption
'S | nVarpaSppPOCT Poed H5t BB R Mgl er © s EXpT Tt —ant & 83 Preferr ed
general | nessage [fl ows for particul ar "paynment processes, and typica
t r ansact 0asP02t epSeHardrpdunt isiandgnvalid seingessage flows in different tr@nsaction
nodel s, ' ' ' b flg s . ORDER
VESSAGE WWA freherAceopn proxided 1S R0t §§§@e$ fWF}We?ﬁ?E@Eii ng a payfpent
order i FoadP T @ﬁkmemﬁermmwmmmd pe first
message{in the grocess, buyer 106 and seller 108 identify each ofheér
t hr ough| O8SRHr r qunkddanuﬁem ptomtbét es and d agree on t he purchase apd sal es
agr eene ptogBuyer Sapans wﬂoi-e—h—-a—pa-wrent
order ff 8% 8y er S_T"fE%‘RF ?ﬂq?é’?ac§°@#ﬁreﬁ@°es ot eXceed Faxitnon lengih
00SPQ7 PaymentDetails does not exceed maximum length
00SP08 DirectDebitSchemeldentifier is a valid Identifier.
000800 Obligation Request Successful
000B01 ObligaiionType: The value provided is invalid.
000802 The NegotiatedData inciudes recurring payment instructions. (QObligations
cannot be undertaken for recurring payments)
000B03 The Obligation date is not in the past.
000B04 The Obligation date is on or after the ValueDate.
000B05 | Invalid Obligation Date Format
000B06 (Certified Obligation Only) Insufficient Credit
00BE0! Sequence Format is valid
00BEQ2 The sequence is incremental across BuyerSignature blocks in the
BuyerSignatures entity
00BEO3 ReasonForSignature Format is valid
00BEO4 SignedPreviousSignature Format is valid
00BI0} The Buyer’s Signature is invalid.
008102 The Buyer’s Signatures do not have the prerequisite level of authority.
00BI03 Sequence Format is valid
00BI02 The sequence is incremental across BuyerSignature blocks in the
BuyerSignatures entity
00SDO01 SellerAccount is an invalid string
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Buyer 106 then reviews the paynment order for acceptability, conpletes the
buyer's 5 section in the paynent order instruction (see Table 4 above),
and signs the paynment order instruction. Then, as shown in nessage | of
Fig. 6, bweoX4o® f orwards the paynment order instructi oPCT/USMOR4d6er 108.
Seller 108 reviews the received paynent order instruction for
acceptability, conpletes the seller's section of the paynent order
I nst r uctipErfEseerdait ghovel——¢ = - : rder
i nst r uct|iCORPYZp ol SellerAcepunt provided is o ROt ges1gneg o gariificate Presepied, 108 f of war ds
t he payrewEDo3 derBamuémmﬁar&ggﬁ@éd er s bank I04. Serrer s bank 104
reviews {the paynent order instruction for acceptability, verifies {he
sel ler' g oé’é'Ppﬁl bﬁe@ld%ﬁﬁrmt@sowded section of the order (see Tabl ¢ 4
above), : R rOreIme q . 6 ref—asy shown in
message se 15 forvvards t he payrrent or der
i nstruct sarermanhmreréxﬁeFomwmeamank 102 reviews the payment order
I nst ructy he
val i di t y 998B@%e c%erlle}”‘?qrieéﬁ@dﬁ‘ﬁﬁmg‘iWﬁﬁé,m‘ﬁhﬂsﬂquﬁahori ty of the
si gner. S~ PSE HE —servirceackmowtedgment—message (see
Table 9 4 %‘\9/3e) ﬁr&ﬁgﬁ?esu l?{s’ﬂgfrs ese_checks, and signs and sepds the
service MMM ed@eﬁerﬂccbmtmn]skleheﬁérmobandxgniﬂé as shown in nmessage|4 of
Fig. 6. %@%—s X 8-—S€ = s it
wWth itg S message
i's then 0 p in tis Val pr 108
reviews |[the serv]ce acknow edgnent, arrends it withits details if b5
necessah@OS&Wd s Besfet is.a vaid amowntded servi ce acknow edgnent is thep sent to
buyer 106 7 i on
date/ti m? §€@m f ’éhbTmnﬂabtmnqufermcmwerbelmhmledt ion is reached, {he
paynent vbﬂﬂr 'n;frr'mH - xecwred J\rﬂfﬂr@%:y—uu#;l—ng_l_he_bémks'
exi st i nd 9RE02en} TheByys %&eﬁfa’cesmh%'ﬁc%m k 102 creates a
conf i r MTgREODT PTRESGINCIHE Refere % UREfedd [y that
t he paynent orde has beerL execut e¢ BLLVGI’ ) bank 102 then signs ahd sends
94 WO 01/00R56D P@hdbﬂ@f@f@@recmosbmw&to seller'ss bank 104 a§ shown
1 PP S~V S H
N eSS AGBRE0S 1T SellerREfirense Caninol e techoiled

OOREO6 | The BuyerRelatedTransactionReference cannot be reconciled

OOREO7 | The SellerRelatedTransactionReference cannot be reconciled

OOCH00 | Product Supported and Requesting Institution Authenticated

00CHO! | Failed to Authenticate Requesting Party

00PR0OO Payment Executed

00PRO! Seller’s Bank Certificate is Invalid

00PRO2 Seller’s Bank Signature is Invalid

00PRO3 Seller’s Bank is not Authorized to Request Service

00PRO4 Buyer’s Bank Certificate is Invalid

00PROS Buyer’s Bank Signature is Invalid

00PRO6 Buyer Mandate has Incorrect Authorization

00PRO7 Request has Incorrect Syntax

00PROS Payment Rejected By Payment Network

00PROY Payment Received

92



paynent execution indicates whether the paynent order

successf

pr ef er abl
Seller's

t he

8 of Fig
to indid
not. Buy
as shown
det ai | eq

ully or

it

confirmati on of a paynment execution with its details if necessary,
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has been exe
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reviews the confirmation of a paynent 89@@§Wﬂﬁﬁ?
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- b 102 then creates a service
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0C¢04

t
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Al OpERah Mot

°&§5@ve) with the results of th

lesa g

checks.
to buye
confirm

LR

BOGEOT s

o
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IGvnHitibARefeRale ShBltniquad_ScNus the—service
shown_in pessage 11 of Fig. 6. Buyer's bank 102 cr

2S e

ew-pdgnent
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LopdijigaGededs aw mvalidpaynieatsiGonditor€odabl € 30 15 abo

signify
Buyer's

D' 03t g
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Hationreguest has been accept
U1yalid paymenis fondition Descrintion payne

be) to
[ ed.
ht order

cancel |

hOOGTF04t 0

Ty dngildpe is A6t valid ISO code.

00CT05

The Condition Status is invalid.

00CT06

The ConditionTransactionDescription is invalid

_[0ocT07

The ConditionExpiryDate has expired

Table 84

Preferred general message flows for particular payment processes, and typical

transaction steps exemplifying those message flows in different transaction models, are now

described in connection with Figs. 6-8.

PAYMENT ORDER MESSAGE FLOW

A preferred general message flow for processing a payment order is shown in F ig. 6.
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WO 01/ 24082 PCT/ US00/ 24661 as shown in nessage 12 of Fig. 6. The
confirmati on of a paynent order cancellation should preferably be sent no
| ater than the close of the follow ng busi ness day. Buyer's bank 102
creates a OYMPVHARL i on of a paynent order cancell ation topcingvokiss: t hat t he
paynent order cancellation request has been accepted. Buyer's bank 102
signs and 5 sends the confirmation of a paynent order cancellation to

sell er' f The nfirmation of a
paynent S‘ngﬁ %@é @?ﬁs%}‘llmerf@o&ggggﬁ(%&%@%sﬁﬁ "1913? g%eﬂ/' b 8@8‘%‘? ouglgt er than
t he cl ostheipfespdetivé edriifivates gndagred\@ibthe faichast BRd PiesagREmetd Buyeren06 lagrepy esent ed
in the three nodel s descrltged above: in the four, corner nodel: as an

i nst r uct P @AY for dhe trassackioy Wi P(Pa&'nﬁ‘?}fé‘?"'?mﬂmﬂ 196 touxer'gbankc102¢ehi t style 10
i nstruction tfgkr {66 hbPfetidwRthe m&'&&& fot abRPtabild eo&gﬁteeggfa b and

settlement system Paynent Ordef Transaction |nt Model A
typi dal qsat}ommthecpadmpnttm sustruction (se¢ Table 4 above)candsignsthegiaymentiorderas

fol |l ows. uy. 106, and. sel | er rac rou the seller's online
st en. instiesi it B0 i Bpssfte TofFa . PREF Lod REPAd e daviS pllee o, o e
paynment ihsthiftib®to seérdlo8f i on by buyer 106. 3. Buyer 106 signs the

Buyer Si gnedDat a bl ocks. The bl ock includes the BuyerData bl ock, the

Sel | er Publ i coslier 8 aeviews the reqeiyed paymeatorder lﬁﬁ%‘ﬁwmﬂa‘ﬂﬁp‘éﬁ”‘ﬁy@;mﬂ?tébet ai l

bl ock. P [+, et i ncl ude an
ol i gati oﬁg%ﬁo ﬁglgat\‘mtﬂé tnﬁeélE %@gf“&gﬁ%ﬁ%@ﬂ 0 Mﬁﬁgét th hat the

buyel0 r odmendedpaymeat drderdnstrugtion) ghhef zasishown mgngssagei2ad dfig. 16y sellght08el | er 108' s
systens).nmay,require f sigpature aut hori ze paynent.
Subsequet;‘?fwg{'gﬁtégg?weé’goﬁﬁﬂ/’%m&ﬁo?f?esgg?ﬂﬁ?’af'%ébﬁata bl ocks set out above or
addi tional |y Selleds bdnk 10Beeviswsithipdytiet i@ Gistrudtisneforycceptatilig iverites the
Optlonallﬁ seller 108 can check the S|8?5ature of buyer 106 contained in a

PKCS#7 encersetificatsncampletey ifssection pf dheqrdss (spg\Table 4@991"“641"!{4‘1 sighs fhee there is

general | h of
buyer  105°B9KE ?ﬂ‘é"‘;‘?‘ﬂ%@é?‘.‘%%&eﬁ“ on e 3n Ak e U S aEBEnds
Sel | &Y Prfméil&caam erdapmstop‘tmat@buysn gpanktlBd nessage and sends the 30
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the message syntax,. the validity of the certificate and signature, and the authority of the

signer. Buyer’s bank 102 then creates a service acknowledgment message (see Table 9
above) with the results of these checks, and signs and sends the service acknowledgment to
20  seller’s bank 104 as shown in message 4 of Fig. 6.

Seller’s bank 104 reviews the service acknowledgment, amends it with its details if
necessary, and signs the amended message. The message is then sent to seller 108, as shown
in message 5 of Fig. 6. '

Seller 108 reviews the service acknowledgment, amends it with its details if

25 necessary, and signs it. The amended service acknowledgment is then sent to buyer 106 as
shown in message 6 of Fig. 6.

When the payment execution date/time specified in the payment order instruction is
reached, the payment order instruction is executed, prefex-ably utilizing the banks’ existing
payment infrastructure.

30 Buyer’s bank 102 creates a confirmation of a payment execution (see Table 11 above)

to signify that the payment order has been executed. Buyer’s bank 102 then signs and sends
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96 WO 01/24082 PCT/ US00/ 24661 the authority and rights assigned to seller
-108's certificate. If these checks fail, seller's bank 104 sends a
negative service acknow edgenent to seller 108 7. If seller 108 has

provi ded WOOHAMB2 details in either the SellerPublicDat a X§/US00/24661

.Sel l erPrivateData bl ocks, seller's bank 104 validates these account
details. Seller's bank 5 104 may append account details to the nessage in
the Se&ds%éaedgw%alebk Bak 109k klﬁfwxﬁntmakags%fw 62IThe cofip@mBtbriPof@Or r espondent
bank code based on the currency of the ‘transaction. Seller's bank 104

r enpv eRRYient Se¢ytion indicatgserhether Blepaxment order hes been gxgguted successfullyiors pank 104

may op, e i.3L 5 t on -with

buyer  19tp 2 hsSAAEREotpbal bl e Rk BRRe OB Go T R 0 |

so, seélbserofme]iﬁllmgbixﬁﬂessdgns a massage t hat consists of the PayChall enge
d i.ncludes seller's bank,h104's

tha cont ai t enHeader
et SeTlerd Ban S8 A 108 FoR B 0f & RO RELutg ABreds Bk 102 ¢ hen
C h eck Sc&n%%n&i&mtﬂaﬁhén&&e&ﬁbﬁ %htﬁs laataﬂs &Qéness“aae Gighs tHe@dnehdedGAdisage] OCESS

the payment product’ being requested signs a response to seller 108
t hat aniisem!ﬂmt@essll@rﬁ@&aashmwmegm@l&nfl’mé of buyer's bank 102. SeIIer S

bank 104 vali dat c r
val i dat i onaé'f Vo Isg)anﬁgﬁl l'éa%sg%b h%%ﬁﬁggﬁﬁéﬁﬂj gé’ﬁ?%@%é’k&)&\?ﬁ errent to
sel | er this}fya@it cﬁ'dﬂglaﬁ)f)eehhﬁecufeﬂlisessﬁJlB'. orget.| Biyes' sbﬁﬂklﬁﬂ&lﬂetﬁmgﬂ&hik he message
an sends It to buy ank 1 2 20 10. esBéjgfgéilg-sq _blgnk 102 checks buyer
i

s Eeypagt dsen SHE“‘ QPHrsr %Ffs B &} MER5RE BEXDEnL BFCUMe aut hority

and ri ik S ASRIdeRALY Q&cﬁﬁlﬁnbﬁﬂﬁrreéoﬁﬁﬁ Eéﬁt ke RE Buydr ManRAUIERIve bBGHRAE S W th
nore than one signature, buyer's bank 1 must ‘ensure that the request

cont ai tessetlérel 08 and sellsr’s hanknidii tAp 2 mlmmmshe mun@twmf /2 payrmens executiomk 102

sends a ne Y (Vi eller's bank 104. If these
checks 518 elﬁ(%e?grgﬁ se&ﬁ‘ﬁ?%ilérqgggotgggl%ieo?tg R}(leg 2 Sbélg’inf | \;iZy service
acknowl edgelriyreferred entibodimant, if byeratbank 108 hashocyet ket acoifirmatiioof 41 be used

for _ custoner service issues. Seller's bank 104 re-signs the service
ac kR owPoRRRhBrRCutigmessagrstating that the prwpent ggder ips been exgoBig BULRATESHIBMO; nc| ude a

f r €SN gR$aRte Bhyrint st th&Atly 801 08 1R MeZ8iitP B cindd 42 faPment order.

To cancel a payment order, buyer 106 creates a payment order cancellation (see Table 7

above). The buyer signs the payment order cancellation and sends it to buyer’s bank 102 as
shown in message 10 of Fig. 6.

20 In a preferred embodiment, because revocation of a payment reéuest by buyer 106 is
permitted, the payment service preferably stores revocation requests even if a corresponding
payment request has not been obtained. This permits a delayed payment request, which
already has been revoked, to be identified and prevented from execution.

Buyer’s bank 102 reviews the payment order cancellation for acceptability and

25  verifies the message syntax, the validity of the certificate and signature, and the authority of
the signer. Buyer’s bank 102 then creates a service acknowledgment message (see Table 9
above) with the results of these checks. Buyer's bank 102 then signs and sends the service
acknowledgment to buyer 106 as shown in message 11 of Fig. 6.

Buyer’s bank 102 creates a confirmation of a payment order cancellation (see Table

30 15 above) to signify that the payment order cancellation request has been accepted. Buyer’s

bank 102 then signs and sends the confirmation of a payment order cancellation to buyer 106
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30 certificate. 11. Buyer's bank 102 al so validates account rel ated
details. Note that this validation can take 97 WO 01/24082 PCT/ US00/ 24661
pl ace synchronously. |If the validation fails, buyer's bank 102 sends. a
negative MO8 ck. \Where account rel ated details are vediussbesss:
synchronously, the PaylnstAck nmay be returned in the same docunent as the
service acknow edgement. 12. On execution of the payment, buyer's bank 102

o o o i A i B R o gt oI | he
cleari “%réf@fib@%tsbﬁ%%teﬁm&i ﬁx@kfa@é bfSthé R1IB mggg(aapayrrent : transact ion
successfully. "Sell er's bank may send a PayConf to confirmthat funds

have been sudbess ml'lkyl02&@5189edoﬁﬁfmm@mf@rpaxmwm@qwceliﬂlomsmlﬁat ion of a

Payment %gﬁ%%a%eﬁ %i%]' (%ﬂatlo \%Qt tl\é?ﬂ?en acgerpterdewg'b qyf?xg dder s, the

paynent Rty ng BU corer u er 102
shoulsd isehdythe Emmemaﬂ&ﬁofasmmait@mw sanceldmioh to seller’ smaes a@ihowﬂen

cancel l ati on req est. t ypi.cal ceIIatlo of a ment or in this
type of MesadEsde i 5. 6 iRatiop of g p&ymens oxer T gangel tdmmessagr Batlder 108

arrangel gﬁ%ﬁi H%tsb&%otl%%%m%%iok%ftﬁeM%Wﬁ{g%usn%ess% ¥the point of purchase,

sel l er sents the cancellation formfor conp I on by buyer 106. 3.
Buyer 106 si {Jike payreerCandeBmay bSprgsanttisin theithwee modeleﬂescnhqtabpm ithg dourr ol e

| h ded gh sell
o s gk gyt Bl AUARREAH bbb DR 158 LR o € B BN ol e
may R grinfthrtictathat is pledbysht selléh’s amwﬁtoamlcleamganahétuexﬁmaysmw ous :

Buyer Si gnature bl ocks. 4. Optionally, seller can check the signature of
buyer 106. 5. Seller 108 sends the signed docunment to seller's bank 104. 6.

Sel I er’ spRafdae SideCPRmsIctivnih the FAR CornbOMRuEr €. the status of seller 108's
certificate, and 25 the authority and rights assigned to seller 108's

certificate. A tymdabwmnwﬂg tfaaﬁcnorwltheefouscommdtbabcm asifllawsegat i ve
Ser v . bR B 6 R e el AR, O, . 0P onLy
deperglers. @ntieqlolntbf ﬁurblﬁﬁ&&hﬁ&tleﬂ softWareptestnts fie/pagmert féranfor déplevidn by :
buyer 106.
3. Buyer 106 signs the Buyer81gnedData blocks. The block includes the BuyerData block,
the SellerPublicData block, th¢ NegotiatedData block and BuyerSignatureDetail block.
For a payment order, the BuyerSignedData block may also include an Obligation block
20 with the ObligationType set to NONE.
Note that the buyer role (internally or through facilities provided through seller 108’s
systems) may require a number of signatures to authorize payment. Subsequent
signatures may sign the only the data blocks set out above or additionally sign the
BuyerSignature blocks already created.
25 4. Optionally, seller 108 can check the signature of buyer 106 contained in 2a PKCS#7
package from the buyer. This step may be optional, since there is generally a requirement
for buyer’s bank 102 to check the signature of buyer 106 before processing the buyer’s
mandate.
5. Seller 108 appends SellerPrivateData where appropriate, signs the message and sends the
30 signed message to seller’s bank 104.
6. Seller’s bank 104 checks seller 108’s signature, the status of seller 108’s certificate, and
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sign a message that consists of the PayChal |l enge which contains the

Syst enHeader and 30 will include seller's bank 104's credentials

ti nestanp%@]?ﬂméal i dated by the root. Buyer's bank 102 will check the
credential's of séller's bank 104, check that it can procBSEHUSHR44b 01/ 24082
PCT/ USO0/ 24661 the paynent product being requested and sign a response to
seller 108 that includes the validated credentials of buyer's bank 102.

Sel ler’ s ldthbily fd dghWlsbigiddto sllfr J0P eSS IPURIEEHRES fa, iuey ' s bank
102. If validation fails, seller's bank 104 will send a Service
Acknow edgarleHi4 seadsenegativesgiviosi agkpovgedgementdoseller 10®. 8. Sel l er' s bank 104

signs t eéﬁ%@ﬁ@‘%ﬁ%wx%&ﬁ&%ﬂﬂ% il§ﬁp&ﬁ1ﬁ}e{hg§§}l&#qu{cq§ go%nk 102. 9. Buyer's

bank 10 S Sli ur e, Us o er 106's
certifi catSellerRridateDdte bladks) ssllet’y bankdl 04ivglidResthsse gosdting detdilsySulled § barik

certificate, For paynent requests with pore _thap one signature, buyer's
banic 102 dfts g erbiaciet deiEds Medhehee duibe cls e PG SHUotor T vt
aut hor i ty pahif 1048 FalSEIPERd 4 @%rgers&&idll Oﬁirﬁaﬁk b@d%agé&?onﬁﬁfe{ﬁreﬁcfm lve Service

Acknow edgenent to seller's | f_these checks are€ successful,
buyer' s bararsaction. Seliers banl 484 xempues the SellesBrivatdDatableck froma the messbgedi ng an

i ndi cato > Whi f eref | d, be. used.fQr customer servi ce.j ssues.
15 Sel I%’r %Se H%rawgﬂi ?13‘-?8? ‘%‘?“?E@ 8 trovlﬁglgtse C%@wggﬁasgmttragmn% it to
seLI e\rM lg&pye‘krd bmxhd@d&ﬂeﬁd@eoiﬁﬁkselldﬁ’elbuﬂel?_’é 6\$§h§161?%18d6éf b, @ilgﬁ’bﬁ 102 vil |
ac edqi ani zations signing . certificate. . Buyer's ban W
the.(?.proc%@&?f(ﬁ‘{eg@ﬁéﬁ?sﬁ%ﬁei%°38§éﬁ!ﬁe%£tﬂ.‘ewl@g5§ﬁk°m%9 send a
positive EReRHeAdd aRfMBhdteAGtd %kQOPQS&d%rgﬁlsqﬂges{aﬂg}%P?ﬁ{ vatiiteli byt NE

cut ed. the cancella

cancellation 20 i1s successfully exe Ion-canfiot be
execut ed aheweghti ve Cancel | ationConf will be generated. Wiere the

Cancel | ati n ocessed , synghrqno , .t he Cancel | ati onConf
can be pr o@:} Sgﬁg#ﬁ’ ;(1)2 tﬁ% e cggcrk g h?'ecre Réﬂﬂ%ﬁsgﬁﬁéﬁﬁﬁk%%hﬁ% fehit & ger
Transact i @nodess thépayteneprodiact Being requedied) knd&18e) a 1Bsponse fo@eliir )08 that bank

tran actionsl%sure that the paynent products can be delivered in

pr ok r emerfe the yalidated credentials gfbuysys bank 102; ypi cal buyer to buyer bank
transacti @€ badk 104 validates the credentials presented by buyer’s bank 102. If validation

fails, seller’s bank 104 sends a service acknowledgement to seller 108 advising of the
failure. '
9. Seller’s bank 104 signs the message and sends it to buyer’s bank 102.

20  10. Buyer’s bank 102 checks buyer 106’s signature, the status of buyer 106°s certificate, and
the authority and rights assigned to the buyer’s certificate. For payment requests with
more than one signature, buyer’s bank 102 must ensure that the request contains the
correct authority.

If these checks fail, buyer’s bank 102 sends a negative service acknowledgement to

25 seller’s bank 104. If these checks are successful, buyer’s bank 102 sends a positive
service acknowledgement including an indication of which reference should be used for
customer service issues.

Seller’s bank 104 re-signs the service acknowledgement and sends it to seller 108. All
acknowledgements include a freshness proof of the acknowledging organization’s signing

30 certificate.

11. Buyer’s bank 102 also validates account related details. Note that this validation can take
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paynent order occurs as follows. 1. Buyer 106 and seller 108 interact
through seller's online systens. 30 2. Buyer 106 places the paynent order
directly with buyer's bank 102. 3. Buyer 106 signs buyerSi gnedDat a bl ocks.
The bl ock W@ewpde82 buyer Data bl ock, 99 WD 01/24082 PCT/ Ugfinisdédes1

sel |l erPublicData bl ock, the NegotiatedData bl ock and Buyer Si gnat ur eDet ai |
bl ock. For a paynent order buyerSi gnedData block will also include an

ol i gation ' [ b B hg“ﬁ hat the buyer
role (int epﬁg‘?%c%% oggﬁg?glyllﬁ%?‘{g?%&g'\sn %ieﬁq?%%‘gﬁﬁ e réer' S systemns)

5 may r equPaynstAckinWhereabcasintpelatedrdetails ereavatideted syechyenauslys the Baylastdulent
signatures nma i gn,t only. the datg blocks ,set,out above or additionally
si gn buyer 51%%5%’%?’3“51"3@?(?‘“%@%@3 aﬁﬁ?éfré{&e aﬁknog(l@g?mi 6 signs the
docunment 12006 k&¥EiSn of the PaythehE buSertbakk 102 map serdiyry Conflta Bliyek 486 amtbroks buyer

106' s signature, the status of buyer 106's certificate, _and 10 the

authdrity saller’s bapk 4aduisips dhit exscrtigndias taken plage 4 negatine BayGosf may berent
requests w - ' , - ﬁ%sﬁ%a ensure that

t he reques lt':’ltzzignt all-%géltﬂﬁgl C%ﬁ%ﬁ%@ﬁéﬂd&ﬁgﬁ?ﬁ%‘sﬁop ese C e%gﬁtf ail, buyer's
bank 102 seashactionrsagzsifully. Seileor’ cankd R4 ealy selglaniBayCotfito chnfjrer that findshese
checks are_ sugcessful, . .huyer. s bank 102 will send a positive Service 15
Acknow edgb®E e?%%ﬁﬁ“ﬂ§¥e§ﬂvF$§P@ V‘Efrf‘l@fd(\mj'ch ref erence shoul d be used
for custoner service issues. 6. Buyer's bank 102 validates account rel ated
details. Note that this validation can take place synchronously. If the

val i Hht | Gnceliation ofin Rayment Order Ysing the Fouremer Medel: i ve  Payl nst Ack. Wiere

account rel at | ' R ' Ack 20 may
be returned i]%gfﬂéa@éénéa ﬁ:&g&#,ﬁ&{}@g&g@y?gg&&g\i%nuﬁ% g?ﬁégn . 7. On
execut i anoddl. Bhyperisdgnie hd2 shbuldénfosn baydr 106 synehromsmslg as tdthy Siweésstob theuyer 106
advi si ng that .paynent has, taken,k pl.ac A negative PayConf. may he produced
ther o ¢ FREOEHT P HOSEh & SBice) EHEHRIGy ALY RER ALdel b S CRrat tBRECHOR front
transactiRasascrasfully. ,'. 25 Cancellation of a Paynent Order Using the

Buyer to Buyer's Bank Mdel For revocabl e paynent orders, the paynent can
be ckhcel-l B4yerdiOagnd sedleplAfarrangs epellation through seller’s systems.

2. At the point of purchase, seller 108 presents the cancellation form for completion by
buyer 106.

3. Buyer 106 signs the CancBuyerSignedData block. Note that the buyer role (internally or
through facilities provided through seller’s systems) may require a number of signatures

20 to cancel payment. Subsequent signatures may sign the data blocks set out above and
optionally sign previous BuyerSignature blocks.

4. Optionally, seller can check the signature of buyer 106.

5. Seller 108 sends the signed document to seller’s bank 104.

6. Seller’s bank 104 checks seller 108’s signature, the status of seller 108’s certificate, and

25 the authority and rights assigned to seller 108’s certificate. If these checks fail, seller’s
bank 104 sends a negative Service Acknowledgement to seller 108.

7. Seller’s bank 104 may optionally choose to initiate a challenge-response transaction with
buyer’s bank.102 dependent on seller’s banks own risk model. Seller’s bank 104 will
sign a message that consists of the PayChallenge which contains the SystemHeader and

30 will include seller’s bank 104’s credentials timestamped and validated by the root.
Buyer’s bank 102 will check the credentials of seller’s bank 104, check that it can process
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bank nodel. The follow ng describes a typical paynent order cancellation
through this nodel. 1. Buyer 106 through its own internal systens or

t hrough t he systems of its financial 30 institutions |ooks to cancel a
payment or¥@PL24882 B yer 106 signs the SystemHeader .and REFTUSMAIEO,) ooks.
Note that the buyer role may 100 WD 01/24082 PCT/ USOQ 24661 require a
nunber of signatures to cancel paynent. Subsequent signhatures may sign the
data bl oc ' | ' FioH&iRd ur e

bl ocks. 3. HepgymeRtiyadid kaa@ RbuRld GR3lant iplsel QU 108 BV RERIGNAE 11 0,
checks buwatiddtébéredentials af buyer’s bk K2at us of buyer 106's certificate, and 5
t he authorjty ,and, right. ssigned to buyer 106 SN eq ¢ FOor paynent
request s véeﬁlﬁr gﬁﬂke‘ogﬁ”ﬁﬁvglffgkénﬁﬁga '&ﬁﬁ?il?&agfgéﬁkgk&&%étﬁ ensure that
t he Cancel | fltfnRes Séler's 681K FI4RGIIsBRl £8¥rviee Ackidwledgeingnt tb beltenedwdsingieckss
fail, buyer's bank 102 ‘sends a negati ve Service Acknow edgenment to buyer.
| f these cofdbkiilaiee successful, buyer's bank 102 will send a positive
Servi ce G caielitsh 04 [ whhahigef erence
shoul d k?el%ééﬁls(p%}rﬂ ﬁgg’gﬂg%r se!l%é{e}g?%gg&kﬁﬂggt}ggr e; banqung will then
process ¢ hBuyers batk 02 chackedgyerdi6’sBignetutes tHeatatusoFDuyeryl 06’s sentifigatp@odt i ve

Cancel | ati gnConf  t 106 i.f th acel L at | ' full. t ed.
T he cantBepor o HHS esEet il oe 0 Seeyel, oL RRBNF SRR i 11 be

gener at ed. pbn SR sighBtufed BaRI s Bahlo T00EeS thatthe Cascelaisi®egeedt contains
synchronously, the Cancel | ati onConf can be provided with the Service

Acknidw edgthesomrect pathoritsit Or der Transaction in the Direct Debit Mdel Use of
t he direct ' L Db r i | wﬁ{elm Fg;&tm oducts to

be used 2 |e%éé%e%gﬁgt#@ﬁ;€ms @?gg%sr?gﬁgﬁ%ggtt eman?w%}ei wor §s?’rthat al | ow
di rect debkdllefs bark 104y bfthése checkb e stgoeasfulf biyed s bankt i03isemdsya fositiveed i n

accordance with the rules of, ingjvidual ¢leagi ouses, A i gal _ paynent
order tranService dekneylpdsemeat inpluding a’d@%i"ia"%géwﬁg%%?’gmis“h?‘ﬂ? F’%gﬁﬁ%‘f Buyer
106 and sel}&dmerQ8viceti®uact through seller's online service. The comerci al
transaction 1s to be settled through a direct debit style network with the
i nsttuct i ofelbarisrbgnk DO netsigne thei serviceragknoyledgemant and gendstt tp selerd 0% \Allem by

seller’s b%%o%v?eﬁ'gements include a freshness proof of the acknowledging organizations signing

certificate.
10. Buyer’s bank 102 will then process the Cancellation Request. Buyer’s bank 102 may
send a positive CancellationConf to seller’s bank 104 and to buyer 106 if the cancellation
20 is successfully executed. If the cancellation cannot be executed a negative
CancellationConf will be generated. Wheré the Cancellation Request can be processed
synchronously, the CancellationConf can be provided with the Service

Acknowledgement.

25 Payment Order Transaction in the Bu);er to Buyer’s bank Model
Buyer to buyer’s bank transactions ensure that the payment products can be delivered
in procurement and other buyer technologies. A typical buyer to buyer bank transaction for a
payment order occurs as follows.
1. Buyer 106 and seller 108 interact through seller’s online systems.
30 2. Buyer 106 places the payment order directly with buyer’s bank 102.
3. Buyer 106 signs buyerSignedData Blocks. The block includes buyerData block,
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2. Buyer 106 signs buyer Si gnedData bl ock which contai ns BuyerDat a,

Sell erPublicData and Negotiated Data which constitute the mandate
authorizing seller to debit buyer's account. 3. Seller 108 optionally
checks buweoofas2s si gnature. Al though this is recomendeckrusoorsssi S not
mandatory. It is preferable that buyer's bank 102 checks buyer 106's
signature prior to 30 authori zi ng a debit from buyer 106's account. 4.

Seller 108 y ned ellerPrivat ebDat a bIokas required
and signs Qf?gpﬁ'ﬁé ‘ﬁ%“(ﬁ’%’gﬁ%g"t }cg%ggyer ’@ﬁwtaéléﬂ ockr Feryank 104.
5. Sell er'payhéilordtfBu ﬁmgmmaeolédkgmta%%&Ide%ﬁldm?m&moaMEmeOf the
message and the authori t hese checks fail,

% of seller 108 any o
sel l er' s KligationTypesetito NONEgat i ve ServiceAck to seller 108. 5 6. Seller's

bank 104 nk 102.
Nt t hat RLREE AP e iRl e br e BEHAIFRIDIE] toliRoEhierd sJ RS

chal $ engeém@&aqmaa ruinbeeeflsignathrésao amaizrelpusahgmv shlrsdqﬁem §1§@dturdﬁﬁhy ty of the
correspondj ng instituti rior tQ submtting application data. Buyer's
bank 102 é%eegl&mﬁh@eé? ﬂ’é?‘g? SRt opt %vawéﬁmm%ywebwyﬁﬂwmbpﬂ@ message
and the nﬂgtcpég{édty of buyer 106. If any of these checks fail, buyer's

bank 102 se a negative Servi ceAc.k to seller's bank 104 who incI udes
this as4-aB?&btaloéémmoeutgmmSdndsatol%'ﬁﬁ*bmkdmto sell er. Buyer's bank

102 aut hor on of. buyer's
mandat eE '# %ﬂ gaélgép?/%%éb }s{ |v§g‘§%m§qﬁes%} ’T&Lruygroitygrﬁ(ce ﬁfatg’r es t he
paytent [ disddutiorityaid rights asﬁignelﬁo boydr 106’8 pértifigute. o2 papakntelefewitknt system
A positive SvrAck ig ass d to se I 108. On executing the paynent
nstruct i GRPFe Uia oas slglabapbures &mu&?&mthah%m"s&cmmwe and
buyer's bapkecd Gdnbitgt the debit instruction has been executed. 9. On
receiving funds in Seller 108" s account, seller's bank 104 can optionally
send a Palilﬂlmch&knfalhbn!qr@rbanbl%?eﬁeh@ramﬁi\mﬁdnﬁ@MlyreMadgmmtolOZ advi si ng

of the regej 2 nds I t.1 ON a.Pa nt  llsing the
3 reor Donere HffheseEReridt A Succe BTty Bl | Bl Jp2 ST S Bosig Shride 1 1
andi®r poIAckuo\dEdgmfmmcﬂnaing&n mdiaane:cbf\mﬁai tefdree shwild bogsedfor al so be -

cancelled in a two, party (buyer to buyer's bank and
customer servi e 1SSucs.

6. Buyer’s bank 102 validates account related details. Note that this validation can take

place synchronously. If the validation fails, buyer’s bank 102 will send a negative
PayInstAck. Where account related details are validated synchronously, the PaylnstAck
20 may be returned in the same document as the Service Acknowledgement.
7. On execution of the payment, buyer’s bank 102 may send a PayConf to buyer 106
advising that payment has taken place. A négative PayConf may be produced where the

clearing and settlement system fails to process the payment transaction successfully.

25  Cancellation of a Payment Order Using the Buyer to Buyer’s Bank Model
For revocable payment orders, the payment can be cancelled using the buyer to buyer’s
bank model. The following giescribes a typical payment order cancellation through this
model.
1. Buyer 106 through its own internal systems or through the systems of its financial
30 institutions looks to cancel a payment order.

2. Buyer 106 signs the SystemHeader and References blocks. Note that the buyer role may
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25 seller to seller's bank) or four party nodel. The follow ng describes a
typical cancellation in the four party nodel. 1. Buyer 106 and seller 108
arrange cq,g(gﬁll ation through seller 108 s systens. 2. At the point of

pur chase, 732108 presents the cancellation formfor BEHEPO2Ae by
buyer 106. 30 3. Buyer 106 signs the CancBuyer Si gnedData bl ock which

I ncl udes the reference information of the commercial transaction to be
cancel | edreNpt & nfldBér dfSBnkHLEto daRbe? payriht VS RAOAgnaRirdY HSPAER 4261
(internally or through facilities provided through seller's systens) may
requi re adatabiseks sebputabgreandoptionally signpeevigus\BryaSignatwrslgeksnt  si gnat ures
may Si he a K 'y bove and optionally sign previous
BuyerS%g]n t“ﬁ?r(ejﬁgIs%%g(s?&oiﬁ%t%y?y, sell er 108 can check the signature of
buyer 146 Buyé&’$bankbe02 elieckOsentln’s signatirgjihelstatas ofiiyer 106’ sseettificatesariiank 104.
6. Seller's bank 104 checks seller 108 s signature, the status of seller
108'Y cer therquiherty “’Qﬁ&h‘%%ﬁg%féttﬂgwre{98%Geﬁlgﬁf-gﬁ%ﬁl”gﬁ‘gde‘i‘ﬁs‘%Zé’P er 108's
certifica Bﬂéagnms rf Hghk 102 Hust ensSure BRH the ficRAGRQuaggat i ve
Servi ce Am% edgenent t’g}ﬁgzl | er 108. 7.elfret he gche‘r:re rul eegurequi re

sel l er' s Ioomtkingd ¢ cooectlauthlrityhe val i dity of buyer 106's signature 10 before

cancel lin he pa n sel ler) ank 104 iLnidiates Ste ot herw se
seller's gghﬁse °§5%5n§?’§ b%eé SF?M“ %scf‘ 'beﬁiﬁ“(')en 1§:,e 8'9\0 esngﬁlﬁlffgso s bank 102
and sel | elbuyér! If these CBEWKS hiealitcessflloblyer 5BAnkOID2 wWill s&f d wisitive ISarvice104 si gns
the cancel | ati on_nessage and sends it to buyer's bank 102. 9. Buyer's bank

1021@ heck Ackpgusiedgeament ingluding @p indicatipn oS which Zefepengs shayld bgused forer t j £ j cat e,
and 15 t RgaaibiRRiddis@Rd rights assigned to buyer 106's certificate. For
paynent requests with nore than one signature, buyer's bank must ensure

t hat th& Guyees bankilOR il thes prosessitbe GanceldtionRequest t Buyer'’sbank 102 mdy t hese

el er s BEMampiveGeARaom onk IS of1083h e sleelifionst e SR sReiBET | ©
send a pogf ihe ¢gncelflioh@hiviot Be Sstedh AEENE Candellgtidhbonfwillbe deflérarl] on of

whi ch reference shoul d be used for custoner service issues. Seller 108 will
t hehS canc eVhssa thedrancellatior Request cap be prosessessynclyonqusly, theCaaceligtion(ronRequest

from buyercs noRRKibd ith Thd Srvicd RELRAMAGIgkMe, Ser Vi ceAck. 1t is

Payment Order Transaction in the Direct Debit Model _
Use of the direct debit model in the present invention allows payment products to be used
20  in conjunction with clearing and settlement networks that allow direct debit style payments.
This type of transaction may be used in accordance with the rules of individual clearing
houses. A typical payment order transaction using the direct debit model occurs as follows.
1. Buyer 106 and seller 108 interact through seller’s online service. The commercial
transaction is to be settled through a direct debit style network with the instruction being
25 placed into the clearing and settlement system by seller’s bank 104.
2. Buyer 106 signs buyerSignedData block which contains BuyerData, SellerPublicData and
Negotiated Data which constitute the mandate authorizing seller to debit buyer’s account.
3. Seller 108 optionally checks buyer 106’s signature. Although this is recommended, this is
not mandatory. It is preferable that buyer’s bank 102 checks buyer 106’s signature prior to
30 authorizing a debit from buyer 106’s account.

4. Seller 108 appends to buyerSignedData sellerPrivateData block as required and signs and
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seller's bank 104 which initiates the Cancell ationConf. Seller's bank 104
re-signs the service acknow edgenent and sends it to seller 108. Al 25
acknow edgenents include a freshness proof. of the acknow edgi ng

organi zat | iO012#e$RAi ng certificate. PAYMENT OBLI GATI ON MPSSASh/Z4k6V A
preferred general nessage flow for processing a paynent obligation is shown.
in 30 Fig. 7. Before the first nmessage in the process, buyer 106 and

seller 108 ideptify,each.nother through their respective certificates and

agree on tﬁeé‘qf)@rsfhérssgbag‘kd{ié’al es agreement. Buyer 103 WD 01/24082

PCT/ USO0d, 28616F s bahle 104 ¢hecladhicsignatite pBlIE thelshiftak 6RHE deisa@ilandithd) a paynment

obligation (see Tables 4 and 5  above) from buyer 106 to buyer's bank 102.
Y .

Buyer 106 awhepy of seller M8, toany ofthese ehecksfailosetler shank 404.4a0ds o Begaive i on

i nstructi o8en{cQAcfoRfitAlg! ity, conmpletes the buyer section of the paynent
obligation instruction, and then 5 signs the paynment obligation

i nst rSuct6. oBellefls baplaifvesignsabd sepds todhmyerissignedimandate o buyeris bankt 1020 Noge!| | er 108
as shown i neSSa f Fig.. 7..5eller 108 reviews the nent .obligation
Thstructi oftal eag pank B e dhyonillypioaliasipée SHIGE mwcet BIETGRAR ( coe
Tabl es 4 apgkitiveipralidhte titd iBétfity HEtheLRPAFchdIRSIAABRIonPHdr BBMitlilg t O seller's
bank 104 ag&s_hoym i n message 2 of Fi g.ﬁgi. m120 Set| e?‘ﬁg bank 104 reviews the
paynent obfprlisetionflataastructi on for acceptability, verifies seller's

certificat RhLE | A #}RE e above),
and signs tgﬁlé&%a men 32%"”&"%%&2‘8%? e@%%‘fs@gagqééﬂ‘te %%ﬁ&sﬁ?é @gssg%?f/%? 'dge bank
102 Hs shoanthority o€ buyeq $063 I6any ¢fithese checksifaily buyelisibank 1102 sergls amegativee paynent

obligationginstruction fqr abi lity. and verjfies,the nessage

Sont o, ©nseyeat toseli sk 04 Bhs el WG aRE et AckipirsEBR ty of the
si gner. BugawiceABRfKsell&t2 Buéifs bR 0P suthoriR$ YébitthgdTibipaM106/d aBddimidSsage (see
Table 9 above) wth the results of these checks. Buyer's bank 102 then

si gns and seiEmationofdumyersmandgteknowl edgnent to seller's bank 104 as shown

i n message - s ' Levi [ S
acknow 2% g 9@5‘?&“@#@%&%@’?%‘?{1& ;&tllg?g E%[éﬁ g cf‘e}é{e?g% ptﬁgrggéi&aérﬁg} ? ﬁlgn tl'glng ns the
amended nebsthe eppripriataback dmtipaysrent systenc dnpoesites@vesek ispassabe seller 108.en sent

to sell 9. 2)91%xgcsutits1g &%a%enﬁfsﬁ%&%n?seﬁgr’g i)zgﬂc 1?)4 can optionally inform seller 108
and buyer’s bank 102 that the debit instruction has been executed.
9. On receiving funds in seller 108’s account, seller’s bank 104 can optionally send a
Payment Confirmation to seller 108 and to buyer’s bank 102 advising of the receipt of
20 funds.
Cancellation of a Payment Order Using the Direct Debit Model
. Depending on the rules of the Direct Debit network and/or policy of member banks,
Direct Debit instructions may also be cancelled in a two party (buyer to buyer’s bank and
25  seller to seller’s bank) or four party model. The following describes a typical cancellation in
the four party model.
1. Buyer 106 and seller 108 arrange cancellation through seller 108’s systems.
2. Atthe point of purchase, seller 108 presents the cancellation form for completion by
buyer 106.
30 3. Buyer 106 signs the CancBuyerSignedData block which includes the reference

information of the commercial transaction to be cancelled. Note that the buyer role
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Seller reviews the service acknow edgnent, anmends it with details if
necessary, and signs the anended nessage. The anended service

acknow edgnent is then sent to buyer 106 as shown in ness 6 of Fig. 7.
25 Buyer' VQAMKI02 creates a payment obligation accept aﬁ€'5/%§‘€9r‘¥f‘f6r1rrat|on
message (see Table 13 above) to signify whether the paynent obligation has
been accepted. Buyer's bank 102 then signs the paynent obligation

accept anc gik&idii dmirb fasiHieaRewdéd thidugh Sdllefk systddd) knay Tebies militben i n
nmessage 7qt)f Fig Y geh | 1er l&,qﬂank 104 rggw eev\rss)t% éeiw)a r);eﬁ?l (g_g%a&at i on

accept anc @f@mnmprem Gapeel payraents Subsgquent signatueBRY:$igR thefdaﬁé’é YUt si gns

t he anend as shown in nessage 8 of
Fig. 7. 1%% %@@i"?@%@gqmﬂﬁ‘%ﬁ g{/eg’ S bank 102 reviews the

conf i r mat i @ptionélly; s¢liey def¢anccheck the signataeefitisyer 10&i th its details if
necegsary, e anen nessa It to seller 108 as shown
in ?res§ag%ﬁ§‘g&%s‘?ﬁi thef‘gneﬁg?lcuﬂ?ét%é?]é afﬂ’@n]f P&ré specified in the paynent
obl i gat igonsdijgs w&tm@ Bh&2R$ sdMRETOPs &i Ghe §thiGs HPLIBNT08Q YeitithieDihd S
executed, rﬁgreferab y utilizing the bank's existing paynent i nfrastructure.

Buyer's bathiauthority pachrights assigned teeseller 081s cartifisgtae tth‘tsfé éb@fk{i fail, sellees Fi g. 11
ahove) to %a%k%ﬂéﬁdég‘ﬁé atif€ s&@%@%’&h@@lﬂgg}ehﬂp %li’e? 18?*9” executed. Buyer's
% 0 se

bank 102 then Signs nessage an | er's bank 104, as
shown i 7. nif stsessgienidrutes réquire séller’?fbenklmtlao nheckmhdvahdltyobf buypamsxgmue ution

i ndi_cat es et her fhi s a ment bI [ been xecut e ssfull
or A8t. Atbedorsican : E"S?Ff? gﬂaf 1@2 “H“?}ﬁfvﬁéhg &? age Y
shoul d pr efREading EEﬁnéﬁQﬁd mmhalyeadvts@@wehebﬁ{m a8l sélfé?vﬁtﬂ'a' owi ng busi ness

day. Seller's bank 104 revi'ews the confirmati on of a payment execution,
amends t heCanseligtionGenfiomatioh. a paynent execution |nformat|on wWthits

details,g S S 108 as shown
in masse?geg%% S#Q'ﬁ‘l @%%g&uyerégg%%’n?&%@%g‘rig&{aggtgi’c); |rma 2on of a
payment %XBﬁyHr’is(banl{fHE&mgﬁcsIbﬁyﬁl 1961sfsignatulfe thetstatuspd puysrl 060 s dertifioats, dnden

execut ed. Buyer's bank 102 t{hen signs_this and sends it,to buyer
706 185 *shol AHorty 204 Hehia assmer I UV 108 R e APaIe FaF PORRH quss Mht

execution 11,3&4 thaf G svgag&%u}e?ﬂs%am@mms@b{hwms CafkellafortReg esE sttt £ d

successfully or not
the correct authority.

If these checks fail, buyer’s bank 102 sends a negative Service Acknowledgement to

seller’s bank 104. If these checks are successful, buyer’s bank 102 will send a positive
20 Service Acknowledgement including an indication of which reference should be used for

customer service issues. Seller 108 will then cancel payment. Note that the response to

the Cancellation Request from buyer’s bank 102 in this instance is a ServiceAck. Itis

seller’s bank 104 which initiates the CancellationConf.

Seller’s bank 104 re-signs the service acknowledgement and sends it to seller 108. All
25 acknowledgements include a freshness proof of the acknowledging organizations signing

certificate,

PAYMENT OBLIGATION MESSAGE FLOW
A preferred general message flow for processing a payment obligation is shown in
30 Fig. 7. Before the first message in the process, buyer 106 and seller 108 identify each other

through their respective certificates and agree on the purchase and sales agreement. Buyer
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20 the payment execution has failed, a nore detailed description of the
reasons is sent to buyer 106t han woul d have been sent to seller's bank 104
and to seller 108. At a minimum the. confirmation of a payment execution
nessage i V@pH4e82abl y sent no |ater than the close of thecT/ésshR4sal ng

busi ness day. 25 Paynent Obligation Transaction in the Four Corner Mdel A.
paynment obligation nay be used in either the four coner or buyer to buyer's

bank . At |caI n bl i I ' ' r corn
model ol hen aipecklp PR foP B Famiacfi Wil bfhubnt SPARALA e i eerle’, CO Rt
sel | ertﬁb?ﬁjﬁ&ﬁbﬁyage?&)b@? Abaxﬂchelz,om nt of purchase seller software
presents e _paynen ormfor conpletion b buyer ..106. .3. Bu 106
gll?gzogu yer SBBYrEdPRaceents thejpayment mathage fevie élﬂtfd?%mﬁéf[@}%zg igjtryehion er105 WO
I [Vo¥eTay adimea bl ock
and Buygor ﬁggtﬁﬁﬂg %éﬁgé CSﬁfeH éﬂltflgidna Paf%%?%%??&mn%%er& gnedDgtCa

bl ock wiighs thk payrient bbiiatieminSinidtigas Thepdymeokobligation instructipn isdeanissrttgpe set to

BUYE at .t he. bu er o1 internally or through facilities provided
t hr oughl\gtﬂﬂ@a@h@ ?é:)}ér’f;qw re a nunber of signatures to

aut hori ze paggrealos éui&%mmymsn@bﬁgﬂroﬁsnmwﬁog&céﬁtmmyl gomﬂiaesiast a bl ocks
set out above or addltlonalség@z:égn buyerS nat ur.e. bl ocks I r cr eat ed.
sen& ti

Opt i onals¢ojion gEthe erden (see Tahle brelsygndhe e ¢ araenged pgssage.

gener al |y 'ia%k“d NateskddeB'@FRSII NO payment, buyer's bank 102
val i dat es certificate of Duyer 6. 10 4. Seller 108 appends

Sel lterPri v at SEltdr '3 batle! 04 reyipws theipayraent obligation instruasion feracesptabilityaerifipte

si gned sa s.bank 104, 5. Rl | er

108' s srgl tsgflé‘hc*ltﬁémg? feﬁétsa?m?gf’?@? Tl?g&gé?;ebrl% #jl cia%t%b%?ha ﬁle aut hority
and ri gmn%n&eﬂ%ash}d IrRe H84shgy is URB'sente@ biiyief’s bartkel 021ak shidvasin mdsspk 3 of ai | |
seller's bank 104 sends a negative Service Acknow edgenent to seller 108.

15 6. |fFigdller 108 has provided account details in either sellerPublicData

or Sel | er Pr i vt cXRbfu 16} R5eSim aRShalibnrouigitton hiubhd ot alck ity se_account

details. Sel ppen count details to the nessage in
sel 1161 baetifiestthe inkssage sySiak) the validity ok certificatd and signatyre, andhbg guthority of epondent

bank: ¢ O%?gntgxa d etg s[] batnﬂq 0% theh Seates 3 sertvﬂ:g a&l&x%@fe%gﬁk&r}nesﬁeée l(&'é Table 9
above) with the results of these checks. Buyer’s bank 102 then signs and sends the service
acknowledgment to seller’s bank 104 as shown in message 4 of Fig. 7.

Seller’s bank 104 reviews the service acknowledgment, amends it with its details if
20 necessary, and signs the amended message. The amended service acknowledgment message
is then sent to seller 108 as shown in message 5 of Fig. 7.
Seller reviews the service acknowledgment, amends it with details if necessary, and
signs the amended message. The amended service acknowledgment is then sent to buyer 106
as shown in message 6 of Fig. 7.
25 Buyer’s bank 102 creates a payment obligation acceptance confirmation message (see
Table 13 above) to signify whether the payment obligation has been accepted. Buyer’s bank
102 then signs the payment obligation acceptance confirmation and sends it to seller’s bank
104 as shown in message 7 of Fig. 7.
Seller’s bank 104 reviews the payment obligation acceptance confirmation, amends

30  with its details if necessary, signs the amended message, and sends it to seller 108 as shown

in message 8 of Fig. 7.
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bank 104 renoves sellerPrivateData bl ock fromthe nessage. 20 7. Seller's
bank 104 may optionally choose to initiate a chall enge-response transacti on
W th b”y%’El/%ﬁ%k 102 dependent on seller's bank 104's own risk nodel.
Seller's ban will sign a nessage that consists of PREUPM$RL| | enge
whi ch contains the SystenHeader and will include seller's bank credentials
ti mestanped and validated by the root. Buyer's bank 102 wll check the
credentials Btiyes’ebbxﬂ:rlog rbﬁg\kts the 4onfirhntién bwayhtenf:ﬁectmdﬂpﬁﬁéhgs &5viﬂh|€s gaym%ﬂt
product ,bej ng request.e nd si a response to seller 108 that includes the
val i dat %‘ga‘t?r‘g‘b"éﬁsg% §8'b*r‘g%ﬁ‘9€r“%§ mgssages and sends jtitg seller LOR48 showniy | | val i date
t he cregeahged sfperented by buyer's bank 102. [f validation fails,
seller's bank 104 will send a Service Acknow edgenent to seller 108

advi si ng” of When thgidpigaad tigg specifind)in the paymentiobligationiinstaictidrchasbesage and

sen [ ; ver . . 102, checks buyer 106's
ot arint uieaa e Bhydeot 6lfead s ooy Bt PR g R Sermg payinci
01/ 240 8ixfildstiichisé)XD 24661 the authority and rights assigned to buyer 106's
certificate._For, pa (ﬂt reguests with,  nore than one signature, buyer's
bank 102 ws’?“yéﬁég?‘é(”f Sfreatqscopiignation °E%Pﬁymeﬁ§e’feﬁ\§l°“d§?°rl:g&tu&h?mm ty. |f

these Cﬁglgbsthﬁﬁhé pa)?&égﬁgilifl)l&aﬁé’rmlfas%ggn SRAHS. 331?}%9@ hAe1025hi éns this

Acknow edgenent to 5 er's bank 104. If these checks are successful,
buyer' smgssage angzends|it toselirt’sbaplo £04, as/showsdn niessagd\t® nHFigeTigEeent i ncl udi ng an

i ndigat | - Whi e shauld b f . ' [ )
soi 157 Etrpicilra bl B cROEfoR Bilkofs WhelieribinsBimethanliSivn réhera Tt tor
sel | er &@Buted\buccessfuklp Onherd @@ ABiihimintthe EhafiemiticaSITAPEFmEHt @Rculién t he -

acknow edgi ng .organi zatiqQns signing 10 certificate. 10. Buyer's bank 102
val i dat @ggsasfc%a fé%fa{ﬂd e et apater than the clagq ofithe followinghusiness dexn t ake

Pl ace. synchr seis bink doi cbliwy' b bélicnBtiod ¢F d phymbtVecdtio YliendOhe | | send 2

negative Payl nst Ack. \WWere account are’ val'idated
synchr opanfismgtion df@ prymentexgekion infgrmation with its details) sighethe amendtdansseape, as t he

o2 Vb “AERAR BEERIPE oo Sppop mepreEA R fol . 11 Py uvers bank

Buyer’s bank 102 creates a confirmation of a payment execution message to signify

that the payment order has been executed. Buyer’s bank 102 then signs this message and
sends it to buyer 106 as shown in message 12 of Fig. 7. The confirmation of a payment
execution indicates whether this payment obligation has been executed successfully or not. If
20  the payment execution has failed, a more detailed description of the reasons is sent to buyer
106than would have been sent to seller’s bank 104 and to seller 108. At a minimum, the

confirmation of a payment execution message is preferably sent no later than the close of the

following business day.

= 25  Payment Obligation Transaction in the Four Corner Model
A payment obligation may be used in either thé four corner or buyer to buyer’s bank
model. A typical payment obligation transaction in the four corner model occurs as follows.
1. Buyer 106 and seller 108 interact through seller’s online systems.
2. At the point of purchase, seller software presents the payment form for completion by
30 buyer 106.
3. Buyer 106 signs buyerSignedData blocks: The block includes buyerData block,
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seller's bank 104 advising that execution has taken place. A negative
PayConf may be produced where the clearing and settlenent systemfails to-
process the paynment transaction successfully. Seller's bank 104 may send a
PayConf t aygomidesam t hat funds have been successful |y reB€l/US@2466dm buyer' s
bank 102. 20 Cancellation of a Paynment bligation Using the Four Corner
Model For paynent obligations, the paynent can be cancell ed using the

fol | owi ng f del prg t of, band hat

o] oden slirtubieDaa Hiark the Nebiaedbne Black apd HupgSisBRnerR Bk, BIR, 106

and sel | erpa;'lrﬂ ti‘flﬁ@gﬁﬁ &g&%%ﬂe@ﬁa&m&@mmﬁb meluli€ in ObRyHEbE Block HithAl t he
seller 1

poi nt of putrchase, presents the cancellation formfor conpletion
by buyer thieOBbligationypesett0BUB{Ehs t he CancBuyer Si gnedDat a bl ock. Note that

t he buyer I i nternal,l y._or it ' r, eller'
systemey NP Fatihr pEd it ipays OLRHREN HRGie! bigReR bl gubaiosel T o1 <
Sybsgquenf{maglr wxgﬁnbeﬁ?fﬁgrgmréshﬁaﬂm%?h%m.l fgbsggu;ﬂnt scx:_l_gnmtta'emu a ;b;f ggtl | ozal |y
si gn previous BuyerSi gnature ocks. . . A )
Qotg onal | yigndhg orly the BRcbloFks fEORt abgue & agflitiopal Wn%wﬁggﬂfé’ée.sg@.’kssm ler 108
sends the Q:gea%.cbgﬁ&all&,%eﬁ@rl1b§Eéﬁcﬂéé!@ihe%@ﬁatu@of%ﬁ%r‘ib&sltli@nk 104 checks

seller 108"s signature, the status of seller 108 s certificate, and the
aut hori t y ganaally sytetysirement thatin precessisig paymenigbuyer’s benls j02aalidatesithe hese checks
fail, sell eri'f.s 5 Pank & 4 sends a negative Service Acknow edgenent to

sel | er 10gertificateof poyer 109, 104 nay optionally choose to initiate a

chal p enge-SeHeP@8ePpirida SeltePriviteDatd Wherdappesprinte) sighs te pessigeandosendsahe er ' s
bank 104's_own risﬁ nodel ., If so, seller's bank 104 wll sign a nessage
t hat consismdﬁﬁsﬂaﬂ%%&lﬁﬁa‘?%ﬁ% that contains the SystenHeader and will

| ncl ude 85 §eh§rr’s' tZanEGIBK chidifs &;lllﬁlr e Nidriatute, i RFbPOMENLrA 08 s Catificas, ald by the

root. 10 Buyer ank 102 w check the credentials of seller's bank 104,
check t hatthe autieity pnduiglsassighed toaslies 408’ cestifieate. i ithese eheaksdail.salletisd si gn a

CSPonSe Saph| ShudRsdh sy KGR BamERld etog ciert ol of puver
buyak' s gbankelitPP08 Hak provided account details in either sellerPublicData or SellerPrivateData

blocks, seller’s bank 104 will validate these account details. Seller’s bank 104 will

append account details to the message in sellerbankData block. "Seller’s bank 104 will

also append a correspondent bank code based on the currency of the transaction. Seller’s

bank 104 removes sellerPrivateData block from the message.

20 7. Seller’s bank 104 may optionally choose to initiate a challenge-response transaction with
buyer’s bank 102 dependent on seller’s bank 104’s own risk model. Seller’s bank 104
will sign a message that consists of the PayChallenge which contains the SystemHeader
and will include seller’s bank credentials timestamped and validated by the root.

Buyer’s bank 102 will check the credentials of seller’s bank 104, check that it can process

25 the payment product being requested and sign a response to seller 108 that includes the
validated credentials of buyer’s bank 102.

Seller’s bank 104 will validate the credentials presented by buyer’s bank 102. If
validation fails, seller’s bank 104 will send a Service Acknowledgement to seller 108
advising of the failure.

30 8. Seller’s bank 104 signs the message and sends it to buyer’s bank 102.

9. Buyer’s bank 102 checks buyer 106’s signature, the status of buyer 106’s certificate, and
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validation fails, seller's bank 104 will send a Service Acknow edgenent to
seller advising 15 of the failure. 8. Seller's bank 104 signs the
cancel l ati gn nmessage and sends it to buyer's bank 102. 9. Buyer's bank 102
checks buy¥OHFE92 si gnature, the status of buyer 106's cBEVP$I0R46E and
the authority and rights assigned to buyer 106's certificate. For Paynent
Requests with nore than one signature, buyer's bank 102 nust ensure that

the Cancel iRlh@BRAHHATIEhEAshEREI Byek 166°S SértifiGute. b PRYhént redubsts Wathe checks
fail, buyer s bank 102 sends a_negative Service Acknow edgenent to

seller's bmokethanonm@nméw@Sahaeké%wwetmu%ﬂ%w%&ﬁwa%@% Il send a
positive Serv &ﬁgnow edgenent including an indication of which

ref erence g%eu B sed for custoner service issues. 25 Seller's bank 104
re-signs trﬁh&erchedkefaibbﬁ;@ﬁbb&iﬂetﬂﬁrsbndsmhegm:Sehticdmcmwudgemélﬁ.to Al |

acknow edge i.n f hness of . of t .

or gam zat i ?’Q‘Fﬁﬁg q&!}f’ "F‘? £ Sugess: %B‘ﬂ? %B%t?atﬁﬁl‘ﬁ‘y P‘?Sf,té‘ﬁ process
the Cancel b@&t&méﬁﬁew&a% eﬁvmerudﬁtgtaa@tfdléﬁzn BRWhich #éTekeAceliASHINIDE Bsed for
Cancel | ati onConf to selTer's bank 104 and to buyer 106 if the cancellation

30 i s succes#dmeérsprvicedssuesed. | f the cancell ati on cannot be executed a

can e pr oseag g 3 gty ssRl- SRR BHenpll bl GIRRE IR W e

Cancel | at i aironledpementsineludy n&eﬁlmsstﬂroéﬂb@ttﬁ@rckmmedgwmmmﬁsrﬁgﬁmgI f the
transact I on cgnot be identified, a negative Cancellation Request docurrent
wil I 1bhe geRERBEYG 5 Payment Obligation Transaction in the Buyer to Buyer'

Bank Modgg, Bﬁyty@bﬁﬁlloﬁmm& a&l%hﬂetatearaetan@nﬁaﬁtm Phié ValfdBforPdanQhket O buyer
bank rmdel occurs as fol and seller 108 interact through

sel l er's omldca eyrp}nmnemiy IitheB@y@attondéls; bwestosnkt HR2 willysandn negativeyat i on
0 et Vg el Pk AR B ARRE
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an o bl 'g alt I()Onnextegunso(?ll olf %{e p]é%ertnob@%%'s Qn?ct lO%%rrt]ayOsrcllll a quyéo%\i/' ?okbeu(g'exy\{ (§6hz\.ntdrt]oe
seller’s bank 104 advising that execution has taken place. A negative PayConf may be
produced where the clearing and settlement system fails to process the payment
transaction successfully. Seller’s bank 104 may send a PayConf to confirm that funds
have been successfully received from buyer’s bank 102.
20
Cancellation of a Payment Obligation Using the Four Corner Model
For payment obligations, the payment can be cancelled using the following four
corner model process or an out of band process that includes positive assent to the
cancellation by seller.
25 1. Buyer 106 and seller 108 arrange cancellation through seller’s systems.
2. At the point of purchase, seller 108 presents the cancellation form for completion by
buyer 106.
3. Buyer 106 signs the CancBuyerSignedData block. Note that the buyer role (internally or
through facilities provided through seller’s systems) may require a number of signatures
30 to cancel payment. Subsequent signatures may sign the data blocks set out above and

optionally sign previous BuyerSignature blocks.
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agreenent of seller 108. For a paynent obligation, the QbligationType
attribute of the bligation block is set to BUYER 15 Note that the buyer .
role may require a nunber of signatures to authorize paynment. Subsequent
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sign buyerSignature bl ocks already created. 4. Buyer 106 signs the
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30 pl ace s the vali all's, buyer's wll send
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106and advi sing that anmant has taken place. A negative PayConf may be
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paynent t Rapefddd H&&P&?E’ bahk 182 Paynent obligati ons generally cannot be
cancel | ed uél ng trﬁ%nﬁuyer 0 buyer's bank nodel. CERTIFI ED PAYMENT

OBLI GATI OSeNez3340k 164 Gl vatidate tirecdretientials presenthidrbyrbuyerlshank 02.i i ed paynent
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CePf® Acplof fbefhiluii®€ssage is substituted for PCb Acpt Conf. -
8. Seller’s bank 104 signs the cancellation message and sends it to buyer’s bank 102.
9. Buyer’s bank 102 checks buyer 106’s signature, the status of buyer 106’s certificate, and
the authority and rights assigned to buyer 106s certificate. For Payment Requests with
more than one signature, buyer’s bank 102 must ensure that the CancellationRequest
20 contains the correct authority.
If these checks fail, buyer’s bank 102 sends a negative Service Acknowledgement to
seller’s bank. If these checks are successful, buyer’s bank 102 will send a positive
Service Acknowledgement including an indication of which reference should be used for
customer service issues.

25 Seller’s bank 104 re-signs the service acknowledgement and sends it to seller 108. All
acknowledgements include a freshness proof of the acknowledging organizations signing
certificate.

10. Buyer’s bank 102 will then process the Cancellation Request. Buyer’s bank 102 may
send a positive CancellationConf to seller’s bank 104 and to buyer 106 if the cancellation

30 is successfully executed. If the cancellation cannot be executed a negative

CancellationConf will be generated. Where the Cancellation Request can be processed
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Certified Paynment Cbligation Transaction in the Four.Corner Mdel In the
four corner nodel, a certified paynent obligation transaction typically
occurs as (3'63#4945 ows. 1. Buyer 106 and seller 108 interact through

Ime

seller's on ystens. 2. At the point of purchase, sePFEPSU@#are

presents the paynent formfor conpletion by buyer. This includes the
requirement that a Certified Paﬁment obligation be put in place wth

sel | er. 20syschronpusly, the Can¢eljatio £# bprpeoiidadawith beiServikst e t hat t he buyer
role (inte I r ilities, provided throu seller's systens)
may requi r‘éagmlr'\v\,ueggée'?é%‘f ﬂs{?%trr\%'{sg‘%‘é)g c%wo?%{i{dﬁng}tﬁgea B%ﬁ%%&im ha}tmg Certified
Paynment OoReéquesdtidocumdnbeillbd gepetatednType attribute of the Ooligation bl ock
is set to BANK. 4. Optionally, seller 108 can check the signature of buyer
106. It is generally a strong 25 requirenent that in processing paynent

buyesr' s #&?ﬂknﬂ@glig’ﬁi&ndﬁ’aﬁ&mc}]ﬁﬁ ift e Bilyef 8 ﬂuﬂr’mmmﬁ 5. Seller 108

appends Sel |l erPrivat eDat a ere appropriate, signs e nessage and sends
the signed Acypisgeaymentobligation thansactidiia. thebuySetolbayerds trak imatilocetas ak s

sel |l er (')v§s signature, the status of seller 108 s certificate, and 30 the
authority and rights assigned to seller 108 s certificate. If these checks

fail, sdllBayes 10baidselér4 08 dnteactxhagidiees SdineisgRerpcknow edgenent to sel | er
108. 11Q xg 01/ 24082 PCT/ US00/ 24661 7. |f seller 108 has provided account

det ai | s & nBwyer 0§ regueststhepaymentpbligation digactly withibyygresthenk 182.0cks, seller's
bank 104 Wsh ks Jgg%ﬁ.,@ i . ' . wi |
append accou*etr ?g%%lgﬁ@yt&o hggﬁgggseﬁﬁéégﬁﬂfﬁﬁn@&? %I%él&.ﬁétéel ler's
bank 104 winkluding [prayisignefisdller 108 isracequonditails ahdindicatingethbtisydr 106 is he currency
of the transact,.on. ller's b 104 renove el l er PrivateData bl ock
fromthe n%%dggalgpg@cﬁglgﬁl%}mgaﬁeﬂﬂgiwy °‘6‘b?‘ﬁ§5ﬁ%fq"9£"d{1‘8’6t§ €to initiate a
chal | enge- igreenns 6f sellE198C Fordipayinicht obligidn, the TBlEatiGHISDE ey ofSRE | €7 S
banks own rjsk nodel. If so, seller's bank 104 will Sign a nessage that

consi sts o@b]ﬂ'3?§°!‘>3&?€ﬁis§lsf"tetﬁd¥]mch contains the SystenHeader and will
o180 kbl S A i A <, 2,1,
check t hat Subsequent signatuessanay sign the only the data blocks set out above or additionally sign .
buyerSignature blocks already created.
4. Buyer 106 signs the document and sends it to buyer’s bank.
5. Buyer’s bank 102 checks buyer 106’s signature, the status of buyer 106’s certificate, and
20 the authority and rights assigned to buyer 106’s certificate. For payment obligation
requests with more than one signature, buyer’s bank 102 must ensure that the request
contains the correct authority. .
If these checks fail, buyer’s bank 102 sends a negative Service Acknowledgement to .
buyer 106. If these checks are successful, buyer’s bank 102 will send a positive Service
25 Acknowledgement including an indication of which reference should be used for
customer service issues.
For payment obligations, buyer’s bank 102 will include an ObligationConf Block with the
ServiceAck that indicates buyer 106 has undertaken that obligation.
6. Buyer’s bank 102 validates account related details. Note that this validation can take
30 place synchronously. If the validation fails, buyer’s bank 102 will send a negative
PaylInstAck. Where account related details are validated synchronously, the PayInstAck
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I f the vali ... bu
negat i veCEBTII’EWD@AX@ﬂENWU% NMESPAGEFLRW,i | s are val i dat ed
synchr onousl B I s @trfﬁa;%%}! as the
Service Ackngwa?gég%%étﬁ?ﬁéﬁ\tﬂo Olfg%gé’g&%%[}? gh dgl/o g?%él? 12. U%@ks bank
102 1 | | sapiveacherslmessdge dlowt dsshowmin Fig. it exeentt ithat a CePQh dubt mgssagsis t he

Car 0 O il i cHPDB BB ab Y B Pl

ol i gationConf is sent frombuyer's bank 102 to seller's bank 104. If
buyer's bank 102 does not agree to the obligation, a negative 5 Obligation
Conf r eshertifiedPaymeng Obligation Kransactign jp the Four CoepgnMedel "ok 104. The
response shoup, ghdigusiipter %d&lb?c&ﬂﬂeﬁayﬁﬁﬁt dMpihtiofQahidifor Bbicaliflo&aft 9€ Sent
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1. Buyer 106 and seller 108 interact through seller’s online systems.

2. At the point of purchase, seller software presents the payment form for completion by
buyer. This includeé the requirement that a Certified Payment Obligation be put in place
with seller.

20 3. Buyer 106 signs buyerSignedData block. Note that the buyer role (internally or through
facilities provided through seller’s systems) may require a number of signatures to
authorize payment. For a Certified Payment Obligation, the ObligationType attribute of
the Obligation block is set to BANK.

4. Optionally, seller 108 can check the signature of buyer 106. It is generally a strong

25 requirement that in processing payment buyer’s bank 102 validates the certificate of buyer
106. ’

5. Seller 108 appends SellerPrivateData where appropriate, signs the message and sends the
signed message to seller’s bank 104.

6. Seller’s bank 104 checks seller 108’s signature, the status of seller 108’s certificate, and

30 the authority and rights assigned to seller 108’s certificate. If these checks fail, seller’s
bank 104 sends a negative Service Acknowledgement to seller 108.
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13. On execution of the paynent, buyer's bank 102 may send a PayConf to

‘buyer 106 and to 10 seller's bank 104 advising that execution has taken

pl ace. A negative PayConf may be produced where the cleari ng%%nd
sett| emerVO8Y208m fai|ls to process the payment transactCOPSYREYsstully.

-Seller's bank 104 may send a PayConf to confirmthat funds have been
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108" s cer {iif incRl& selRPE barlk W4 Brdiehtidly tindarped tnd validatedbydhd dogel | er 108’ s
certificate. If these checks fail, seller's 30 bank 104 sends a negative

Serdfi ce ABHYRsA bank E0Rwill checksibe credentigls of sellegs bauk 104, phesk thabit camproesssi onal | y
h t O AL | - '  f: HM WO

01 24082 BEPRORRPrAEIBidgTaNRaeE RRORAEH L AIBAR Aot dlebiblygh el 1T VO,
own ri sk walidleted cfedbhtinls of bogerks bhOld 1024 | | sign a nessage that consists of the
PayChal | whi ch i ng the Syst der d will j |l er

bank 104~ Seer 8 i 164 eni\efldet e soRfeosl rarerisdoddong snak FELIE B0er s bank
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process the paynent product being requested. Seller”s bank 104 will
val 1dat e addsingpfthefailugg. s presented by buyer's bank 102. If validation

fails, QGELI?Jr’IssoamM &21% d% Jans§§er¥gd sends it to buyer’s bank 102.

10. Buyer’s bank 102 checks buyer 106’s signature, the status of buyer 106’s certificate, and

the authority and rights assigned to buyer 106’s certificate. For payment requests with
more than one signature, buyer’s bank must ensure that the request contains the correct

20 authority.

If these checks fail, buyer’s bank 102 sends a negative Service Acknowledgement to
seller’s bank 104. If these checks are successful, buyer’s bank 102 will send a positive
Service Acknowledgement including an indication of which reference should be used for
customer service issues.

25 Seller’s bank 104 re-signs the service acknowledgement and sends it to seller 108. All
acknowledgements include a freshness proof of the acknowledging organizations signing
certificate.

11. Buyer’s bank 102 validates account related details. Note that this validation can take
place synchronously. If the validation fails, buyer’s bank 102 will send a negative

30 PayInstAck. Where account related details are validated synchronously, the PayInstAck

may be returned in the same document as the Service Acknowledgement.
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a Service Acknow edgenment to seller 108 advising of the failure. 8.
Seller's bank 104 signs the cancell ation nessage and sends it to buyer's
bank 102. 9. Buyer's bank 102 checks buyer 106's signature, the status of
buyer 106' WMr24682i cate, and 10 the authority and ri ght ecasssogmeeh t 0 buyer
106's certificate. For paynent requests with nore than one signature,
buyer's bank 102 nust ensure that the Cancell ati onRequest contains the

correct hority., LE L e checks,fail. . buyer’'s bank 102 sends a negative
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bayer 106 TeePerie Sty B eal o' fle HHLSTdhe ek BPUYFRE Ao o Sorie st Vqpgorousty™ T
cancel | at | Qith@S@VichRckoniae'h Afandial REiutiond syStems Slppaft saittnbusg | | be

generated. Were the Cancell ati on Request can be processed synchronously,
t he Cancel pepepanefisuchiskbe provi ded with the Service 25 Acknow edgenent .

If the t ' [ J i i t | equest
docunent Ty En OF 18 Pyl Uil e 102 b SR B CHYIG Sy 0B GEDS,
Buyel0 t 0 Bssiler’s bakal{i4 aldipisimg that exechtionthay taken plabely4 negative RéyConfimay be
certified paynment .oblj i Qn transaction 3Q. ically occurs as foll ows.
1" Buyer 1B witry (F ona ani R et Spses dels i PORess T RER s ot ens. 113
WO 01/ 2408 gaidaditddubceddtifyl SeflerSbunk 104 Biay sEHHEPdyTohf '8 cBAfTFPMA fakdd gati on
directly with buyer's bank 102. 3. Buyer 106 signs buyer Si gnedDat a bl ocks.

Buyer 106 Wrve begsysresstully sqceivedfipmibuyerisbank 482-udi ng provi si on of seller
108' s account details and indicating that buyer 106 is undertaking an
obligation to seller 108 to pay that can only be revoked with the 5
agr eEe n€Canxellatidn efia COBified Payment Obligntiop isingthe Fohi- GatnevModel he

ol i gationTy Hor %te}'t{ﬂeg lf’ta)er'\ment Obligations, the payment can be cancelled using the following
four corner model process or an out of band process that includes positive assent to the
cancellation by seller. _

1. Buyer 106 and seller 108 arrange cancellation through seller’s systems.

20 2. Atthe point of purchase, seller 108 presents the cancellation form for completion by
buyer 106.

3. Buyer 106 signs the CancBuyerSignedData blocks. Note that the buyer role (internally or
through facilities provided through seller’s systems) may require a number of signatures
to cancel payment. Subsequent signatures may sign the data blocks set out above and

25 optionally sign previous BuyerSignature blocks.

4. Optionally, seller 108 can check the signature of buyer 106.

5. Seller 108 sends the signed document to seller’s bank 104. _

6. Seller’s bank 104 checks seller 108’s signature, the status of selle;- 108’s certificate, and
the authority and rights assigned to seller 108’s certificate. If these checks fail, seller’s

30 bank 104 sends a negative Service Acknowledgement to seller 108.

7. Seller’s bank 104 may optionally choose to initiate a challenge-response transaction with
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in the Obligation elenent is set to the value BANK Note that the buyer
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buyer's bank 102 w il _ send a negative _PaylnstAck. Were account rel ated

det¥ | s athe wﬁwr%r@mg@gsﬁéﬂwﬁdabvxﬁr l%éwaﬁp%t%wayrﬁﬁy requesta Withned i n t he

same docu [ Acg%gg t he
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30 cleari and set t.l. nt, |s to, cess the ment t ransaction
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nodel . CONDI TI ONAL PAYMENTS
15 Service Acknowledgement including an indication of which reference should be used for

customer service issues. _

Seller’s bank 104 re-signs the service acknowledgement and sends it to seller 108. All
acknowledgements include a freshness proof of the acknowledging organizations signing
certificate.

20  10. Buyer’'s bank 102 will then process the Cancellation Request. Buyer’s bank 102 may
send a positive CancellationConf to seller’s bank 104 and to buyer 106 if the cancellation
is successfully executed. If the cancellation cannot be executed a negative
CancellationConf will be generated. Where the Cancellation Request can be processed
synchronously, the CancellationConf can be provided with the Service

25 Acknowledgement. If the transaction cannot be identified, a negative Cancellation

Request document will be generated.

Certified Payment Obligation Transaction in the Buyer to Buyer’s bank Model
In the buyer to buyer’s bank model, a certified payment obligation transaction
30 typically occurs as follows.

1. Buyer 106 and seller 108 interact through seller’s online systems.
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As indicated, conditions may be attached to all three paynent products
described 5 above to formthree conditional paynent products. Managenent
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di scharged, the instruction wll be exécuted. 4. The conditions may be
of f ebed byagresnhent othcBerdrOSeﬁomeetdidd;pamymrobnmons theObligationliype ottritie t wo

parts: the{-j‘g‘g“éﬁéh aéi%%nalte matr}t eqft uﬁ?h\héon (as defined by the 20

systen) an ‘ticular transaction. 6. Each

condi tion thehhaitlfeumwrel&tmwum mﬁﬂegaﬁﬂgrﬁniéyw duthierie)papmenti ce Provi der
- an authorlt who wll sign,to confirmthat the condition, has been

di schar ged: “bFP@en%ﬁm‘PEW‘?st‘?aan the only the data bloekssefaut gbove ogadditionally sigm t hat

entity, oOrpgrd; bgk;@*sal;gﬁ’ redtég)ani zations preferably inplenent
appropri ate control he authority to sign. The 25 TPSP shoul d be

i derlOi f |4edexprdﬂ6 B:gmsthedwumt andzsdniisdtto buyer’ S(hanldmz on nmanagenent remains

i ndepen n Val PSP.certif.l.cat e st be

i ncl udeg’e % ’fﬁr&c h?ﬂ‘étb?" r}gﬁ§§‘gf‘?6‘?ﬁ Ehﬁé& I9§ uyefﬂgg;fﬁgb}-& aﬂg?/e been
i ssued Wi t theauth6fifyiahd ﬁghtﬁaé%ignadt(ﬂblfydr 106§ dértifitafel Fi payent Sbligdtién TPSP shoul d
be able to performa certificate status check on the certificate 30

present ed Tsguestsavith mage thag one signature, puyer' gbank K2myshenspre that she requpst

Attachnent g, g@gs pﬁ,tﬂ?g, y the TPSP when di scharging the condition.

This 115 /246&% PCT ggO/ 24661 should not be processed by buyer bank
102 1But i nHithese checks fiaﬂebluemmMel@gemg negative Sgrwice Agknawisdgsment toAl |
attachment §uye1r' ?Og %% %ﬁ’a k%nceesu%cl:elssiﬁf) Bl(;)I(eg'Js%axﬁ( ﬂﬁ' v%ﬂ RNy aI gosgthre Service

Acknowledgement including an indication of which reference should be used for
customer service issues.
For payment obligations, buyer’s bank 102 will provide an ObligationConf Block that
20 indicates buyer 106 has undertaken that obligation. Where an institution can
synchronously process the obligation request, the ObligationConf may be included with
the ServiceAck. The ObligationConf should again be provided no later than at the end of
the next working day to the day on which the request was made.
6. Buyer’s bank 102 validates account related details. Note that this validation can take
25 place synchronously. If the validation fails, buyer’s bank 102 will send a negative
PayInstAck. Where account related details are validated synchronously, the PayInstAck
may be returned in the same document as the Service Acknowledgement.
7. On execution of the payment, buyer’s bank 102 may send a PayConf to buyer 106 and
advising that payment has taken place. A negative PayConf may be produced where the
30 clearing and settlement system fails to process the payment transaction successfully.

Certified Payment Obligations generally cannot be cancelled using the buyer to
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a paynent ("the condition set") have been di scharged. 11. The

-paynent -condition relationship is a one-to-many rel ati onshi p. One paynent
may 5 have a nunber of conditions that nust be net bef o at S
execut ed. We8H2%%3 ons do not apply to nore than a si nglg’ Sﬁ@ﬁéﬁ? 12. The
.rules for cancellation of conditional paynment products follow the rules for
cancel l ati on of the non-conditional products. The condition managenent

syst enpuyePouhitk Meddinformed if a conditional payment is cancelled. The TPSP
will receive a 10 nessage fromthe financial institution indicating that

t he conditions have been cancelled. Lifecycle of Conditions in Conditional

Paynen Pﬁﬁ \ id ecycle of the conditions is determ ned as
foll omb%@lgﬁffg el&éx@lgﬁfogns that attach to a paynent are agreed between
buyer 106 aAslimlidated;cohdBionsmay paattachéd tohatl tivey peymtenn ppdodteddsatibedThe st at us

of each condition and the condition,set prior to acceptance into the
con itP'EﬁYeﬁ‘é#?é@é'ﬁ‘EﬁFm@'é@@ aysal prpductsne g uested. 2. In the four corner

nodel , the conditions are signed by buyer 106 and resigned by seller 108.
In the buyer to buyer's bank nodel, buyer 106 provides details of the 20
condi t Management of itions iu Copditiops) Payments | er' s bank 104 | ogs the

condi tions . | dae el 1R 4 | tions that
attach to ahgoﬁhek%igrgégﬁfg}ggé%ﬁﬁé P%%e%ggjﬁc ) on%’%’égﬂéen%gap&g)%@s tem at

buyer' betpearktht @Ratién and amagerhem bSednditioas Andishligarotis. Ina geferedit ed and sent to
seller's bank 1Q4 r to 25 huyer_ 106 in the huyer, to buyer's hank nodel)
conPir ﬁﬂ‘?@‘%{‘ﬁ&‘p SFH&?%H& sfquaa eﬁ%sefpfs'?w e oficApditipinipich PAYMGRHASBICEARS Syst em
(TSS). aﬂ_ﬁl . Status of the conditions is: Inconplete. 6. The Condition

Managenent System inforns the Third Party Service Provider (TPSP) that the
condi ti onk Afltcouditions wilkintiabnbedefined by 8 payramntsrgroupmandirdlished gendeatiy. an updat e

nmessage to th L& .em t he status of any one

of the condi pﬁ%t(ﬁ:%ggﬁ‘ ggﬁ"e“gﬁ{bg‘%?%q%%ﬁ%gﬁﬁm&% %’vﬁn‘#gﬁ‘%teﬁégm’fle WO 01/ 24082

PCT/ US00/ 24 §hd conliitions afe manpai B Tiuged BérvicSappliey C0SB)i t i on docunent is used

to inform al| rties in '
l|5 3. The air i’arty IService Provider will discharge the condition - signing a statement

with a system token that the condition has been met. Once the conditions which
attach to a payment have been discharged, the instruction will be executed.

4. The conditions may be offered by seller 108 or entered by buyer 106.

5. The condition has two parts: the generic statement of the condition (as defined by the

20 system) and details that pertain to the particular transaction.,

6. Each condition within a payment must be assigned a Third Party Service Provider —
an authority who will sign to confirm that the condition has been discharged. The
authority may be a corporate entity, a group within that entity, or an individual. TSPS
organizations preferably implement appropriate control on the authority to sign. The

25 TPSP should be identified by at least an email address.

7. Condition management remains independent of the transaction.

8. Validation of TPSP certificate must be included in processing the response from the
TPSP. The TPSP may have been issued with a certificate by a third party institution.

9. The TPSP should be able to perform a certificate status check on the certificate

30 presented by the financial institution with his institution.
10. Attachments can be attached by the TPSP when discharging the condition. This
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the transaction of a change in status of the condition. 8. The status of
any condition attached to a paynent, once signed off, is: D scharged. Once-
all conditions have been di scharged, the ConditionSet has the status

Di schar gedWO®@/2982Any attachnents assigned to a conditi orrcarusdirsbiar ge by a
TPSP shoul d not be forwarded to seller 108 until all conditions have been

di scharged and the paynent instruction released. 10. Each condition has an

expiry date. WWere Condi ti,on,expires,  .t.he. ditipnSet nnot . be

di schar ged aﬁgg@ﬂgﬂfbcf pﬁgceﬁ%?f‘%g&“ﬁ'g:ba%qurbé'g?"%ﬁg?’gg}'tﬁﬁﬁ‘fil“%ﬁgmhg’nt 10
shoul d be serduyél06hsysam! iAll fathbentsaré Rwhrdedselali@BndiGorsWiéH Bpplyad t hat
the condition has ex‘{})liFred. 11. Where a conditional paynent is cancelled,

al | condi t i orfsPaymgnt (Gthe sendition set”) hgvedgen dischargedr ked as” cancel | ed. The TPSP
shoul d be ijinf i : igii {4 HARD W %% j el ds
set to: Carlui:]'e eﬁﬁ“ﬁ%&?@g g@?ﬁ#é\ggg‘g%tlon?lﬁtn 'gél)lt‘el%g{e%gé)lrrents I n
addi t5 on, t hehakoh hanber®f conditions thet mustibeymed beforerpayinentis exeested.rCpnditions

condi ti onal r{iObl i ga if)ns i Me. esent invention: 1. Obligations should be
accepted eve W’Ptg@h% Qpgsdhanasingls BAYRER- 20 2. Conditions shoul d not be
regi st er ed 19"l rufe§ for @R ceDR{onf chBRicAS Ay meAH prédiicBdollsw ieesies fok | Y. Where an
obligation is refused, a negative ConditionSet UpConf should be sent to

buyer 106 (i rFapesdationafithe ppngopditional praductso Bk gongdition snanagement systsank 104 (i n

t he four cor 3 r.SHl | i ' e
transferred Eﬁ{’?‘?“?ﬁl?%%eﬁdf%%ﬁgwﬁg\%%%‘gﬁé ca%ﬁel%lﬁ.sc g?‘ég%?’ﬁﬁ& Qﬁ%%he

condl@ i ons exmessagedronathe finamiad linstithtion ivddicatihg that the norditivmg baserbtieed unct i on nust
be inforned to 6} ease the limt reserved against that conditional
payment. CONBR L PAYMENT ORDER MESSAGE FLOWN 30 In a preferred

enbodi nent, nuch of the nessage flow for the conditional paynment order
product is the sane _as for the paynent order product descri bed above except

that a hifecygleofCopdigions inGonditiena) Payments:

Preferably, the lifecycle of the conditions is determined as follows:

15 1. The conditions that attach to a payment are agreed between buyer 106 and seller 108
as part of the payment negotiation. The status of each condition and the condition set
prior to acceptance into the condition management system (TSS) is: Requested.

2. In the four corner model, the conditions are signed by buyer 106 and resigned by
seller 108. In the buyer to buyer’s bank model, buyer 106 provides details of the

20 conditions that apply to seller 108.

3. Seller’s bank 104 logs the conditions locally before processing the document.

4. The conditions that attach to a payment are lodged in the Condition Management
System at buyer’s bank 102. '

5. A ConditionSetUpConf document is generated and sent to seller’s bank 104 (or to

25 buyer 106 in the buyer to buyer’s bank model) confirming that the conditions exist in
the Condition Management System (TSS). The Status of the conditions is:
Incomplete.

6. The Condition Management System informs the Third Party Service Provider (TPSP)
that the conditions attached to the payment exist.

30 7. The TPSP may send an update message to the Condition Management System to
update the status of any one of the conditions attached to the payment of which the
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CPOr Inst is substituted for a POr Inst in nessage 1 of Fig. 6. Additional
processes, however, are added to subject execution of the paynent order to
occurrence of a condition. Conditions are preferably set by a TSS and nust
be net by ¥®MBA8pre TPSPs before payment is made. One Ra6l of
these additional processes is shown in Fig. S. 5 The condition details may
be supplied to the TSS by buyer's bank 102. In this case, the TSS may

i nf or m buyer Tpsp3ussibhed . The PAGCohdition dreuedtiis (R tGmfdrhvdll pistiarins  bank
102 may respond accordingly. Alternatively, buyer's bank 102 nmay act as the

TSS. Tur ni ngthedramsastiog of 4 ehangs instates of thegonditionnp| i er creates a condition
o ! Pp! es. t t
advi ce Tesgadfe CAGR of;l;?,béyoﬁdﬁioﬂgeaeﬁ%% SHRRC Ghdcl e o CRODIsLigblAL MUS

be net by party service e a paynent cCan be
execut ed. Th®rce ai tardlithans havechesn pisthaeged] the CondiginsSdt has the statis Dissharged.i ce

Teesage | Dol ot nHd e cobEyoLon GrBEE A TSP PRORSRLA ho |

condi tion adGardedito 4ke Pl Al ¥onditins hh@Sheeh ARcKIRSIAAE tiRYPAyAEAt t he
validity of certificate and signature, and authority of the signer. The 15

third party destpedenselepsedi er then creates a service acknow edgment message

wth the resuabe c@Jdi:L&q%?%xg%@g %ate.T(*}ﬁhésrghggnﬁ@x{égpﬁﬁiéﬁ{e‘&nﬁft@}%ger then

signs the servicée ackno t an rusted service
supplier as shaw be disclesged@ed shonld be igarked as: Expied. AlRayCoditidrydecamentc e

provi der creaje condi tion .update ssage.to informthe trusted. service
suppld er of éhe'fsll’rsf’ é‘c"%ﬁpé‘?%"“f’ anis in Sﬁﬁ?sg?tlﬂ?‘f’mr};ﬁ“? M‘ﬁﬁ%@é‘g&mme
third 20 panfyegfifedi ce provider signs the nmessage and sends it to the

trusted service supplier as shown in nmessage 3 of Fig. 8. It should be

not ed t hat 1haNWhérglasonditienabpaymenbigesnagted, Bl corditiorisdhat atiach to a paymetitateon. The
trusted service,s l.ie ' L& f

acoopt abi 11 1y ifteh@lied TP aBuiFIbbRR HREH iy FESARAF sociiment

certificate anithalhStatusdiekls sétao: Guiidellddle aut hority 25 of the signer. The
trusted service supplier then creates a service acknow edgnent (see Table 9
abovb? with the results of these checks. The trusted service supplier then

SI gns anguRe tdverdi cﬁﬁamhmm&mmﬂﬂgmnﬁo the third party service
4 of Fig

supplier as shown I'nh nessage . . The third party service provider
creates a congiadditiondbefollowingonlesprefenahly gowen thaiprasessing cfoonditbora) i n or der
to i nfornglthte trrusted ser.vice supplier of a fulfillnment of the condition
pr ocess, Ooligations in the presént invention:
1. Obligations should be accepted even if conditions are attached.
20 2. Conditions should not be registered until the obligation has been registered
successfully. Where an obligation is refused, a negative ConditionSetUpConf should
be sent to buyer 106 (in the buyer to buyer’s bank model) or to seller’s bank 104 (in
the four corner model).
3. The ownership of an obligation cannot be transferred until the conditions have been
25 discharged. |
4. If the conditions expire or are cancelled, the Obligation Management function must be

informed to release the limit reserved against that conditional payment.

CONDITIONAL PAYMENT ORDER MESSAGE FLOW
30 In a preferred embodiment, much of the message flow for the conditional payment

order product is the same as for the payment order product described above except that a
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118 ~'" WD 01/ 24082 PCT/ US00/ 24661 This nmessage may be either positive or
negative. The third party service provider signs the nessage and sends it
to the trusted service supplier as shown in nmessage 5 of Fig. 8. The
trusted swowir@ssupplier reviews the conditional decl ar #crwsoomsaage for
acceptability, and verifies the nessage syntax, the validity of the
certificate and signature, and 5 the authority of the signer. The trusted

servic ILer t hen,create servic nessa see Table 9
above) CRCLTR pesubisdiips B 5POETad in Brsagedt Siie & AR mebGesteachontiah | o

Si gNS bRGI& ¥ sﬁBjeét“ekEBih‘ﬂb@dﬂtﬁE B&yrﬁé?n@oﬁ@%%céﬂrr&xéb m%ohathbﬁ Oauditiorzer Vi ce
provi der as shown in ness of Fig. S. 10 CONDI TI ONAL PAYMENT OBLI GATI ON
MVESSAGEremrefovably sat by &T8$ mstg)mmg mehbmne onmedie SPSPhkefore pavrment isroedef or t he

condit ane as for the paynent
obli galtdl?lg% g@%‘gﬁg&&h&gg@g&@%@p?‘g ?%gfghgﬁdé’?%'?hst IS substituted for a
PQb5I nst i nTheeadgmnlietaﬂs iag be i’uppneﬂiiotth@'ﬁ&’s by bmyee’s bak 1020 duvhistase,ar e added
to subje execy of t o] at|0"| to occyrrence of a 15

Conal ¢ M SRR O ey ok IBE s p condigypat Rerrumdt o et B0 s BB upp! i e
and mugp Hﬁy%borwaccaa&g@r ARatibely sl aags%kaemaf;%c%%ﬁﬁs before
paynment is made. In a preferred enhbodinent, the condition process nay be
the same as Tumng taFig 8 e trustedseevicesupphisrsteates o condition #ivige nssage (®ERTI FI ED
CONDI T Tl odi nent, the
certifie ?@Ewwg%ga%e %gﬁld'%{ﬁééﬁu@b%e B%?‘ e%% Sarr#psg‘g@&?he sane
nmed@ag prdvid;wbefotel d mmennan be mumdmm tnlmtetdtsendmrsdpplieﬁ theh sigayient

obl i gat i op.above (Wt h th condition propcess. included), except
Chat *acombigh satise estage BEoends L inBF Trngefy povice pRYRET & haN e, Acp!
Conf Mpssegesi s substltut ed for 25 CPCb Acpt Conf. As described in detail
above, message formats preferably adhere to open standards to ensure

conpati bi | i tl"ge thind pady seavico suppliraevielws mesomt@rtadenéorgllccﬂmbllﬂnmnﬁes)f t he

o dor 03 S hpa dbe AP ool B st e iR MRS 351 2082

PCT5 UStlifddsant§ kervice supplier then creates a service acknowledgment message with the results of

these checks. The third party service provider then signs the service acknowledgment and
sends it to the trusted service supplier as shown in message 2 of Fig. 8.
The third party service provider creates a condition update message to inform the
trusted service supplier of a completed step in the condition fulfillment process. The third
20  party service provider signs the message and sends it to the trusted service supplier as shown

in message 3 of Fig. 8. It should be noted that multiple update messages may be sent for each

condition.
The trusted service supplier reviews the condition update message for acceptability,
verifies the message syntax, the validity of the certificate and the signature, and the authority
25 of the signer. The trusted service supplier then creates a service acknowledgment (see Table
9 above) with the results of these checks. The trusted service supplier then signs and sends
the service acknowledgment to the third party service supplier as shown in message 4 of Fig.
8.

The third party service provider creates a condition declaration message (see Table 16

30 above) in order to inform the trusted service supplier of a fulfillment of the condition process.
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Al so preferably, paynent transactions are date and tine stanped by each of
‘the parties involved in the paynent system In a preferred enbodi nent, tine
stanps are based on Universal Time Code (U. T.C.) format, and produced by a
third parVPOR#8 ed time server. In a preferred enbodi mBfI/USIPPA6EL y nent

-rel ated nessages are secured through the use 5 of certificates issued from
trusted certification authorities. In a preferred enbodi nent, these
certifiggg ﬁx_%sﬁﬁ@muf 8éeftifRr %ﬁi&@dr'xﬁgaﬁv@ﬁrﬂﬁﬁmy sePRAMIrEVinet sigas aRoe
authentication, integrity, and non-repudiation. In a preferred enbodi nent,
t he corméssagatandsendy it e thg tusted serviea suppheras shoawmomesss Figdties in the

paynents sy L |0t al L fa: bQ0: ed from10 .
unaut hori zeﬁggg%\tg%g%g%@fgﬁggn g‘flg gitgtc?ljédgé a%!agﬁon?{xérﬁé%?ﬁrt is preferably
enpl oy edeeptibilitg, andSenifies/thelinBssagesyatap) thé ealiditgt of theaeitifieate and kignavure sandt
paynents system provj des_conprehensive error handling. which preferably
cpvér s theauthosity Bgﬁhﬁélg&?fegg‘? %&é@_@?@lte&}wgﬂe&feééis IGdi ng but not_
limtedg WERARBEm KAk See TEHICAE0NE) SR TEuebf thechbAR! THE ReMed cati on,

message 13 ta such as incorrect bank identification codes, and paynent
aut hor i seevi¢esnppliee sigos)the sgrwise Atknowledgment and s¢nd itrtg the third) partyt semiceed t o
failing ta,neet, set. condi ti.ons.: @and paynment systens infrastructure errors
i ncl ud%ﬁ&wg?ftasﬁ}b‘f R §%°t6o°q??%§sm ssion problens and tine-out problens.
In a preferred enbodi ment, all paynment initiation nessages are idenpotent.

For 20 _exanpl e, when a paynent order instruction is sent and no service
ackiow CONMITIONAL PAYMENY QRLIGATION MESSAGE REOW | i t, the payment
order instr qﬁ%??éfemen%dﬁﬁ%rt, St of the M@s&{k@'ffovﬁ@?th'e%%]@%&l dat ent  of

this message acCting upon this request nessage tw ce. Ile the system
of t he gqhligatiomtproductistthesameras fanthdpaymentobligation descrihed ahenei exceppthatessi ng of

oknow CHOETBRE S RRSERF ROY m H hefal (omECY ARGl PRgd 00" ©° %°
manage nggwevely ale@idied to sEtjedi 2stiOnofthe payireny bblipation/®i seCurrdndXofend ot her

tel gzhony services; or SM5, WAP and other nobile services. Wile the
i nvknt i eandiies. Gerditionsses prstsrrbly,set by the drustsd servics sunplies andmustbometidnt s, it is

evi dent 8L BRI v ' , yations will be
S bpar ongie g ot (i Aty BeryiEé BRVIdR et yrichifts npld®, 1A fheldgtol | 01
descr i pemizmlimentAhe condition process may be the same as that described above in connection

with Fig. 8.

20 CERTIFIED CONDITIONAL PAYMENT OBLIGATION MESSAGE FLOW
In a preferred embodiment, the certified conditional payment obligation product may
employ the same message flow outlined in connection with the conditional payment
obligation above (with the additional condition process included), except that a CePOb Inst
message is substituted for CPOb Inst and a CePOb Acpt Conf message is substituted for
25 CPOb Acpt Conf.

As described in detail above, message formats preferably adhere to open standards to
ensure compatibility across national boundaries due to the global nature of the payments
system. For example, the use of multi-byte character sets in order to accommodate different

30 languages is preferred.
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i WO 01/24082 PCTI USOQ 24661 WHAT IS CLAIMEDIS: 1111121121 1211212 "I11
(11" 1 11l L sS1. Anmethod of providing paynent services in a
four-corner nodel, the four- comer nodel conprising a plurality of entities
i ncludi ngwoogmbsentity, a first participant, a 5 seconeCYfEsR#6pant, a
first custoner, and a second customer, the first custonmer being a custoner -
of the first participant, the second custoner being a custoner of the

second participant, each entity being provided with a digital certificate
and an associAdtodquefprablyapaymeay trarispationsrre Hatg apd tispe stempgd by eachof thet cust oner
conpl eting. a. . ' i Lot RRYYIEAlon 10

I nstr uctpf‘gﬁg'sn%élg’?é &nﬁﬁggﬁe&g?ﬁ%ﬁ é'g?é%?{?g e]?llﬁrr’&s#@%ﬂﬂg?lgﬁgpﬁ gl gni ng otnhe
payment UrigdrsaliTimeOode (ULT.CL)Soxmust,aat erddesed byracthird paty twusteddine setveansmi t ti ng

t he paynent instryction to the second custpner; the second custoner
conpl eti ng al%épﬁegﬁ"eg eW&P&Wﬂt'Gﬁ P?w%%eﬁs?%ﬂf?ﬁéf?%ﬁ“%‘{“ﬁ@ &¢ond
cust GeryrehbiREd ibdied RewRidtedicatifitatiohiagihomiidsDIn d Srefefred &thBodifiprit, théset he
second custoner transmtting the paynment jnstruction to the second
parti ci martificates 4re useddo diiteHy sige messagescprapidingimessage suthentication, integrifhnt
portion of, the ﬁ&%ﬁg{nt instruction; the second participant signing the
paynent ﬁnﬂgf’?'fﬁ? Wth its private key; the second partici pant

transm tting Ih b prefssedenibodinsnt, teet donfidentialith of all inférmation exchanged betwen t he

first participant executing the, pa nt, i nstruct.ion on th aynent date. 2.
The net [RFEHesin e ppyppents ?Xﬁ@g'e‘ﬁ H‘al"ﬁ‘t‘xeg;‘?hélm 1 tf?fg’tai‘ﬁ’& Bi pﬁe?tgfgg'k} aynent order
| ”StfdJCtanﬁtho&ig%cceIJJ EndF bl oAt leadta8bit str&l’(gﬁ{i%ipfbf&rhﬁ?r eI, ukigt r ucti on

c

is a paynment obligation“instruction. 4. The nmethod o aim1, wherein the
paynment SSlgB/IESi on is a conditional paynent order instruction. 30 121

In a preferred embodiment, the present payments system provides comprehensive

error handling which preferably covers the following areas: message related errors including
but not limited to message syntax, message signature verification/authentication, message
15 data such as incorrect bank identification codes, and payment authorization; message specific
errors including but not limited to failing to meet set conditions; and payment systems
infrastructure errors including but not limited to transmission problems and time-out
problems.
In a preferred embodiment, all payment initiation messages are idempotent. For
20 example, when a payment order instruction is sent and no service acknowledgment is
received within a specified time limit, the payment order instruction may be sent again,
without the intended recipient of this message acting upon this request message twice.
Also, while the system of the present invention preferably includes the automatic
processing of ackhowledgements as described, participants may also choose to provide
25  acknowledgements through many channels, such as: traditional cash management systems;
web-based banking services; voice, fax and other telephony services; or SMS, WAP and other
mobile services.
While the invention has been described in connection with specific embodiments, it is
evident that numerous alternatives, modifications, and variations will be apparent to those

30 skilled in the art in light of the foregoing description.
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The nmethod of claim1l, wherein the paynent instruction is a conditional
paynent oteé,'gﬁi"{nﬁn i nstruction. 6. The nethod of claim 11) wherein the
payment instruction is a certified payment 5 obligati onPFHYSORMe6oNn. 7.
The met hod of claim 1, wherein the paynent instructioni-s—a-eerti-fied
condi ti onal paynent obligation instruction. 10 8. T Lt M |
wher ei n t he WHAS! ISOEATMED IStecut es a contract wit Amﬂm"mimmmm , ci pant
defining roles and responsibilities in connection wh paynent services. 9.
The met hod of claim 1l wherein the second custoner executes a contract with
the second parti ol aRbd SMrbViliAG phthé seftes BPBRSLdhdrinddep tleTofi@NNeCt i on
wi th paynent services. 15 10. K met hod of providing paymént services, the
met hod comepmiodelegmprising p glunality ofenities inclulding apbotreatifyt ¥ first partivipent; a

I NSt u , | nstrunment havi n sspci ated therewith a paynent
insisr ucrE? ‘l%gﬁ;paﬁﬁ%ﬁgﬁ?&g#&%?h@%ﬁgcﬁd ﬁ‘@“‘%&?‘ﬁeﬁf‘ ‘ﬁ“ﬁ‘em%{’]@m &: 20 the
buyer auspe: bfithe fifst pticibar, thé sezbnd€listonR béihg h BEstd1AIR Me sebsildr UCt i on
nmessage associated with the paynent instrunment chosen by the buyer, the

pay mentPartireRant, sachsatity hetng previdedwith § digitaleepificateand amassociatad pivate keys ust oner
si gni nghg_&gﬂ,ga)é&ﬁmsiﬁégstruct I on nmessage with a private key corresponding
to a digital certificate of the buyer; 25 the signed paynent instrunent

bei ng r ecei kefitsicustomenrompleingzeiniyes partion ofje paymeptipstertion,thé payeienon on t he

paygent; & .~ Th f. claim 10, wherein the sel ected paynent
i nslgﬁfuﬁ%‘%ﬁ%né’jwﬁrﬁ%%?’gﬁ?’ 30 122 WO 01/24082 1 111 reerer el
1111 11 11} thePSst duStoRle? igfihg theWaPmdat insthetisiohiv s privatd iy 10, wherein the

sel ected payﬁrept i nstrunment is a . .
the first customer transmitting the payment instruction to the second customer;

the second customer completing a seller’s portion of the payment instruction;
the second customer signing the payment instruction with its private key;
15 the second customer transmitting the payment instruction to the second participant;
the second participant completing a second participant portion of the payment
instruction;
the second participant signing the payment instruction with its private key;

the second participant transmitting the payment instruction to the first participant;

20 the first participant executing the payment instruction on the payment date.
2, The method of claim 1, wherein the payment instruction is a payment order
instruction.
25 3. The method of claim 1, wherein the payment instruction is a payment
obligation instruction.
4, The method of claim 1, wherein the payment instruction is a conditional

payment order instruction.
30

121



paynment obligation. 13. The method of claim 10, wherein the sel ected
paynment instrunment is a 5 conditiomat—paynent order. 14. The net hod of

claim 10, wherein the sel ecm II unent is a conditional paynent
obl i gati onWOl'UIZ!(BZ The nmeth Hmﬁmmmv"l gﬁl erein the salcrmises24s6ty ment
instrument is a certified payn%nt ol i C]atT on. 16. The nethod of claim 10,
wherein the sel ected payrrent i nstrunent is a certified conditional paynent

obligation. 15 17.. The d. 0 | ai,m,10, re| n the nt jnstrunment

i s negoti abl € 18“&"\‘?@9 !)’r‘?cﬁl'\‘ffﬂgh\j r‘ﬂ“@%‘f‘\ﬂ‘ﬁgg'ﬁf“’é’aiouyer to
parti ci %phemmﬁﬁganohbﬁuuam,el conprising a pI urality of entities including
a participant and a custoner, the custoner 20 being a custoner of the

participant, each entity being provided with a digital certificate and an

associ ated prg vat §pkg¥moli B?clgﬁr; h%e?&me [pg*rﬂéht idsBfictidn” 1§L c&Hﬁ&P Eﬁent

conpl eting a buyer”"s portion o paymen nstructi on,

i nst 1Suctablipatiopdnstiugiiony a paynent date the first custoner S|gn|ng t he
paynent instruction with its private key; 25 the first customner
transmtting the payment instruction to the participant the participant

conpl eting a7part iTkk Rdthod BPEIRIN® 1, viHerdif the DAyl instristionys b t&tified t he
participant signing the paynent instruction with its private key; the

parti ci penditi D@Kmmo‘?lmﬂ%mtwpnstructlon on the paynent date. 30 19. A
met hod of providing paynent services in a direct debit nodel, the direct-
debit nodel conprising a plurality of entities including a parti ci pant, a
first0 cust oms, aﬂ‘tiemeﬂxbﬂ@f&lﬁnﬁ)lhﬂx&ﬁ&ﬂh@ﬁﬁttﬁﬁﬂ&éﬁﬁi&samtwmlsﬂmrrer, t he
second c stomer bei sto r articjpant, each entity being

ot o1 de di3A REipa g {87 9 Fengpaibilcs B FOLRsCbs Witk BT SUeRDy .t he

met hod conprising: the flrst custoner conpleting a buyer's portion of a
paynent instruction, the paynent instruction specifying a paynent date; 5
the first cu$ oneﬂhsmgmoﬁgf@ln@ b aharsit the spsond eustogier xechites @ sonwaptmitle key:

the second participant defining roles and responsibilities in connection with payment services.
15
10. A method of providing payment services, the method comprising:
providing a buyer with a plurality of payment instruments, each payment instrument
having associated therewith a payment instruction;
the buyer choosing one of the payment instruments;

20 the buyer completing at least a first portion of the payment instruction message
associated with the payment instrument chosen by the buyer, the payment instruction
message specifying a payment date;

the first customer signing the payment instruction message with a private key
corresponding to a digital certificate of the buyer;

25 the signed payment instrument being received by a bank;

the bank executing the payment instruction on the payment date.

11.  The method of claim 10, wherein the selected payment instrument is a

payment order.
30

122



the first custoner transmtting the.paynment instruction to the second

tustoner; the second custo conpleting a seller's portion of the paynent
instruction; the second CUFE mi,.Fu tﬂmume paynment instruction with its
private K¥P0124082s0c0ond cus | | g the paynefCHY 9486 i on to
the participant; 10 the participant conpl éting a participant portion of
the paynent instruction; the participant signing the paynent instruction
with its prizat eTkemethoh of §laind 10;iwharein thy ecledtedpaytrent instyuament isianst r uct i on on

the paynent date. 15 111112112121212200000 111ijp Ulli! CL M 124
payment obligation.

13.  The method of claim 10, wherein the selected payment instrument is a

5 conditional payment order.

14.  The method of claim 10, wherein the selected payment instrument is a

conditional payment obligation.

10 15.  The method of claim 10, whereip the selected payment instrument is a
certified payment obligation.

16.  The method of claim 10, wherein the selected payment instrumentisa
certified conditional payment obligation.

15

17.  The method of claim 10, wherein the payment instrument is negotiable.

18. A method of providing payment services in a buyer to participant model, the
model comprising a plurality of entities including a participant and a customer, the customer
20  being a customer of the participant, each entity being provided with a digital certificate and
an associated private key, the method éomprising: _
the first customer completing a buyer’s portion of a payment instruction, the payment
instruction specifying a payment date;
the first customer signing the payment instruction with its private key;
25 the first customer transmitting the payment instruction to the participant
the participant completing a participant portion of the payment instruction;
the participant signing the payment instruction with its private key;

the participant executing the payment instruction on the payment date.

30 19. A method of providing payment services in a direct debit model, the direct-

debit model comprising a plurality of entities including a participant, a first customer, and a
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second customer, the second customer being a customer of the participant, each entity being
provided with a digital certificate and an associated private key, the method comprising:
the first customer completing a buyer’s portion of a payment instruction, the payment
instruction specifying a payment date;
5 the first customer signing the payment instruction with its private key;
the first customer transmitting the payment instruction to the second customer;
the second customer completing a seller’s portion of the payment instruction;
the second customer signing the payment instruction with its private key;
the second customer transmitting the payment instruction to the participant;
10 the participant completing a participant portion of the payment instruction;
the participant signing the payment instruction with its private key;

the participant executing the payment instruction on the payment date.
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