WO 2011/ 057672PCT/ EP2009/ 065161 1 SERVI CE EVENT TRI GGER TECHNI CAL FI ELD
This invention relates to a service event trigger, and nore particularly to
a servi cewbavanis7éei gger for all owi ng nodification of tRreT@Pad00WY516f
Service paraneters for a user session based on changes in the session.
BACKGROUND In the core network of a ITDbII | e conmuni cati ons networ Kk,
resources nust be provided 10for transmtting data between two users, and

the resources that are provided determ ne the Quality of Service
exper i encemw_imia network as defined by the ETSI 3rd
Generation Partnership Project (3GPP), there are defined a Policy and

Charging Rule Function (PCRF), a Policy and Chargi ng Enforcenent Function
( PCEF) , anm&f_éﬁbéc FELHce point |ying between the PCRF and the PCEF. As

defined in T%@Dﬁ)vemoﬂ@&eﬁ@a sérﬁ%e@@eﬁtqﬁ%] &Ry rﬂQl’erﬁarilc‘illehl 96 afs@Fvice

provi si oning and renoval of Pol |cg ?x Control (PCC) rules from
t he PCRE t §VeMdrigasrforaiawingénqdificaien aisthe RUSHtYIF &enice RArARBieEs8hR ST om t he

PCEF to theefGhibasHausm Chtahge@ﬁ th&€k&spymce poi nt can be used for charging
control, policy control both. 20In the case of a network as defined in

t he SGPP t he PCEF can be i npl enented in a Gateway GPRS Support Node
(GGSN) , an(BAéKGRdUwvn for a GGSN to be able to support Deep Packet
| nspecti on TDP)techno whi ch all ows the node to perform packet
i nspect i on K W& O?t&’@rkCQfe?s@P?'lec‘é’t”irﬁlﬁ"@ﬂi'oﬂﬁ@ewka rROYIEERNYSh BF BFPYiIdeSugh.

More spgci ff(brCIr'%lnlsMittlﬁq:dfﬂé%bﬁ&e%nqwg u§é@5§ﬁaﬂh§¢e§tﬁ%SQhﬂgaré Qr@Id%@@%téBMrn%d tree
of rules so that are assigned to a particular service sessio

However , t Hee RHaA °D§%VV'6P em“qné% RbiEdipern InReedtsk agsleldnerbly “QPIEJ\)@' any

differenti akd @@nélfatlémﬁaﬁt%ryhlﬁ@ré]@é‘t‘%ﬁbpﬁ% e SR Hdiped &l Fastiey Bh&@ha@mg 30
SUMMARY Accordin a St aspec resent i nvention ere is

th
provi ded a Rotg FW“Q%&P%E} gi Pr&HCBEﬁ'N)PB@WﬁWtEWﬁQWPBF‘F%H@‘ (RSER, and a Gx

tel ecommmr@@Féne@%omﬂryw@rdétw@émewmanoathwoemeAé défnkbin 9ePecipr, for
performng service traffic detection during a session; a 35processor, for

det ect i'Ag 2R 1&dBELPniefrsaneRantdeuasar PoYAIoNing/ANd dpmowa ol Pelisyands £ i ¢
Charging Control (PCC) rules from the PCRF to the PCEF and the transmission of

traffic plane events from the PCEF to the PCRF. Thus, the Gx reference point can be

used for charging control, policy control or both.

20 Inthe case of a network as defined in the 3GPP, the PCEF can be implemented in a
Gateway GPRS Support Node (GGSN), and it is known for a GGSN to be able to
support Deep Packet Inspection (DPI) technology, which allows the node to perform
packet inspection and service classification on the data passing therethrough. More
specifically, IP packets are classified according to a configured tree of rules so that

25 they are assigned to a particular service session.

However, the known use of DPI technology in the GGSN does not allow any

differentiation of the service based on the service classification.
30 SUMMARY

According to a first aspect of the present invention, there is provided a Policy and
Charging Enforcement Function node for a telecommunications network, comprising: a
service traffic detector, for performing service traffic detection during a session; a

35  processor, for detecting a predetermined service condition from said service traffic

detection; and an interface, for notifying a Policy and Charging Rule Function of the



detection; and an interface, for notifying a Policy and Charging Rule
Function of the WD 2011/057672PCT/ EP2009/ 065161 2 detected service

condi t i orwbyonmang2of a service event defined in an EveRCT/RP2@YO6516VP over
a & reference point. This has the advantage that the Policy and Charging
Rul e Function is able to install 5sui talg e Policy and Charging Control
rules, for exanple to allow a desired Qiality of Service to be achieved for
the detected service condition. In one enbodinment, the interface is further
adapt ed t o dfipciadyserties eRfIditiop byHeeams A gissryisupenHigiEer dhamkeeHdrionsle
detected seid &RraBdididrefcd Soi. Service start or a service stop 10by nmeans
of a service start-stop AVP over the Gx reference point. This allows the
Policy and Charging Rule Function to install suitable Policy and Charging

Control rultes viaRe adaditadeRat the Poidyl £ Criging IR Fehdtieh RsdLid & ihdtgi or i gi nal
Policy and Charging Control rules when a service is stopped. 15l n ane

enbodi nént Suigpie PRl gng Gepkerulgadpt @Rl Rualioma desrepGiyadty dnd

Char gi ng Rgepiddifdald fhiecdbd i 0 8a6ERE 888 RAKGSS by means of an IP
address AVP over the G reference point and to notify the Policy and

Chargi ng Rul e Function of flow information for the session by neans of

anot her AVl ogdlembadinniViaet iftcHané RtfIRS Gdaplel @6 n MY the2Bolich af@€hE i ment,
the interface is further adapted to notif Pol 1 cy and’ Chargi ng | e

th
Functi on ofRU Bdlipe whethenkiedteiedied %%Y'é%?%’@i@g‘riﬁa@@rv 1 PHf SANFISEP by

nmeans 9 amydtns GfhiseRidedeart-lop NV FANR MELGx Fétereliie PEIHET RIS BN b - _
25According to other aspects _of the inventjon, there are provided a Policy

and Char gi ML Eigretadiie burgtign i tnstel spiszls PaliayardiGhasging foptrelmviene

Pol i cy and wHear0ddhgcdRIsrERMBRd theH A6 FdimitatB Atorighitdl PORE SidrgiRB Gomtrbon,
corresponding to the Policy and Charging Enforcenent Function of the first

aspect. 30 "tf$ pRebESEeRiqeTs SQPeRd-THE DRAWNGS Figure 1 is a bl ock schematic
di agram showing a part of a tel ecomunications network in accordance with
an aspect of the invention. 35Figure 2 is a flowchart, illustrating a

met hod1Pn At ees eRRedmgnt: Fpedlﬁte&fgﬁ%&fugtpertqﬁi@pted to notify the Policy and Charging

Rule Function of an associated IP address by means of an IP address AVP over the
Gx reference point and to notify the Policy and Charging Rule Function of flow
information for the session by means of another AVP, such as a Media-Content-
description AVP.

20
In one embodiment, the interface is further adapted to notify the Policy and Charging
Rule Function of a service to which the detected service condition applies by means of

an application identifier AVP over the Gx reference point.

25  According to other aspects of the invention, there are provided a Policy and Charging
Rule Function configured to receive notification from the Policy and Charging
Enforcement Function node, and methods of operation, corresponding to the Policy

and Charging Enforcement Function of the first aspect.

30
BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block schematic diagram, showing a part of a telecommunications

network in accordance with an aspect of the invention.

35  Figure 2 is a flow chart, illustrating a method in accordance with an aspect of the

invention.



invention. WD 2011/057672PCT/ EP2009/ 065161 3 Figure 3 shows the nessage
flow during a first part of the nethod of Figure 2. Figure 4 shows the
nmessage fwowodunsirérg a second part of the method of Fi guPeTEP2&9IDESIA LED
DESCRI PTION 10Figure 1 shows a part of a tel econmunications network, in
particular a part of a Core Network 10 a nobil e comuni cati ons network
as defined in the 3GPP specifications. e elenent of the Core Network 10
is the Gateway GPRS Support Node (GGSN) 12. As is conventional, the Radio
Access Network (RAN) 14 of the nobile comrunications 15network is connected

to the GGSNigte 3%hb®¥%H&n@ss‘d§8Fﬂ0\ﬁ%¥|ﬁ({iﬁﬂﬁst(obﬁ)ofﬂq@ hé&h8$bekbiep.a call over
a suitable wreless interface. The ca can be routed back through the RAN

14 to another UE in the network, or it can be connected over a Packet Data

Net wor k 181F|gw§h sAsws bR rhé‘és%gé'%w duﬂn@afsieé&ﬁ'j ;Leirﬂ@f tRé mzeid & F@W?.ﬂi cations
device or, in the case of a data session, to a renpte server. This aspect

of the ﬁetwork is conventional, and 20wi |l not be described further herein.
As is also conventional, the GGSN 12 includes the Policy and Chargi ng

Enf orcenent Function (PCEF). In this case, the PCEF is included in a GGSN

that has a service traffic detection block 22, enabling it to perform Deep

Packet | nspaeidicep OEdorIPTON 25al | ows packet inspection and service
classificatron, which consists of classifying |IP packets according to a

configured tree of rules so that they are assigned to a particul ar service

sessi 0Rg T*F?dﬂ@ﬂ'%h&vé 2} p@Ff'of@%lééanbhu@éncﬁm@%W&ﬁ i BQrtula'@ﬁfaéQﬁ* oﬁé Qofd i ng
traffic, is able to assign | P packets to a particul ar _service session

and al so t Qedwerkdp ddampkile Cgm%”'céﬁﬂ”%@?twpﬁ‘eassqe@ﬁe‘éMHP@@@ﬁsSpeﬁtﬁ'Cq{!%‘sPCEF

al so includes a processor 24, which perfornms a part of the process

described in nmore detail below and an interface block 26, for connectl on
to other bl¥Eademsntaiihecoere Network 10 ig ghe Gateway GPRS Support Node (GGSN) 12.

As is conventional, the Radio Access Network (RAN) 14 of the mobile communications
15  network is connected to the GGSN 12, allowing a User Equipment (UE) 16 to establish
a call over a suitable wireless interface. The call can be routed back through the RAN
14 to another UE in the network, or it can be connected over a Packet Data Network
18, such as the internet, to a fixed line or mobile communications device or, in the case
of a data session, to a remote server. This aspect of the network is conventional, and

20 will not be described further herein.

As is also conventional, the GGSN 12 includes the Policy and Charging Enforcement
Function (PCEF). In this case, the PCEF is included in a GGSN that has a service
traffic detection block 22, enabling it to perform Deep Packet Inspection (DPI). This
25 allows packet inspection and service classification, which consists of classifying IP
packets according to a configured tree of rules so that they are assigned to a particular
service session. The node with DPI capabilities captures the user and signaling traffic,
and is able to assign IP packets to a particular service session and also to detect
service start and service stop conditions.
30
The PCEF also includes a processor 24, which performs a part of the process
described in more detail below, and an interface block 26, for connection to other
blocks in the Core Network 10.

35  Although Figure 1 shows the service traffic detection block 22, processor 24, and

interface block 26 as separate blocks for ease of understanding, it will be appreciated



35Al t hough Figure 1 shows the service traffic detection block 22, processor
24, and interface block 26 as separate bl ocks for ease of understanding, it
will be appreci@red WO 2011/ 057672PCT/ EP2009/ 065161 4 wPRAEPR/06H6EVant
functions can be perforned by any conveni ent neans, and that these bl ocks
need not be recogni zable as distinct in practice. I n ot her enbodi nents
of the invention, the PCEF can be inplenented in the Packet 5Data Network
(PDN) Gateway. As is conventional, the Core Network 10 al so includes a

Pol i cy and Mt dieyielryarutactions an 8a Pepeitsd byganyigeavarienidieans. 3td At BAse s

agai n genempjcky n6&NN&He reBYnizabRCAsWlsth@t A pa@eessor 30, which perforns a
part of the process described in nore detail below, and 10 an interface

bl ock 32, for connection to other blocks in the Core Network 10. For

exanpl e, t heofAeREmB&difmdAtsk theMRl&IBAL BE POEFEhNES BfpRMientsd Wi the PAYRIte Policy
ControllLer (SAP C). Although Figure 1 shows the processor 30 and the

interfate BlarReswrgPlNEat8waY-15bl ocks for ease of understanding, it will
be appreciated that the rel evant functions can be perfornmed by any
conveni ent neans, and that these bl ocks need not be recogni zabl e as

di stinct i r?‘s|d$ setvegionarie PererNeyorks 1 plse incbidae atedicy @%ghﬁﬂgf”lgi Ffde Char gi ng
Syst em ( OFGRhctith (RORFIPS 2860t LdtarGTaVHLENE ag¥in i@t Bfly coliehtioral Gh a
Custom sed Applications for Mbile network Enhanced Logi c (CAMEL) Service
Cont rol PoiPRtCe380raiid WHICBOETPERs DREA OHNEWrERese detsribar {n main deiail baloriando.

The PCRE 2&niisteG9ER64KETD, @ BdnRbdIDA td BihePBIoEsIh theeCHRNAsIvbA %0, (RFR) 42, and
to an 25Application Function gAF) 44. For exanple, the AF 44 may be the IP
Mul t i medi aeSﬁ’BQS‘?sih@rﬁQﬁaW cap ?W%’I“P”@Qé%P%ﬁr'ﬁiﬁﬁ’f‘ﬁﬂw'%ﬁtﬁ’?f%ﬁ’lo'(cp- CSCF) .
The PCEF 2Q:o%ﬂ6llérgSAP F 28 conmmuni cate over the G reference point, as
defined in 3GPP TS 29.212. The Gx reference point is used for provisioning
and renmoval of 30PCC rules fromthe PCRF to the PCEF and the transm ssion

of traffic Ahaigh Y6t SsHowanthé BRcBSE 3bQnk e Rtdiface blvek 62 sk abpaaRce poi nt
can be used for charging control, palicy control or both. ,
15  blocks for easé of understanding, it will be appreciated that the relevant functions can
be performed by any convenient means, and that these blocks need not be

recognizable as distinct in practice.

The PCEF 20 is also connected to an Offline Charging System (OFCS) 34 and an

20  Online Charging System 36, which includes a Customised Applications for Mobile
network Enhanced Logic (CAMEL) Service Control Point 38 and a Service Data Flow
Based Credit Control block 40.

The PCRF 28 is connected to a Subscription Profile Repository (SPR) 42, and to an
25  Application Function (AF) 44. For example, the AF 44 may be the IP Multimedia
Subsystem (IMS) Proxy Call Session Control Function (P-CSCF).

The PCEF 20 and the PCRF 28 communicate over the Gx reference point, as defined

in 3GPP TS 29.212. The Gx reference point is used for provisioning and removal of
30 PCC rules from the PCRF to the PCEF and the transmission of traffic plane events

from the PCEF to the PCRF. The Gx reference point can be used for charging control,

policy control or both.

The PCRF 28 and the AF 44 communicate over the Rx reference point, as defined in
35 3GPP TS 29.214, which is used to exchange application level session information
between the PCRF and the AF.



The PCRF 28 and the AF 44 conmuni cate over the Rx reference point, as
defined in 353GPP TS 29. 214, which is used to exchange application |evel
sessi on iwbanmasreon bet ween the PCRF and the AF. WO  PCT/EP2009/065161

2011/ 057672PCT/ EP2009/ 065161 5 The PCEF 20 and the OFCS 34 communi cate over
the & reference point, while the PCEF %p and the OCS 36 comuni cate over
the Gy reference point, and the PCRF 28 "and the SPR 42 comruni cate over the
Sp reference point. 5 The general structure described above is shown in
3GPP TS 29.212, and so will not be described further herein. A nethod in

accor dance TywetHthey Bﬁ&ﬁ@@Fé@}Bﬂ%bhﬂfhnY&a'té O DE 2 %ér‘éhi:@@éﬁni, Whil® det ai |
10with reference to Fi ﬁég?’%, in the formof a flow chart, and Fi ﬁures 3

and 4, shoWGh thantis COMMMBIGRLEPVEN e GUreerieace Baiak andiecR ¢REZ v,

Figure 2 shawshesSPRU2RMrii®Ae bikrtthespeEErefte adt.t he PCRF 28, while
Figures_3 and 4 show nessages transmtted between the UE 16, the PCEF 20,

t he PCRE 28, and the other UE or server to which the UE 16 is connected. 15

The processhsti@hbml fkucturk ldBBcrilB8Rbbeis dRowR ifBGRAMS 0512 26838 WAl ndtwePose
Packet Data Protocol (PDP) context established with the renote UE/ server.

In step 60JepHbepdthesEptedt-ns Deep Packet Inspection (DPI), or another form
of service traffic detection, on the data traffic. 20 Before begi nning the
process, the PCEF is provisioned with a set of services, for which events

shoul d be HoMPPEin aesordaacpwith the-pieseitdmention Willdau ke descragd Banergiiefdiur ed

in suchpa vaw rbRedncees FRURE 38k WeCBam of £ bW @A4H: fdnaFigtie HB QL UM KAWIHE e,
whil e other services are identified as non-premum content. As nore

speci fic exepspesfiow pawegpithe vatioupiefes: BRacTigalte 519G HENOWY SIGRS oper at or ' s

own portal paEymRel ifRREPEEF @0l anditile PERIF 2 wAle PIRRSWTASPNERA medbaded
servi ces such as peer-to-&e:(ér file exchanges m ght be regarded as
non- pr eni ufieedRttiedLetwaee thetF 16 §iv PeBF 891\"\“?g‘j’lﬁ'gdz%@”ﬂé%@‘ﬁ%@'zé’ﬁy of these

servi ces. TEhrePRmMishow U he i9évkstkegned with the sane set of services, and
with a golicy that will apply for each of those services. 30 Thus, in step

62, t hé9PCEF nonitors the traffic, until it detects the start of one of the

provi si onedhg@rddess Startdlas 8 tifddicent thel LAt 160 Qkdtdy Pds iafgheﬁ:b&llib@rpése PhskePCEF can
detect the start of the service by any suitable technique, for exanple

usi ng heur B3 Broteo 6uidP) coniayt exlabiiphehwith die gmotspiE/server. In step 60, the

PCEF performs Deep Packet Inspection (DPI), or another form of service traffic
detection, on the data traffic.

20
Before beginning the process, the PCEF is provisioned with a set of services, for which
events should be notified to the PCRF. For example, the system may be configured in
such a way that certain services are identified as premium content, while other services
are identified as non-premium content. As more specific examples, time-critical music

25  orvideo clips, or an operator's own portal may be specifically identified as premium
content, while services such as peer-to-peer file exchanges might be regarded as non-
premium content. The PCEF might be configured to recognize any of these services.
The PCRF should be provisioned with the same set of services, and with a policy that
will apply for each of those services.

30
Thus, in step 62, the PCEF monitors the traffic, until it detects the start of one of the
provisioned services, also indicated at point 64 in Figure 3. The PCEF can detect the
start of the service by any suitable technique, for example using heuristic methods,
enabled by the use of DPI.

35



WO 2011/ 057672PCT/ EP2009/ 065161 6 Wen the PCEF detects the service start
condition, in step 66 it starts an inactivity tinmer. Then, in step 68, the
PCEF 20 rwoi2bilgs7¢7de PCRF 28 of the service start condi PCOEPRY0ERNE Of a
credit control request (CCR) command over the & interface by using the
Event-Trigger AVP set to a val ue indi cat6| ng a new y-defined SERVI CE 5event.
In this illustrated enbodi nent of the invention, a new y-defined

Service_Information AVP is used to convey additional information to allow
the PCRF t dVieinhe &GEY detpcs i”fei W'F%ﬂartmnw'%mteeﬁéﬂtaﬁtqriswb'ﬁaﬂwy. ndi cat es

if the eVe'ﬁhe‘POTﬁéﬁﬁWﬁ@ﬁ 6BOthBIHAF 2@nétfticY tiEP SRR c@lfhease'i@eé/st@ﬂ stop (thus,
inthis case, 1S set t0|nd cate a service start event

Fr aned- | P- &am'&rsbmmpa%ﬂftaa¢rﬁ§'t £PHra RgaN] (SE59iIcemmaid VR 8(@1 ipteside® ess,
15encoded &y (8PQahd EGShtiMigFEAAO QL to%%tdéaﬁduééﬁg aSMaﬁ/hY@@ﬂrté&GSERWCE

Medi a- Corrponent- Descri pt| on AVP, contains relevant flow information. For
exanpl e? RPgPLs; gnal i ng conveys information about the |IP addresses and
ports corresponding to the Real-tinme Tr ansport Protocol (RTP) audio or
video data flows negotiated during signalling, so that the PCRF may create

secondary PDPICHrR@keenpRTertRidee Rugyionat Bavysielaet eevics_pimatipbris. An

Appl i cat i omrdiglised tEEonPa8@fd Rl MSorhRfien fRdlloAthé PERF Wenhbkites t he
particul ar service detected (for exanple Real -Tinme Stream ng Protocol

(RTSP)). THPEiGaHeHr mati on may be used by the PCRF to provided
differgptiated QoS for different application services. 25 At step 70, the
PCRF receives the notification fromthe PCEF, and signals this by sending a
credit cont'y rVigASIRT-StandayP ﬂP@@éﬁ@éfW@He%90€'§‘6?Q”d§6‘€i§'”ierﬁ@|S@é‘{"?enﬁa'itI%t t he

notificati enerage ﬁoﬁ%’cﬁ@@%thl@@a‘éﬁa % [soft {Pindiche F¥dlicd Bkalvbst).t he
corresponding PCC rules by transmtting to the PCEF the &x reauthorlzatlon

request (RAR) nessage. This allows the nodification of the existing bearer

(or the creatiapRzdab- ;ajo?@s@,lw %t&ﬁ@fr%rlb (‘Z&AN@e@éuéH"@ésoBiagslaQP HAldrdsawer QoS
settin depending on_the service which is being started. At ste t he

PCEF agﬁnoxﬁr‘(é%&é’sastf‘rne@f'%mﬁF% 4083 é@%?rn%V?oSUPh@Sﬁmiﬂeﬁ'ar%W%P zatl on

answer W t IhaacRRioA A, coREmRsir8di&RTbRGNbMAtichN & onekdnhpi6,a%TSM siASIIiRy Success.
WO 2011/ 057672PCT/ EP2009/ 065161 7 In response to the notification, the PCRF

may take a@n\éqyﬁﬂrggqn@t@péxﬁgutftag I%aqﬁr@%qqslewg ROH& corresponding to the Real- time

Transport Protocol (RTP) audio or video data flows negotiated during signalling, so that
the PCRF may create secondary PDP contexts under those negotiated IP addresses
20  and ports.

An Application-ldentifier AVP contains information that identifies the particular service

detected (for example Real-Time Streaming Protocol (RTSP)). This information may

be used by the PCRF to provided differentiated QoS for different application services.
25

At step 70, the PCRF receives the notification from the PCEF, and signals this by

sending a credit control answer (CCA) message with a result code indicating that the

notification was a success.

30 At step 72, the PCRF installs the corresponding PCC rules by transmitting to the PCEF
the Gx reauthorization request (RAR) message. This allows the modification of the
existing bearer (or the creation of a dedicated bearer) with either higher or lower QoS
settings, depending on the service which is being started. At step 74, the PCEF
acknowledges this command, by sending to the PCRF a reauthorization answer with a

35 result code indicating that the notification was a success.



service provision in response to the detected service condition. This may

i nvol ve nodi fication of the QoS settings for the service session, and this
in turn meQ2eonsre of any of the foll ow ng actions fromrCa/Ereevosilausti ve

list containing: & initiated PDP 5context nodification (i.e. when a GGSN
acts as the PCEF); change of traffic han,dllng priority (THP) for the

exi sting bearer; change of maximumbit rate (MBR) for the existing bearer;

| P Fl ow Bandwi dt h Managenent; or network initiation of a dedicated |P-CAN

bearer witHhn Wﬁﬁ%ectolﬂ&”ﬁ’tﬁ'l‘:@éo”( Fheepc%@??yéalﬁﬁw gipkleglenster gnirping eror

exanpl e, asbﬁ/ﬁde%ro@&m ﬁﬁﬂés@&ws@ﬁ@ﬁe@%@e&@d sérQick 3bRYitIrE NMTHTIMSR inbRBS, such as
a network operator'’ page, ring tones, music or video clips or 3rd

party peer &pdifisatiemef ot ho Qﬁr%m%@rdh%ﬁ%tceéeﬁw RAA dRNP B NIy A PPRSPLSY t hat

particul ar aﬁ?bﬂh@%lld()&%d &ctRn¥BbS& @Se%ﬂst’% IRt &itslrdgf o iRidpPDP! oW val ue
services, such as peer-to-peer file exchanges, non-sponsored down| oads and

the Iike, §86tﬁXttrH9‘i“f'(feﬁ'8§éJ %W‘@P@&Gﬁgcf’éfsv%s tpe (G qr@nge RhtHE Bandling

requi renentpn@ﬂWTMP%rﬂq‘éaéﬂlﬁhb%eaﬂet' chBRgH &F hsximamast atver) meomkd al so be
possible to trigger agel ot her "action when the PCRF is notlfled of the

service st &Mst'% RATET dh FlopcRandMadih Managements gt Retwarkriniigfians ardadicadace,

shown at 76pigANTb&dEewith dyMaitlc PRE r;@l%l@épé)rwrﬁéh% SEEN s ;E)é)ih'eqﬁ@'cﬂyapp“ed AS
i ndi cated by way of exanple at 78 in Figure 3, and as nentioned above, this

may require appropriate PDP context signalling, to establish a secondary

PDP con extroBexdifpiesPett @ ddcahtoeahtdvitife fdPeEfair GrerhilmdhBéesC 8§@Sas 4 he

service may be carried over the existing PDP context, and it is not
25necessar VeMPre PRI 8 POERINFIST JNPPRCD OHSESQT. VAR qligs PherdRerty PEB®Iser vi ce

inis progrgaent, iMedBdeRuBRint&Y B bah@Ridf reqiirdd sy RBOSA8SIS Wi mmﬁé gure 2,
in order to determ ne whether the inactivity tirmer has expired (i

whet her t h&V05¥t @PE 2R ke PR Tanerialntlopalug SordeRs: 8Yah FeRESHE- PRl fHﬁ time

set by the e?(Qﬁdn@@é)noanfpoHé?éredUB@nI@é%Mth@%ﬁé%cﬁ@na‘-’eftrfél%e%érwde@ rfdtiiveh it s
determ ned whet her a service stop condition is detected. If not, the

procesddr et”ﬂﬁ"r@”?é”‘g"(@ﬁ rg%ﬂrem@tp@izw@a@va@b&t the stopping of the service
by any suitable technique, for exanple using heuristic nethods, enabled by
the use of DPI. 35If it is determned in_step 82 that the |nact|V|ty timer

has expired! Sh@k"dltie nadeqbakit WeHERlsrPepess! b@""t"ﬂ%ertaﬁé offief grian Whesfeondi ti on

i s det ect ehCRMR RKMSESFINDISTRS stt @@/, in WO
2011/ 057672PCT/ EP2009/ 065161 8 whi ch the PCEF 20 notifies the PCRF 28 by

means of a credit control request (CCR) command over the Gx interface by
usi ng bbe Byepdaftdr g0 vity/Rok ehin tketReVad stovinsti7eah Fi@ird Bewieiwky - def i ned

SERVI CE event.
appropriate service policies applied. As indicated by way of example at 78 in Figure 3,
and as mentioned above, this may require appropriate PDP context signalling, to
establish a secondary PDP context 80 between the UE 16 and the PCEF 20. In other
cases, the service may be carried over the existing PDP context, and it is not

25  necessary to create a secondary PDP context.

While the detected service in is progress, the PCEF performs step 82 of the process
shown in Figure 2, in order to determine whether the inactivity timer has expired (i.e.
whether the service has been inactive for a predetermined period of time set by the
30 timer). If not, the process passes to step 84, in which it is determined whether a
service stop condition is detected. If not, the process returns to step 82. The PCEF
can detect the stopping of the service by any suitable technique, for example using

heuristic methods, enabled by the use of DPI.

35 Ifitis determined in step 82 that the inactivity timer has expired, or it is determined in

step 84 that the service stop condition is detected, the process passes to step 86, in



5In this illustrated enbodi nent of the invention, the new y-defined
Service_ Information AVP is used to convey additional information to all ow
t he PCRF wo 2hamdl&2t hi s notification. The Service- St art PET@P2009P@6i1nl t hi s
case is set to indicate a service stop event. The 10Franed-1| P- Address AVP
contains the | P-CAN session associ at ed 1P address, encoded as specified in
RFC 4005. Anot her AVP, such as the Application-| dent| fier AVP contains
information that identifies the particular service detected (for_exanple
Real - Ti me ¥V&Hhe A Bor 2t eRifes ¢ @TF%TZ*? by mreagp o ageediteatrpcrpuash et es t he

notificati %Bmﬂﬁéh@dvbﬁthe@éznte@ﬂa@e 5%/ gﬁﬁb the Bleht-Mig§aMUMEetdo He8Rilde cont 1 ol
answer (CCA) nessa a result code indicating that the notification

was a succdilicatipng t@wlg@eﬂqqqi@ﬁ:@ﬁﬁﬁw{,es the previously installed PCC
rul es by transmttlng to the 20PCEF the Gx reauthorization request (RAR)
message. This allows the restoration of the or| i nal égos settings, by the

modi fi cat i (Bﬁhtrt!ﬁ"'%ﬂ@t@(@‘éwqﬁ'@eﬁ%ﬁﬂ@'”(’?ﬂt'of‘h@ed‘@ ‘i‘Qf'lﬁ‘e Bepire_indermatioad

bearer creapgdisiged id\@nvERBYdifSal infSrmSliePtAlowithe PERERoaekagWhigdges this
command, by sending to the PCRF a reauthorization answer with a result code

i ndi cat i ng "PR¥Phe notification was a success. 25 As shown in Figure 4,
where a secondary PDP cont ext was established between the UE 16 and the
PCEF 20, ap riate PDP context signalling 94 can be used to tear down the
secondary Yi?%§¥a”a$t08?°é/ﬁ igdhis s@Iie SPhR?é'f‘ﬂ'F%ﬁ APREVIGFeiAP B¥tr TBRd above

wth refer GF'ﬂéﬁﬁedl P Mi@re% nyRtdoRthinkdee &P UAGP\I SUEhonR36disel P adcl%@éj%h@édéd%d
service condition in the formof a service start or a servjce stop of a

speci fi ed g85ppeited IR RGP Mrderdiite seghapernlication-IfentfineA¥lent of a

service Up@@Fﬂ%|ns:ﬁ‘gﬁﬁat%ﬁQﬁﬂl'l(ﬁantlﬂéﬂﬂe%alﬂtﬁzﬁbr BEWRE HefectddfirReambleGRedI-Ng
service or when a new flow is_added to an existing service, such as adding

a vi deo coryBRSHEAMRILHOLPIKRTREM M8 WO 2011/ 057672PCT/ EP2009/ 065161 9
voice call, this can be detected by the PCEF by any SUI tabl e technl que, for

exanple usi ng heuristic nethods, enabled by the use
Ser vi cd St &t flegSp RICRRA r%OﬁiV@Sé%@otiﬂgatwtfr%ther%@%%ut@délgé@wht§é>yupdat e

event, . and Sféﬁ(!ﬂﬁ% BQtddit eatrbihshver (ATeA)Thédsabt Uith atreb@8&IdeMdlbdting atdtame of QOS
paramet ers noﬁfﬁcatlon was a success.

At step 90, the PCRF removes the previously installed PCC rules by transmitting to the
20 PCEF the Gx reauthorization request (RAR) message. This allows the restoration of
the original QoS settings, by the modification of the existing bearer (or the deletion of
the dedicated bearer created for that service). At step 92, the PCEF acknowledges this
command, by sending to the PCRF a reauthorization answer with a result code
indicating that the notification was a success.
25
As shown in Figure 4, where a secondary PDP context was established between the
UE 16 and the PCEF 20, appropriate PDP context signalling 94 can be used to tear

down the secondary PDP context at step 96.

30  The invention has been described above with reference to the situation where the
PCEF reacts to a predetermined service condition in the form of a service start or a
service stop of a specified service. A similar procedure can be followed in the event of

a service update.

35 For example, when a user pauses a running streaming service or when a new flow is

added to an existing service, such as adding a video component to an existing IMS



service session. As described so far, the nmethod involves transm ssion over
the Gx interface. However, a |ocal solution, with no G involvenent, is

al so posswblze1/asmeehat case, the PCEF 10shoul d be provi eComPdoogiositen set of
services (for exanple such as RTSP, as described previously), for which
this functionality should be triggered Qgﬁd shoul d al so be provisioned with
the local policy that wll apply for each of those services. The PCEF can

be configured to detect the service start condition, as described above,
and on suctogecabtihisgan ppdefecied bytthe PEEAPY Wc%“i@i"?}eth‘ﬁéﬁ fopasePi®dn t he
l'ocal poli gispg hbaRstRMhStheMEdnbnEd blidle $RrofiDre, the PCEF may then trigger
the nodification of the existing bearer, or the creation of a dedicated
bearer, with either higher or |lower QoS settings, depending on the service

whi ch is behBGeplied-bam-SHHAVH |h¢h|?@5é:e Aeberlisditdle ass%l‘\ﬂé(ﬁﬂ)()%i&é\/%@%bt i on,
or the inactivity tinmer exglres t he PCEF (based on the | ocal policies

provi si 8nedd '@)‘Pt'f'ﬁﬁté’c” g i/ PeBY migbiirigoer sxadiicatiome’ ReR prmetes&rdee t i ngs, by
nodi fyi ng tBRIica0Rxtighi Nng bearer or by deleting the dedicated bearer
previously created for the service. There is thus provided an enhancenent
to the &x interface allowng a PCEF that is able to performservice traffic

detection taQ qaakididey  HCke MEthad $oKies &raf@isibh @Oer thé! OxaRRFa&s. RokdRel fic
event in the Event-Tri g%er AVP. This allows the F to install 25the

cor r espondidlgeabegiuian. 84Ming @ eelverneRoialsp R%é'béoénﬁ%ﬁ‘&ﬁ%ﬁ NePEEF t hat
particybar sHs@H bsPpSlisithed Wi QQ&degér?/%Bﬁ@éﬂ?@&@%&ﬁ%ﬁisﬁzoa%bh@ed 1. A

Pol i cy and Charging Enforcenent Function node f a tel econmuni cati ons
net wor k, cGRAGUSIVA or\g@cggp%fuegthqagtyfspeulg@pé@ggﬂred st shoutk JsPRig servi ce

traffic detesfidieHeddmtd thE IGaPSSBY ﬂﬂat will ap a/ ly Br BTN sehidesdethedin a
predeterm ned service condition fromsaid service traffic det ectl on; and

an i nt er f acan bp&PNiaIed ipi deiech thestandge iat coRdibie. 7§ IRBFBER@REYS. RIS t he

detected sevh 8&tesINdtHel FOE B ¥tafB AR SnLtiviey tmrw%@e@mme igedii eﬁ‘éieé n an Event
Trigger AVP over a 10Gx refer encgp{gw nt . . .A Policy and 8h

Enf or cdrentP®(FRGIJA" Hatreryse dnalPred may t@?&f‘rfﬂgfr tr\ﬁﬁ@‘?@"ﬁ“%@”f‘ﬁ@é'ﬁ'%e is

further adaphef drandierehiion éMEdddMated/batner, WhRkdhdIhidRer 8r IBWRE Db8kewngs her the

detected service condition is a service start or a service st op by neans of
depending on the service which is being started. When the PCEF detects the service

stop condition, or the inactivity timer expires, the PCEF (based on the local policies
provisioned for that service) should restore the previous QoS settings, by modifying the

20  existing bearer or by deleting the dedicated bearer previously created for the service.

There is thus provided an enhancement to the Gx interface allowing a PCEF that is

able to perform service traffic detection to notify a PCRF of a service condition, by

means of a specific event in the Event-Trigger AVP. This allows the PCRF to install
25  the corresponding PCC rules in order to modify the QoS parameters for that particular

user session.



15a service start-stop AVP over the & reference point. 3. A Policy and
Char gi ng Enforcenent Function node as clainmed in claiml1l, wherein the

i nt er f acewD20fwnstérer adapted to notify the Policy and CrargiragoRediel
Function of an associated |IP address for the session by neans of an IP
address AVP, and of 20fl ow i nformation t?(y means of a

Medi a- Conponent - Descri pti on AVP over the &k reference point. 4. A Policy
and Chargi ng Enforcenment Function node as clainmed in claim1, wherein the
interface iﬁ-ﬁ-uét her adapted to notify the Policy and Chargi ng Rul e
Function 250f a service to which the detected service condition applies by
means of an application identifier AVP over the Gx reference point. 5.
A nethod fdr cnTQliSY BPAGhIEIRG BROfeBENE T Wittiph nadelor adgleaemamenisainngg

Enf or cenenthefidiktdoftipriginge of a tel econmuni cations network, the nethod

conprising: 30performng service traffic detection during a session;
detectiAg a pr @RS T ¢ldelgptor d ReSREMINE SATiGediafiicaieledien ubd B s8$F o

detection; and anpbidskbmebretRlihgy gaéb@téamfeaisrég/ic%lécﬁﬁ_drﬁ@ﬁ%hpghi&éerpibs _
detected service condition y neans of a service event defined in an

Event Tri gdféflicApeciorand Gx reference 35point. 11 6. A nethod as cl ai med

in claimb5, fuphh@Erfs@MRrindtifg a Policy aR@OhbgimPREUIBEuReidnCf tRngetedtad gi ng
Rul e Function whether the defected service condition is_a service start or
a service sS?B/ﬂPGHSP”Pr@%QVHTeaQS§E?§?'&’@eﬁvﬁ?ttd-e§'f‘%(ﬂ)'”@VFE‘fﬁPéF”99?éW P &r ence

poi nt. 1@. Asxmetetedsoit! ai ned in claimb5, further conprising:
notifying the Policy and Chargi ng Rul e Function of an associated | P address

for the session by neans of an I P address AVP and of flow information by

means of aJMedipgeSRYBAGENES EhfoREhfRRAt AYRtIBN Bbdd BEciBmdiaherz@nge point. 8.
A method as claimed in claim urther co noti fying the

, f ( ng: : .
Pol i cy. and WeENR Megniaiegs ST GHapied o BeHy ed Aisy aRd ERatoind fde Supgien
servi ce CORgHetHePtheaibdtes s&YicERBAGLA isAserlEd staAlr 8RehitRNtbd bEmedYPo0Vver

the Gk reference point. .
5 a service start-stop AVP over the Gx reference point.

3. A Policy and Charging Enforcement Function node as claimed in claim 1,
wherein the interface is further adapted to notify the Policy and Charging Rule Function
of an associated IP address for the session by means of an IP address AVP, and of

20  flow information by means of a Media-Component-Description AVP over the Gx

reference point.

4. A Policy and Charging Enforcement Function node as claimed in claim 1,
wherein the interface is further adapted to notify the Policy and Charging Rule Function
25  of a service to which the detected service condition applies by means of an application

identifier AVP over the Gx reference point.

5. A method for controlling service provision in a Policy and Charging Enforcement
Function node of a telecommunications network, the method comprising:
30 performing service traffic detection during a session;
detecting a predetermined service condition from said service traffic detection;
and
notifying a Policy and Charging Rule Function of the detected service condition
by means of a service event defined in an Event Trigger AVP over a Gx reference

35 point.



15 9. A Policy and Charging Rule Function node for a tel ecommunications
net wor k, conpri sing: an interface for receiving notification from
a Policy woaoGmargfeng Enf orcenent Function of a det ect edCpmPd@vositsned
service condition by neans of a service event 20defined in an Event Trigger
AVP over a & reference point; and 12 controller for controlling a
service provision in response to the detected service condition. 10. A
Policy and Charging Rule Function node as clained in claim9, wherein the
25i nt er f acé- |S'°f’ﬂ?%ﬁ@las§@éiﬁ?‘étﬂ‘ qmr% fEthpe comPiiginEat i on whet her the det ect ed

servi ce condi t ingfifying tife PEIiQYIdh@ CHaRdihg RUleTF MRt wsetﬁé@ﬂaela)étem@rb%nﬂée a
service start-stop AVP over the Gx . reference point. 11. A Policy and

Char gi ng RGP difiRrhistd SvisReart 5 a SERIGReHioR By meanwba SGiMiee &laRt-$PR AYBI AYEET f ace
i s further ygdeRt&drdnee beREI Ve notification of an associated | P address for
t he session by neans of an | P address AVP and of flow information by neans
of a Medi aConponent - Descri pti on AVP over the Gx reference point. 12.

A Policy and Chghgingd afelotmEMRCddifs, AegRr 8sSmplighdred in claim 9, Wherei n the
35interface is further adapted to receive notification of a service

whi ch the det e®PEYIN9VEs Policy/an09 fepopes REW?‘%@l%‘laszC'@f@P\}P@Qd'@éﬁéﬁrt| on

appl i es by thegdssiodlbyahe R iah A hadrek s AVPI dridedt AOWThfeMmedtioh I nteansef gr ence
poi nt . 13. A nmethod for controlling service provision in a node of a

t el econmuniMedia- Gﬁg‘pQﬂ%‘ttx}RﬁsR“pttoﬁe“\fPef’Y?d&hQ:@??ﬁ?nginﬁ@po'i”h a Policy and
Chargi g Enforcenent Function: performng service traffic detection during
a session; detecting a predeterm ned service condition fromsaid service

traffic defect PoRethan @s £@Bed iNGiaig o flier 9B Char gi ng Rul e Functi on of
the detected sepiiyeg tsOPEidyiaa Charging Rule Function of a service to which the

detected service condition applies by means of an application identifier AVP over the
Gx reference point.
15
9. A Policy and Charging Rule Function node for a telecommunications network,
comprising:
an interface for receiving notification from a Policy and Charging Enforcement
Function of a detected predetermined service condition by means of a service event
20 defined in an Event Trigger AVP over a Gx reference point; and
a controller for controlling a service provision in response to the detected service

condition.

10. A Policy and Charging Rule Function node as claimed in claim 9, wherein the
25 interface is further adapted to receive notification whether the detected service
condition is a service start or a service stop by means of a service start-stop AVP over

the Gx reference point.

11. A Policy and Charging Rule Function node as claimed in claim 9, wherein the
30 interface is further adapted to receive notification of an associated IP address for the
session by means of an IP address AVP and of flow information by means of a Media-

Component-Description AVP over the Gx reference point.

12. A Policy and Charging Rule Function node as claimed in claim 9, wherein the

35 interface is further adapted to receive notification of a service to which the detected



by neans of a service event defined in an Event Trigger AVP over a X
reference point; and in the Policy and Chargi ng Rul e Function: receiving
not i fi catworroofosvére det ected service condition; and 15ceatmpkémoneibhe
service provision in response to the detected service condition. 14. A
method as clained in claim13, further %)rrpri sing, in the Policy and
Char gi ng Enforcenent Function: notifying the Policy and Chargi ng Rul e
Functi on whet her the detected service 20condition is a service start or a
servi ce st BN Gopdiien aprligsdyrgane of eaeprlicalion iRemtites &VPraver e ®ef er ence
point.  15.eiBrdiBbREMt.as clained in claim13, further conprising, in the
Pol i cy and Chargi ng Enforcenent Function: 25notifying the Policy and
Chargi ng Rul e Function of an associated |IP address for the session by neans

of an | P addr easméHBd #r&ofirollidP¥ériibé BrovRIdnAR athbdBRRB $el®dor@nunications
Medi a- Conponent - Descri pti on AVP over the & reference point. 16. A

nmet hod as AERYEdN® MedIodi GAM™PSISiNgur t her conprising, in the Policy and

Char gi ng 30Enf ¢ § PERAL arfdl¥edrbifg Enforceme®uhétonng the Policy and Charging
Rul e Function of a service to which the detected service condition applies
by neans of an P&ppIMieaseice ili@lisdeiacten AVIBGR 89SS{Me Gx ref er ence poi nt .

detecting a predetermined service condition from said service traffic detection;
and
10 notifying a Policy and Charging Rule Function of the detected service condition
by means of a service event defined in an Event Trigger AVP over a Gx reference
point; and
in the Policy and Charging Rule Function:
receiving notification of the detected service condition; and

15 controlling the service provision in response to the detected service condition.

14. A method as claimed in claim 13, further comprising, in the Policy and Charging
Enforcement Function:
notifying the Policy and Charging Rule Function whether the detected service
20  condition is a service start or a service stop by means of a service start-stop AVP over

the Gx reference point.

15. A method as claimed in claim 13, further comprising, in the Policy and Charging
Enforcement Function:

25 notifying the Policy and Charging Rule Function of an associated |P address for
the session by means of an IP address AVP and of flow information by means of a

Media-Component-Description AVP over the Gx reference point.

16. A method as claimed in claim 13, further comprising, in the Policy and Charging
30  Enforcement Function:
notifying the Policy and Charging Rule Function of a service to which the
detected service condition applies by means of an application identifier AVP over the

Gx reference point.



