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WO 2007/ 146751 PCT/ US2007/ 070642 TRANSACTI ON
| NSTRUMENTS W TH ENHANCED SECURI TY PI N AND EXPI RATI ON
WO2DE 1GEBERATI ON BACKGROUND OF THE | NVENTI ON BCT/08D21/070642
This application relates generally to transaction
instrunments. [0002] Transaction instrunments, such as
presentation and transaction cards, and the use of
such instruments to access, ., financial or stored
val LT RANSACTIONANS TRYMENISIYECH BNHANCED
presentatlon or_transactions cards_include cred
cardsCURBTY BPEINGAND deX BARATEQ: PALE G@NE&M ION
cards, phone cards, stored value cards, and the liKke.
Presentation and 10 transaction cards are al so known
to provi de advBAGKGRGUND O By ISVENHIONat i onal
itenms. [0003] Wien used in financial or transactional
[0001)atTids spplicatidn rtehsds gemenily td trmisactidnyingomientss  an
account nunber in some formor another that permts
[OOOZ;heTVﬁ agtl&E I hmbiits %bﬁ‘asa&@?ei%tltoﬁ and B8hdacBGEOHES, an@ﬂféhlse of
en making a purchase. One conmon way to store the
such msirauents td avcesspagi, Gnancgal toh stotaglhvaltecacosmtofs wellgmart ibxamples

ethat xtends | ength t
of supteAoR aF Fengoisaeer e e A8 Rira fchudiBp ghock
cards%j @?W'c‘ﬁﬁg }IBan‘e' cirds Yed G Al 04rd 8 WRB ete 1ike0/PkdRnBB8n and
d April 3, 2002, incorporated herein by reference,

transacayb cands ext. alsHenossdo previde afbvattisirigedisplagtoriisformaliprial ems.
the card may then be electronically transmtted to a

[0003)" OWRSE L 1n9ﬁ1‘1§i1<ﬁ£'11 driira@é4d€6ndl enaterphieheéndtfignents typically contain
transacti on. Anot her V\/aé_lto store the account

an acbqynd AwEbedR spre feygn eisaneties thehperadgdhe onsd hplder togain ageesg to
their Qcc% t guc% %ﬂ %akm(g {'ﬁ]‘ Bflat%E nﬁngf %El%ll}\%z/ tg %%'rg fie agpount

de srmr and the

1nfor1|nlaﬂf@1 is[tR00g] thleﬁls@ af i maghaic strq:»e(:thﬂl eixednidg R:ngﬂnMSeCHidmgtbe card.
commerce, while redu0|ng the risk

f fraud new, .
To reagthesgrd, aopt phee davies sreh asdhs one e@é@P FeAppligation number
e r c
o S RSB, 900 MR by SEENGES b 0B
1denttﬂbe theat &dedd franndhe cald]nmy)theﬂ\llmjﬁeatromaaﬂy tragsmitted & gprocessing

have a card verification val ue r|n
SySte@Qntoﬁ@flS%E‘PénB]Pteft g o AR A0 TS i aCrauiE gorSiation s
I
by us’?@r dée A %?N fFfs%QA(f usﬁg?%ﬁ#\;ﬂﬁggzaaif ?ﬁﬁéél\/ ﬁ)ﬁfl@étsstérﬁge ddi8ces
includeremart almpERF[Bsta gYMIAIR kndst and] th} like.Aut hent i cati ng t hat
the buyer has the proper CVW code tends to show the

[0008UYRIp thMﬁérCta|chpitahaélﬁp6dﬁ&nﬁ@rcenu@rw kit YeduSR@Bhe nsk of fraud,
aut hent| cate the customer service nunber on the credit

new mathods Oﬂ'IbPe'anEaldhemiE?e'IﬂOIs@Ve beeddeyised adletegsgeddress verification
servigqftt gﬁzspg{;ts %%sérggl g%‘frgsgm%llﬁn%%r\%}sés(\ﬂtMe ctre(%ht cgird
compthy PM$eANEH @ik cAras ls@haRy&ir€ @drification value (CVV) code 1mpr1nted on
the back or front of the credit card that is not part of the credit card number (VISA™ refers to
the code as CVV2, MasterCard™ calls it CVC2, and American Express™ calls it CID).
Authenticating that the buyer has the proper CVV code tends to show the buyer physically
has the card. Similarly, some authenticate the customer service number on the credit card.
The use of user selected or card issuer selected personal identification numbers (PINs) to
authenticate users is also common. However, compromise of PINs and/or loss of physical

cards still result in significant identify theft and fraud.
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cards still result in significant identify theft and

fraud. 1 WO 2007/ 146751 PCT/ US2007/ 070642 BRI EF
WEIMVARYSOF THE | NVENTI ON [ 0005] To address t heeBUSI007/070642

ot her needs, the present invention provides

transaction instrunents with enhanced security PIN

generation. 5 [0006] Thus in a first aspect, a

transaction instrument with enhanced security PIN
gener ati on i s BRBYS§BIMARE QF EHEIDNMEMITONt r unent

ener al i.pcl udes:, a card, body; .an ccount .
100010 F% Aadbsny e G Rinehn 2 o B e A enfiGEBidPlaes transaction
instrinién®y Wah estihnasbaehafyddNchbratib@ transacti on

instrument; and a security personal identification

u (Pl rat . ' : [
roood] Phis b sk FERS B oH R RO Eh i 45h By Seclft Py
generatied 8tpeovided dTheliParisadtidh\viadtrunredt gerevdllddacivdea: & b&rd body; an
security PIN generation mechanism [0007] In certain
accougt sl Hang Bochanisny K RFVIgnpAsgoyBHBFATRBAN ReseHalH SHih the
. I . : v i
e e A B R ey B o AT BGHfo
mechaeisms eherreint ynd? BecatityaPIN saetoaraticalédgdnetated/ala fredeterarined
. about 60. seconds and s n days. 15 [.0008] In another
mte”é’g &%i?foéf’fdség e t?‘ﬁ éw%ﬁff\?aen@i%méwgﬁsmn strument with
enhanced security is provided. The transaction
[0007]n sk aenteimt engfmdaments,\thé secluakydIN generation hsdyanisnm caropidees @
identifyin chanjismfa vi di ng_account .
randqy iher il i g sssupby AN Srveraidn BikeBianign automaticaity
genetalBta e FEREuriHFANGD 2 pRIISREAThe8 Mitbival bedRe PR UOCNICBAAsUAd seven
mechani sm erein a new expiration date is
daysaut omatical |y generated at a predeternned interval
and provided via the enhanced 20 expiration date
[0008]ENET dokiR asfReheithe Mveditts, b tanSBt6n DRtrimehtrwitiesihaii®yd security
. further conprise a security PIN generation_ nmechani sm
is providege ddvedrineastiap (nstriment sopeitly dreludes: aiesd bpde dnRes@nh,
ident3iHdShesh B0 AT ol Dy ARl dcld BBl Plsaction
instrirh@nsact aneniantei egpitdtipn latet deaerations toevlmids witerein a new expiration
provi ded. The nethod generally . includes: jnitiating a
date sjaytoreatisplly genesaied dtarredsicadredanteryad engypropided yig tjae efthanced
o B T e bobrise o
securdiy RN gehedtiomirtebhanism tir ansm@endeonith thetinvemton, aamedscribed herein.
transmtting the financial account information to a
[0009]) 2RSAkheR Asfe@Ebt the AEEAGE L WERodoPYIRRIing Shanced security to
verification of the financial account infornation;
finangtab traitkactjprs usinguransactiph Mstrumentatisprowided hEhe methodtggngzally
enengtlon cha?'sn1and

incluges: initiating a financial transaction between a first party and a second party using a
transaction instrument of the invention; providing financial account information associated
with the transaction instrument and transmitting the financial account information to a
transaction facilitator service provider for verification of the financial account information;
providing a security PIN generated by the security PIN generation mechanism and
transmitting the security PIN to the transaction facilitator service provider for authentication

of the transaction instrument; and authorizing the financial transaction of the financial

account information is verified and the transaction instrument is authenticated.
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transmtting the security PIN to the transaction
facilitator service provider for authentication 30 of

W b@7te@@nsact i on i nstrunent; and aut hori zi ng tPEI/US2007/070642
financial transaction of the financial account
information is verified and the transaction instrunent

is authenticated. 2 WD 2007/ 146751 PCT/ .USZOO;(#O?OME )
[0010f o1 oprtain epBpeimentse MSSHRFASHPR factlffaof Ferkicq pEqvader uses the financial

accouhBnfdrhiafib? %s 3 ShMé ERREQMD ARficHSREnAH R tle@BCH ARy and the security
account Information as a static identifier to i'ndicate
PIN to aethénticateaflerttite of the sirst party yicemsyntironigation-basgd amhphticgtion
aut henti ca pdentity of the first rty vi.a a_ .
procedy MBI 3NT i B LBy ShemB R rR e BT IR R gty P,
generstitil ﬁ;@é}%ﬁh%?ﬁ@ Eddnphpdt 09R D BetdcOthi®E :1a8alTRYle Wiltethe
security PIN 5 generation nmechani sm may be configured
finanga aasound irfermativodiyitheaithenticaeon proressl e with t he
financial account information by the authentication
[001 lg’r a6 R8fain [Rbbdimdnfs, GRS firRinfiaPidRACHTRANE & carldi®t pres@i Clafdaction
ransaction is a card not c{gr esent transaction  via
1

via tetephensharribe ternete In pther erabodiments: the finania dTangastion is hgce-to-face
fi.nanci,al Ekrans i | . -{0- t
s RGN BEARRER AR RO B ST GoBaRS i
transa@¥i6n FLcARS} bdreide bovideg adidniatiaalBawd tierpoiitaiflsalealepice or entered
service provider autonmatically via the point-of-sale
by hagd viacthe key past @frtheipoiBl;ohsitideyice- t he key pad of the
poi nt - of -sal e device. [0012] These and ot her aspects
[0012) | Thde andrethapppeantvill becone apbaski tolonk of skil imthte agppon reading
reading the disclosure. 15 BRI EF DESCRI PTI ON OF THE
the diSRASNTRIGS [ 0013] Figs. 1A and 1B illustrate exenplary
enbodi nents of the presentation or transactions cards
of the present invention. [0014] Fig. 1C illustrates
an al t er nat i BRIBRDESCRIPTION QF Tol PRAYEMNGS i on or

transaction  _card of the reseFt N nven&.' on. 20, [.0015]

(00134 gFigad A P58 listrate sXCBRBRAFRPYABRES A 8 FreRtation of
] apsagbhon card of the present

trms?%@é%?%r@%bftﬁg%eg%lﬁg anﬁgfrlfbedded RFID tag security PIN

eneratjion nmechani sm .and .a fob [ s _confiagur .
001415 Fieadt iR 8 clgmi oo R S ety BRegi Ay iifsaction
card GEMRE ?ésg&in‘%fﬁgﬁ_i ty PIN. [0016] Fig. 1E illustrates an

exen‘E’ ary enbodi nent of a presentation or transaction

I GO T R
the k&8t thvdntiBn ir%:'fudiﬁ% Msémpddded RIFID X ek arity RISt deackatiébn mechanism,

generating and authenticati ng security )
and a fob which is configured to read the RFID tag output to thereby display the generated

security PIN.

[0016] Fig. 1E illustrates an exemplary embodiment of a presentation or transaction card of

the invention including an enhanced expiration date generation mechanism of the invention.

[0017] Fig. 2A illustrates an exemplary method of generating and authenticating security

PINs in accordance with certain embodiments of the invention.

[0018] Fig. 2B illustrates an exemplary method of generating expiration dates in

accordance with certain embodiments of the invention.

[0019] Fig. 3 illustrates an exemplary system for performing a method of the invention.
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PINs in accordance with certain enbodi nents of the

invention. [0018] Fig. 2B illustrates an exenplary
woreaohodh76f generating expiration dates in accPCTHHINET/070642

with certain enbodi nents of the invention. 30 [0019]

Fig. 3 illustrates an exenplary systemfor performng

a nethod of the invention. 3 WO 2007/146751

PCT/ US2007/ 070642 DETAI LED DESCRI PTI ON OF THE

| NVENTI ON DETAILEPHREDCREEHON Q¥ diiil BRVERHEON | y

0020 SBede R P SRRy PRLES SRSl FARRRESin enbances
secur@f perkdrial Qentifibdiod MaieePING getdritionPTNe 2nBRed sdcufity PRy

be usefully in connection wth account information,
generaigumpy be dsefilhintgeaneqtion v tcaceonnt ifermatiparpssacintedeyith the

i.G rar [ ' I
tans Sfith MBSk ool St ARSAE e MApl S80S ElHens, T other
aspectsihenfangdttion ynsafinensaif khe innaitiod enagrdpaiossity inekige extianoed
. date generation. [0021] In certain aspects, the
expirgf & 8F0P10/mybe used in connection with account 10
i nformati on associated with the transaction
[0021i] nfInrcerbinaspdcts, thetshaunity CAN endytbe usedins@nhedion with account
. instrunment via synchroni.zati on- baseq aut hepticatian
inforg aoc et Mo S BRI GOEHETorH e DA G i CaBgAcay
instruﬁien??‘zﬁ'mlgﬁi chrbhiSatrCi44Bd algcﬁérﬁfcﬂi%ﬂ d@gcé@yas%s&%%g iffurther detail

static ntifier to indicate i tity of the

hereit.r Bpsaytof exampls the aegount iafumatien sey be used 48|aNtatmyidérdifier to

. .. ysed t. thenticate the identjty of. t trapnsacti on

indicdlg Eftpifiea s PERat S BrtiuRmarione fediy PR bate g5t S

authefitiédt MM a8t i of RE krhahdaBtSH inSRAMERSiPL HMicHRNizaliORLBded Ipfocess by
one enbodi nent, a transaction instrunent of the

a transanfiontiralitalos seyibeprowdgar d body; an account
i dentifying mechani smfor providing account

[0022]nf B diRtehbddRea DG PdrRactitntifistiuint bf the sB@hii@Dincludes: a card body;
instrunment; and a security personal, identification .

an acepb identi fHing mgehwaisat fos Rrovading a¢royRy iInfsmation associated with the

BTG o BE0EL08 P PRI B B crraion

mechbfiging abichentcnngicallyrperieraés 4 v soeuatyt PIdhatiarprédetkesiined interval.
card_body; an account identifying nechani smfor

In othsr sypbarlinsnite & FaRtaction BSHADFY P RSBYTICBANGIIes: 4 frgd body; an

s B B Ry P Sb Bl ne

trans#eion éxgiiunht; an edhireed txmratior deteeendratieh machanisal, whaghd
optignally a security. PIN generatjon.nechani sm . 25.

autorpgfiseBy eRasTACSHBRY FYRIFIOY datg 4l A rellelsPBingd el gud @Btiopally 2

securtY P Ben@ti X SRBLAf { r ansacti on

[0023] More specifically, with reference to Figures 1A and 1B, an exemplary transaction
instrument 10 of the invention is illustrated. Transaction instrument 10 may generally
include a presentation or transaction card body 100 defining a front surface 100a (Fig. 1A)
and a back surface 100b (Fig. 1B), as generally recognized by those skilled in the art. The
presentation or transaction card 10 may be any known type of presentation or transaction
card, such as credit cards, debit cards (including check cards), automated teller machine
(ATM) cards, phone cards, stored-value cards, transit cards, etc. However, the invention is

not limited to the particular use of the presentation or transaction card. Further, the card body
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instrument 10 of the invention is illustrated.
Transaction instrunment 10 nay generally include a

w@e@3ent7at i on or transaction card body 100 defP@i/ngoa7/o70642
front surface 100a (Fig. 1A) and a back surface 100b
(Fig. 1B), as generally recognized by those skilled in
the art. The _presentation_ or _ transaction card 10 nay

may hgesizedyangd seansd iy gy ANTSE seitacaior B¢ 1Biendgdaissakor wtaner. 1 certain

g R T

configlrative, sahds shewnireBIGRAI1AeandalBRIs, transit cards, etc.
However, the invention is not limted to the

[ooz@g:%{o@ﬁgrugt Hél‘?n Eemggrragsfasmrﬁm\ﬁ%@%% 7)& gﬁg@g@hm&s a fob (FIG.

1C), REENISRY ﬁﬂddﬁﬁtﬁﬁcﬂﬁy thmaqsl&iléedsmzh@am nbh skl petiodimeatsy the card body
n t abl e .f o h t < F i nst [
o0 B oL S B S R MR

identil?ﬁn% BRERhidnks #d3e %'P'IN Eéﬁé'rﬁﬁ’d]ﬁﬂrﬂeél{amsﬁﬁ Nid (E:Hérﬂidd%rem By
such as shown in Fl and 1B. [0024] In other

way ofresadpleethe $ob cdrd bodn hebmry meludeRFIDrtegs orrﬁél}pr@ntably sized and

onfigured as b (FI I
shaped s @i Siioy LERb IR e Fieed® et dedRpSFRTE éuc%
enbodi nents, the card body 100 of the fob nmay
[0025 uj Tlaeorayd bodyet)Oamay alhepewrally hesiwalioued It%ﬁl§¥‘1d? A8 account

ident ﬁllg rggeﬁg?ngé:xg lflor prov1ﬁ%%talcfzéﬂnlggl atﬁ%H' %s%glaﬁéaq’vﬁ?ﬁfé réllahéfactlon

eS cri
instruf@sat.Ofn @N@ﬁiﬁrﬁood‘ilhentﬁ ahe sebantdehyifiing nfmlyamm htag*&nd:ﬂidd}t

tags or chips, suitably sized and, shape
magnste ppips 140 orriprippaehyac feadable mgehanism heF @53 ‘an embedded

memgk'grr Rl &ﬁ\(mﬁ Q)qlg9 gg% l%ntﬂi ort He@aROBEy LAPRFRY o8 %ﬁlbg&ﬁ%r flhecard

0 I Nnc ude an account 1dentifying
bodyiee kadd ﬁllﬁ)rﬁmnop prinied ion gheacard body, IMIECR hn, Dnmm‘slsmtmrmttweof In

I T T
reada!bfbcljgygr ﬁmsgﬁ%]ﬁ;élﬁ 1§Ed}h bﬁﬂ?w‘?ﬂl QEhﬁ()mF@Pﬁ'lé‘&’eVlces chip

e nmechani sm not S such®as an enb
read e ivar godeheepﬂem tiha. élxpmwdemmdlmn‘s, owrh ehwhemths OBUH@DdeIQO is

nbedds th d 15 bod
shapi g it P ARAHOER ST T RYTR TTOAF TATRRCH PRI phip (o
show?l?e Pa a%ﬁé?f&%tﬁﬂ?ﬁf 0%hichaySstfdnSPESE R bfed sblas E@MnE@ﬂy swing

e to utilize standard configurations for t
fromrmﬁhm the bordg a this| feb frchuageswienspt s usep b tel swing from within the

wi.t h poi nt of sal e devices, chip
bodyq ggﬁg%’{ob%no%ﬁcgsé Hlé%f’grs etc. In certain

enbodi nents, such as when the card bod 100 is shap
[0026)s Eor insianech if raascen desirable farithg maghinecadahle srTRRgReRtS t% c Slzed
ded
and 5?1&66 Q425 &(}I?E%%fpg%? l!ggg 1%% IZ&%% W(?t&rse gmrb%ﬁﬂtcof ShieldGice.
Exariipl8g6HuitalSIePOS deévicesail ptrmlded methé® ftd}pm]ﬁg tdrembolly absigned

apphsc’;t?c{neslgt%e \Qgt?rré drllsoctloslulpes lfl)?\% 1c?1uatre }n?:or?)\(l)mra?egd }];errglrrln b\yrg elrerrllcé Por all
purposes: U.S. Prov. Pat. Appl. No. 60/147,889, entitled “Integrated Point Of Sale Device,”
filed August 9, 1999 by Randy J. Templeton et al.; U.S. Pat. Appl. No. 09/634,901, entitled
“Point Of Sale Payment System,” filed August 9, 2000 by Randy J. Templeton ez al.; U.S.
Pat. Appl. No. 10/116,689, entitled “Systems And Methods For Performing Transactions At
A Point-Of-Sale,” filed April 3, 2002 by Earney Stoutenburg et al.; U.S. Pat. Appl. No.

10/116,733, entitled “Systems And Methods For Deploying A Point-Of-Sale System,” filed

5
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body of the fob for access when in use. [0026] For
instance, it may be desirable for the machi ne readabl e
w@owposnsat s to be sized and shaped to as to bECT/US2007/070642
adaptable for use in connection with standard
poi nt - of -sal e device. 25 Exanples of suitable PCOS
evices are provided in the follow n

|

Aprilgt $03h ey Ly SR ettaﬁ oUshrt dpal- 389, 48U 6&6enied h
“Systg{qurg Aéfgg\gétm&sgﬁ&ggﬁggzﬁ %@1{ §£1§§9§%%7 fﬁ& g 3, 2002 by
Eameyn$tbtterlohirg knt/egnd s, H%I A]ppICNo S4Bl D81, etitled ‘“Biystels And

Mot oF GeTiegne dab 0! SHEIFER HieaiARl & 203 % Bion,

Stouté)[biirgm filed August 9, 2000 by Randy J. Tenpl eton et
U.S. 30 Pat. Appl. No. 10/116, 689, entitled

[0027&?%0%@ g‘%og{\r/nbetn?{) ¥ daE:orl}r}t |1(E€§8E)§ Tr arézqaﬁltéllg; c1)1510 ud% account
inforb@éH irfle®br @played: oﬁ at Bkt onBRBHaccNBereofl Qfola@ @r #iddmbination

_entitle aﬁstems And Met hods For Depl oyi ng
with g ermaye mesyayiabmmeomamem(sss mmm@zmeﬂ %30 may also include

user 151{%{& %%91%171)@9 1284 %Ag}o'tloﬁ{% ’1nf§ %fg%{'t?se Hn%crorglé 183%%811@
1nform&i§ﬁ,@ﬂi$ And Met hods For Utili 2| ng A Point-O-Sal e
System filed April 3, 2002 by Earney Stoutenburg et

[0028?] yhﬁo?é;]garﬁntgarl)ﬁglﬁ ﬁer%?ﬂ) Emb% grgg%lr% ?re@g’lﬁatﬁﬁp Ijtt}eiaggcgoP cards of
the inSgatic@nmiy gédeeadlyAiprisd sord€ Gsdmboyf aEarume)deﬁtlﬁﬁngﬁﬁﬂbumm, which

%@2027 I n ot her enbodi nents, the account identify
may heRHHFERlP MRiAUEldientdY acleati Ape agcappassaciased wih ﬂpﬁtrwwwn

1nstrL91rlen‘Ei %&ég%? Wiy o"ﬂex %t a 0§ msa ﬁl%ﬁﬁé D&l étlc? ﬁ%d%r a bar

N CO ne or | ne ea

code.n®hé eard Sdfﬁmjﬁer Sx]n:dh mrghobemtsermh nﬂﬁﬁemmyl/(m Ios‘m:r stritl wd &xt and/or
user, identification i nformati on i ona

numyers, &%ﬂ%ﬁfbe Breded pior Ee AR Hf’r?n §’é6fiﬂr?ﬁe§}tedi’éf the bar code.

Thosé 9E1HE&‘§I th@8rt will GppreBdhe Yy BRMbIn6HS Bl Yan Herhs&‘r’fot ai n

nbodi nents, the presentatlon or transaction cards of
encoddﬁéecpd@/emagnﬂlqmyp@mdénatahyla@m cede. Jomtber, thrase skilled in the art
account

will GRFils waf Bty 4 p AP ol e Rpom Rt fhs 2000 e incuion

assoc@eﬁ@@@itﬁta%s\@mtahoﬁ Betridsaditoatatd And by tHER Mhay BRIl ¥s DY
way of exanple, a card may conprise a magnetic stripe

appropidtede store the frst andie seopnd ideatifiersd dMerelyibarwayf expmpleg it some

number t her of text an r
et aht fioe AR or OBl EY s it i e Ll as rPD
tag oﬁéﬁq)spﬁnﬁé'éﬂé@ in fhe RERISRSIb&ANRYert Nendaf ar§aghproprikttasnner, RFID

skilled in the art will appreciate the variety of
readeiandyerhardwake ragnboesed segbtpig and/or input the first and/or second identifier.
Bar codes, track data, account information, efc. may also be printed on the card, as known in

the art.

[0029] In some cases, the presentation or transaction cards may comprise both a magnetic
stripe and a bar code. The magnetic stripe may be used to store a first identifier (such as an
account number associated with the instrument and/or the like), which may also be printed,
embossed, efc. on the instrument. The bar code may represent a second identifier, which may
have some relation to the first identifier, or may incorporate a personal account number, a

personal identification number, etc. Merely by way of example, in some cases, the bar code
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encode/ decode a nmagnetic stripe and/or translate a bar

code. Further, those skilled in the art wl]l
wa@pprees’at e that there are a nunber of ways knP@EUB2907/070642

the art to store information 20 associated with a

presentation or transaction card, and any of them may

be used as appropriate to store the first and/or

may beerGade | 2T icpdeknownviithe git-pis repoaipediathopeskilled wdhgart, the

. , | . .
ident FEDARY TROS enleffict, L5k TR yERRREC(E o ihufRealSe
derivahixnglad, apprépratctacithiqueobdgh@henangtage Inandinghe ahy An exemplary
appropriate, scanner, RFEID reader and/ or hardware my
technjie R FORPTSBERER RRBPHPN AP UEed heaeip; & deredrighgingaamsat
identifeBI Bd £y sirfede BRAIFQRE Sombin3filin H8dBnti RES @Eéﬂ as a first identifier,
Informati on, etc. nay also be printed on the carér, as
seconkdndentifien efd hog aay tompHRAS] thereofone cases, the
presentation or transaction cards may conprise both a
[00307B91 présentdtioh RRd BAfkadtittA¢ar@Ostahe fRRSeTRBRAtIbE fitihet MBlude a
may be used to store a first identifier (such as an
securiy OO generatidyemechenisyl bitle dCheiseenrityi 81N genqratinsnmechadisor 110

the |ike whi ch nmay_.al e printed, 30 enbossed,.
autong!alt, K S0 FRUAD/ P AR RFA RlnogiprePaD, B R
embodRAEHIS thelRBlithFEN, gebiiaibn fRYhankkay €16 &Bprisel atdrddm ®umber
the first identifier, or may incorporate a personal

genergior ot ptheniniieble seeyre Pa tekendnowadn thefariceftviidyal pritfe networks. By

way & oo ottt S BRAP B Bt S R AR Ty Rorpleaty
generh2th KAV s 0y IO prédetdimimidtinteAR] baoeemaboad 60 yedohdsgnd seven
skilled in the art, the identifier pay also

. | be .
days, g r APORERVCIITHE Sf‘éﬁ%‘#sy BIERUES| EIUESSy HE@iYtery L fanutes, 30 minutes,
.d [,Li er 4 usi ng any appropriate
lho%rb%}(%%%jg? h%?ﬁfl\gia%sg?rg%fgtrcé known in the art. An
exenpl ary techni qgue may conp(j se 3DES encryption. As
1003 1] ob Gl GmbodTRes. Al SPXPTIY HINGHcRFEAR mechapR ey gclude a

i GRERFA P} r LB el RS LRl o iplsing
the sécdaityt PN &vif isegeneratedr Byrwaycaindxiamatd, te sebieite 81N gbogaiin

The presentatio . transactjgn c f the . t. ..
mechAROBTIRO ORGP ERGCL i He b gund KoL of: Ydepa: fgpp inatons
thereflTPi ?‘lﬁ‘[ﬂeﬁ s IR, Thesee 85 PINYgeRbRi 80 RRERNI P 1 Hgﬁ:%? BE §1¥ibly

automatically genérates a new security at a
located enithedraek suthce e ofithe cand hody tL89.ror Bjcrmatoly mapitbs loqated on the

ity PIN i hani 11 '
front 35 AR A1) DGRt HOOP o QP repneapERr ane 35T g vpgse
mecHafi$B MmN BVt gRatbd thtd tie inferivi & ti@barbodAtaad Medywt k8 visByle on the
way of non-limting exanple, the security PIN

surfageptha cardnbutaatherdos essibg viaue & rra sme cprd, REEMr gther suifable
security PIN at a predeterm ned interval between about
%0 seconds and seven

read

[0032] For instance, with reference to FIG. 1D, transaction instrument 10c is illustrated,
wherein PIN generation mechanism 110 is an embedded RFID tag, and external reader fob
150 is configured so as to read and display the security PIN generated by the security PIN
generation mechanism 110 and transmitted by the RFID tag. By way of example, external
reader fob 150 may be placed in proximity of the embedded RFID tag such that the
transmitted signal from the RFID tag is received by the external reader fob 150, and the

external reader fob 150 may then display the generated security PIN. Such an external reader
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days, e.g., about every 60 seconds, 2 mnutes, 5
m nutes, 10 mnutes, 15 mnutes, 30 mnutes, 15 1
whowr/146121 hours, 24 hours, 2 days, 5 days, et cPCT/0882]/070642
In certain enbodi nents, the security PIN generation
mechanismmay include a liquid crystal display (LCD
or other suitabl e machi ne readabl e nmechani sn(s) for )
fob 13 may kg rorfiguredbingay suitabje mappes dnpwn i thgarfe angd may bgghaped in
m PI I*t;tr)‘g
any s leio%lc dgﬂgﬁdleg%ﬁaﬁcgq 1'tetdyco a :‘\Igg?zﬁﬁ‘ Eﬂépoe&’ laeﬂgc? % 3Wice
penplmralvd'emempeEMI mhpme@eﬁﬁhm’aled@ﬂfe a Etedit loexd, sha;s:dsdwm etc.
the security PIN generation nechanism 110 may be
[0033“1I SIhkbltlYer ehﬁ%&ﬁl%tsod'f tﬁ@ﬁv@lﬁﬁ}ﬁ ﬁl‘értlfaﬁ tiof) Q%trﬁfneﬁtﬁ ¢ B iflvention,
0, or alternativel cate on the
as desf.cnbcd msanyf(xfcﬂ@ ghbadmmenta abb\teonilyly @rmludesaln@mancedi expitdtien date
nbodi ment s di spl ay upd nmechani sm may be .
generfTCPARRtTH e Tioha T EPoTay TON eeHEeia erBipn ahsithyy In
certail @nbBEinYdntd, Bletn@inded %xplwfoh%% @Beﬂaﬁ@n fREkbnidY hlaSI ahidglatically
accessible via, e.g., smart card, RFID, or other
generstmatr@m expRstioedatent 2 p@d@gl]mlmd intarealdfic e g., wheiy 24 hours, every
ferenc sactlon i Ns
sover) iy P I oy Sufr F b PR RIeD BRobRT UG e tPig B five
years2dbo@idig§eae ABohideladycand)dbittiOrRak, ér8aH6 inftdikte, ﬂﬁﬂe b inning
conflgured so as to read and dlsplay t he securlty

of cachatest predeiemyinehinteed nw emlmtlog datercaresnondimgia mesme of the
end o}&%ﬁgﬁ'éﬁet%ﬁpé&'lnﬁ%r@ﬁéﬁé’ VACA l#e!%b f?g%trg%)a} 18%trum%lt is reported

e place
lost op Eteken ot fyaudulenh gctiiies dﬁhadbt&ﬁcmdrﬁlg tﬁat@bedetbmhiﬁehenterval, the
transmtted signal fromthe RFID tag is received. b

enhancgd cxxtation dpteraeshanismapay ypdeaghivpted, and detapsagtion wgument may
be all &Q% Eog%(pg@%’ él%ﬁr{hn%% 3y 1§7ng gegﬁlyft%g gsge%&é{éd,ﬁﬁéw RiPtration

dates Wm@&[&wﬁa&ﬁactfonbnshﬁﬁleﬁagor betendmlfpegmdedf fiimne &mtjaout the

suj t abl er kno i.n the. ar a ha
need g jssue, g é‘Eﬂﬂg“%??ﬁ%% SR TEENRE %‘EPSEBf n@( aégtav t ough
1nwnﬁggq§gﬁhgcéﬁqgggIgﬁﬁlce a PCS device per!phera
vice, a personal conputer peri pheral device, a
redit card sh e 0033] IL.n othe
100341} S8 e Ex RpI B FegRtedR G L A tsagtipp S dument 10e of an

embddﬁﬁérft SrRatifvédkioh mzlﬁdiﬂge&maﬁ&d e&pﬁ%&ﬁ&a@é %éh%ﬁatl'oﬁ n@ddUaém 112
t he enbodi ments above, may i ncl ude an enhanced

is illugirgtied.aAs ehotavich rajgnmeatp IF@S niesti B iremsactieyimstimementi LOR mey

scnel7 kit st AT & "R  GARLBEIA0 TR fra gurtuce 1002

and a0RBIEEaFice IndTRESWRA), S8 dRyaliFutasgalzed Bl those geiled af e artNdWe card
iration date at iypredetern1ned I nterval of , e.

body éOg nsﬂyza«llsomuﬁrglly bo epnfigused ferinelagdesan aogeyn) iGmtifans ! mechanism for
prov1§w§ lja%:c?un'{ g&o@na‘%%%tagsorqape% Wit rﬂltang)ac’uznll Hstrufieft: ’B}”vga}; 8f non-

limiting example, the account identifying mechanism may include account information 130

printed or displayed on at least one surface thereof, alone or in combination with one or more
machine readable mechanism(s). Such information 130 may also include user identification
information, promotional information, advertising information, security information, etc. The
transaction instrument 10e may optionally include a security PIN generation mechanism (not

shown), as described herein.
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10 years, about six years, about seven years, about 10
years, etc. For instance, at the beginning of each
wmew7psadet ermi ned interval, a new expiration PEL/ES2007/070642
corresponding to the date of the end of that
predeterm ned interval may be set. Then, if the

transaction instrunent is reported Iost or stolen, or
(00351 r ol lics Atposistal ha inEentign cmEBPLT B QTIPS grtapged security to
ﬁnanfﬁﬁlec %E&Ql%@ﬁﬁn%{}&% LV inbt en?mﬂ‘g BERAdGX B 28 @hcd Hiff the
ani sm nma eactivate and 'the transacti on
methcbd%?df Ithmlﬁnéntmiya deoutity RN is\genterated ex@iscebedMdrein imtonnettyon with a

i.f no issues orted or detected, .new expiyatjon
finangjgl tgansation i V%@@@gfor awﬁspwfgﬁs%a@%wn 1?%‘6‘%’1‘}8 fEﬁf

embo@ffﬁ&l@sd %ﬁi eREmtafsx aﬁfau&h BRe ¥ ddnemted AQYesiRRE hEI‘%lﬂ i%%ﬁnectlon the
new car t ereby reduci ng the risk of

use oﬁmlttamsacmtmi mﬁtnanchttdiambgdh heremt éVbé@thlemtretmdStdﬁ eheaawentlon will

s G T O Bl RATEIR o €11 kRt

that tRSREMbARAE nof sd M@ittAvent i on includi ng enhanced
expl rati on date generation rrechanl sm112 is

[003({] St {fll%ltn%%l ?3% %Eare%e\r’lmirta 8 58@ ?}s&}%ﬁra@ﬁh@eﬁl &tl%lock 202 a

finan§lh PSR RAGOh BRtvedental faBiSHetyl 200 afsaécﬂldtp@ﬁy 1&&&1@6& usiihg”tgtrmsactmn
front surface 100a and a back surface (not shown

instrugesné 1 60 pithe EEgHeE etinppresEbaionEitianEglipR InsHamgRY | v Sfifhe
1nven?1%n ?na %%q%e&'l% cti% % hgtflg ﬁ{eﬁwﬂ dEs%n%Q&]fl o 333) 'ir%tance the

e an accoun yI ng nechani sm

preseﬁfaﬁun ot ﬁ@lsaaﬁﬁluﬁttruﬂiﬁrmﬂﬁaf therinassion nﬂatye;dmmsdss d dued body 100, an
transaction instrunent. ¥4way of non-_Jljimtin

accous iiepliEying MechREl 68 138ni4% phdhg SW@EM&&%WI%PNHCH%M
110. &%E od fAERE itiny lug{]l‘ﬁ)]’cffgc 4! v("ﬁe‘?g fiRincfH1 SRR n%?ﬁf&ﬁwﬁ%n associated

|'east one" sur ereo al one or in combination
with thiettfaneqeeon instroment mpodwchﬁ and ackadhittedibe h ansntie) facibitator service

Information 13 nclude user identificati
provides 197 et iggHon. ?B%% SROGHAHAS YR S%&G&#ﬂ%ﬂ’ﬁfa ton
mecﬁaﬂfsﬁ{ 1%811%0v1§&?éﬁd‘ &%shﬂfa‘artﬁ@ﬁécﬁﬁty FTN:to tﬂ@@atﬁ@chon facilitator

transacti Instrunment 10Ce may optionally include a
servisegrovidey foPhhthgetivatian adlockeZMani sm (not  shown), as
descri bed herein. 8 WD 2007/ 146751 PCT/ US2007/ 070642

[00370 O@éhtlﬂmné)mécme fHeSrabactiBe ficmitedl bérfice pRIVIRE $hehGferifies
provi di ng enhanced security to financial transactions

accomt|1mfgnnatmlmdta|utmnilMQSrthmmS@CtaﬂEnﬁﬂwfm élgthe perount information

and tg% E%P}"g’;ﬁg] e agthalé hcg ch) t%s gnséé d I%Balng cﬁ gléx ('gsoﬂrthcﬁ‘lzed at block

210 18 AW @Hdsh¥dn hduhindent fslaﬁﬂi&ﬁh@ltecl ransaction to verify
and/ or authenticate a transaction instrunent. In other

'y eug)ta itabfe ider fi
009, RS0y S LGP IR A 008 i povier o
faciliddting fiadéisP@dnsanionnat autienicatag teiskeas dfarapsavtionhistraments, such
the nethods of the invention wll
as the generally known financial networks. In certain embodiments, the transaction facilitator
service provider uses the financial account information as a static identifier, e.g., to indicate
identity of the first party, and the security PIN to authenticate identity, e.g., of the first party
via an authentication process which verifies the generated PIN with the identified transaction
instrument using any suitable algorithm for syncing transaction facilitator service provider

activities with the security PIN generation mechanism.
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generally be described with reference to the
enbodi nents of FIGS. 1A-1E, it is understood that the
woreionogdesare not so limted. [0036] Turni ng noORCT/OSI0T070642
2A, a general nmethod 200 is illustrated, wherein at
bl ock 202 a 10 financial transaction between a first
arty and a second party is initiated using a
[0039] r dMercspreificallyn ersgersiy PN @ersratiofempehippisi By baggnfigured so as
r i- r a i . . of ..
to be RLERAPEY 8 toble AR AR BB kb TRl oy BF entication
proceske St iifethchevagions ddtatvase(9); imvhaking thive papty éambise(s) dfidesited, or
~ _transaction instrument 10 of the.inventjon ma
similg prgriessss gay heaised by iy trepepctign facylitator prrvicy @Fﬂ"i“%l%‘i iqygprrelate a
signalfe S R IDL the Sourfs Y SRR RS BE i e acoount
inforthatidl assdci 2Ot with dlicetrdrisacivniiadtruamnobsmas to afithenttatoihe transaction
associated with & e transgﬁ%ion i nst rument

instrugies RN PSS atoR AL ety SN of ths ARBIOPTI: Preslsfepmingd sime

interva€ oY bEferalBf Mef8Sod B th¥&rk{llcadh iRt The security PIN
generated by the security PIN generation nmnechanismis

h royi de nd transmtted the secur,i RIN,to the .,
rooady; cTREEEPLEF iy bR BAFGHS yR i ol b8t benr e
finan@iblt teRAdtoAS, sQbh & thBéeosk te?éhoneBr he YdeineCRNete UV N ELoliEs are often

bl ock 208, the transaction facilitator service

used. prlowrer the frsentien ismobso limited @ the enhanaed spawityisdlso useful in
ut henticates.theqtr if .
e GUAEDL AP 4 SRR 200 ) SO gy ormaion ndo

the sRutityePIN @ay Béltra@ndittd® the tramkattidn facdiegacievdce prdvider via machine
aut hori zed at block 210 is the transactjon.instrunent

readaply mechrBivES cRick as 2 poiBef-saindevisea i tiiighlemamtialsale device
know%(e}{l Yﬁe%’t, Pﬁ&va}sﬁﬁg ste.r&?%u &d @5‘@[\(62#421? PRlSed ﬁ{c‘fﬁ&f%gﬁ) VAR Inagnetic

acl i ng Tinanci ransaétion a
stripeaighdies) RRIBtreadprs, bmas catdusadets, brcaByaety of ndmakhitingentsple, the
such as the generally knomn,finaﬁcial net wor Kk

: | .
securgly IPlHainFF‘ya?ﬁ)tB@SWétFﬁdstP thqﬁ%arls?‘alr%afal @}prisgtaqqeiplr%\fla&?r au’pomaucally
via tllﬁeﬁf Yokt G sRIc QL L€ ge. gs%_ ahl'lﬁ:&fej SafRfah@arEREUNbr entered by hand via

ormation as fatic identifier, e.g., to indicate
the keylpat dftthie pdint-besdlé dsticeargt \aftendidplap &opeaukChyred ouit). o
aut henticate identity, e.g., of the first party via

[00413{‘ adlibenbLe %dv‘éﬂth_@?%@ﬁﬁtim%n}éﬁftﬂoﬁ iRgrubieat MeyBE atrdit card,

Nwth the identified transaction 30 instrunent
debitugidgndwding aichexl|cerd] aptorhathdriciler mgginnge eaydinhane aardi Bered-value

card, 4555 P B T LGP Bt S el ablyh bl securey for
a varidhy bUSE0ial B48K6tons] BORBIngMpsdet, et isfor&ddlye (iENQift card), ezc.

security PIN generation nechani smnmay be configured so

to be recogni.zed as..idaent.ifiabl e w . .
o0 i B SERSOIREE T Gt B RS bR s gyemion
incluB[RGRE ncelf ek pitAidhAaGenv@tib Hkcliti g ey B9 used e Finaticidg

third party database(s) if desired, or ) i
transactions, including card not present type as well as in-person transactions. For instance,
with reference to FIG. 2B, method 211 is illustrated, wherein expiration date generation
mechanism is utilized to automatically generate new expiration dates at a predetermined
interval for a predetermined duration of time, so long as no fraudulent activities are reported
or detected. By way of non-limiting example, fraudulent activities include non-authorized

financial transactions, lost or stolen card reports, non-paid account status, inactive accounts,

etc., as recognized by those skilled in the art.
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simlar processes nmay be used by the transaction
facilitator service provider to correlate a 5
W@ 2@nasarse or secure | D fromthe security Pl N PCT/US2007/070642
generation mechanismw th the account information
associated with the transaction instrunment so as to
aut henticate the transaction _instrunment upon

10043,1>r Nt blask 208, aratgbexmafign gpig l%sen%eda%?wa}l%@ date
I

gener 101} %@gﬂlgﬁﬁﬁf gﬁﬂethe tpﬁéed%g%?l ne Qﬁn %?{1&2 4 rrééett gfﬁnzt]fca‘? &dtus
indicaitmve@t itmmdaemaned tmk antbrya]vweluhtes isi seeth Aeor. Ackipck b, the time

pres type, 10 f| CI al transa tJons ch
counBhig afoyeata cleghdhrensolitsers I BISEVANRE ¢ SRYER days:
thlrty%_ﬁin_, 5, Ofd efhen st BbckIAWENRG frabﬁ‘uﬂeht&‘éﬁﬁ&ﬂe@ﬁaﬂe%e@@Fep%ﬁed or detected

I'im'ted, as the enhanced security is also useful in
by a tfasastion facahtatdrygmqerpmsdﬂrtand/ims frapsaceicinstrermers assueroen a new

. t.he L nanci ount i nformatian. an secur
expirgi) i S BatomrRERY e LN e Ct il el Fididpish 112
This $8EMusSfdR lpeidratdlg newAepiahbn Bated Ra6iRiated AIBIEBRDI S ft.a

such as a point-of-sale device. Any suitable
predemnmedahu@@m@f tione, e, 257erisodicdrs & Yearsar tycars.uldhyegss, etc., so long

di scusse oV | udi ng t hose

as o ApR Tl REVRES ity ogéedrog%te?t%d 4B e vers, smar

card readers, etc. of non- I|mt|n% exarrple

[0044] ¢ Refetripgriony ©9ekIGod, qutaﬂlsaﬁpf%@f fy8tem0 Ot thaf ez wigd o perfonn

ﬁnan&glcﬂrifr{sgﬁfo% ﬁﬁgYﬂaﬁﬁcﬁérpﬂkgﬁﬁelﬁymﬂ%&%{%ﬁ ¥xp1¥dt1%ntdgfe generation
PO Tt -or—cal'e device (e.g . Via an or Brart card

and/ot e&uiligity PINs i@ ratﬁfr&meywiﬂﬂhel invientiort s @esoripedhabh cm:ﬁatrfaemplary

poi nt - of -sal e device (e.g., after. dlsplay fro L
emquggc@pt% §y§tem 390 comapipes &trad]égc&opgga it3108 §er vice Lo &t Central control

310 1@%1?%?@ tag%%ci%tgsng% r)ﬁ[@?&?%ﬁ{ bt RAstlons ta% S4Bl dIBYaRS 18, HleH t

uding a ¢ card), automated
Interdcgive &foiceeRdsporse¢AVR ) phiv3é9.car d, st or ed- vaI ue card,

transit card etc. Thus, the nethods of the invention

[004%]HVDQ{aB¥ @? 34 Bﬁ{‘l‘}eeféla‘ﬁ%ﬁﬂrdata‘baie@ 'sucR a¥ OFdchd Jatfases, that contain
i nancl a ransactions, i ncl udlng credit, debit,

record$ mgenﬂm@dlaaeur(tunbrmatgnf BXIUHIUQ)‘I da’@tggnera{w}omgc}hapmm IDs, security
anot her aspect t nvention, the.transacti
PIN generatigpmppchanism s, alnﬁ\?é.wﬂ g‘fiﬁl t%bzitcﬁlgp Jbstrl;jlaie ﬁshé[g]%:eaformatlon

may ﬁféﬁid@ afol eRarfisib AySRMTt AR HoNEaRARhENE afRYiald adeamt information,
financial transactions, including card not fresent

expmagxqzxedas gwmratlcmanbqhaplémgdwttfwsﬁr{gsotswﬁg ID teleen), isgquatiy BIN
|
sencl R Bt G P 4o SEATCTANTEN: Shabiicl st P and the

like. Utdr linst@@e [tRe Aathiu¥B(s) SB4 nyty genprist eecmmunﬁ‘mnamml and security PIN
dates at a predetermned .interval for a predetern ned
genetition D dnfognatiomassociged vl idantifigble ﬁ@eﬁﬂﬁtl%tnsgemﬁw ??Pfe@ﬂﬁcatlon

and %{Jge&%eﬁl%rn]tco%e tSTne tf%)%t Sy way of non-limting

raud Ivities include non- authorlzed

fi nanci al transactlons | ost or stolen car

(004 Fpher. enSCERTeD 98 SARRSSC(RnHidh PR ACHRRIGK (elebasceifgy be jdhird party
dataas& WP %a%/elﬂclﬁéfe {hlﬁ‘asp(?lr@ btabsd 1hf3rﬂllé‘t?or§ Edch at@hird party databases

known in the art for authentication and approval of user identification information.
Processing system 312 may be, e.g., a Sun Microsystems workstation, and may work in
cooperation with database(s) 314 to permit information to be updated, to permit cards to be
issued, to permit transactions to occur, and the like. In certain embodiments, secondary

systems and databases (not shown) may optionally retrieve at least a portion of the approvals
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WO 2007/ 146751 PCT/ US2007/ 070642 [0043] Now, at bl ock

212, an initial expiration date is generated by
wezprnatrson date generation mechani sm 112, aneiCT/082007/070642

predetermned tine interval is set toits initia

status indicator, e.g., the predetermned tine

I nterval unter is set to,zerqg., At block t he
and a‘t“ﬂﬁ‘ﬁlca%‘&?rﬁ‘é? Procesyn e W%ﬁﬁ@ & éi% %fo"ofr’c”%umcauon
to, e. %) rrﬁgl%hﬁft;mﬂﬁﬁgclﬁl' s'éﬁlléergrs{}l\’i@ﬂs’ arfel/ & user§ % FhciRRYSthe Fequested
hirty days, etc. Then, block 216, if no frauéb I ent
finan@aglttransadtiess drarepotb petnntm ﬁmutheldntcactmlmeect ed by a
transaction facilitator service provider and/or

[0047‘] r 5P'f§@é%>§1h§ Bydtéta B 2 ﬁﬁ@tred%ﬁfonnﬁh&[‘fr@mrhe\yﬂnew sodick® NFor
date is automatically generated by the expiration date

examplenproeessing sygeh 3 2 sxay bezccesyid tbrqsngb cﬂmhnmmft@% by any type of

comn§5ES181 4% MSHRFAPhH AShPUTR Y SH55FRI 6L Rhastans,

proceYR@F System YERMGy b6 adRaded ,thrzuglﬁéﬁrﬁmuﬂa@aﬁkﬁﬂ{&woﬁtﬂ&usﬁl@ eg.,a
long 10 as no fraudulent activities are reported o

POS @Fé’ll@c3t3@d Qtherpyayisio z%ss I]freemsalpg REften Bil A ipchily theuse <t§IV B 319, or
throu%l'g 5 %:l?s!tgh‘lgssggﬁéesre {es ans ?&g Eulrfm 1?1@th8§ %? c&ﬁmumcatlon

orm flnanC| S|n ransac

knowh s tHelsfeaEbavided te trhmmeﬂlf@nmtlbﬁto pntoce@ing sgaamnam ddtabase(s)
and/or security PINs in accordance with the i nhvention

314, 4ng thexwiqus davicss, SEBras AThiTeRe REMAFS) asyieBERIcRB ek up, VSAT, X 25,
1mmeﬁﬁékﬁ@&ﬁ%ﬁvggqgfhﬁﬁﬁva§Q@psactlon facilitator service
Vi co

er “centra 15 310 including a processing
ystem 312 | east. one taba e 314, and
(00481, °AS heraingl, in Yoptenpeu B s g s g targction may be
1n1t1a{eg %’1"1% % P@@Qf‘c(lr%} 334 4hﬁ§r§ha@i%n rekRhé eaabhetit 1ﬁ§%ﬁﬁ§é}t type,

acl e dat abases, that contain records

accoune gdomiatign ppcichetiké mhp bergathered b6 derviiasrB3@asral then transmitted
enerati on chani

.Ds ity. PIN.
to P M T2 2 S HRetion RasDBOT peciss IOV FLRY b 310, Tn
some@ﬁib%dhﬁérﬁ?sf 31513 hff&'rt?é@i oR¥n b& gAtHEled b? QWiXAiBreRit chrdRBDUSH a
transacti ons i nstruments, associ ated account

magnichié tadentassnviateewish PR devics 306, whereinghe mﬁorimélhmﬁ wmatlcally

sk BB SIS, uBR DR B LSRR Yl o s

for exa@kRE) khe RESAAtIoh By DO @Wahéd frEnNSsmaanchrt 1h§brteﬂ|1f£t6 PODdevice 330
i nstance, the datagase (s) 314 may conprise _account

and thmmécrrmtlp@ Feadvén elecitani 13¢aqhqr Nlte@C%"r@ePQSldGWCP B30 may include a bar
code r&d%r %Elll %nto af%? ggzlerxgﬁ%lg danv}gléc@roh%ggéde(‘ it aQ{feﬁehtngtg%@%a{d ar code

unen fo ication and I on

that ﬂr@ﬁdésf ﬁmﬂmhfdiimmlﬁn‘;tot d iR mbs: oﬁcﬂﬂeﬂf@ayglof pithéringainyormation. One

ortion or database(s) 314, or a co ete database
of ordyggryiskilkingthg arawaléfmgnlaea?tasraw&bawe% gamengaaniprpstipn related

to pré’sﬁétfhh% g@%&@&’fﬂ%%ﬁ& %H {%de‘aﬂce \?Hﬁ Fhe Hﬂ ihGeRRL Y

ses e art for a entlcatlon and
of user identificatjon

appr ov
004, o@é@ﬂwg te yapEpRtPALARAtGally Bfogldfeg g P tiro3y adgigionsl
inforfafi§SEaY bO BnteRADid BYerREKassfbiated with POS device 330. For example, the

generated security PIN from the transaction instrument may be entered via a keypad and/or a
touch-screen of POS device 330. The security PIN is then transmitted to processing system

312 at the transaction facilitator service provider.

12
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30 cooperation wth database(s) 314 to permt
information to be updated, to permt cards to be
WO s®aadh7st o permit transactions to occur, and PEEUB20MB070642
In certain enbodi nents, secondary systens and
dat abases (not shown) may optionally retrieve at | east
a portion of the approvals 11 WO 2007/ 146751
[0050PCTTsSREBTROTDBSSIVE ﬁUP@%tih\éﬁ% P hmpy he reRsdpr sk ve eammagication
netw r)ésltZS% gflo%es%ﬂ%/ ggttel%agl?b %Qf?eg c:égs r% steﬁlom é:i%s' el necessary
0, "e.g., ner NANtS, nanc provi ders,
inforiBBEGI0 theuseESsing Systan 3il2 t:@rhpafemle raEEPIAS hff@hﬁatlnﬁ aad sdcurity PIN
transactions_or report patential fraudul ent

againgidpfopatien in dagabasq 31 g vea by g/ ansihenticpiothegansactian {nstrument.
I I
procAs 0L T 30 T a3 X R Y e oA P e
successtulty nethericateldyto ROB deyjve 360 vzmmﬂmmcatﬁh&e(\mrg 320alf the
consuymer personal co UtGI% gp Q the art..

transaeHiQp ARMEISR] Was Bloarss D’ﬁl;}t ha Gt e TREGIB SRR
authehlEQLPh conmuni cation network 320 using, e.g., a POS

evi ce 330. Ot her mays to access proceSS|ng systen1312

10051 or Uroe pegrEeLsar sEopaie® nnyitbareasmetd Ry TR of sttt in the

art thROVIRENS GRHIMRALIE, KRMiveRohfficabis, Hﬁd’e(?ﬁvélé‘rﬁﬁnfaS) be used without
transmt information to processing s m 312

depax@agafmaséwpmt@i the 1avﬂmtlpheAvmrdmgky &mb@ég de@uphorashoulcbnot be
nchr onous
takery a5 Soling TP EYERERY Snidhits abnealpife follo e Jims,

As one exanple, in accordance MAth nmet hod 200, a
financial transaction may be initiated using, e.g.,
POS device 330. Information, such as transaction
instrunent type, 15 account information, and the |ike
may be gat hered by POS device 330, and then
transmtted to processing system 312 at a transaction
facilitator service provider central control 310. In
sone enbodi nents, this information can be gat hered by
swiping a credit card through a magnetic reader
associ ated with PCS device 330, wherein the
information is automatically gleaned fromthe credit
card. O her nethods of gathering the information are
al so possible, 20 for exanple, the infornmation may be
gl eaned froma smart cart inserted into POS device 330
and the information read via electronic reader
interface, POS device 330 may include a bar code
reader attached to, for exanple, an el ectronic reader
interface, that can read a bar code that provides
simlar information, or a nunber of other ways of
gathering information. One of ordinary skill in the
art will recognize other possibilities for garnering
information related 25 to providing a stored val ue
card in accordance wth the present invention.

13
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[0049] In addition to information automatically
provi ded via POS device 330, additional information
worean7hes7ént ered via i nterfaces associ ated w t hP@DBS2007/070642

devi ce 330. For exanple, the generated security PIN

fromthe transaction instrument nmay be entered via a
WHAEBYPEIAINDIIDES:a touch-screen of POS device 330. The

security PINis then transmtted to processing system

30 312 at the transaction facilitator servic .

orovi der. 13 S BoTnRe ik RSt FEIGR I aepeaty™ the
transddiRnl iRdtRmIEA tOHprigeei ved at PCS device 330 may be

transferred via comruni cation network 120 to

processd erRidd9d¥;em 312. After processing system 312

receives th . [ ti .t N [ '

Gyst em SR IEARE A el BB R e e B AE R Ron
assod@editviththPirdhsaaxipal insttunhéifi,amdat i on i n dat abase 314 to

verify and/ qr authenticate the transaction instrument.

5 Pr ocedSiCHYtysRestona) idantifigation Bynber(PEN: geneiztian meehanian,

whrkf ALy AN SRR, PSSRt el
provided wartke SéMirityt PIN generdtioamshidian. i nst runent was
successful ly authenticated, the financial transaction

' i d. 0 i d; '
erbod rent 5. The GBI PSR BHBSE oG sRigan enhanced

expitallot Bfte gdifer@tidn 1hB@MandAY WALRIIPHG be@tdidRYatcab hAbRALEME
constructions, and equival ents maybe used w t hout

genethéqhattai predeteronnadintesysi farta pyédetdrminadydymatioprof time, and provided via
cordingly, the above description should not be
the eﬁ%’f?@ﬁ&jg’g%%lﬂptd?ﬁénﬁcﬁ%m%bpe of the invention, which is
defined in the followng clains. 13 WD 2007/ 146751

PCT/ US2907/ 0TR& @ Znsattdh findtturkdnfoVMEIBInh 2; wherdin tRe expiration date is
transaction instrument with enhanced security PI'N

autongaiiesllatgenerated liba predeterniagd interval sslocted dgom theionn eangighing of:
rd 4 ' ti fyi [ for o
cvry By ke 0, ASERURY 0 4581 XoRATRAIRN Rl ime
seledtédPfiGaghd grdup BSASiHRR I, upad Abbutdivesenis] lipy tobbansialkears, up to
identification nupber (PIN) generation nechanism 7
aboujsvieiygars, adwpdaaheyttl) Yo% i s aut omatical |y generated
at a predetermned interval and 8 provided via the

security Pl NrgepsfatsinSBEhaR o8 Blaim 2, wherein the enhanced expiration
date generation mechanism is configured so as to be deactivated if fraudulent activity of the
transaction instrument is reported or detected such that new expiration dates are not issued
and the transaction instrument is allowed to expire at the end of the next predetermined

interval.

5. The transaction instrument of claim 1, wherein the transaction
instrument is selected from the group consisting of: credit cards, debit cards, automated teller

machine (ATM) cards, phone cards, and stored value cards.

6. The transaction instrument of claim 1, wherein the account identifying

mechanism comprises printed account information.

14
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1 2. The transaction instrunent of claim11, further
conprising an enhanced 2 expiration date generation
wore@nani’sm wherein a new expiration date is PCT/US2007/070642

automatically 3 generated at a predeterm ned interval

for a predeterm ned duration of tine, and provided via

4 the enhanced expiration date nechanism 1 3. The

transacki on Thedransansion instrugical <wﬁc:ka1m/\h avhsrain theeaccount identifying
mec @ r%tlog d ﬁe_{se Cthf(ié% nerated at a

hﬁ? SCEPHPTET 7%t SIVATTEE &Lt Rl group

consisting of- 3 every 24 hours, every seven days, and

every ) daymhe tfakactiopigtiabnndivdamdly medeten tiaf at 1dasBone4nachine
sel ected fromthe grou consi sting of. up to, about

readapleymechanism is gelegted Bpwy fae gwwe&sls;mg% wasne&lts@mpesé%hﬂ chip,
(S acp]%i .1 4. The transaction
aRF]%ﬁrig ?%Jl\rr@g %F% &f&i Ilat%%er elrn the enhanced expiration

2 date generation nechanismis configured so as to be
deact i vat ed THe tfanaanﬂilohémﬂtruamnt ofi dlaimof, wheeeis the security PIN
tr.ansaction i nstrunment ort ed or detected such

generafiaR MeERENIS, PYBPTISH Adan PHESETEOed 4 and t he

transaction instrunent |s aIIovved to expire at the end

of the mext THAHRELHIEHMRGrumennéRIYa 1, whePein ThtSsecurity PIN
transaction i nstrunent of claim1, wherein the

generatiom srechanism 2utomsticaliyegenerates salewcseettity PBMat hpregeistpined

. consi st i cre ards. debit cards, autonmated

lntewaigﬁt&eenn%ﬁgﬁlsﬁcog seuey das- phone car ds, and stored
value cards. 1 6. The transaction instrunment of claim
1, wherdin tTie teaeadtioh ihdemiant yf dlgim Q,Wmﬁﬁmﬁnesm:urity PIN
conprises printed account information,

genenoy MegbAnism pempIESs adANEoEso! dispray GHQP)( f}oaﬁealeﬂns phe security
instrunent of claim1, wherein the account identifying

PIN.
2 mechani sm conpri ses at | east one machi ne readabl e
mechanism 1 8. The transaction instrunent of claim?7,
wher ei niZ he Hie tr@ssdtionnestmatni ofclait t euttatih¢haechriyiFh

IS selected from.the roup con stl magneti c
gonergfipR GischapiSREPRPESRSE! 1tag e P%?—*’i‘%‘n?éi’;a BleM%EaIPFlﬂ O pyfjgiding the
Secu,qt?,rﬁanatl ons thereof. 1 9. The transaction instrunent

claim1, wherein the security PIN 2 generation

mechani sm conpri ses a random nunber generator. 1 10.

The tr atsact Tlontransaetionrasituneit of elim 12, wireein e at frast one

e BB B PR AU h ki, a

tag, and combinations thereof.

14. A method for providing enhanced security to financial transactions
using transaction instruments, the method comprising:
initiating a financial transaction between a first party and a second party using
a transaction instrument, wherein the transaction instrument comprises:
a card body;
an account identifying mechanism for providing financial account
information associated with the transaction instrument; and
a security personal identification number (PIN) generation mechanism,
wherein a new security PIN is automatically generated at a predetermined interval and

provided via the security PIN generation mechanism;

15
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3 interval between about 60 seconds and seven days. 1

11. The transaction instrunment of claiml, wherein the
w@ewanid7yl Pl N 2 generati on mechani sm conpri SesPEI/USIpOT/a70642

crystal display (LCD) for displaying the security 3

PIN. 1 12. The transaction instrument of claim]1,

wher ei rprovidingdmanéialacBount 2nfgenaioatassnciatesc Wi thertransaction

. conpri ses at. | east_.one. machi ne readabl e mechani sm f.

instrugheal o fpsprigmERE Bk peospil mipripationig s Faniadiof pfitaor

servidd PrbVidBEMRE verificatiah BY e findhehicBold erfdfmdtRast one 2
machi ne readabl e mechanismis sel ected fromthe group )
consi stiregding.a sgcwits PN hngrated brihesecwrity 44N generation mechanism
combi. nat i ons the o114, t for .providin

and oGRTRRRL OGRS D EY Ly o e PR IRt B REB Bty

authehtiediva ff it trdndsdtiod iBstiusnent; A@d met hod conprising: 3
initiating a financial transaction between a first o
party cawthosizinedBe fngneial jrapsaction ofzthg finangial acequeh information is

- e S@Gtdqon i nstrunment

venﬁg@ﬁ%#ﬁ%ﬁ%@mgﬁ?ﬁ%%ﬁﬁn%@ﬁ@%ﬁ@@an %@bount i denti fying
mechani sm for providing financial account 7
i nf or mets. on Hseaaethad eficluin M, tWwierdin dresteanbaadion facilitator service
instru

; and 8 a security personal identification..
providEhtset DemRpCREHEP IR S eeriie o ncigaadgnity of the

first latile ScDidySPIRUD %Hﬁl'éhﬁ%lté MeQRY ST Blett s@lar® vri]a a

rédetermned’interval an 10 pfovided via'the
synclyenigatidnsbdsedagbergicatipropronesshani sm 15 WO 2007/ 146751
PCT/ US2007/ 070642 11 providing financial account

i nfor i on assocjated wth.the transacti.o 2 .

st runtht 2R B GRART e §s oRreih B EF ORI gpgration
mecHafsR iRbAMIréPscPasith BB $eDighi28d hidbhtifiabledwith Ih fhvial&count

provider for verification of the financial account

inforiafion athespmchranigatinn-bspdjarhedicaiion ropesy gener at ed by
the security PIN generation nechanism 15 and

transm {41 ngrd NG HEGUF Libdn lﬂl, %e?ei&gl%a%%rﬁgéﬁ)ﬁtih%mem %s selected

facilitator service provider entication o
fromtthegionp 06@idtingofi diedit ¢xidy) debiacedds] duteutatedrtbltérmaachine (ATM)
financial transaction of the financial account
cards, gpostaredivahicicardsag verified and the transaction

instrunment is authenticat ed.
18.  The method of claim 14, wherein the account identifying mechanism

comprises at least one machine readable mechanism.

19. The method of claim 18, wherein the at least one machine readable
mechanism is selected from the group consisting of: a magnetic stripe, a smart chip, a RFID

tag, a MICR line, and combinations thereof.

20.  The method of claim 14, wherein the security PIN generation

mechanism comprises a random number generator.

21.  The method of claim 14, wherein the security PIN generation
mechanism automatically generates a new security PIN at a predetermined interval between

about 60 seconds and seven days.
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1 15. The nmethod of claim 14, wherein the transaction

facilitator service 2 provider uses the financial
w@ewonnt7si nformati on as a static identifier toPCHUBATLE0642

identity of the 3 first party and the security PINto

authenticate identity of the first party via a 4

synchroni zati on- based aut hentication process. 1 16.

The met2ibd ofhaethnd dH¢lainh &4.evirer¢in hessscumtiytRINRJeheration

ti 2 ' ' ' ' . to be.
mectlggAR oL TRAS AP HEP LS A CI AR ey Y-
3 information by the synchroni zati on-based

aut hentax:at i P BEMEESHelaitn 14, whdi€in MRS 206kit§TPINI 2hefafidn
wherein the transaction instrunent is sel ecte 2 from

mechahisoygasupisepridrast prgymashingreadable maehpaismyfop provadipg e security
prN, aut omat ed teller machine (ATM 3 cards, and stored
‘'val ue cards. 1 18. The nmethod of claim 14, wherein the
account identifying nmechanism 2 conprises at | east
one machd.ne Tleadalhbeé ofrielaina D3 swherdin 118t at Téwst ot hachigd readable
claim 18, wherein the at |.east one machj ne_readabl e 2
mechapispkigiselgsted from) Be gryPrceBsstngLy upt ebiRs? REIA peond 5

k}lﬁg etiersfiTi Pe, a smart chip, a RFID 3 tag, a MCR
com |n[eb, flEmch conmbi nations thereof. 1 20. The nethod of

claim 14, wherein the security PIN generation 2
mechani 2m cofipy msthed af claimd b4y wherbie saigdmancitldransactidh is a card

Th thod of.claim 14, wh in th ity PIN
not p@%*%‘ét;{g?‘f %?Psg"t}ﬂ%’c‘%‘léﬁl%o’é%?rgthglf q%‘EFﬁ?ysggﬁ; a%/es a new

security PIN at a predeterm ned interval between 3

about 6fk secpRdmemod of EMBA 18,3y Bereih 6hd/ T triddadiidh is a face-to-
PCT/ US2007/ 070642 1 22. The method of claim 14,

face {ppetrahsactipn avd the finapcie] agcqunfdnirmatiorpandesepigiy $AN are transmitted
C rises-.a-liquid.cr L displ )1
to R B A ek AR iRl o

claim 14, wherein the security PIN generation 2

mechani 3 c o msthed af clagn 26, whcimkdicaoaritydNab kransmitted to the

mechani sm for providing the securit 3 P[&ﬁl. 1.24. The
transggliqRgfacitator sgrvasesovidpierematically yie ieBein-shiplodaise R entered

' ' ed fromthe grou
by bR ey P B R oo Bl O L P he: and 9

conbi nati ons t hereof.
28. A system for providing enhanced security to financial transactions

using transaction instruments, the system comprising:

transaction facilitator service provider central control in communication with a
telecommunication network;

wherein the transaction facilitator service provider central control includes a
processing system, at least one associated database, and an optional Interactive Voice
Response (IVR) unit; and

wherein said at least one associated database comprises account information
and security PIN generation ID information associated with identifiable transaction

instruments for verification and authentication of the transaction instruments.

29.  The system of claim 28, wherein the processing system is in
communication with at least one Point-of-Sale (POS) device via the telecommunication

network.

17



1 25. The nmethod of claim 14, wherein said financia
transaction is a card 2 not present type transaction
woe@7tigd7éphone or the internet. 1 26. The net hpdI/v§2007/070642
claim 14, wherein the financial transaction is a
face-to- 2 face type transaction, and the financia
account information and security PIN are transmtted
1 3 to th¥.trdisaysieonofickaiinl 28; athereirsie prapesymspistear isvi a

a point-af-sale device. 1 27. The nethod of claim 26, .
2 comsfBRth PR S BRE oA ORI q Y (e (fienh eation
3  netwbfkansaction facilitator service provider automatically

via the point-of-sale device or entered 3 by hand via

the key pad of the point-of-sale device. 1 28. A

system for providing enhanced security to financia

transactions 2 using transaction instrunments, the
system conprising: 3 transaction facilitator service

provi der central control in communication with a 4

t el ecommuni cation network; 5 wherein the transaction

facilitator service provider central control includes

a 6 processing system at |east one associ ated

dat abase, and an optional Interactive Voice 7 Response

(I'VR) unit; and 8 wherein said at | east one associ ated

dat abase conprises account information 9 and security

PIN generation ID informati on associated with

identifiable transaction 10 instrunents for

verification and authentication of the transaction
instrunents. 1 29. The system of claim 28, wherein the
processing systemis in 2 communication with at | east
one Point-of-Sale (POS) device via the

tel ecommuni cation 3 network. 17 WO 2007/ 146751

PCT/ US2007/ 070642 1 30. The system of claim 28,

wherein the processing systemis in 2 comrunication

with at | east one consuner personal conputer via the

tel ecommuni cation 3 network. 18
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