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CLAIMS 

1. A method for maintaining immutable data access logs with privacy 

comprising: 

in a cloud provider comprising at least one computer processor, the cloud 

provider having a plurality of clients: 

receiving data from a data owner, wherein the data owner is one of the 

clients; 

storing the data in cloud storage; 

executing an action or condition that impacts the data stored in cloud 

storage; 

generating a log entry associated with the action or condition 

comprising a timestamp for the action or condition, an identification of a 

system associated with the action or condition, and an identification of the 

data associated with the action or condition; 

determining, from the log entry, a confidential portion of the log 

entry;  

encrypting the confidential portion of the log entry with a private key 

of the cloud provider; 

encrypting at least a portion of the timestamp, the identification, and 

identification of the data associated with the action or condition in the log 

entry with a public key for the data owner;  

committing a cryptographic signature of the encrypted portion in the 

log entry to a distributed ledger; and 

storing the log entry including the encrypted portion in a location 

separate from the distributed ledger so that the committed log entry is 

immutable and cryptographically verifiable. 
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2. The method of claim 1, wherein the data received from the data owner 

is encrypted. 

3. The method of claim 1, wherein the action or condition comprises 

accessing the data stored in cloud storage. 

4. The method of claim 1, wherein the action or condition comprises 

encrypting or decrypting the data stored in cloud storage. 

5. The method of claim 1, wherein the action or condition comprises an 

environmental change for the data stored in cloud storage. 

6. The method of claim 1, wherein the action or condition comprises a 

security event with the data stored in cloud storage. 

7. The method of claim 3, wherein the action or condition is part of a 

service provided by the cloud provider. 

8. The method of claim 1, wherein the distributed ledger comprises a 

Blockchain-based distributed ledger or an Ethereum-based distributed ledger. 

9. A system that maintains immutable data access logs with privacy 

comprising: 

a cloud provider comprising at least one computer processor, the cloud 

provider having a plurality of clients; and 

a distributed ledger; 
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wherein: 

the cloud provider receives data from a data owner, wherein the data 

owner is one of the clients; 

the cloud provider stores the data in cloud storage; 

the cloud provider executes an action or condition that impacts the 

data stored in cloud storage; 

the cloud provider generates a log entry associated with the action or 

condition comprising a timestamp for the action or condition, an 

identification of a system associated with the action or condition, and an 

identification of the data associated with the action or condition; 

the cloud provider determines, from the log entry, a confidential 

portion of the log entry;  

the cloud provider encrypts the confidential portion of the log entry 

with a private key of the cloud provider; 

the cloud provider encrypts at least a portion of the timestamp, the 

identification, and identification of the data associated with the action or 

condition in the log entry with a public key for the data owner;  

the cloud provider signs the log entry including the portion and the 

confidential portion of the log entry; 

the cloud provider commits a cryptographic signature of the encrypted 

portion in the log entry to a distributed ledger; and 

the cloud provider stores the log entry including the encrypted portion 

in a location separate from the distributed ledger so that the committed log 

entry is immutable and cryptographically verifiable. 

10. The system of claim 9, wherein the data received from the data owner 

is encrypted. 
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11. The system of claim 9, wherein the action or condition comprises 

accessing the data stored in cloud storage. 

12. The system of claim 9, wherein the action or condition comprises 

encrypting or decrypting the data stored in cloud storage. 

13. The system of claim 9, wherein the action or condition comprises an 

environmental change for the data stored in cloud storage. 

14. The system of claim 9, wherein the action or condition comprises a 

security event with the data stored in cloud storage. 

15. The system of claim 11, wherein the action or condition is part of a 

service provided by the cloud provider. 

16. The system of claim 9, wherein the public key is maintained in a 

public key infrastructure by the cloud provider. 

17. The system of claim 9, wherein the distributed ledger comprises a 

Blockchain-based distributed ledger or an Ethereum-based distributed ledger. 
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