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| NVENTI ON  Field;of the Invention 5 The present invention relates to a
network, an |Psec setting server apphratus, an |Psec processing apparatus,
and an I Psec setting nmethod used therefor, and in particular to a network
structure according to an | Psec (Internet Protocol security protocol)

whi ch pr ovNESHORK) CIPSHtS SHITINGSSERVER destiArAlTUEY , TPddh IPHRSSSkNe and.
aut hentication on the Internet. Description of the Related Art

Convent i onal | yAPRERATIS,| NS IP5e6 PSRECENGVMETIHOD USED erHEREFORC! €asi ng desire
to secure security on the Internet. In particular, many conpanies desire
to establish a virtual private 15 network on the Internet and establish a
networ k connecting off ices or the like in renote places at | ow cost

i nstead of establishing a network using an expensive private line. In
response to such desire, _the IPsecdSInternet Prot ocol security protocol)
whi ch provi des functi ons B&GERFRIIND OF GHHE JMWENBIPNy, integrity, and

aut henti cat i op the_ Internet 1is standardized by the I ETF (Internet

Engi neer i 6e$§s%pﬂ8F%§TV6?t?°ﬁ. , see pages 8 to 11 and FIG 1 of Japanese

Pat ent Lai d- - 9)..l.n th | ff t t t
commur cat e vi e BESer N IiEH Yardihe (R a 8RR hutl Or8 PhecEhitangiour ity o

the 13 JupgrdOPGppatath! W2bsBE firdledbingY oS Cand laP §5RUES

‘essential to sup}:?c?rt s & e B aﬁ%at%%, ané an ?lgsec
setting method used therefor, and in particular to a network
structure according to an IPsec (Internet Protocol security

protocol) which provides functions such as confidentiality,

10 integrity, and authentication on the Internet.

Description of the Related Art

Conventionally, as the Internet spreads widely, there is
increasing desire to secure security on the Internet. In
particular, many companies desire to establish a virtual private

15 networkontheInternet élnd establishanetwork connectingoffices
or the like in remote places at low cost instead of estabiishing
a network using an expensive private line.

In response to such desire, the IPsec (Internet Protocol
security protocol) which prbvides.functions such as-

20 confidentiality, integrity, and authentication on the Internet
is standardized by the IETF (Internet Engineering Task Force)
(e.g., see pages 8 to 11 and FIG. 1 of Japanese Patent Léid—Open
No. 2001-298449). | '

| In the dase where different two centers communicate via

25 the Internet, it becomes possible to secure security on the




a new Internet protocol, IPv6 (Internet Protocol version 6), wth the

| Psec, and it is expected that a |arger nunber of network jzappavedgises wl |
be associated with the I Psec, and comunication 5 using the |IPsec wll

al so increase fromnow on. FIG 31-sBows a structure of an |Psec processing
apparatus which perforns communi cation using this IPsec. In FIG 31, an

| Psec processing apparatus 4 includes interface sections (I/Fs) 41 and 42,

an IPSe DitahestpAtnIAcII i i IV DN BEEUIAd o ROli 1 ADebaASe) 44, an

SAD (Security Associ ation Dat abase) 45, an a routing section 46. The

i nterf acen swet Inberdet Proeoael] erbve (AnkbirMat PRAIIMIIKvetside d)Or m dat a
comuni cation with the private network. The interface section 42 is

connect etvittd theIPsier and itd pexpertad fiaidatlargemmumbestd fome Mickk he
Internet. The | Psec processing section 43 subjects a data conmunication .
packet r apraregusesmilhde ansndiatedsedhi thesIlbec amid ¢3mimanidsteionpr ocessi ng.
The SPD 44 is referred to fromthe |Psec processing section 43 and stores
a pol ?Pcy Y9 9appeyiiEvilie alpgetncgasesAiponsnpg emferred to fromthe

| Psec processin section 43 and stores an SA(Security Assosiation), which
is necessaryFFgr LR UE PrRFTYHEF R R R AR HAGPERES S NGoAR PR s ¢

- Commun; cAPILSR RECRTE CONRRL i HECHPEbLE phtRaske  H Gt 3bn 385 43 and
packer s, EnEHE R R B8 4l e s A A enF TRy di ng o
the conventdang), AEiﬁsecb%t:tas&&%&%%ﬁ45”%'£ﬁ§s£4ﬁ&%§%&%rﬁ§3 June 2006
pparatus carries out I'Psec conmunicaffon with a arde nunber
10 _Database} 44, an S@ {Security Association Database) 45, and
a routing section 46.
The interface section 41 is connected to a private network
to perform data communication with the private network. The
interface section 42 is connected to the Internet to perform
15 data communication via the Internet.
- The IPsec processing section 43 subjects a data
communication packet received from the interface sections 41
and 42 to IPsec processing. The SPD 44 is referred to from the
IPsec processing section 43 and stores a policy for applying
20 the IPsec. The SAD 45 is referred to from the IPsec processing
section 43 and stores an SA(Security Assosiation), which is
necessary for subjecting individual communication to the IPsec
processing. The routing section 46 transmits and receives data
communication packets to and from the IPsec processing section
25 43 and determines transfer destinations of the respective data
communication packets.
However, intheabove-describednetwork structure according

to the conventional IPsec, in the case where one IPsec processing




of opposite parties, contents to be set in the apparatus carrying out the
| Psec processing increase in the connection by the |Psec. 13ugédgis t 0 use
the I Psec, it is necessary to set a service 5 [service provided by an AH
(Aut henti cation Header), an ESP (Enéapsul ating Security Payl oad)], an
algorithm and the like to be used for communication, to which the |Psec
Is applied, in apparatuses at both ends to which the | Psec processing is
appl i ed, apEpadhisvedyridd olmt IPs:¢ atmuhecet Boh ftANAIa-gechumpa@genent
(IKE: Internet Key Exchange) protocol is used, it is also necessary to set
an encr yf pppesiigopartins achabinta Yobetdet imntkepppamatus abgoyiidm  and
the like, which are used in the automati c key managenent protocol, in the
appar at us®xt Hee hBsec preceaging Shareasdén dhexanpecitigs barthe ERseced for each
opposite party to be connected_ by the |Psec, as opposite parties to be
connect ed by tReC¥IEo YsscFhradEserprid damacrgsaryL£a satia aervies additi on,

i'n the network structure according,to the conventional |IPsec, it is likely
t hat g ff!tes_reécﬁtlcgePF?Wgée%ﬁ@’ a5 Affp fAULReR GG td RS HepdeBhm AR &P on to whi ch

|
the I P Led, | h t t th d ich the IP
oracess: rg e eisFru Sheting BURNT: & alietar iRy e sh8IMi<e Lo be
used of U RCLELA%SY AnAnIBRELAN 1D BRiURCd Srslldd §6Rbpradde.
appar at uses cannot perfor m comuni cat 1 on. en Kinas o 2% %O hication to

whi ch theid RpparhBusepldtebohCERas oo WniER ERE THMIDGRABbaSERS i f103 al SO
i'ncreases, it becones nore likely that such an errof occurs.” 13 June 2006

- 4  Mor eptllied, nréfgedteivwslk Structure according to the

10 In the case where an automatic key management (IKE: Internet

Key Exchange) protocol is used, it is also necessary to set an
encryption algorithm, a hash algorithm, a key common algorithm,
and the like, which are used in the automatic kéy management

protocol, in the apparatuses at both the ends. Since these

15 settings are required for each opposite party to be connected
'by the IPsec, as bpposite parties to be connected by the IPsec
increase, more settings are required.

In addition, in the network structure according to the
conventionél IPsec, it is likely that different settings are

20 made at both ends of communication to which the IPsec is applied.
In thé appafatuses_ at both the ends to which the IP processing
is applied, in the case where the setting of a service to be
used or the setting of an algorithm to be used is different,
the apparatuses cannot perform communication. When kinds of

25 communication to which the IPsec is applied increase, since the
number of settings also increases, it becomes more likely that

such an error occurs.




conventional |Psec, in the case where the automatic key nmanagenent
protocol is used, an arithnmetic operation for generating §3¢gEmKssecr et
key takes tinme and, as a result, it takes long time until comunication is
started. Usually, in the |IPsec processing apparatus, as shown in FIG 32,
since generation of the common secret key is not started until
communi cati on becones necessary, if the generation of the comon secret
key takes tinme, it takes long until the start of communication.
Furthernore, in the network structure according to the conventional |Psec,
in the case ere_the aut oggéi c ke manaﬂerrent protocol is used,

i

arithnetic opetrati'eh’| oad d@ﬁggﬁlf ed EHCHHES affaPid¥%est? o Hifii ch the

| Psec pr@easshfithial aPRd&Sd. iD N8e acd A IgnopTbeRe of 5 alhk et ik% oper ati ons
are necessary in order to generate the common secret key, per gr mance of

ot her fumetagersentt r pnsferolf uhet uendpf aa packetmettio wycarhtibe IfBsec is not
appli ed, etc.c){ provided in the apparatuses decreases. Wen kinds of |Psec
communi cAERBRA Y 1Fe IFBEe@CST Ul ¥ondGlksPy tiner 88de, 2t ank&sdilés generating

por for mance becomss ot obr it EPRkR AR 1B TE RoERT O CHsdi ment s of
t he presént thavErddcoprsotysirichepphoaisjeser kheeh prolrirters3andipeevi de a

network, an |Psec setting server apparatus, .an |Psec processing apparatus,
and an | PEBRralsidnt i g ReE h68mHRRdSeRkstef beY whscHatans rdeentuntadonsi st ency

of setti BgfndRAG 1BRPYALHEES nERNTRIY A1 1O it N BRED PIPCL: R Tune 2006 -
common secret key takes time, it takes long until the start
of communication.

Furthermore, in the network structure according to the
conventional IPsec, in ‘the case where the automatic key
management protocol is used, arithmetic operation load 1is
generated in the apparatuses to which the IPsec processing is
applied. Since a large number of arithmetic operations are
necessary in order to . generate the common secret key,
performance of other functions (transfer function of a packet
to which the IPsec is not applied, etc.) provided in the
apparatuses decreases. When kinds of IPsec communication to
be treated simultaneously'increase, chances of generating the
common secret key also increase, and a rate of decrease in

the performance becomes larger.

BRIEF SUMMARY OF THE INVENTION
Embodiments of the present invention solve the above-
described problems and provide a network, an IPsec setting
server apparatus, an IPsec processing apparatus, and an IPsec
setting method used therefor which can prevent inconsistency

of settings. among apparatuses communicating with each other.




In addition, enbodi nents of the present invention provide a network, an

| Psec setting server apparatus, an |Psec processing apparatYysne R08 an

| Psec setting method used therefor which can performencryption and
decryption after setting a policy without delay and can receive a packet
froma transm ssion source wthout failure. Further, enbodi ments of the
present invention provide a network,._an LPsec setting server apparatus, an
| Psec processing apparatus, and an | Psec setting nethod used therefore

whi ch can kg gERGLAL kdARbhINRLE ¢1PREALLAN DRCERS YL, LduCe a

connection tinme of an | Psec path at t starting omruni cati on in
respect i vetapphy adnusiBseandetaingrsevent dpsamase, ban DEIdopransesimccor di ng
to a first asgect of the present invention, there is provided a network

conpri si AGPAFPEYy ﬁ%%llﬁéecaﬁ%’%%%m%%@ﬁ u"sf@r&rﬁOFP@BéCf( | $&ler net
Prot ocol p%\AEHEmté/ cfr%‘ﬂ&?odr?d oLy nf‘[gcfls 1 ﬂ@t@?cﬂﬁtﬁﬁg L‘H}g h( %a‘fEﬁ'(? ¢ path in

t he case ere rent two ce comruni Ca erne and an

| Psec setdeilng saidvetamppataiws, awWpadkeMBNages hpsﬂ@msﬁiééﬂgﬁ Qéurdéﬂe | Psec
processing_appar atuses, wherein said | Psec setting server apparatus
i ncl udes “HEBAYE fiv 118881 ectivel y managing policies of the IPsec to be

appl i ed among d/Ps i n ar at use enbodi in
accordance w ﬂalpt?hefpresen ?r?ﬁ/en ?o%gg pﬁegalaf“lgxﬁer%otnheoraogg‘ég (fescrl bed
struct ur getlbek) REECIpsett k&gt irsekbeie APPH Alass| Ngh U%%c”?@%eé@fn upon
receiving a request nessage, transmtting a request startup nmessage to an

| Psec prdpassiymy alplﬁaﬁath%saﬁ safit opposdthedpasey GferadorPsebigr amessi ng

appar at ug, whi ch has_ transmni, ﬁrﬁd t he req est nessage, in order 13 June 2006
aké a secret key arithmetic ope 1on unnecessary to reduce a

connection time of  an IPsec path at the time of starting
- communication in respective apparatuses and can prevent decrease
in performance.

According to a first aspect of the present invention,
there is provided a network comprising: IPsec processing
apparatuses, which use an IPsec (Internet Protocol security
protocol} for securing security on the Internet path in the case
where different two centers communicate via the Internet; and an
IPsec setting server apparatus, which manages IPsec settings of
the IPsec processing apparatuses, wherein said IPsec setting
server apparatus includes means for collectively managing

-~ policies of the IPsec to be applied among the IPsec processing
apparatuses.

In an embodiment in accordance with the present invention,
in addition to the above-described structure, the IPsec setting
server apparatus includes means for, upon receiving a request
message, transmitting a request startup message to an IPsec
processing apparatus of an opposite party of an IPsec processing

apparatus, which has transmitted the request message, in order




- 6 to cause the | Psec processing apparatus to transmt a request nessage
for the conmmuni cation. In another enbodi ment in accordanceyigd 4obg present
invention, in addition to the above-described structure, the 1Psec setting
server apparatus includes neans for generating a common secret key to be
used in encryption and authentication_of _the IPsec, and a function for
distributing the generated commopn secret key to the | Psec processing
apparatuses. An | Psec setting server apparatus in accordance with another
enbodi ment of the Rresent invention is an | Psec setting server apparatus
for manadingaupsethsedPEagsPHIcaBIag prpeksBisngo dppasaiises redsth use an

| Psec (Iq&ggag%nfqﬁgﬁgo£o a%%%%%éP?prOtOCO|) for securing security on the

I nt er net pat € case ferent two centers communicate via the

Internet, whichn iseknees sm@ansméy 6ol | 8rMehye MRAEI NGhdPObisias of the
| Psec to be applied anbng the | Psec processing apparatuses. An | Psec

setting daverticppaimt additiocaccor dahe e abpvérdesorhbed esbodd et dfhet he

pr esent tientiogﬁjncludesf in _addition . to the above-de scribed structure,
means for, >Upont - rédei®vi iy aapQﬁﬁﬁi¥F_ﬁ€§%%ék§ WQQQﬁsﬁPFtHﬁBGEP?EﬁMé%t
startup cBRESAARA:e: oy RELEoPLACESH] RAcAPRAIA UiaOh. (i 9BROSM] @sParty  of
an | Psec processing apparatus, which has ansmtted the request nessage,

i n order the tBisn thd kPSencipronc desi dgs tafmaiat ushd aydrreansailt canmoaquest

message for thﬁ{connu ication. An |IPsec setting server apparatus in
accor dan88Chtt HeYahBt TERBO R TRARSSaRI t HPAFAEREST- i nvention includes, in

T ey B IBYEC I SSEEE SRSt Ui TRRES L7 SHENRLA 10 5, comon
another embodiment of the present invention is an IPsec setting
server apparatus fof managing IPsec settings of IPsec processing

- apparatuses, which use an IPsec (Internet Protocol security
protocol} for securing sécurity on the Internet path in the case
where different two centers communicate via the Internet, which
includes means for collectively managing policies of the IPsec
to be applied among the IPsec processing apparatuses.

An IPsec setting ?server apparatus in accordance with
another embodiment of the present invention includes, in
addition to the above-de scribed structure, means for, wupon
receiving a request message, transmitting a request startup
message to an IPsec proééssing apparatus of the opposite party

~of an IPsec processing apparatus, which has transmitted the
request message, in order to cause the IPsec processing
apparatus to transmit a request message for the communication.

~ An IPsec setting server apparatus in accordance with
another embodiment of the present invention includes, in
addition to the above-described structure, means for generating
a common secret key to be used in encryption and authentication

of the IPsec,




13 June 2006 - 7 and a function for distributing the generated conmon
secret key to the |Psec processing. apparatuses. |n accor ganpgRabéh a
second aspect of the present invention, there is provided an |Psec
processi ng apparatus using an Ipsec (Internet Protocol security protocol)
on the Internet, wherein said |IPsec processing apparatus includes neans
for, upon receiving a packet to which t/he | Psec should be applied, judging
whet her aor not _to .inquire an | Psec.setting server apparatus of setting
concerniﬁ@dtﬁefF%%%%)cgpFegf?5%ﬁ§&ﬁﬁﬁaggﬁ%ﬁweﬁﬁgegpg OnséFFfﬁbqgﬂrver
appar at Uso fRe | H5RG PEOSESSINGYpPPARIsMs. I n accordance with an enbodi nent
of the present invention perforns, in the above- described structure, upon
recei ving a refjuesiccstrdancp mbddage S$erondausspget heofl Pdde sptésang server
apparatus to transnLt a , reques $Essa%e, transm ssi on of the request
message. ANCTPEL PoERsST R Oé{b%% AUSTPRC REAGFIEHES WRATAERS HEMY

ebodi neah ghsd S RIRSADE DIV 0BLAA MRS ob 0 ATU 9 R LARY,
above-described structure, neans for acquiring a commobn secret ey to be
used i n ehergjt isandabBseutdrentsshig @ppatatiee inkdedes fueamst fier, upon
above-descri bed | Psec setting server apparatus. In accordance with a third
aspect offSFREV % geRtcCkethviénthonl theed&see Praniddba awplipdecieddiidng met hod

| Peen (|Ehipac W 6B COMITIAGPe 4P BEC0T O6RId PP AUSER,: Wy BN usp an

| Psec (I nternet Protoco ecurity protoco r securi Sécurity on the
| nt er net spating rcdrteraase wher BPsdicf fcel eatt vy eRALEES CONTAMI Rlee Via the
Internet; and an | Psec setting server apparatus, which manages | Psec

setti ngs S6Etie SPP¥RE aRA3EEELEiI ng appar at uses, wherein said | Psec setting

rver : : :
Serve An TIPsec processing apparatus in accordance with an

embodiment of the present invention performs, in the above-

described structure, upon receiving a request startup message

for causing the IPsec setting server apparatus to transmit a
- request message, transmission of the request message.

An IPsec processing apparatus in accordance with another
embodiment of the present invention includes, in addition to the
above-described structure, means for acquiring a common secret
key to be used in encryption and authentication of the IPsec
from the above-described IPsec setting server apparatus.

In accordance with a third aspect of the present
invention, there is provided an IPsec setting method for a

network which comprises: IPsec processing apparatuses, which use

an IPsec (Internet Protocol security protocol)  for securing

security on the Internet path in the case where different two

centers communicate via the Internet; and an IPsec setting
server apparatus, which manages IPsec settings of the IPsec
processing apparatuses, wherein said IPsec setting server

apparatus includes a step of collectively




apparatus includes a step of collectively 13 June 2006 - 8 nanagi ng
policies of the IPsec to be applied anong the | Psec processing 2006
apparatuses. In an | Psec setting method in accordance with an enbodi nment

of the present invention, in the above described operation, the |Psec
setting server apparatus includes a step of, upon receiving a request
message, sending a request startup nessage to an |Psec processing

appar atus of an opposite party of an | Psec processing apparatus, which has

Lransmtipdabhfy! BAUESes BISSARE. 1PRCOMICLd QiAYSE Liiend PRRE PEOKESSI NG

apparatus to transnlt a request nessage for t e comunitation. I'n an | Psec
setting merkedsimg apperdamoes.wi t h anot her enbodi ment of the present
invention, in_addition to the above described step, the |IPsec setting

server appar attis®} fdis§de8eF1ng: @Et]@ﬂd dénéFraPTdRycE Uéﬁ}i*mqffl SEPPAINKEY t o be
used 11 SRCEXR! bPlerANdndUh AN ! QAL kB0 BhoddiclsB3¢heq AL AL 208D e

distributing th generat ed cormon Secr ey t ec proceSS|ng
appar at ug@sec Thedttiing | sether | Bpparpt0cesgiclgdappad atdtses us) naupdie | Psec
(I'nternet Protocol security protocol) on the Internet, the |IPsec setting
met hod adedeiVHEd 3 nr@é%éau RERSATGF SEME1PY o8 eALIUS Fy eHETEHP cm:ﬁmﬂ vel y

regi ster oP S tive IPse proc

appar at uSsEes%lnnﬁ he | slg)gegg Ifq g‘gg]aeragélgve(r%c %Ihe?%tfﬁ?g Sddd” E& £ eaﬁ]urrber of
polici es IPgebepseteddinghappaespect i wiei dhPSeGE PFRERESEDE] apRar sdsas. | N
addition, in the above-described structure, upon receiving a request
message, NERBAJPs ek seFdehgtareehiie athealelPrsd processing apparatus to

transmit a request message for the communication.

In an IPsec setting method in accordance with another
embodiment of the present invention, in addition teo the above
described step, the IPsec setting server apparatus includes a
step of dgenerating a common secret key to be used in encryption
and authentication of the IPsec, and a step of distributing the
.generated common secret key to the IPsec processing apparatuses.

That 1is, in the IPsec processing apparatuses using the
IPsec (Internet Protocol security protocol) on the Internet, the
IPsec setting method as defined in embodiments of the present
invention collectively registers policies to be set in the
respective IPsec processing apparatuses in the IPsec setting
server, thereby reducing the number of policies to be set in the

respective IPsec processing apparatuses.

In addition, 1in the above-described stfucture, upon
receiving a request message, the IPsec setting method as defined

in embodiments of the present invention transmits a request

. startup message to an IPsec processing apparatus of the opposite
party of communication of an IPsec processing apparatus, which
has transmitted the request message, in order to cause the IPsec

processing apparatus to




in enbodi nents of the present invention transmts a request startup nessage
to an | Psec processing apparatus of the opposite party of jgogmatpgati on of
an | Psec processing apparatus, which has transnmtted the request nessage,
in order to cause the I Psec processing apparatus to 13 June 2006 - 9
transmt a request nessage for the commyni cation, whereby setting of a
policy of the IPsec to be applied anong'the respective |IPsec processing

appar at usesnssiperd oregdesisubgisaayée al for sithyl t @eRuskytidh,t hesereby
apparatuses, and it becones possible to performencryption and decryption
after the&etpordcypisel t PALGY t Ruttheel A)seCohigedsemppliedt amangnesheossi bl e

to recei et f at ] SSion squrce_in an |I.Psec processing
appar at u\s{[%osgeg%ansnllr%gcon éggé%sajﬂgon WEPROEESS%ai | de. WF@B%‘?‘? in the
above- destibsbent sllyct yigulddiRolFseC isetiidig Mappochdsedeschhpedid n

enbodi nents of the present invention transmts a no-response error nessage
to the | Pssemeprrrsdbilagtapprrinmms eotrypieldr amdnilssiyntisourfeeuntless t he

| Psec setti erver do ot . receiye a re st nepssage responding to a
request Pé??gp§%%€§§g¥1§§%ﬂifﬁ%aﬁeq§8§%é@#§ﬁﬁﬁp s% 555 POEF itted.
Thereforeo ifed28¢emms PASEIDI B0 4 CEPFRLRENBA- LXhSLenge Hf apsqpposed
apparatus in the | Psec processing apparatus of the transm ssion source.
Furt her mprreces$finche appaovat-udesofi bed ttangwisgign i WethendtRoac sethéuty met hod

as describeg i n enbodi nents of the present invention, the respective |Psec
processi ng appar at uses acquires

o Moreover, 1in the hbove—described structure, the IPsec
setting method as described in embodiments of the present
invention transmits‘a. no-response error message to the IPsec
processing apparatus of t?e transmission source unless the IPsec
setting server does not feceive a request message responding to
a request startup message when the request startup message is
transmitted. Therefore, it becomes possible to recognize non-
existence of an opposed apparatus in the IPsec processing
apparatus of the transmis%ion source.

Furthermore, in tﬂe above-described structure, in the
IPsec setting method as described in embodiments of the present
invention, the respective IPsec processing apparatuses acquires

. a common secret key to be used in encryption and authentication

of the 1IPsec from the IPsec setting server, whereby a

complicated key exchange arithmetic operation is eliminated, and -

a time until the start of the IPsec processing is reduced.

More specifically, in the IPsec setting method as
described in embodiments of the present invention, the IPsec
setting server stores a policy of the IPsec to be applied among
the respective IPsec processing apparatuses. In transmitting a

data communication packet to an IPsec processing




a common secret key to be used in encryption and authentication of the

| Psec fromthe I Psec setting server, whereby a conplicateq3kgywe moghange
arithnmetic operation is elimnated, and a tine until the start of the

| Psec processing is reduced. Mdre specifically, in the |IPsec setting method
as described in enbodi ments of the present invention, the IPsec setting
server stores a policy of the IPsec to b applied anong the respective

| Psec proggashit aPANR! S dd) JIAPSTLAL (1188 pda %%@g%&%é% packet

to an | PséC processing 13 June 2 appar at us posi party,
t he | Psemiprtbeessamupiappan atasrceofretihesty angniigseéOnssaiinge seewresdss t he

| Psec setti server to performnecessary setting. The |Psec setting
server hé%‘?irggmré’@éle@%rlt héCEeiifest ThAstIHSCEs $eHE1NDs eselredc eBRYHY

B
apparatu - p i I r.equ tting..Upan receivi t he
equeet from THe TReEemgd AR Eutts (LIRS TR RSl B < ne
| Psec setthiengpis@river pattansnirtguédie seegisgered policy, an SPl (Security
Paraneters |ndex) informed by both the | Psec processing apparatuses of the
transm ssi onUBRRIr ceeCAliRthe Bifpogiedreplar tiromandhe hel Rermoprosessiay key

generate | Pse ettin erver_to th respective | Psec processing
appar at uggggr%]&t h:&z Stoh;%nt %’p%%flstepi BebY rof tﬁﬂf oﬁﬁﬁfi ot s sBFY ¥or t he
| Psec pregesshitg atie cejisnched igdlheyh Lhe dpRsedR2¢esSiPAgamPRA At uses of
the transm ssion source and the opposite party, and it becomes possible

‘to executl@de¢re IHogmedrlr dydimgheNdPeet hatocks aisy axgiaontuaesl atheheecept i on
of setti the conventio | Psec to be

ng_information are protected b al
t her eby 6?%9%S§&°Pro%ﬂuﬁgﬁngaf}é\pﬁ}té% 89\1;051’{% Pﬂr%rtﬁpg the common
: secret key generated by the IPsec setting server to the
respective IPsec processing apparatuses. At this point, all
pieces of information necessary for the IPsec processing are
collected in both the 1IPsec processing apparatuses of the
transmission source and the opposite party, and it becomes
possible to execute the IPsec processing. Note that transmission
and the reception of setting information are protected by the
conventional IPsec to be thereby prevented from being tapped by
a third party.

In this way, in accordance with embodiments of the present
invention, IPsec policies are collectively managed in the IPsec
setting server, whereby it becomes possible to reduce the total
number of séttings and, at the same time, and to prevent
communication failure caused by difference of conténts of
settings between two centers.

In addition, in accordance with embodiments of the present
invention, since a request startup message is transmitted, in an
IPsec processing apparatus opposed to an IPsec processing
apparatus of a transmission source of a request message, setting
of a policy of the 1IPsec 1is performed substantially

‘simultaneously with setting of a policy of the




In this way, in accordance with enbodi nents of the present invention,

| Psec policies are collectively nmanaged in the |Psec settifg,ReOweg’.
whereby it becones possible to reduce the total nunber of settings and, at
the same time, and to prevent comunication failure caused by difference
of contents of settings between two centers. In addition, in accordance

wi th enbodi nents of the present inventjpn, since a request startup nessage
is transmtted, in an |Psec processing apparatus opposed to an | Psec

o ocesel riacBbat ey R EANSELES) ODARHIGR o2 aEn RSSRYF

si nul t anemusky. WLE htBet TPBgc Oprécd@lingy aphatdusl >R 2006 smiddiod Psec in
an | Psec processing apparatus of the transm ssion source. If the |IPsec
processi MYUApPRRAYPLEf anthel nangns bs ssipackes ouftear enttipg Shangoliansmits a

packet af.ter ing th olic it becones possjible t ecrypt,_.and
receive tlh:e bﬁgg‘ﬁ‘% I%‘qorsosn%%tl%e Loy é%‘é]éyp&r S8 s§|eﬁ‘§£)‘éeppt§}eatﬁ?§%ﬁg %ﬁéﬁ)ﬁ%sm ssi on
source inHsBe pePPESSrthd PHR% RALASCSS NBeaRRANAMYS: i fFPNSEAURNtLY t1{d becones
possi ble to receive the packet fromthe transm ssion source in the |IPsec
pr ocessi prapedr dPasc ofrohessiransapsaiadns deSlonsatient Ly t houbeéaidsur e.

Mbreover, in,accordance .with, enbodi s of the present invention, unless
a requestpoﬁéégg e nrer0§§58n§8et8a§(err§%é’§‘t they EF‘IE?WW@%Q%g@O?%C%dIH

transmttad fpese t heoRRAsgd agg’@f&tusproqce&%i NG ARRAS AlHS Rkt Ng fdyme of

transm ssi on of the request artup nessage, Since a no-response error

nmessage mgthomaﬁﬁuﬂUtgd to the I Psec processing apparatus of the

transm ssion poUlSSer, 'in *SobRhe S WAth nodiments oY the present
invention, unless a request message in response to a request
startup message 1is not transmitted from the opposed IPsec
processing apparatus at the time of transmission of the request

- startup message, since a no-response error message 1is

transmitted to the IPsec processing apparatus of the
transmission source, it becomes possible to immediately
recognize non-existence of an opposed apparatus in the IPsec
processing apparatus of the transmission source.

Furthermore, in accordance with embodiments of the present
invention, since the IKE (Internet Key Exchange: automatic key
management protocol) 1s not used for acquisition of a common
secret key, it 1s unnecessary to perform an arithmetic operation
of Diffie-Hellman used in the IKE. Therefore, it becomes
possible to reduce a time until the start of the IPsec
processing compared with the conventional method requiring the
arithmetic operation of Diffie~Hellman.

In the conventional method, the arithmetic operation of
Diffie-Hellman is performed periodically in order to update an
SA (Security Association) Qf the IKE, and arithmetic operation
load 1is generated each time the arithmetic operation is

performed.




recogni ze non-exi stence of an opposed apparatus in the |IPsec processing
apparatus of the transm ssion source. Furthernore, in accofgigne®oopt h
enbodi ments of the present invention, since the IKE (Internet Key
Exchange: automatic key managenent protocol) is not used for acquisition
of a coomobn secret key, it is unnecessary to performan arithnetic
operation of Diffie-Hellnmn used in_Igf | KE. Therefore, it becones
possible to reduce a tine until the st 2 of the IPsec processi ng conpared

with the Qonvenhional met had requirigg the arithnetic operation of
Di ffie- HAFEN ChERCRhe e sRdehtnDide Bt Abdthe HEKEadnereass @Whepekhgion of

(Securi ty FaaRerabron of ot neoRE &REY, rORifl S8 PRET AR Eho . ¢

gener at echreiabietioe épwraribhhnesdd opeIat iigrrksseder faidregroddsdime 2006 -
12 Since chances of updating the SA of the |KE increase when there are
nor e par tReES ogFareimAinitiat 1A rac EBFRR Myoressrg [appatatuhelecapasemet i c

operation | oad,al i a and processing .perfgrmance of the entire

| Psec processigg g%%araeﬁé%gégfeége cCGrhe 8fﬁ%rmﬁ5%§?e?ﬁsa %O%H%nce with
enbodi mepiresehtt Havept RE{Nt sidteeNtHONar SiHMe@ iEh@pakht IRt b€ operadi on of
Diffie- Hellman is not performed for conmunication other than the

communi catildRabetifeenot heelrPesmedr does stamuappar kuseshend thhe  tiRsec

setting server, it. becones possible to reduce,the arithnmetic operation-
Load as VETUBEHHEEA BHTRT hE TG oHkAGT IRSRAFSS H HERPATBRIESS | ON O

THE DRAWMNGS:FI Gettligs 8ePbock dicaghampowifagsan st r ugt uneqefe a figt work
arithmetic operation load as well compared with the conventional
method., |

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing a structure of a network
according to an IPsec in accordance with an embodiment of the
present invention;

FIG. 2 is a block diagram showing a structure of an IPsec
setting server of FIG. 1;:

FIG. 3 1is a diagram showing stored contents of a
distribution policy storage section of FIG. 2;

FIG. 4 1is a diagram showing stored contents of a
management table of FIG. 2;

FIG. 5 is a diagram showing contents of an SA parameter of
FIG. 4;

FIG. 6 is a diagram showing an example of a reqﬁest
message 1in accordance with the embodiment of the present
invention;

FIG. 7 is a diagram showing an example of a distribution

message in accordance with the embodiment of the present

invention;




according to an I Psec in accordance with an enbodi nent of the present
invention; FIG 2 is a block diagram showi ng a structure of3 amebkBegc
setting server of FIG 1, FIG 3 is di agram showi ng stored contents of a
di stribution policy storage section FIG 2; FIG 4 is a diagram show ng
stored contents of a managenent table of FIG 2; FIG 5 is a diagram
show ng contents of an SA paraneter of FIG 4; FIG 6 is a diagram show ng
an exanpl e of ¥& fdesd dipgsamghowang@iperrmzke of ehreqmeesnBbarbemt of the
present inventign; FIG 7 is a diagramshow ng an exanple of a

di st ri butTOP29fe d8aFECPTiancs midhc &0 enPednenihadi FBAtPEISHe present

i nvention; 13 June 2006 - 13 FIG 8 is a diagramshow ng an exanple of a
request s:{’%‘f‘?rtfﬁ'onr‘reSSage i n accordance with the enbodi nent of the present

i nvention; FlI | ' ' X l.e of a_no corresponding 5
entry error neaSigsirn SLAEARAARS i BRTERES o BrrerREnEE e ant

I nvenki on, f.j;ie i | a Wy X I : n

[ nconrgi s':bél}#: er rrggrgrrrlges%a%je@iqrEl.1 g%é%?%%ﬂn%%mwtgh%{{ﬁe&%%o ,|e?nl§n%’§n%1?et he
present ipweddntonnvéQtds 11 is a diagram showing an exanple of a
no-response error mnmessage in accordance with the enbodi nent of the present
I nventi on; FIG. 10 is a diagram showing an example of a contents

inconsistent error message in accordance with the embodiment
_of the present invention;

10 FIG. 11 is a diagram showing an example of a no-response
error message in acéordance with the embodiment of the present
invention;

FIG.1ZisaflowchartshowingoperationsofaniPsecsetting
serverinaccordancewith the embodiment of the present invention;

15 - FIG. 13isaflowchart showingoperationsof the IPsecsetting
-server inaccordancewith the embodiment of the present invention;

FIG. 14 is a block diagram showing a structure of an IPsec
processing apparatus of FIG. 1;

FIG. 15 is a diagram showing contents of an SPD of FIG.

20 14; |

FIG. 16 is a diagram showing an example of an application
policy {(z) of the SPD showﬁ in FIG; 15;

FIG. 17 is a diagram showing conténts of an SAD of FIG.
14; |

25 FIG. 18 is a flowchart showing processing operations of
an IPsec processing sectioﬁ of FIG. 14;

FIG. 19 is a flowchart showing processing operations of

a setting management section of FIG. 14;




FIG 12 is a flowhart show ng operations of an |Psec setting server in
accordance with the enbodi nent of the present invention; 1Hrdnk@ooel3 is a f
| owchart show ng operations of the |IPsec setting server in accordance with
t he enbodi nent of the present inventton; FIG 14 is a block di agram
showi ng a structure of an |Psec processing apparatus of FIG 1; FIG 15 is
a di agram showi ng contents of an SPD of FIG 20 14; FIG 16 is a diagram
showi ng an exdf8-e28fisaim fFpwicbart oshowiald pyo¢essinig tdperd®PDosbosth in FI G
15; FIG 17 is a diagramshowi ng contents of an SAD of FIG 14; 25 FIG 18
Cis a flovdMartetdiodi Rgnevenaisisegtdpnr af i BFs di4:an | Psec processing section
of FIG 14; FI 153 I.s a fJowhart show ng processi ng operations of a
setting managénént “5dSt R-AFTaE ERoYINg PR o¥pepay9f contents ef alp s a
_flomchart%ﬁygﬁggq pngessing operations of the setting nanagenent section
of FIG 1%; G 51 I'5 a di agram showi ng an. exanple of contents of an SPD

por o (1) or 'tk S b ABRRAIA BoRELERI G o pBEALE O
content s $1:2% 0P 6F the B YHokANGh FRECGAr 0cessing apparatus; FIG 24

I's a di agram showi ng contents of an application 10 policy (j) of the SPD
of FIG 23; FIrgG.2231 s % i@ sHOWAY SHHeBRLSoff af s@Pagenent table of

FIG 2 after a request message is received froman |Psec
conventional IPsec processing apparatus;

FIG. 24 is a diagram showing contents of an application

10 policy (j) of the SPD of FIG. 23:

FIG. 25 is a dir;lgram showing contents of a management table
of FIG. 2 after a request message is received from an IPsec

" processing apparatus;

FIG. 26 is a diagraﬁ showing contents of the SPD of FIG.

15 14 aftexr a distribution message is received and an application
policy is set;

FIG. 27 is a diagram showing contents in the case where
anewentry isgenerated inorder toupdate the SA of the management
table of FIG. 2;

20 FIG. 28 is a sequence chart showing operations of the IPsec
processing épparatus in accordance with the embodiment of the
prresent invention;

FIG. 29 is a block diagram showing é structure of an IPseé
processing apparatus in accbrdance with another embodiment of

25 the present invention;

FIG.30isadiagramshowingstoredconfentsofadistribution
policy stofage sec;ion in accordance with another embodiment

of the present invention;




processing apparatus; FIG 26 is a diagram show ng contents of the SPD of
FIG 15 14 after a distribution nessage is received and am apphogqti on
policy is set; FIG 27 is a diagram govvi ng contents in the case where a
new entry is generated in order to'uf) ate the SA of the managenent table
of FIG 2; 20 FIG 28 is a sequence chart show ng operations of the |IPsec
processi ng apparatus in accordance with the enbodi nent of the present

i nvention; Fl &IG93lsig albteckiidigquzamsoowing & sthructure of an | Psec
‘processi ng apparatus in accordance with anot her enbodi nent of 25 the
present | RAAIeNaE EFS8P PLOGESHiAgr 8RPRERMWRSYy stored contents.of a

di stribution ﬁ@nl éry% storage sectiog I n accordance with anot her enbodi nent
of the present THveft ir-on® S¥YHFE SHBEL-shoying gregatiens of Jde di agram

show ng ac&we%:ﬁ_%;l lgﬁpgecg&g?\;cge%tgiiggﬁépégg?eﬁ@;r ocessing apparatus; FIG 32

i s a sequence char oW n € entional |Psec

procegsing apRaGAt 4s: 18Nl m dckGuy Sdedit dholiREKAHLBALATSNANAY gpot her

structure of "the conventiona C processrng apparadtu ED

DESCR! PTI gt QlonTeh+ PBREERHERFEIRIENIS affpxlarugyrodiments of the present
' | etot

i nvention wll be described wth referenc e acconpanyi ng draw ngs.
FIG 1 is a block 10 diagramshowng a structure of a network according to
an | Psec (lInternet Protocol security protocol) in accordance with an
embodi ment of DHTAILEDS PESCRIFPEIUN @F. THE FRIGFEHRED EMBODREMERTE

Néxt,embodimentsofthepresentinventionwillbedescribed
with reference to the acc:ompanying drawings. FIG. 1 is a block
10 diagram showing a sfructure of a network according to an IPsec
(Internet Protocol security protocol) in accordance with an
embodiment of the present invention. In FIG. 1, in a network
in accordance with the embodiment of the present invention, a
plurality of IPsec processing apparatuses 2a to 2f, which are
15 about to carry out IPsec applied communication with each other,
are connected via the Internet 100, and an IPsec setting server
1l is also connected on the Internet 100. Note that, as shown
inFIG. 1, the IPsec processing apparatuses 2a to 2f may be routers
switching private networks 201 to 204 with each other by
20 communication according to the IPsec. Alternatively, the IPsec
| processing apparatusés 2a to 2f may be personal computeré which
apply the IPsec to their own communicaﬁion.
FIG. 2 is a block diagram showing a structure of the IPsec
setting server 1 of FIG. 1. In FIG. 2, the IPsec setting server
25 1 includes an interface (I/F) section 11, an IPsec processing
section 12, an SPD (SecurityPolicyDatabase) 13, an SAD (Security

Association Database) 14, a reqguest processing section 15, a




I n accordance with the enbodi nent of the present invention, a plurality of
| Psec processing apparatuses 2a to 2f, which are 15 about t30Jw@aRoys out

| Psec applied comunication with eacg other, are connected via the

I nternet 100, and an | Psec setting s fver 1 is also connected on the

I nternet 100. Note that, as shown in FIG 1, the |IPsec processing
apparatuses 2a to 2f maybe routers switching private networks 201 to 204
W th eac rﬂ%&%@tﬁ}m%ﬁimmat@m%ﬁeatségndi&wgatr@nalgememt¢@blA| tzrnatively,
the | Psec_ proqcessing apparatuses 2a to 2f may be personal conputers which
appl y t he® FPREEMIVIMDRT; Jensitosfmpdemesnl? Frod aregordigicoBRdiMmgr am

show ng azitrﬂctur of Fhe | P %c setting_server. 1 of FIG 1. In FIG 2,
the | Psec”set Fﬁﬁ'g"é’r‘:‘vé Se%@‘% ilﬁglﬁﬁ)‘ve‘éergllr I meipd¥cqnsdrudedi®Hn 11, an
| P ' ' | 2, PD (S ity Poli t 13, SAD
(Secur 1vF SRAEEIE BA b ool el? Lisifen brofrofd aBngactil 1R 15, & 13
i une %OOGre;jco]inin ﬁé&i&&l&b9'em%%tfgﬂjyﬁ:%rﬂ%fs&ﬁhg'Lb%%-éeggé‘f@gém.”t tabl e
a random nurber gener ator ) I mer 19, and a recording nedi um 20.

He’re, t heodngsffent@t hrB0rsgiikig.l i1s mainly constituted by a conputer, and
t he conputer executes prograns stored in the 5 recordi ng nmedi um 20, whereby

- operations of THeeirbomeadiesesting 11C0RGMRBESAT1® ERE!IdR%nethE0od Nterface
. section 11 is connected to the Internet 100 to performdata comunication

vi a the |id perfordGiatalbemmitsiatiphoees ShegIsEEinan 108. SThettse@ dat a
communi cati on packet 10 received fromthe interface section 11 to |Psec
processi MErocersdngPbedBidors Ik fsebfjedts oafdaa tdommuRieat pomoqeskiety secti on

12 and stores a policy for applying the IPsec recorded therein. The SAD 14
i s réPer reafeiyeds Sxrhthe Aoderfpeeesethiton ekt iton IP8ec processing.

The SPD 13 is réferred to from the IPsec processing section
12 and stores a policy for applying the IPsec recorded therein.
The SAD 14 is referred to from the IPsec processing section 12
and stores an SA (Security Association) necessary for subjecting

15 individual communication to the IPsec processing recorded
therein.

The request processing sectioln 15 receivesasettingrequest
message from the IPsec processing apparatuses 2a to 2f through
the Interface section 11 and returns a distribution message.

20 The distribution policy storage section 16 is referred to from
the request'processing section 15 and stores an IPsec policy
hecessary for determining a r_éques.ted setting. The management
table 17 isreferredtoand set fromthe reqﬁest processingsection
15 and stores information on respective kinds of SA communication

25 requested t_o be set.

' The random number generator_18 generates random numbers
according to a request from the request processing section 15.

The time_r 19 is requested by the request processing section 15




and stores an SA (Security Association) necessary for subjecting 15

I ndi vi dual conmuni cation to the | Psec processing recorded i3hgeebn The
request processing section 15 receives a setting request message fromthe
| Psec processing apparatuses 2a to~ 247through the Interface section 11 and
returns a distribution nessage. 20 The distribution policy storage section
16 is referred to from the request processing section 15 and stores an

| Psec pol teyneasorestsiare. fAmompthese anpoaenes| adicclPsat progesdiwg managenment
table 17 is referred to and set fromthe request processing section 15 and
stores i nFePHARD d73.okhe &peddi vandithes SBP BA arentmhy aedemsargsfoequest ed t o
be set. The random nunber generator 18 generates random nunbers according
to a requtld® ¥ESSG PRELIRG FRETVes dcE8 prRfesic cpronunEcat ippe withetha9 i s

request ed the re uest roceSS|n section 15 13 June 2006 - 17 to
" nmeasure t*ﬁ% cﬁﬁ?ﬁ& fhed e QQﬁﬁ?&r‘l’én s ACPREAIRE O FhEcEBSPR PG s on 12, the

- SAD 1 |y he | P

to pr§t eg:wc%%ﬁ'l ca%ﬁoﬂ{??ﬁ'{)ﬁnt ﬁnec #@E@%P%Ez@sé?ﬁbelgﬂﬁse%@i’?%ﬁélsgga(szgtr)\r/glr ng
to the IP t | ha
cgnveﬁt i oﬁgf I ggg{e% %g%ﬁsgggg%ﬁoﬁ%“hgl a? %ﬁ@%ﬁ%‘?’?% ?ﬁgﬁﬁ?e?rom t he
~Internet 1d@0théhﬁ1ﬂé¥fﬁﬁfa%ti%‘ﬁtiP'%r%le%E ?fheer ﬁaﬁ@%oﬂﬂhﬁé@,@%@ cation

packet to the | Psec processing section transmts a

comuni capadietPackeie pass PHocRdsingraddia dnPse Grldl PEESSHNGE alfasgction 12
to the Internet 100. The | Psec processing section 12 subjects a data

conmuni caténmuniaakedn packdt drahBeerPeecrins ﬁ?ﬂ,elIPﬁlQ@' pEseesdigfeei ved from
the Internet 100 to decryption processing of the
10 section 12 to the Internet 100.

The IPsec proéessing section 12 subjects a data
communication packet, to which the IPsec has been applied,
received from the Internet 100 to decryption processing of the
IPsec based upon the stored contents of the SAD 14 and the SPD'

15 713, and changes the data communication packet to a state before
| the application of the IPsec and transfers it to the request
processingsectionl5. Inaddition, theIPsecprocessingsection
12 subjects a data communication packet received from the request
processing section 15 to the IPsec processing in accordance with
20  the stored contents of the SPD 13 and the SAD 14 and transfers
the data 'com-munication packet to the interface section 11. The
IPsec processing section 12 is a mechanlsm necessary for
protecting cormnunlcatlon between the IPsec setting server 1 and
the IPsec p_rocessing apparatuses 2a to 2f and is completely the
25 same as that in the conveﬁtional IPsec. |
FIG. 3 is a diagram showing stored contents of the

distribution policy storage section 16 of FIG. 2. In FIG. 3,

‘the distribution policy storage section 16 includes an address




| Psec based upon the stored contents of the SAD 14 and the SPD 15 13, and
changes the data communication packet to a state before thengpephégati on of
the I Psec and transfers it to the regquest processing section 15. In

addi tion, the | Psec processing sectibh - 12 subjects a data communication
packet received fromthe request processing section 15 to the IPsec
processing in accordance with 20 the stored contents of the SPD 13 and the
SAD 14 arphir andimnsfot hepetsifyingmaudisatimtipacielity 4@ 4 nterface
section 11. The I Psec processing section 12 is a mechani sm necessary for
prot ect i rltgribtiient Pokidieondannt fer | fatdngeani IRsaepodicy todd he | Psec
processi ng apparatuses 2a to 2f and is conpletely the 25 same as that in
the convehtSigrAkuteppsearpmetess|vhichicagrenseionh nighe 6dssaibebiemt s of the

distributicgﬁ_ olﬁ'c atloraes,ection_m of FIG 2. In FIG 3, the
di stri but® ‘%o‘l" E%e SFJ&g‘é‘JEJe%Tt PetigwsErErRiEechirmdfiaream IPsKRMe 2006 -
18 pgir col.unn.for sﬁoecif inqﬁa distribution poljcy and a . distribution

policy cd My Pdr F_TIFPANAALRI0YT &P PBCHEP LR Ao L LT, B3 anet er s

whi ch Carhl%e%@iféﬂicwea ' "rﬂ.hmft iaga ?pgéi Cy‘%ﬁf"g-%ﬁﬂ;g%ft iagﬁtgégge!ool icy

storage section are a Sec '5 protocol, I an

encryption al garhhhiBanfle 8HOHGRMA E?glog aAarﬁgF%)égggo%%'awh%p of validity

of an SA. I n an exanpl'e shown in policy, ich is applied

to comunigiatiedntdebiRat ddta onRseiGreROBRs $b 8¢k BPRAL 8L ISy agBasdidyd Ne | Psec
- processing apparatus 2b, and an |Psec policy, 10 which is applied to

communi cad andbtHemEBset Mrddeésetngr QuRaStug APPanat 4 BEeangol i, Psec
processi ng apparatus 2e, are set. Note that a user needs to set all itens

in the divwtichbis iapplpelitxy comnon hopet ixacbetwedt the FRbaNpeoceéssRtlyi tion, the
itenms are not :
apparatus 2d and the IPsec processing apparatus 2e, are set.
Note that a user needs to set all items in the distribution policy
storage section 16 in advance. In addition, the items are not
automatically rewritten during operation after the items are
15 set once. |
| As the distribution policy between the IPsec processin_g
apparatus 2a and the IPsec processing apparatus 2b, an “ESP
(Encapsulating Security Payload)"” is set in the IPsec protocol,
a "tunnel mode” is set in the encapsulation mode, “DES-CBC (Data
20 Encryption Standard-Cipher Block Chaining)” is set in the
decryption élgorithm, "HMAC (Hashing Message Authentication
Code) -MD5-96" is set in the authentication algoriti'nn, and "3600
- seconds” is set in the term of validitjr of the SA.
In addition, as the distribution policy between the IPsec
25 processing apparatus 24 and the IPsec processing apparatus 2é,
an "ESP" is set in the IPsec protocol, a "transport mode” is

set in the encapsulationmode, "3DES-CBC” is set in the decryption

algorithm, "HMAC-SHA-1-96" is set in the authentication




automatically rewitten during operation after the itens are 15 set once.
As the distribution policy between the |Psec processing apprhabos 2a and
the | Psec processing apparatus 2b, an "ESP (Encapsul ating Security

Payl oad)"” is set in the IPsec prot ocb?,” a "tunnel node" is set in the
encapsul ati on node, "DES-CBC (Data 20 Encryption St andar d- G pher Bl ock
Chaining)" is set in the decryption algorithm "HWVAC (Hashing Message

Aut hent i c@lQQﬁithmodéyld VMO Eecoadsétis redthdnathéetdinc atfi oaladdoyi t hm and
"3600 seconds" is set in the termof validity of the SA. In addition, as
t he di st r‘P%LFtheoﬁApol icy between the IPsec 25 processing apparatus 2d and
the | Psec prorcﬁ‘?d 113 aratus 2e, an "ESP" is set in the |IPsec protocol,
a "transport |‘§° tiqpalhethednsiil 46 BACRRRALY tODEEPEB@N i s set in

he d ' I hm . " HVA 1-96" h h 13
June ESB%P%&’%% BREH R s PRI R et e Tt TR o of ol Thi b
f theg t

?de';lt I cal s(;le%sitsﬁggl %@/&? yzﬁoF%d f?’éscpoé"cs:ctefégec? §8cI §%ﬁlr§‘gt}s¢$¥ ng

appar al uses néapipd 1A, | donefRE SIS 0l ndPnbRRetRObkEYent { 9908, A0A o

However, 1n thé nethod o he present invention, ec” policy.

onl'y has §mdee anetpidc tﬁlﬂl@ysbhwuﬁéé)r\:o I%%' b&¥ fﬁo&f%g%ﬁ%ﬂb&f‘lcﬁp W th

respect to I Psec communi cation anong t Psec processing appar atuses 2a

to 2f, arpdiceiydetbrdde electalhngs dﬁlfthef@éﬁec&ettbl PoiSed RohfiBni&SPRA | Ve | Psec
proce55| ng apparatuses 2a to 2f by m stake can be avoided and, at the sane

time, themumgbéheolPssd tpnmg@swﬁngfapmambsagauw | 2F i aauaaci:@éht al so be
r educlzgd of making different settings in the respective IPsec processing
apparatuses 2a to Zf by mistake can be avoided and, at the same
time, the number of settings which the user actually inputs can
é.lso be reduced.
FIG. 4isadiagram éhowing stored contents'of the management
15 table 17 of FIG. 2. InFIG. 4, the manageme.nt table 17 iﬁcludes
arequest source address column, anopposite partyaddress column,
a request ID column, and an SPI column for recording a request
source address, an opposite party address, an ID, and an SPI
(Security Parameter Index), which are included in a request
20 message transmitted from the IPsec proc'essing apparatuses 2a
to 2, respedtively, and asetting parameter co-lumn for recording
a parameter group which are necessary for IPsec processing for
the communication. Amongthesecolumns, in the settingparameter
column, SA parameters consisting of policies to be applied to
25 the communication and parameters necessary for éstablishing an
SA for the communication are set.
FIG. 5 is a diagram showing contents of the SA'parameters

ofFIG. 4. InFIG. 5, the SApai:ameters includes an IPsecprotocol.,




FIG 4 is a diagram show ng stored contents of the managenent 15 table 17
of FIG 2. I'n FIG 4, the nmanagenent table 17 includes a {£HiA83hosoUrce
address columm, an opposite party address colum, -a request |ID colum, and
an SPI colum for recording a requést® source address, an opposite party
address, an ID, and an SPI (Security Paraneter |Index), which are included
In a request 20 nessage transmtted fromthe | Psec processing apparatuses
2a to 2f apenespselatviginmodmc deseyptivh pRs@nEber, Sodutienftacatesnr ding a
par anmet er group which are necessary for |IPsec processing for the _
communi cagigerithmng tremeot otalifityi.nanhenseytiingy payaneher col umm, SA
paranmeters consisting of policies to be applied to 25 the conmuni cati on and
par anet er 3UHRRICALIOnokeRs PRLTY st 1ad izghion Veadterd oneniacabPbn are set.
i.ng. contents of the SA paraneters of FIG 4. In

FIG 5 i di agr am show, .
FIG 5, | fﬁ%l%éﬁ%’r Eﬁa‘?%‘?‘f i the ddSem Prpsesping spprratuses a £908f- 20 an

| at i d .decryptia | gorithm an authentication algorithm a
?gtr:ﬁ]p?# 3é1| ?_ |%n§%e%§ﬁ%éﬂgr§/%‘?‘? (ﬂ#]l?g’?g CORMUBLEREAT cat | on key, an IV
br ocesai ng. apaarieucesesty s sBrisrafRa Frvt e EracPErCeIinY
ComMN! CakpPiatdlddCrd SAUEEHA Wih GEEE/Ailnt LOPIAL &1 LROGEAPRORESS N0
apparatuses 2a to 2f on both side conmuni Cari ng with sach ot R&fo-for one

| Psec conpainiopal I@¥ac bW onS OLNE & UL S Sifttcel YBar QS| Lo PATLY
addresses, two request IDs, and two SPIs "'exi st 10 for one entry of the

managenendpcsite bArty esigrekseel Viwd Reqaddtt T, a8MCRyd Sp3is bgestical | Psec
comuni cation, a new SA may be requested in preparation for expiration of
the f@r mEdr one ieditry of thee nfihagemehbi sabBsea,7,00espBEEYvéBy S €Bhst ered anew
' addition, even in én identical IPsec communication, a new SA
may be requested in preparation.for expifation of the term of
validity of the SA. In this case, one entry is registered anew
in the management table 17 for the new SA. Note that, since
15 all the contents of the management table 17 are automatically
set by the request processing sectioﬁ 15, the user does not need
to set the contents of the management table 17 directly.
Since the management table 17 is referred to, setting
parameters to be distributed to the IPsec processing apparatuses
20 2ato 2f can be obtained. Since the SA parameters in fhe gsetting
parameters are decided by receiving request messages from the
fespective IPsec processing apparatuses 2a to 2f carrying out
th.e IPsec communicatioﬁ, in the case where the request messages
are received only from the IPsec processing apparatuses 2a to
25 2f on the one side, the request ID column and the SPI column
on the opposite party side are blank, and the SA parameters in
the setting parameter column are also blank. However, since

the application policy is decided only by receiving request




in the managenent table 17 for the new SA. Note that, since 15 all the
contents of the managenment table 17 are automatically set1PywgPod equest
processing section 15, the user does not need to set the contents of the
managenent table 17 directly. Since 2he-management table 17 is referred to,
setting paraneters to be distributed to the |IPsec processing apparatuses
20 2a to 2f can be obtained. Since the SA paraneters in the setting

par anet er sessagate CirdmctHy IPseei piiow@: setfgesppdRauasss2d e i thespective
| Psec processing apparatuses 2a to 2f carrying out the |IPsec

comruni cafhersiden mheoliae twhbeeapdadkeduesst redyapgsSredsiaringcehyed only
fromthe | Psec processing. apparatuses 2a to 25 2f on the one side, the
request | BPasimmesfadencism thel dRAec apradessdpgosppargaites gadeoar e bl ank,
and the SA paraneters in_ the setting paraneter columm are al so bl ank
However, &Fnd: thehengpsideati on policy is decided only by receiving request
13 Jur},e 2006 - 211.h messages fromthe | Psec processing apparatuses 2a to 2f
on the one si'derPg FEMPLS TPBLIBSHG-ed- PolisiesAnd B DoseBEVLEY t he

. request f.r he | Psec. pr,qcessi apparatuses 2a to 2f on the one
si de. Inn?ﬁéﬁgggﬁ%ﬁgggkgwﬁ9$é?Qﬁ tipn Eﬁ?%%?£§ﬁﬁh&%§ﬁcpﬁF9ﬁ%§%ﬁ@9 to be
applied t ﬁ%@ﬁy | cessin apparatus_.2a and the
| Psec pr og%sm ng aﬁ%é‘gg;ﬁg&%@g%g% ?ga%gﬁgggggg?tnusab? grgtr%gr’f%??ed '

respectivehva MoldChasry) Aafiitiavaiyl O poAqRIUL E@tﬁ@faﬁ%ﬁ;%@g@gt he | Psec

processing apparatus 2a and the 10 [ Psec processing ap _ b are al so
regi st er econmiurd ca®gofi e thdkehythd OPENE brosb8sEn P apPar 6RO I AHh £RL L1 NY

request nessage is not received fromthe |Psec processing apparatus 2b, SA
par ark®t er EPsece protesietnglepparatus 2b are also registered in a second 7
entry. However, since a corresponding setting request message
is not received from the IPsec processing apparatus 2b, SA
parameters are not decided.
FIG. 5 shows contents of an SA parameter (a) in FIG. 4.
15 The SA parameter is generated by the request processing section
.15 based upon contents of a distribution policy, an SPI notified
by a setting request message, and random numbers obtained from
the random number generator 18.
The request processing section 15 receives request messages
20 from the IPsec processing appa.ratuseé 2a to 2f and transmits
a request sfartup message, a distribution message, or an error
mesSage to the IPsec processing apparatuses 2a to 2f. |
FIG. 6 is a diagram showing an example of a request message
in accordance with the embodiment of the present invention. In
25 FIG. 6, the request message includes an ID "1001" for
distinguishing the request méssage from other request messages,
a request source address "IPsec processing apparatus 2a”

indicating an address of one of the IPsec processing apparatuseé




FIG 5 shows contents of an SA paraneter (a) in FIG 4. 15 The SA
parameter is generated by the request processing section {pasess upon
contents of a distribution policy, an SPI notified by a setting request
‘message, and random nunbers obtai ned2#rom the random number generator 18.
The request processing section 15 receives request nessages 20 fromthe

| Psec processing apparatuses 2a to 2f and transmts a request startup
message, 2a ttotfy witidh hasnRseagetted thie st MBSERRAS e bPposfisecC
processi ng apparatuses 2a to 2f. FIG 6 is a diagram showi ng an exanpl e of
a requestpamkys agdresa atﬁm@lapmasisﬁhgt appardindi 21t indicdeiny asent
invention. In 25 FIG 6, the request nessage includes an ID "1001" for -
di sti ngui 2iEeFst A€ Ql'efqQésth¢rﬁ§§&gemrqmsombeapp@cﬁmmesnassimgég to a request
source address "| Psec processing apparatus 2a" indicating an address of
one of thee tPEPRAHIESBAREY afpdr atWedee 1310UnheL@pSPI yged 2a the 2f whi ch

has transmtteg the request nessage, the opposite party address "I Psec
proces55| o &par 3PHEC8b" i ndicating an address of one of the |Psec

P66 LrY PR 3EE, 2 Thet fad? IFRRRRRLES AR n i oL psec
communi ¢ c, pr. S ratuses 2a to 2f on
bot h theaillié(;gggléés: #I m t qggg%p%%éiﬁg 2£ %hS% CLel{r:tgﬁ)(()) ﬁﬁ@% a? e{'c?dresses of

t he | Psecyinih@eess bR KRB RLNEE '
determ ned, 10 an | Psec policy t%mggdiélg% | egfgg%ggggggglt?@ﬁm quel y.

"“Ther ef or @ro’ﬂ&é@&ﬁ@%‘pﬁ&&aﬁ&bbs 2adso of ohRthRERCs LONETHPE GRELLRInSH € Set in a
request message. in addition, it is possible that a plurality of kinds of
IPsedOcomuumPGablpolﬁcy'dﬁ&k!@@plmebecan be specified uniquely.
Therefore, addresses on both ends of the IPsec communication
are set in a request message. In addition, it is possible that
a plurality of kinds of IPsec communication are desired to be
set amoﬁg the two IPsec processing apparatuses 2a to 2f on both
15 the sides. In such acase, information necessary for specifying
the respective kinds of IPsec communication (e.g., a protocol
number, a porit number, etc.) is set in a request message.
FIG. 7 is a diagram showing an example of a distribution
message inaccordancewiththe embodime‘nt of the present invention.
20 _ FIG. 8 is a diagram showing an example of arequest startup message
inaccordandewiththeembodimentofthepresentinvention. FIG.
9 is a diagram showing an example of a no corresponding entry
error message in accordance with the embbdiment of the present
invention. FIG. 10 is a diagram showing an example of a content
25 inconsistency error message in accordance with the embodiment
.ofthepresentinveﬁtion; FIG. 11 is adiagram showing an example
of ano-response error message in accordance with the embodiment

" of the present invention.




set anong the two | Psec processing apparatuses 2a to 2f on both 15 the
sides. In such a case, information necessary for specifying rdReohgspective
ki nds of | Psec communication (e.g., a protocol nunber, a port nunber,
etc.) is set in a request message. "F#&-7 is a diagram showi ng an exanpl e
of a distribution nessage in accordance with the enbodi mrent of the present
I nvention. 20 FIG 8 is a diagram show ng an exanple of a request startup
message in acduG$ant2 and N3t Aee ciloodhaent sHowiiry ppeserionsiventheon. FIG 9
is a diagram showi ng an exanple of a no corresponding entry error nessage
i n accor dERR&C dething seawbodi Apracogidaneepriddehhe embodhmenn of Ftie 10 is a
di agram showi ng an exanple of a content 25 inconsistency error nessage in
accor dandRFSHent LRECREIH nEhe opstathenpafsthe IBseensetiiingrservan is a
diagran1s£omﬁn% an_exanple . of a no-response error nmessage in accordance
with the erfb&FeRfange W Fhesempodimaih ofn thepmraratoADBentIon F| GS, 12
and 13 are. flowcharts.show operations _of _the _IPsec_setting server 1 in
accor anc‘gﬂ\?\]ﬁt Tt gcgﬁ%%‘gi nl%} I%%efﬁacepF%ﬂﬁs‘i dvé&Rt +3n. F¥R&Toper ati ons of
the | Psec 110G, S I, ' ance wiih the embodi nent of_the
present i%é/egj'lnaiﬂll%%%fﬁwﬁe %s%g%%‘rg‘lggt;h% ﬁgﬁﬁe?{éfpﬁoé:ﬁégl?% Sﬁcn%éf’nl{?o 13.
First, ' kNat 1;@& t . ssing section 15 has
recei vedqgﬁ; ?(ifeésa?egegsgg% W Im\gggaggs{:}ﬂ%:%]q%tpsg%lgggéi ving a request

message from Upenl RN et ABBAAGL UTRA s [Pl pkobetutllg I N FI G

12), the request processing 10 section es an-entry, i ch
coi nci desappddatases@essd 2E0WtedH SHILH #I6. B OPROTehBePOpbycaséimgs, and an

ID included in the request nessage, out of the nanagenent table 17 (step
S2 i AOF| GecltZon 15 retrieves an entry, which coincides with a request ‘
source address, an épposite party address, and an ID included
in the request message, out of the management table 17 (step
S2 in FIG. 12).
When a coinciding entry is found, the request processing
15 section 15 confirms whether an SPI of the coinciding entry
Coincides with an SPI included in the request message (step S3
in FIG. 12). If the SPIs do not coincide with each other, the
request processing section 15 transmits a content inconsistency
error message to the IPsec processing apparatuses 2a to 2f (step
20 S8 in FIG. 12).
At this point, the ID, the request source address, and the
opposite party address included in the request message, and an
entry list are set in the content inconsistency'error*message.
All entries with coinciding request source address and opposite
25 party address among the entries included in the management table
17 are set in the entry list. However, itemé to be set in the
entry list are only request IDs of the respective entries and

SPIs for request source address used in the entries.




When a coinciding entry is found, the request processing 15 section 15.
confirnms whether an SPI of the coinciding entry coincidesyyiR 280 SP!

i ncluded in the request nessage (steg S3in FIG 12). If the SPIs do not
coincide with each other, the reqle ¢ processing section 15 transmts a
content inconsistency error nmessage to the |Psec processing apparatuses 2a
to 2f (step 20 S8 in FIG 12). At this point, the ID, the request source
address, and tBierecppobid theaanteaddimssnsistendedirort essagpieshe nessage,
and an entry list are set in the content inconsistency error nessage. All
entri es WE$FE ANSeSSARIraRRAzAtUSesr éa teldie senahgavppodiitféerenpart y
address anong the entries _included in the managenent table 17 are set in
the entry ‘F*f"g?e.n FehERg Infeamatian Banragrd by thieelPean sotiing sgreesnl y.
request | of t .respective entries and, SPlIs for request source address
used in t earé%tg?qqggpglgngfﬂ%am QFa‘EEeHBPYer%iI\ﬂSﬁﬁ PRECeHIht

incon%i st AT el ggs§gg§f the |Psec processing apparatuses 2a to 2f can
| earn a dif¥erence et ween setting informati on nmanaged by the | Psec '

setting serverpygl }?9&@?&&1‘1 %8&.@5[8B?.‘Bctﬂi%’hcﬂ{'cl%glﬂgguct%ﬁlsigﬁeﬁ P%%%r&? ocessing 5

apparatuses 2a to OWs ™ an exanp sTcon

I nconsi stROEYafS.N Ofn FRSS2FC- 14 NsFs&enlbhat tse&%iﬁ?%dﬁr&a&%%bt hag

information has already been generated by reques and "1002"
for, conaLréamBi ibeenbgbnecstdd &y Peqtebt 0LHS ST 12PAAAA LS 28 @ the 10

| Psec processing apparatus 2b on the I Psec setting server 1, andval ues of
an SPl useshmdreifcation telf@enant 18440 brocessDes hparatus kA ddetkase where
an entry coinciding with the request source address, the opposite party
addr 89s, EFrpa mrocBsshng iaig@iriatush2b on the IPsec setting server 1,
andvalues of an SPI u‘sed thereis "5100" and "5110", respectively.
Inthe casevwhere anentrycoincidingwith the j:equest source
address, the opposite party address, and the ID includéd in the
request message is found in the management table 17 and contents
15 of the SPI also coincide with each other, the request processing
section 15 confirms a request ID column on the opposite party
side of the entry in the management table 17 (step S4 in FIG.
12).
If the request ID column of the opposite party side is set,
20 since the setting parameter column of the management table 17
has already been decided, the request processing section 15
transmits a distribution message to a transmission source of
the request message (step S5 in FIG. 12). The request source
address, the transmission source address, and the ID included
25 in the request message are set in the distribution message, and

the distribution policy and the SA parameters in the management

table 17 are set in the setting parameter. In this casé, ‘all




request nmessage is found in the nmanagenent table 17 and contents 15 of the
SPI al so coincide with each other, the request processing Bfik20oslS
confirnms a request ID colum on the gpposite party side of the entry in

t he managenent table 17 (step S4 in G 12). If the request ID colum of
the opposite party side is set, 20 since the setting paranmeter colum of
t he managenent table 17 has al ready been deci ded, the request processing
section l%etiimgnparasetend yhichushan dbesageiinedahave rdriessyobeanur ce of

t he request message (step S5 in FIG 12). The request source address, the
t ransmi ss#@fidesir ce address, and the 1D included 25 in the request nessage
are set in the distribution nessage, and the distribution policy and the
SA par anet er s FIf§- t?lé*ht?ﬁ’ﬁaﬁ%r?é‘ﬁfﬂplPa‘bf éhiz gtstibutignimrssager.i nkp par anet er .
In this 25 sett araneters whi ch_shoul d be

et ngdcﬁé‘?ﬂ? BIPLS BB % Ao dﬁ?ﬁaﬂ‘?‘g EACE ) Eng7E T

t t
Dol i 68 (z %@?%3%9@ 8§Pafmfeae’—'xea 3Bt S 888 Tk nocpadamdhans’ ohed 1, "
par amet erf]?s ot nl derﬁ_?[g&%ﬂﬁ% f}?@gﬁaéaﬁ:gzc%:f?]gs%gr ey ags

ec
conmuni cat i on ctions using aicon port cy lta) and the
SA par aweirerb%tﬁlaalfé&i&)s dsAnbhené apes 818 18R ﬁcgf qg' ngh wi th the
request source 10 address, the opposite party a th D i ncl uded
in the r:ﬂqlm%mﬁesﬁﬁgﬁapr&d qw)q i n the managenent tabl e 17 and contents
of the SPIs also coincide wwth each other, but the request ID colum on
the opposite [arthe cistevlierenat esely coheci@aiiasith fioLegddtdsG@edd on 15 ends
t he processmg as it is (step S6 in

10 address the opposite party address, and the ID included in the

request message are found in the management table 17 and contents
of the SPIs also coincide with each other, but the request ID
column on the opposite party side is not set, the request

processing section 15 ends the processing as it is (step S6 in

15 FIG. 12). Inthis case, although the request processing section
15has already received identical request messages frbm the IPsec
processing apparatuses 2a to 2f, since there is no information
.on the opposite party side, the request processing section 15
is waiting for information on the opposite party side.

20 | In the case where there is no entry with coinciding request
source address, opposite party address, and ID in the management
table 17, the request processing section 15 retrieves the
management table 17 with the request sourcé address, the opposite
party address, and the SPI included in the request message as

25 keys (step S7 in FIG. 12).

When a coinciding entry is found, the request processing
 section 15 transfnits a content inconsistency error message to

the transmission source of the request message and ends the




15 FIG 12). In this case, although the request processing section 15 has
al ready received identical request nessages fromthe |Pseci3anLe8681 N
apparatuses 2a to 2f, since there.is _no information on the opposite party
side, the request processing section?85" is waiting for information on the
opposite party side. 20 In the case where there is no entry with coinciding
request source address, opposite party address, and ID in the nanagenent
tabl e 17, proeessiqeedistppo8essi RfGedRi)on THi st ékr they asadd@heranagenent tabl e
17 with the request source address, the opposite party address, and the
SPI i ncl ulBeP¢ RrofesTineRParRiseFelato Zhiey se@uesie®diew seELtfag12) . \Wen
a coinciding entry is found, the request processing section 15 transmts a
content iB oS dyPEise lyeusing the Slﬂgél@“ﬁaﬁ%rﬁegéisdiﬁr?,@drncéh@f t he

request sage ends the 13 June 2006 - 26 processing (step S8 of FIG
oy Thi oET e R ERARE SRR EPE 1o cBY FRGel R0 tbs Coms RIS EoDaY Lo o have

t ed (] t duplicat el ' t he SPI _al d
egi srer o e PR B JHReR BebPRar iy Smparatifes i e 2Bortent
[ | st ¢ t | t 2a to 2f
%gg:ﬁieﬁ%ﬁﬁ%ﬁﬁﬁ?&?%&éﬁﬁ %‘E‘S%&?é@%i%“%ﬁ?%@%ﬁﬁ%ﬁ?ﬁgt an;t It
adar oss, and 1B Trhe e R e A e e P Ee oRBRE  °hr | ¢

not det ecémsbsitiehphrty HIdre8KeSind 1) RHOEES MAMhgeReht OFarh A9t 4hgves the
managenent table 17 with the request source address and the opposite party

addr ess iduglidedionnof han r&plcst noesdagected kithelrSt €Re SBeduedtd G 12) . At
this point, the request processing section 15 retrieves an entry in which
t he Afqueastodedsjobumectiomllénketrieves the management table 17 with

the request source address and the oppositepartyaddress included

in the request message as keys (step $9 in FIG. 12). At this

point, the request processing section 15 retrieves an entry in

which the request ID column is blank.

15 If a coinciding entry exists, a request message for the
communication has already been transmitted from the IPsec
processing apparatuses 2a to 2f of the opposite party side, and
even an application policy of setting parameters is decided.

The request processing section 15 sets an ID and an SPI, which

20 are set in the request message, in the blank rei;:uest ID columh
and SPI colﬁmn, respectively, and generates SA parameters for
the respective directions in accordance with policies indicated
by the application policy in the setting parémeter column.

More specifically, the request processing sectioﬁ 15 sets

25 contents identical with the application pblicy for the IPsec
protocol, the encapsulation mode, the decryption algorithm, the
authentication algorithm, the term of validity, o.btains random

numbers from the random number generator 18 to‘determine values




15 If a coinciding entry exists, a request nessage for the conmmunication
has al ready been transmtted fromthe IPsec processing appakglupgs 2a to
2f of the opposite party side, and even an application .policy of setting
paraneters is decided. The request ﬁ?oéessi ng section 15 sets an ID and an
SPI, which 20 are set in the request nmessage, in the blank request ID
colum and SPI colum, respectively, and generates SA paraneters for the
r espect i vEodithecd¢erptilonakeyr dhacathientigakion dey, nehd ahedv bynéhe
application policy in the setting paraneter colum. Mre specifically, the
request pFBERa¥RARC 9EANISER trdeuged bythe ERsenprotehminoegpanathsese
applicati %népoé%c for the | Psec,k protocol, the encapsul ation node, the -
decrypt i of® &%t iPhthe CREePERh AR R tha TaceBtion A1idensPT epAumh. val i dity,
obt ai ns rando nunger frothe random nunber generator 18 to determ ne
val ues 13 June“lfﬁbg S Sh pafgpeteks fox §E]?iﬁﬁﬂ%¥,lvﬁh@%ﬁ%ﬂsi €aRi on key,
and the | S val an SPl .to be used_by the |Psec processing
appar ta'%t ust\'e/% gaegx(%rta 38 f %}]e ? ﬁgﬁ ?g%@[ﬁchﬁsgpges?%ut%1?&%%%%733 SP
col umm. A& e ctive di tions._can 5 be
Viben, cPErR AR TRLCLStE Qg fg@ﬁ:afngﬁgg dda) 8% gtﬁ}%glangg\lﬁgr et ors

generated, the request processing Seéction regis

in the setinng PaN@¥Rpes1s VIRl 1bhe gi Fanek b3t §ReS10 of FIG
12). When the SA para%eters-are regpstere iltir}gtﬁ%a%naggtﬁe&%t gfp'eaibl e 17, the

request pregistwired isegid AAndgehdranabts 7 ditdle’ FoYdN pFBEEEEENgi N Which a
request 10 ID and setting paraneters of the transm ssion source of the

request nessitigm 15 HerahRabts pr dtstasibug: iappas ARSI @hieh regh€sset, to
the | Psec processing apparatuses 2a to 2f and, at the same tinme, also
t randfi t siRarfl settingparenetersgé thedinmlismd saiorgouaste of Ehotediiesopposite
party to the | Psec processing apparatuses :
message, the IPsec processing apparatuses 2a to 2f, are set,
to the IPsec processing apparatuses 2a to 2f and, at the same
time, also transmits a distribution message including a request
ID of the opposite party to the IPsec processing apparatuses
15 2a to 2f to be the opposite party (step S11 in FIG. 12).
In addition, the request processing section 15 uses the
timer 19 to measure time same as thé term of validity of the
SA parameters and, at the point when the time measured by the
timer 19 has' been a predetermined value, deletes the entry of
20 the management table 17.
In the éase where there is no entry with coinciding request
source address and request ID in the management table 17 and
a coinciding entry is not found even by the retrieval with the
request source address and the opposite party address as keys,
25 | the request processing section 15 retrieves the distribution
policy storage section 16 with apair of the request source address

and the opposite party address included in the request message |

as a key (step S21 in FIG. 13).




15 2a to 2f to be the opposite party (step S11 in FIG 12). In addition,
the request processing section 15 uses the tiner 19 to negsHpebhd™e sane
as the termof validity of the SA paraneters and, at the point when the
time neasured by the timer 19 has b#®n a predeterm ned val ue, deletes the
entry of 20 the managenent table 17. In the case where there is no entry
with coinciding request source address and request ID in the nanagenent.
table 17 and If awirrEsgiondingenyriydsmott foundd theerghgst peocessimyal with
the request source address and the opposite party address as keys, 25 the
request priEe hy WeEsMahS 1% neecorraapondingdirstiy Burénmesselgecto st or age
section 16 wwth a pair of the request source address -and the opposite
party addr¥ésSPPREPEREESPHNY RRPRERLRSSS Raskngt (skePaSAedn(BiGeplIPl in FIG
13). 13 ne 2006 - 28 |f, a corresponding entry is not found, the request
processi g ERMTPnPIeCes g et oo E‘SFgéES&Pﬁi%Eﬁ‘E‘F%%F?‘é‘chssage to

he | ' 2 f S26.in FIG 13).. Th

oquest  prReel, i SR R R S fte < MES BIRALLP MRS r oss.
dth da 3 ' d..l t |n th

Cor r ospont g ity ey eceespanaiig it RErbE e aad IR RI" A no ™

corr espongldis &R ldxanPlbds TRISHS corPebPondATS eﬂ@f{rieé?co‘ioinégé 'é;.g . entry

- exists in the distribution policy storage section the re _
processi ng 1@nSeRéi Gdsel WHeeies at BBinE SHAHHCBx PLEL OFP tHd1€ Opposite
party address, the ID, and the SPI included in the request nessage in an
request stistxdbatdflor®lickEioraye SEPEiH €6 paheyrafHAsdro6es a request

I D colum and an- SPI colum of a new entry of thenanagenent table 17,
respdft i ssioLioNhks sefactite pequestisuprce address, the opposite party

address, the ID, and the SPI included in the request message
in an request source address column, an opposite party address
column, a request ID column and an SPI column of a new entry
of themanagement table 17, respectively. Therequestprocessing

15 .section 15 sets the opposite party address of the request message
and the request source address of the request message in another
request source address column and the opposite party address
columninthe ident icalentryrespectively, and leaves the request
ID column and the SPI column blank.

20. In addition, the request processing section 15 sets the
distribution policy included in the entry of the distribution
policy storage section 16 in the setting parameter column of
the management table 17 (step S22 in FIG. 13). At this point,
allparameters other than a common secret key such as an encrfption

25 keyor an authentication key, and SPIs to be used in the opposite
party IPsec processing apparatuses Za to 2f among a parameter
group necessary for generating SA parameters are decided. Since

the common secret key uses random numbers obtained from the random




15 section 15 sets the opposite party address of the request nessage and
-the request source address of the request nmessage in anot hgf j b eguest
source address colum and the opposite party address columm 1n the
identical entry respectively, and Feéd%es the request |D colum and the SP
colum bl ank. 20 In addition, the request processing section 15 sets the
distribution policy included in the entry of the distribution policy

st orage seatbem gb@eratbhel3etif pplpasanstEoft @henBppdsitd @arepagenent table
17 (step S22 in FIG 13). At this point, all parameters other than a
common se@eetdacby ifubhcamearnpesaiblet itong@bekale drheaiSAapahamnéteat.i on key,
and SPIs to be used in the opposite party |Psec processing apparatuses 2a
to 2f ampng a YarafeiRefFiding gptiycesisky frothgeddshribution patieeters are
decided. Sjince the conpmon secret key uses random nunbers obtained fromthe
random 135 SRRRISURELLODLS ﬁﬁ%’ém%é%&r&t@?ntw bR[the mangpement t he
opposiste ggg#‘%/ lif. decided, it becones possible to generate t he SA

par angt er §° &8 REFBPITR TR A TEGIEPE FTOR Hd i LPELFHREPSRSHAG cy
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request startup nessage t €C. processing apparatuseés Za to 2f of

the oppospigedubiny 4isiamtSils 3416 5 obine JBBoL el Bake! GRESERY Secti on

15 sets the request 10 source address of the Teques sage’| e request
startup 1efFaga3)kl Ghreteyst phoCxsEilLsOEtidi 35/RAUCEe BEghdsp MESsage.
After transmtting the request startup nessage, the request processing
sect ilon 1Soumpeatidresansfritdel meqoést edwegeesh shartddnestessageamt an
I nterval of five seconds and, upon receiving a ’

message. FIG. 8 shows anexample of thisrequest startupmessage.

After transmitting the request startupmessage, the request
processing section 15 repeats transmission of the request startup
message at an interval of five seconds and, upon receiving a

15 request message corresponding to the entry of the management
table 17 from the IPsec processing apparatuses 2a to 2f of the
transmission destination of the recjuest startup message or
transmitting the request startup message for six times, stops
the transmission of the request startupmessage. Bytransmitting

20 the request stai‘tup message repeatedly, the request processing
section 15 can continue the processing with another request
startupmessage even in the case where one request startupmessage
is lost. |

If the request processing section 15 has stopped the

25 transmission by transmitting the requeét startup message for
six times {step S24 in FIG. 13), the request processing section
15 deletes the entry from the management table 17 (step S27 in

FIG. 13) and transmits a no-response error message to the IPsec




15 request nessage corresponding to the entry of the managenent table 17
fromthe | Psec processing apparatuses 2a to 2f of the traprsmne00
destination of the request startup nessage or transmtting the request
startup nessage for six tinmes, stops3®the transnission of the request
startupnmessage. By transmtting 20 the request startup nessage repeatedly,
the request processing section 15 can continue the processing w th another
request Bregesgineeppgratuses 2a thaf afethbarmnend sEeoh eslurseastup message
is lost. If the request processing section 15 has stopped the 25

transm ssHegreguesbmeasage hetemms2s byFdst 180 ar tlne meseaqerbeesssng ti Mes
(step S24 in FIG_ 13), the request processing section 15 deletes the entry
fromthe fehaifihedm seds Ehe 710 sttde seuupat sowce 3Adyedst ramd il a

‘no-response error_message to the | Psec 13 June 2006 - 30 processing
appar at us%%pﬁq%pﬁt%?g&%”t'rm 5 SRctyipdin fhe reguesbHEEsIAESSage

step =S28.] ..IThe request processin section 15 sets the ID, the
_E eq ;Jﬁssts s%%@%gﬁ%g%gé g Fogﬁﬁsjtr%%ap%ﬁfﬁ & 2[%%? §* adBtdegio '\z'\'ﬁFEﬂn%Zet iong:c uded
in the reguast mRsSade 0 SeC I OCessi ar at uses :
in the no-response %gr'r?rlfdrfeg!slaglg?"k%aé e?‘f“?ﬁSmngFP%&?ﬁngg?n?%i s

NO- I eSPON&Ero€ McisagRssage. Upon receiving the request message
~corresponding to thé entry of the managenent table 17 in response to the

request start wponl@edBESRUP the! e8RSt iksdaGe ddtred ndiRQUEst il OC§SSi ng

'section 15 stops the transm ssion of the redquest startup ffessage an
per for ns drteryopltia mansgahertthialiad k7 i reepehye 08 thEeehBasestarfgssage (step

S25 in FIG 13). The tinmer 19 is requested by the request processing
sectil@n message (step S24 in FIG. 13), the request processing section
- 15 stops the transmission of the request startup message and
performs the operations at the time of receiving the request
message (step S25 in FIG. 13). |
The timer 19 is requested by the request processing section
15 15 to measure a time and, when a designated time has elapsed;
| informs the request processing section 15 to that effect. The
timer 19 can measure a plurality of times simultaneously.
As described above, since a request startup message is
transmitted, inan IPsec procéssing apparatus opposed to an IPsec
20 processingapparatusofatransmissionsourcecfa requestmessage,
setting of é policy of the IPsec is performed substantially
simultaneously with setting of a policy of the IPsec in the IPsec
processing apparatus of the transmissi_oﬁ source. If the IPsec
processing apparatus of the transmission source encrypts and
25 transmits a padket after setting the policy, the opposed IPsec
processing apparatus can decrypt and receive the packet frofn

the IPsecprocessingapparatus of the transmissionsource. Thus,




15 15 to neasure a tinme and, when a designated tinme has el apsed, inforns
the request processing section 15 to that effect. The tingyyl2.660 measure
a plurality of times sinultaneously. As described above, since a request
startup nessage is transnmtted, in 3h 1+Psec processing apparatus opposed
to an I Psec 20 processing apparatus of a transm ssion source of a request
nmessage, setting of a policy of the IPsec is perforned substantially

si mul t anesntstyp tiicnarfiEdddriptabnaReid ﬁ@ngiﬁoif@ﬁaaﬂﬂepaéfbﬁﬁéﬁ _
processi ng apparatus of the transm ssion source. If the IPsec processing
appar at uswitthduie delagsm ssi on source encrypts and 25 transmts a packet
after setting the policy, the opposed | Psec processing apparatus can
decrypt, and rlecHiisecades giaciest pdciont is het kBreeleddwsto hgabhppatyt us of the
transm ssion source. Thus, 13 June 2006 - 31 encryption and decryption
after set®? fgcEYpothe packeat pe decrvotied ofd paditat tehayer parfaimedase, since
a packet is not cancelled due to inability to decrypt the packet or

decrypti Y sHstakgekah TRS§R RHOCSEFLBI BRPAEATNF GifsRakkansmissiosc

- pr ocessi n% partat us of a tranﬁﬂi s%i&o(n destination can receive the packet
fromthe Sa'ﬁ%’i‘?i JOPSRALBRTTE® Wie REGEeE S Ehe FRaReMis PR FPUFFR request
message iﬁdf ogggﬂlgethe request startup nmessage is not received from
t he oppose 11 SeC processing 10 apparatus at the tinme of transm ssion of

t he request star S ' - o) i _
Lransmitted ot ATn TRneed cheeliBatnddshas PR ISEpclddle IS8T sour ce,

the | Psas 00t S AR ot & Bfed Hor £RE Sﬁbééélcg Exﬁlé%élbsiigcééé&n%mmdi ately

- recogni ze nonexi stence of an opposed appar at us. I's a bl ock
di aglem sippuragus atrtid Wideobst hfaldiditGion of the request startup
message, since a no-response error messagé is transmitted td
the IPsec processing apparatus of the transmission source, the
IPsec processing apparatus of the transmission source can
immediately recognize nonexistence of an opposed apparatus.
15 FIG. 14 is a block diagram showing a structure of the IPsec
pProcessing apparatuses 2a to 2f of FIG. 1. InFIG. 14, the IPsec
processing apparatuses 2a to 2f are collectively illustrated
as an IPsec processing apparatus 2, and the IPsec processing
apparatuses 2a to 2f have the same structure as the IPsec
20 processing apparatus 2.
The IPséc processing apparatus 2 is mainly constituted by
a computer and uses an IPsec setting server 1. That is, the
IPsec processing apparatus 2 includes interface sections (I/Fs)
21 and 22, an IPsec processing section 23, an SPD 24, an SAD
25 25, a setting management section 26, a routing section 27, and
a recording medium 28. The computer executes programs of the
recording medium 28, whereby operations of the above-described

respective components are realized.




processi ng apparatuses 2a to 2f of FIG 1. In FIG 14, the |Psec

processi ng apparatuses 2a to 2f are collectively illustrategdy,@306) | Psec
processi ng apparatus 2, and the | Psec processing apparatuses 2a to 2f have
the sanme structure as the | Psec 20 Pfotessing apparatus 2. The | Psec
processing apparatus 2 is mainly constituted by a conputer and uses an

| Psec setting server 1. That is, the |Psec processing apparatus 2 includes
i nterface sectlhenintdrflecl s@ition222s asnidsr@ P CpBbrdt: a6tkdan 23, an
SPD 24, an SAD 25 25, a setting managenent section 26, a routing section
27, and 20¢ éeny ¢nerhpuivate set¥hrks @iuteR04)dCHIG@S 1priogpentoxd t he
recordi ng_nmedi um 28, whereby operations of the above-described respective
conponent4at EOIFIE‘HFj'rGZ’éTé-Pnl‘g{@U he podgate e twonl 300.erThe dntecfaem 21 s
connected to .a private network 200 (any one of private networks 201 to 204

of FIG 15°9%9Perfolfh CUPREFEHITOn RSt FRtexshath 10Re tpr PoBEAM&latar k 200. The

i nterface 's'ect.i00@ 22 1S ¢C nn?[c ed tg Lhe Internet 100 to performdata 5
comunli cat SRRt ERE YJnEl‘et(r)[’r?e §ORe¥htY? Psec processing section 23

' ‘subj ects a datI.Fl,]8 Egg@ygtgfoaéés%qu?-%égé%{uﬁ%évse Hfgrﬁgrﬁnﬁ%?g@gt erface sections

21 and 22 to ['Psec processing. tion 26 is
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setting server 1 to per S Teferred to

from the dritseg 5 geeesipiboRacling) The 88€tidP maRhbenen fWARASBRNYe SECti ON 26
and has a policy for a{%g:iyi ng tghe | Psec reﬁc;%Fndedbt herein. The SAD 25 is

referred id eefuostéd &yl tise TPREECHESEEHE TR ELOR &1 28N€b tagueat t g
managenent 15 section 26 and has an SA, which is necessary for subjecting
10 IPsec setting server 1 to perform necessary setting.

The SPD 24 is réferred to from the IPsec processing section
23 and the setting management section 26 and has a policy for
applying the IPsec¢ recorded therein. The SAD 25 is réferred
tofromtheIPsecprocessingsection23andthesettingmanagement

15 section 26 and has an SA, which is necessary for subjecting
- individual communication to the IPsec processiﬁg, recorded
therein. The routing section 27 transmits and receives data
communication packets to and from the IPsec processing sectioﬁ
23 and the setting management section 26 and determines transfer
20 destinations of the respective data communication packets.

A struc.ture of the IPsec processing apparatus 2 is different
fromthe structure of the conventional IPsecprocessing apparatus
shown in FIG. 31 in that the setting maﬁagement section 26 is
added. In addition, as described later, the structure of the

25 IPsec processing apparatus 2 is different in that new items are
added in the SPD 24 and that new operations are added to the

IPsec processing section 23.




I ndi vi dual conmuni cation to the | Psec processing, recorded therein. The
routing section 27 transmts and receives data conmunicatipfRaghets to
and fromthe | Psec processing section_ 23 and the setting nanagenent
section 26 and determ nes transfer “283destinations of the respective data
communi cation packets. A structure of the |IPsec processing apparatus 2 is
different fromthe structure of the conventional |Psec processing

appar atus shche iimtErfac8lsectiidmiilt hecsetés ng dwiadgefmGhiSeetdon 26 i s
added. In addition, as described later, the structure of the 25 I Psec
processi neaekpafnemshe ordivaitefnataorki 200 and trensEerss tarethalBseci n t he SPD
24 and that new operations are added to the |Psec processing section 23.
13 June 2P0RCessifg sgrtion 23 5 akd txarsnbes a latecampunigathempacketini cati on
packet fromt rivate network 200 and transfers it to the |Psec ‘
processi nbr%‘b‘gel G oRrom, Fhe TEsee R TCes sHRgas A2 2 &0 Bhe paikete
transferrgéj for mzyae | Psec processing section 23 to the private 5 network
200. 'Fhe m?ér ¢e section 22 receives a data communi cation packet from

the Internet WQ 3RileLrads!fldvidn b9 FOSIT2€G PhACERIAM Sagljon 23, and

transmts a data conmuni cation packé

br 0cesSi NgaGRAL I290n2 BnbOrh Sl dY 908Chna L0cd ke NG «SBR 2 i fifldigles an

| Dcol unm Tor 1dentifyingan In ry and clarifying a priority,

a sel ect oprecdgsinglsct ival 2Lt AMY t2ah sffd &da%a@o%ﬁﬁii:?% 1 GPpHER£ OF a

.selected traffic, an |IPsec application policy colum r recordi ng

par anet ertddndfefreededonntios IPBec birkee 8§ indeebPs6s 28n:d hige ¢ASErNbEr € | Psec
processing is applied, and the opposite party address for setting
10 100.

The SPD 24 inclﬁdes an IDcolumn for identifyinganindividual
SPD entry and clarifying a priority, a selector column for
selecting a traffic, a processing column for a selected traffic,
an IPsec application policy column for recording pai‘ameter
' 15 information or the like of the IPsec in the case where IPsec
processing is applied, and the opposite party address for setting
-request column for judging whether or not to :equest the IPsec
.‘setting server 1 to perform setting at the time of SPD retrieval. -
FIG. 15 is a diagram showing contents of the SPD 24 of FIG.

20 14. In FIG. 15, the SPD 24 is identical with an SPD used in

an ordinary IPsec except that the opposite party address for
setting request column is added. Note that the SPD 24 includes

an SPD for transmission snd an SPD for.reception.
Inthe dase where the IPsecprocessing section23hasreceived
25 a data communication packet, the SPD 24 is used for determining
treatment of the packet. Upon receiving a data communication
packet to which the IPsec is not applied, the IPsec processing

section 23 compares it with the selector column'of the SPD 24




request columm for judging whether or not to request the IPsec setting
server 1 to performsetting at the time of SPD retrieval. {3 fanedbods a

di agram showi ng contents of the SPD 24 of FIG 20 14. In FIG 15, the SPD
24 is identical with an SPD used in 34nordinary | Psec except that the
opposite party address for setting request colum is added. Note that the
SPD 24 includes an SPD for transm ssion and an SPD for reception. In the
_case wher#o tdedrtiByeca prodmedding ety OnWREn e cecebvEthg dataydas a

conmmuni cati on packet, the SPD 24 is used for determining treatnment of the
packet . Upsmd.ethe ihsgcapxlates dmgnsedc tian @ dgtaakminhesotndatment-hef | Psec i s
not applied, the |IPsec processing section 23 conpares it with the sel ector
col um ofthehPagitoan)geoerianzgoyith3ihet progassiagecaleminci di ng entry.
When the coinci ding ent;y is found, the IPsec prqcessiqglsectiop 23

det ermi nes tr &3nes? obf LR36C pRRIEtatiPngocoPfERae "wi and { Hdspesebssi ng

col um. An%/ gne gf. "g}l’sec aggl Lcatiqon", " passgge", and "disposal” 5 is
stored i M FEOPPOCESERRPTOGPERHT 1G9 e i LR BRTiGR R tadde GRed e
processi "| Pse lkGation” is.to he perforned, the rocessi ng of

t he IPsegg}%eng?%?%se%@%%t ﬁ%ﬁgﬁsﬁ%ﬁilﬁagg%r dfng%r{’ee\/\??‘#]%}?%encge of the
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colum I I n the e processing colamm Ts “T Psec

appl i cat ispith doR®ehPsess appd iﬁ%bb%o@f?&%?&oﬁﬁhﬂ”“ i's used for judging
whet her or not to request the I PseCc setting server 1 to performsetting

and, at the samethisRmbodimest, ah 2hel difteepartPradin@ekf ¥bNgnset ting
paraneters to be requested in the case 15 where the | Psec setting server 1

I s requesheidttimgpenf bhen SBD tANgif bhéepidedssiagy colime 54 anmaiad | Psec,
basically, it is - ,
application”, the IPsec application policy column is used for
judging whether or not to request the IPsec setting server 1
to perform setting and, at the same timé, isused as an identifief
for specifying setting parameters to be requested in the case
15 where the IPsec setting server 1 is requested to performsetting.
| Note that, as in the standard IPsec, basically, it is
necessarytosetallthecontentsof theSPD24inadvance. However,
it is possible to omit an IPsec application policy for an entry
in which the opposite party address for setting request is set.
20 Inthiscase, the setting management section 26 acquires necessary
IPsec application policy information from the IPsec setting
server 1 and autcmatically sets the IPsec applicatic;n policy
column of the SPD 24. At this point, the application policy
cannot be omitted only for setting for encrypting communication
25 with the IPsec setting server 1.
In the example shown in FIG. 15, setting is made such that
a packet from the IPsec processing apparatus 2a ifself to the

IPsec setting server 1 is subjected to the IPsec processing in




necessary to set all the contents of the SPD 24 in advance. However, it is
possible to omt an IPsec application policy for an entry 14 pbped the
opposite party address for setting request is set. 20 In this case, the
setting managenment section 26 acqui'ré® mecessary |Psec application policy
information fromthe | Psec setting server 1 and automatically sets the

- I Psec application policy colum of the SPD 24. At this point, the

appl i cat i arceoianoe withrat dppldoattiod policy qiz)sehtpackdtodiesctydt i ng

comuni cation 25 with the I Psec setting server 1. In the exanple shown in
FIG 15, Setthengrivateanetwer 208aand a paciadt direstad ol Beeprivatessi ng
apparatus 2a itself to the |Psec setting server 1 is subjected to the

| Psec proR@8%4iiy 2P ape suRdeotrd tosthe dEGegaprecadsindaandmppPéiey on pol i cy
(z), a pa rivate network 202 and a packet_directed to

ket directed to the g
the privat ereﬁtgﬂ\bﬁka%%"rﬁdeggﬁﬁjgﬁéwsﬁﬁ $Plet ik 86TPRBos #PFgakhd a policy
packets atlie BEHLL KGR ot Rok el Een, BT 08 HFasubroreshaatat FiG 16
is a di agigrgz W ng an exanpl e of the application policy (z) of the SPD
24 shown 1 n Fl 15. In FIG 16, information necessary for specifying the

| Psec pr ocessim_tp& be @g@hhﬁ%%i g &5e gﬂ?% Q% he %?5%????&1‘ ation

node, an encryption algorit an aut I cation a m which are

used in |RSECCOANBRIESISPORA howeiniFIG NS .| PREPTEPRE| GAFbPRaPAIA CY. IN the
exanple shown'in FIG 16, it is indicated that "AES-EBC' is used for the

encrypt i amecdsyariytion spekilyindWite SPéed p26cessing €68 Helsppleduhdent i cati on
algorithm a "transport node" of ESP is applied, and a termof validity,
of 10 as a protocol, an encapsulation mode, an encryption algorithm,
and an éuthentication algorithm, which are used in IPsec
communication, is set in the IPsec application policy.
In the example shown in FIG. 16, it is indicated that
"AES-CBC" is used for the encryption algdrithm and
15 "HMAC-SHA-1-96" is used for the authentication algorithm, a
"transport mode” of ESP is applied, and a term of validity of
an SA is "3600 seconds”. Note that, since parameters to be
required are different depending upon a protocol, an encryption
algorithm, or the like to be used, parameters other than the
20 parameters shown in FIG. 16 may appear or a part of the parameters
in FIG. 16'ﬁay not exist in respective application policies.
In the conventional IPsec, a user needs to set all the
applicationpoliciesintheIPsecprocessingapparatusinadvance.
However, as described in the preceding section, it is possible
25 to omit setting of the application policies in the SPD 24 of
this embodiment. In that case, the IPsec application policy
acquired from the IPsec setting server 1 is automatically set

by the setting management section 26.




an SA is "3600 seconds”. Note that, since paraneters to be required are
di fferent dependi ng upon a protocol, an encryption algori WmE gboé he |ike
to be used, paranmeters other than the 20 paraneters shown in Fl may
appear or a part of the paranmeters” PR FIG 16 may not exist in respectlve
application policies. In the conventional |Psec, a user needs to set all
the application policies in the | Psec processing apparatus in advance.
However, as dd¥die bbdti nin tbepcasediegesehe i IKE ilst used peasialbeer25 to omit
setting of the a £p||cat|on policies in the SPD 24 of this enbodinent. In

t hat caserequicadies %EKEaﬁtﬁSﬂifpgxlSﬁy indepemdent ¥y Gromhide PReec setting
server 1 is automatically set y the setting nanagenent section 26. 13
June 20062RPRFatiGPPPHLEY °r"5nt1?€h§PPa%‘é wHevevene frrE the ydewpobrE amet er s
required f i ndependently fromthe | Psec application

th K tself t
policy of® f rﬁB:L%Iegﬁk’ Eﬂnﬁgge\ifggég%a&m%ﬁgr%%mvalﬁﬂttqﬂ e fBSREF ment |
th th P | t | t hat
t hese Sar ot SEPR eIty B4 {Rete Srp it tgese tER A Re- SRR L e
tted R Th f
gg‘se gf ggh%gﬁgtgls%ﬁ,ﬁ,lh S%etca%(gE%gsi% V\Iﬁereﬁﬁ%u%ﬁ?ghtl? g?b%%?ng 19 | g; of o
the SPD 24ervexr a Bel thYs Usivihiagt!. K%hwt.;hefs,@'%g%% 6k | xg;%ﬁgt um ng that

10 all the paraneters for the IKE are also Inc e policy

Ther ef or ein ithel Basexaetes SROWPskE @Iﬁl&a@aoﬁ%éw&(nﬁ a8l 865 24 OF the IKE
are also included in the policy. In an actual Structure, setting of the

| KE itselfs iaspsilicy usndgpeins dKE, f tioenpohecy Rxeereapplii astur@ngpeha€y. 15 FIG
17 is a diagram showi ng contents of the SAD 25 of FIG 14. In FIG 17, an
SAr é@w radl the pardimgitérsl farPshe Fmauaiadabi hincluded in the policy.
" Therefore, in the example shown in FIG. 16, setting parameters
fortheIKEarealsoincludedinthepolicy. Inanactual structure,
setting of the IKE itself is still independent from the IPsec
application policy.
15 FIG. 17 is a diagram showing contents of the SAD 25 of FIG.
14. InFIG. 17, anSArequiredfor individual IPsec communication
is registered in the SAD 25. That is, the SAD 25 is a database
for managing the SA.
In the IPsec application_ policy of the SPD 24, information
20 for indicating IPsec processing to be applied (what kind of IPsec
processing is applied) is shown. However, additional
information is required for actually performing the I.Psec
processing.
For example, in the case where the IKE is used, IPsec
25 processing can be carried out once only when an encryption key
and an authentidation key used in the IPsec processing are
exchanged with an IPsec processing apparatus of the opposite

party and values of the keys are used. In this way, a parameter




Is registered in the SAD 25. That is, the SAD 25 is a database for

managi ng the SA. In the | Psec application policy of the SPR Rée 2obE Oor mati on
20 for indicating | Psec processing to be applied (what kind of |Psec
processing is applied) is shown. Howd¥er, additional information is
required for actually performng the I Psec processing. For exanple, in the
case where the IKE is used, |Psec 25 processing can be carried out once
only whengreupmecpgssaoy f@y cazngiag cutt hbat TRsdd @irokeysilsednice ide | Psec
processing are exchanged with an | Psec processing apparatus of the
opposi te cphked andAval ues of the keys are used. In this way, a paraneter
13 June 2006 -_37 roup necessary for carrying out the |Psec processing
once is call édeafABAZS THecluiesoan| FR | finfed dentibying drdémdividnglan

i ndi vi dua# SAD entry, a termnal address indicating the opposite party 5
address of™} Ifégezycoﬁ’rﬁﬁmé’ﬁ?%rﬁddEﬁSPPéﬁélﬁ?B%’éﬁ:thet ePpesitaPant#t he | Psec
commrgihcat' néssangE% ng ch is.an . identifier peculiar _to an individual SA,
and ot PEC GMRICREIAD 1 JEseq, PEREeFRLItoy PEHSEY t he

a
er par
tti N 6 t | \ { ' . ti .23,
SeU1in9 TREASSNEDL G} PPl B0 LERSE DERSERSLIA.SeCLioR. 20, 2 voer
| dent cal tidi s $ABulsoh | Terft SiABOAE] LESGRAn | ncl udes  an SAD f or

transm ssion and an SAD for reception. e exanple shown in FIG 17, an

“SA bet ween th%ithée%hepSmeﬁii@aﬁ@Bﬁ&@ié@lﬁf‘ Ahd %hépéégtim cessi-ng
apparatus 2b 15 is registered in a first entry and an SA between the | Psec

processi ngarsdiRalenitUseaicdngle becHePERse s prbb88s 58 ¥86tdon 83, a user

10 _does not need to set the SAD 25 directly. Note that the SAD
25 is identical witﬁ an SAD used in a standard IPselc and includes
an SAD for transmission and an SAD for reception.

In the example shown in FIG. 17, an SA between the IPsec
processing apparatus 2a and the IPsec processing apparatus 2b

15 "is registered in a first entry and an SA between the IPsec

_processing apparatus 2a and the IPsec setting server 1 is
registered in a second entry.

FIG. 18 is a flowchart showing'processing operations of
the IPsec processing section 23 of FIG. 14. FIGS. 19 and 20

20 are flowcharts showing processing operations of the setting
management Section 26 of FIG. 14. Operations of thé IPsec
processing apparatuses 2a to 2f will be described with reference
.to FIGS. 18 to 20, |

Upon receiving a data communication packet directed to the

25 1Internet 100 from the private network 200 (step S31 in FIG. 18),
the IPsec processing section 23 compares the data communication
packet and the selector column of the SPD 24 to retrieve a

corresponding entry (stepS32 in FIG. 18). If theopposite party




registered in a second entry. FIG 18 is a flowhart show ng processing
operations of the |Psec processing section 23 of FIG 14. (Fk&Ee20388 and 20
20 are flowcharts showi ng processing operations of the setting nmanagenent
section 26 of FIG 14. Operations of38he | Psec processing apparatuses 2a
to 2f. will be described with reference to FIGS. 18 to 20. Upon receiving a
data communi cation packet directed to the 25 Internet 100 fromthe private
net wor k 28@dxegsfo83detitning Ceqidit cdllmmnl &5 athep coLLESHoIFITRC Eh PRy 23
conpares the data communi cati on packet and the sel ector colum of the SPD
24 to ret}s Rdank, operatponsliafy thet APsest ppo@ILing BeGE1dB)23 Idre he
opposite party 13 June 2006 - 38 address for setting request columm of the
corr espong‘ilﬁ’fbtléiﬂlr‘?ith shesa Ak, thypepayenkitonstl IPeeq Petep FR8cUSEIGg section
23 are if@ntical wi th those of the conventional |Psec (step S33 in FIG
18). 5 Note'that, according to the operations of the conventional |Psec,

hopar 2t ve. 5 e R Oy BB e A < oRg o Fag convRabipRaL T
certi ng. olbqHl MEEISER It JREFRL R IR Bhwetnttie 1PSet or dance
with the orsidaringmphedtas Zhﬁﬁ éc%lgt%%%ec slthEi.Fg sgﬁ% ngé ﬁgéée}r‘ ed ound by

the retri'eval of the SPD 24 t ~the opposi par Or setting
request CrH4AMTHs, OforinifhiCAth 66 SEEides AL WPdet BBbeeddithd BBphFSESs

application policy colum is set, the IPsec processing section 23 further
15 retri evemdnh8AIPséc tdet tdagnuereat i DNd refibber&f\32ehesseh H£84 in FIG

18) . If the SA for the conmunication exists, the operations
10 in advance in accordance with the ordinary method of the IPsec.
In the case whére it is found by the retrieval of the SPD
24 that the opposite party address for setting request column
of the corresponding entry is set, and the IPsec application
- policy column is set, the IPsec processing section 23 further
15 retrieves an SA fqr the communication from the SAD 25 (step S34
inFIG18). IftheSAforthecommunicationexists, the opefations
of lthe- IPsec processing section 23 are identical with those of
fhe conventional IPsec, and the IPsec processing section 23
subjects the data_communication packet to the IPsec processing
20 in accordance with contents of the SA (step S33 in FIG. 18).
| In the .case where it is found by the retrieval of the SPD
24 that the opposite party address for set.ting request column
of the cdrresponding entryis set and the Iﬁsec applicationpolicy
‘column is also set, and in the case where a corresponding entry
25 does not exist in the SAD 25 or in the case where the IPsec
application policy column is not set in the first. place, the
IPsec processing section 23 suspends the processing of the data

communicationpacket and requests the settingmanagement section




of the | Psec processing section 23 are identical with those of the
conventional |Psec, and the | Psec processing section 23 sijgebsod he data
comuni cati on packet to the | Psec processing 20 in accordance with contents
of the SA (step S33 in FIG 18). tm%he case where it is found by the
retrieval of the SPD 24 that the opposite party address for setting
request columm of the corresponding entry is set and the | Psec application
policy cotéine acqelrsoassittingdfrem ishsetobey vBever d stepr SSPARIFIE. entry 25
does not exist in the SAD 25 or in the case where the | Psec application
policy col&hn At tidts peintn thee IPsest ppdeassinghsect Ree@3pnotebiesig section
23 suspends the processing of the data comunication packet and requests

t he sett i Hf sethdpadrmnagerensrsadinmas een- IBOE thetentuwoifrhe setting
froma setting server (step S35 in FIG "~ 18). At this point, the |IPsec

pr ocessi @P% ‘ion 23 notifies the setting managenent section 26 of an ID
of the entry %f the SPD 24. After requesting the setting nanagenent

sectidn 26 to TAEQUFPRUSEEHY ithg FEERIRGA™ Jtsapghion (4f topsec
[ ' ke. ! f he id i cal SPD
et il & St ipd T e PREELBr RS Re RIBLHRARC BERPPERED. 6t o

oot T Sl o> SRRRIEHEE maARCh AR, EGE SN Had i fedifseD! SRtPT O]

conpl et i setting fromthe se ng ~nmanagenent Sect ep S36 in

FIG 18) ,uiftha hR&A&IRT 9§ 9%1%9 eqSBT eﬁe%_%trﬁ%gﬁ%&&nﬂn@fﬁ&cﬁ&?essi ng of

the data communi cation packet (step S33 in H I's point, the
necessar 200! £ ychelps8a @f@céﬁi@/zﬂaﬂagéﬁéﬁt Ngb ABIKA0 BEBNFe8ELFAPN 26, and

| Psec 15 processing as conventionally done is only carries out. Upon
receildi nga anadifiibatadn cof afonfpdieltivn of setdinyg firbANthe setting
management section 26 (step S36 in FIG. 18), the IPsec processing
section 23 resumes the IPsec processing of the data communication
packet (stepS33 inFIG. 18). At thispoint, the necessarypolicy
and SA are set by the setting management section 26, and IPsec
15 .processing as conventionally done is only carries out.
Upon receiving a notification of failure of setting from
the setting management section 26 (step S33 of FIG. 18), the
IPsec processing section 23 stops the data communication packet
processing which has been suspended (step S$37 in FIG. 18).
20 | In the case where a data communication packet, to which
the IPsec ha.s been applied, difected to the private network 200
is received from the Internet 100, the IPsec processing section
23 operates in the same manner as the con%rentional IPsec. That
is, the IPsec processing section 23 retrieves a corresponding
25 entry from the SAD 24 and, if a coinciding entry exists, carries
out decryptionprocessingof the IPsec inaccordancewithcontents
of the entry. If a coinciding entry.does not exist, the IPsec

processing section 23 disposes of the data communication packet.




the setting managenent section 26 (step S33 of FIG 18), the |Psec
processing section 23 stops the data communi cati on packet 1Pr@eesss ng which
has been suspended (step S37 in FIG 18). 20 In the case where a data
communi cati on packet, to which the #®sec has been applied, directed to the
private network 200 is received fromthe Internet 100, the |IPsec '
processi ng section 23 operates in the sanme manner as the conventi onal

| Psec. That iThe IPsed PreceysRESSENHIS LS conii s GetdintyE Yadigofy espondi ng
25 entry fromthe SAD 24 and, if a coinciding entry exists, carries out
decrypt i off macbe83ientmyf inhehd BabPc25 mmelc estabhishes tihnew2ebesoref t he
entry. If a coinciding entry does not exist, the |IPsec processing section
23 di sposEre B¢ A€ vaaldltommiresin the gavkeanngs agithe c@@®entidnal The | Psec
processing section 23 confirns a termof validit of each SA entry in the

SAD 25 antF38&-apht this poindy ignthe rape whege the 54 45 amba gergrakedres in the
sane nner .as i e co%gntional | Psec. At this point, in the case where
the SR is %ﬂ%gA gﬁ%“eﬁ A8 K VERelt Pdec 183RE iDTGCeEFIRY SECHiRE I Psec
ocessi e} L ts the settin enent._section, 26 to
AR TR S A e R
acqui si tignofia ggg%ngetgﬂ%lggfs_ggrp?ocessi ng section 23 notifies the
0

setting managenent secti on. an 'D 10 of an entry of the SPD 24

cor 1 espondi NG o dfkdsBAng AbizAeUTL g 6 LWL 1! PREFBSECLBGLOSLRAUESL IS

notified fromthe setting nmanagenent section SecC processing

section 2%dtaginees hotifd eBothd isedtifg mdnddameneSsddtiddP9p JLaRI MY NT @
request for acquisition of a setting from 15 the |IPsec processing section

23 (40ep ¢EBan enfEi@ off Mhe tIRD 2at tonpespRitHGRITRBL tEECSA ONALEhGEGIEr at es a
request nessage for the notified
a result in response to the request is notified from the setting
management section 26, the IPsec processing section 23 neglects
the notification of the result.
Upon receiving a request for acquisitidn of a setting from
15 the IPsec processing section 23 (step S41 in FIG. 19), the setting
management section 26 generates arequestmessage for thenotified
entry of the SPD 24 (step S42 in FIG. 19). The settingmanagement
section 26 sets an ID, a request source address, an opposite
party address, and a value of an SPI used in the request source
20 in the request message. The setting management section 26 sets
an arbitraryl numerical value, which does not duplicate with other
request xﬁess'ages, in the ID, and sets an SPI, which the setting
management section 26 itself intends to use in the IPsec
communication, in the SPI. The setting management section 26
25 'sets an address of the IPsec processing apparatus 2 in the request
source address. The setting management section 26 sets the

opposite party for setting request address, which is included

in the entry of the SPD 24, in the opposite party address.




entry of the SPD 24 (step S42 in FIG 19). The setting nmanagenent section
26 sets an ID, a request source address, an opposite partys agdnegs, and a
val ue of an SPlI used in the request source 20 in the request nessage. The
setting managenent section 26 sets- 4h arbitrary nunerical val ue, which
does not duplicate with other request nessages, in the ID, and sets an
- SPI, which the setting nanagenent section 26 itself intends to use in the

| Psec communiSiaideothe D, tiiR SEuedih8otiets idddrEBIAGRMPHHe SBpbLPPe 26 25 sets
an address of the IPsec processing apparatus 2 in the request source

addr ess. Rty addregsmaetgandile sestage PHasaiit tiddebyophessdierigryty for
setting request address, which is included in the entry of the SPD 24, in
t he oppostanagament seiekiads 2618re)dnelnded in alreiynmessdge EDomt tive r equest
source address, and the opposite party address set in the nessage -
transmi t tEFe SEREIRGIIGTET Huridife Feftingotanngepentr sedicnud@édeam a reply
message fromthe. k\lj\’ﬁec setting server 1, the setting nmanagenent section 26
can di 15 udggh, Khigh L8 FesSpoRdRdY . FIG 6 shows an exanple
of this reque age._The exa .shown in FIG 6 is an exanple of a
nmessage with M%EiGgﬁssﬁs}hogﬂﬁﬁ%’Em n‘g‘legg?'ﬁﬁe%%%ﬁ@?%ﬁa% r BRRIBETEPIL set ti ng
necessary, A P lL.gatian wth_ the | Psec prqcessing apparatus
2b. 10 Thseﬂdsyent %?%Idrfaﬁgjgse%gn% sé’glt%l 8% azg'etsﬁgﬂgrﬁjttg‘ ‘gmg@?}g?‘& i%sg? equest
message tddeshReeapsetdtivdd 2865, i | 1 er sending
t he _requelgt rresséiageﬁlt)% the 1 Psec e?#%ai %gg?ég 1'Te,dfetg'%(‘;f*mge?%’T:nléf“'l"mamagem::nt
section 2PdeRPedhpuhiéASHS Wi thE ThSes GINRSTRS tdd) it erval of 5

seconds and, upon 15 receiving a response to the réequest nmessage fromthe
| PsetOset ti ng Theesgttiny managedieny d$deriRdPeStraRatiade aShdndidEsg stops the

request message to the IPsec setting server 1 (step S43 in FIG.
19). After sending the request message to the IPsec setting
server 1, the settingmanagement section 26 repeats transmission
of the request message at an interval of 5 seconds and, upon -
15 receivingaresponse to the request message fromthe IPsec setting
server 1 or sending the request message six times; stops the
transmission of the request message.
If the setting management section 26 has stopped
transmission by sending the request message six times or has
20 received ano corresponding entty error message Or a no-response
_ érror message (steps S44 and S47 in FIG. 19), the setting
management section 26 notifies the IPsec processing se-ction 23
.of failure of the setting to end the pfocessing (step S49 in
FIG. 19).
25 Note _that . inrepeating transmisé ionof the request message,
the setting management section 26 transmits the request message
always using the same ID and the same SPI. By transmitting the

request message repeatedly, the setting management section 26




transm ssion of the request nessage. If the setting managenent section 26

has stopped transm ssion by sending the request nessage SixXplj.#B8Or has

20 received a no corresponding entry error nessage Or a no-response error

message (steps S44 and S47 in FIG -14%,-the setting managenent section 26
notifies the I Psec processing section 23 of failure of the setting to end
the processing (step S49 in FIG 19). 25 Notethat, in repeating

t ransm sscam cohttihee rigguesbcaesting evitht Seo el Ec@&uéﬁﬂw Q& | on 26
transmts the request nessage always using the sane ID and the sanme SPI.

By transnintthe calse whergieste nmespege mepsagedlsy lokie setting nmanagenent
section 26 13 June 2006 - 42 can continue the processing wth another
request nessadd Eefetiing nanagereniseet ivrne2b basascaiyedageontenbst. | the
setting nmanagenent section 26 has. received a content inconsistency error-
message f+¥ﬁéhqi§tPP§¥8r§8FFPﬁ§a§§ﬁﬁﬂ“?PqiﬁﬁﬁﬁSQ¢Q§¢9$Q¥W@Q§(§£99 t he

tti ti 26 fi t |ist _included in th
cont et | TEDAS) EFenay)er i SRECIAANAGERERF SORFoD AMFORISP Fhai n usi ng
I t Pl.included jn th t | i st, d
{ranem (ot A8 Bcined il A Bhhconk sHoRha fhap SRt meptan Sis i n
FIG 19). | Sl $pt . 1 P ' t ]
equest reoses of B0 A P SPYORSGH s P LS O b CRE L g

server 1 sidl@napEinbes884 QPehate MR-y A QL ?B&daoergﬂsni{{ asgg&uésen?so“- The

setting managenent section 26 can generate a new reques 15 nmessage, which
i's consi sieniadge th i AHsRG sBLEOLAGIIOVAS 1t (8tep RARC s9eFENUISErver 1, by

usi ng val ues other than the I D and
10 This is the case where the IPsec processing transmits a
request message using an ID or an SPI registered on the IPsec
setting server 1 side after 1qsing operation information due
to some reason. |
The settingmanagement section 26 can generate a new request
15 message, which is consistent with existing information of the
IPsec setting server 1, by using values other -than the ID and
the SPI notified by the content inconsistency error message.
If the setting management section 26 has received a
distribution message from the IPsec setting server 1 (step S44
20 inFIG. 19), the settingmanagement section 26 sets anapplication
policy included in the distribution message in the IPsec
application policy column of theVSPD 24, and generates an SA
using SA parametefs included in the diétribution message and
registersitinthe SAD 25 (stepS45inFIG. 19). Afterregiétering
25  the SA in the SAD 25, the setting management section 26 notifies
the IPsec processing section 23 of compleﬁion of the setting

and ends the processing (step S46 in FIG. 19).




the SPI notified by the content inconsistency error nessage. If the setting
managenment section 26 has received a distribution nessagerqr@avbhe | Psec
setting server 1 (step S44 20 in FIG 19), the setting nanagenent section
26 sets an application policy includd¥ in the distribution nessage in the

| Psec application policy colum of the SPD 24, and generates an SA using
SA paraneters included in the distribution nessage and registers it in the
SAD 25 (step Hbni pe&é{iridd)a rhhtiest regirtgr mBgsa§e tHrnSAhenIPde: SAD 25,
the setting managenment section 26 notifies the |Psec processing section 23
of conpl esétoningf setreesdt (shep IH1divRiS.t he) pribeesst tind sabepgSdént n FI G

19). 13 June 2006 43 Upon receiving a request startup nessage fromthe

| Psec se¥e¢higpns@pveetaigee@nsSentry with apOppposkte aartygaddresmement
section 26 retrieves an entry with an opposite party address for setting
request cERMEREFARI Hadrest 6%’6%44@%%%  @Peesite inputydaddress he request

"startuyp nepssage out Qf entries of the SPD 24 (step S52 in FILG_. 20). If a
coi nci~di n’g“%ﬁ’%ﬁﬁ %é‘ ﬁ'&ﬁ TegURET S‘i%‘@e?‘??ﬁﬁg?@h’&geﬁeﬂt@@@t PENtB% negl ect s

th : 3 Fl 20 | t hi , th

o ool otn 34 15LEB SPTRRRYE, GNP 8 olgohMing Bhiry PP LSRGy sorver 1
cquest s¥d el h erve

o Lhe T oihe BEEERL] fibmabBReh PARGe 861 Jd RGPELYE Tk SLARSY DELLLGIOT o O

| Psec  prpcessien¢sfBpagss U dxgvhbghhas transnitted the request message
originally, fromthe |IPsec setting Server 1. 15 If a coinciding entry is

found by the rettheyalasef, the r%aaes%4stéf@1psﬁ\bhga§er@%&ﬁﬁﬁﬁit@&ft ion 26
operates in the same nanner as at the tine when the setting nmanagenent
sect ion _Zﬁ:dnetmi YPgec setting server 1 six times. Thereafter, the IPsec
setlting server 1 stéps thé transmission of the request startup
message, and an error message is transmitted to the IPsec
processingapparatus 2, whichhas transmitted the request message
originally, from the IPsec setting server 1.
15 If a cqinciding entry is found by the retrieval of the SPD
24, the setting management secfion 26 operatés in the same manner
as at the time when the setting management section 26 received
the setting acquisition request for the entry of the SPD 24 £rom
the IPsecprocessing section 23. That is, the settingmanagement
20 section 26 gene;:ates a request message and transmits it to the
IPsec setting server 1 répeatedly up to six times (steps $54
and S55 in FIG. 20).
However, since this is not transmission according to a
re’quest’of the IPsecprocessing section 23, even if a distribution
25 'message or an error message is received from the IPsec setting
server 1, the setting management section 26 does not notify the
IPsec processing section 23 of the result (steps S$56, S58, and

$60 in FIG. 20).




the setting acquisition request for the entry of the SPD 24 from the |Psec
processing section 23. That is, the setting managenent 20 $£4l90086
generates a request message and transmits it to the |Psec setting server 1
repeatedly up to six tines (steps S54%4 and S55 in FIG 20). However, since
this is not transmssion according to a request of the |Psec processing
section 23, even if a distribution 25 nessage or an error nessage isS

recei ved fromIidmidiRsen,deittHeargsserheate the $dtetiseindriagenanageseén secti on 26
does not notify the |[|Psec processing section 23 of the result (steps S56,
558, and 236GargsFtansdtssiod dlimereq@idsst méssape iaddespomse ito tihe casewhere
the settingnanagenent section 23 starts transm ssion of a request nessage
i n responseduest pEariurnessase athapatddoggranagemesstsgatdonsiades®nt section
23 does not transmit a new request nmessage until the repeated transm ssion
5 stops eW¥nhtrInspirtneerediest igssadeinfelldie rereatedhmonsmiastiony of the

SPD 24 is received. t her hand, if the setti ng%mana enent section 26

h
has r&cei VetPHYrlt 'ﬁlﬁqtf)’ﬁ% BPeRTadr trpddle d8entinfseRteY 1 (step
S56 in Fl& ﬁge) ,SPIDh«§4sE%_t]i:€(geqpe[r}lagerrent section 26 sets 10 an application
cl uded i STYT DU

policy in I'n the I'on nmessage in the |IPsec application

policy col um of é:h@eo Q_.%{hndqngfgaggr@é P@Sﬁgﬁ%@ﬁﬁpﬁﬁéﬂéﬁ ters

included in the distribution nessage an _ 25 (step

S57 in Fligs 20¢eivdiba B+ D80 SESH hd¥s 7k ff&ﬂﬂ&iﬁe&'%hﬁtﬁ?@?&%&ﬁ“on

packet 15 subjected to the IPsec decryption processing fromthe |Psec
processi ny (seepi $H6 13 FIGL, 200, tHhe SeSEiNRbRaidfePBeketibs 23 sPesket

directed to the setting managenent section 26, transfers
10 an application policy included in the distribution message in
the IPsec applicatién policy column of the SPD 24, and generates
an SA using SA parameters included in the distribution message
and registers it in the SAD 25 (step S$57 in FIG. 20).
The routing section 27 receives a data coomunication packet
i5 subjected to the IPsec decryption processing from the IPsec
processing section 23 and, in the case where the packet is a
packet directed to the setting management section 26, transfers
the packet to the setting management: sectio:i 26. In the case
where the packet is nota packet directed to the settingmanagement
20 séction 26, the routing section 27 determines an interface to
which the padket should be tfansmitted and transfers the packet
to the interface via the IPsec processing section 23 again.
In addition, the routing section 27 receives a data
communication packet from the setting management section 26,.
25 determinesaninterface towhichthepacket shoﬁld be transmitted,
and transfers the packet via the IPsec processing section 23.
FIG. 21 is a diagram showing an example of contents of the

SPD 13 of FIG. 2. FIG. 22 is a diagram showing contents of an




t he packet to the setting managenent section 26. In the case where the
packet is not a packet directed to the setting managenent 20rsgeehidn 26,
the routing section 27 determ nes an interface to which the packet should
be transnmitted and transfers the pack®t- to the interface via the |Psec
processing section 23 again. In addition, the routing section 27 receives a
data communi cation packet fromthe setting managenent section 26, 25

det er mi nespphidattienf pokitpwhi cloft hhepabkel3 Pimwndba Frensyi it pdg. and
transfers the packet via the | Psec processing section 23. FIG 21 is a

di agr am shdvisng drnanaanphewioig contents af anhgPD SPDHS cohvENGioRalFI G 22 is
a di‘agram showi ng contents of an 13 June 2006 - 45 application policy (v)
of the SPEPAFRFRFAFSIRIAPRATRYLUS F| EI1G. 23 iisa dGlatiramshowihgwongenbat ent s of
an SPD of the conventional |Psec processing apparatus. FIG 24 is a

di agr am sFovithFERdAcanten RALLGy {gd pEathe 19 ¥ I6j)23f the SPD of FIG

23. 5_In additjon,.F 25, 1.S di agram show ng contents of the nmanagenent
tabl €217 of FI agdh{:ﬁé‘}' glbeq?gr’eé'? am; hq geutenty ot Hee | psec

[ . 6 J di how ' t ent f the SPD
01 00e ) AR iR TEr iR 4 BB AR ShRAR £O0LERLSegf Lhe
policy | ses 1l Srodd HidRodingr AR RROVLN paant 5815, of ol he fpnagerrent
table 17 of FIG In the case re a new entry’is génerated in order to

updat e ansifvingéShtdtd 6 *SHHILDE SEG 12 RPMPG 0P @a§%§§e the |Psec

processi ng apparatus 2 in accordance wth the enbodi nent © pr esent
I nvent i onis #Sc&paai AndanpppaicofforPpol ey 1 £56E. SEILL NT 564 HeAgha®l this

enbodi ment will be described with reference to FIGS. 1 to 28.  Here, taking
noti @ ofshdwingPsentents esSithg mapagaherst 2able EY @f FIG. 2 in the
case where a new enfry is generated in order to update an SA.
FIG. 28 is a sequence chart showing operations of the IPsec
processing apparatus 2 in accordance with the embodiment of the
present invention.
15 Specific operations of the IPsec setting server 1 of this
embodiment will be described with reference to FIGS. 1 to 28.
Here, taking notice of the IPsec processing apparatus 2a in FIG.
" 1, acasewillbedescribed inwhich the IPsec processing apparatus
2a subjects data communication from the private network 201 to
20 the private network 202 to the IPsec processing. First, items
required to be set in the IPsec 's.etting server 1, the IPsec
processing apparatus 2a, and the IPsec processing apparatus 2b
in- advance will be described.
In the IPsec setting server 1 ,‘ in order to secure safe paths
25 of the IPsec between the IPsec setting server 1 and the IPsec
processing apparatuses 2a and 2b, respectively, an SPD 13 is

set with the same method as in the past. As shown in FIG. 21,

the SPD 13 is set such that the IPsec is applied to communication




1, a case wll be described in which the |IPsec processing apparatus 2a
subj ects data communi cation fromthe private network 201 t Rfebbi® private
network 202 to the | Psec processing. First, itens required to be set in
the | Psec setting server 1, the | Pset® processing apparatus 2a, and the

| Psec processing apparatus 2b in advance will be described. In the IPsec
setting server 1, in order to secure safe paths 25 of the I Psec between

- the | Psecfmt thaglBssroyget limgderiver| Pi¢celprioc ehei IRsappabebsisisy 2a and 2b,
respectively, an SPD 13 is set with the same nmethod as in the past. As
shown i n FRM@TatusestIwagPen dnj gceprdangehwi tiaant appl Rsdd onspapipty ed t o
comuni cation 13 June 2006 - 46 fromthe |Psec setting server 1 itself to
the | Psect'pr G8¢s 8nngPPhiRalian dedioy EWh. Zespecidveldance with an

application iC v) and an application polic w), respectively. FIG
ngs hows conlto gjﬁf;syz’c?f glﬁ‘%’l‘f’% %PPEgltoqfoﬁhﬁ%laipEgif’%{mﬁ R)Oi?xc’! Hg’ Jappttt Cg.t i on

b ocebs! rie ARRPAPREL o nER L RY) Ppo bR o pAPRRbRE Tor the | Ke are
| ' he, | KE, he P
Comuni catTERE G EROR BTG el oESEOSEHR Abphafobl o dxp et .

al t hough fpldda§soh OrpdiiinedKEocB8EN b Alik BKbSh1ad MAAPIRIBRALY {7 M Lhe

| Psec application policy, for ease of explanation, setfings are

treated asarayoatt Kdy ldienappk Bt 110 TREOkhCYhE B EBRMuhPEALILPT this
-enmbodi nent. Contents of the application policy (w) are the sane as those_

of the applthcahieolPsdd mddesisiny) appheated @apath of the IPsec is set

between the | Psec setting server 1 and the |Psec processing apparatus 2a

by thé@se sett Npgs,that, although settings for the IKE essentially exist
independently form.the iPsec application policy, for ease of
explanation, the settings are treatedas apart of the applicétion
policy in the description of this embodiment. Contents of the
application policy (w) are the same as those of the application

15 policy (v).
| The safe path of the IPsec is set between the IPsec setting
server 1 and the IPsec processing apparatus 2a by these settings,
and distribution of setting information and a secret key can
be performed safely.

20 In the SPD 13, it is necessary to perform setting for all
the IPsec processing apparatuses 2 communicating with the IPsec
setting server 1 one by one. For example, in the example shown
in FIG. 21, policies for the IPsec processing apparatuses 24
and 2e are also set in addition tp the policies for the IPsec

- 25 processing apparatuses 2a and 2b.
Subsequently, in the IPsec setting server 1, policies of
~ the IPsec to be applied'betweén the IPsec processing apparatus

2a and the IPsec'processing apparatus 2b are set in the




and distribution of setting information and a secret key can be perforned
safely. 20 In the SPD 13, it is necessary to performsettipgpf@hogs! the

| Psec processing apparatuses 2 communicating with the I Psec setting server
1 one by one. For exanple, in the ex&fpte showmm in FIG 21, policies for
the | Psec processing apparatuses.2d and 2e are also set in addition to the
policies for the | Psec 25 processing apparatuses 2a and 2b. Subsequently,
in the | Peestsidttiiog seriogr storgyel settaiomic. t Fecl Bsawowabexapplée ed bet ween
the | Psec processing apparatus 2a and the |Psec processing apparatus 2b
are set ioftthe 3stunbuldos polity ditsragbuseanigolliscy sidmeagessefti on 16.
FIG 3 shows an exanple of the distribution policy storage section 16.

Addr essestlf IPERE NUOSEESHRE @APPIra§uapd Aeaand @b e aatl irhameddressi n an

addr ess Eajr colum of the distribution policy storage section 16, and 5

pol i ci es PHHEOLPHN A the HirtrdbriiAn Raliisy arerags spation disstandut i on
olicy col thereof. An ]Ps rotocol, ap encapsul ati on, node, an
gncr ypti o?]éjﬂgﬁlde(?r i%h ﬁﬂpja&ﬁcﬁg:ﬁfitgﬁt PO EATAI2TEnEeR @n of validity
of an SA ar Ln the.policLes. In addition, since 10 the
{IPS%&I&?'%H Egéﬁs‘g}% r(fcgiﬁ’t“@st °ts

| Psec settTng server n secret key to the respective

| Psec process i raRaar a2 ahelap dditdiBaChoal! 95ELRRg,APRAT at USES 22

to 2f do not use _ : efe ore, I'sTunnecesSary parameters
for the |dfgdiithiie & sidthBitiofd dibhl ¥ Adhallldethr baisgifipr Kinds of
comuni cati on managed by the I Psec setting server 1 are set 1nthe

di Is't ri butéoanmEd itbybe tiseBaY® 5EEHNOthd Pollikikhe @RIMILHIG1Ade FIG 3,
bo 'I Clloes the IPsec setting server 1 distributes a common secret key to
the respective IPseé processing apparatuses 2a to 2f, the IPsec
processing apparatuses 2a to 2f do not use the IKE. Therefore,
it isunnecessary toset parameters for the IKE in the distribution
policy. |
15 All policies for other kinds of communication managed by
thé IPsec setting server 1 are set in the distribution policy
storage secfion 16. In the example shown in FIG. 3, policies
for communication between the IPsec processing apparatus 2d and
the IPsec processing apparatus 2e are set in addition to those
20 for the communication between the IPsec processing apparatus
2a and the iPsec processing apparatus 2b.

The SPD 24 is set fo;r: the respective IPsec processing
apparatuses 2a to 2f. The usual setting df the IPsec is applied
to the SPD 24 in order to encrypt communication with the IPsec

25 setting server 1 using the IPsec. A selector column and an
opposite party address for setting request column are set for

communicationtowhichtheIPsecisactuallydesiredto beapplied.




for conmmuni cati on between the | Psec processing apparatus 2d and the |Psec
processi ng apparatus 2e are set in addition to those 20 for3 fae 2006

conmmruni cati on between the | Psec processing apparatus 2a and the |Psec
processi ng apparatus 2b. The SPD 24 #8 set for the respective |Psec
processing apparatuses 2a to 2f. The usual setting of the IPsec is applied
to the SPD 24 in order to encrypt comrunication with the |IPsec 25 setting
server 1 usingidels Baews aResahBLé 6F 18I A5E tAB TPABRPToLEsEPAGY address
for setting request colum are set for comunication to which the IPsec is
actual | y spsarschs @abe Aapptimdof IiD=luhe 28@EtindForFbkerift itlgothe an exanpl e
of the SPD 24 of the |Psec processing apparatus 2a. An entry of ID=1is a
setting feemeumicaitiongwible theodPseiccaetbingisdrvelre 11 Pa¥hdsseettimgser ver 1.
This setting corresponds to the setting for the SPD 13 of the |Psec
setting SC¥EFssRONHS E@Ghewe%m foantleatSPDol3 tafe theplBaeat sohtpadgi cy (2)
The contents are the same as those of the policies set in the |Psec
setting sEEWET 1- eXdSptlaphoppesptents ofythgiapebicatdion peliast f2hg for the

i ncl.uded. . An ID=2 is a setting for encrypting

| KE i | f
. comuni gaﬁ%r?onfﬁm Pratt é%‘ré% %X‘f‘%easpltih\?ﬁﬁeoﬁe‘i%rpﬁil g5es apt BHeR cat i on
di ted | k 202 | t Lnth | ect |
STt 14 e gl ke a0P U7 dshl0. e op o coLugm s
col umn. - Hergs e {338 1FBSCEnEPRIE G 'a‘i@opQ%x{:Jgé(%%&’.l um is-omtted, and an

address of the I Psec processing appara Is set in 15 the opposite
party address groen€ff bieNthI2e8y @Sée €01 or@do&b@gﬁggomﬁﬂmi!ﬁ&ff lon to
which the I Psec processing apparatus 2a desirés to app_fny the I Psec are set
iR the SRiLztted to thepexoatd febhior0200. Fithe cbamuaisgtiémaitsct@gle such
t hat : ‘

to the private network 202 is set in the selector column as

communicationtobeatarget, and the IPsecisset inthe processing
column. Here, the IPsec application policy column is omitted,
and an address of the IPsec processing apparatus 2b is set in
15 the opposite partj address for setting request column.
All kinds of communication to wfxich the IPsec processing
apparatus 2a desires to apply the IPsec are set in the SPD 24.
In the example shown in FIG. 15, a setting is made such that
the IPsec communication is carried out with the IPsec processing
20 apparatus2cwithrespecttocommunicationdirectedtotheprivate
network 203 in addition to the communication with the IPsec
| processing aﬁparatus 2bh.
The same settings as described above are applied to the .
IPsec processing apparatus 2b as well. That is, a setting for
25 the IPsec setting server 1 is made in the SPD 24 together with.
anapplicationpolicy, andaselectorandanoppositepartyaddress

forsettingrequestareset forotherkindsof IPseccommunication.




the |1 Psec comunication is carried out with the | Psec processing 20
apparatus 2c with respect to comunication directed.to thejPrh¥ap® network
203 in addition to the communication with the I Psec processing apparatus
2b. The sane settings as described” abbve are applied to the |IPsec

processi ng apparatus 2b as well. That is, a setting for 25 the |IPsec
setting server 1 is nmade in the SPD 24 together with an application policy,
and a sel ect oThesé ame dhpositténgarmequddedeiss advancset FIGg 23eshees are set
for otherkinds of |IPsec comunication. 13 June 2006 - 49 These are the
settings FegXorpdei hn atvidc Eherpane 2ptags agrdesamipled BROVRI @¥e t he sane
settings as described above are applied to the SPD of the conventi onal

| Psec pro%%%]ée'@gt iR BR Asthe PARY R AP/ esRACCePE £RY BPBREA Iy

the | P tt 1 ,
ZBB?I?QE. %@%&Eﬁﬂmsﬁawﬁ»érog%?%aﬁé apgatefSh ) Rhesarii h esessary. an
ki nd h the | P i
Shoun5; o ePHO SRLE G LBV G d Bindcostady? APRRbEHeat{bn Pﬁ%fésggf’. oy (K)
are set Qo160 ntﬁ@éé&hﬂﬁ;fg%ﬁgﬁ exhhsh&hkav%%oﬁéprespec@ ap s and

communi cation directed to t e networ y. FIG 24

shows cond#BbimhiddecaPpd 'uﬁﬁfchoéhe ﬁ@gbeyis( bpp1ddE. PRLitGE Qkatiife | KE IS
al so set in the application policy (j) in addition to IPsec application

policies s a8 FEN kPsem Rpplocetidgodc@NCAPSHE & appiREgeidd Here, in
t he case where n | Psec processing apparatuses carry out conmunication of
“the | Psepaddy dkheare rsetl Forontmmaiictionofiitdetapiar ahespsivatesetti ng
anount in the case where the IPsec setting server 1 in accordance with

t hi s 1@nboditverk 262 wnddcammoun tcaddicn dgramm¢on9he$aarvyatbonetthm:k

conventional |Psec Erocesm nlg
203, respectively G. 24 shows contents of the application

policy (j). The policy of the IKE is also set in the application
policy (j) in addition to IPsec application policies such as
an IPsec protocol and an encapsulation mode.

15 Here, in the case where n IPsec pi‘ocessing apparatuses carry
out communication of the IPsec each other in all combinations
of the apparatuses, a setting amount in the case where the IPsec
setting server 1 in accordance with this embodiment is used and
a setting amount neces'sary for the conventional IPsec processing

20 apparatus are comﬁared. When a setting for the policy of the
IPsec and a setting for the policy of the IKE are counted as
1", respectively, in the conventional IPsec prbcessilng
apparatus, since it is necessary to éef {n-1) IPsec policies
and IKE pdlicies for one IPsec processing apparatus, a setting

25 amount for one IPsec processing apparatus is 2{n-1), andasetting
amount for n IPsec processing apparatuses is 2n(n-1).

On the other hand, in the IPsec processing apparatuses 2

in accordance with this embodiment, since only one IPsec policy . -




20 apparatus are conpared. \Wen a setting for the policy of the |Psec and
a setting for the policy of the |KE are counted as "1", respgsbooye!y, in
t he conventional |Psec processing apparatus, since it is necessary to set
(n-1) IPsec policies and IKE polici®s for one | Psec processing apparatus,
a setting 25 anount for one |Psec processing apparatus is 2 (n-1) , and a
setting anmount for n | Psec processing apparatuses is 2n(n-1). On the other

hand, in idEohLIREPHLOSLSE: BEL FBRVoRINUEEEa Pl onl W B ERE IA86€s8tEng hi s

enbodi ment, since only one IPsec policy 13 June 2006 - 50 and one |KE

pol i cy arsemseir flora saningcahiwunt fotthohd Hdeeeprodddaing appavatud, a
setting amobunt for one | Psec processing apparatus is 2, and a setting
amount f o¥s 12.| ABé@ pedténgi anpuwdpdont nsEsed provessinthappRsatuset t i ng
server 1 needs a setting anmount of 2n because one I Psec policy and one |KE
policy ar¥s . for comunication with the respective |Psec processing
apparatuses 2 and_al so needs a setting anount of n(n-1)/2 because one

| PsecS pol i cy 1§ IBESF Gietddmsi AGETYBRs! dieadsnAufe Bt D RMeNBRgof i 10
eopect g LDNES sREOTESS ISR RER o MY aR bl RO
e T8, A SR PR e LS8 B0, Mppbal e e
Cove ol A B AFLENAD o A5 SR ol IEnASEET pRMERL D [P0 2%
a half apmunly 9k 56t 169 donARALdbns Tok! Snlicaei8h an&ffidHeLi ent of n2,
it is seen that, as n increases, the setting amount in this enbodi nent
appr Qachesespective IPsec processing apparatuses 2. Thus, a setting
amount necessary foz;* the entire setting server 1 is 2n+n{n-1)/2.
Therefore, a setting amount in the case where the IPsec
setting server 1 in accordance with this embodiment is used is
dn+n{n-1}/2=n(n+7)/2. Forexample, inthecaseofn=10, asetting
.15 amount of the present invention is 85 as opposed to a éetting
amount of 180 of the conventional method. Thus, about a half
amount of setting is enough.
Taking notice of a coefficient of n?, it is seen that, as
n increases, the setting amount in this embodiment approaches
20 1/4 of the setting amount of the conventional method, and that
an effect of .the present invention increases when there are more
combinations. |
S{Jbsequently, operations'after thé IPsec processing
apparatus 2ahas received apacket directed to the private network
25 202 will be described. When the IPsec processing apparatus 2a
receives a packet directed to the private network 202 from the

interface section 21, the packet is given to the IPsec processing

. section 23.




20 1/4 of the setting anobunt of the conventional nethod, and that an effect
of the present invention increases when there are nore coppjRabh@ns.
Subsequently, operations after the |IPsec processing apparatus 2a has
received a packet directed to the prf¥ate network 25 202 will be

descri bed. Wien the | Psec processing apparatus 2a receives a packet
directed to the private network 202 fromthe interface section 21, the
packet is gi véhet dPsée presesspngcasdiing 23 ednipare23thd Zalwato?0® - 51 The
| Psec processing section 23 conpares the selector of the SPD 24 and the
recei ved ¥ REP 2dcrd hde yecoived pasiehdoetind/a covrespohdingantrys shown in
FIG 15 and the packet directed to the private network 202 are conpared,

t he packefheibithei aerteRtsh shovpelrdilGy &% amtrheTpackekslingesedsk? ng section
23 attenpt i cation of the IPsec in_accordance with a processing

|
col um o‘Fg“E ﬁgggff‘ff‘? Petigrk A2 axe gempaked) phepagiat ealniasoViey is  not
t d i t t f ttir St | toi t d of
Tt TRe @ Bebfhed SR60 PP miRaia e At hedc SRR LR | on
[ t1i ] ' 26 t [
ettt ng. RECATRNGE tnb b3t 1 B0-FRORRAI RN, SBELCER R bRt he Tsec

processi ngr 386! ERPr¢3, HbiSvSe! tgi@l%en?%é %g@ﬁ%ﬁ%@ﬁ?ﬁ%ﬁgﬁfé the

request nessage for  the SPD entry. FlI t he

request Imssage. aﬁheaﬁﬁiggd%&%&nﬁﬂﬁf?r&dﬁ%@ 28y 25 rébRkkf afy nuneri cal
values 1n an ID and an |, sets an address of the | Psec processing

appar at usséaihtBead oif i, HhgURSec FHodEE: iddls866iomnE Sigipends allr ess of
the | Psec processing apparatus 2bwhich is an opposite party address for
settil@g rERpessapplicationprocessingandrequests the settingmanagement

section 26 to acquire a setting.
Upon receiving the request for acquiring a setting from
the IPsec processing section 23, the setting management section

26 generates a request message for the SPD entry. FIG. 6 shows

15 anexample of therequestmessage. Thesettingmanagementsection
26 sets arbitrary numerical values in an ID and an SPI, sets
an address of the IPsecprocessingapparatus 2aitself inarequest
source address, and sets an address of the IPsec processing
apparatus2bwhichisanoppositepartyaddress for settingrequest

20 of the SPD entry in an opposite party address.

The sef_ting management section 26 transmits the generated
requestmessage tothe IPsecsettingserverl. After ti‘ansmitting
the request message to the IPsec setting server 1, the setting
management section 26 repeats transmission of the request message

25 - at an interval of five seconds and, upon receiving a response
corresponding to the request message fromthe IP_sec.setting server
1 or sending the request message six times, stops the transmission

of the request message. By transmitting the request message




20 of the SPD entry in an opposite party address. The setting nmanagenent
section 26 transnmts the generated request nmessage to the3d Rgeeodetti ng
server 1. After transmtting the request nmessage to the | Psec setting
server 1, the setting managenent se®4ion 26 repeats transm ssion of the
request nmessage 25 at an interval of five seconds and, upon receiving a
response -corresponding to the request nessage fromthe | Psec setting
server Irepgeateddiy)otid eet EihG Handgenege s¥ctibhs caftdtihe thansm ssion
of the request nessage. By transmtting the request nessage 13 June 2006 -
52 repeatmdiessingewiEh athgrneequessie messages @velb inathe caskemitetdie
processing with other request nessages even in the case where one request
message ieng geuephemessrde dgudostaessage is transnitted fromthe setting
5 managenent section 26 to the |IPsec setting server 1, the request nessage
i s subj ected thephEhe megues) negsagesde prapayidited Seent itde settinaiccor dance
wth the first entry of SPD24 shown_ in FIG £ 15 and, then, transmtted to
the | Psedianagsmegt m26 e I8sepsething sepEet dandif FeELEH the | Psec

' 1, 10 Db ) f it hout bei t db
hi o patgp RSt aupAerite 368 TeksEb ok et paoarre et San Bl bt °
' . f ti ' toth
| peoe scit ity SEbb A e IRER, thB LIREF ot e AL AP B 6 e 1t el

in the saye.REOCGRMN St réhdRSHelaPtd Qﬂev‘iﬂ’éec.gﬁeoﬂr%%%@r{f@f @ gy ocedure for

- applying the _IF’sec to a message transmtted t e I Psec setting server 1
in the fc&h@wsa%ed%% RE-bRSMi tHHE theHESIP RS 888 1AG ekt d:dip the | Psec

setting server arrives at the interface section 11 of the I Psec setting
serven Ibe thanseftesd saEelgge thotei vethg tabbedi vy o flebed paetyosh 11
the Internet 100. N6te that, since allmessages tobe transmitted
from the respective IPsec processing apparatuses 2 to the IPsec
setting server 1 are subjected to the IPsecand, then, transmitted
in the same procedure, a description will be omitted for a
15 procedure for applying the IPsec to a message transmitted to
the IPsec setting server 1 in the following description.'
The request méssage transmitted to the IPsec Setting server
1 arrives at the interface section 11 of the IPsec gsetting server
1. The request message received in the interface section 11
20 is transmitted to the IPsec processing section 12. The IPsec
processing éection 12 decrypts the request message, which was
encrypted by the IPsec, to the original state, and transmits
the packet after decryption to the requést processing section
15.
25 Note that, since all messages to be transmitted from the
" respective IPsec processing apparatus 2 to the IPsec setting

server 1 reach the request processing section 15 in the same

procedure, a description of a procedure from receiving a message




20 is transmtted to the | Psec processing section 12. The | Psec processing
section 12 decrypts the request nessage, which was encrypi£f,b¥osgre | Psec,
to the original state, and transmts the packet after decryption to the
request processing section 15. 25"Ne#e that, since all nessages to be
transmtted fromthe respective | Psec processing apparatus 2 to the |Psec
setting server 1 reach the request processing section 15 in the sane
procedur ein ahdentterfdcens@it torp Lacaiiti e del Oter it g themesgage: 13 June
2006 - 53 in the interface section 11 until delivering it to the request
processi mrewEssiog sestioh 15 wd 1divetared tied inMheffwllowing ddesscipiioemn.
Simlarly, a description of a procedure for applying the IPsec to a
nmessage t¥iand@rlyeds GegaribblopPodca mnadedyrecforeapplytng ke BPseec
processing apparatus 2 will be omtted. Upon receiving the request nessage

(step Si thappessage trapgpliteduEsem dhecERSsh §e5EERT 68TYSTreftei BRs an entry

with an address and an ID coinciding wth those i.n the request nessage
from Phe Tt EFEAESFLRY APPATA N RedelF11Li bR @MiStRANg is set 10 in the :
managenent table 17 first, coinciding entry ,is nof. fou eps S2, S7,
ond S0 Fi aUPPD) Feqtfving, TRE A ORY BrSRea (alaBest B BlGssThE sect  on 15
retrieve r ' r f ' | but i 0] i st orage
section i%?ewtﬁ{lgggg‘gﬂ%ééq"sggl r)éggg%ore%%%ﬁgigﬁé%pé@ﬁ)seﬁr%ﬁl{gig%r?@ addr ess

| nel uded ddurldd 40848550 MRARAAIAY KAUNP thSLEPPLe AddsE ndddage NCE the

request source address and the opposite party address inc 1n the
request NASHAGBeAMEnadéinddtS @ab1BI 09 €S HoRGvaPPas Bldes n%%hiﬁghmeséfs ec

processi ng apparatus 2b, respectively, a front entry of e distribution
pol i ¢p stif Blgemanagement table 17 first, a coinciding entry is not found
(steps S2, S7, and S9 in FIG. 12). |
.For new registration, the request processing section 15
- retrieves a corresponding entry out of the distribution policy
storage section 16 with a request source address and an opposite
15 | party address included in the request message as keys (step S21
in FIG. 13). Since the request source address and the opposite
party address included in the request message are the IPsec
processing apparatus 2a and the IPsec processing apparatus 2b,
respectively, a front entry of the distribution policy storage
20 section 16 shown in FIG. 3 coincide with the request message.
| Since acoincidingentry is found in the distribution policy
storage section 16, the request pi:ocessing section 15 selects
a new entry' of the management table 17 étnd sets an address of
the IPsec processing apparatus 2a, an address of the IPsec
25 processing apparatus 2b, "1001" of the request ID, and "5100"
of the SPI included in the request message in a request source
address column, an opposite party addr_ess column, a request ID

column, and an SPI column, respectively. The request processing




20 section 16 shown in FIG 3 coincide with the request nessage. Since a
coinciding entry is found in the distribution policy storggensegisd on 16,

t he request processing section 15 selects a new entry of the managenent
‘table 17 and sets an address of the®d Psec processing apparatus. 2a, an
address of the |IPsec 25 processing apparatus 2b, "1001" of the request 1D,
and "5100" of the SPI included in the request nessage in a request source
addr ess csdatiion 46 Piposin addaesy ofl dihes IPset wrycesginguappatdruscol um, and
an SPI columm, respectively. The request processing 13 June 2006 - 54
section 12 sed enamddagdsasSthé IPsecipzoeesping eppangtup Bariat asotidyr and an
address of the I Psec processing apparatus 2a in another request source
addr ess afRIIUASSt RRVrep meinesspand yanptdveds eprpesitepaignaddaeseml v,
respectively. 5 Mireover, the request processing section 15 sets a

di st ri but¥h igeptigat [nidat. LesReebivethondi ng entry of the distribution

olicy stora section 16 in a settin arameter ., colum .of the nmanagenent
Pabl o517 (st oHoBSSveRr itte 'tpeiedE) brodetili Gettiof MR tab o b7 11

whi ch the Qv.e- rj bed ttin are finished. The re _processin
sect i on TLRARERTOE bo iy, (G Sbk P e epe R At PR B B beeng
appar at usy £y W& Boh ottt 9989&%%%&%%}{ féj‘lg}eéssééﬂ' ﬁgﬁ?:t})&& G 13).

The request ~processing séction sets the address of ‘the | PSec processing

15 appar aéd&%n%aof"’éﬂecfﬂahé?éﬂi@nﬁ RABIEI FFI(QRePOSH LA rAFEESS Of Fhe request
message, in the request sfartup nessage as an opposite party address. FIG

8 shows arp exawB! thedhahBhgenertiasdblst 8y titp whiBASBYE abbie -a88uERedr 0OCESSi Ng
section 15 transmts the request
10 settings are finished.

The request pfocessing section 15 transmits a regquest
startup message to the IPsec processing apparatus 2b which is
the opposite party address (step S23 in FIG. 13). The request
processing section 15 sets the address of the IPsec processing

15 apparatus 2a, which is the transmission source address of the-
request message, in the request startup message as an opposite
party address. FIG. 8 shows an example of the request startup
message.

The request processing section 15 transmits the request

20 startup message at an interval of five seconds up fo six times
until a reqﬁest message is received from the IPsec processing
apparatus 2b. By transmitting the request startup message
repeatedly, the request processing section 15 can continue the
processing with other request startup meLssages even in the case

25 where one request startup message is lost.

The request startup message transmitted to the IPsec
processing'apparatus 2b arrives at the interface section 22 of

the IPsec processing apparatus 2b. In the IPsec processing




20 startup nmessage at an interval of five seconds up to six tines wuntil a
request nmessage is received fromthe |Psec processing appgffLuseaP- BY
transmtting the request startup nessage repeatedly, the request

processi ng section 15 can continue-t¥e - processing with other request
startup nessages even in the case 25 where one request startup nessage is
| ost. The request startup nessage transmtted to the I Psec processing

appar at usaginaritiisv e, athé htequdst lstaet8pahdsihge? rekeitrbe by processi ng
apparatus 2b. In the I Psec processing 13 June 2006 - 55 apparatus 2b, the
request simranfimceeseayionez2iisedransinhtted ntee riftec dPsect poocdking
transmtted to the | Psec processing section 23. The I Psec processing
section 23&deOnypBs the request startup 5 message encrypted according to
the IPsec to an original state and transmts a packet after decryption to
the routing s&dgIFisecproceRsipgserayorddesnypys thageguephetartd®iti nati on
of the rressaq%%is the | Psec pr.ocessi ng apparatus 2b itself -and gives the

request Jte§SA¥s RBCEERESY ACREILRY tih G Ra AB RGHBRaL0SHELE Not e t hat
[ |1 . 1 tted f the | P tti 1 toth

Teopoct | VA REBESTY bt AL BRHG® EassP R ARETr ot R Y RECHEgemmnt

Teceiving e ORI SSEHA 7 PRAIRICRLRL! 870l s MATRRCEK Bt "I

message tfeddifreSeht iU TH3 BPPASIRN L SEEbALLED oW b Esdfr Qg §Bgkd N the

foll ow ng description. Upon receiving e request startup nessage fromthe
| Psec seiid R@qags¥ HtabtupfeSSidd 10 FROMQIMAY RECAdMendOsE8EidEVES an.

~ent ry with an opposite party address for setting request

10 26. Note that, since all messages transmitted form the IPsec
setting server 1 to 1':he respective IPsec processing apparatuses
2 reach the setting management section 26 in the same procedure,
‘a description of a procedure from receiving a message in the
interface section 22 until delivering the message to the setting

15 management section 26 will be omitted in the following
description.

Upon receiving the request startup message from the IPsec
setting server 1, the setting management section 26 retrieves
an'entry with an opposite party address for setting request

20 'coinciding with the address of the IPsec processing apparétus
2a out of the entries of the SPD 24. Since an entry for the
IPsec processing apparatus 2a is set in the SPD_24 of the IPsec
processing apparatus 2b in advance, the IPsec processing
apparatus 2a coincides with the entry.

25 The setting management section 26 generates a request
message in order to acquire policies of the _entry. In the request
message, the setting management section 26 sets the addresses _

of the IPsec processing apparatus 2b and the IPsec processing




20 coinciding with the address of the | Psec processing apparatus 2a out of
the entries of the SPD 24. Since an entry for the |Psec proggsshixo
apparatus 2a is set in the SPD 24 of the | Psec processing apparatus 2b in
advance, the |Psec processing apparZus 2a coincides with the entry. 25
The setting managenent section 26 generates a request nessage in order to
acquire policies of the entry. In the request nessage, the setting

nManagenedpieeitugn2a Gns etredusd tasieiliess esidrebs tdifl hkRSqHdfieessstiig appar at us
2b and the | Psec processing 13 June 2006 - 56 apparatus 2a In a request

sour ce addidressanespedpyedyt e Ther s¢tthdfmenagemasipeettial 6 ddigs setting
managenent section 26 sets arequest ID "2001" and an SPI "6100" , which
t he settiaveaiarigEhea®0l sard AnAP26 636D ecwbdchitbesedtihgmanagementD and an
SPI. 5 The setting nanagenent section 26 transmits the generated request
message t¥EIHON I'Z‘geée%%ﬁﬁ’%g"ré?é-ftvéfﬂl}'- Afn @D tIDa @8 @RI FRYL - t he request

message to the | Psec setting server 1, the setting. managenent section 26

repeaPs transfPEsTOR3Y PRRAGIFI S FeRELAngE transad tonths garerrted ve seconds
d, L VI 10 g di ta.th {. f
the | Psec SHER I "800 50 1he LipeprgrEtPOsPRyST e AT4GELFaREBLaTE | x Lines, |
t th I ] ' T {
ranam 1ot FEIIEHE Hetaale 40 BaeCRR! SGREIAGR AT { PSSR ERARA2°

i nterf acg5pHdAtidectliohhs aeg_ases t%ﬁn%ngl_éé{% 8?'&M§Ee§%é‘é‘ﬂné§ség§@”3f erred

to the request processing section 15. on recerlving e request nessage
from the dtPeACi nPEORES DENBIPORVRNUE ZRa, Wpon BAHESHIAY aCLeshoksection 15

stops the transm ssion of the request startup nessage, and starts
recepbi orcqyrespsadigg @b theectagyemabs 88§E 886m (BE ePsSE skttt fdmerver
1l or transmitting the request message six times, stops the
transmission of the request message.

The request message transmitted from the IPse¢ processing
apparatus 2b arrives at the interface section 11 of the IPsec

15 setting server 1 and is traﬁsferred to the request processing
section 15. Upon receiving the request message from the IPsec
processing apparatus 2b, the request processing section 15 stops
the transmission of the request startup message, and starts
reception processing of the request message (step S1 in FIG.

20 12).

The request processing section 15 retrieves an entry -with
an address and an ID coinciding with those included in the request
message from the management table 17 showﬁ in FIG., 25. However,
there is no entry with a coinciding ID .(step S2 in FIG. 12).

25 In addition, there is no entry with coinciding address and SPI
either (step S7 in FIG. 12).

Subsequently, the request processing section 15 retrieves

an entrywitha coinciding address and a blank ID in the management




20 12). The request processing section 15 retrieves an entry with an
address and an I D coinciding with those included in the regugsat2oggessage
fromthe managenent table 17 shown in FIG 25. However, there is no entry
with a coinciding ID (step S2 in FI&7 322).. 25 In addition, there is no
entry with coinciding address and SPI either (step S7 in FIG 12).
Subsequently, the request processing section 15 retrieves an entry with a
coi nci di dres aﬁ*cl jyn t t apls WieHwa0§e - 57

tabl e 17%2?%&@9@%2?% miZ ) 'S:anjc)e' a@%é@;‘{@gﬁ?ﬁﬂ/ %h% in FIG 25
correspopds 0 the-Lifonds tdend AU thleOERfifistpririssang skrtiisas val ues

i ncluded 1 n the requést nessage to set a request |ID "2001" and an SPI
"6100" i Asapsddvalhesinenddan iSPthe atdguestwhesdngsr to lHedn reqmsiséct i vel y.
Mor eover, the request processing section 15 generates an SA paraneter for
a forwar gpdrpesti emd annsehe 611PSEciprar dPs cofumm @Frad anuSPRealgmnhe | Psec
“processi ng apparatus 2b and an SA paraneter for an opposite direction (step
S10 i% FwBich2are Nbkank,l@espectivetydy, the request processing section 15
sets contents identical with the distribution gglicy ga%‘ for an | Psec
protocol, anMeneeyRud FhpCFequast DPEACEFRINDHEREELAN Jot PERRTALES an

aut hentication algorithm and a_term of validi tl\{’ nd acquires random
nunber s SRORREHEE Yo §8Fh ERAPEITY SHEPSESP HF L F %ﬁf?ce?ﬁg?%ﬁﬁw key, an

aut henti cati on ke nd an and sets val ues. _| |t t request
processi @P%EFpﬁkﬁg:%ﬁ’?_ iﬁsgﬁl PTOGRFEHY SPBSEEP%E‘;%@“I%;?&E% ocgssi ng

hove. conpertetenird rapatlie frEPeldh T PR lrto AR MELT, G °

shows co agenmen a ter setting. For the first
ent r¥0 specifically, the request processing section 15 sets contents

identical with the distributionpolicy {a) for an IPsec protocol,
an encapsulation mode, an encryption algorithm, an

authentication algorithm, and a term of validity, and acquires

randofn' numbers from the random number generator 18 for an

15 encryptionkey, an authentication key, and an IV and sets values.
In addition, the request processing section 15 sets an SPI,

which is used by the IPsec processing apparatus 2 to be areception
side, in a reception side SPI column. FIG. 4 shows contents

of the management table 17 after setting. For the first entry,

20 "2001" is set in the column of the request ID, "6100" is set
in the column of the SPI, and an SAparameter {a) and an SAparameter

(b) are set in SA parameters for the respeqtive directions. FIG.

5 shows contents of the SA parameter (a). The SA parameter (b)

in the opposite direction has the same contents except that

25 different random number values are used as the encryption key,
the authenticationkey, and the IVand that avalue of the reception

side SPI is "5100" for the IPsec processing apparatus 2a.




20 "2001" is set in the colum of the request ID, "6100" is set in the
colum of the SPI, and an SA paraneter (a) and an SA parangf ghe 26dp are set
in SA paranmeters for the respective directions. FIG 5 shows contents of
the SA paranmeter (a). The SA paranet® (b) in the opposite direction has
the sane contents except that 25 different random nunber val ues are used as
the encryption key, the authentication key, and the IV and that aval ue of
t he recepti onThei deqidit iprdcdeb@ahgl sectiwn |1B3s @sepr oontatty cpheat us 2a. 13
June 2006 - 58 The request processing section 15 uses contents of the
setting pathimoararsmieher oflunreofithivgearadgenealt tatile 16 tyegenaerate a
~distribution nessage and transmts it to the |IPsec processing apparatus 2a
and t he |Pdéetpikitlens negsayrratdusrapsmitesifeteithe IPser preepssind in FI G
12). At this point, the re(iuest processi ng section_15 uses val ues

i ndi cat ePREATATESSAR 3RA bhe LRgeARrRGERELRY ERBREAYYS 2By T8SPEFEERLY sour ce

addr ess, 0 ite ty .address, and an IDto be set in the

i str%but&&?ﬁgiab@ %Q:gébel%%r'ansrﬁtted. Therefore, values 10 of the request
source addres he o sit.e [ ress...and the I D are ddress of-
the I'Psec pr ocigséshll%gp %‘%&dr%rfeug&@%%/ﬂaﬁﬁ% easfd‘Pgsssec&ﬁogt%egj‘f%%segé%?%%essi ng

apparat u 'rﬁﬁca@%ﬂ iri‘%hﬁgé}’f&%?eof'&é' &Qﬂéé]eméﬁs?&ﬁié 8 ¥or ia”ré%.r‘?eﬂ stribution

nmessage directe to the C processinhg apparatus 2a, and are the address
of 15 t hesdiPRRCaBEACHRS S hR%o [t HEreP addi@s80 KRS anoip vk Rsdc
_processing apparatus 2a, and the request |D"2001",respectively, in the
di stri butipfha@ssadoudiibaaleedalba tbihe tridnemipteg s Fhegefap@avaluss 2b. FIG 7
shows contents of the distribution nmessage directed to the |IPsec
proceéssi ngf ahpareahiest2eouRie Afiteesserntiengppdeitdl partpddreseesasde, t he
Tequest ‘ : :

the ID are the address of the IPsec processing apparatus 2a,

the address of the IPsec processing apparatus 2b, and the request

D "1001", respect:;vely, in the distribution message directed
to the IPsec processing apparatus 2a, and are the address of

15 the IPsec processing apparatus 2b, the address of the IPsec.

processingapparatus 2a, and the request ID "2001", respectively,
in the distribution message directed to the IPsec processing
apparatus 2b.  FIG. 7 shdws contents of the distribution message
directed to the IPsec processing apparatus 2a.

20 After sending the distributicn message, the request
processing section 15 uses the timer 19 to measure a time which
is the same as a term of validity of the SA parameters and, at
the point when the timer 19 expires, deletes the entry of the
management table 17.

25 'I;he] distributionmessage transmitted fromthe IPsec setting
servef 1 to the IPsec processing apparatus 2a arrives at the
interface section 22 of the IPsec processing apparatus 2a and

- 1s transferred to the setting management section 26.




processing section 15 uses the timer 19 to neasure a time which is the
same as a termpof validity of the SA paranmeters and, at tfheypobilg When the
timer 19 expires, deletes the entry of the managenent table 17. 25 The,
distribution message transmtted ffoM the | Psec setting server 1 to the

| Psec processing apparatus 2a arrives at the interface section 22 of the

| Psec processing apparatus 2a and is transferred to the setting nanagenent
section 26. 1Bpdunnee@®Dbing The Upehrikceion mpsishgedisomithed iI®sepessage from
the I Psec setting server 1, the setting managenent section 26 of the |Psec
pr ocessi reptddparseme2h, theme ttiagimapagemesitgreatfionis pEfhesiPseessage and
sets an application policy included in the 5 distribution nessage in the

| Psec ap@RuCSSSRIpWRIBAINS et teiPs the BrpsmissipE o dhense@iesnt ent s of
the SPD 24 after settin olicies, Mreover, the setting nmanagenent
section HPReEE SAd PETS A ARPILABLLER PY HDhdNHLEERT bR | BIF message o
generate .10, for communication in both direction respectively, and
Jets Pho Babrihurdh it £ eh it AebLiceEian BRFLeR EBARAT | i o
an SA in di | 0 om.t I PCEeSS| he | Psec-
processi n%eag;{;g(r;}adt'ugf‘ g% :Elg se?&éoigﬁltgrsl?gé)nt #:ggo tg%%rzég'féﬁa&
correspor‘tgglq_g,i%gft_ry. The 15 SA paraneter (a) notified by the distribution

message i's set in the SAD 25 with the addition of a sequence nunber. The

setting nanageFBales £CERO et 18hSAanfisndite sai1dR 2Orudc@@tion in the
same manner in accordance wth contents of the SA paraneter (b) notified

by the digddametbrenntssiedein fhe distrfbhtion nBeshdis @0 ghhdya®ecsysd ng section
23 of .the I Psec processing apparatus 2a can ,
10 for communication in both directions, respectively, and sets
the SAs in the SAD‘25. FIG. 17 shows contents of the SAD 25
inwhich an SA in a direction from the IPsec processing apparatus
2a to the IPsec processing apparatus 2b is set.
A first entry of the SAD 25 is a corresponding entry. The
15 SA parameter (a) notified by the distribution message is set
in the SAD 25 with the addition of a sequence number. The setting
management section 26 also sets the SAD 25 for reception in the
same manner in accordance with contents of the SA parameter (b)
notified by the distribution message. At this point, the IPsec
20 processing section 23 of the IPsec processing apparatus 2a can
' carryout prdcessing of the IPsecwithrespect tothe communication
directed to the IPsec processing apparatus 2b.
Upon finishing the setting of the SPD 24 and the SAD 25,
the setting management section 26 notifies the IPsec processing
25 section 23 of completion of the processing. Upon receiving the
notification of completion of the setting from the setting
management section 26, the IPsec processing section 23 resumes

the processing of the data communication packet which has been




carry out processing of the IPsec with respect to the conmunication
directed to the |Psec processing apparatus 2b. Upon finishisng Lhgysetting
of the SPD 24 and the SAD 25, .the setting nanagenent section 26 notifies
the |1 Psec processing 25 section 23 & <onpletion of the processing. Upon
receiving the notification of conpletion of the setting fromthe setting
managenent section 26, the | Psec processing section 23 resunes the

processi ngaseridiqr.dai@ t@ﬁ@g?aiﬁeriﬂhd&l(&ﬁefapﬁ@ie&mlp%%egléﬂme 2006 -

60 suspended. At this point, since an application pol'icy of an entry of

the SPD 24nwafiflof therSrspoadingcentdspoidinidteriAl) @b tRisab, 25 tRest Psec
processi ng section 23 can carryout the |IPsec processing as in the past. 5

The packethesliBsecprocdssirysddisen 23can aasny btiedhé apkbe prbPaesimg ocessi ng
apparatus 2b. Since entries are also set in the SPD 24 and the SAD 25 on

t he | Psecaprigcddwi pgstpparatus 2b side at the point when the distribution
nmessage is received from the IPsec setting server 1, decryption processing
of thé | Psec IhecRAcket ctrjesgedutoi the HPseondentranaitsedctdutie at t he
point when the packet subjected to the IPsec is received fromthe IPsec
processi mf SPHRCREAESHAY 2PRETBAER 2P subjeee antirdegharelesppEebnlpr ocessi ng

Dy the |ERCRoR 8RS Il 358 L2 Tl rhls, Lonee by oceseing spngtatus 18
L0 LS e B3Rl AN LA AN Bhial s casimedi arrives
0 cont e RS A6l PGB MBI Aol W fpadgner o
10 can be carried out in the conventional procedure at the point
when the packet subjected to the IPsec is received from' the IPsec
processing apparatus 2a.
The packet subjected to the decryption processing by the
IPsec processing section 23 of the IPsec processing apparatus
15 2b is transmitted to the private network 202 from the interface
section 21. Inthisway, the packet transmitted frpm the private
network 201 arrives at the private network 202.
A case will be described in which a packet £rom the private
network 201 to the private network 202 is further generated
20 continuously. The IPsec processing section 23 of the IPsec
processing épparatus 2a retrieves the SPD 24 shown in FIG. 26
toconfirmthatpoliciesalreadyexistinasecondentry,retrieves
through the SAD 25 shown in FIG. 17 to ccbnfirm that the SA exists.
in a first entry, and uses the SA to carry‘out processing of
25 | the IPsec. That is, after acquiring setting parameters form

the IPsec setting server 1, the IPsec processing' section 23

operates in the same manner as the conventional IPsec.




processi ng apparatus 2a retrieves the SPD 24 shown in FIG 26 to conf
irnthatpolicies alreadyexist inasecondentry, retrieves thpHgB-bhle SAD 25
shown in FIG 17 to confirmthat the SA exists in a first entry, and uses
the SA to carry out processing of 2%Xhe |IPsec. That is, after acquiring
setting paraneters form the |IPsec setting server 1, the | Psec processing
section 23 operates in the sane manner as the conventional |Psec. 13 June
2006 - 61 NeNextOP&paddtamsahtt BRel tifhe W @a&mg &0 20\ wiiih! phe

descri bed. The I Psec processing section 23 of the TPsec processing

appar at usie2zribeilt orthet IPs&ADPSceaHingpetesoRUi3 Widahe 1pEeg@n SA for an
entry of which termof validity expires. 5 In updating an SA, the |Psec

pr ocessi myeessing apparatuseds mont hers ¢heiSAD 25enageiaile ssac updatd to
acquire a setting. At this point, the |Psec processing section 23 notifies
t he settiafy anrhaferein endaw off Bich termemfr yadidite €SRA1@24.correspondi ng
to the. SA. 10 _Upon receiving the request for acquiring a setting from the
| PsecSpr ocessiIPrgl%jé'@tlFlE@HZ@?- the 1Pseci prpaesrigeaertion @3 vequedsyener at es a

request ssage for the SPD entry. In the request nessage, contents
| dent | caltha TR 400 PARRARSTIENTCRRCHAON 6 AT Ede 4 FPEEibge 26(thbgkept an | D
and an SPl.. New,val pes are set for 15 the I D and.the SPI. Here, it is '

assumed MTAT tr hERE et 1755 PRINSGEMRS SeQktan &7 Betittes dscSeFtidgor” and
"5110" | f_d h I, Lvwely., Th L
renagene i ageiEnt sgdtich be W oy Enthy of FRECE 48 YoriORIHND: ne 1 psec

setting @/ gk &a. After sending .20 the request nessage to the |Psec
setting server 1, the setting managenent section 26 repeats the

tranggi ssi on gpoh NEedelR4ag! the request for acquiring a setting from

the IPsec processing section 23, the setting management section
26 generates a request' message for the SPD entry. 1In the request
message, contents identical with the request message transmitted
first are set except an'ID and an SPI. New values are set for
15 theIDandtheSPI. Here, itisassumedthat the settingmanagement
section 26 has selected "1002” and "5110" as values of the ID
and the SPI, respectively.

The setting management section 26 transmits the generated
request message to the IPsec setting server 1. After sending
20 the request message to the IPsec setting server 1, the setting
management Section 26 repeats the transmission of the request
message at an interval of five seconds and, upon receiving a
response corresponding to the request message from the IPsec
setting server 1 or sending the request message six times, stops

25 the transmission of the request message.
The request message transmitted to the IPsec setting server
1 arrives at the interface section 11 of the IPsec setting server

"1 and is delivered to the request processing section 15. Upon




message at an interval of five seconds and, upon receiving a response
corresponding to the request nessage fromthe |Psec settipgpseby®y 1 or
sendi ng the request nessage six tines, stops 25 the transm ssion of the
request nessage. The request nessagesdr-ansmtted to the | Psec setting
server 1 arrives at the interface section 11 of the |Psec setting server
1 and is delivered to the request processing section 15. Upon 13 June 2006
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processing section 15 retrieves an entry with an address an an I D

coi nci di ngrodelsBihfosecifon N8 regrestedReSagery WiRH e afBPegemid table 17,
However, since both of an ID and an SPI 5 have new val ues, no .coincidi ng

entry is doudiddcostebdiip vartth $hosenof| the kymebn mddéddeEront thei s poi nt,
no entry with a blank |D exists either (step S9 in FIG 12). Subsequent
oper at i omanagement trinke 49 .t Howsperat somse dotht b8 4n M whdnan [BPIr equest
nmessage was received for the first 10 tinme. That is, the request

processi MEVEcBeY Filussy k9 icolasifdfng dindayi beithowndpbstens S2oar@STsecti on 16
(step S21 in FI%# 13)_ and.registers an entry in the managenent table 17
anew. (st &f 539- ilg)E Gn 2dilitipny af ERlgPodphi a1t SRSEYHE AR ¥ent tabl e

5Pl “col i BHSE4 o05 e, d S8R080, 1FeLfiecdel y, i added in the second
Teasage (o t nodppeatien SRRLRT.SRE LBl o MOREE el oPRBREE e #ar ) (step
o ocessi na artar APLRl SHEGTRYHEE: sRIRR Ry Al MR oRE et e 1o
request rAwRAYerhAEI €, the request processing section 15 retrieves the
| distribution policy storage section 16 (step S21 in FIG. 13)
and registers an entry in the management table 17 anew (step
522 in. FIG. 13). FIG. 4 shows contents of the management table
17 at this point. It is seen that an entry, in which an ID column
15 and an SPI column are "1002" and "5100", respectively, is added
in the second place.
The request processing section 15 transmits a request
startup message to the IPsec processing apparatus 2b to be an
opposite party (step S23 inFIG. 13). Upon receiving the request
20 startup message, the IPsec processing apparatus 2b also sets
a ﬁew ID and‘ a new SPI and transmits a request message. Here,
it is assumed that the IPsec processing apparatus 2b has selected
"2002" and "6110" as the new ID and the new SPI, respectively.
Uponreceiving the request message from the IPsec processing
25 apparatus 2b (step S1in FIG. 12), the request processing section
15 of the IPsec setting server 1 finds an entry with a coixiciding

address and a blank ID (step S9 in FIG. 12) and sets the ID and

the SPI notified by the request message and the generated SA




It is assunmed that the | Psec processing apparatus 2b has selected "2002"

and "6110" as the new ID and the new SPI, respectively. Upgnye66i¢vi Ng the
.request nessage fromthe |IPsec processing 25 apparatus 2b (step S1 in FIG
12), the request processing section63l5 of the | Psec setting server 1 finds
an entry with a coinciding address and a blank ID (step S9 in FIG 12) and
sets the ID and the SPI notified by the request nessage and the generated

SA 13 Junmrafidersbih RS aERhgEfent) i MMHAPSEIEN sl Rherid, (30)ep S10 in
FIG 12). FIG 27 shows cont gnt% of théa rranggerrent table 17 at) this point.

Wien t he Faent Enshowb @whtentEldE tRd mahageReRaah1w 1hat ReisosuiNt s shown in
FIG 4, it is seen that "2002" and "6110" are 5 set in the blank ID and
SPI col utms albetn heheSkopdeatetsticwraia BIGO 2Jehre Mumgaited, witle thequest
processing section 15 generate a distribution message in accordance with
t he cont @iemgeptstshowmanRidhedt itabseeknh dhdt t'7200211 453 i"6110" tare | Psec
processing apparatus 2a_and the | Psec processing apparatus 2b,

respeét i A&ty Inothe hdgnk) IDiand-S8I golumng, gndr theiSA pgremeterstarebut i on.
message, the settin managenment section 26 of each |Psec processing

appar at u&lFols %%F%Yee%v Rt TeAeS bProresaing sestirBd ngrraigds n the SPD
24 and %e ergt SN SA fromthe notified SA paraneters to set the SAD 15
25. At t A §TPoFhT - T He MRERASA 1 A5G TamTR HWEPENRE &, i s

comD o Hagkiten® PSRN SoACERLiNgalgi! IF AENRILLOB ARG 0 8
ha’] ponaeb R PRRGRRELA RIS RL A I SO, 16 EbEple RO Lo v T
processi na&tappsiatus Practhivglly
Upon receiving the distribution.message, the setting
- management section 26 of each IPsec processing apparatus 2 sets
policies notified by the distribution message in the SPD 24 and
generates an SA from the notified SA parameters to set the SAD
15 25. At this point, the new SA is available and update of the
SA is completed.
Here, a procedure according to the conventional IPsec and
a procedure according to this embodiment are compared concerning
processing after the IPsec processing apparatus 2 receives a
20 first packet to which the IPsec is applied from the interface
section 21 ﬁntil the IPsec processing apparatus 2 actually
performs the IPsec processing for the packet'to transmit it to
the interface section 22.
In the conventional method, as shown in FIG. 32, upon
25 receiving a packet from the interface section 41, the IPsec
processing section 43 carries out an afithmetic operation of
a public key according to the IKE and exchanges the public key

with an IPsec processing apparatus to be an opposite party of




perforns the |IPsec processing for the packet to transmt it to the
interface section 22. In the conventional nethod, as showysip,Eb&s 32, upon
25 receiving a packet fromthe interface section 41, the |IPsec processing
section 43 carries out an arithnettcébperation of a public key according
to the | KE and exchanges the public key wth an |IPsec processi ng apparatus
to. be an opposite party of 13 June 2006 - 64 communication. The | Psec

processi NgoraRftiicaRi6a. f thehBisetprd @ s 19l st idnl 4NEREHte008FALdHPN Of a
secret key, applies the IPsec to the packet using the obtained secret key,

and transsat antdaeitipeaiie! operdtivon of & kaegesaedy,0apdLied tBB thee®t her hand,
in the procedure of this enbodi nent, = as shown in FIG 28, upon receiving a
packet f riomthieepackedr aipg ecotbbaindd sebeet Bsyc pnddassismgtsettia on 23
requests the setting nanagenent section 26 to acquire a setting, and the
setting PRokefeentheectntentaze seghdont42a request nessage to the | Psec 10
setting server_ 1. Upon receiving the distribution message fromthe |Psec
setti Ag serve©n1thehetkes hiand. ndn dghamrocedure ovf 2dvisoemppdimenthe | Psec
section 23 of conpletion of the setting, and the |Psec

B? 83322; rr% SBEYR AP B3C apfi-i WO FECPHELRY FoPRFEET FEOBddGinbREEAF NS ts it
L e e 2 OB e e B ER SRR 3 O L et S SERePEE T O 21
1 ot AR, BBl A9 bl el b, U L (i eEL O 22
s ey e RO D) L EEREELIY SbootnddBubePtl the Hhads oo
10 setting server 1.
Upon receiving the distribution message from the IPsec
setting server 1, the setting management section 26 notifies
the IPsec processing section 23 of completioﬂ of the setting.,
~ and the IPsec processing section 23 applies the IPsec to the
15 packet and transmits it to the interface section 22.
A time spent since the interface section 21 receives the
packet and performs the IPsec processing for the packet until
the interface section 21 transmits the packet to the interface
section. 22, is assumed to be Tb and Ta for the conventional
20 procedure and the procedure of this embodiment, respectively.
At this poiﬁt, it is seen that, since the arithmetic operatioh
of thepublickeyand the privatekey takes time in the convent ionai
procedure, Tb is larger than Ta, and the packet can be transferred
earlier in the procedure of this embodiment.
25 For example, in the case where a group to be used in the
Diffie-Hellman key common algorithm of the IKE is assumed to

be a 1536 bit MODP (Modular Exponentiation Group) and an RISC

(Reduced Instruction Set Computer) processor of 50 MHz is used,




of the public key and the private key takes tinme in the conventi onal
procedure, Th is larger than Ta, and the packet can be trapsfgLogs earlier
in the procedure of this enbodi ment. 25 For exanple, in the case where a
group to be used in the D ffie-HetlGlar key common algorithmof the IKE is
assuned to be a 1536 bit MODP (Modul ar Exponentiation G oup) and an RI SC
~(Reduced Instruction Set Conputer) processor of 50 MHz is used, 13 June

2006 - 65rb Tl appeeRIMaidRY alsy st80A8§ ONEIStUAC idakuPBASHY QAR )val ue)
whereas Ta is | ess than one second. Mire strictly, since the request

message odhdreaspraceslless dhanhbfeesbeshaent is transmtted by the
procedure of the 5 conventional |Psec, at this point, Tb is snmaller than Ta
in the  case Wheestilietlyy sislmbbe mfquielse md@fsage cfirthecprotddurddovever,
for the subsequent |IPsec communication, regardless of a conbination of the
| Psec pr cdeddiingenbodirantsds 2rapshitoghdst tthe paotedsre TE ithel arger than
Ta while an SA of the IKE for the 10 | Psec setting server 1 is valid. In
addi t Pon,canyepiorak dPgger 2% fbigrpaimtet T igpematiemthar Tehanpgilisl i ¢ key or
in the conventional nethod, since the |IPsec

the secret_key is carried out : )
rocessi s tle kegrfrchangesef dhet HE af iqarwd e oWper BRWaHEr ocessi ng
p . .
of ‘the I?I% iqu‘ a trsz}é\sfert &@eed of a cket not re)gﬁ;ij red to be subjected to
the | Psed %elP8agRRecRIeit, LEFEC) Bomm Tor 5888 i@g%f"ftﬁ‘e |KE is
per f or req, i hadh S2LE% HOf ni %n Qpposi te arty...a rate of
decrease 1n ;J)'r opessf’ng a ﬁigﬁlgfﬁ%ge@alsné %%t'%%gfﬂetcgpgpm%ﬂ&ﬁposi te
parties Rairkabll N l259areaEMiHAS At 118020054 R WlCLxhARG: il the
proceduré of this embodinént, although the key exchange processing is
per f poredpeeci edt€tdd erver 1 is valid.
In addition, in the case where the arithmetic operation
of the public key or the secret key is carried out in the
-conventional method, since the IPsec processing apparatus
concentrates on the arithmetic operation processing of the IKE,
15 a transfer speed of a packet not required to be subjected to
the IPsec decreases. Since the key exchange processing of the
IKE is performed periodically for each communicating opposite
party, a rate of decrease in processing ability increases when
there are more opposite parties performing IPsec conmunication.
20 On the other hand, in the procedure of this embodiment,
although the key exchange processing is performed periodically
~ between the IPsec processing apparatuses 2 and the IPsec setting
server 1, since the key exchange processing is not performed
for each IPsec processing apparatus 2 to be an oppoéite party
- 25 of communication, a rate of decrease in processing ability is -
constant even if opposite parties performing IPsec communication

increase.




bet ween the | Psec processing apparatuses 2 and the | Psec setting server 1,
since the key exchange processing is not perforned for eaghy,LP56%
processi ng apparatus 2 to be an opposite party 25 of communication, a rate
of .decrease in processing ability t+s66 constant even if opposite parties
perform ng |1 Psec communi cation increase. 13 June 2006 - 66 For exanpl e,
i'n the case where a group to be used in the D ffie-Hellmn key conmon

al gorithm of trge édmpre AHUERE ddle RRefe 1D3H-ARD tHXX @R #ntigfdn of
validity of an SA of the IKE is assuned to be one hour, and an RI SC

pr ocessorpidf ie0HMHImaS ey Sthmonh&Dgdhie: HnPSEC t R OLIES Sishgsaped aldis carries
out I Psec communication with other 10 | Psec processing apparatuses, the
key exchdrege 0536 Heitl NBDPsasdra itedmoof tahidiityes£fi an @Fe offothe IKE t he
conventional procedure, and perfornmance decreases for approximtely 180
seconds i¥s gssumedrto 1@ onetiveunt kad amRESA probesser o 56f MiEhiis

enbodi nent, the key exchange is only carried out with the I Psec setting
servef ﬂseﬁerf"éf’ﬁa%}é% R PIO5esA1LYT fapPagsusK CRETEey o dEseRds in  one
hour. As exi st i_ngFmsans for solvi nﬁkgegrobl emdue to an arithnetic 15

oper at i orFPFFUEESEEHYR Sy obRe P Broceseing IRAFEFUSLS . it i ng a

circuit dedicated for_arith I ¢ _operation on an |Psec, processing

appar atu qyoegsgglag%pofﬁ ea&?#hﬁ%t'?r&ﬁgr 89??0}'13“ p?’d??@sé‘?nﬁ“?ﬁ%rf of the

| KE. FIG;. 3 h e Rs [QCess] [ at nmount ed

wth the ot PR BRI bBofeals, Al BRRRbRIRRN HhoRRELT ey

processi ng,aRRanatdfy | fgo HddoaeNinf &N .conventional | Psec processing
hFiG 3Linth

appar at us shown i at a circuit dedicated for arithnetic
10 On the other hand, in the method of this embodiment, the
key exchange is only carried out with the IPsec setting server
1, performance decreases only for approximately 18 seconds in
one hour.

As existingmeans for solving a problem due to an arithmetic
15 operation processing speed of the IKE, there .is a method of
mounting acircuit dedicated for arithmetic operation on an IPsec

processing apparatus to speed up the arithmetic operation
- processing itself of the IKE. FIG. 33 shows an example of the
IPsec processing apparatus mounted with the circuit dedicated
20 for arithmetic operation. The IPsec processing apparatus is
different ffom the conventional IPsec processing apparatus 4
shown in FIG. 31 in that a circuit dedicated for atithmetic
operation 51 is connected to the IPsec processing section 43.
When the arithmetic operation of the IKE is required, the
25 IPsec processing section 43 requests the circuit dedicated for
- arithmetic operation 51 to perform an arithmetic operation.

Since the arithmetic operation is carried out at a high speed

by the circuit dedicated for arithmetic operation 51, a time




operation 51 is connected to the | Psec processing section 43. Wen the
arithmetic operation of the IKE is required, the 25 |Pseci3prae86& N9
section 43 requests the circuit dedicated for arithmetic operation 51 to
performan arithnetic operation. <Sigte-the arithnetic operation is carried
out at a high speed by the circuit dedicated for arithnmetic operation 51,
a time 13 June 2006 - 67 required for the arithnmetic operation processing

of the cemEREdORak Bﬁé"@ﬁ.ﬁiﬂ@ﬁﬂc' %Ek&;&? Proce8d¥n§lor &b a speed of

the entire apparatus increases. is means is used, It is possible to
sol ve t'-har:qaiv&hlt&ﬂsndmeméﬂ:ddl%hamt ﬂmtm:. apenst i:@@u&@,paﬁd af spdw | KE.
However, in the case where an | Psec processing apparatus w thout the
circuit deilitbet edtine agpatrhtresiinopasasi.onif Thibaseats dadyséd@enit nstal | ed,
it is necessary to replace the |Psec processing apparatus itself with an
| Psec pr decBesfiplapacdvesthe phokalen fdueitto teelaratiueior operatinet i c
operation. 10 On the other hand, since all required functions can be

real i Sed et fhedKEn (HRveverhdd the CABS WheBeImERSEC DEOTSSSING S | ble to
add a function thro#glp versi qn- UEEOf software for —an | Psec processing

~appar at usapé’lar""@ﬁ&?wl HI 108 ciEd- Edrdiraged équigsiihre iRoBerai i zed
ffect t t h
o servi oo hatattedd B fhy%stgaeﬁﬁgedlgts’f%&r%%géﬁﬁvé%eﬁsg g -

> and 32 L85 P*"cé%su.?““f[@%ﬁ%??g'#&ﬂ” iy pRee RoteaRR g T o

"2 and 2a 't to a |ngsfro

1 enfhghes SERY bl i Bek"B RRRE BREFRA 200 o
.SECF egdb key ison the other hand, since all required functions can be
realized by software in the method of this embodiment, it is
possible to add a function through version-up of software for
an IPsec processing apparatus already installed, and existing
equipment can be utilized effectively.
i5 ' In this way, in this embodiment, since information such
as a service and an algorithm to be used is collectively set
in the IPsec setting server 1, it becomes possible for the IPsec
processing apparatuses 2 and 2a to 2f to acquire almost all
settings from the IPsec setting server 1. Thus, a nﬁmber of
20 settings in the IPsec processing apparatuses 2 and 2a to 2f can
be reduced.‘
In addifion, in this embodimeﬁt, since the secret key is
ﬁpdated without using the IKE in the IPsec processing apparatuses
2 and 2a to 2f, settings for the IKE become unnecessary. Thus,
25 a number of settings in the IPsec processing apparatuses 2 and
‘2a to 2f can be reduced.
Moreover,l in tl'_lis embodiment, since the IPsecsettingserver

1 is used, although in the prior art it is necessary to perform




updated w thout using the IKE in the | Psec processing apparatuses 2 and 2a
to 2f, settings for the | KE becone unnecessary. Thus, 25 AP eHoPf
settings in the I Psec processing apparatuses 2 and 2a to 23f ca %e
reduced. Mreover, in this enbodi rer8§ -since the |Psec setting server 1is
used, although in the prior art it is necessary to perform 13 June 2006 -
68 identical settings for apparatuses at both ends carrying out the

I Psec, rexReticut! ¥etBinYee F6RNAEHL Satiidd a27 Boffleddt EABrvIAgefySetting

server 1 in the respective apparatuses only have to be set Tn its own

appar at ushea IPgbal redpeitioblget $im@s doitendst RidiPeee BELCSESIHR can be
reduced. In addition to the above, in this enbodi nent, since a request

startup riFssageetting aasvert tletin the anspEselveuppasstuesfphaydidiee opposed
to an | Psec processing apparatus of a transmi ssion source of a request
message, ebeisrt dh pbs icvmesppdratis | RBstetals npebénrofedetfisgbsicanti al |y
sinmultaneously with setting of policies of the |Psec in the |IPsec
proce3si Mg eagparat BEoeRs3ing cpanbai s8deredource. After the setting of the
policies, when the | Psec processing apparatus of the transm ssion source

encrypts and tPREGAELEN Lo theabove . ifsthlheaefimeat. sinceasssauesdppar at us

can decrypt and 15 receive the . packet, fromthe | Psec processing apparatus
of the F&fﬁ%ﬁ?é‘ﬁsgﬁggﬁr%ns&ﬁggé‘uéﬁtﬂ,IP??]C PRPSCEBEHRPRAR A Wher ypt i on

d dec ' f ] | i Cl b f d.w thout delay,
packet  EBR A PR o s ook 7.8 hortirifin Sl ost 60251 ng

o S A YRR S b M el " T
opposed Ifiretant 28 LEP idithn]1 RARGERS I Wit RBtting of policies of the
IPsecintheIPsecprocessing apparatus of the transmission source.
After the setting of the policies, when the IPsec processing
apparatus of thé transmission source encrypts and transmits a
packet, the opposed IPsec processing apparatus can decrypt and
| 15 receive the packet from the IPsec processing apparatus of the
transmission source.

Consequently, inthisembodiment, encryptionanddecryption
after setting policies can be performed without delay, a packet
from a transmission source can be received in an IPsec processing

20 apparatus of a transmission destination without failure, and
a time required until the packet from the transmission source
is decrypted in an opposed IPsec processing apparatus can be
reduced significantly. |

In addition, in this embodiment, if a request message in

25 response to a request startup message is not transmitted from
an opposed IPsec processing apparatus at the time of transmission
of the request startup message, since ano-response error message

is transmitted to an IPsec processing apparatus of a transmission




reduced significantly. In addition, in this enbodinent, if a request
message in 25 response to a request startup nessage is nofz f,pangE tted
from an opposed | Psec processing apparatus at the tinme of transm ssion of
"the request startup nessage, Since- &MNoe-response error nessage is ‘
transmtted to an | Psec processing apparatus of a transm ssion 13 June 2006
- 69 source, the | Psec processing apparatus of the transm ssion source

can i Medicieky theaPeRcA0eRB8Xhs LePasalhs 6P tRRRPLERINARPATALdErceS
descri bed above, conventionally, since an identical setting needs to be

made sepajan Bediateppaietiodne gediondRti B teRES of L dppdddappdrdiiss .| Psec,
respectively, it is likely that inconsistency of setting contents occurs.

However, in tRAssdescbidéidrabiovesi copvéineididday, seihcacasadentitals used, the
| Psec setting server 1 distributes an identical setting to apparatuses at
bot h endssetdinginrsdisstetbemydeoteparatally dommpprrsataises aoboth egsizur. Thus,
connection failure due to inconsistency of setting of the IPsec is
el i m Pat CRIIVARGdeRE i 618 1EsRFentespestively cabpls chikelvartihainet i c
operation using the IKE is necessary in order to _update a_common secr et
key peri dCCRE ?FemﬁﬁéV%FPtWHHEhF%néﬁﬁﬁﬂFﬁ%ﬁF?-sﬁﬁ%@”ﬁSfal%dﬁﬁﬁﬁ secret key
IS acquire 0fnon1 he .| Pse s§gtin %nver 1 instead of the IKE, it becones
unnecess FaPeRhp §H8€EEs ?e‘%%tﬁ% SRESeyFel ety SPPihhRaS ¢
operation Qf ;the Nas I ke ..%h S., ti until_comuni cation can
be startéd %sgrggﬁggg %Jbs'rsf%g'rbgl e\?vi%hl Ef{gt C&?‘@ﬁf@%%@?ﬁﬁ?%&d. 20
S m o ar e SRKCMHALN AN inof AR 88 SLLIMIPUoGreRRE’ALLMAISI NG Lhe
| KE i's necessary 1n order to update conmon ecret key perloé1cally.
Howeyer, dddulehi srhemh)ediniRek iof iHA8 8 ure due to inconsistency of setting
of the IPsec is eliminated. |
In addition, conventionally, a complicated arithmetic
operation using the IKE is necessary in order to update a common
secret‘key periodically. However, in this embodiment, since
15 a common secret key is acquired from the IPsec setting server
1 instead of the IKE, it becomes unnecessary for apparatuses
at both ends to perform an arithmetic operation of the common
secret key. Thus, a time until communication can be started
is reduced compared with the case where the IKE is used.
20 - Similarly, conventionally, a complicated arithmetic
operation using the IKE is necessary in order to update a common
" secret key periodically; However, in this embodiment, since
a common secret key is acquired from the IPsec setting server
1l instead of the IKE, it becomes unnecessary for apparatuses
25 at both ends to perform an arithmetic operation of the common
secret key. Thus, arithmetic operation load on apparatuses

- carrying out the IPsec processing can be reduced compared with

the case where the IKE is used.




a common secret key is acquired fromthe | Psec setting server 1 instead of
the IKE, it beconmes unnecessary for apparatuses 25 at bot hsepdsoag perform
an arithnetic operation of the coomon secret key. Thus, arithnetic
operation-| oad on apparatuses car¢yftng out the |Psec processing can be
reduced conpared with the case where the IKE is used. 13 June 2006 - 70
FIG 29 is a block diagramshowing a structure of an | Psec processing

apparatus in gggQrsRiges Wbk Wﬂrgthjcmg&eof)%gs%ggeé nventi on.

FIG 29 shows an application exarple n the case ere an | Psec processing

appar at Uprbdessangedmsird tusdif HgHdrAantatierh bRdehar 'dbc@imed P& d Psec
processi ng apparatus 3 in accordance with another enbodi nent of the

present ithepiresenbasnddretizane BICUGUERORS ah Ngpg1RsR®iBhose&miIY appar at us
2 in accordance with the enbodi nent of the present invention shown in FIG

14 exceptin lthe dase wvhere RacEP9€r protessiit apparatuy adisdpansaerpier
application section 31 is provided, and identical conponents are denoted
by t hé i deampudgr rather ckhwan quperdes. I n addition, operations of the
i denti cal cog}glgnents are the sane as the enbodi nent of the present
i nventi on. ThéhtgdFSecRINGeSFingRPPasaites 33un agoerdannas with apgihn ting 15
and recei vibn .a dat a_comruni cationvpacket and is-connected to the routing
section FR °%|+5'~°-P8u?# ﬁ%‘esBE??%‘ht FPVERA4eR Ratether same SIEReture as
transmtt.ed d received is dire teg to the_upper, application section 31,
the set t T HRECSIEREE SaBIAPBATSELS o0 APRETARIG HUED bhoeBRot{Tat  er o t he
packet t &EAlp ARSIt oA GHEhGn FIE 3Pl DR CORSLARLEL AN whi ch It
I S assune a e Sec processing apparatu an e TPSeC processing
appangl Useztiol Il Gs kreloveRCESQNA pPERULEDS1 c2E b RR_E EH 356 is
provided, and identical components are denoted by the identical
reference numerals. In addition, operations of the identical
components are the same as the embodiment of the present invention.
The upper application section 31 is an ehtity transmitting
15 and receivinga data communication packet and is connected to
the routing section 27. The routing section 27 judges whether
a packet to be transmitted and received is directed to the upper
application section 31, the setting management section 26, or
the Internet 100 and transfers the packét to each destination.
20 Here, a case will be considered in which it is assumed that
the IPsec processing apparatus 2d and the IPsec processing
apparatus 2e in FIG. 1 are personal computers, and a packet is
transmitted from the IPsec processing apparatus 2d to the IPsec
processing apparatus Z2e.
25 As in the case of a router, the IPsec setting server 1 is
provided with the SPD 13 between the IPsec setting server 1 and

the IPsec processing apparatuses 2d and 2e, respectively, in

order to secure a safe path of the IPsec, and policies of the




transmtted fromthe | Psec processing apparatus 2d to the I Psec processing
apparatus 2e. 25 As in the case of a router, the |IPsec set{jpges8yer 1 is
provided with the SPD 13 between the | Psec setting server 1 and the |Psec
processi ng apparatuses 2d and 2e, fempectively, in order to secure a safe
path of the |IPsec, and policies of the 13 June 2006 - 71 |[|Psec to be

appl i ed between the | Psec processing apparatus 2d. and the | Psec processing

appar at Usypi& Ak tapbﬁliéﬁ%éﬂvfeterd RH! Pﬁheéjgtb&\ésé{ﬁ ggggégg%g ;Jeh_ 16. The

SPD 24 is set in theSe |IPsec processing apparatuses An

~ordinary #ft thagrséc EE@céEiﬁﬁg hfpRest @ PBArbetOfiflehe HOsERAESYPion
comuni cation with the I Psec setting server 1, and a selector and an

opposi t e pdrilcy addrage dertim@t LenNg request are set for communication to
which the IPsec is actually desired to be applied. 10 In the case where a
packet is traffbei SPRAR24 demsehein Riwmse APseessroeaipgr appardthseas dat a
conmuni cation packet is given to the routing section 27 fromthe upper
appl i Bat i4sh apdcpon An3 ordinaty i sethingnoift yhe r Bteay titsi pgriodred@cigi vi ng t he
packet. The routing section 27 recognizes that a destination of the packet
‘15 is on QWD KPPREFYRS gommynication ity the Raswsetbingeseresst
pr ocessi 2"? slﬁiction 23. The subsequent procedure is the sane as the
enbodi mertr 4 3 PRLe LR a0 oPRRt ke PaREY addressfor sakking sraiasthg section
- 23 conpares the_selector_.of, fhe SS@,Z nd %he’ packet tqQ retrjeve 20 a
cor r espoffticnte eAPF FOIRER PRt R E8 ]ﬁ’éﬁﬁ%ﬁ SPETS ?‘F‘iqﬂsﬁyc $:&%bndi ng
entry is dheel Eﬁﬁiie&af ries out application of the |IPsec.
10 In the case whgre a packet is transmitted from the IPsec
processing apparatus 2d, a data communication packet is giwven
to the routing section 27 from the upper application section
31 which is an entity transmitting and receilving the p'acket.
The routing section 27 recognizes that adestination of the packet
15 1is on the Internet side, and transfers the packet to the IPsec
processing section 23.
The subsequent procedure is the same as the embodiment in
the case of a router. That is, the IPsec processing section
23 compares the selector of the SPD 24 and the packet to retrieve
20 a corresponding entry and, if processing indicated in the
corresponding entry is the IPsec, carries out application of
the IPsec.
At this point, in the case where policies to which the IPsec
is applied does not exist in the corresponding entry, the IPsec
25  processing section 23 suspends the processing of the packet and
requests the setting management section 26 to request setting.

The setting management sectidn 26 transmits a request message

to the IPsec setting server 1 and receives a distribution message




At this point, in the case where policies to which the IPsec is applied
does not exist in the corresponding entry, the |IPsec 25 pjoggsship sSection
23 suspends the processing of the packet and requests the setting
managenent section 26 to request setting. The setting nmanagenent section
26 transmts a request nessage to the |IPsec setting server 1 and receives
a distribution nessage 13 June 2006 - to thereby set the SPD 24 and the

72
SAD 25, anflenekidy esli LPE Y aRAAGRSEANGSS Oid 08221 O (HAMIAI On of the
e suspende

setting. The I Psec processing section résunes t _ processi ng

~of the &%H&tssiﬂﬁ ARlioas23 g bE’ﬁ}I@EeHbrI be ﬂ?&%ettyﬁ%ngrrhaexﬁeéc SA and, 5

then, transfers the packet to the Tnternet 100 through the interface
section Zrockspingeshutdont 28 heduni®s ehe rRERNERA pfocdssdngubstadially the
sanme as the case of a router. In the |IPsec processing apparatuses 2d and
2e, the 3JRRke4A amilaphtiSADha5SIHeacetalttheapyckdr hetng Thle Hat ShearsBt ti ng
managenent section 26. The packet subjected to the |IPsec received through
t he i bt ertfhedle Svansbers the packehstertlsl Irderhet| P8@ctipraagbssheg section
23. The | Psec processing section 23 retrieves a corresponding SA fromthe
SAD 25 dmFepErrer AeCHidY ¥ati on processing of the packet. 15 The packet
returned to its original state by the decryption processing is transferred
to the routinf Reqe0gre At thedins of fgcepbien d 359 suhstankaldsr or not

t he pack is directed to the upger ap cation section 31 or to the
n

setting 2GERENES SE (6Fe 98 &nHouts EL n ot eFses BrPeesetd o the upper
0P| ol asehbgh 2 ldlze! SRS il rhASAEOR pIORAEBLIED St o
Ther ghor gyeehhisat eﬂ?%&%&t‘iﬁa REnAPahd: A JMREBR" 26. The packet
subjected to the IPsec received through the interface section
22 1s transferred to the IPsec processing section 23. The IPsec
processing section 23 retrieves a corresponding SA from the SAD
25 and performs decryption processing of the packet .
‘15 The packet returned to its original state by the decryption
| processing is transferred to the routing section27. The routing
section 2_7 judges whether or not the packet is directed to the
upper application section 31 or to the settingmanagement section
26 and, if the packet is directed to the upper application section
20 31, transfers it to the upper application section 31.
In this way, the reception processing of the packet is
completed. Therefore, this embodiment can be applied whether
the iPsec processing apparatuses 2d and 2e are routers or personal
computers.
25 : FIG. 30isadiagramshowingstoredcontentsofadistribution
policy storage section in accordance with anothef embodiment
‘of the present invention. In the embodiment of the pi:esent

invent;i.on, it is necessary to set policies to be applied among




the | Psec processing apparatuses 2d and 2e are routers or personal
conputers. 25 FIG 30 is a diagram show ng stored content S;30fund2006
distribution policy storage section in accordance with another enbodi nent
of the present invention. In the epbmdi-nent of the present invention, it
IS necessary to set policies to be applied anong 13 June 2006 - 73 the

| Psec processing apparatuses 2 actually performng the I Psec comunication

in the d"ﬁ{éiﬂi’ééd Mél%é%ﬁl%&%sﬁgcéé@ﬂlé]ﬂ.ﬁerf 1&15#(119?2& d ng server

1 for each kind o conmunicat| on However anot I ment of the

present |idbi@ftinti@Atich NGetRe GAFIRADAGLOS PRI 18y &3l BRI lor
combi nations of the IPsec processing apparatuses, the nunber of policies

to be setthen IPBec dédtinduidmterPel Foy SsdcH agads o€t tommibi dationduced. Note
that a structure.-of the IPsec setting server in accordance w th anot her
enbodi nerliowsfverheiipraestheriembexitimenticf the pxawenssinventsionycsine 10 of the
| Psec _setting server 1 in accordance with the enbodinent of the present

i nvenBi orcosimonnpehiicdles ape used Avs seviesdilneombinatd cdissef ithet IRgegol i cy
storage section 16 is capable of setting policies for a conbination of
speci fi c PERFEFEIRE LPRTFatEFCEhdheapemRe el podiGigs bobecsels inthen arbitrary
15 conbin tlon [n the exanple shown in FIG 30, policies to he applied to

comuni c AT iBBE R PAHEY §8’6a?ﬁ §@€§§Pﬁgl%ﬂ'ﬁ‘aFﬁfiﬂged2dN8ﬁﬁ ]t | psec
Conbi nat .%%fi‘ﬁﬁ%at&%tsﬁ%sf o el Bek Bl ooy LR Trn e Bt ety T Peec
D00 TpRARRAL oo sy PANTRA £y 194l B ASHURPEGC Bl 1 75 L0
in thg CaretibapReB é@@lﬁﬁl&é@f@éﬁ'lnﬂi ﬁeegf@éﬁjéée%lﬁiﬁrﬁ}/e embodiment
of.the present invention shown in FIG. 2.
Inthis embodiment, the distributionpolicy storage section
16 is capable of setting policies for a combination of specific
addresses and, at the same time, settingpolicies in an arbitrary
15 combination. In the example shown in FIG. 30, policies to be
applied to communication between the IPsec processing apparatus
2d and the IPsecprocessing apparatus 2e andpolicies tobe applied
to all the other combinations are set. In the case of this
embodiment, sincemany IPsec processing apparatuses 2 uses common
20 policies, the number of policies to be set in the distribution
policy storage section 16 can be reduced.
Here,inthecasewherenIPsecprocessingapparatusescarry
out communication of the IPsec each other in all the combinations
of the IPsec processing apparatuses, a setting amount necessary
25 for this embodiment and a setting amount necessary for the
conventional IPsec processing apparatus will be compared. In
this case, it is assumed that identical policies are applied

in all combinations cof the IPsec communication.




out conmuni cation of the | Psec each other in all the conbinations of the
| Psec processing apparatuses, a setting anmount necessary 2B fi@k2bd8 S
enbodi ment and a setting anmount necessary for the conventional |Psec
processi ng apparatus will be conpareth In this case, it is assuned that

i dentical policies are applied in all conbinations of the |IPsec

comuni cation. 13 June 2006 - 74 A total of the setting anmount necessary

for the convegti I St 5#{1? ' = al cul at ed

earlier. On ?Pﬁg@é?hoefrh%%g?%%%ﬁl S errlr%%glﬁrre ,o#glgléraéﬁ‘_e’%%t%%at e nunber

~ of conbi natde@NprobesorAy UpAlchells AP (ol )| Bsesa RIAGRSE! g Brgippar at uses,
only one setting anount of | Psec policies is sufficient. Therefore, the

setting aiuRé otk ) Antiiis empdpGidNt ré§arditebs 66 the Agmpsegen from
this, the setting anount increases in proportion to the square of n in the
convent i arfalcombiihatjiond erfe apmmuhcantidhisncib atlienEhsec rveeskhagset ti ng
anount increases in proportion to n, an effect increases as the nunber of
conbi hat iapparatnsesasesly Kore sedhphe, anqunthefcdPeeof potidiest Re setting
amount of the conventional nmethod is 180, whereas the setting amount of

t hi s enbciffdgiens. 4 Fherefpre sl taefitingt anognt sremdaeddin 18hiD
approximately 1/4. As descri bedabove, in the apparatus andnet hodof

t hepr eserfmPodAReRti 1%, 4&t rce policies of the I Psec to be applied anong

| P rocessin ar at use e coJlectively managed, there is an effect
that i nonsi SRENEY o SE8Mt FT tatngtht ARhHiEH: PRI baPSHRaTeR ides can be

Prevert eho-PAhi e A BNIEEn BERTBLLR SOF TRALRSK ipdliepr oo
‘ 10 in this embpdiment,_ since the setting amount increases in
proportionton, aneffect increases as the number of combinations
increases. For example, in the case of n=10, the setting amount
of the conventional method is 180, whereas the setting amount
of this embodiment is 41.- It is seen that setting is reduced
15 to approximately 1/4.
| Asdescribedabove, in the apparatus andmethodof thepresent
invention, since policies of the IPsec to be applied among IPsec
processing apparatuses are collectively managéd, there is an
effect that inconsistency of settings among communicating
20 . apparatuses can be prevented. .
In addition, in another apparatus and method of the present
invention, in the case where a request message is received, since
a request startup message is transmitted to an IPsec processing
apparatus, which is an opposite party of communication of an
25 IPsec processing apparatus which has set the request message,
in order to cause the IPsec processing apparatus to transmit
a request message for the communication, there is an effect that

encryptionanddecryptionaftersettingpolicies canbe performed




a request startup nmessage is transmtted to an | Psec processing apparatus,
which is an opposite party of comunication of an 25 | Psec;PrnReesss ng
appar at us which has set the request nessage, in order to cause the |Psec
processi ng apparatus to transmt a T®quUest nessage for the conmunication,
there is an effect that encryption and decryption of ter setting policies
can be perfornmed 13 June 2006 - 75 wthout delay, and a packet can be -

recei ved J#19iBa 46PIPThAGILPacROUCER YA LRAUL EAIAMNG: +MhERYEL1od N aNOL her

apparatus and nmet hod of the present invention, since a common. secret key

t o be useshdvteeR@itypht Ofaitnrand decryption of the IPsec is generated and
the generated common secret key is distributed to | Psec processing

appar at uses, Moeeevers anafbitket dppairatfsaind Ridtho8 GPehal ppds&it a common
secret Kkey is made unnecessary, a connection tinme of an |IPsec path at the
time of siraremitigneosingee @atommon secretr kepenrd becus@pdnaensegptioican be
reduced, and decrease in performance can be prevented. 13 June 2006 - 76
What Ps cingl geeryption of\the fReek isganarsitied: arldPes geneacassi ogumppar at uses,
whi ch use an | Psec (Internet Protocol security protocol) f or securing
security safreRkanhiedistrimtag to [Rseqprogessine pppardttugesnt thewe centers
comuni cate via__the Internet; and an | Psec setting server apparatus, which
manages I'Hs&8 eEEect dRahpnsaritimeide opsxatirhPhFh SPHIOR e2eCHMer ei n sai d

| Psec se ser(#/qejégggear atus includes neapns 10 for_collec t|1vaetl y managi ng

ti.n .
pol i ci es Y ggl%a %s%aeryapﬁlc?cgmectlon time of an IPsec pa

the time of starting communication in the respective apparatuses

10 can be reduced, and decrease in performance can be prevented.




between first and second | Psec processing apparatuses. 2. The network
according to claim1, wherein said | Psec setting server appgrgatydsod ncl udes
means for specifying policies of said |Psec to be applied between said 15
first and second | Psec processi ng appar-at uses based upon contents of a
request nessage for communi cation between said first and second | Psec
processi ng apparatuses received fromsaid first |Psec processing

appar at Usghat 1EN@1A8h&®r{g.according to claim2, 20 wherein said | Psec
setting server apparatus Includes neans for, upon receiving the request
nmessage, transmtting a request startup nmessage to said second |Psec-
processi ng apparatus, which is an opposite party of conmunication of said
first 1Psec praeesstdapdisdhgs wWhi ch has transmtted the request
nmessage, .13 June 2006 - 77 in order to cause said second | Psec processing
appar atus to IPsengrioceasingapparatssegewhich lbe spoIPeet ¢hienetd. The
network according to claim3, wherein said | Psec setting server apparatus

i ncl udes Brsgiesolisgcurjhprotecel ) fongecaspunsecunl tiyhen theglesersdtar t up
“message, notifying said first |Psec processing apparatus that there is no
r espoAse B&FEmiBate setssnwhppeedibfeasitivg epptena @ommenighte makavor k
according.to.claim?2, wherein said | Psec setting server apparatus includes
means © 10FH%AGERBREL i3 SA (Security Associ ation) parameters to be

and content's BF FRASHONLED G KA FPERU o BRIGRMPes deRe |

comuni caldQngl- of "Sa P IHVK BEERELLNG L ek aiLds,
wherein said IEsec setting server apparatus includes means
10 for collectively managing policies of said IPsec to be apﬁlied

between first and second IPsec processing apparatuses.

2. The network according to claim 1,
wherein said IPsec setting server apparatus includes means
for specifying policies of said IPsec to be applied between said
15 firstandsecondIPsecprocessingapparatuses baseduponcontents
of a request message for communication between said first and
second IPsec processing apparatuses received from said first

IPsec processing apparatus.

3. The network according to claim 2,
20 wherein said IPsec setting server apparatus includes means
| for, upon receiving the request message, transmitting a request
startup message to said second IPsec processing apparatus, which
is an opposite party of communication of said first IPsec

processing apparatus which has transmitted the request message,




15 wherein said | Psec setting server apparatus includes nmeans. for sending
adi stributionnessage includingat |east thepolicies of saigjRsegpgnd the

. SA paraneters in response to the request nessage. 7. The network according
to claim1, 20 wherein said | Psec setting server apparatus includes neans
for generating a conmon secret key to be used in encryption and

aut hentication of said I Psec and neans for distributing the generated

comon seqf rdé@y thO0casd Jditf GelbRGEESELY %@&H@i?%%:%ﬁg goe - 78 8.

An | Psec setting server apparatus managi ng | Psec se Sec

processi ngraaRpatahUequedindisage 28r! H8€ Cdrmingbagion Prot ocol security
protocol) for securing security on the Internet path in the case where
different two centers comunicate via 5 the Internet, wherein said |Psec
setting server apparatus includes neans for collectively managi ng policies
of said IfsecThe hetweyk ietordinggteacldiise; processi ng apparatuses. 9. The
| Psec setting server apparatus according to claim8, 10 wherein said |Psec
setting serveWhappin sedd Jhseicuskit ingsrrvfesr approwitfas incjpuldsonemof sai d

| Psec to be applied between an |Psec processing apparatus and anot her

| Psec3pr i¥asThRgR tAsEer bf 0 Faseenspén Hommearsssistantagueessagsssage f or
conmmuni cat if%% het ween  sai d. | Psec processing apparatus and 15 another | Psec

processi MPHEFFAPHIIRLG ELErtetP 95D RISSP IS 10 @PPapabae datgtheparis us. 10.
The I P tti t C di t laim9, wh i id
| Peec ety AGREPEE L Egb SPa S SPRE CERS GBS oF 5108 L RRETAKSvi ng ¢ he

reguest nessage, transmtting a request

5. The network 'aqcording to claim 2,
wherein said IPsec setting server apparatus includes means
.10  for generating SA (Security Association)_ parameters to be
required in the IPsec communication from contents of the request
messagé and contents of the policies of said IPsec to be applied

to the communication.

6. The network according to c¢laim 2,
15 wherein said IPsec setting server apparatus includes means
- forsendingadistributionmessageincludingat least thepolicies

of said IPsec and the SA parameters in response to the request

message.
7. The network according to claim 1,
- 20 wherein said IPsec setting server apparatus includes means

for generating a common secret key to be used in encryption and
authentication of said ;Psec and means for distributing the

generated common secret Key to said IPsec processing apparatus.




20 startup nmessage to an | Psec processing apparatus, which is an opposite
party of communi cation of an |Psec processing apparatus WY gheho&
transmtted the request nessage, in order to cause said |Psec processing
apparatus of the opposite party of- 7Tmmunication to transmt a request
message for the 25 communi cation. 13 June 2006 - 79 11. The | Psec setting
server apparatus according to claim 10, wherein said |IPsec setting server

appar at uss | nchidppadPapteins sdihed LISkE LS AAnhaRROISEEL0 R T POICS!

startup nessage, notifying sai processi n parat us has

transm t tgxd 1pRetirdRBeenk seBatywk 1 @iskSafl G PsRPPiSkeriddtm sai d
| Psec processing apparatus of the opposite party of communication. 12. The

| Psec setHidt@carseenrapppratoSoBLEer Se8Griny éairty on T Rtd sl d | Psec
setting server apparatus includes neans for generating SA (Security

Associ at ipgrth par theterse wbhepbe differeqt ted tentdrs ldéamanteatainiigati on from
contents of the request nessage and contents of the policies of said | Psec
t o beSappiheedntegnehe conmuni cation. 13. The | Psec setting server apparatus
according to claim9, wherein said |IPsec setting server apparatus includes
means 15 for WRERSHR ERLAJ e saltipgt asvearearpaya tuscindivdgsatednsast t he
policies of sajd | Psec and the SA paraneters in response to the request

message. IPF CohteqEIel YSBRAKIPEBPI AP LD 94 21k 18866R kg wPHed m 8,
wherein sai d IPaﬁ’g Eetti ng server %&Par t us i ncludes neans 20 for

gener at i 89 SRRt &t MEOREF PG ?Eagalﬁeﬁ'encr yption and authentication
of said IPsec and a function for distributing the generated commopn secret
key to said | Psec processing

9. The IPsec sett;i.ng server apparatus according to claim 8,
10 wherein said IPsec setting server apparatus includes means
for specifying policies of said IPsec to be applied between an
IPsec processing apparatus and another IPsec processing
apparatus based upon contents of a regquest meésage for
communication between said IPsec processihg apparafus and
15 another IPsec processing apparatus received from said IPsec

processing apparatus.

10. The IPsec setting server apparatus according to claim 9,
wherein sald IPsec setting server apparatus includes means
for, upori receiving the request message, transmitting a request
20 startup message to an IPsec processing apparatus, which is an
opposite party of communication of an IPsec processing apparatus
which has transmitted the request message, in order to cause 7
said IPsec processing apparatus of the opposite party of
communication to tramsmit a request message for the

25 qommunic.ation .




apparatus. 13 June 2006 - 80 15. An |IPsec processing apparatus using an

| Psec (Internet Protocol security protocol) on the |nterngty,bagigei n said
| Psec processing apparatus includes nmeans for, upon receiving a packet to
whi ch said I Psec should be applied; 7% 4§ udgi ng whether or not to inquire a
setting for said IPsec to be collectively nmanaged in an | Psec setting
server apparatus fromsaid |IPsec setting server apparatus. 16. The | Psec

processi ng apR@eatpeRset did$etPel! Aighrhtus I RiRgSA) C1kPRefy pProcessing
apparatus includes neans for 10 transmtting a requegt nmessage for

comuni cat i onwivekBin kel BEPselRsstt iINSESE N SppiRah Al Usc lieshdhd Psec
setting server apparatus in order to acquire a setting for said I Psec. 17.
The | PsecEqu,ovhss itigrappamat nespenss donghé Gegluab i sttartuphRéegidge Upon
receiving a request startup nessage for 15 causing said | Psec processing
appar at usaatd fiyiagssiid IRsea prpeestsingeapmgm tusorh ishi ik d Pransmittddg server
apparatus, said |IPsec processing apparatus transmts the request nessage.
18. The IPsezepresedsissgogppratttieraecis mh mgsponse dronlSaidwiRges n sai d

| Psec processing apparatus includes neans for 20 setting an SPD, in which
pol i ci es RXACCEFPNY| #RPEHtYS| PEcthe LPROSISedpartamf gammamicatiethi ch an SA
(security Association) necessary for subjecting an individual kind of
conmuni cation to processing of said | Psec, based upon a distribution

5118, Tie | BUSCITIGh BEkHY AR nep At SR AR FREY Fonfaate 0.1 1000

wherein said IPsec setting server apparatus includes means

for generating SA (Security Association) parameters to be
10 required in the IPsec communication from contents of the request
message and contents of the policies of said IPsec to be applied

to the communication.

13. The IPsec setting server apparatus according to claim 9,
wherein said IPsec setting server apparatus includes means

15 ‘for transmitting a distribution message including at least the
policies of said IPsec and the SA parameters in response to the

request message. @

14. The IPsec setting server apparatus according to claim 8,

wherein said IPsec setting server apparatus includes means

20  for generating a cdmmon secret key to be used in encryption and

aurthentication of said IPsec and a function for distributing
 the generated common secret key to said IPsec processing

apparatus.




wherein said | Psec processing apparatus includes neans for acquiring a
comon secret key to be used in encryption and authenticaji ape@bogai d

| Psec fromsaid | Psec setting server 5 apparatus. 20. The | Psec processing
apparatus according to claim 15, whg&vein said |Psec processing apparatus
i.ncludes neans for retransnmtting the request nessage to said | Psec setting
server apparatus and acquiring new setting informati on before a term 10

of val i di1y. Ol hpsSA SXREESing hopAPal BSGE: 36/ LhNGpUELNOH{lingd Net wor k

whi ch conprises: | Psec processing apparatuses, whic Sec

(1 nt er netPiytdcA0kecELLEN | protHCRIIICBA) thOI TRRGWENY security on the
Internet path in the case where different two centers communicate via the

15 Internet; ahérafinkBiddPsecijrogeseingbppRbatds UsclMiShedp@es | Psec
settings of said | Psec processing apparatuses, wherein said |Psec setting
server apjromreseiviigdesackst ¢p wlhicolshedt IRadc shaabdibegapplied,es of said
| Psec to be applied anong said |Psec processing apparatuses. 20 22. The
| Psec Ssetiydsingevhethelt @t ophgte dngudics 2 Isettihgr fon sadidd IPPeectset ti ng
server apparatus includes a step of specifying policies of said | Psec to be
appl i ed & WodAeGhivVEE Managsdedni 2Ry r Betising demverhapparaus processi ng
appar at us_ based gpjg_)%contents of a request nessage for 25 comruni cation
c

bet ween sHW FRd R TP g FHEVET (RPRIFRTIS - June 2006 - 82 anot her

| Psec processing apparatus received fromsaid | Psec processing apparatus.
23. The | Psec setting nmethod according to claim22, wherein said |IPsec

setting sgy veqnhaPpasal L&cj&gs&qss aﬁpéfgﬂls according to claim 15,

wherein said I?sec processing apparatus includes means for
10 transmitting a request message for communication with another
IPsecprocessing apparatus to said IPsecsetting server apparatus

in order to acquire a setting for said IPsec.

17. The IPsec processing apparatus according to claim 16,
wherein, upon receiving a request startup message for
15 causing said IPsec processing apparatus to transmit the request
message from said IPsec setting server apparatus, said IPsec

processing apparatus transmits the request message.

18. The IPsec processing apparatus according to claim 15,
wherein said IPsec processing apparatus includes means for
20  setting an SPD‘, in which policies for applying said IPsec is
recorded, and an SAD, in which an SA (security Association)
necessary for subjecting an individual kind of communication
to processing of said IPsec,‘ based upon a distribution message

received from said IPsec setting server apparatus.




5 of , upon receiving the request nessage, sending a request startup
message to an | Psec processing apparatus, which is an opposi figezpggty of
communi cati on of an | Psec processing apparatus which has transmtted the
request nessage, in order to cause-s@id- | Psec processing apparatus of the
opposite party of communication to 10 transmt a request nessage for the
communi cation. 24. The | Psec setting nmethod according to claim23, wherein

sai d | Psefg selfjeNgpSeEVEEoARRATR gég'ggge[{ﬁugﬁ% ciac}r%_%g f . {shere is no

response to the request”startup ne sai Sec ‘processi ng

appar at us whi %e&é&ntdaa@fﬁéé@ﬁlmcés%ﬁaeaﬁ@% {RSSARS ddiils £dere is no

response fromsaid | Psec processing apparatus of the opposite party of

- communi Caddfiridd. aTbBemhbls esecitt kag 681 HOLAGT AndieRBripr fdiang?2, Wherein
said I Psec setting server apparatus includes a step of generating SA
(Securit yartdendiiahitdoh ofrsaiel dPsetofbemr it riEdec2@et Bihid sdReec

comuni cation fromcontents of the request nessage and contents of the
poli cides amparatys..Psec to be applied to the comunication. 26. The | Psec
setting nethod according to claim22, 13 June 2006 - 83 wherein said |IPsec
setting server apparatus includes a step of transmtting a distribution
nmessage including_at |least the policies of said |Psec and the SA

par anet erd i n TPEsPBRSE PEPIGRS1NG ARRIFAHS Agrording7to Tekainpdde setting

met hod accor di q to_clai Eﬁzl wherei.n said | Psec, setting server apparatus
i ncl udes a st@"g‘ 5P SR A5G BE EHATIR 9 aRRaR sy 1nG udes Si¥Pncrypti on

and . aut hentlcatl .Ré i C a step, gﬁjistri uting the generated
common secr eta%%eyg'?% 611:?1 ee%%p“rlegsgse S ﬁ% S&ﬁg AtrsSetting Server
apparatus and acquiring new setting information before a term

10 of validity of the SA expires.

21. AnIPsec settingmethod for anetwork which comprises: IPsec

processing apparatuses, which use an IPsec¢ (Internet Protocol

security protocol) for securing security on the Internet path

in the case where different two centers communicate via the

15 TInternet; and an IPsec setting server apparatus, which manages
IPsec settings of said IPsec processing apparatuseé,

whereinsaidIPsecsettingserverapparatusincludesaistep

of collectively managing policies of said IPsec to be applied

among said IPsec processing apparatuses.

20 22. The IPsec setting method according to claim 21,
wherein said IPsec setting server apparatus includes a step
‘of specifying policies of said IPsec to be applied between an
IPsec processing apparaﬁus and another IPsec processing
apparatus based upon contents of a request message for

25 communication between said IPsec processing apparatus and




10 28. The | Psec setting nethod according to claim2l, wherein, upon
receiving a packet to which said | Psec should be applied, saigebBsec
processi ng apparatus judges whether or not to inquire a setting for said
| Psec to be collectively managed &ingan.|Psec setting server apparatus from
said | Psec setting 15 server apparatus. 29. The |Psec setting nethod
according to claim?21, wherein said |IPsec processing apparatus transmts a

request IERSARE ok eEOPUELSAl Rl Ll A0OLOEL ) Fag%%?grg%g%ﬁﬂg%g apparat us

to said I Psec setting Server appa sSIn or setting

for said ARxeGsi3@ appsrdfineC setting nethod according to claim 21,
wherein said | Psec processing apparatus sets an SPD, in which policies for

applying said IPsec is recorded, and an SAD, in which an SA (Security
Associ ation) necessary for subjecting 13 June 2006 - 84 an individual kind
of comurzzat iThe TPspeosesising meithedi dctdsd®ing Heasedupom a di stribution
message received fromsaid | Psec setting server apparatus. 31. The | Psec
setting net hoohasedndiaid ERsec| satrhiy, sdrvweheapparatasd idisd€es@ oogssi ng
apparatus acquires a conmon secret key to be used in encryption and

aut hefit i fi i @peBrecaldlng theeredquesnii Basshdseendigid 4 nggeestvetanpgar at us. 32.
The | Psec setting nethod according to claim21, wherein said | Psec
processi MPSFAFEr g?l?é‘ LBS@H FTOCRESLRG APPArafiufeIdHGh 19 aaPEPPFEER setting

" server apngafarratu% and acquires new setting information before a term of

val i di ty R Hh8 5%0‘592’611%@%:‘10&3’% GRelBeRR Progessing apparatus which

has transmitted the re{juest message, in order to cause said IPsec
processing apparatus of the opposite party of communication to

10 transmit a request message for the communication.

24. The IPsec setting method according to claim 23,
wherein said IPsec setting server apparatus includes a step
of, when there is no response to the request startup message,
-notifying said IPsec processing apparatus which has transmitted .
15 the request message that there is no response from said IPsec

processing apparatus of the opposite party of communication.

25. The IPsec setting method accofding to c¢laim 22,
wherein said IPséc setting server apparatus includes a step
of generating SA (SecurityAssociation) paraméters toberequired
20 in the IPsec communication from contents of the request message
and contents of the policies of said IPsec to be applied to the

communication.

26. The IPsec setting method according to claim 22,




ABSTRACT There is provided an | Psec setting server apparatus capable of
preventing inconsistency of setting anmbng communicating appRhaboEes. An
| Psec processing section subjects a data 5 communi cati on packet received
froman interface section to | Psec- ggocessing. An SPDis referred to from
the | Psec processing section and records policies for applying the |IPsec.
An SAD is referred to fromthe I Psec processing section and records an

sAnecessar yf 08ubj £ Shi ¢ Bl et ual VKbl COITURN GALE QL) Lo the

| Psec processing. A request processing sectl eives a setting request

message fgotrbhen] sy B @CESSITHEiRRPALS&EATe 13BHul DY S 18a8t SiHd but i on
nmessage. | Psec policies necessary for determining a requested setting are

stored i palidilebredhehianPseel a6d thleOsRPAranete O inl FIdMRId €8 @k respective
ki nds of SA 15 communi cation requested to be set is stored in a nmanagenent
- tabl e. Fimpquest message. : ‘

5 27. The IPsec setting method according to claim 21,
wherein said IPsec setting server apparatus includes a step
of generating a common secret key to be used in encryption and
authentication of said IPsec and a step of distributing the

generated common secret key to said IPsec processing apparatus.

10 | 28. The IPsec setting method according to claim 21,
wherein, upon receiving a packet to which said IPsec should
be appiied, said IPsec processing apparatus judges whether or
not to inquire a setting for said IPsec to be collectively managed
in an IPsec setting server apparatus from said IPsec setting

15 server apparatus.

29. The IPsec setting method according to claim 21,
wherein said IPsec processing apparatus transmits a request

message for communication with another IPsec processihg

apparatus to said IPsec setting server apparatus iﬁ order to

20 'acquire a setting for said IPsec.

30. The IPsec setting method according to claim 21,
wherein said IPsec processing apparatus sets an SPD, in
which policies for applying said IPsec is recorded, and an SAD,

~ in which an SA (Security Association) necessary for subjecting




10
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an individual kind of communication to processing of said IPsec,
baseduponadistributionmessagereceived fromsaidIPsecsetting

server apparatus.

31. The IPsec setting method according to claim 21,
wherein said IPsec processing apparatus acquires a common
secrét key to be used in encryption and authentication of said

IPsec from said IPsec setting server apparatus.

32. The IPsec setting method according to claim 21,
wherein said IPsec processing apparatus resends the request
message to said IPsec setting server apparatus and acquires new

setting information before a term of validity of the SA expires.






