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SPECIFICATION DATA COMMUNICATION METHOD AND SYSTEM
TECHNICAL FIELD [0001] 5 The present invention relates to a data
communication method and system that use public-key cryptography.
BACKGROUND ART [0002] With the current dramatic improvements in
the processing capability of 10 information processors such as personal
computers, and moreover, the accompanying expansion of the

communication infrastructur iti re increasing for using a
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network such as the Interne ansmit and receive personal information

or company Jfarmasiam e e3dity SAeario P ehpol epygTaspecome

increasingly important for concealing such 15 information to prevent
disclosure to a third party. [0003] Common-key cryptography is known as
TESpdN)piédd MEdHad for concealing data that are transmitted and received.
0 i is type of cryptography, terminal devices that transmit and receive
[ with each other 20 use a common key to encrypt and decode the
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to Business) and BtoC (Business to Consumer) transactions in recent
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example, see Japanese Patent

BACKGROUND ART
[0002]

With the current dramatic improvements in the processing capability of
information processors such as personal computers, and moreover, the
accompanying expansion of the communication infrastructure, opportunities
are increasing for using a network such as the Internet to transmit and
receive personal information or company information. As a result, security
technology has become increasingly important for concealing such

information to prevent disclosure to a third party.

[0003]

Common-key cryptography is known as one typical method for
concealing data that are transmitted and received. In this type of
cryptography, terminal devices that transmit and receive data with each other
use a common key to encrypt and decode the data. With the expansion of
electronic commerce such as BtoB (Business to Business) and BtoGC
(Business to Consumer) transactions in recent years, PKI (Public Key
Infrastructure) is also receiving attention (for example, see Japanese Patent

Laid-Open No. 2001-216270).
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Laid-Open No. 2001-216270). [0004] In public-key cryptography that is
known as the basic PKI technology, a public key is used to encrypt
transmission data, and a secret key that is a pair with the public key but
that is not published is used to decode the 5 received data. This public
key cryptography uses different keys on the transmission side and
reception side and therefore increases the level of security over that of
the above-described common-key cryptography. However, the public-key
[0@PWtography requires a relatively long time-for the processes of
encrypting and decoding data, and common-key cryptography 10 is

theref r&%g&%ﬁ%‘%@?}%ﬁ%gﬂg WO%%W@E‘Q&@M ]}ﬁég?wﬁoiogy, a

specific partne nique for increasing the level o
pUiRoRAIMeNE aghie ey thenahoverdeskiee dnublicdeapiiel/sbatebiey
(PKI key) is disclosed in, for 15 example, Japanese Patent Laid-Open No.
pa200IBE¥3PUbIic ey tuehihiatis, nolepuddich eifgerpsied i rdaeosiedtae
random number that is obtained from th(FI lr&gerpr%ﬁt IS ug dtoen g t the
roRlYRE R8BI, (D108 DHPREY-DOREOGERES A £5 AIBFERL Y9 00 By
wRRICe AP ARSI iaR Sile el anlndre iaiRBruIs dRia @0l e
reception-side terminal device that decodes the data must have a

SEUNHAVEEhANS thesefothatitsosbuts catanhyrweyyatrgptetwapkynust
deliver the common key to the ‘ )

However, the public-key cryptography requires a relatively long time-for the

processes of encrypting and decoding data, and common-key cryptography

is therefore generally more appropriate for data communication with a

specific partner.
[0005]

A technique for increasing the level of concealment achieved by the
above-described public key and secret key (PKI key) is disclosed in, for
example, Japanese Patent Laid-Open No. 2001-357371. In this technique,
the user’s fingerprint is read and a random number that is obtained from the

fingerprint is used to ericrypt the PKI key itself.
[0006]

In the above-described common-key cryptography, both the
transmission-side terminal device that encrypts data and the reception-side
terminal device that decodes the data must have a common key, and a user
that transmits data by way of a network must deliver the common key to the

communication partner by some method. In data communication systems in



communication partner by some method. In data communication systems
in 2 recent years, the above-described public-key cryptography is used as
a means for more safely delivering a common key. [0007] However, in a
method for transmitting a common key by public-key cryptography, the

recGRMEAAN #RYalseH dlihmuhpepctyied pualeased ontadiae netuork foantbre
the danger therefore exists that a third party with malicious intent may

safely drUXRHRS 3RQTEBIMSH key. [0008] Alternatively, when data are

transmitted and received using only public-key cryptography, the secret
key must similarly be delivered to the communication partner, and as a
[ Pézi/ult, there is a danger that the secret key may be stolen by a third party
havingwmalicions intarivihendhempatvarinis useddiarmelverthebsegrablic-key
key. [0009%}%21 other words, data communication systems of the prior art "
crygisteRl frBit tRBTHRB BN ALY eA@vW&eﬂﬁf@é%@§pfﬁaﬁg%?§%&m8}me%ﬂf :

and 8 ALK IS Bl aysReHsept tifrdnaey NS LHRISIIREIRET HEy appropriate
INVENTION [0010] Embodiments of the present invention seek to provide

the IBBCEFBMunication method and system that use public-key
cryptography that can raise the level 3

[0008]

Alternatively, when data are transmitied and received using only public-key
cryptography, the secret key must similarly be delivered to the communication partner,
and as a result, there is a danger that the secret key may be stolen by a third party having

malicious intent when the network is used to deliver the secret key.

[0009]
In other words, data communication systems of the prior art suffered from the

problem that the risk of interception of a common key or secret key must always be kept

in mind.

DISCLOSURE OF THE INVENTION
[0610]
Embodiments of the present invention seek to provide a data communication

method and system that use public-key cryptography that can raise the level



of concealment of data that are transmitted and received by way of a
network and thus improve the level of security. [0011] In accordance with
a first aspect of the present invention, there is provided a data
communication method, said data communication method being of the

of @lishkey: srypiagraphyetypeastatihathruthenicatinguasers thatramsani thus
.__and receive data by way of a network and for encrypting said data for
ImppoYRIFSSIEH A& ption: said data communication method comprising

the steps of: acquiring biometrics data of said users by using a biometrics
acquisition device for acquiring biometrics data in which biological
[90kbrmation of said users has been converted to numerical values;

trangittipgihiemetnics fatasghatdrave hesneequiieshag g uinteatrdor data
authenticating said users from user terminal devices used by said useys,
coNERIER IR BE sARKSAEr SROTELNISANER e Pag At e WHHEIE e

crydtechipmatiesisiataRhaaichusais dhethavg heamiegisiesceive VNGRS a
a database and said inquiry data that have been received from said user

NetORirAIt OIceTRISE pRIS B FonciRtP T SiiBuIRE ETERsatdd data
coaRhRIRANbednforpaleRi ahihdigaies: the;draresiohsimdatiybateaemsers
said inquiry data and said registration data; and said server. device

by HSAR IR fBRHIRY PR LARHRXIC 0T THE TR GIOMSIFS data Brifhs b bk ogical

infhakHse S thauserdarieah devicerant therimilantusfermatianf thenetrics
user that is the communication partner; said user termjnal device, based

datan, thragiBaRiBRCH At HE h AV dNgEEN AR ARPIRAT D esRls RS R AT user
rerR@EN ReMiradising saif hianatrigsasayigiiencdavigeswsasdbasamaed on

function as said server device to calculate its own user's similarity .
registiriRatdHa R TuREQORE iyl o stitliaEsbRbdacsaRgn Tegistered in
advesistiationigatasensh §aldiincidny:-¢lalma aind: SRidUSBEABIRAY from said user
terminal devices, uses a prescribed function to calculate for each said user similarity
information that indicates the degree of similarity between said inquiry data and said
registration data; and said server device transmits to each user terminal device the
registration data of the user that uses that user terminal device and the similarity
information of the user that is the communication partner; said user terminal device,
based on registration data that have been received and inquiry data that have been
acquired using said biometrics acquisition device, uses the same function as said server
device to calculate its own user’s similarity information that indicates the degree of
similarity between said registration data and said inguiry data; and said user terminal
device, based on its own user’s similarity information that has been calculated and the
similarity information of the user that is the communication partner that has been
received from said server device, uses a common function for cach of said user terminal
devices to generate a common secret key for decoding data that have been encrypted and

transmitted from the user terminal device of said communication partner.



device, based on its own user's similarity information that has been
calculated and the similarity information of the user that is the
communication partner that has been received from said server device,
uses a common function for each of said user terminal devices to
[00gBerate a common secret key for decoding data that have been
encrypted and transmitted from the (f%r terminal device of
c

aid . .
oA ARARBR pSHdr S 150 FIRFTh e BEERL R Qi i s SEeYidee =
datéh@amgﬂﬁﬁmﬁm\ﬁewmﬂ;we aprevidedidcatada commubitation shstarblic-key
said data communication system being of the public-key cryptograph
CrYRRRIRR DO ARRERRARAT GaRPS ms&%?@ﬁém@gﬁaﬂf@% @%@M@? &
net@oREWRIkfaNcfRFeNBY PG Saith dada femiansivission ardeereptiond data
said data communication system comp\r‘jgi g:,user'tgerminal dev'bces:.t at

COMPYHSBPBY X PUSRIE TR AfEB AT OV it Al bty Sud vsers

thaPEQUSHIOs Sevieernn acsiuifing diaietsicedatside whighybiehedicahetrics data
information of said users has been converted to numerjc values,, thal

in which higdoginal BISHBHIEY A qaISiHoN R A S GRRE BRGHeMEL S Btes: that
eacHSBESsANgidhateach dranssitthecbipaettcsoiatai thahhaveubaenacduireach
as inquiry data for authenticating, said users; and a PKI server devijce . |
tranapt R RBGTREE SHithE drhBage bR Led %&%Féoﬁ aa%\lia?r% enticating
saiflegistiatipn datas whish-ag-biematicssdala afcgaidithsarsiatipase hacaivicty are
said inquiry data from said user terminal devices, based on said
regieigtthdfichivaata Arreuakphdaify thiE! JEed RBRILEHBERE fohetign ™S upon

recCRGIYate S Qﬁ(ﬁﬁﬁh ohsaidmsena sitilaebidafamationdndicatingtieegistration
degree of similarity of said inquiry data and said registration data; and

datgrgRd iid iBaehE e RS HIRETYEDRE e g Khepion daleofdfe OLsa users
sinfhatNseshatiserigning deviegandithasinitarity ifermation efithend said
. regLijsSt?artitor:la Ei.!;a; and transmits to each user terminal device the registration data of the
user that uses that user terminal device and the similarity information of the user that is

the communication partner of the user of that user terminal device; wherein each said
| user terminal device: based on registration data that have been received from said PKI
server device and on inquiry data that have been acquired using said biometrics
acquisition device, uses the same function as said PKI server device to calculate its own
user’s similarity information that indicates the degree of similarity between the
registration data and the inquiry data; and, based on its own user’s similarity information
that has been calculated and the similarity information of a user that is the
communication partner that has been received from said PKI server device, uses a
function that is common to each of said user termninal devices to generate a common
secret key for decoding data that have been encrypted and transmitted from the user

terminal device of said communication partner.
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the communication partner of the user of that user terminal device;
wherein each said user terminal device: based on registration data that
have been received from said PKI server device and on inquiry data that
have been acquired using said biometrics acquisition device, uses the
f00same function as said PKI server device to calculate its own user's

similarity informatio indicates the degree of similarity hetween th
regli‘%ra%/on 1'GEE8 and'th Z%E}n((?wrye&za;}e taltlr?d egglgdl%\ﬁe io%v%ﬁ?eﬁ p}‘()\?lded ?
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dexeacbbeﬁ:sandgjsemammnaladqmmmo:lgemefarezaqummgimnngeaceﬂkwrﬁcwhlch

e
blO? co dﬁﬁ%{}t&ato ve been ekpa%r)llzpted and tr@r&smltted from the .use

ewceo sai aéommunlcatloeﬁnpﬁr NeF. 4 fSOTf ﬁrlﬁagé\fggﬁ %n%%d 4
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similarity information that has been calculated and similarity information of a user that is
the communication partner that has been received from said server device, uses a function
common to each of said terminal devices to generate a common secret key for decoding
data that have been encrypted and transmitted from the terminal device that is used by

said communication patner.

[0011c]

In accordance with a fourth aspect of the present invention, there is provided a
terminal device used by a user for fransmitting and receiving data that have been
encrypted by means of public-key cryptography by way of a network, said terminal
device comprising: a biometrics acquisition device for acquiring biometrics data in which
biological information of said user has been converted to numerical values; a processor
for using said biometrics acquisition device to acquire biometrics data of the user and

transmitting the biometrics data, that have been acquired as inquiry data for

4b



have been acquired using said biometrics acquisition device, uses a
prescribed function to calculate its own user's similarity information that
indicates the degree of similarity between said registration data and said
inquiry data; and based on its own user's similarity information that has
autbaeivatalg shdedsem dosimiadtydefmanatiba oicanagedebmeifoniseoring in advance

as (CRRMHPICAHLRBRIRES hat hasbeen receivad (i RpItSeReEARMCRherein

.uses a function common to each of said terminal devices to generate a .
saick SSHFBR SEXRSt RES P UETHRIRG B AAANBT MRS BEThLHEr Préd dnge m said
metnansndittect framd theyténmidah dehdcentivat icaseechyirsdididommnididationrtrics
acc%%%ﬁ%{f [QeQ/]rc]e?] &%@%&5&%&“&?&&"%&&%% asRaALRT ihe RIESE s similarity
_ Invention, there Is provided a terminal device used by a user for .
inforardioniing B FEeRAls UseLiAPHaUE ebpednt Hyiaesegnd said
inqRubliedseweryptegraphy bywayeos singhmorknsaitdesminal fdeWeen calculated

omprising: a biometrics acquisition deyice for acquiring biometrics data in

o skt S (o e R PR 5 S e
recoieSom protessst doricsiteesaidubidivrthiesiacquigitiprodevicelisaiktpumenal
deRiemetucsdata ebiamss et and dransmitibach thebiometrics datathadhayand

been cguireij as in ui]ry data for 4b au h?entic ting said user, to a server
LrARRIALE é%@FHBC}V ic& ?téfo‘%ﬁ?é A SV AREE AL NSRS data

biometrics data of its own user that uses said terminal device, wherein
[Ogsla}igij terminal device: based on registration data that have been stored in

advance in said memory device and inquiry data that have been acquired

usin!sSRP RO AT S RSHISH G SBIORPHES e d TuRBtdn tylogical
infeatciiateoit @i usen's:airitariymafoninatiossthat inelicatasttheitegreeeof that

tra%%“%%’ B‘é‘éwg%ﬁté?é% %9&%3%%6%5%@3%§ %Qa, the same secret key {common

secret key) are generated at each of the user terminal devices used by users.

[0012]

The data communication method and system that use the public-key cryptography
in the embodiments of the present invention can eliminate the need to release common
secret keys onto the internet and thus reduce the risk of interception of secret keys. In
particular, the biometrics data are different bit sequences for each extraction, and the
common secret Keys that are generated based on the biometrics data therefore also differ
for each instance and thus have validity only as one-time keys. As a result, the level of
security of communication realized by public-key cryptography that uses these common

secret keys can be improved.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013]

FIG. | is a block diagram showing the configuration of the first embodiment of

the data communication system of the present invention.
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inquiry data; and based on its own user's similarity information that has
been calculated and similarity information of a user that is the
communication partner that has been received from said server device,
uses a function that is common to each of said terminal devices to
generate a common secret key for decoding data that have been
encrypted and transmitted from the terminal device that is used by said
communication patner. [0011 d] In embodiments of the present invention,
biomEtficL data iorkidisaiemoraawine @Rsersropesetde sonfigueatian of
'&%P%ilcal valuges are sed tq apthenticate users that transmit and receive

Ra"H55 &‘ﬂﬁetr? BYIEics data, the same secret key (common

secret key) are generated at each of the user terminal devices used by

users (903 24 Bhachraisqmmisiainm metindaahaysie ot that coefifieration

public-key cryptography In the embodiments of the present invention can
ofItherfinst treentesehivabiadececehtmonindel§retikeys onto the internet and
thus reduce the risk of interception of secret keys. In particular the

biomeirics,datg e ifetenhBlL seaencas oL SaPArACton. 8 e s

common secre eys that are gen ase |ometr|cs

dhaisinrecnlssr diten el eaernpianaemagstews bR RltiBroMY&Rtion.

one-time keys. As a result, the level of security of communication realized
by public-key cryptography that uses these common secret keys can be
imprdvéy. BRIEFDESER mwwmmtrhersr@mmnm@fq@@qssiSF%th@s a

S e e R D s el

invention,

FIG. 6 is a flow chart showing the succession of processes of the third

embodiment of the data communication system of the present invention.

FIG. 7 is a flow chart showing the succession of processes of the fourth

embodiment of the data communication system of the present invention.

- BEST MODE FOR CARRYING OUT THE INVENTION

10014}
Explanation next regards the present invention with reference to the

accompanying figures.

[0015]
(First Embodiment)

The data communication system of the first embodiment realizes
public-key cryptography by means of PKi without releasing secret keys to the

network by both using biometrics data in which biological information of a
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4c FIG. 2 is a block diagram showing an example of the configuration of

the PKI server device shown in FIG. 1. FIG. 3 is a block diagram showing

another example of the configuration of the first user terminal device

shown in FIG. 1. 5 FIG. 4 is a flow chart showing the succession of

processes of the first embodiment of the data communication system of

the present invention. FIG. 5 is a flow chart showing the succession of
rocesses of the secand embodiment of the data comrjpuniﬁf'iuio(r_sJ sgjtem

gt

UL AR A IIRTREEH: 115 R{eng B F R SHRRIG tHe 8
sIPhPERGE S5 RHES thirdrearRaf AR NOfdhR AR ARMILN RN B¥HSMt

of the present invention. FIG. 7 is a flow chart showing the succession of
apdocesses datheafalrifasstboditheritioftbidatdatanyenaicditionisy temef
the present invention. BEST MODE FOR CARRYING OUT THE
SERAEE KEY AR HTTO0 SECESIIIENARFrERER PhySe R iR ifRe KR ARth
y %ﬂggﬁ%tg ég% accompanying figures. [0015] (First Embodiment) 20
e data

communication system of the first embodiment realizes

public-key cryptography by means of PKI without releasing secret keys to
[ab@6hetwork by both using biometrics data in which biological information

ofa Biometrics data normally cannot obtain exactly the same bit sequence
with each extraction, and the determination of whether an individual is in fact
a user is realized by means of the similarity between biomeirics data that
have been exiracted (hereinbelow referred to as “inquiry data”) and
biometrics data that have been registered in advance (hereinbelow referred
to as “registration data”). Accordingly, when inquiry data are used that have
a bit sequence that is absolutely identical to that of inquiry data that were
used in the past, there is a high possibility that a third party having malicious

intent is posing as a user.
[0017]

In the present embodiment, each user terminal device uses biometrics
data having these properties to generate a commeon secret key, which is a
one-time key, with each communication with a specific partner, whereby the

level of concealment of data that are transmitted and received is improved.
[0018]

FIG. 1 is a block diagram showing the configuration of the first

embodiment of the data communication system of the present invention, and
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5 user such as a fingerprint, iris, veins, handwriting, signature, hand or .
face shapes is converted to numerical values to authenticate users that
transmit and receive data and, based on the biometrics data, generating
the same secret key (common secret key) on each of user terminal
devices that are 5 used by the users. [0016] Biometrics data normally
cannot obtain exactly the same bit sequence with each extraction, and
the determination of whether an individual is in fact a user is .reali§e1tﬂet)¥,Ki

FIGn@aissads itk <liaiseiny 5Rents Moramiel AR aH HHRIGEN

extracted (hereinbelow refeHL_t tg? as "inquiry data") and biometrics data

senyRl PAVEDIAT R GRENET ance (hereinbelow referred to as

“registration data"). Accordingly, when inquiry data are used that have a
[Odqigjsequence that is absolutely identical to that of inquiry data that were
used in the past, there is a high possibility that a third party having

malicious 15 intent is posing as a user. [0017] In the present ..
cmBocat EaEHRLcr R e TR LA BRAAAE Taberls

ving

S e e I

anlf\&lfePnsepivenial detadbatartrans iterhyngseedivettassmitting
improved. [0018] FIG. 1 is a block diagram showing the configuration of
anhedirsiving data, these user terminal devices 14 and 12 being provided
with biometrics acquisition device for acquiring biometrics data of the users;
and PKI server device 4 that irﬁpiements: registration of biometrics data that
are transmitted from first user terminal device 1y and second user terminal
device 1., authentication of each user that uses biometrics data, verification
of the validity of registration data and inquiry data used in authentication, and
transmission and reception of data that have been encrypted among each of
the user terminal devices uéing pub!ic*key cryptography realized by PKI.
First user terminal device 14, second user terminal device 1z, and PKI server
device 4 are connected so as to allow intercommunication by way of network
5 such as the Internet. A configuration is shown in FIG. 1 in which one PKl
server device 4 is connected to network 5, but PKI server device 4 may be of

a configuration that realizes various functions by means of a plurality of

server devices.
[0020]

PKI server device 4 is an information processor such as a
workstation/server computer that is provided with communication capabilities

for connecting to network 5, and is managed by, for exampile, a service
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embodiment of the data communication system of the present invention,
and 6 FIG. 2 is a block diagram showing an example of the configuration

- of the PKI server device that is shown in FIG. 1. [00191 As shown in FIG.
1, the data communication system of the first 5 embodiment is of a
configuration that includes: first user terminal device 1, and second user
terminal device 12 that are used by users for transmitting and receiving
data, these user terminal devices 11 and 12 beingi provided with

provittestine RueRages: it dRiE P REYUNICRIBR PSR MR8 AIRS Bk,

~and PKI vice 4 that impl ts: registrati ' ' t

RS0, SV AT 14E R B S0 SR user

oplSHBRlRACEAAZ SHIAIRM SRgh usishabssemrinaItoR dat.
verification of the validity of registration data and inquiry data used in

ardlidheoiichtionr anthitrahdersion and idfceptativof pracetsarh aushesn
encrypted among each of the user terminal devices using

blic-k

PatBABL RN EiRz EDAP HReraeNa Sligal Q@ﬁ%ﬁ%&%ﬁ%ﬁéepﬁlilf’fé’g%@‘e
terminal device 12, and PKl.ser ice.4 t

el RN AL Ry Uy B R o 2GR ARt Oh

n&Qniausation isstrewndn ok Wewdisons BE4usenyebideniteact isata of
connected to network 5, but PKI server device 4 may be of a o
usmsfigurationdtat tediizessanricusivactevicsy meansirAYRea RF@HISGION

server devices. [00201 , .
device 2, is connected to second user terminal device 12,

[0021]

As shown in FIG. 2, PKI server device 4 is of a configuration that
includes: processor 10 for executing processes in accordance with prggrams,
input device 20 for applying input such as commands and data to processor
10, and output device 30 for monitoring the processing results of processor

10.
[0022]

Processor 10is of a éonﬁguraﬁon provided with: CPU 11, main
memory device 12 for temporarily holding data necessary for the processing
of CPU 11, daté storage device 14 for storing information such as PKI keys
and biometrics data of each user, recording medium 13 in which are stored
control programs for causing CPU 11 to execute processes of the present
invention, memory control interface unit 15 for controlling the transfer of data
between CPU 11 and main memory device 12, recording medium 13, and

data storage device 14, /O interface unit 16 that is the interface device with
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PKI server device 4 is an information processor such as a
workstation/server computer that is provided with communication
capabilities for connecting to network 5, and is managed by, for example,
a service 7 provider that manages the data communication system of the
present invention, or by a third party that is entrusted by the company
with the operation of the data communication system. First user terminal
device 1, and second user terminal device 12 are information processors

insuttasce @6rsmaadetpubdesisFADAB P cryaak Digptie sl Alsdpigstd)’
or portable telephones provided with communic%tion cagf%ﬁties for

thabribiadare o Gos BIBI%EER AL HaHeR QY NEY 21 1F Aty
lometrics of_users.i KiirglAser tgimingl device 11, and
th%ﬁfm@tﬁ%&ﬁ%ﬁﬁsﬁﬁ %Sgl\ﬁgceg ggﬁ%@%ﬁne&teﬁossecond user terminal
device 12. 10 [0021] As shown in FIG. 2, PKI server device 4 is of a
[oo@afiguration that includes: processor 10 for executing processes in
accordance with programs, input device 20 for applying input such as

ComEDGs o et e S 0 ST QBB I

rocessor

fgwiation roKBed Wil aCEkho®3iin MEBRROIBYiGR 44 tRkt has
be%é??‘népé%rgﬁ? ﬁéﬁ{ﬁnglg é(;lata ne%essary for the processingﬁo@PU 11, data
h&terageoiewitin Yédorditayingititormi@ioRscohdaggAKediays 13 may be a
magnetic disk, a semiconductor memory, an optical disk, or another

recording medium.
[0024]

First user terminal device 1 and second user terminal device 1 are of
a configuration that is basically the same as the configuration of PKI server
device 4 with 1thle exception of: the provisio_n of biometrics acquisition device,
and moreover, differences in the information stored in data storage device.

Accordingly, detailed explanation of this configuration is here omitted.
[0025]

As shown in FIG. 1 PK! server device 4 is of a configuration provided
with authentication unit 8 for implementing a user'aut_hentication process
using data received from first user terminal device 1 and second user
terminal device 15, and PKI processor 7 for transmitting and receiving data
that have been encrypted between user terminal devices using public-key
cryptography by means of PKI; the functions of authentication unit 6 and PKi

processor 7 being realized by the above-described processor 10. Data
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20 and biometrics data of each user, recording medium 13 in which are
stored control programs for causing CPU 11 to execute processes of the
present invention, memory control interface unit 15 for controlling the
transfer of data between CPU 11 and main memory device 12, recording
medium 13, and data storage device 14, I/O interface unit 16 that is the
interface device with 8 input device 20 and output device 30, and
communication control device 17 that is the interface for controlling
stoemeiaidetidd lof REY sfnrer dewiesid isesevisinapuiienbicsagiiBing
connected by way of bus 18. QOZ%] 5 Processor 10 executest %rogesns S
dadpbRs Bt GBHREIIRR SR B8 LSRR Y F Bl Th&dlk i ¢ &

oA LSRR s s e

wiSEFARMNGieseBP iysparRpiieal tiskefor arnatinest tnsaskag tisdiatabise
[0024] First user terminal device 11 and second user terminal device 12

aratdisifoaiogniandatisharahoveasiealiperastireieadienceni §urdiion of
PKI server device 4 with the tion,of; the provision of bi Fi
RO BURIE 208 MOTE0 o AHRIGACRe IR oo didng or
0 [} e lled-paptarpgenref kg st
reggﬁg rg%ﬁﬁﬁgécﬁi‘%%%?é%%%ﬁ %%?k%wn inﬁq;?G. 1,rPKI S?‘ersvg?age
urlevice disisif areostigotaloh peovideatys, this repository and storage unit

being used in the above described PKI processor 7.
[0026]

As described in the foregoing explanation, biometrics acquisition
devices 24 and 2, for acquiring the biometrics data of users are connected to
first user terminal device 1; and second user terminal device 1, respectively;
and in memory dev%ces 3; and 3y in the biometrics acquisition devices are
stored, for example: inquiry data, registration data, PKI keys that are used
when transmitting data to and receiving data from a PKI server device, and
the common secret keys that are used when receiving data from the user
terminal device that is the communication partner. The inquiry data,
registration data, PKI keys and common secret keys may also be stored in
the data storage devices that belong to first user terminal device 14 and

second user terminal device 1..
[0027]

As shown in FIG. 3, biometrics acquisition devices 2; and 2, may also

be incorporated in first user terminal device 14 and second user terminal

10
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with authentication unit 6 for implementing a user authentication process
using data received from first user terminal device 11 and second user 20
terminal device 12, and PKI processor 7 for transmitting and receiving
data that have been encrypted between user terminal devices using
public-key cryptography by means of PKI; the functions of authentication
unit 6 and PKI processor 7 being realized by the above-described
processor 10. Data 9 storage device 14 of PKI server device 4 is provided
davitie bionespistivdyabasthBicaswhichuie brimerwsiaatienresrniisekeys
are registered and biometrics data lapsed list 62 in which ar%ﬁre%i%ered

artﬁd%ﬁ@?ﬁ&ng%ﬁﬁrﬁ;rk%dﬁ%ﬁﬁﬁtw_ B@éﬂef&?%’nﬁeﬂ&?ﬁw@ 8 HfRot
adfAReh lisidalasashd anddstiheing used nhe aeyRydRpriBath

ication unit 6; an pository re stored PKI public

sthpygegedivd e tHsa ReMtiROe Mkt agieing daiaavite deeh u serd eruiTad
device, and PKI secret key storage unit 72 in which are stored PKI secret
usenisrininakpedicsn afeetbicys ik Fhgdiseaws prBdnedlisatinap!
. PKI processor 7 10.#10%26] As described in the foregoing explanation,
f'rﬁ’f &tr 8§r3’5@1igﬁ|‘6 © dévices 21 and 22 for acquiring the biometrics data
of users are connected to first user terminal device 11 and second user

[ozajinal device 12, respectively; and in memory devices 31 and 32 in the
biometrics acquisition devices are 15 stored, for example: inquiry data,
registration data, PKI keys that are used when transmitting data to and

receNifg @A 1eRIstEtRR galfd Khieys, and common secret keys

may also be stored on another external recerding medium that can be
connected to each user terminal device such as: an IC card, a hard disk
device, a floppy disk, a CD (Compact Disk), a magneto-optic disk, a DVD
(Digital Video Digk), a USB (Universa! Serial Bus) memory, an SD memory

card, or a memoaory stick.
[0029]

In this cése, PKI public key A is the public key that is used when
transmitting data from PKI server device 4 to first user terminal device 14
used by user A, PKI public key B is the public key used when transmitting
data to second user terminaildevice 1, used by user B, and PKI public key &
is the public key used when fransmitting data to PKIl server device 4 from
first user terminal device 1 and second user terminal device 1,. In addition,
PKi secret key A is the secret key used when decoding data that have been
transmitted from PKI server device 4 to first user terminal device 1 that is |
used by user A, PKi secret key B is the secret key used when decoding data

that have been transmitted from PKI server device 4 to second user terminal

11
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the common secret keys that are used when receiving data from the user
terminal device that is the communication partner. The inquiry data,
registration data, PKI keys and common secret keys may also be stored in
20 the data storage devices that belong to first user terminal device 11
and second user terminal device 12. [0027] As shown in FIG. 3,
biometrics acquisition devices 21 and 22 may also be incorporated in first
user terminal device 11 and second user terminal 10 device 12,

derespdetivasyl by tﬁﬁet&s@ﬁddﬂﬁySﬁﬁ%@%}@?sﬁdﬁdﬁ%lﬁ%fﬁ@%ﬁegn‘ﬂhe”
common secret keys may be stored in memgqry devi in.hi ICSe.

IeRRRR AR B4 R SAGRB RS B TSR B Ly Bl
to, . device . t [ [ ige 11 and d

o e T S e ey e
modification of first user terminal device 11. [0028] The inquiry data,

{O0agistration data, PKI keys, and common secret keys may also be stored
on another external recording medium that can be 10 connected to each

user_terminal device such as: an IC ca h ' ' I :
disk; R/ (EBMPRE Bk %}Wa’g%‘é 05%%?%??3@&??%@%&%%@%%‘”9
disa PrATB L EIVE Rl R BYS S2RIelyussr SR mesieiyvicard, oo first
memory stick. [0029]
user terminal device 14, and common secret key KB is the secret key used
when decoding data that have been transmitted from first user terminal

device 11 1o second tjser terminal device 1.,
[0031]

Using FIG. 4, the following explanation regards the succession of
processes of the data communication method of the first embodiment shown

in FIG. 1.
[0032]

As shown in FIG. 4, in the first embodiment, before the transmission
and reception of data between user A and user B, one user such as user A
carries out operations for transmitting a request to produce a common secret
key from first user terminal device 1+ to second user terminal device 1, that
belongs to user B (Step A01). At second user terminal device 15, upon
receiving the request to produce a common secret key from first user
terminal device 14, user B implements operations to respond with an

acceptance of the request to first user terminal device 14 (Step AG2).

12
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15 In this case, PKI public key A is the public key that is used when
transmitting data from PKI server device 4 to first user terminal device 1
used by user A, PKI public key B is the public key used when transmitting
data to second user terminal device 12 used by user B, and PKI public
key S is the public key used when transmitting data to PKI server device
4 from 20 first user terminal device 11 and second user terminal device
12. In addition, PKI secret key A is the secret key used when decoding
[0@38] that have been transmitted from PKI server device 4 to first user
terminal device 11 that is used by user A, PKI secret key B is the secret

key Kg?fs[%'v fnen eeﬁ:no%ia gg%%?e tT?HL?’reAbﬁg%t@?ﬁﬂqmsf r8§és%'ﬁbﬁ§ el

devic 0°'second user termina evice 1 y user B, and PKI

uSeBIBRIEY @ isdheisasretikersedavhesuidedsidingtbatadhtt bauedre®mand
transmitted to PKI server device 4 from first user terminal device 11 and

bisetamidadatadminay datiteMa e0BothsRuRHN ddaTrReHbastrReRS KA

is the secret key used when decoding data that have begn, tr smit{ed ¢
coNing SeEb AN EINSROET ST ARt Yl TBRRAPHd0I e 2

COMMOn SRErRL Ky KR Agspdmasiataatirst
U‘cﬁ%rve ngﬁ ?a%%%ﬁﬁéﬁ?r%ﬁé%ﬁé%?%ﬁ%? (ge{\bﬁjcje 11)?0 second user
uderrpinalifavins b2 10RA34IPRDFUBIck dheSetiawiog prptaadtiab are

regards the succession of processes of the data communication method
trahgmeitiest ioncbodpat mahongata Ma of user A.

[0034]

Similarly, in second user terminal device 1, that has accepted the
request to produce a common secret key, user B implements operations to
use biometrics acquisition device 2, to acquire the biometrics data of user B,
and the biometrics data (inquiry data) Mb are stored in a prescribed memory
device, and further, the biometrics data (inquiry data) Mb are transmitted to
PK] server device 4 with appended information of user B and the
communication partner (user A) (Step A04). At this time, second user
terminal device 1, may use PKI public key S to encrypt the data that are

transmitted to conceal inquiry data Mb of user B,
[0035]

Upon receiving the biometrics data of user A from first user terminal
device 14 (Step A05), PKI server device 4 first determines whether the

received data have been encrypted or not. If the received data have been

13
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in FIG. 1. [0032] 15 As shown in FIG. 4, in the first embodiment, before
the transmission and reception of data between user A and user B, one
user such as user A carries out operations for transmitting a request to
produce a common secret key from first user terminal device 11 to
second user terminal device 12 that belongs to user B (Step A01). At
second user terminal device 12, upon 20 receiving the request to produce
a common secret key from first user terminal device 11, user B
enoppsdHtbperativfe icecspens Wit sacrridepitanie deansealgesiapived
first user terminal device 11 (Step A02). 12 [0033] At first user terminal
Yavice 11, user A next implements operations to use biometrics
acquisition device 21 to acquire biometrics data of user A, and biometrics
[O@QB} (inquiry data) Ma are both stored in a prescribed memory 5 device
andtransmitted to PKI server device 4 with appended information of user
A and the communication partner (user B) (Step A03). At this time, first
usetipanineddiEvigdnmuinygaisdviakpiputfic Ry SIes ARG pb HARPINES are
transmitted to conceal inquir ta Ma of yser A..[0034] 10 Similarly, jr
U8 G A 2 8 Hee e ALTHe el el Broe
b Baz‘éﬁ'éfgé@% SSPHBHERNER PRk ORAIGH AR A R A SRR gRBRiFFSlata
acquisition device 22 to acquire the biometrics data of user B,
Ma that have been received (Step A08), and determines whether the bit

sequence are absolutely identical or not (Step AQ7).
[0037]

If the registration data Ra and the inquiry data Ma are absolutely
identical bit sequences, PKi server device 4 determines that inquiry Idata Ma
that have been transmitted from first user terminal device 14 as described
above are data that have been stolen in the past, i.e., determines that this is
an access from a third party other than user A, and therefore stores the
registfation data Ra of user A to biometrics data lapsed list 6, (Step A08)
and ends the process. [f registration data Ra and inquiry data Ma are
different bit sequences, PKi server device 4 matches inquiry data Ma with

registration data Ra (Step A09).
[0038]

PKI server device 4 also uses PKI secret key S as necessary to
decode for inquiry data Mb of user B that is received from second user
terminal device 1,. PKl server device 4 then compares inquiry data Mb and

registration data Rb to determine whether these bit sequences are absolutely

14
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and the biometrics data (inquiry data) Mb are stored in a prescribed
memory device, and further, the biometrics data (inquiry data) Mb are
transmitted to 15 PKI server device 4 with appended information of user B
and the communication partner (user A) (Step A04). At this time, second
user terminal device 12 may use PKI public key S to encrypt the data that
are transmitted to conceal inquiry data Mb of user B._ [0035] 20 Upon
receiving the biometrics data of user A from first user terminal device 11

id¢BtmalAf5) oP Khsahibedevicadéfiisatiettrram esgigistiion thata &izivedser B
data have been encrypted or not. If the received data have been 13,

to dHeR)BiEES BRIGERERGESTGe AL ENBK NG RIRIESH s Aleaaliye T

received 400 iring inquin YpK]
ol S8 ST ISR ANE AR R SRR
sdhouERagE agisiREnddn cRisimealriag dajahasentd vagieaiesdtish data Rb.
registration data Ra with inquiry data Ma that have been received (Step
A06), and determines whether the bit sequence are absolutely identical or
[OR8P[Step A07). [0037] 10 If the registration data Ra and the inquiry data
Ma are absolutely identical bit sequences, PKI server device 4

?;ﬁf@pﬁ@é@eﬂﬂg@ég@égg}%dﬁéwgm%&%? fransmiteskyraqdirbuser
recognized to be data of user A (Step A10), PKI server device 4 calculates
similarity information SA1 indicating the degree of similarity based on
registration data Ra and inquiry data Ma of user A (Step A11). When
matching results in failure, PKl server device 4 ends the process. The
calculation of similarity information may use values (hereinbelow referred to
as “score inforrhation”) obtained by adding up the “pairing strengths” for each
preséribed feature point disclosed in, for example “Automated fingerprint

identification by minutiae-network features — Matching process,” in

Transactions of IEICE D-ll, J72-D-li, 5, pp. 733-740, May 1989 (in Japanese).
[0040]

More specifically, where SATtrr is the score information for the
registration data Ra of user A compared to itself, SATmm is the score
information for inquiry data Ma of user A compared to itself, and SAtrm is
the score information for registration data Ra and inquiry data Ma of user A,
the similarity information SAT1 of user A is caloulated using a prescribed

function F1 by:

SA1 = F1 (SA1rr, SAtmm, SATrm)

15
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above are data that have been stolen in the past, i.e., determines that this
is an access from a third party other than user A, and therefore stores the
15 registration data Ra of user A to biometrics data lapsed list 62 (Step
A08) and ends the process. If registration data Ra and inquiry data Ma
are different bit sequences, PKI server device 4 matches inquiry data Ma
with registration data Ra (Step A09). [0038] 20 PKI server device 4 also
uses PKI secret key S as necessary to decode for inquiry data Mb of user

[0B4thiat is received from second user terminal device 12. PKI server device
4 then compares inquiry data Mb and registration data Rb to determine

whether these hit sequences are absolutely 14 identical or not,,and if,they

M R T e N R TG R

| : Al . : iraii b
L o e e 1o
cdnRiches (easivekineylsyatata diavRh mgisthationciayadRia. Ng[@O3&jeif A

the matching of user A results in success, i.e., if inquiry data Ma is

bysssghreewemathet iy Resrlva oyt brRs hacr it avardiths
imilarity information SA1 indicating th f similarity based
OSBRI 5 S K ARG SR e a1 Wi 10

matching results in failure, PKI server device 4 ends the process. The
[oeedgplation of similarity information may use values (hereinbelow referred

to
PKi server device 4 similarly calculates similarity information SB1
based on the registration data Rb and inquiry data Mb of user B when
matching of user B results in success, i.e., when inquiry data Rb is
recognized as that of user B. Whén matching results in failure, PKI1 server

device 4 terminates the process.
[0043]

As with the above-described method of calculating similarity
information SA1 of user A, similarity information SB1 of user B is calculated

using a prescribed function F1 from:
SB1 = F1 (SB1rr, SBimm, SB1rm)

where SB1r is the score information for registration data Rb of user B
compared to itself, SBImm is the score information of inquiry data Mb of
user B compared to itself, and SB1rm is the score information of the

registration data Rb and inquiry data Mb of user B.

[0044]
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as "score information") obtained by adding up the "pairing strengths" for
each prescribed feature point disclosed in, for example "Automated
fingerprint identification by minutiae-network features - Matching
process," in 15 Transactions of IEICE D-Il, J72-D-Il, 5, pp. 733-740, May
1989 (in Japanese). [0040] More specifically, where SA1 rr is the score
information for the registration data Ra of user A compared to itself, SA1
mm is the score information for inquiry data Ma of user A compared to
itseiffawing SAltutatad2grtiagtoirf drfoaticniGrifbaed SR dH 4.4 and
- inquiry data Ma of user A, the similarit%/ information_gAl fuser Ais
deiie aasIRb R BHEKRS i FRATUR E R it UOnLIRE B PSR P A

. SAL 4 ingsimilaty; infermaligesAL
s L S S R e e

terridamvhe also (caladigiad Psingdhesratisitalianudetaéd pablib&eydBity
data Ma of user A 5 by another known method, and the value that has

enbean fegisdrationsiatarfe ofossricRantb Sy alos vatian 2 Hrb St Hssd
function. [0042] PKI server device 4 similarly calculates similarity,

A RO '@é&%&%ﬁ ERtaare g e e i #r%ﬁda%zblb of
user B when 10 matching of user B results in success, i.e., when inquiry

[odiatqp Rb is

First user terminal device 1, uses PKI secret key A to decode the data
that have been received from PKIi server device 4, and thus acquires each of
the registration data Ra of user A and similarity information SB1 of user B
(Step A13). First user terminal device 1 then uses registration data Ra of
user A and the inquiry data Ma of user A that have been stored in a

prescribed memory device to calculate similarity information SA2 (Step A14).
[004€]

Similar to PKI server device 4, similarity information SA2 is calculated

using a prescribed function F1 from:
SA2 = F1 (SAt1rr, SA1mm, SA1Trm)

where, for example, SA1rr is the score information for registration data
Ra of user A compared with itself, SAtmm is the score information of inquiry
data Ma of user A compared with itself, and SA1rm is the score information
for registration data Ra and inquiry data Ma of user A. Common secret key |
KA, which is used in the transmission and reception of data with second user

terminal device 1», is generated based on this similarity information SA2 and

17
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recognized as that of user B. When matching results in failure, PKI server
device 4 terminates the process. [0043] As with the above-described
method of calculating similarity 15 information SA1 of user A, similarity
information SB1 of user B is calculated using a prescribed function F1
from: SB1 = F1 (SB1 rr, SB1 mm, SB1 rm) where SB1 rr is the score
information for registration data Rb of user B compared to itself, SB1 mm
is the score information of inquiry data Mb of 20 user B compared to
sitsialinpirdBRatonsIBd starseinthetionoftteenegistiatdrirdas Kb seer
inquiry data Mb of user B. [0044] 16 Having calculated similarity
deviesrAdfiarsATSAnESTINOP RESERERYIEGidE ganaesster S SRMPRNo

._encrypt regisfratio Ra of user imilagity i ! 1

Qo e et A S S ]
addition, PKI server device 4 uses PKI public key B to 5 encrypt

[oregptration data Rb of user B and similarity information SAl of user A and
transmits the result to second user terminal device 12 (Step Al 2). [00451

First user terminal device 11 uses PKI secret keé;AEo decode theéata
that FERIE B epreRail HaaT JRTPRALARITUAGIHESE B BRTELEGYiIR{%ach

oSlodR HISASHINTRIRN SRR ReaLsrhrRikPEBIpghABTRE A AR BBuRes
each of registration data Rb of user B and similarity information SA1 of user

A (Step A18). Second user terminal device 1, then uses registration data Rb
of user 8 and inquiry data Mb of user B that have been stored in a

prescribed memory device to calculate similarity information SB2 (Step A17).
[0048]

Similar to PKI server device 4, similarity information SB2 is calculated

using a prescribed function F1 from:
SB2 = F1 (SB1rr, SB1mm, SBirm)

where, for example, SB1rr is the score information for registration data
Rb of user B compared with itself, SB1mm is score information for inquiry
data Mb of user B compared with itself, and SBirm is ’ihe score information
for registration data Rb and inquiry data Mb of user B. Common secret key
KB, which is used in the transmission and reception of data with first user
terminal device 14, is generated based on this similarity information $SB2 and’
similarity information SA1 of user A that has been received from PKl server
device 4 (Step A18). Common secret key KB is generated using similarity

information SB2 and SA1 from a prescribed function F2 (SA1, SB2).

18
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(Step A13). First user terminal device 11 then uses registration data Ra of
user A and the inquiry data Ma of user A that have been stored in a
prescribed memory device to calculate similarity information SA2 (Step
Al4). [00461 15 Similar to PKI server device 4, similarity information SA2
is calculated using a prescribed function F1 from: SA2 = F1 (SA1 rr, SAI
mm, SAI rm) where, for example, SA1 rr is the score information for
registration data Ra of user A compared with itself, SAl mm is the score
OftSimation of inquiry 20 data Ma of user A compared with itself, and SAI
‘rm is the score information for registration data Ra and inquiry data Ma of

Usel i COMMPBSRERIAGIO KA WRITHUR MRS 2 B AR sishasLiser

reception of data with second user terminal device 12, is generated
tehabed oeviiesmitardylinfarmationeSAer pif dh & dherl drétgrinforowatioptis 8 bf

of user B that have been received from PKI server device 4 (Step Al5).
datariiabhaschaseyasiijedanbrasingdimnan) hisiRdeam 8a2 and

SB1 by means of a prescribed function, F2 (SA2, SB1). 4715 . Siplarly,
ISR LA BOSETL6Y Br Q0E Ly sy S
bihathaveeendRehiverbamBlt iserneadevisq drandiagauiiesasasd @led

registration data of user B and similarity information SA1 of user A

oliBtémp s ElisBe temdinsied ¢eroinal devisechihthenardesmitid tatiare data
Rb of user B and inquiry data Mb of user B that have been stored in a

[0050]

First user terminal device 1, subsequently transmits data that have
been encrypted using common secret key KA to second user terminal device
1., and second user terminal device 12 uses common secret key KB to
decode the received data. Similarly, second user terminal device 12
transmits data that have been encrypted using common secret key KB to first
user terminal device 14, and first user terminal device 1 uses common
secret key KA to decode the received data. As a result, first user terminal
device 11 and second user terminal device 1, are able to wansmit and
receive data by means of a public-key cryptography that uses a common

secret key that is concealed.
{0051}

According to the data communication method and system of the
present embodiment, user terminal devices that transmit and receive data
both use each of the items of similarity information that are obtained from

biometrics data to each generate a common secret key, whereby the

19



10

15

20

10 prescribed memory device to calculate similarity information SB2 (Step
At 7). [0048] Similar to PKI server device 4, similarity information SB2 is
calculated using a prescribed function F1 from: SB2 = F1 (SB1rr, S131
mm, SB1rm) 15 where, for example, SB1 rr is the score information for
registration data Rb of user B compared with itself, SB1 mm is score
information for inquiry data Mb of user B compared with itself, and SB1

rm is the score information for registratjon data Rb gand inguiry.data Mb of
BRI SEHA Y LT Ry DR EC RGN LRI Ban e
._recepti ith.fir 18 tenminatsieViegiddeds generated based
m%%%%@m%{ﬁﬁ%g%aﬁ%%ézgar% similarity information SA1 of user A

that has been received from PKI server device 4 (Step A18). Common

[0se@iet key KB is generated using similarity information S132 and SAl
from a prescribed function F2 (SA1, SB2). 18 [0049] Here, if the same

and ARG PTTEITAS SIS U 1 ESRURTBR o ACEL (ol Tech

AFEGBANSANIA BB RCRINER B R ek RChdneing basuleen 11 and

common secret key KA and comimon secret key KB will be equal.
bibaesHE A A Bereies stmrelifeyswiarematedahatcaiciionsand dvy in
first user terminal device 11 and second user terminal device 12. LQOSO]
validity only as a one-time key. Public-key cryptography that uses this
common secret key can therefore realize an improved level of security in

communication.
[0053]
{Second Embodiment}

Explanation next regards the second embodiment of the data
communication method and system of the present invention with reference

to the accompanying figures.
[0054]

Thé second embodiment is of a configuration in which biometrics data
(registration data) have been registered in advance not only in the PKi server
device, but also in each of user terminal devices 1; and 12 or in biometrics
acquisition devices 21 and 2,. As a result, the second embodiment differs
from the first embodiment in that registration data are not transmitted from

PKI server device 4 to each of user terminal devices 11 and 1,. The
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First user terminal device 11 subsequently transmits data that have 10
been encrypted using common secret key KA to second user terminal
device 12, and second user terminal device 12 uses common secret key
KB to decode the received data. Similarly, second user terminal device
12 transmits data that have been encrypted using common secret key KB
to first user terminal device 11, and first user terminal device 11 uses
common 15 secret key KA to decode the received data. As a result, first
carsigueationaf devidata Camirssdeatiansey stemingsiralrida hatohpne drst
transmit and receive data by means of a publjc-key cryptography that
embed et RAEETRMTE SRR, TEa SIAEII o the

data communication method and system of the present embodiment, user

[ogggpinal devices that transmit and receive data both use each of the

items of similarity information that are obtained from biometrics data to
each generate a common secret key, whereby the 19 common secret key
need Hat bdsreldaveahaits hevioekBe THEGRRSHIN AlaPERERRIESTThE Rey

5 is th duced. [0052]_In addition, the. hiometrics dat
SRETRCLHREQUURELL char P DA & B RS T Woreern

irmREgLkey that is generated based on biometrics data therefore also

differs with each communication and has validity only as a one-time key.
Public-key cryptography that uses this
[0056]

As shown in FIG. 5, in the second embodiment, before the
transmission and reception of data of user A and user B, a user such as user
A implements operations o trans.mit a request from first user terminal device
1 to second user terminal device 1. that belongs to user B to produce a
common secret key (Step B01). Upon receiving the request to produce a
commaon secret key from first user terminal device 14, user B implements
operations in second user terminal device 15 to return an acceptance of the

request to first user terminal device 14 (Step B02).
[0057]

User A next implements 'operations in first user terminal device 14 such
that biometrics acquisition device 2y is used to acquire biometrics data of
user A, and biometrics data (inquiry data) Ma are both stored in a prescribed
memory device and transmitted to PKI server device 4 with information of
user A and the communication pariner (user B) appended (Step B03). At
this time, first user terminal device 1; may use PKIl public key S to encrypt

data that are transmitted to conceal inquiry data Ma of user A.
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common secret key can therefore realize an improved level of security in
communication. 10 [0053] (Second Embodiment) Explanation next
regards the second embodiment of the data communication method and
system of the present invention with reference to the accompanying
figures. 15 [0054] The second embodiment is of a configuration in which
biometrics data (registration data) have been registered in advance not
only in the PKI server device, but also in each of user terminal devices 1,

jo@®@) 12 or in biometrics acquisition devices 21 and 22. As a result, the
second embodiment differs 20 from the first embodiment in that

registration data are not transmitted from  PKI server device 4 {o each of
oeS B Al BeRE0S LEPITITIR SOV g PO SATERAES 1o

R S SR

sutPvreRasishewing dagsunressiovias prisasses of Hueprseberidometrics
embodiment of the data communication method of the present invention.

d4G0osblisks Ehend hidrelsssiaia feswiy dasodnarie betbrataied in @

prescribed memory device and transmitted to PKI server device 4 with
information of user B and the communication partner (user A) appended
(Step BO4). At this time, second user terminal device 1, may use PKI public

key S to encrypt the transmitted data to conceal inquiry data Mb of user B.
[0059]

Upon receiving the biometrics data of user A from first user terminal
device 1, (Step B0S), PKIi server device 4 first determines whether the
received data have been encrypted or not. If the received data have been
encrypted, PKI server device 4 uses PKI secret key S fo decode the received

data.
[0060]

Uplon acquiring inquiry data Ma of user A by decoding, PKI server
device 4 reads registration data Ra of user A that have been registered in
advance in biometrics database 64, compares this registration data Ra with
inquiry data Ma that have been received (Step BOS), and determines

whether the bit sequences are absolutely identical or not (Step B07).

[0061]

22



10

15

20

transmission and reception of data of user A and user B, a user such as
user 10 A implements operations to transmit a request from first user
terminal device 11 to second user terminal device 12 that belongs to user
B to produce a common secret key (Step B01). Upon receiving the

request to produce a common secret key from first user terminal device

11, user B implements operations in second user terminal device 12 to
return an acceptance of the 15 request to first user terminal device 11
(SteyyBOR e {iobdiidbisdnt Maxbinopieguimts atehddiane mefiesabselutely
terminal device 11 such that biometrics acquisition device 21 is used to

idapioretiiceeuensasdll srrPRdaneDBnRIREYRRS HRfdRgdatsairMa
thakhava oan JanSHRERrHoR AR TRAAR ARG RULIATIDHRA 10

mation user A and the communication part

d44sen By appeisHateRBIR A thisHimentrsheserdertiahiegemll

may use PKI public key S to encrypt data that are transmitted to conceal

. atoqeEyrdatcaMain pady At [08B3)SSINI@I9res segistidice Ceigritao

device 12 that has accepted the_re%ue t to produce a cora‘s:‘tntg% secret key,
1 i

Usief BaRiBIREIRS %@r_éﬁ‘i@ﬁ@ SgERakat Fordtticd el REQfEE32
WhESS ﬁ%ﬂm%ag}g Pﬂ%}@ﬁg ﬁ%uﬁr?@ﬁté’ﬁ\ﬂ%ﬁr@n@ﬁ&@%ﬂ’ﬂﬁ%‘é&&ﬁ{%s,

(inquiry*dat re both stored Ina prescribed memory device an

Piagsmitieddoiddd seavensierienid witha infararatiesynitusesBoana Fe (Step
communication partner (user A) appended
B09).

[0062]

PKi server device 4 also uses PKI secret key S as necessary to carry

“out decoding for inquiry data Mb of user B that have been received from

second user terminal device 1,. PKI server device 4 then compares inquiry

data Mb with registration data Rb to determine whether these bit sequences

- are absolutely identical, and if the bit sequences are the same, stores

registration data Rb of user B to biometrics data lapsed list 62 and ends the
process. Aliernatively, if the bit sequences are not identical, PKI server
device 4 matches inquiry data Mb that has been received with registration

data Rb.
[0063]

When the matching of user A results in success, i.e., when inquiry data
Ra are recognized to be that of user A (Step B10), PKi server device 4
calculates similarity information SA1 from registration data Ra of user A and

inquiry data Ma (Step B11). At this time, similarity information SA1 of user A
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(Step B04). At this time, second user terminal device 12 may use PKI
public key S to encrypt the transmitted data to conceal inquiry data Mb of
user B. 10 [0059] Upon receiving the biometrics data of user A from first
user terminal device 11 (Step B05), PKI server device 4 first determines
whether the received data have been encrypted or not. If the received
data have been encrypted, PKI server device 4 uses PKI secret key S to
decode the received 15 data. [0060] Upon acquiring inquiry data Ma of

is usdedigdibyodimg pressebasr fdevtwwfr‘eaiaé\ﬂégi&ﬁatmméiénmbfas in

user A that have been registere gé( advance |n biom trlcs ? aba
fh@oﬁaﬁﬁa?@%%@r@@ &é%%%‘%& i
\éeé:{, grgg[ggnmes whether the bit sequences are
absolutely |dent|c or not (Step BO7). [0061] 22 When registration data
Ra and inquiry data Ma are here absolutely identical bit sequences, PKI

[0€&4er device 4: determines that inquiry data Ma that have been
transmitted from first user terminal device 11 as previously described are

datgéd E}’lﬂ? een stol n in the ﬂga that this is an 5 access fl’O{'ﬂ ?%b
thir ‘Rg df5rd Sré‘& .§H%?%%Sdé?a’ &P (Y fta
;shiévea%ﬁﬁs%%@%aﬂ@reﬁﬁa bt B2 Bep B Wnahels e AANsESs SRBLity

registration data Ra and inquiry data Ma are different bit sequences,
information SB1 from registration data Rb of user B and inquiry data Mb. At

this time, PKl server device 4 uses a prescribed function F1 (SB1rr, SB1mm,
SB1irm) to calculate similarity information SB1 of user B as in the first
embodiment. When matching results in a failure, PKI server device 4 ends

the process.
{0065]

PKI server device 4, having calculated similarity information SA1 and
SB1, uses PKI public key A 1o encrypt similarity information SB1 of user B,
ahd transmits the resuit to first user terminal device 14 (Step. B12). PKi
server device 4 further uses PKI public key B to encrypt similarity information

SA1 of user A and transmits the result to second user terminal device 1..
[0066]

First user terminal device 14 uses PKI secret key A to decode the data
that have been received from PKI server device 4 and thus acquires
similarity information SB1 of user B (Step B13). First user terminal device 1+

then uses registration data Ra of user A that have been stored in advance in
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PKI server device 4 matches inquiry data Ma and registration data Ra
(Step BO09). 10 [0062] PKI server device 4 also uses PKIl secret key S as
necessary to carry out decoding for inquiry data Mb of user B that have
been received from second user terminal device 12. PKI server device 4
then compares inquiry data Mb with registration data Rb to determine
whether these bit sequences 15 are absolutely identical, and if the bit
sequences are the same, stores registration data Rb of user B to

a pisaeiies dasmaps e Yiceeanadnn@ntsdata Macekysalbrimaalayiatene
bit sequences are nat.identjcal server device 4 matches inquiry data

S'mﬂ%ﬂ i 2@‘5@%‘9?e%éi%e@t{ﬁﬁtpﬁe@i‘stration data Rb. 20 [0063] When the
matching of user A results in success, i.e., when inquiry data Ra are

[ nized to be that of user A (Step B10), PKI server device 4 calculates

similarity information SA1 from registration data Ra of user A and inquiry

data Ma (Step B11). At this time, similarity information SA1 of user A 23 is
calchvatadtisy {ikshgrphadiment raivetRily n{amatios Ain ekl as

R R T O B R s
kEGIHS L BICAEES iR 1 ANeRiINAY BhEaEcBRing data with second user
terminal device 1. is generated based on this similarity information SA2 and
similarity information SB1 of user B that has been received from the PKI
server device (Step B15). As in the first embodiment, similarity information

SA2 and SB1 are used to generate common secret key KA using a

‘prescribed function F2 (SA2, SB1).

[0068]

Similarly, second user terminal device 1, uses PKI secret key B to
decode data that have been received from PKI server device 4 and thus
acquires similarity information SA1 of user A (Step B16). Second user
terminal device 1, then uses registration data Rb of user B that have been
stored in advance in a prescribed memory device and inquiry data Mb of

user B to calculate similarity information SB2 (Step B17).
[0069]

Similarity information SB2 is calculated using a prescribed function F1
(SB1rr, SBimm, SB1rm) as in the first embodiment. Common secret key KB
that is used in the transmission and reception of data with first user terminal

device 14 is generated based on this similarity information SB2 and similarity
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IS recognized to be data of user B, PKI server device 4 calculates
similarity information SB1 from registration data Rb of user B and inquiry
data Mb. At this time, PKI server device 4 uses a prescribed function F1
(SB1rr, SB1 mm, SB1rm) to calculate similarity information SB1 of user
Bas in the first 10 embodiment. When matching results in a failure, PKI
server device 4 ends the process. [0065] PKI server device 4, having
calculated similarity information SA1 and SB1, uses PKI public key A to
infprongbiosirBitelrinf useriativ BB ifaisee @ ivechiiamdnishig ee pesinetd

first user termipal deyice 11 (Step 1312). PKI .server device ther,
(S50 BTBc 15,6 WePaTat BT ORI AT MG GEo PR ST
15 EHERHE LR ERRARRLIREYIRE SRYiERe BrolQRRICTILRIRR F2
ar%aruﬁ%%% %ceg%igu%&és PKI secret ke%})A to de‘f:ﬁ(?ge ?he data 20 that have
(SreengBegived from PKI server device 4 and thus acquires similarity
information SB1 of user B (Step 1313). First user terminal device 1 then
uses registration data Ra of user A that have been stored in advance in 24

{O:QBQéscribed memory device and inquiry data Ma of user A to calculate
similarity information SA2 (Step B14). [0067] As in the first embodiment,

similadify inferRatian-SARdagaicyIatrriardian Faraeclibed fanaindfuser
(SA1 rr, SA1 mm, SA1 rm). Common secret
terminal devices 11 and 15, and moreover, there is no corruption of the data
that are transmitted and received in each of user terminal devices 1, and 15,
common secret key KA and common secret key KB will be equal.
Accordingly, common secret keys are generated that can be used only in
first user terminal device 17 and second user terminal device 13, as in the

first embodiment.
[0071]

First user terminat device 14 subsequently transmifs data that have
been encrypted using common secret key KA to second user terminal device
12, and second user terminal device 12 uses the common secret key KB to
decode the received data. |n the same way, second user terminal device 1
transmits data that have been encrypted by common secret key KB to first
user terminal device 14, and first user terminal device 1 uses common
secret key KA to decode the data that have been received. As a result, first
user terminal device 14 and second user terminal device 1, can transmit and
receive data by means of public-kéy cryptography using common secret keys

that have been concealed.
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key KA that is used for transmitting and receiving data with second user
terminal device 12 is generated based on this similarity information SA2
and similarity information SB1 of user B that has been received from the
PKI server device (Step B15). As in the first embodiment, similarity
information 10 SA2 and SB1 are used to generate common secret key KA
using a prescribed function F2 (SA2, SB1). [0068] Similarly, second user
terminal device 12 uses PKI secret key B to decode data that have been
[0B5&]ived from PKI server device 4 and thus 15 acquires similarity
information SA1 of user A (Step B16). Second user terminal device 12

then uses reqistration, data Rb of user, B that hav n red|
o B h e B oy e R SR R Tles: 5 o
prEREHIA BERHAEN IHRImeHRR 3Bk (RiepsRalibioReg) A.sirany
information SB2 is calculated using a prescribed function F1 (SB1 rr, SB1
reqisteRlinrajiesniodhie dissr éanbodahdavi@esnunbivserétkeagdusitont is
used in the transmission and reception of data with first user terminal

depMorete ElEYRRE MeNSLSEIPbFEIRRATEAS TR SRR Ll glptwork,

imilarity 25 informatign S f o=l
A RO S B AR LT fnEier o
inteferpatinnBbRYRNAIRN date ised toigerengtesoemined secret key KB
using a prescribed function F2 (SA1l, SB2).

[0073]
(Third Embodiment)

Explanation next regards the third embodiment of the data
communication method and system of the present invention with reference

to the accompanying figures.
[0074]

In the third embaodiment, biometrics data of users (registration data) are
registered in advance in first user terminal device 1, and second user
terminal device 12 (or biometrics acquisition devices 2, and 2g), inquiry data

are matched with registration data in each of user terminal device 11 and 1,

-and registration data and inquiry data are transmitted to PKI server device 4

when matching is successful. PKI server device 4 then, based on the bit
sequences of inquiry data and registration data that have been transmitted
from user terminal devices 1, and 15, authenticates the users that have

transmitted these data. The configuration of the data communication system
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5 [0070] Here, if the same function F1 and function F2 are used in each of
user terminal devices 11 and 12, and moreover, there is no corruption of
the data that are transmitted and received in each of user terminal
devices 11 and 12, common secret key KA and common secret key KB
will be equal. 10 Accordingly, common secret keys are generated that can
be used only in first user terminal device 1 and second user terminal
device 12, as in the first embodiment. [0071] First user terminal device

is idesithst quendlydar snsiiits datbdhianbateahfl lsephaeatiypetiiising
common secret key KA to second user terminal device 12, and second

carfigueatiings deeietore e eattdnmon secret key KB to decode the
received data. In the same way, second user terminal device 12 transmits

[ that have been encrypted by common secret key KB to first user
terminal device 11, and first user terminal device 1 uses common 20
secret key KA to decode the data that have been received. As a result,
first FUGeradésraiflahdelvice dHoanugstenadogsssiomuhgrdesises 2ttre third

transmit and receive data by means of public-key cryptography usin
e'Ethﬁﬁ%lﬁl%b@?é'ﬂﬁcéli\étatﬁﬁfrﬁg\‘r@@%ﬂ%‘r%@é@c@yéﬁ%ydif?%F&d\égjﬁém o

the data communication method and system of the present embodiment,
[d@pg}etrics data (registration data) of users are

As shown in FIG. 6, in the third embodiment, before transmitting and
receiving data of user A and user B, one user such as user A implements
operations to transmit a request from first user terminal device 14 to second
user terminal device 1, that belongs to user B to produce a common secret
key (Step C01). When second user terminal device 1; rebeives the request
from first user terminal device 14 to produce a common secret key, user B
implements operations to return an acceptance of the request to first user

terminal device 14 (Step C02).
[0077]

In first user terminal device 14, user A next implements operations to
Qse biometrics acquisition device 2; to acquire the b"iometrics data of user A
(Step C03), whereby biometrics data (inquiry data) Ma are both stored in a
prescribed memory device and matched with registration data Ra that have
been stored in advance in the memory device (Step C04). If matching
results in success, i.e., if inquiry data Ma are recognized to be of user A
(Step CO08), first user terminal device 14 transmits registration data Ra,

inquiry data Ma, and the information of user A and the communication
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registered in advance in user terminal devices or biometrics acquisition 5
devices to eliminate the need for releasing registration data onto a
network, whereby, in addition to the same effect of the first embodiment,
the danger of interception of registration data by a third party is reduced.
[0073] (Third Embodiment) 10 Explanation next regards the third
embodiment of the data communication method and system of the
present invention with reference to the accompanying figures. [0074] In

patneiftsn By dnfdft SsivmedRdafath Sterded BegftibipHaatdirsiaises
registered in advance in first user terminal.device 11 and second user

AL U 170 5tk B A S B IERP DT 5 Py ey

A diEdnailineaihed Ao damiImaneh AlisRyIRmIIl Aeyice 11
and 12, and registration data and inquiry data are transmitted to PKI

neapien gewindtd invizénmalicbing & secoissideke dereardetizerdtess,
based on the bit 20 sequences of inquiry data and registration data that
have been transmitted from user terminal devices 11 and 12,

[0QfBEnticates the users that have transmitted these data. The
configuration of the data communication system 27 is identical to that of

the fisgt-amkodiment andsamianation abiks sorfiguratioadsdprigions

here omitted. [0075]
request to produce a common secret key, user B implements operations to
use biometrics acquisition device 25 to acquire biometrics data of user B
(Step C06) and both store these biometrics data (inquiry data) Mb in a
prescribed memory device and match with registration data Rb that have
been stored in advance in the memory device (Step C07). If matching
results in success, i.e., if inquiry data Mb are recognized to be data of user B
(Step C10), second user terminal device 1, transmits registration data Rb,
inquiry data Mb, and information of user B and the communication partner
(user A) to PKI server device 4 (Step C11). At this time, second user
terminal device 1, may use PKI public key S to encrypt these data that are

transmitted to conceal the information that relates to user B. If matching

resuits in failure, second user terminal device 1, ends the process.
[0079]

Upon receiving information that contains inquiry data Ma and
registration data Ra of user A from first user terminal device 11 (Step C12),
PKl server device 4 first determines whether the received data have been
encrypted or not. If the received data have been encryptgd, PKI server

device 4 uses PKIi secret key S to decode the received data.
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FIG. 6 is a flow chart showing the succession of processes of the third 5
embodiment of the data communication method of the present invention.
[0076] As shown in FIG. 6, in the third embodiment, before transmitting
and receiving data of user A and user B, one user such as user A
implements operations to transmit a request from first user terminal
device 11 to second 10 user terminal device 12 that belongs to user B to
produce a common secret key (Step C01). When second user terminal
[(@8ALe 12 receives the request from first user terminal device 11 to
produce a common secret key, user B implements operations to return an

acc ]g%gmpﬁQ%g?&tégsmg@@ﬁéegﬂmﬂh@ﬁyﬁ%ﬂalmatepL%%@A%@

[007 irst userterminal device 11, user A next implements operations
dérddsed)ipriesaescaaipuRiton fitevices?dHesabipnitettios biaimétpcedditt 65

user A (Step C03), whereby biometrics data (inquiry data) Ma are both
(Sheped 17)a 2p@ seipeainasidigtoevidatarfxipblichbaavrrespstamitdata

a that haye 20 heen stored in advance, in,the mem evj tep.CQ4).
S S R IO CS I L e
bRIHSRIE dRie bR, (UEEYRAVIRG IR BLlridne ds' dFaunmilfy iagisiicdian

ata Ra, Inquiry data Ma, and theéinforrl?]%?‘ion of user A angthe
ireprimndaicatian P24 parteerdedes B) detekh seryehaeiviqaidy (Bepide9). At

this time, first user terminal device 11 may use PKI public key S to
regRiKAst trebfitatiiaenterminal device 14 are fraudulent and téerminates the
process. If data in which bit sequence absolutely identical to inquiry data Ma
is not present, PKI server device 4 registers these inquiry data Ma in
biometrics data lapsed list 62 to prevent access (posing) that uses these

inquiry data Ma (Step C15).
[oo81]

PKI server device 4 next searches within biometrics database 64 (Step
C16), and determines whether data in which bit sequence absolutely
identical to the received registration data Ra is present (Step C17). If data in
which bit sequence absolutely identical to registration data Ra do not exist in
biometrics database 64, PKI server device 4 determines that the access from
first user terminal device 14 is not access of user A (failure of personal

authentication} and terminates the process.
{0082}

If data in which bit sequence absolutely identical to registration data Ra

is present in biometrics database 61, PK! server device 4 determines that the
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transmitted to conceal these items of information relating to user A. If
matching results in failure, first user terminal device 11 ends the process.
5 [0078] Similarly, in second user terminal device 12 that has accepted
the request to produce a common secret key, user B implements
operations to use biometrics acquisition device 22 to acquire biometrics
data of user B (Step C06) and both store these biometrics data (inquiry
data) Mb in a 10 prescribed memory device and match with registration

regaieRBAEISIRIRD HakhReored iINavsdanMseatfeinB iR it L $8EdD

CO7). If matchi {s.| SIS IR [gTe (R :
e oL E e S B Conl LR, SRR Morcpaon
SA? oSS LedisHadionsdataiidinmtisdatadv) and information of user

B and the communication partner 15 (user A) to PKI server device 4 (Step

C11). At this time, second user terminal device 12 may use PKI public
[OR8YIS to encrypt these data that are transmitted to conceal the
information that relates to user B. If matching results in failure, second

useiel ol guGed2 ARG fraRessINDEA 20 Loon iscelvingy

information that contains mquiry a and ‘registration data Ra of user
atfh s fispt O ser Bupital sleavcadia (AterfeldcdRiSosrorrstevicd ddist

determines whether the received data have been encrypted or not. If the
terouoRiedaying havdeheaninek iole®aeivestrogisHalie iR EPmUEEHerY
dgc%yhﬁbtgr%%gtdaec} gsreercglsvggdd E?tt%ezgersonai authentication succeeds,

calculates similarity information SB1 of user B as in the first embodiment.

[0084]

PKI server device 4, having calculated similarity information SA1 and
SB1, uses PKI public key A to encrypt similarity information SB1 of user B
that has been calculated and transmits the result to first user terminal device
11 (Step C19). PKl server device 4 further uses PKI public key B to encrypt
similarity information SA1 of user A and transmits the result to second user

terminal device 1..
[0085]

First user terminal device 1, uses PKI secret key A to decode the data
that have been received from PKI server device 4 and thus acquires
similarity information SB1 of user B (Step C20). First user terminal device 14
then uses inquiry data Ma of use.r A and registration data Ra of user A that
have been stored in advance in a prescribed memory device to calculate

similarity information SA2 (Step C21).
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[0080] Upon acquiring registration data Ra and inquiry data Ma of user A
by decoding, PKI server device 4 first searches biometrics data lapsed list
62 (Step C13), and determines whether data exist that have bit
sequences 5 absolutely identical to received inquiry data Ma (Step C14). If
data exist in biometrics data lapsed list 62 having bit sequences
absolutely identical to inquiry data Ma, PKI server device 4 determines
that inquiry data Ma received from first user terminal device 11 are
[088RIdulent and terminates the process. If data in which bit sequence
absolutely identical to inquiry data Ma 10 is not present, PKI server device
4 regi h o S i ot
ore T i i chgion &
(SRPF 1B Richaergx teviesdmed festrehtsodithenbiodwiiiosnaedraseél KA
(Step 15 C16), and determines whether data in which bit sequence
thabisolied) iniBraioss e BeecdidedivegistiaganaieR Hasprear hbistep
.C17), If data in_whi it sequence. absolutely identical to registration data
SR O A Pt AL PR G e Tl
hélgieuBleS AN MBORIS IR dEvikses il davigadbissittet key
access of user A (failure of personal 20 authentication) and terminates the
Kareogsserf082jyfrdatmin of s bithest) encitoaldsd | (BAR i@hticabtog

registration data Ra_is present in biometrics database 61, PKI server
si@@?@i@ym@@qm@§ﬁ anRd SB1 as in the first embodiment.

[0087]

In the same way, second user terminal device 1 uses PKI secret key B
to decode data that have been received from PKI server device 4 and thus
acquires similarity information SA1 of user A (Step C23). Second user
terminal device 1, then uses inquiry data Mb of user B and registration data

Rb of user B that have been stored in advance in a prescribed memory

device to calculate similarity information SB2 (Step C24).

[0088]

Similarity information SB2 is calculated using a prescribed function 1
(SB1rr, SB1mm, SB1rm) as in the first embodiment. Common secret key KB
that is used in second user terminal device 1, is generated based on this
similarity information SB82 and similarity information SA1 of user A that has
been received from PKI server device 4 (Step C25). Common secret key KB
is generated by means of a prescribed function F2 (SA1, SB2) using

similarity information SB2 and SA1, as in the first embodiment.
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30 received registration data Ra and inquiry data Ma are the data of user
A (success of personal authentication) and calculates similarity
information SAL1 of user A as in the first embodiment (Step C18). [0083]
5 PKI server device 4 carries out the same processes as described above
(Step C12-Step C18) for data that are received from second user terminal
device 12, determines that received registration data Rb and inquiry data
Mb are data of user B, and if the personal authentication succeeds,
[0@B%ulates similarity information SB1 of user B as in the first embodiment.
10 [0084] PKI server device 4, having calculated similarity information

Ajm%% 55319 UsgRK L RIS KRy A O LRE YRR Aty iafoLaatioR B

S
of user has beéen calculated and transmits the result to first user

of Bt iRUrgelit4Stepr), Pifl saiursslavicd Adutiberrs eaithitted
public key B to encrypt 15 similarity information SA1 of user A and
angaessivedho raeht b seeniedming davinaal tedi@ 12hpEenPt Bt user

terminal device 11 uses, PKI ret key A to decode the d that have
e S PR Y e D M MR kel

j io e g&g Iﬁ@l‘s i Iseckhk Hhen
e({?i\gés{?rﬁ}é'u i?rlilcg\(?lléli':gl‘ﬂﬁl\/(I'Jz!?’ofE l?ggjr-ﬁﬁand rgéistrat?oér%%ﬁgffgg l?f(fl‘ X that
usheaverheanfstiregdntedvamnaiediovicprésarlesenendong eletdoninat deviee! 2,

as in the first embodiment.
[0090]

First user terminal device 14 subsequently transmits data that have
been encrypted using common secret key KA to second user terminal device
1., and second user terminal device 1; uses common secret key KB to
decode the data that have been received. Similarly, second user terminal
device 1, transmits data that have been encrypted using common secret key
KB to first user terminal device 1 1, and first user terminal device 14 uses
common secret key KA to decode the data that have been received. As a
result, first user terminal device 1; and second user terminal device 1; are
abile to transmi{ and receive data realized by public-key cryptography that

uses common secret keys that have been concealed.

[0091]

According to the data communication method and system of the third
embodiment, in addition to the same effects as the first embodiment, the

authentication accuracy of users can be improved and posing by a third party
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similarity information SA2 (Step C21). 31 [0086] Similarity information
SAZ2 is calculated using a prescribed function F1 (SAL rr, SAi mm, SA1
rm) as in the first embodiment. Common secret key KA that is used in first
user terminal device 11 is generated based on this 5 similarity information
SA2 and similarity information SB1 of user B that has been received from
the PKI server device (Step C22). Common secret key KA is generated
by means of prescribed function F2 (SA2, SB1) using similarity

hapRgmalisicganient oo b Mar ity priskeE RRAYSEAhA the
me.way, second user terminal devi 2 uses PKl.secret key B t .
a el Sh PR B s s B gL S PR LSRG A RS TAA Theedt
ScAERWERS MBI AR BRIR R RAIRIUSFIA AR (AR LeRFPRENSAltted
terminal deviceé 12 then uses inquiry data Mb of user B and registration
fratatas&d@iisal Bahiathavednee,stored in advance in a prescribed
memory as device to calculate similarity information SB2 (Step C24).
&%)?8] Similarity information SB2 is calculated using a prescribed function
(092 (SB1 rr, SB1 mm, SB1 rm) as in the first embodiment. Common secret

key KB that is used in second user terminal device 12 is generated based
(FeOrAIEAhstmikHy information SB2 and similarity information SA1 of user
A that has been received from PKI server device 4 (Step C25). Common
secret key KB
Explanation next regards the fourth embodiment of the data
communication method and system of the present invention with reference

1o the accompanying figures.
[0093]

In the fourth embodiment, as in the third embodiment, biometrics data
(registration data) of users are registered in advance in first user termina.l |
device 1 and second user terminal device 12 (or in biometrics acquisition
devices 24 and 2,), inquiry data are matched with registration data in each of
user terminal devices 1y and 1,, and the registration data and inquiry data
are transmitted to PKI server device 4 when matching is successful. PKI
server device 4 authenticates users for which these data have been
transmitted based on the bit sequences of the inquiry data and registration

data that have been transmitted from each of user terminal device 1, and 1..
[0094]

The fourth embodiment is an example of a configuration that enables

operation similar to the third embodiment for cases in which the registration
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is generated by means of a prescribed function F2 (SA1, SB2) using
similarity information SB2 and SAi, as in the first embodiment. 32 [0089]
In this case, if the same function F1 and function F2 are used in each of
user terminal devices 1, and 12, and moreover, data that are transmitted
and received in each of user terminal devices 1 and 12 have not been 5
corrupted, common secret key KA and common secret key KB will be
equivalent. Accordingly, common secret keys are generated that can be

datsdhdiie freenseptsienachiriesr afusa Ksauhal geieerinangelicere
2, as in the first embodiment. [0090] .10 First user inal device 11
SRR Bh RN SV oo B ML g EahiTaBi o
wiBEHE! KeY KRR R EPRRMSEL AR IS ReroMie Rl 2AMKSRAABIHSAE time of
terminal device 12 uses common secret key KB to decode the data that
relgiasteabiearofdremettiSindaalie sesbastusenmtanaingvideviceah? taosnits
data that have been encrypted using common secret key 15 KB to first

USdetanini &l dcreda 8NaHd @iﬁi‘%@lé’éﬁiit@ﬁ"ﬁﬁ&%\%@@! (FSBBPESRIRRI?
<SRRI Bderate s daiaiatiars beenfeseived, Ag Ayesult

aser terminal devicé second user termi iCe 12'are able
prScEaERIE AULISRRIMM AN ERREF R RV aPE RlICTRY wtf}gé%wm@tm@es
common secret keys that have been concealed. 20 [0091]
registration data are read can be reduced. The configuration of the data
communication system is the same as in the first embodiment and

explanation of the configuration is therefore here omitted.

[0095]

FIG. 7 is a flow chart showing the succession of processes of the fourth
embodiment of the data communication method of the present invention.
FIG. 7 shows only the processes of first user terminal device 14 and PKI
server device 4, but second user terminal device 1, executes the same
processes as first user terminal device 1. with the exception of the process
of first responding to the request to produce a common secret key from first

user t_erminai device 14.
[0096]

As shown in FIG. 7, in the fourth embodiment, before the transmission
and reception of data of user A and user B, one user such as user A
implements operations to transmit a request to produce a commoen secret
key from first user terminal device 14 to second user terminal device that

belongs fo user B (Step DO1). Upon receiving the request to produce a
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According to the data communication method and system of the third
embodiment, in addition to the same effects as the first embodiment, the
authentication accuracy of users can be improved and posing by a third
party 33 having malicious intent can be more reliably prevented because
the authentication of users is carried out in PKI server device 4 based on
the bit sequences of registration data and inquiry data that have been
transmitted from user terminal devices 11 and 12 5 [0092] (Fourth
CORTRGHRREIR R BB hUgE CGHTUR RS an BT SRE B IR e
opRABHRISaERTMEtRG A9d SyPem R e VRSENS RGIIR Willrst user
reference to the accompanying figures. 10 [0093f|n the fourth
teenbadifaent as witherhikteptbadinsithdignettgastah(registration
data) of users are registered in advance in first user terminal device 11
and second user terminal device 12 (or in biometrics acquisition devices
%And 22), inquiry data are matched with registration data in each of 15
user terminal devices 11 and 12, and the registration data and inquiry data
are HEAnIILed {9 i YUGI A% CaeRILMABIBE Y hsselitbris b
server device 4 authenticates users for which these data have been
usksanismitient dasedioiidnedaiviseetcasmfitbehioguityichatiatandfragatration

data that have been transmitted from each of user terminal device 11 and
(Sfep D02), and these biometrics data (inquiry data) Ma are stored in a

prescribed memory device and the quality of registration data Ra stored in

advance in the memory device is checked (Step D04). If registration data Ra

~are of quality that allows use in matching, inquiry data Ma that have been

acquired by biometrics acquisition device 2, are matched with the
registration data Ra (Step D05). If matching results in success, i.e., if inquiry
data Ma are recognized to be data of user A (Step D086), first user terminal
device 1¢ transmits registration data Ra, inquiry data Ma, and information of
user A and the communication partner (user B) to PKI server device 4 (Step
D07). In the present embodiment, moreover, even when regisiration data Ra
are data of poor quality and thus cannot used in matching, the first user
terminal device proceeds to the process of Step D07 and transmits
regisiration data Ra, inquiry data Ma, and information of user A and the
communication partner (user B) to PKI server device 4. At this time, first
user terminal device 1; may use PKIi public key S to encrypt the data that are

transmitted to conceal these data that relate to user A.

[0098]
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20 [0094] The fourth embodiment is an example of a configuration that
enables operation similar to the third embodiment for cases in which the
registration 34 data that have been registered in each of user terminal
devices 11 and 12 are data of poor quality that cannot be used in
matching. If the determination of whether the data are of poor quality is
carried out, for example, at the time of registration of biometrics data to
first user terminal device 11 and second 5 user terminal devic%%f and if

a flay THRE Y Y SESONg Ry el deyiss fediat i asaenied ke
regv 8% fﬂ&lgmemsg é%%‘?n?ﬁ&?%_%ﬂl@‘%ﬁ?s&f%cﬁﬁ IBEhE i ISETIRKS to

ether data are of poor quality each time the registration data are read

usedpibesetticadqiikricaniignsationtof ibguiidvicarstrioigativnfayste B isind
the same as in the first embodiment and 10 explanation of the

the drggetinsndatendrsiory Hera)oWinawe SU0eE]iFIGE PigscribRdcmamory

showing the succession of processes ofgﬁ}e k%irth embodiment of the
deyigs RSt G AURIIH PR BB SR IR TRGLARYR. PBRE SRR oniy
adSRIOFEHTE TRIHEH URside inaLdRyIse |Heaﬁi‘§r'§t%r3r§§%f Y5 dRvige 4.

but second user terminal device 12 executes the same processes as first
quatiey teenitral deviced Inwithttrdrexdeption datheviyahassaokissien

responding to the request to produce a common secret key from first user
aqc@,a,ifmqiairﬁg\ﬁd@qrr[@yg@] acquisition device are matched with registration
data Rb. If matching resuits in success, i.e., if inquiry data Mb are
recognized as data of user B, second user terminal device 1, transmits
registration data Rb, inquiry data Mb, and information of user B and the
communication partner (user A) to PKI server device 4. Alternatively, even
when registration data Rb are poor quality data that do not have quality for
use in matching, second user terminal device 1, transmits registration data
Rb, inquiry data Mb, and information of user B and the communication
pariner (user A) to PKI server device 4. Af this time, second user terminal
device 1, may also use PKI public key S to encrypt the data that are

tfransmitted to conceal the information that relates o user B.
{0099]

The subsequent processes are equivalent to the processes of Steps
C12-G25 of the third embodiment shown in FIG. 8, and explanation of these

processes is therefore here omitted.

[0100]
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20 As shown in FIG. 7, in the fourth embodiment, before the transmission
and reception of data of user A and user B, one user such as user A
implements operations to transmit a request to produce a common secret
key from first user terminal device 1 i to second user terminal device that
belongs to user B (Step DO1). Upon receiving the request to produce a 35
common secret key from first user terminal device 11, user B implements

or A D 106 AR AR BITARELLE) TE L 06 s BB oo
enbBbfitstreeltarRatkdavica MRS ARIeXE BRI e P8 AR tes

use biometrics acquisition device 21 to acquire biometrics data of user A

thd SdemiR 2 and dhésssbiborethediiasedinsninsdsits) Magintratedistznand

_ prescribed memory device and the quality of registration data Ra stored in

incatvadadaithmbarrerorgrodtaedisrsreare P Sy bminalgiseatoh @ana 12,
Ra 10 are of quality that allows use in matching, inquiry data Ma that have

ey JEE A Ol R LEAURISh R0 B BRHE A Fh o

as'BUSERUYANRRA GG ARG REI [QS bR IMmBHE GRRELIE - If
inquiry data Ma are récognized to be data of user A (Step DO06), first user

présenieal. de\ace itibriraoseratsore gististiclo datate] empbiogidacs Mandnel
information of 15 user A and the communication partner (user B) to PKI

realizge ARRCHherSieRISBaIN N AR PRESRRSHRS TR HaH TS SoiahiBgdn

e a\évit;]%@ Lr%%iﬂ%a{trir%a éi%%v'i?c%sa{? gﬁ\&aﬁf poor quality and thus cannot used
IN matching, the first' user

[0101]

Although examples were shown in the above-described first to fourth
embodiments in which each of PKl server device 4, first user terminal device
14, and second user terminal device 1, were of a configuration realized by a

processor that included a CPU for carrying out processing in accordance
with brograms, PKI server device 4, first user terminal device 14, and second
user terminal device 1, are not limited to this configuration and may be of a
configuration for realizing the same functions as described above by means

of a plurality of LS! that include, for example, logic circuits and memory.
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terminal device proceeds to the process of Step D07 and transmits
registration data Ra, inquiry data Ma, and information of user A and the 20
communication partner (user B) to PKI server device 4. At this time, first
user terminal device 11 may use PKI public key S to encrypt the data that
are transmitted to conceal these data that relate to user A. [0098] 36
Similarly, in second user terminal device 12 that has accepted the

request to produce a common se&r‘gt key, user B implements operations

to use biometrics acquisition devite 22 to acquire biometrics data of user
B, and the biometrics data (inquiry data) Mb are stored in the prescribed

n:emgr_y S %evice a,@d?:]&s %Mﬁéﬁﬁﬁtﬁﬁg%gf%e%bdé@ttbatfjfﬁnbg%'étion
stored In advance In tne memaor evice IS che . eqistration data

Bo8 PP oA K R T ER N, R A e et
trdnm:t agquimdiire tbet@ibmwg:s»faeqwsm_nh dediéeragreaqat_h:igega\sdimata for
rLRgisiation, fpfa Bhidh malshing Ieaits iR SHER TSR cgdﬂ:‘ﬂfsﬂ% datasidbs

are 10 recognized as data of user B, second user terminal device 12
ofransmits registration data Rb, inquiry data Mb, and information of user B
and the communication partner (user A) to PKI server device 4.

A'ter”aaéé%?r‘e}éaﬂ%ﬁﬂae‘@{{&%n.d%‘?g‘%{V%%%P Jan Rb %Is‘?n‘g;OQrb%ﬁ 'E}ﬁc%a%ézﬁ?sﬁt%%
not have quadlity for “use in"matching, second user terminal device 1
denvdess ot Sragisaatinnorited Satd imhie) diRtesienl dnimpiipRasioraid ysers
his ddAhesiRRLRIcati aatesduser A) to PKI server device 4. At this
time, second user terminal
transmitting biometrics data, that have been acquired as inquiry data for
authenticating said users from user terminal devices used by said users, to a server

device;

said server device, based on registration data which are biometrics data of
said users that have been registered in advance in a database and said inquiry
data that have been received from said user terminal devices, uses a prescribed
function to calculate for each said user similarity information that indicates the
degree of similarity between said inquiry data and said registration data; and said
server device transmits to each user terminal device the registration data of the
user that uses that user terminal device and the similarity information of the user

that is the communication partner;
said user terminal device, based onh registration data that have been

received and inquiry data that have been acquired using said biometrics acquisition

device, uses the same function as said server device to calculate
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device 12 may also use PKI public key S to encrypt the data that are
transmitted to conceal the information that relates to user B. [0099] 20
The subsequent processes are equivalent to the processes of Steps
C12-C25 of the third embodiment shown in FIG. 6, and explanation of
these processes is therefore here omitted. [0100] 37 According to the

|t§|4i@rf39§é?§1 Qiﬁﬂﬁﬂ@r rﬂ&thﬁ&@ﬁd?@ﬁ%’&d@éﬁ%@&éﬁﬁe@r@@&ﬁimm RSWBen
thi rigﬁn d%]%em PKI server eV|ce 4 authenticates the identity of a

rlegg %%iﬂé‘}]acéé/ P ﬁt—:-at% |strat|on data and inquiry data

that are transmitted from each of user terminal devices 11 and 12, 5

whereby e AGeHA% QEHIE RIS UFRTSERE BRIBRIOYRSHARbN that

posing as a user by a third party with malicious intent can be more
hesi iy prARHe? |ﬁ%‘?jd‘i%n5'8?j'éfﬁ¥|oﬁ’ AR e W Sflodfidhi the

commhesdam%mntmemsegmnammamfcamnneaubesesmﬂ toek@adizeses a

examg“n%”\}vtégrgqig\%v%gﬁlrtf (?\%seg %%g(@?%ée% irs % %c% féu#%é%% gg%%té%?son
SRFRh éﬂ&ﬁ%@fﬂ%@%ﬁ@v@ﬁ?ﬁ%’t goerigiRardesnsanitad i the

LUSeFaithisetiRitai nakgrvisthameRoaltesfiguration realized by a
processor that included a CPU for carrying out processing in accordance
15 with programs, PKI server device 4, first user terminal device 11, and
second

2 The data communication method according to claim 1,
wherein:

determining by means of said server device whether the bit sequences are

absolutely identical for said inquiry data and said registration data;

when the bit sequences of said registration data and said inquiry data are
different, matching said inguiry data with said registration data; and

when said matching is successful, authenticating the user of the user

terminal device that transmitted said inquiry data as actually said user.

3. The data communication method according to claim 2,
wherein, when the bit sequences of said registration data and said inquiry data are
determined by means of said server device io be absoiutely identical, the

registration data of the user that uses the user terminal device
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user terminal device 12 are not limited to this configuration and may be of

a configuration for realizing the same functions as described above by

means of a plurality of LSI that include, for example, logic circuits and

memory. 38 Claims 1. A data communication method, said data

communication method being of the public-key cryptography type for both
thatthaulieaba s sisers thet ditana@stand e ceivpsdatasoinwaloel eoneinosiorad

and or en tiQ% said dbata for, transmission and reception; said data
beome rics da EY 9\ gjn J

communication metho comprlsmg the steps of: acquiring biometrics data

of said users by using a biometrics acquisition device for acquiring

biometrics data in which biological information of said users has been

converted to_numerical values; transmitting biometrics data, that have
been %CqU|rg(§‘%9%8W@Hf5°ﬁ5|ﬁ%mﬂ RHRTRAGUGIUS [OSTCT

terminal devices used by said users, to a server device; said server

device; paseed @a&sqﬂﬁ%mg%w@&%m@&a%&a%ms%%ds\vbﬁ%@m

that have been registered in advance in a database and said inquiry data
aﬁY&Pﬁ%@b@&*ﬁ?@?‘@ﬂxé&?We% SalReVtcipNIRR Babitesrodded in said user
tgrrpiseiibedcdgnction to calculate for each said user similarity information

that indicates the degree of similarity between said inquiry data and said

registration data; and said server device transmits to each user terminal

devicsaitesrsyasteatiie deraesranSais Bt dlesheidaesianan datadsat
hatd HeesirtarbuinfervationettiBed!afiction to calculate similarity information

indicating the degree of similarity between said inquiry data and said registration
data for each of said users, and fransmits to each user terminal device similarity

information for each of the users that are communication partners;

each of said user terminal devices, based on registration data that have
been stored in advance in said memory device and inquiry data that have been
acquired using said biometrics acquisition device, uses the same function as said
server device o calculate its own user's similarity information that indicates the

degree of similarity between said registration data and said inquiry data; and

each of said user terminal devices, based on its own user's simiiarity
information that has been calculated and the similarity information of a user that is
the communication partner and that has been received from said server device,

uses a function that is common io each of said user terminal
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that is the communication partner; said user terminal device, based on
registration data that have been received and inquiry data that have been
acquired using said biometrics acquisition device, uses the same function
as said server device to calculate 39 its own user's similarity information

deMigen e ARISTAE dRgrRBBPRIkRERty ¥ RfeAesaftngidiRatit d4KE RPN

ef@ifhing uind daias AR satd i seeteapinaherdraebiasest aitscowmmusestion
similarity information that has been calculated and the similarity

P8t hation of the user that is the communication partner that has been
received from said server device, uses a common function for each of
said user terminal devices to generate a common secret key for decoding
data that have been encrypted and transmitted from the user terminal
device of said communication partner. 2. The data communication method
according to claim 1, wherein: determining by means of said server
device whether the bit sequences are absolutely identical for said inquiry
data and said registration data; when the bit sequences of said
registration data and said inquiry data are different, matching said inquiry
data with said registration data; and when said matching is successful,
authenticating the user of the user terminal device that transmitted said
inquiry data as actually said user. 3. The data communication method
according to claim 2, wherein, when the bit sequences of said registration
data and said inquiry data are
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determined by means of said server device to be absolutely identical, the
registration data of the user that uses the user terminal device 40 that
transmitted said inquiry data are stored in a lapsed list in which contains
stored biometrics data that cannot be used. 4. The data communication
method according to claim 1, wherein: biometrics data of the users that
use said user terminal devices are stored in advance as registration data
ina memory devic%\thcaétias provided in, said user terminal, devices: said

server device, baséd on gait ma‘&ﬁ?‘ycé% 3 and said Fgé?st?g%ncaag¥ﬂﬁatlon

sYRivE ey reicbiv uiblicks \n vetegivebyilrgider tectakullastspiingrigers that

triermagion réEQigétHHa“lﬂ/%ﬁfeﬁq %léﬂﬂéﬂ'thaB@t\P{ﬁeéhéﬂjgﬁiﬁ@@%d@é?a for
and said registration data for each of said users, and transmits to each

R R A R TCRIS i RA AR GRS TR Vet S O MOER Wrat are

communication partners; each of said user terminal devices, based on

registiationdaiAhaliave Rsearsiows inAdvansela said Deeary deyirkq

and inquiry data that have been acquired using said biometrics

WHB R RRTDRI S ACAU SIS PRV SERS ATALHEY RICBIGHISSHIE Bevice to
calculate its own user's similarity information that indicates the degree of
similarity between said registration data and said inquiry data; and each of
said user terminal devices, based on its own user's similarity information
that has been calculated and the similarity information of a user that is the
communication partner and that has been received from said server
device, uses a function that is common to each of said user terminal
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41 devices to generate a common secret key for decoding data that have
been encrypted and transmitted from the user terminal device of said
communication partner. 42 5. A data communication system, said data
communication system being of the public-key cryptography type for both

whigh&itlegical Hioimation: ofr sAS R ASRRRD FIYBTRRAY BrAHMRISRYeS.
tredn cb foh aney \Welith @ isAiatdlat antauittans éssiensan dire Ceptioticsaddtdadd users,
communication I ising. rmina ices: that
o e S SR B RS T MR b el o8 AR cora
fgopeibguiinaynsceiewrReYaadin 43 which biological information of said
users has been converted to numerical values, that each use said

biometrics acquisition device acquire bjometric ta of users, and tha

cach TR AR SRARBUTEL RebtcHOTA AU G esa b A Aeh By e
iﬁo_aamhemiwhtgeﬁam daiers vdncha PK| emetrdevidaiahat: Rejstovigesd upon
UL R Gatahaskdny icharerraisiRredsdn aduanee eairkkaligheaiaon said

which are biometrics data of said users; upon receiving said inquiry data

"RYPARN Gels RaniRi Ak S HEFSPSRIGSTERRS A URIS SAG LA or
eiﬁllﬂtllidsf/.ﬁm_wuseesgmmmrﬁhfedxﬁatiotidndoat‘aigqmedmeeaoﬁs'y_fnﬁa'ri_ﬂyusieﬁid
el rdiealnodhe cenamAL AR LN Bal Ak dR\Rce

registration data; and transmits to each user terminal device the

thegraietrafirasaizopitiessr that e RlSSEIBRRRA AR A NepRinanty

iORNRIBA of the user that is the communication partner of the user of that user
terminal device;

wherein each said user terminal device: based on registration data that have
been received from said PK| server device and on inquiry data that have been
acquired using said biometrics acquisition device, uses the same function as said
PKI server device to calculate its own user's similarity information that indicates the
degree of similarity between the registration data and the inquiry data; and, based
on its own user's similarity information that has been calculated and the simiarity
information of a user that is the communication partner that has been received from
said PKI server device, uses a function that is common to each of said user terminal
devices to generate a common secret key for decoding data that have been
encrypted and transmitted from the user terminal device of said communication
partner,
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information of the user that is the communication partner of the user of

that user terminal device; wherein each said user terminal device: based
on registration data that have been received from said PKI server device
and on inquiry data that have been acquired using said biometrics _
acquisition device, U86s HHRESHHERIBEHPES S KASSHITdRicelqgn S
mﬁﬁm@a'gwgew&eimil@éwmmm@md &hak miqeéaﬁtmdm@@eaoﬁaid
similarit tween the registration data and the inquiry.data; and, bas :
SN R 2 iy S A AESSLE - el e o
seimitaiag dfifkawhaawsiretionudeiathng isaidenauinntlaticamonifsistiie mefaheaisaid
iRRSH reseivedHreay saidrkiSersadargewnsrs il neHRRiHAIISsuccessful,
common to each of said user terminal devices to generate a cammon
AR B Rl PG STV BEURS dhehReRT Al Rt At oate
dscroiahéyusdd tesminal device of said communication partner. 44 6. The
data communication system according to claim 5, wherein said PKI

server device determines whether or not the bit sequences of said
registration data and said inquiry data are absolutely identical; when the

bit sequences of safjgegdistiatiomaalnandsal sesuirnscataiae tiferent, 6,
W'H%t%r%eéasﬁ 'g»}dpgg}(,\érdgé%gw't?s5_;?#9\,{8%5 %QHOQ ga%aé,da Esq ﬁhﬁﬂia@g'ometrics
matching IS successrtul, AUthentieates the User of the user terminal deviee

dhtat thahsannedbsalsacgaiey reaistcms avlirm s s e LitThradenges of said

rggmmuaépamm REGRYIREa 6l niMeeBesad I IFedKatical, the
reg?é!tggtigsnp&ggdo?(%hvglbgg !{%gis gge-“ss’ghlg a‘?é%lrc pezbr;ﬁ%na glecvslce that transmitted said

inquiry data are registered in said lapsed list.

8. The data communication sysiem according 1o claim 5, wherein:

said PK| server device: based on said inquiry data and said registration data
that have been received from said user terminal devices, uses a prescribed function
to calculate for each said user similarity information indicating the degree of
similarity between said inquiry data and said registration data, and transmits {o each
user terminal device the similarity
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data that cannot be used are registered; wherein, when the bit sequences
of said registration data and said inquiry data are determined to be
absolutely identical, the registration data of the user that uses the user
terminal device that transmitted said inquiry data are registered in said
mt‘a@@ti%t@fsfhw@ﬁataaéd?n%ﬁ%ﬁﬂbﬁ@?&%ﬁf’%&@?cﬁﬁg‘ﬁ) §5fRisthat user
tanhpeinegald Bl server device: based on said inquiry data and said
registration data that have been received from said user terminal devices,
uses a prescribed function to calculate for each said user similarity
inforngaibnoi B tisg THer eiedericaimapiy vitad edth caipsnuiindaes for
s@ﬂﬂ?satd 48GisHatiAERta-ADN HRRSHIHMENRICBIHSRIULHY mk devieeethger
simi arl(l}/ 45 inf matlon of the user that |§ the_.communication partner of

tofRInRl TRy GRS PR RPRATRR SR R R YT g%f‘uégﬁgrpﬁlﬁg ance in
saidvioesids plevickedwitbraingeimodatietiet favestosim svnadsdiveusing said

plSYSHAl AR AN RRIgARIE CTdatmhOfusar S Rat dre dRaiHSSK | ERMPsvice to

evices; based on registration data that have been stored in advance in
G§%%ﬁ§o@%é‘§%’é%'@ﬁ%ﬁtﬂ{z‘“&8@ it indieatrseibadgaies ¥y IRiRgY
bediéchionetogR watphstiing devides uspdrihdsamenfubatien as gaidiKuser's
ST O 'Ceé% S Iate, 'FeSWr&béiéé’n%?e%"%H%r%'@%mﬂ Pbhation of a
Ica es egree of simi arity between the registration data an
umdnytdataemwmﬂ@ﬁw tt@ﬁ@%hﬁﬁaﬁgmf@?rﬁaﬂbﬁatﬁéf%tésewer

dBeRB Galeylatechanm ttﬂatsmtaﬁwdﬂf@rmmﬂ of @alsesdhadrigitRe devices to

SHBTELS G<B8 VoA AT1e Cor A A BhAooF BA e FRlrag e

tebesioétetbfrom the user terminal devsce of said communication partner.
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generate a common secret key for decoding data that have been
encrypted and transmitted from the user terminal device of said
communication partner. 46 9. A terminal device used by a user for
transmitting and receiving data that have been encrypted by means of
public-key cryptography by way of a network, said terminal device
compgsing: & biem@iEcsiaacrisisien device it aeguiringrhilimetsios dedaning
o240 RIRAICRLIOLTANOR O SR USEL NS SR ROMVGHSAdR. BB Ry
values; and a processor for using said biometrics acquisition device to
ohsdqifeotiiotaist iR inabdel iR agsepriBMBtransmitting the biometrics data,
that have been acquired as inquiry data for authenticating said user, to a
server device, 47 wherein said processor: based on registratio (;ata that .
e DO RSB GEUF frabheRR G fEOREEh fASah Andicr
binlsgichbfeemaibwvicef aaid tisat hay ddmrecoraesive tofromesait wdveer alelice
and inquiry data that have been acquired using said biometrics
acquisition device, uses a prescribed function to calculate its own user's
similaftyPTRRSERRROR thEiHHiGAEs BiRMAdETae JAMIISHARY UG sFGUTe
piegistratiofetiniet wed saiddnguinndaiairanthbasec@ndts dnim tisarisave been

ARl Hameten BeLas tean coliiaied aact sila o maton
oﬁa userstha Is"the communication partner that has been received from
said server device, uses a function common to each of said terminal
devices to generate a common secret key for decoding data that have
been
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encrypted and transmitted from the terminal device that is used by said
communication partner. 10. A terminal device used by a user for
transmitting and receiving data that have been encrypted by means of
public-key cryptography by way of a network, said terminal device
compWBRIBNBBIORTERFES Yequisition device for acquiring biometrics data in
which biological information of said user has been converted to numerical

values: a processor for usin id biometrics.acquisition device to ire
piom A e L T F S BmS s Ao Rt e
beerregisiguith asvagoiryndiia fareritHevineating tsaldavebasrareesived from

sSRERIANEA D IMON ARVICRIDHHOHAG DAY 2R68IRY eI 3R daatrics
biometrics data of its own user that uses said terminal device, wherein,

AP R o \HEES BhRERP I IR U AR AT h AP S WB P RES & IR

irdolvaarien | thadithdienssryhaleeigeard wioularitdatattrairhase begistetquirddta

aHéig&émqungé@gi%%@cquisition device, uses a prescribed function to
calculate its own user's similarity information that indicates the degree of

similarity between said registration data and said inquiry data; and 48
basedeseiisopvits baeT assmilgifiyaidomatiestitaiia s aeeasatzibatetdadd
S%Wé'%r'tYn%F%g?ﬁﬂo& of AdL3eh 3L IS0 %&r%m{ﬂ“;'@é%@il(r’ﬁ%%reﬁ“ WA AL Ay
een Teceived from said server device, uses a functiori that Is common to
recaitee MRS Mt PR aeRNtEs HSFeRdvarieNCeATITION feerake)sRjp terminal
ddorading datrihrt Baverhesn saweiPied abd anriniiteghisomdheave been
etnecrrrpgla?e? daeﬁlcljcq:rg]r?strhs:tt%%e rg% S?PI)% terminal device that is used by said

communication partner.

10. A terminal device used by a user for transmitting and receiving
data that have been encrypted by means of public-key cryptography by way
of a network, said terminal device comprising:

a biometrics acquisition device for acquiring biometrics data in which

biological information of said user has been converted {0 numerical values;

a processor for using said biometrics acquisition device to acquire
biometrics data of the user and transmitting the biometrics data, that have been

acquired as inquiry data for authenticating said user, to a server device,; and

a memory device for sforing in advance as registration data biometrics data

of its own user that uses said terminal device, wherein said terminal device:

based on registration data that have been stored in advance in said memory
device and inguiry data that have been acquired using said biometrics acquisition
device, uses a prescribed function to calculate its own user's similarity information
that indicates the degree of similarity between said registration data and said
inquiry data; and
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communication partner. 11. The terminal device according to claim 10,

wherein said processor: determines whether or not the registration data

that have been stored in advance in said memory device are data of poor

quality that cannot be used in_matching; when said registration data are

not sEREFHED IS BWF iR, SiTallRRYS HRDIRH athah Aep freh&sfrulated and
siranglity eifuRingiSai Ao MesF s ACRU BRI D GIeVICAcRtith registeatiomt dade been
regé%}er&a%e been stored ira advance in said &}Srrpﬂ,i&device' and when the

tica

m said’. sejver device, Uses a iU 1S comimoen o each &f said
user of the termlnaTV(?ewce as been au{hen ed as aﬁuaﬁy salg user

tepyinabapyesssaigenatetiry camnsmiteggickayistragepdingdatadhaiinave been
erlB9BiB4 daldy tqraalthaesy e RYicRed dekdinkie dauninatidevice aeeardig said
to claim 11, wherein when said registration data are said data of poor
CORURHYRUT] BRIOESsor transmits said registration data and said inquiry
data to said server device. 50 ABSTRACT Public-key cryptography is
realized by means of PKI in which biometrics data, in which biological
information _of users is converted to numerical values, are used to

authetfticattN BT HIREARCAFRINE IR T At WAREEE LRI B ERESO!

biometrics _data, identical secret ke_ys (com.mon secret keys) are
generated i §aGnAES LPleunabiguss DAk ¥t sele been stored in

advance in said memory device are data of poor quality that cannot be used in
matching;

when said registration data are not said data of poor quality, matches inquiry
data that have been acquired using said biometrics acquisition device with registration

data that have been stored in advance in said memory device, and
when the user of the terminal device has been authenticated as actually said

user by means of said matching, transmits said registration data and said inquiry data
to said server device.
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by the users without releasing the secret keys onto the network.

12. The terminal device according to claim 11, wherein when said
registration data are said data of poor quality, said processor fransmits said

registration data and said inquiry data to said server device.
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ABSTRACT
Public-key cryptography is realized by means of PKIl in which
biometrics data, in which biological information of users is converted to
numerical values, are used to authenticate users that transmit and receive
data, and based on the biometrics data, identical secret keys (common
secret keys) are generated in each of the user terminal devices that are used

by the users without releasing the secret keys onto the network.

51



