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rapid routing of authentication. requests through an interconnected |
t el ecommuni cati on switching system Background of the Invention

Wthin the prior art, nobile tel ephone thmmuni cat i on systens are of

two general types: cel lul ar tel ecommunication systens and personal

conmmuni cati on 1MOBIEETELEPAGNEISTORING THE NODENUMBER OF THESt ens. A

cellular tel ecomunication ge geographi cal area
offering a user with a mbngs!%i@que(w ibility to make calls’ at
the of fice, Yechnical Hieldi al areas, and in vehicles while havi ng

cont nucus Serv, o6, ndiaRaagictpes i SEbIei MR SROTRIRISIRL BT 3o 1S
by thegl d’fS%YIQt"cS?@P*ﬂGPmMrW thenticationrreqfests thrpugh anyintemonnented t he hi gh
charge per nglasdim@hication switdhing§ysfeppared to a fixed tel ecomuni cation

system PCS{s,a co bet ween the | ow cost and | ack of freedom
of "a fixed t@émmm em and t he high cost and freedom of a
cel lular tel econmuni Withiwthegyidt & mdbite e{ephoaiMunication systems are of
two general types: cellular telecommunication systems and personal communication
10  systems (PCS) also referred to as telepoint systems. A cellular telecommunication
system covers a large geographical area offering a user with a mobile telephone a
possibility to make calls at the office, in residential areas, and in vehicles while
having continuous service. A disadvantage of cellular telecommunication system is
the high cost, weight and size of the telephones, the high charges charged by the
15  operators for becoming a user of such a system, and the high charge per minute of
call as compared to a fixed telecommunication system. PCS is a compromise _
between the low cost and lack of freedom of a fixed telecommunication system and.
the high cost and freedom of a cellular telecommunication system. The PCS concept
~ offers users small light-weight battery-powered portable telephones for making calls
20 anywhere that has a fixed point telepoint radio transceiver. The telepoint
- transceivers are located at various places such as railroad stations, airports,
pedestrian areas, office buildings, and residential areas. The provision of telepoints
in residential areas allows the user of a PCS telephone to make calls from their
residence and also provides an alternate telecommunication service to that provided
25 Dy the fixed telecommunication system. In order to make or receive a call, the user
of a PCS telephone must find a telepoint transceiver and must remain within the
range of that telepoint transceiver throughout the duration of the call. If the user
moves outside the range, the call could be cutoff since there may not be call hand
offs between telepoint transceive:s. The PCS concept requires comparatively little
30 power.consumption in the PCS telephones in comparison to the cellular telephones.
Two problems do exist in prior art PCS systems. The first problem is to
allow a user who is in proximity of a telepoint transceiver to be called by other PCS
telephones or telephones wired into the fixed telecommunication system. The
- second problem is that of providing authentication information to a telepoint
35 controller when a user of a PCS telephone wishes to make a call. Both of these
problems have a common root. Namely, because of the much larger number of PCS
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t el epoi nt 35° %WFI’%F %lrp%%&\é’lrgb%‘?ﬂ%sf%ﬁg i C"?tgi‘ §BH‘8% nt E)Orr:ke a |
cal | . Bot}) oinformeasion. U.S. Patenty Nexrd, 986,007 disclosescmeibod forl‘dﬂnwln;g telepbonss e of
the much | ar gajs fisHagh ol reflShce of the user of the PCS telepoint telephone to be
redirected to the present location of the PCS telephone. When the user of the PCS
telephone wishes to receive calls at a particular telepoint, the user initiates the
) registration procedure. As part of this procedure, the PCS telephone places a call
- 15 using the telephone directory dialing plan back to the resident telepoint controller
- serving the user’s residence. The PCS telephone then transmits to the resident
telepoint controller the identification of the telepoint at the present location of the
PCS telephone. When an incoming call is received by the resident telepoint, the
_ resident telepoint then transfers that call to the telepoint upon which the PCS
20 telephone is presently registered. All of these prior art systems assume that the
directory dialing plan telephone numbers are distributed in large blocks among the
switching networks such as the distribution of blocks and telephone numbers in the
United States public telephone network.
Whereas, the prior art systems do provide partial solutions to the two
25 problems, these systems do not function well in a distributed telephone network such
as disclosed in U.S. Patent No. 5,182,751, where the telephone numbers are -
distributed in small blocks or individually among the switching nodes. The reason is
that as the PCS telephones register at a extremely large rate the overall response of
- the switching nodes would be too slow in identifying the resident sWitchi_ng node if
30 the identification was based on the telephone number of the PCS telephone. The
reason is that many switching nodes would have to be interrogated before the
resident switching node was identified. -
| What is needed in a distributed node switching system is a rapid method
for determining a PCS telephone’s resident switching node.
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t el ephones and cells in a given geographical area, the use of a central
conputer to keep track of where PCS t el ephones are and to provide the
aut hentication information for those tel ephones is bot h expensi ve and

extrenely tine consumng. WPO Patent Application No. WO 5 94/01976
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in a managenent system and the location of the PCS tel ephones is maintained
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' ' FIGS. 5-16 illustrate internal tables utilized by the switching nodes of

FIG. 1;

FIG. 17 illustrates, in flow chart form, operations performed by a
- mobility management application in registering a PCS telephone; _
20 _ FIGS. 18 and 19 illustrate, in flow chart form, operations performed by a

mbbility management application in obtaining authentication information;
FIG. 20 illustrates a block diagram of a base station; and
FIG. 21 illustrates a block diagram of a PCS telephone.

Detailed Description _

25 FIG. 1 shows a telecommunication switching system having a plurality
~ of switching nodes 101 through 112 for providing PCS service. The switching nodes
are interconnected to public network 114 via PRI links 157, 160, and 161. The

switching nodes are interconnected via PRI links to base stations 120-123 and 125-
130. Each base station is a telepoint and can service a plurality of PCS telephones
30 (referred on the drawing as PCST) such as PCS telephones 164-170. The PCS
telephones can make and receive telephone calls from other PCS telephones and
from station sets, such as BRI station set 124, directly connected to public
- network 114. In addition, analog telephone sets connected to public network 114
can make calls to the PCS telephones. Each PCS telephone is considered to have a
35 resident switching node and base station to which the directory telephone number of
. the PCS telephone is assigned. Each directory telephone number is assigned to a




25 " prohlens, these systens do not function well in a distributed tel ephone
net wor k such as disclosed in U S. Patent No. 5,182,751, where the

t el ephone nunbers are distributed in snmall bl ocks or individually
anong the sw tching nodes. The reason is that as the PCS tel ephones
register at a extrenely large rate the overall response of t he
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swi t chi ng nogsidentiswitchingmededent swit chi ng node nunber stored in t he PCS
tel ephone is utilizegplQufidithg'n¥des of FIG. 1 are arranged into a directory dialing plan
and a switching node hierarchy. - Assume that the resident switching node of PCS
10 telephone 168 is switching node 108 and that the user of PCS telephone 168 leaves
- his/her home and travels to his/her office which for sake of an example is served by

switching node 110 and registers on base station 127. As part of the registration’
procedure, PCS telephone 168 transmits its resident switching node number to
switching node 110. Switching node 110 utilizes the resident switching node
15 number to route through the switching node hierarchy to switching node 108
" requesting the authentication information for PCS telephone 168. Switching
node 108 transmits to switching node 110 the authentication information for PCS
telephone 168 and marks in an internal table that PCS telephone 168 is presently
registered on switching node 110. Switching node 110 stores the authentication
20 information for PCS telephone 168 until PCS telephone 168 registers on another _
switching node other than switching node 108, or switching node 110 exceeds the
amount space available for storing authentication information and determines that
PCS telephone 168 has been used less than any other PCS telephone. Switching node
110 continues to store the authentication information even if PCS telephone 168
25 subsequentially re-registers on sWitching node 108. If PCS telephone 168 is
registered on switching node 110, when a incoming call is received for PCS
~ telephone 168 by switching node 108, the latter switching node redirects that call to
switching node 110.
Unlike a prior art system of switching nodes such as a network of
30 Definity Generic II communication systems, a switching node of FIG. 1 has no
predefined stored information defining how this system is configured before
initialization, with what telecommunication links are terminated on which nodes,
what interfaces are utilized to terminate those links, the physical configuration of the
sw1tchmg nodes, and the type and features of the station sets. Further, there is no
35 predeﬁned information setting forth the directory dialing plans which is utilized to
identify the telecommunication terminal equipment connected to each of the
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route a'‘request for authentication information to the resident swtching
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124, direct I MMPITEmusi®staBliftPEdifto each switching node in order to distribute the
_ directory dialing plan among the switching nodes and to provide other management
15 functions. Each of these functions is described in the U.S. Patent Application of
B. M. Bales, et al. "Automatic Initialization of a Distributed Telecommunication
System", Serial No. 07/816360, filed on December 30, 1991, assigned to the same
assignee as the present application, and hereby incorporated by reference. FIG. 2
illustrates the switching node hierarchy and FIG. 3 illustrates the directory dialing
20 plan hierarchy. .
Consider now when a PCS telephone first registers on its resident
switching node. For example, when PCS telephone 168 initially registers on
switching node 108, a mobility management application in switching node 108
requests the service profile 1.D. (SPID) information from PCS telephone 168. The
25 SPID information identifies the terminal service profile (TSP) which includes the
resident switching node number. Because of this, the mobility management
application is also requesting the switching node number. The SPID information
also defines the directory telephone number and the resident switching node number.
~ The mobility management application determines from the resident switching node
30 number that PCS telephone 168 is assigned to switching node 108. Mobility
management application interrogates internal tables for the terminal service profile
of PCS telephone 168. Finding no terminal service profile, the mobility management
application then transmits a message to network management system (NMS) 115
requesting the TSP. Once the TSP is received from network management
35 system 115, switching node 108 proceeds with the registration procedure. As is
' described later in greater detail, switching node 108 does not own the directory

RV Y SR



net‘worik._'114. In addition, anal og tel ephone sets connected to public network

114~ *can nake calls to the PCS tel ephones. Each PCS tel ephone is
considered to have a 35 resident sw tching node and base stati on to which
the directory tel ephone nunber of t he PCS tel ephone is assigned. Each
directory tel ephone nunber is assigned to a . _
-4- specified PCS tel ephone. Nor 4 y, this would be the base station
serving the user of the PCS tel ephone's hone. In FIG 1, switching
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|'eaves bne and travels to his/her office which for sake of an
exanpl e i s served byForexample, when PCS telephone 168 registers on switching node 110

and switching node 110 is operating in a stand alone mode, a message is sent by

10 switching node 110 to switching node 108 requesting the authentication information
and including the node number for switching node 110 and the directory telephone
number. This message is transferred to the mobility management application of
switching node 108. The mobility management application interrogates its internal
table to determine if it has the TSP for PCS telephone 168. If the TSP is not present,

‘15 the mobility management application obtains it from network management
system 115. Regardless, the mobility management application transmits to
switching node 110 a message containing the authentication information for PCS
telephone 168. The mobility management application records in the internal table
‘that PCS telephone 168 is registered on switching node 110. Upon receiving the

20 message from switching node 108, the mobility management application of
switching node 110 stores the authentication information in an internal table alohg
with the fact that switching node 108 is the resident switching node. Switching node
110 continues to store the authentication information for PCS telephone 168 until _

. PCS telephone 168 registers on another switching node other than switching node

25 108, or switching node 110 exceeds the amount space available for storing

authentication information and determines that PCS telephone 168 has been used
. less than ariy other PCS telephone. Switching node 110 continues to store. the

authentication information even if PCS telephone 168 subsequentially re-registers on’
switching node 108. '

30 When an incoming call is received for PCS telephone 168 by switching
node 108, that call is eventually transferred to the mobility management application.
The mobility managemeni application determines on which switching node PCS
telephone 168 is registered. If the telephone is registered on switching node 108 via
base station 130, the call is transferred to base station 130. However, if PCS

'35 telephone 168 is registered on switching node 110, the mobility management
application requests that the incoming call be redirected to switching node 110.



swi.t chiing node 110 and regi sters on base station 127. As part of the

regi stration procedure, PCS tel ephone 168 transmts its resident

swi t chi ng node nunber ‘to swi t ching node 110. Swi tchi ng node 110
uti'lizes the resident switching node 15 nunber to route through the

swi tching node hierarchy to switching ngde 108 requesting the

aut hentication information for PCS tel édhone 168. Switching node 108
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connect ed t ¢ £36MpAkheddRing another layer of protocol which allows multiple
| communication paths -- commonly referred to as logical links -- to be established on
a given physical channel or a physical subchannel communicating packetized data.
These logical links are used to identify and process data being communicated
20 between link layer 412 and physicai layer 401. (An example of this type of protocol
- is the LAPD packet protocol used in ISDN Q.921. In the ISDN standard, link
layer 412 terminates the LAPD protocol.) Link layer 412 can support multiple
protocols so that the upper layers are uneffected by the different protocols being
utilized. Further, link layer 412 allows higher software layers to control physical
.25 layer 401 in an abstract manner. |
As seen in FIG. 4, link layer 412 is d1v1ded into link interface 402 and
link management 403. The reason for this division is set forth herein below. It will
be helpful at this point to discuss the communication of ISDN signals over a
D channel to help readers, for example, who have only a rudimentary knowledge of
30 the communication of ISDN signals over a D channel. At link layer 412, a plurality
of logical links is established on a D channel. Only one of these logical links
communicates ISDN control signals, and this logical link is referred to herein as a
~ logical D channel (LDC). The LDC is identified by a logzcal D channel number

(LDCN).



- 5-. * switching nodes. Finally, each switching node has no predefined
know edge of what tel ecommuni cation termnals are connected to it.
Each sw tching node determ nes the above infornation upon the entire
system being initialized or an individual sw tching node being initialized
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_ calls external to a switching node. The network layer controls the allocation of

10 channels on an interface on which a call is being received or set up. For example, if
switching node 101 receives a call from switching node 102 via PRI link 150,
network layer 404 of switching node 101 negotiates with its peer layer (the
corresponding network layer 404 in switching node 102) in order to obtain allocation
of a B channel in PRI link 150 -- a procedure later to be repeated if a second

15 B channel is desired. This negotiation is carried out using standard ISDN Q.931
messages such as the call setup and connection messages via the LDC setup on the

" D channel of PRI link 150. Network layer 404 identifies all B channels of given
interface with the LDC for that interface. Network layer 404 is only concerned with
the establishment of a call from one point to another point (e.g., switching node to

20 switching node). The network layer is not concerned with how a call is routed
internally to a particular switching node but rather transfers information up to higher
layérs for the determination of how a call is routed in the switching node. However,
the network layer does request that one application, referred to here and below as the

‘connection manager application, add or remove facilities on a physical interface to a

25 switch connection within a switching node.

Specifically, the network layér carries out call setup by first determining
that the request for the establishment of a call is valid and that the resources between
the two switching systems are available to handle this call. After this determination,
information concerning the call is transferred to higher software layers. The reverse

30 is true when the network layer receives a'request from the higher software layers to
establish a connection with another switching node.

Network layer 404 receives information from another node concerning a
call via a LDC. As information is received on the LDC, a call reference number is

~ utilized to identify the call associated with this message. The call reference number

35 is selected by the originating network layer during call setup in accordance with the

ISDN standard. Details of this identification are given with respect to FIG. 14.



Syétenf;‘SeriaI No. 07/816360, filed on Decenber 30, 1991, assigned to the
sane ' assignee as the present application, and hereby incorporated by
reference. FIG 2 illustrates the switching node hierarchy and FIG 3
illustrates the directory dialing 20 plan hierarchy.

Consi der now when a PCS tel ephone first registers on its resident

swi tchi ng node. For exanple, when PCS te?ephone 168 initially registers on
swi tching node 108, a nobility managenent application in swtching.node 108
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switching nodes. This communication between transport layers is necessary because
it may be'necessaxy to route the call through intervening nodes to reach the
destination node. The transport layers communicate among themselves utilizing
15 signaling paths (LDCs) established between switching nodes.

o With respect to inter-node routing, transport layer 405 is the first layer
that starts to take a global view of the overall system illustrated in FIG. 1. Transport
layer 405 uses information provided by session layer 406 to select the inter-node
path. The transport layer performs its task of routing between various nodes by the

20 utilization of tables defining the available paths and the options on those paths.
These tables do not define all paths but only those paths which the node has already
“used. - : |
Communication between transport layers is done by network layer 404
~ using established LDCs. Transport layer 405 communicates information destined for
25 its peers to network layer 404, and network layer 404 packages this information -
within the information elements, IEs, of standard ISDN Q.931 messages. Network
layer 404 uses the LDC that has been setup to a particular node to communicate this
information to its peer network. layer. Similarly, when another network layer
receives information of this type, the other network layer unpackages information
30 and then directs the information to the transport layer.

' The primary function of session layer 406 is to establish communication
among endpoints with all endpoints considered to be applications including, for
'example, a BRI station set is considered an application. Significantly, these
endpoints may be applications such as the application performing the call processing

35 features or the dialing plan application. In any event, connections between such
endpoints is considered a call. A session (call) is set up by session layer 406 any



tel'e.phbr_fe nunber and nust request perm ssion fromsw tching node 102 to

host- t he nunber. If the resident sw tching node nunber did not

desi gnate swi tching node 108, the nobility managenent application
utilizes the resident. sw tching node nunber to transmt a nessage to
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for PCS tel ephone 168. This nessage al so includes the node nunber of
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| nformation blynthgrs]eslsmn ra)rrlglr es?el rte:qu%sts a?e done using the network layer to generate
standard ISDN Q.931 call setup messages. If the other switching node cannot

15 interpret the address, the session layer of that switching node transmits information
to its transport layer requesting that the call be dropped. If the session layer can
interpret the address, it sends a message to its transport layer requesting that a call
'procceding message be transmitted by its network layer back to the requesting
switching node_;

20 _ Presentation layer 407 of FIG. 4 invokes a complex protocol in order to
groom the information being communicated between applications so that the
applications are totally divorced from the protocol used to communicate the

~ information. A presentation level protocol allows an application to communicate
with a peer application across a transport path.

25 Finally, application layer 408 manages the resources needed by the
applications running at software layer 409. When an application at software
layer 409 is communicating with another peer application, the application is unaware
of how many other applications exist or where these other applications are located.
It is the function of application layer 408 to determine and use such details,

30 consequently allowing the applications to be written in a very abstract manner.

Consider now in greater detail how a non-resident node obtains
authentication information using the resident switching node number and how calls
are directed from a resident node to a non-resident node. The manner in which these
operations are performed depends on whether the non-resident node is in an

35 authentication hierarchical structure of switching nodes with respect to the storage of
authentication information or the non-resident node is in a stand alone mode.



with the fact that switching node 108 is the resident switching node. _
Swi t chi ng node 110 continues to store the authentication information
for PCS tel ephone 168 until PCS t el ephone 168 regi sters on anot her
swi t chi ng node other than switching node 25 108, or sw tching node 110
exceeds the ampunt space avail abl e for- Ht-oring aut henti cation

I nformati on and determ nes that PCS tel ephone 168 has been used | ess
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r (;fil et ed . yel p?é’&ﬁ@iﬂ'tﬂ%}ag%%t ﬁﬂ}ﬁo%osht“rigtthg'sdﬁsﬁr(iepﬁsogf tTV\lEr%blgsr gh‘“‘ls%metg? f}‘r e of the
swi t chi ng n0GE: 50% only illustrate the material relative to the present example, one skilled in
10 the art would readily see that these tables would include more information
~ concerning other PCS telephones and switching nodes. Not shown are also the
tables that define within a given switching node to which base station a PCS
telephone is registered. _ |
Consider now the stand alone case where the switching nodes of FIG. 1
15 are not arranged in any authentication hierarchical structure and continue to utilize
- the previous example dealing with PCS telephone 168. Before PCS telephone 168
registers on switching node 108, PCS telephones 164-166, 169, and 170 have
registered on their resident switching nodes as illustrated in FIG. 1. All of these PCS
telephones are assigned telephone numbers which are part of the dialing plan owned
20 by their respective switching nodes. The telephone numbers for these nodes are the
first entry into the mobility tables of FIGS. 5-8. For example, telephone number
"3130" of mobility table 501 for node 108 is PCS telephone 166. The purpose of the
various entries in the dialing plan, level 5 routing, and level 4 routing tables is
explained in detail in the previously referenced U. S. Patent Application of
25 Bales, et al. _
Consider now the meanings of entries for the mobility tables. The state
entry indicates whether the telephone number is resident (1) or non-resident (0) on
the switching node. A state of "2" indirects that switching node is in an
~ authentication hierarchical structure for the telephone number but is neither the
30 resident nor non-resident switching node. The node number entry designates the
resident node of the telephoné number. The node pointer is utilized in a
authentication hierarchy structure to point to the next lower node in the structure
having the authentication information. The authentication pointer is used to point to
a memory location within the switching node of the authentication information. If
35 the authentication pointer is 0, this indicates that the authentication information is
not present on this node. The time field indicates the time that the authentication
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division is set for Bﬁﬁ?\‘e switehing nede. lqstcan,,umlze directory telephone number 4401,
it must request permission to host this number, since it does not own that portion of
the dialing plan that includes 4401 as can be observed from FIG. 3. As is described
in great detail in the previous referenced U. S. Patent Application of Bales, et al.,
20 switching node 108 receives permissfon to utilize that number from switching
node 102 which owns the portion of the dialing plan that includes telephone
number 4401. Obtaining permission to host the number is performed by the dialing
plan application of switching node 108 at the request of the mobility management
application. After permission has been received to host the number, mobility |
25 management application then inserts entry 512 into table 501. The state is "1", since
node 108 is the resident node for telephone number 4401; The dialing plan '
application for switching node 108 also inserted entry 514 into table 503. The node
“pointer of table 501 is set to "0" since there is no authentication hierarchical structure
of nodes. The authentication pointer of table 501 now points to the location in
30 memory where the actual authentication information is stored, and the time field
information is inserted. After these operations are accomplished, mobility
management application would complete the registration of PCS telephone 168.
Assume now that the user of PCS telephone 168 leaves his/her home
that is served by switching node 108 and goes to his/her office that is served by
35 switching node 110. When PCS telephone 168 registers on switching node 110 via
base station 127, the mobility management application of switching node 110



be_:he‘l pful at this point to discuss the communication of |SDN si gnal s over
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The message includes the switching node number of switching node 110 and the
directory telephone number, 4401. The transport level of switching node 110 is
10 - responsive to the request for transmitting the message to interrogate table 709 of
FIG. 7 and determines that the message to be routed to switching node 108 on
link 159. Similarly, the transport layers of switching node 104, 101, 102 and 106
perform similar interrogations of their level 4 routing tables using the node number
of switching node 108 to determine the link that is to be utilized to send the message
15 to switching node 108. These entries in the various level 4 routing tables were set up
in response to telephone calls made to or from switching node 108 using the block of
directory numbers, "31xx" that are the portion of the dialing plan owned by
switching node 108. To route the call on the basis of the directory telephone
number, 4401, would be a more difficult and time consuming task since switching
20 node 110, 104, and 101 have no information stored in their level 5 routing table
' indicating that switéhing node 108 is hosting the directory telephone number, 4401.
| When the mobility management épplication of switching node 108
receives the message from switching node 110, it utilizes the directory telephone
number to access entry 512, utilizes the authentication pointer to access the
25 authentication information, and transmits the authentication information in a
message back to the mdbility management application of switching node 110. The -
mobility management application of switéhing node 108 then updates mobility
table 501 as illustrated in entry 512 of FIG. 9. In entry 512, the state has been
changed to "0" indicating that the PCS telephone is no longer registered on switching
30 node 108, and the node number has been changed to 110 indicating that the PCS
telephone is registered on switching node 110. In response to the message received
back from switching node 108, the mobility management application of switching
node 110 inserts entry 901 into mobility table 706 of FIG. 9. Entry 901 indicates
that telephone number 4401 is presently registered on switching node 110, state
35 equals "1" and the node number 108 indicates that the resident node is switching
node 108.
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The cal | ref Bre&smtly regisisead on switching node 110. The mobility management application
then utilizes the lower levels to interconnect the call to PCS telephone 168 via base
station 127. - _ _ : '
20 Entries 512 and 901 of FIG. 9 are stable until PCS telephone 168 is no
longer registered on switching node 110 or switching node 110 can no longer store
the authentication information. Switching node 110 can store the authentication
information even if PCS telephone 168 is not registered on switching node 110, but
PCS telephone 168 can only be registered on switching node 108 for this to be the
25 case. If switching node 110 is storing the authentication information but PCS
telephone 168 is not registered on switching node 110, then the state field of entry
512 is set equal to a "1" to indicate that telephone number 4401 is registered on
switching node 108, and the state field of entry 901 is set equal to a "0" to indicate
that telephone number 4401 is not registered on switching node 110. As previously
30 mentioned, each switching node has a finite amount of memory space in which to
store authentication information. Once this space has been exceeded, the switching
node must stop storing the authentication information for one telephone number to
create sufficient memory space to handle a newly registering PCS telephone. If the
PCS telephone whose telephone number is selected for termination of authentication
35 information storage is still registered, then the registration must be terminated as
well as the authentication information storage being terminated. The selection of the



35. is. selected by the originating network |layer during call setup in

accordance with the | SDN standard. Details of this identification are
given with respect to FIG 14. : _ Transport | ayer
405, is the key elenent that allows the routing of a call through a
conpl ex system having multiple nodes as illustrated in FIG 1. Its primry
function is to manage the routing of cadPl*s external | y, i.e., between

swi t chi ng nodes. Transport |ayer 405 views the systemof FIG 1 in

terms of notdsphene niumberdspaformed by deierhining the nelepitdresniiterwhich 1&Mhenode t 0
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entry 901. If the mobility management application of switching node 108 determines
10 that PCS telephone 168 should no longer be registered on switching node 110, that

mobility management application sends a message to the mobility management

-application of switching node 110 which results in the removal of entry 901. One

condition under which switching node 108 would determine that the registration

should be eliminated on switching node 110 is if PCS telephone 168 registered on
15 another switching node. '

If switching node 110 selects the authentication information of
telephone number 4401 for termination and PCS telephone 168 is not registered on
switching node 110, the mobility management application of switching node 110
transmits a message to that effect to the mobility management application of -

20 switching node 108. That mobility management application removes the designation
in entry 512 to switching node 110. The mobility management application on
switching node 110 removes entry 901. :

Consider now the case where switching node 110 is part of an
authentication hierarchical of nodes. These authentication hierarchies are assumed

25 to have the same hierarchical structure as illustrated in FIG. 2 for simplicity.
However, a different hierarchy could be used. The hierarchical state word
containing a "1" which is maintained by the mobility managementment application
defines when the top of the authentication hierarchical structure has been reached.
For sake of an eXample, it is assumed that the authentication hierarchical structure

30 for switching node 110 includes switching nodes 104 and 101. The mobility tables

- of FIG. 10 define this structufe_. The top of this authentication hierarchical structure
is denoted by hierarchical state word 605 of FIG. 10 for switching node 101
containing a "1". If switching node 104 was to be the highest node in the
authentication hierarchical structure, hierarchical state word 610 of FIG. 10 would

35 contain a "1" rather than a "0". Hierarchical state words 705 and 710 of FIG. 10 are

-also "0 " indicating that switching nodes 109 and 110 are part of the authentication



destination node. The transport |ayers communi cate anong thensel ves
utitizing 15 signaling paths (LDCs) established between sw tching nodes.
Wth respect to inter-node routing, transport |layer 405 is the first |ayer
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event, conn&ede dhQ trersmitsarmessage to the mohility managdnsent epplicdtiomof the vatl . A
sessi on ( CahighestnciRlin tHe AthehfiSition hidradtical WRicRINY which is switching
15 node 104. Included in this message is the telephone number, 4401, of PCS

telephone 168, the switching node number of node 110, and the resident switching

node number which is switching node 108. The mobility management application of

switching node 104 is responsive to the message to determine if it has a reference to

directory telephone number 4401 by examining mobility table 606 of FIG. 10. Since

20 the mobility management application of switching node 104 does not in the present

L

example, it transfers the message to the mobility management application of
switching node 101. That mobility management application does not have a
reference to directory telephone number 4401 in mobility table 601 of FIG. 10.
However, by examining hierarchical state word 605 of FIG. 10, the mobility
25 ' management application of switching node 101 determines that it is at the top of the
authentication hierarchical structure and utilizes the resident switching node in the
message from switching node 104 to transmit a message to the mobility management
application of switching node 108. _
The mobility management application of switching node 108 is
30 responsive to the message to make an entry that is identical to entry 512 into
mobility table 501 of FIG. 5 for switching node 108. The rhobility management
application of switching node 108 then routes the authentication information directly
- back to switching node 110.. This routing may take a different path than that
indicated by the node hierarchy of FIG. 2. | -



- 10- . time two applications require communication with each other. As
noted eaflier, session | ayer 406 deals only in terms of sw tching nodes
and appllcatlons on those swi tching nodes and relies on transport |ayer
405 to establish paths to other swi t chi ng nodes. Session |ayer 406
identifies the called application by an _address 5 which previously in the
‘tel ecommuni cation art was thought of asl nly a tel ephone nunber but
has a much broader concept in the Q 931 protocol. Fromthis address,
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information is pointed to by the authentication pointer field of the various records.

Depending on the activity, the switching nodes in the authentication hierarchical

structures may not retain the actual authentication information if it has not been used

15 foralong period of time or if other telephones are registering requiring the memory
space. In that case, the authentication pointer field will be "0". If the authentication
pointer is "0", then the mobility management application must either go up or down
the hierarchical authentication structure until it finds a switching node which has
retained the authentication information. In general, the switching node on which the

20 PCS telephone is actually registered retains the authentication information.

If switching node 110 decides to unregister PCS telephone 168, stop
storing the authentication information for telephone number 4401, or receives a
message from switching node 108 to do so, the mobility management application of
switching node 110 removes entry 1101 and transmits a message to the mobility

25 management application of switching node 104 informing it that it should remove
entry 1102. Similarly, the mobility management application of switching node 104

‘sends a message to switching node 101 informing that mobility management
application that it should remove entry 1103,
- Consider the situation where the mobility tables are as illustrated

30 FIG. 11 and PCS telephone 168 registers on switching node 109. The resulting
changes to the mobility tables are illustrated in FIG. 12. The mobility management
application of switching node 109 requests the authentication information for
directory telephone number 4401 from the mobility management application of
switching node 104. The latter mobility management application examines mobility

35 table 1102 of FIG. 11 and determines that an entry for the directory telephone
number exists. The mobility management application of switching node 104



20,  Presentation | ayer 407 of FIG 4 invokes a conpl ex

protocol'ln order to groomthe informati on bei ng comruni cat ed bet ween
applications so that the applications are totally divorced fromthe
protocol used to comunicate the informati on. A presentation |evel
protocol allows an application to communi cate with a peer application
across a transport path. 25 -18- Finally, application |ayer 408
manages the resources needed by the applications running at software
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detai | s, 30 maRRsAOHDblicuih bPRRRid oD EAbIANRLO DS weitien fn a very

abstract manne NOW 1 N eater detail how a
non-resi d®nt node obWiienshe mobilityumanagementapplication of mtdung pedentP% he

resi dent swrésé%ewh@euﬂﬁeﬂﬁuﬂgﬁrmmqawlwdtés entry 1201 ﬁ?n Qbre%tl%t HiGoP.a
resi dent nogﬁ.@to non-r esi dent node nne ese

oper ati ons ebiity manpeerasit ApRlIGGHODRE s Witeh ‘P&B@?ol:b"'raé?lfﬂ@ﬂt'e%ode is in an
35 authent Icﬁﬂ‘MlQOthFI@Jlth@ﬁdplﬁ:Ei uahufangflmmndfmml 'Fifsily, et h r espect

to the StOragg Ol manae AULISNLGAE bPAIIOL ABYL B Plhshilfa B8 Haliell node
10 the mobility management application of switching node 108 informing it that
- switching node 109 now has PCS telephone 168 registered. The mobility
management application of switching node 108 updatés entry 512 of mobility
table 501 of FIG. S to reflect this fact.
Note, that if PCS telephone 168 had registered on sw1tchmg node 105
15 instead of switching node 109, the mobility management application of switching
node 101 would have sent a message to switching node 104 informing it to remove
entry 1102 of FIG. 11. In turn, the mobility management application of switching
node 104 would have sent a message to switching node 110 to remove entry 1101 of
FIG. 11.

20 The switching nodes of FIG. 1 have a finite amount of memory space in

which to store authorization information. To conserve memory space, it is only
necessary for one switching node in the authentication hierarchical structure to store
the authentication information. The following sets forth two embodiments for
allowing only one switching node to store the authentication information. The first
25 em_bodirhent assumes that the switching node on which the PCS telephone is
- registered stores the authentication information longer then any other switching node
in the authentication hierarchical structure. The second embodiment assumes that a
switching node relatively high in the authentication hierarchical structure has a large
amount of memory space allocated for storing authentication information and that
30 this node stores the authentication information lbnger than the other switching nodes
in the authentication hierarchical structure. In both embodiments, when the mobility
management application of a switching node determines that it can no longer store
the authentication information, that application must interrogate the mobility
. memory management applications of the switching nodes above and below it in the
35 authentical hierarchical structure to determine if any other mobility management
application is still storing the authentication information. If no other mobility



As. |§ described in the U S. Patent Application of Bales, et al., the
svmtchl ng nodes of FIG 1 rapidly learn howto route caIIs t hrough the

syst em of swi t chi ng nodes both on the basis of the directory tel ephone
nunbers -and on the node nunbers of the sw tching nodes. Tables
502-504, 507-509, 602-604, 607-609, 519702- 704 707-709, and 802-804 of
FIGS. 5-8 illustrate the dialing plan, |evel routing, andlevel 4
routing ta ﬂﬁat@ and
106, res pe?‘tﬁ éﬂntmﬁ&% egﬂ??tgg‘g méﬁﬁ?erﬁﬁiu?&ﬁﬁ%nr}égﬁﬁ 4401 are
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registers m&ﬁm%‘ﬂlaﬁall‘f%‘@@°§ﬁ'8 remtﬁ‘emelynsneée teythedelephopgisnghd 170 have
regi ste[@dlafgetmgmerwy dent switchi ng nodes as illust rat ed in FIG 1. Al

of these PCS ones phone n ers which are part
of the dialing plan ?)%E‘n) G %tﬁ"o@'sf t) r?fé’"’%‘\ﬂ’ rﬁ %Yodes. The

t el ephone exabples Gy 13 ﬂbsteates)thesndnlayttﬂﬂes for switchisg nedﬂsrljbl; H4 109;e
robi 111y 38 3FQ el by U e oA A A CRBIMARSE ot o Ve
various enbaverstained the agthantioatjop infarmatione C @SPWI Yupnlpmgbi ’é)(/el 4 routing
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Pat ent Appl | fir & &at point ?o the aut%eﬁtxca%non Iinformatlon for the telephones actually

reglstcred on these switching nodes. A "0" in the authentication pointer field of the

mobility table indicates that the authentication information is not being stored on

* that particular switching node.

20 ; Continuing the previous example where PCS telephone 168 leaves
swntchmg node 110 and registers onto switching node 109 in light of the information
illustrated in the tables of FIG. 13. When PCS telephone 168 registers on switching
node 109, the mobility management application receives the directory telephone and
the resident switching node number. The mobility management application

25 examines mobility table 701 of FIG. 13 and determines that it has no reference to the
directory telephone number 4401. The mobility management application then
transmits a message up the authentication hierarchical structure to switching
node 104 requesting the authentication information for directory te,lephon’e'
number 4401. The mobility management application of switching node 104

30 examines entry 1302 and determines that it does not have the authentication
information but that switching node 110 is lower in the authentication hierarchical
structure. This determination is made on the basis of the node pointer field of
entry 1302. The mobility management application of switching node 104 then sends
a message down the authentication hierarchical structure to switching node 110. _

35 This message requests the authentication information and also informs switching
nodes in this downward direction of the authentication hierarchical structure that



Consi der’ now the meanings of entries for the mobility tables. The state
entry indicates whether the tel ephone nunber is resident (1) or
non-resi dent . (0) on the switching node. A state of '2" indirects that
swi tching node is in an aut henti cation hierarchical structure for the
t el ephone nunber but is neither the 30 resident nor non-resident swtching
node. The node nunber entry designates tB@-  resident node of the

t el ephone nunber The node pointer is utilized in a aut henti cati on

hi erarchy st ihefare ¢ ﬁeam@lmeu éritrié @it e85 tw&ﬂe ﬁ@nunvodrhqostdmsi& ure

Paw ng Ehte aut theﬁ Ir{é%?ﬂ%@f‘}r rratlonwtﬂ? ‘Pi‘l ca |on eLel S used
0 point to AR
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oouoales Lhal D SURERbSE haheDloRl ABicHod T omienipoB FRER O 1
-12- 5 nfrgsmaswoto tha smessage ite eeanovEleatrd B0V iand tof tranismitdlinawhentication ti ne
that the PSCinform %@A‘@@%ﬁone %gﬁu{eﬁﬁéﬂt%ﬁgmmaaﬁémx amgh%om {iirsig node.

Assume now t hat P on swtc
base stationnPdpl %rTm@oml%mammenm ieation ok sivitchinggede 104 Bppl i cat i on of

5 switching fi@éiﬁmﬂ;@@ td the ra&ﬁ@ﬁtﬁb&hﬁ@ iffermdatRnte@toré thi dudtibnticatioR tinfoFmatith
directory tel eg insert a pointer into entry 1402 referencing where the authentication information

10 is stored. The mobility management application of switching node 104 then
transmits the authentication information to the mobility management application of
switching node 109. The latter mobility management application then inserts
entry 1401 into table 701 of FIG. 14. FIG. 14 illustrates the resultmg mobility tables
for switching nodes 101, 104, 109 and 110.

15 Consider now the second embodiment where the switching nodes do not
store all of the authentication information. FIG. 15 illustrates with respect to
directory telephone number 4401 a situation where the highest switching node of the
authentication hierarchical structure, switching node 101, has maintained a copy of
the authentication pointer as indicated by the fact that entry 1503 of FIG. 15 has a

20 pointer in the authentication pointer field. The other switching nodes, switching
nodes 104 and 110 have not maintained copies of the authentication information and
only have a "0" entry in their authentication pointer field of the mobility tables. PCS
telephone 168 is considered to be registered on switching node 110 but is not
engaged in an active telephone call.

25 If PCS telephone 168 places a call while reglstered on swnchmg
node 110°with mobility table 706 containing the information illustrated in FIG. 15,
the mobility management application of switching node 110 has to request the
authentication information from switching node 104. Since the authentication
information is not present'on switching node 104, the mobility management

30 application of switching node 104 requests the authentication information from
switching node 110 which has the authentication information. The authentication
information is then transmitted from switching node 101 to switching node 104 and
then to switching node 110. The mobility management application in switching
nodes 104 and 110 then change entries 1502 and 1501 of FIG. 15 so that they are

35 identical to entries 1302 and 1301 of FIG. 13. Once switching node 110 has the
authentication information, PCS telephone 168 can complete its telephone call.



nunber, 4401, and the node nunber of the resident sw tching node, 108. The
mobi:l i ty Ymanagenent application interrogates nobility table 501 and does
not find an entry for tel ephone nunber 4401, since entry 512 has not
yet been made. The mobi ity managenent application then transmts a
nmessage to NMS 115 requesting 10 the atbtlhentlcatlon I nformati on and the
rest of the TSP. The transfer |ayer of swi tching node 108 readily
routes this nmessage to-NVS 115 by exani ning table 504 and determ ni ng
that the link to be WWithrespectits theG8condfembodimenpronsider the situation whelreby

swi tching no and
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FIG. 16.

nobility

FIG. 17, in flow chart form, illustrates the operations performed by a
20 switching node upon receiving a registration request from a PCS telephohe. _
Block 1701 is responsive to the request to read the telephone number and node
number from the PCS telephone. Control is then transferred to decision block 1702
which examines the mobility table of the node to determine if there is a telephone
number entry for the telephone of the PCS telephone. Remember that the switching
25 node will maintain a copy of the authentication information for a period of time even
if the PCS telephone is not in contact with the switching node via the base station.
Hence, it is possible that a user of a PCS telephone has gone home, has used their
telephone at home, and then returned to their office. The switching node serving the
. office still has maintained a copy of the authentication information or there is a copy
30 stored within the authentication hierarchical structure of which the switching node is
a part. If decision block 1702 determines that the PCS telephone is not registered on
the node, control is transferred to decision block 1703.
Decision block 1703 determines if the switching node is part of an
authentication hierarchical structure. If the answer is yes, decision block 1704
35 determines whether the switching node is the highest node in that authentication
hierarchical structure. If the answer to decision block 1704 is no, a request is sent to



rranagerrent application would conplete the registration of PCS tel ephone

168 Assunme now that the user of PCS tel ephone 168 | eaves
hi s/ her home that is served by switching node 108 and goes to his/ her
office that is served by 35 swi tching node 110. Wen PCS tel ephone 168
regi sters on switching node 110 via base station 127, the nobility
management application of swtching nod@2t10 _

- 13- obtains the resident sw tching node nunber and directory

tel ephone nugHeaiext hightst nodeiathd fhRRINFot tHERuthdritication inbsimaBEA hid donfleDagenent
appl i cation Lnteréangtea ?ﬂ]ﬁoq‘h table 706 of FIG 7 to see if there
is an entry {SJfams aﬁ% eeisiombler Si nce PCS tel ephone 168 has j ust
initially registered Rmmhm‘ngtiedismmbmﬁ(im:ﬂ&fmbfaﬁfveerfis yéss comio] isand t he

management - aBREad Qoo 007 Sidh Ehat itk lo AR Baluiliee g 1Y

utilizi ng 3 heesnbmés switthing nddegwintbehtomguieabiereq0ést forcthe duihentwamm:hl ng node
nunber) . S [ swi t chi ng
ﬁnaﬂﬁﬁ g@;@n,c%ﬁ&&qgﬁf;ﬁ ﬁone tr‘n%% Hik%%elﬁ)&r e transport | evel

node 110 and t ect or é? _
of switching h‘)‘hé@&(ﬁ TF§XEQ3“C muﬂ@nt@tlonenﬁoaqm ismeneiveda Ndhentthe ng t he

message to i laméﬁmabmﬂf&maﬁoﬁ £%ebdived, coxﬁfo@ls tfarbféiredab Qesikios dldckavod.he

nessage to b d chi node 10
9 ?f tsle au entEcanon in ormaplgn was recexved ?rom the resident node, then it is

10 necessary to fill out the mobility tables in the authentication hierarchical structure if
one exists. If the information was received from the resident node, control is
transferred to decision block 1711 which determines if the requesting node is part of
an authentication hierarchical structure. If the answer is yes, control is transferred to
decision block 1712 which determines if the requesting node is the highest node in

15 the authentication hierarchical structure. If the requesting node is not the highest
node, then it is necessary to send the authentication information up to the higher
nodes in the the authentication hierarchical structure so that those nodes can fill out
their mobility tables. This action is performed by block 1713. Finally, control is
transferred to block 1714 which proceeds with the registration in a normal manner.

20 Note, that control can also be transferred to block 1714 from decision blocks 1709,
1711, and 17112,

~ Returning to decision block 1702. If the PCS telephone is registered on
the node which is indicated by an entry for the telephone number being present in the
mobility table, then control is transferred to decision block 1716. If the

25 authentication information is present on the node, decision block 1716 transfers
control to block 1714. However, if the authentication information is not present
which is indicated by the authentication pointer of the mobility table for the
particular telephone number being "0", control is transferred to decision block 1717.
The latter decision block verifies that indeed the node is part of an authentication

30 hierarchical structure. If the answer is no, this is an error and control is transferred
to block 1718 for error processing. If the answer is yes to decision block 1717,
control is transferred to block 1719 which requests the authentication information
from the next lowest node in the authentication hierarchical structure. Decision
block 1721 waits for the results of the request for the authentication information

35 from the next lowest switching node. If the authentication information is received,
control is transfer to block 1714. However, if the authentication information is not




link 159. Sinilarly, the transport |layers of switching node 104, 101, 102
and -106 * performsimlar interrogations of their |level 4 routing tables
usi ng the node nunber of switching node 108 to determne the |ink that
is to be utilized to send the nmessage 15 to switching node 108. These
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appl i cati on

tabl e 706 of 8&?@@‘%?@%‘%““5% i iforiito Beifip vy Bk e e hsdcPidalldt Y
present |y r dleck: 1803 ds om CQW‘Q lds frapsferserbtoHIG. 18+ @ﬁaetebghom}an@rcgtry #nd t he
node nunper f3&i by décisidrEBlotl #30T, s iMEédi@thattRéiSwitc¢him hddel1b Bither the  NoOde

108.:
resident switching node or part of an authentication hierarchical structure with

respect to that particular telephone number. Upon receiving control from decision
block 1801, when the answer is yes, decision block 1803 determines if the switching
node is the resident switching node. If it is the resident switching node, block 1802
20 sends the authentication information to the switching node marked as having a
telephone being registered on it with the authentication information marked as
coming from th_e resident switching node. Further, the resident switching node
transmits a message to the switching node that had formally registered the telephone
requesting it to remove the telephone number entry from its mobility table. After
25 these two méssage_s are sent, control is transferred to block 1813,

Returning to decision block 1803, if the answer is no, control is
transferred to decision block 1804 which determines whether the request is coming
from above or below the switching node in the authentication hierarchical structure.
If the request is coming from above, control is transferred to decision block 1306.

30 The latter decision block examines the authentication pointer associated with the
telephone number in the mobility table. If the pointer is not equal to zero indicating
that the authentication information is present on the switching node, control is
transferred to block 1814. The latter block transmits the authentication information
to the requesting higher switching node marking this information as coming from the

35 authentication hierarchical structure. Block 1816 then removes the telephone entry
before transferring control to block 1817. Since the request for the authentication



-14- ' Consi der now when BRI station set 124 dials

di rectd_r'f/ t el ephone nunber 4401, when PCS tel ephone 168 is registered
on switching node 110. The call is routed to switching node 108 where
the session layer interrogates level 5 routing table 503 of FIG 5. The

session | evel determnes fromentry 514 _that the call 5 is to be routed to
the nobility managenent application. Th&4robi | i ty managenent

application is responsive to the call to access entry 512 of table 501 of
FIG 9 and informdsdrehad conte fromatth©hightesdveichingmotiédhisindicatecthal the PE§i st er ed

Cequest o narieptieds Bring registdidf o Utk o PRAEIE Una MG RnS ki

transport | ®pty shouldberemoved foothe proent switchingmedeve to this 10 requels]t to
he | | 4 ' ; : F-Yo Iy e sol t

oW tchi ng. node. 110 ket LeBchi lopk 1804 e Aherieaf G pAIREF s, °\ o 1.°

swi tchi ng_node, 110 usin : , C e 504, when
awi t chi ngS ndlegisiondock JHL isakorwed mbiohdsiarmines éhihe BreseTtaMitehNE PAdtIS thee ol |
is  recdbwed sitchingnedé fothe tthehdéhtioh hfer&eicdl Qfrudtae!If itds theIRadei ve to
SRR M 137 SN AR N AR 2 R
menory nanagentbuck by hlockali81drindicatingthatetherauthentioatidnhiafdrmatien isfnot presatt.at e
field being gy i85 thgr?ﬁerﬁcfueg m&oﬁfepﬁ(@r@e fufinber entry before transferring control to
10 block 1813. If the answer to decision block 1807 is no, control is transferred to
block 1808 which request the authentication information from the next lowest
switching node in the authentication hierarchical structure. Decision block 1809
awaits the response for this request. If the authentication information is not
received, control is transferred to block 1811 which has already been discussed. If
15 the authentication information is received, control is transferred to block 1814 whose
operations have already been discussed. '
Returning to decision block 1804 which determined whether the request
for the authentication information is from above or below the present switching
node. If the request was from below the present switching node, control is |
20 transferred to decision block 1818. The latter decision block determines whether the
present switching node is the highest switching node in the authentication
hierarchical structure. If the present switching node is the highest switching node,
then control is transferred to decision block 1824. The latter decision
block determines if the authentication information is present. If the authentication
25 information is present, this is an error and control is transferred to block 1828 for
error processing. The reason that it is an error is that the authentication information
should have been present within the authentication hierarchical structure and the
highest switching node in that structure is the last switching node tested. If the
authentication information is present, control is transferred to block 1826 which
30 transmits the authentication information to the requesting switching node as coming
~ from the authentication hierarchical structure and transfers control to block 1827.
Returning to decision block 1818, if the present switching node is not
the highest switching node in the authentication hierarchical structure, control is
transferred to decision block 1820 which determines if the authentication
35 information is present on the switching node. If the answer is yes, control is
transferred to block 1822 whose operation is described below. If the answer is no,




presently registered on switching node 110. The nobility nanagenent

appki cat iron then utilizes the lower levels to interconnect the call to
PCS t el ephone 168 vi a base station 127. 20 Entries 512
and 901 of FIG 9 are stable until PCS tel ephone 168 is no | onger

regi stered on switching node 110 or swi tching node 110 can no | onger store
the authentication informati on. Sw tchi'?@'node 110 can store the
aut henti cati on i nformati on even if PCS tel ephone 168 is not registered

on switchi n@oﬁl@deis tdhfisfeived to blockbmshwmble Fa0ee thbGlthedticatioh Ynfbﬁnitgm stered on
e the noae S

t chi 8 f 110
Storing s he R FE R hights SwiithiRg abdcin B, putBcation Higtucfish HaRRig and o1
regi st er ed dransfers aimtrobtordedisichlflock 1821 to Ivaltsheearavélloélaulhaitmanbny 512 is

avi tohi ng_ ndndrmision._f shn Sy iitBhmdinIP RS AE: IR s ATSTbRIOE AR 0 %% 50"
t 0 i ndi ca® e same reaspag a&léwephmmsomnbmspmmblp@( i/ﬁiﬁ ﬂ%@e guthenticationswi t chi ng
node 110. AynfiRXticH'slrkceritd ?&ﬁﬁdl?s’l?ﬂ»sfeﬁ%&'fbﬂ&ﬁ ﬁ?z%apét%db e a finite

armount of ne space in wh store au ntication | nfornmation.
Once this sﬁﬁnﬁl@nﬂ%l%éﬁﬂ?“@%@b‘&éhe reqyestipg;switehingnode aftenmgeking #iasst op

storing the havingeoirefadrh die autﬁsmt:midrﬂﬂeﬁaﬂ:hmemmk@mﬁmer IBIGOREB220

1 the - e SRR ib A B2 R R R e lbma 7O

t er m nat 1@n updates tﬁeeauthenacatmn pointer infthe mabiligntable do pojat noahistii:ﬂohna&gi. st er ed,
then the registratio ;1%&? éc?s'i(iﬂ Qg&ﬁ-ﬂmﬂslﬂh"r 1s‘4§3”1 e@ﬁbﬂ@n@x’ﬁwm ication
e| ng. term nate .

|nforrrat|on st orage LeI'ect
_ entry for the PCS telephone for whom authentication mformatlon is being requested,

control is transferred to decision block 1901 of FIG. 19 which determines if the
requesting switching node is a lower switching node in the authentication

‘15 hierarchical structure. If it is not a lower switching node, control is transferred to
block 1905 for error processing. If it is a lower switching node, control is transferred
to decision block 1902 which determines if the requesting switching node is in an
authentication hierarchical structure with the present switching node. If the answer

to decision block 1902 is no, control is transferred to block 1905. If the answer to

20 decision block 1902 is yes, control is transferred decision block 1907 which
determines if the present switching node is the highest switching node in the
authentication hierarchical structure. If it is the highest switching node, control is
transferred to block 1908 which request the authentication information from the
resident switching node before u'énsferring control to 1909. Note, that the resident

25 switching node sends the information directly to the switching node which is
registering the PCS telephone. Returning to decision block 1907, if the answer is no,
block 1911 requests the authentication information from the next highest switching
node in the authentication hierarchical structure. Decision block 1912 awaits for the
authentication information to be received and once received transfers control to

30 block 1913 which sends the authentication information to the next lower switching
node which was the requesting switching node. Block 1914 stores the authentication
information and transfers control to block 1916.

FIG. 20 illustrates, in greater detail, base station 130. Base

controller 2001 controls the operations of radio units 132 through 133. Radio

35 unit 133 is shown in detail, and the other radio units are similar in design. Radio
unit 133 includes clock 2016 for providing synchronization to Time Domain
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- 15- h t el ephone nunber is performed by deternining the tel ephone
nunber: whi ch | ast the | ar gest .difference between the content of the
t el ephone number's activity field and" the present tine.

| f swi tching node 110 determines that PCS tel ephone 168 should no 5

| onger be registered, the nobility mana%pt ment application transmts a
nmessage to that effect to the nmobifl4¥ty nanagenent application of
swi t chi ng ‘'node 108. That nobi ity managenent application renoves the

desi gnat i on Demehiplexeb@TDDY2GMI atndfpragcol convmdeonsmzadr@mms hlsb)éOl oen
nmanagenent n_Swi t he
rob; Lty oy EERtaaRteted (SRR AOTE ohEHE R0 apd SR 10 ¢ hat
PCS t el ephonsyniig8izeh2Qil2d 'Frmslceimg&OlBe:onmgsstlmﬂem Rﬁtmmmnieragdamw 110,

t hat NORLL g he nobility
nmanagenent eib I'far?c/)p N ad%\jnv{ldtdgﬁkéswa Sg%?lf%ngvﬁ: ilﬁdl%gg'rts in the
renoval of eﬁ@lﬁwlmby O’ﬂ!’bﬂe umtgndmtmlmhmme«t signale viapsptoedli ng node 108

woul d det er %&ﬁeﬁm@ms he bas%%ﬁ&mer 2@01 via linkSI020! BalecoRtroler A Dr8vides
swi t chi ng nogg 110 i f. PCS 3§I hone 16%Hre i stered on anot her

swi t ching no conitrol for radio umtl via hys reegiveddiremy; < ¢ he
aut henti cati amsbe‘iizarzmelawtr@dsfmed thiovlgk pRoeud! sotveaer 2018 1o base t er mi nat i on

mobi |ty marGUUDst 200 B 20197 BRogkaleaRoror apiet e e abp o diitry 2°
nessage tl9 téncoded yaice sngmals reeeivedviai tiug 20 fromrimse contoller20d1oo convaro
S oo B AR ORI gt S e
managenent apigPplsiengih rapnitor 01 4ipiresponsiye %bﬁj%gflai fromeRE (ransceiner 9‘%@ o
arrive at a digital value representing the signal strength being received by RF
transceiver 2013 and to transmit this digital value to base controller 2001 via
15 bus2010.
 FIG. 21 illustrates PCS telephone 168 in greater detail. Components in
this unit include control unit 2101, wake-up timer 2102, and clock 2109 for
providing synchronization to: ( l) control unit 2101, (2) Time Domain Duplexer
(TDD) 2103, and (3) combined digital-to-analog and analog-to-digital (D/A+A/D)
20 converter 2104. Also included in mobile unit 105 are RF transceiver 2106,

' antenna 2107 and frequency synthesizer 2108. Telephone circuits and keypad
section 2105 permits dialing telephone digits and actuating control keys for placing
and receiving telephone calls. Control unit 2101 performs control function including
registration. . Control unit 2101 stores the SPID including the resident switching

25 node number in an internal memory and is responsive to a request from a switching
node received via a base station to transmit the SPID including the resident
switching node number to the requesting switching node.

- Transceiver 2106 comprises both an RF transmitter and an RF receiver.
Transceiver 2106 demodulates voice signals transmitted by a base station and

30 couples these signals via the D/A section of converter 2104 and hybrid 2110 on to
loudspeaker 2112. Transceiver 2106 receives its input analog speech signals from
microphone 2111. These analog speech signals are coupled to the transceiver via
hybrid 2110 and the A/D section of converter 2104. Converter 2104 converts the
analog signals to digital signals which are then transmitted to RF transceiver 2106.

35 Conventional amplifiers 2113 and 2114 are employed for amplifying the analog
speech signals obtained from microphone 2111 and provided to loudspeaker 2112,




Corisi der now the case where sw tching node 110 is part of an

aut henti cati on hi &Hi Bee@ wabs. These aut hentication hierarchi es are

assuned 25 to hav archical structure as jJlustrated in E

2 for sinplicity. differ ent hi er ar chy Cﬁ;ﬁ-}qsb\%dﬁﬂdﬁ\Jgﬁm
"1

hi erarchi cal state word cont ai ni ng 2 | nt ahpeds J@ygt e
nmobi | ity managenent ment application et nes Wnen t fe-- +0P=

aut henti cation hierarchical structure has been reached. For sake of an
exanple, it iGalmasguned that the aut hentication hi erarchi cal structure 30

o7, vt g, nod 140 4 REniSe B AREN oM Rl i o s 1
ables . o

aut henticati Gclepﬁmedlﬁﬂ)c mlhprm:lgmbmteps of: is denot ed by hierarchi c?l state
word 605 of FIG 10 f éf? Q‘Ifigll containing a "1". |

swi tchi ng node 104 wagﬁfxw% irﬁfi{f’nghes hode in the aut hentication

hi erarchi cdl struct uriaternallsr ssering @a01)x switching rpde number off the residefpul d 35

FIG 10 are. SMSHBEnOOBF i mebile e E"‘ﬁ{ﬁg‘{‘& i Lehi ng nodes. 109 and 110 are
part of the authent i Ct&qx}sgeﬁnng ?210% 10% 2?07) the swﬁ ching node number to an

- 16- linterconfidtyedsswitohing wodelby thélﬂxobﬂcew;ﬂmﬁe(aﬁm e, the tel ephone
nunbers illustrated in FI G 10 have already regi stered. l\/bbl lity table
601 for switching node 101 reflects

2. The method of claim I wherein the step of transferring occurs during

10 the registration of the mobile telephone.

3. The method of clai'm 2 wherein the step of transferring the switching
node number occurs in response to a request recelved from the interconnected
switching node.

4. A method of obtaining information about a resident switching node
15 (108) of a mobile telephone (168) by another switching node interconnected to the
mobile telephone, comprising the steps of:
CHARACTERIZED IN THAT
receiving (1701) the switching node number from the mobile telephone
by the other switching node; and
20 determining (1702-1713) information about the resident switching node
from the switching node number by the other switching node.

5. The method of claim 4 wherein the step of determining comprises the
step of identifying (1702) if the other switching node is the resident switching node.

‘6. The method of claim 4 wherein the step of determining comprises the
25 step of routing (1706, 1707) on the basis of the switching node number a request for
information to the resident switching node by the other switching node upon the
other switching node not being the resident switching node.

7. The method of claim 6 wherein the requested information is
authentication information for the mobile telephone.

TR O 0RO
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t hat the three tel ephone nunbers ar ephone nu e not present on switeghi-ng.node 101 by

t he stat & e 43 eaR aced The node nunber entry ingijgaies+th 18, BRAE
that is the resi de ( e‘iﬂ t he tel ephone nunbers, @nd thgg ﬂodex,}

poi nter entry indi structure descends-' '
node 104. Finally, the fact t here |s an entry for each of the

t el ephone nunbers in the authentication” T nter entry indicates that

swi t chi ng node 101 has the authentication information for the

directory tel ephone &U'lfb@ﬂmhodofclalm7wheremthesté@ﬂ&bd&iﬁm@@bt@ﬁﬁesﬂwﬁp' e
where PCS tel gne 168 re g %s on,10 s (fh Al nodfhllo The mobility
management a5§B° ZEquEHH qu'aoqpox&gnﬂ y the othigr $Hdie E‘ﬁ & to see if it
has in nmobility table 706 of FIG 10 an entry for tel ephone nunber

4401. Since it does §ohy g 5&{6‘2?@1 xh&i/txfgﬁg%%ﬁwﬁ s@R&hhgﬁ&dé’qmﬁP g tChing

node 110 transmts a ness managenent application of the
next hi @eebile telephone (168)ecomprifing:i cat i on hi erarchi cal structure which
I's svvitchlstg 15 node(;ﬂQﬁA(fmkmm]N A“I]*S rressage is the tel ephone
nunber, 4401, of PCS teIe hO{‘l hf) chln nod n nﬁqer of node
110, and the resi dentmgwst%tntfgnalystor%@m Wﬁl”@ € pym ng node

108. The noblrbslﬁgntmnagﬁgmme blmcﬂiilbmepﬂone and SW t chi ng node 104 is
responsive to the nmessage,to erm rence.to
directory tel ephone rmf?%‘@rf 4%@ @Q?T%Wté ﬂﬁ@»??@‘ﬁ LBt c%ggsno(gp FIG 10.

Si nce 20 thexumbbrtqanpthmmgemngmodqimtheatobdntaiéplwmtch| ng node 104 does

not in the present exanple, it transfers the message to the mobility
managenent application of SWi tchméﬂ node 101. That nobiljty nmanagenent
applicati & does not Iha¥he apparatus ofglaimshwherein the meapufoy trapsf eI PRemlsRber

4401 in nobi |duting tRregis@ikiondf the fobile telephone.Hovever , by exam ni ng
hi er ar chi cal state word 605 of FIG 10, the nobi I|ty 25 managenent

application of switching node 101 determnes that it is at the top of the
aut henti cati on hi er alkhThadppatatecefiolsmaliiwhidreini the meadsfor transfeming ¢hei t chi ng

he mobil ity %ﬁ%“gm?ﬁu"‘mﬁt‘t%ﬁt o215 3 HofheliheldiBOPHLA, e BES20° 1O

sw1tchmg node.

15 12. An apparatus for obtaining information about a resident switching
. node of a mobile telephone (168) by another switching node (110) interconnected to
the mobile telephone, comprising:
CHARACTERIZED IN THAT _
means (1701) for receiving the switching node number from the mobile
20 telephone by the other switching node; and
' means (1702-1713) for determining information about the resident
sthchmg node from the switching node number by the other switching node.

13. The apparatus of claim 12 wherein the means for determining
comprises means (1702) for identifying if the other switching node is the resident
25 switching node..

14. The apparatus of claim 12 wherein the means for determining
comprises means (1706, 1707) for routing on the basis of the switching node number
a request for information to the resident switching node by the other switching node
upon the other switching node not being the resident switching node.
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The. rmbl ity managene nt application of switching node 108 is 30 responsive

to t:he nessage t BentRce adehat is identical to entry=5T?2 LD S BEEN
nobility table 501 swi t chi ng node 108. The o1 if L ACED
managemnent ap vvi tching node 108 then rofjtes t

aut henti cation infor ITB.tI on d| rectly back to swi tching node 110. This
routing may take a different path than 2t - indicated by the node

hi erarchy of FIG 2.

-17- 15. ‘Meedpp hﬂmsrablalmuu wmmem&;ueaa@ krifemdtion iof

swi t chi ng node recei veg lB %tl catlon information, it stores
entry 1101 |ﬁ“'hﬁ‘l}fqap?ﬂ‘/‘ fospation dgr the mobi °‘1°J: and transmts the

aut hentication information to the nobili ty managemnent appl i cation of

ntry 1102 1 n mobi | i 19" Tierpaapl Rl §s RRRAREE e e SRR contoisihc; °°

points to svxmeamfegmmmimg]aemudmg nodehmmbesbyjﬂntothwdmtchmg pode. t i on, t he

mobility managenent application of swtching node 104 transmits the
aut henti cation i nformati on and node nunbers of nodes 110 and 108 to
the nobility managenent application of swi t chi ng node 101 which stores

this information in entry 1103 of

————//

L



10rmb|I|tyt 601 of FIG As will have to be
br ought - out at Iattehe aut henti cation - -1 nfermatton-is_point ed
to by the authe, #i ter field of the various rgcHISS~seT HAS BEEN
Dependi ng on th e swi tching nodes in the 3 thentﬂz:}:f::u;.:vl‘ﬁnJ

hi er ar chi cal structures may not retain the actual Freatot
information if it has not been used 15-88r a | ong period of time or |f
ot her telephones are registering requiring the nenory space. In that

;g?ﬁt e£ hlesaygper}{qhen t heEIr);gP EfmmNGWHENOﬁEg‘tJ%%E%u@s? elt Etelr ng)l 82
or down t,he hi er ar chi cgﬁhﬁﬁmi 5 @%ﬁure until 1t finds a
swi t chi ng noAbsteliétch has retai ned the authentlcation information. In
general , the swW t chi node on_ whj PCS tele s .actually
regi stered retains t E,gepé?ﬁrﬁwl?%'ﬂh ‘bﬁ“’pﬁ? %?%P?%‘h“ SR xcienu?ymg a‘°| f

swi t chi ng SnortsidediGwdrhingawde formse Bua siobile feleSomalumidation sysién having

SO 19 e ARG GAERAR bl TRl ARt Sl ANARERRYIRER Q] o1

receives a msvvltchln he nobility

managenent alsfsphens qhghnggplan and agwt@umﬁ n@emchlowlmm@bl&mkphMI and
transmts a iE%i%&QQSn hﬂeﬁ*&@xt@ﬂhg nbde) ﬂ%’i‘esﬁ@lﬁ%%ﬁﬁﬂé n@ﬂ@ﬁdrﬁ@ér's%}ed)fn é tching
node 104 mforgl %ﬂ g t houlg renove E‘E?X g&l mlarly, the
mobi 1 ity man®geiieierhens lsd%.‘ OJfpt WTPE'ﬁlar{@q‘%FéH@f ““03“0% a&‘oﬁ'essage
to swi t clHiOngtothel sesideitt switahing riode bip adutitighhdlougly thieamdghingtode hieraralpp! i cati on

that it should renove entry 1103. Consi der- the situation
where the nobility tables are as illustrated 30 FIG 11 and PCS tel ephone
168 registers on switching node 109. The resulting changes to the
mobility tables are illustrated in FIG 12. The nobility nmanagenment

appl ication of switching node 109 requests the authentication informtion
for directory tel ephone nunber 4401 fromthe nobility managenent
application of swi tching node 104. The latter nobility nmanagenent

application examnes nobility 35 table 1102 of FIG 11 and determ nes that
an entry for the directory tel ephone



nuitber “exi sts.
-18-
and sends a nessage to the nobi

informng it that PCS t el ephone

The nobility managenent application of sw tching node 104
transmts this authentication information-to sw tching node 109

ity man?ﬂ%mant application of node 110
168 is Mol onger registered with

'switching node 110. The nobili t&
node 110 renoves entry. . 5 o
application of switching node 109

nagenent application of sw tching
When the nobility managenent

recei ves the authentication

-t able 701 of FIG 12. The
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information, it creates entry 120%
nmobi | ity managenment application

$wi t chi ng node 104 al so renoves
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15 “instead of switchi ng node 109, the nobility managenent application of
swi tching node 101 woul d have sent a nessage to sw tching node 104
informing it to renove entry 1102 of Fpf38 11. In turn, the nobility
managenent applicati f switching node 104 woul d have sent a nessage
to switching node lﬁj’té ve entry 1101 of Fk 11. 20

The swi tchi ng nodes éﬁ Et have a finite goouatLoWinenory space in
which to store authg Ez i nformation. To e8ld¥l e nenory space, it is
only necessary for one sw tching node i k. _alit hentication

hi erarchi cal structure to store L her e engi OO Mo Nf Or mati on. The
follow ng sets forth two enbodi ngn or aIIovm' onl Y™eRg svm'tchinguz
node to store thqgQaut hent i caefhn, i nfor gedi on. st 5 errb0|

assunmes that the sw-ISHTCAMGhode N SWITCHINGT he[SWITE

regi stered stores thticat| )nN o W ny ot W
sw t chi ng node g—aut hent | ure.

second enbodi nen 2SSUMYS thaiO SWi Chl ng node reI atlvely hi gh in the
aut henti cati on h anount of nenory
space all ocated fo w m HiN : ITB.tIOI’l and that 30 this
node stores the aut hgniuia |N B ohger than the other switching
nodes in the autpienti atlon hi erarchi cal structure. In both

enbodi nents, when thg¢ nobil\ty managenent application of a sw tching
node determ nH¥ thatf it can no Iq@ger store t he aut hentication

i nformation, tNSCWHOHINGEF ESWITORINGL interrogate the nobility menory
managemnent appl i |caN@DEnS f NDDE ¢W tching nodes above and below it in the 35
aut hentical hierarchrcal Structure to deternine if any other nobility
managenent application is still storing the authentication

information. |If no other nobility

FIG. 3
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-T190 ¢ managenent applications are still storing the authentication

i nformation, then the nmobi | ity managenent application of the node
preparing to del ete the authentication g{ﬂjornatlon must (1) transmt
nmessages to the nobility managenent applicdtions in t he swi tching nodes

above and below it informng these applications that they are to 5 delete
their entry for the particular tel ephone nunber associated with this

aut hentication information and (2) delete its own entry for that particular
t el ephone nunber. In addition, the nobility nmanagenent application of
swi t chi ng node on whi ch the correspondi ng PCS tel ephone is registered
must informthe nobility managenent application of the resident

swi tching node that the tel ephone is no 10 |onger registered.

Consi der now the first enbodi nent with respect to the previous exanpl e.
FIG 13 illustrates the nobility tables for swi tching nodes 101, 104, 1009,
and 110 where only the switching nodes upon which a PCS tel ephone is

regi stered have retained the authentication information. Consequently,
only nobility 15 tables 606, 701, and gaguiﬁr syi tching nodes 104, 109,
and 110, respectively, have poi nt er nt to the authentication
information for the tel ephones actually regi stered on these swtching
nodes. A "0" in the authentication pointer field of the nobility table
i ndicates that the authentication information is not being stored on

that particular sw tching node. 20 Conti nui ng the previous

exanpl e where PCS tel ephone 168 | eaves
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s;/vi,'tchi”ng node 110 and regi sters onto switching node 109 in light of the

I nformati on illustrated in the tables of FIG 13. Wen PCS tel ephone
168 regi sters on sw tchl ng . node 109 Wﬂ nmobi | i ty rranagenent
application receive ractory-Tt phone and
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tﬁey ‘aré to renove their entries with respect to tel ephone nunber 4401 in

their mobility tab
information to the

| es,

after having tr

mobi I | ty rranagenent

/48

mtted the authentication
plicati on of SWI tchl ng node
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node 110 with rmobility table 706 contai ni ng the information illustrated in

FI G 15,
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5 .does not have an entry for tel ephone nunber 4401 and requests the

aut hentication
managenment applicati on af
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the nobility manage g
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a part. If decision block 1702 deternines that the PCS tel ephone is not

regi stered on the node, control is transferred to decision block 1703.
Dec¢i sion block 1703 determ nes if the smﬁt&hang node is part of an

aut henti cation hierarchical -structure. If tthe answer is yes, decision block
1704 35 determ nes whether the switching node is the highest node in that

aut henti cati on hi erarchi cal structure. If the answer to decision bl ock
1704 is no, a request is sent to
-22- t he next highest node in the structure far _fh ut henticatd on
i nformati on and contr gl s| tlr gnsl eged t o decils h bl pck L7p8l =
Returning to decision QE%SK (1740 7 hg,answer is copty o S| we
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10.° ﬁeééssary to fill out the nmobility tables in the authentication

hi er archical structure if one exi sts If the informati on was received
fromthe resident node, control is g erred to decision block 1711
whi ch determnes if the requesting node is t of an aut hentication

hi erarchi cal structure. If the answer is yes, control is transferred to
deci sion block 1712 which determnes if the requesting node is the highest
node in 15 the authentication hierarchical structure. If the requesting

node is not the highes node, then it is necesgary to_sen he

aut hentication inforndtgnh lipltp the hi @er nodes |i he {he 2

aut henti cation hi erarch%al s} rjuct uy € sc}._:that t hose n 1i gl OLE:
their nobility tables s{ aftj o s| p&forned by 8. | Findql 188
control is t r ansflegfee+p—ptpefiLl73 whi ch proegeds —th =
registration in a norHag mahnkrl POl No@8, that con 2l $olbe &
transferred to block 1 ofrfert 'onml ocks 1709 i d'i712.
Returning to deci sgpn 1f0oR.| If Y h&PCS tel ph ¢d xn

t he node which is Pns by hn e_tryéor the"('& di
present in the ' L cont ro% d% si on
bl ock 1716. |If thegé héntikafi nr ormatl ¢ de,
deci sion bl ock 1716-## ®s L ont IQI to b\lﬁ ifa he
aut henti cation inf slnbt S eits y &he
aut henti cati on poi g ?T J,.|1e npbl 1|ty tgble forSf“n - . Ar =t

t el ephone nunber b&ng 1R cpnfrpl | i p &hansfer r&d " k &717.
The latter decision bljofk{verifl ek At &Gndeed t he S amﬁ
authentication 30 hieré¢hfcal|sfrpcfud. If the a i s & an
error and control is tfrgngferfep bl ock 171 e esid ng.
If the answer is yes t stoprpTk 7, I 3f ed
to block 1719 which rejgye {hp huphgniPration infprpdtdio r%the
next | owest node in th ohtt-cai+-oh rarchi cal W&Fdud+ Si

bl ock 1721 waits for the results of the request for the authctlcatlon
information 35 fromthe next |owest switching node. |If the afthentication
information is received,

————
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control''is transfer to bl ock 1714. However, if the authentication

i nformati on i s not
-23"-

request the authentication
node in the authentication hierarchical

contr ol

informati on to be received.
recei ved, control is transfer to bIock 1714. However
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15 found by decision block 1801, this indicates that the switching node is
ei ther the resi dent switching node or part of an authentication

hi erarchical structure with respect tq'ymait particul ar tel ephone
nunber. Upon receiving control from decision bl ock 1801, when the
answer is yes, decision block 1803 determnes if the swtching node is
the resident switching.node.” If it is the resident sw tching node, bl ock
1802 20 sends the authentication information to the switching node narked

as having a t el eppon —stered on it wirHHRe-ayi-Rent-hcalj on
i nformati on marked as E ntﬁe resi dent |t chijnd rlode} =
Further, the resident fc wiransmts slsagq tlo {t He ws
swi t chi ng node that had<Rqr teEed the tel ¢pRone reqLes§ ng
it to renove the tel epng@dg HUND y omits nol yl tlall . [Aflt ege 25
these two nessages are 15 ansferredjti® pljock |19193. ol
Returning to decision Pl e T30d, hegepnswer i s 1 I (E o
transferred to decigi oft B g 04 ¢hijchRet er mi s [EE _ghe rfequest is
comi ng from a0 B~ t e |sWi tghi ng nofeS hgntli dat gn
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-é.4'-= o I nformati on had conme fromthe higher swi tching node, this

I ndi cates that the PCS t el ephone is be‘izmregi stered on anot her
swi t chi ng node, and the tel ephone nunber ntry should be renoved for
the present swi tchi ng node. Ret urni ng to deci sion bl ock
1806, if the authentication pointer is zero, 5 decision bock 1807 is
executed which determnes if the present switching node is the | onest
switching node in the authentication hierarchical structure. If it is the
| onest switching hedd dnd tihd dutihegd i cation ipf rrrjtlor ifs {nqt S
present, then a nmessaggg&d |..| |sqnt] Back by bl ock 4 i|nqi datli ng |t hat t he
aut henti cation informa Er i[s [nqt |prledenss Bl o U8Y2 |t Henl rferfov t he
t el ephone nunber entrylbefiods t!’aFCfC‘TrI%J control tq=Ho--4-dek—3843. = f
the answer to decision]|=dck.1847 |i § no,gontrol is tgqnsferrec tlo| 5
bl ock 1808 whi ch requepi—tihg—duihgnttiqat¥on i nforna Famtt-Hethrext ™
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pres‘ént‘ ‘swi tching node is the highest switching node in the authentication
hi erarchical structure. If the present switching node is the highest

swi t chi ng node, then control is transfdﬁ/tﬂj t o deci sion bl ock 1824.
The latter decision bl ock determnes if the authentication information
Is present. If the authentication 25 information is present, this is an
error and control is transferred to block 1828 for error processing.
The reason that it is an error is that the authentication infornmation
shoul d have been pr eserfwthi-p—thp—atH h%tication hg ' HHICtdr e
and the hi ghest sJﬁ%hi ng} npde [ nJti&&t structurelE$ tgh agt | s\ t&hi ng
node tested. |If the it hept ] cpat {op iwaf ornmation § resent, jconfrak is
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control is transferred to bl ock 1819 which request the authentication

I nformati on fromthe next highest switching node in the authentication
hi erarchi cal structure and transfers cpgfigol to decision block 1821 to
wait the arrival of authentication information. |If authentication

information is not received, this is an error for the 5 sane reasons as it
was an error with respect to block 1828. If the authentication
information is received, control is transferred to block 1822 whi ch sends

t he aut henti cati op_Lnforonti ntgthe request i ng.switching nad @ter
marking it as havgccm filrdmit h glthentlcatlcghierarch cpl
structure. Further, bl 1§23 trlanghers contrqdlgp pl pbck L8R3 mhuch
stores the authenticaty & i nfgrruatli dgn pn@ 10 updat ¢ he| aut hept | cht @n
pointer in the nobility<sqdDdle]|T ornt] t thisinforng on. o
Returning to decision béi(k 801, |i f] the IS not af{tE ephohej nunpel
entry for the PCS tel g WO tgntication|l (1PN 1 b peiddg
request ed, Fro 38T dr rled} t decisi'@a 9p1] of FI G =9
whi ch determ nes i <O §§uestin i tchin aj | pwer| siv g€hi ng
node in the authen%% Mg |§al stru o 1T npt| a gower
swi t chi ng node, =) Sitagsf qrrjedf t 1, fpriefrpr| wa
processing. If it i qwit ghijng E con gg tfahsfefrpdl = to
deci si on bl ock 1902 Gh-eStedtdrtires—+ e requelg® Eht-r—hetle Ps in
an aut hent i catgon h.'ue rq&icql st éure W thg PEsent SWt:higg
node. If the answer tjofdger|sijon b o 1902 1s nog Foptfo S =
transferred to block 1 +—H—tHHe—teAst 0 20 decisgprpHpelctop? i &yes,
control is transferredrEchsan.blogk 19@ whi ch etbrivihep ||t
present sw tching node t e [hijghéstt svm S chi ng nodq ¥ the =

aut hentication hierarchredglstigict]urie. It Is the|h™y tfsifchihg de,
control is t ransf ege ‘a3l dck 190 i ch I’GQLeE_i e} apt heht}c on
i nformati on fromthe IESidRHL SV ng node beforetransterring
control to 1909. Note, that the]r re5|dent 25 switching node sends the

I nformation directly to the svmg:hl ng node which is
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regi'stér'i ng the PCS tel ephone. Returning to decision block 1907, if the
answer is no, bl ock 1911 requests the authentication-information from
t he next highest switchi ng node in thelﬁﬁt&ent i cation hierarchical
structure. Decisi Or& 12? awaits for the aut henti cati on

I nformation to be Ved d once recei 2Ls, control to 30 block

1913 whi ch sends the authentication infor GSToﬂfclm e) next | ower switching

node whi ch was the requesting switching node. Bljock 1914 stores the

aut henti cati on information and trg@ "Ti'ﬁ A i 1] og& 1916.

FIG 20 illustrates, in greater detail <

control ler 2001 controls the operatio il AOLN Pt hrough 133.
Radio 35 unit 133 is shown in detail, andtheo er radlo §702t s are simlar
in design. Radio. unit 133 incl ORETIS LR oTOTE pvi di ng

synchroni zation to Ti ne Domain '

- 26- Denul ti pl exer (TDD) 2031 and prot OCJFS onvg tHS 2015. Radi 0 unit
133 al so i ncl udes radi o freqgency ; Np antenna 2017
and frequency synt hesi zer 20}2. Tr§ ES]both an RF

transmtter and an RF J?gfceiv r. Trad dermddul at ¢s voi m7

signals and control sign :
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5 transmitted by a nobile unit and couples the voice signals via protocol
converter 2015 to base controller 2001 via link 2010. Base controller 2001

provi des all control for radio unig 133‘?}13 bus 2010. Control signals
received from transcei ver 2013 ar it erred through protocol
converter 2015 to base control |l e 4‘3 Vi a bus 2010. Protocol converter

2015 is also responsive to digitall¥
bus 2010 from base controller 2Q
signals into the format utilizedg¥ of

N % v'“w slgnal s received via
segl gital voice
: a Dbi l e unit.

Signal strength nonitor 2014 is T& Hiy e I om RF transcei ver

2013 to arrive at a digital valjdeg®bre Ple ki gnal strength

bei ng received by RF transcefVvoee &8 0 Cthis di gital

val ue to base controller 2001 vi f 1E Sus 2 FIG 21
dr ete &lonents in this

illustrates PCS tel ephone 168 injgris

unit include control unit 2101, a8ind cl ock 2109 fQr

provi di ng synchroni zation to: (1 | = R Domai 1&§

Dupl exer (TDD) 2103, and ('é_! ccgbl ned d| g| taI -to anl q& and M

anal og-to-di al (D A+A/ D) g S\ il g = e
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| oudspeaker 2112. Transceiver 2106 receives its input anal og speech signals
from m crophone 2111. These anal og speech signals are coupled to the
transcei ver via hybrid 2110 and the A/ 7#t&tion of converter 2104.
Converter 2104 converts the anal og signals to digital signals which
are then transmtted to RF transceiver 2106. 35 Conventional anplifiers
2113 and 2114 are enployed for anplifying the anal og speech signals
obtai ned from m crophone 2111 and provided to | oudspeaker 2112.

- 27 - dains: 1. A nethod of obtaining informati on about a

resident swtching node (108) of a nobile tel ephone by another swtching
node interconnected to the nobil e tel ephone (168)

FIG. 19
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via'a base station, conprising the steps of CHARACTERI ZED I N
THAT receiving (1701) a sw tching node nunber -of the resident
swit chi ng node fromthe_nobile tel ephone vi A8/h¢ base station by the other
swi t chi ng node; and F er mning (1702-1713) information about
the resident switchin @om he swi tchi ng node nunber by the other
swi t chi ng node wher eby M lon defings a position of the resident
switching node in a switchi ng node hi erns:.:i 2000. The et hod of
claim1l wherein the st <tal of -.deternning conprise he step of identifying

(1702) if the other sptching node |ssk§)£ecamﬂiﬁt swi t chi ng node]
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3 The met hod- of claim 1l wherein the step of determ d{ﬁg”cmﬁp}mﬁ\e%the .
step of routing (1706, 1707) on the basis.of the sw tichi ng.,nqdé ndnber a
(] vener

request for information to the resident-sw tching node”by+2t l’!
sw tching node wupon the other sw tching node not bei ng-the-:
swi t chi ng node. 4. The nmethod of claim3 wherein the requeste

information is authentication information for the nobile telephone.
MOBILE TELEPHONE STORING THE NODE NUMBER OF THE
RESIDENT SWITCHING NODE

Abstract

Preprogramming into a mobile telephone a node number identifying the
resident switching node for use in a mobile telecommunication system having
distributed switching nodes. The telecommunication switching system has a
telephone dialing plan and a switching node hierarchy. When a mobile telephone
registers on a new switching node, the resident switching node number stored in the
mobile telephone is utilized to rapidly route a request for authentication information
to the resident switching node by routing through the switching node hierarchy.

Figqure 17
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con?r |hses thg st Tmlmc!rl"a Em Eg thet SW ]'EChI iﬁéiodé“*g‘{ 9
swi t chi ng node. aratus for ain [

Jpsé n about a
resi dent sw tching nedetofr asnmobi|l e tel ephon B8) by:----an ptefEnygsheet

node (110) interconnected to the nobile tel ephone via a Dase ation,
conprising : means (1701) fokqreceiving a sw tching node
nunber of the resident switching node fromthe nobile tel ephone via the
base stati orglyadhde: ot her switching node; and neans

(1702-1713) for determ ning information
1. A method of obtaining information about a resident

switching node (108) of a mobile telephone by another
switching node interconnected to the mobile telephone (168)
via a base station, comprising the steps of

CHARACTERIZED IN THAT

receiving (1701) a switching node number of the
resident switching node from the mobileltelephone via the
base station by the other switching node; and

determining (1702-1713) information about the
resident switching node from the switching node number by the
other switchihg node. whereby the information defines a
position of the resident switching node in a switching node
hierarchy.

2. The method of qlaim 1 wherein the step of
determining comprises the step of identifying (1702) if the
other switching node is the resident switching node.

3. The method of claim 1 wherein the step of
determining comprises the step of'routing (1706, 1707) on the
basis of fhe switching node number a request for information
to the resident switching node by the other switching node
upon the other switching node not being the resident
switching node.

4. The method of claim 3 wherein the requested
information is authentication information for the mobile

telephone.



about the re5|denL_smmLch+ng—nede—fron1the ﬁMﬂtChln 9'node ‘ﬁunber by the
ot her switching ng i nformatio )deflng Ofgpki pn of the
resi dent switchi ﬂ"ﬁﬂ i " chlng node™= §EP E@@ |l 7. The . _
apparatus of cl a| rreans for determ ning corrprl Replaxeanesgt sheet
(1702) for |dent|fy|ng |f the - other switching node is the resident

sw t chi ng node. 8. The apparat us f_clain16 wherein the neans for
determ ning conprises neans (1706, 1707) routing on the basis of the

- swi tching node nunber arhgqugstnd@r df Q.rl%%i 0§ {Retbfn' ashdenirephi bEhi ng
node by the other sw tching node wupon the other sw tching node not being

t he reSlden&ec&th@blaémﬁQdees the step of requesting the switching node

number by the other switching node.

6. An apparatus for obtaining information about a
resident switching node of a mobile télephone (168) by
another switching node (ilo) interconnected to the mobile
telephone via a base station, comprising :

means (1701) for receiving a switching node
number of the resident switching node from the mobile
telephone via the base station by the other switching node;
and

means (1702-1713) for determining information
about the resident switching node from the switching node
number by the other switching node whereby the information
defines a position.~of the resident switching node in a
switching node hierarchy.

7. The apparatus of claim 6 wherein the means for
determining comprises means (1702) for identifying if the
other switching node is the resident switching node.

8. The apparatus of claim 6 wherein the means for
determining comprises means (1706, 1707) for routing on the
basis of the switching node number a request for information
to the resident switching node by the other switching node
upon the other switching node not being the resident

switching node.



- 29 9. The apparatu f cl.ai m-§ HA\Er & ]

i nFormation is au mm“ﬂﬁi' “ ﬁ Er mati on f[p i I'e” Tl gphone.

10. The apparatus i n the neaf8ler conprlses
means for requesting £he"sw t chi ng node - H

1ahemegxt sheet
node. _
- 29 -

9. The apparatus of claim 8 wherein the requested
information is authentication information for the mobile
telephone. |

10. The apparatus of claim 9 wherein the means for
receiving comprises meaﬁs for requesting the switching node

number by the other switching node.



