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BB Second node

CC Access message/broadcast message
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EE $401: Send a first message to a second node

FF (first key negotiation parameter)

GG $402: Send a second message to a first node

HH (second key negatiation parameter}

Il $403: Obtain a first key according to the first key negotiation parameter and a second private key
JJ 5404 (optional): Obtain a second private key according to the second key negotiation parameter

and a first private key

wo 2023/230929 A1 | ALK 000 TR0 OO

KK S405 (optional): Send a third message to the second node
LL (first authentication informaticn)
MM S406 (optional): Verify the first authentication information according to the first key

(57) Abstract: Provided are a communication method and a related apparatus, applicable to the fields of communication technologies
and intelligent vehicles. The method comprises: receiving a first message from a first node, wherein the first message comprises a
first key negotiation parameter, the first key negotiation parameter is obtained by means of a first private key and an intermediate
parameter, the intermediate parameter is obtained from a security parameter and a common parameter, and the security parameter is a
first password or a PSK, determining a first key according to the first key negotiation parameter and a second private key: sending a
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second message to the first node, the second message comprising a second key negotiation parameter, and the second key negotiation
parameter being obtained by means of the second private key and the intermediate parameter; and obtaining the first key according to
the first key negotiation parameter and the second private key. According to embodiments of the present application, the security of a
shared key can be improved, thereby avoiding the access of an untrusted attacker and improving the security of a node.
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