MULTI - CHANNEL MESH NODES EMPLOYI NG STACKED RESPONSES BACKGROUND Fi el d of
the I nvention [0001] The subject matter presented herein relates generally
to the fiwbaomiodexzammuni cati ons networks, and in parti culPpamusc@omn4ses ess
mesh networks. Description of Related Art [0002] In a |arge nmesh network
that uses nultiple nedia, e.g., separate frequencies in a radio frequency
(RF) spectrum sonme nodes can be typically nmuch busier than other nodes and
thus formbottl enecks in the mesh. Exanpl es of these nodes include access
poi nts (APs) or gateways that are controlling endpoints in the nmesh or are
recei vi ng i nf MAHLTIFCHANNEILMESHNODES EMEBE.ONYING] STWCKEDpossi bl e
solution to the bottleneck problemis to expand the nunber of APs, there
are limtations to such an approac RESRHO l e: 1) cost increases al nost
linearly with the nunber of APs, 2) |laws of physics inpose limtations
between transmtters and receivers that are closely co-located, and 3)
regul ations in unlicensed spectra restrict collaboration between unlicensed
nodes for the purposes of elim nat BACKRGRGUNDNt erference. [0004] Regardi ng
this latter paoint, |limtations placed on Frequency Hoppi ng Spread Spectrum
(FHSS) devi &édd efheilpy@ioinder 47 CFR 15.247, which is promul gated by the

U. S. Federal imam i &‘@\}gg% i y, any
certifi eg uﬁ?@ nsegcsgél/e?@zlg r %\?\}egre}ﬁe?&ar eatageg%}%ﬁggrt?éggﬁg@?#e
opport uni t i eemhomicahans ngworks, aehsgrhriparnin engirelkess hestRtetepekst rum i n an

radi oegalitarian manner. Power limts, channel occupancy (cunul ative dwell
tinme), bandw dths, etc., all have specified |imts to permt co-existence

of mutually moomaldntrRguh ags- [0005] Sonme applications of these radios
have incl uded classic point-to-point
[0002] In alarge mesh network that uses multiple media, e.g., separate frequencies

10 inaradio frequency (RF) spectrum, some nodes can be typically much busier than
other nodes and thus form bottlenecks in the mesh. Examples of these nodes include
access points (APs) or gateways that are controlling endpoints in the mesh or are
receiving information from a multiplicity of nodes.

[0003] While a possible solution to the bottleneck problem is to expand the
15 number of APs, there are limitations to such an approach. For example:
1) cost increases almost linearly with the number of APs,
2) laws of physics impose limitations between transmitters and receivers
that are closely co-located, and
3) regulations in unlicensed spectra restrict collaboration between

20 unlicensed nodes for the purposes of eliminating mutual interference.

[0004] Regarding this latter point, limitations placed on Frequency Hopping
Spread Spectrum (FHSS) devices certified under 47 CFR 15.247, which is
promulgated by the U.S. Federal Communications Commission (FCC), (and more
generally, any certified unlicensed devices worldwide), are designed to provide

25  opportunities for sharing unlicensed portions of the RF spectrum in an radio-
egalitarian manner. Power limits, channel occupancy (cumulative dwell time),
bandwidths, etc., all have specified limits to permit co-existence of mutually
compatible devices.

[0005] Some applications of these radios have included classic point-to-point

30 communications. For example, IEEE Standard 802.11 “WiFi” has been developed
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comuni cations. For exanple, EEEE Standard 802.1 1 "WFi " has been

devel opedto provide interoperable equipnment with the purpose of

t ranspor twogotvogni2al i nformati on over short distances. RopIUSC@VI0OL3SS
requiring greater range have attenpted to nesh nultiple radios together to
forma network where communi cati ons hop fromnode to node in a process
called routing to travel fromthe source to the destination. Network
operation within this mesh is perforned in a peer-to-peer fashion, where
networ k mai ntenance and overhead traffic is sent between all adjacent nodes
in order totkpwyideHatermerableqropment wish thepuaidse of ansppringddigddlust | y. [ 0006]

Mesh net wor ve proven very successful . and .mapy exanpl es of |arge,
geogr aphi caﬁggﬁ?tgotnrqvgﬁ&e% ?%13%\:/\% sképgiﬂcg?qnsfﬁ‘gllgP é{eta e(r:t%)nrgg%gfv ®t hese

net wor ks typitepled t& HRp0 flustiple PARELBEetBONTH foIm ABEEVorkivticee t here are just a
few nodes, known as .access points (APs), which provide access into and
egress frontPREREaHopEhepirem nedate aedd ingprocess cellpdgening twoane! framthe nesh

net vor k 5N B RRARE RN TG MERSKAEATR BAM uFIbEH, 10dA8mEPqUPSt S and

comands” are se roug sponses an enents are
returned thpesrgb-pebefishidhenhért nesvdiR stditendnee andousthead @affictifisent | ar ge

nunber of endpoi nt _nodes, the concentration of traffic at the APs nmay cause
a traffic boetyesnalrdiagent pedasmprdatiaderr theasbyqrk sepwpunicaingstbgcntlye been
used to add;ﬁ?@g)btug@ﬁe limtations. Sone of these schenes are directed to

t he anount o ata or the manner in which it is transmtted, such as: -

Dat a conpr e$6406h Meshdiehgorkeheve frpvasvat sdateasful) ané chang ekanples df harge,

i t t th Ps),.. - Aut i i dat a i I
et 00 - BTl bR A e BT ot o G LMoL IER IRV or bot h ¢ e
(tenporal) Wcoa@l?isﬁﬁﬁériszé‘ﬁﬂo@ébs%%&i rﬁadep] SRR @ERSIe jdsEQ@éiL nsaék?hweﬁes

are directe he infrastructure of the nmesh network, e.g., enplacing
nmore APs wi ghigressoins (APe)s whidt movide eosess e and egrass omdhpmeslongwlode t he

ggp glelsfai Ogt wrglblitl?)E?Cit}I': of elilcﬁ')%}n?rr]l%gés i'ﬁ%é Ll%lshenéb\t\e%rkn(i:gfge alloc%esqsgg Iii%tn’il &%sei :
access point entry nodes. Requests and commands are sent through APs, and
15  responses and acknowledgements are returned through them. When it is desired to
communicate with a large number of endpoint nodes, the concentration of traffic at
the APs may cause a traffic bottleneck in the mesh network.
[0007] Several schemes have been used to address these limitations. Some of
these schemes are directed to the amount of data or the manner in which it is
20 - transmitted, such as:
- Data compression (sending fewer bytes of data to reduce bandwidth
requirements at the APs),
- Autonomous messaging (sending data in only one direction), and/or
- Coordinating or scheduling data traffic via both time (temporal) and
25 prioritization (queuing techniques).
[0008] Other schemes are directed to the infrastructure of the mesh network, e.g.,
emplacing more APs within the wireless network coverage, in an attempt to solve
the congestion problem. For instance, multiple APs might be operating in parallel at

a particular location. However, this approach is burdened with linearly increasing,

30 and often prohibitive, expense.



a particular location. However, this approach is burdened with linearly

i ncreasing, and often prohibitive, expense. SUMVARY [ 0009] Rat her than using
a | arge nwolero/o3b32er anscei vers (transmtter/recei ver paPCI)US@eNaLSsHg i n
paral |l el , exenplary nethods and systens di sclosed herein utilize APs with
parallel nmultiple channels, and aggregate, or stack, transmtted response
communi cations, e.g., transmtting nultiple acknow edgenents (ACKs), in a
singl e packet to one or nore sources of received packets. [0010] hi one
enbodi nent, a method of comunicating in a network conprises sending on a
plurality of channels, by each of afgWM@éARty of respectlve first nodes, a

[ [ d f h I
The second Tutel ESEaRNRRLES b it B Ranisp S Msfbbler PP PR

nodes and sepetatigg inlparilig, &%ﬁ@ﬁ@%ﬂwﬂlﬂ)ds&nﬂrsﬁs’tsm discloged hatinafilizaiAR a
response to each comunication at was successfully received fromeach of

the pl ural i #¥thgrargllel stultinjeehannelseandagraprate, b siglorragmitied resnonsg i ty of
first nogdes | &tlgﬁsﬁg@ (%%ﬁuﬂﬁ ﬁﬁﬂ&pé%&o@}ie&% fs m@'tck&dc}oﬂlea 54@911] hi

anot her enbodi ment niccatrng 1n r’s
nmoni t ori ng, pbgkeatdorreair mmdeomaes)diiéred:ﬁt/ﬁfmcﬂteﬁ channel at a pre-deterni ned
time; determ first node, whether data has been received on the

pre determ IEhé‘hﬁE‘F empodiment, adnefled PREQTBRIUPICARRS Hick REWORK SRINPTISES t he
first node, sWueld\& a P&rilﬁyggl’:ﬁmﬁﬁ ehy en 45’1"3 tlgﬁhglséf’brg%e%nggﬁﬁ?ﬁbd&r

nultl-channel receiving no In t e ‘event recel ved

transm tti ngombwnicdagoi ia s$ecnndiapdd; heceivdngbn €t [atahity of ¢Haanetsy|Hyi thehannel
receivi node i event of the.determ hat.the data |s to be
sent top@hesmpgpoa$%@mm3%F%%@°W§&8h E&‘ﬁp?'HPLWQOffIH“lW@S f¢ st node, a
pre determ 8edidespMERERPAGE, awﬁngﬁsn%eoﬁaﬁls%e&sbo%@mhted to the
mul ti-channel receiving node; determ ning, node, by nonitoring
t he pre- det epminyaigaties fohwes sﬁmm@ilymh@vtdafronmcmcf the pimdhtm@fsﬁnstecel ved a

PO TR R S R L e A el
data to thesdhsblithecdromBhodeecei vi ng node in the
15 [0011] In another embodiment, a method of communicating in a network
comprises monitoring, by a first node, a pre-determined channel at a pre-determined
time; determining, by the first node, whether data has been received on the pre-
determined channel at the pre-determined time; determining, by the first node;
whether to forward received data to a single channel or multi-channel receiving node
20  inthe event data has been received; transmitting, by the first node, the received data
to the multi-channel receiving node in the event of the determination that the data is
to be sent to the multi-channel receiving node; monitoring, by the first node, a pre-
determined response channel once the data has been transmitted to the multi-channel
receiving node; determining, by the first node, by monitoring the pre-determined
25  response channel, whether the first node has received a response for the transmitted
data, the response being transmitted by the multi-channel receiving node and re-
transmitting, by the first node, the data to the multi-channel receiving node in the
event the first node determines it has not received a response from the multi-channel
receiving node.
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event the first node determnes it has not received a response fromthe
mul ti-channel receiving node. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0012] As
will be rwel2owadp32di fferent enbodi ments are possi bl e, amrdTiUuseood®b4s55 s

di scl osed herein are capable of nodification in various respects, all

wi t hout departing fromthe scope of the clains. Accordingly, the draw ngs
and descriptions are to be regarded as illustrative in nature and not as
restrictive. Like reference nunerals have been used to designate like

el enments. [0013] FIG 1 is a schematic regresent ation of comunications in

a systemincluding a gat BRAGF DESERIRET FAEEBPRAWINGD4] FIG 2 is a
schematic r e oo, of -mul tizchannel .communi cati.ons.in,an RE nmesh
metvor k. [ OGR! PRI iRl bt ARBon R e BB id Y8 Relin e
formats for disokeed hgreimntle tRPREI Nedifaatietis vatiods feeptets, Rl Wifhbufl Gs. 4A and
4B are bl ock di agrans exenpl %enbodi nments of a receiver and a transmtter

in a multi- dreasties frgm thasgopeiadtherglaimsg Asordingly, hiesipyingy and dessgpierfuence
di agram tor LtLes i.nt rding. o] { rent .
loog6] o e e rta RAALATI,AERRS Ty ALY R ER BB R SERAGICER D,
[0019] FI G némesmlsimvesresiplisadyto desigasas liké elentdnagr am for a nmesh network with
mul ti -channel acces oi nts. DETAI LED DESCRI PTI ON [ 0020]. The net hods and
systens desétd18éd Fﬂér gilsna FERERHE Fpreseptatipn of BOHEMIRICGIHPRHOIIESYSY§Mhi ch

t wo- way- conmm&gg%%g%wggﬁﬁlgggqﬁ%ﬁ%w&ﬁa sendi ng, or source, node and a

receiving, or atio e 1 nstance of a two-way comuni cation
occur s when[0Hd] s dliGc2 inoshheswtic sepaesdatatiop af keilti-chartinebcaasiuhitatiominnade,
and the, destination node responds with an acknow edgenent, or "ACK" packet,
to inf o}&t%@%ﬁé‘vﬁ%de that the data packet was successfully received.

Ir gcgf 3 ce>r ?ﬁgmm t 165 131 318 B CNBIdvITH KIRERfeQ%Bhnplary rdsPSnseIuhh&s Rde does not

incoming and responsive packets at a node.
[0016] FIGs. 4A and 4B are block diagrams exemplary embodiments of a receiver
and a transmitter in a multi-channel gateway.

15 [0017] FIG. 5 is an exemplary timing sequence diagram for a multi-channel access
point according to one embodiment.
[0018] FIGs. 6A and 6B are timing diagrams of packet delivery cycles.
[0019] FIG. 7 is an exemplary process flow diagram for a mesh network with
multi-channel access points.

20

DETAILED DESCRIPTION

[0020] The methods and systems described herein generally pertain to mesh
networks in which two-way communications take place between a sending, or
source, node and a receiving, or destination, node. One instance of a two-way

25  communication occurs when the source node sends a data packet to the destination
node, and the destination node responds with an acknowledgement, or “ACK”
packet, to inform the source node that the data packet was successfully received. In
accordance with a typical network protocol, if the source node does not receive the
ACK packet within a certain period of time after sending the data packet, it might

30 re-send the data packet at regular intervals until either an ACK packet is received or

a time-out condition occurs.



ACK packet within a certain period of tinme after sending the data packet,

it mght re-send the data packet at regular intervals until either an ACK
packet i swoeesiozeitzor a time-out condition occurs.[0021pcuserospssapl es of
t wo-way conmuni cations are al so prevalent in a typical network. For

i nstance, a source node mght send a request to a destination node, such as
a gateway or access point, for a certain type of information relating to
the operation of the network. This information could be a routing table, a
mai nt enance update, an | P address, etc. In response to each such request,

t he desti nat ]ndaréev@tammgs ¢frtworw¢Q§mnu@s>ptm1§|amals@ptqvelqnéqmtwlcabr a
formof errqr {1d|cat|{1n%e nabl e to oHethe

request. [Oﬁlﬁtﬂor nven aBra™ Y, yndé%mﬂﬁlﬁft tgtacdc%ﬁ n% PWEER t he

source and dedi asﬂaﬁgdt@sﬂayléhd&‘ée@q%ﬁtrﬁﬂalcenﬁan%éﬁnﬁi}ﬁlaﬁBﬂBﬁétlng%r’fﬁéy, for
each nessage, e.g gPaCKEt received at the stination node, It sends a

uni cast r eploperation pétheagreerkn dds information cald be aputingteblepp aajntepaneeds and
systens disg mk)f?f?tgdankﬁ’r Ec'l'dFla'ss %t ﬁnbrteﬁﬁ 0% «{ggﬁ IR, %qug’%am 4&9%’18&1 B&{e the

reply transntssions eneck | SSue

under st andi agunfs lﬁﬁoﬁn@uiomspﬂrgsveupm huesh or Aok bl efder meskagy Sidﬁacmmgr e
based, exenpl ary enmhadi nents are descri bed hereinafter with reference to an
acknow edge it iagnatle to emplyayithethe regrept ssion by the destination node. It

will be appr@?ﬁit %nv@ﬁt\ﬁﬁl\éﬂ thyf'@/B V‘&%?:I%OHS ! 1091'5%%“@563 tﬁé‘%ﬁir&é’ ppl i cabl e

to ot her f responsw “transm t are return e sour ce
node fromt kiestdraabil naddésaecimoetbin § QE2B}orfelmtanner.i Nameby, figyl each ﬁmsmem.gti on of

a canonl al dio fregue (RF)..mesh network 100. The network ill strated
Tn FlG 4 | Refishdeceyed 8 Mdﬁﬁégé@c%@é’ 185Kl 2 upsashrepRntojhe S0t BOdE

that functi Tx'i‘ﬁcd’i‘»%dﬁ@e WithQiKERDRarD S5 ahdl ‘é}réf@ﬁé"dﬁ@ﬂo‘é\&f Kerdif0a @H@' t@{h%?er

network, e.g., a wde-area network (not il1ustrated). The gateway
i ncl udes a fwm maytberengridyeal foe tei valry transiissioas dapacbmbbydemoclf ssuasvé"o
signal s tra east

f requenci es té% taina'%gﬁfshng?'nge?féﬁ? g@“‘?ﬁ% gﬁ‘%‘g\xﬁv (e %’% sevgggsltw]% #any
other trans %@éeﬂeéxéﬁﬁﬁlﬂlyfbnﬂ)o‘éiﬁhélﬂbh& ek G HRFIRAEER Wi refBRIR tolaRl ONE
enbod ment af:l?n%w%gégivnvﬁe%t ;TSB ¥1e responsive transmission by the destination node. It will be
appreciated, however, that these principles are equally applicable to other kinds of
responsive transmissions that are returned to the source node from the destination
node.
[0023] FIG. 1 is a simple representation of a canonical radio frequency (RF) mesh
20 network 100. The network illustrated in FIG. 1 includes at least one access point,
which can be a gateway GW that functions as an interface between the mesh
network 100 and another network, e.g., a wide-area network (not illustrated). The
gateway GW includes a transmitter and a receiver with the capability to receive
signals transmitted on at least one, but more preferably several frequencies. The
25  transmitter enables the gateway to communicate with any other transceiver within a
suitable signal propagation range. In one embodiment, the gateway may be
surrounded by a “sea” of standard single-transmitter/single-receiver transceivers,
identified by the symbol “Tx” in FIG. 1. The transceivers TX may represent, for
example, meter nodes in a utility network and the gateway GW may provide, for

30 example, access to various back office functions associated with the meter nodes in

the utility network.



surrounded by a "sea" of standard single-transmtter/single-receiver
transceivers, identified by the synbol "Tx" in FIG 1. The transceivers TX
may represornnio/feszexanpl e, nmeter nodes in a utility nePaorus2emodo4she
gateway GW rmay provide, for exanple, access to various back office
functions associated with the neter nodes in the utility network.[0024] As
shown in FIG 1, there can be several transceivers that conmunicate with
the gateway. In this enbodi nent, the transceivers transmt to the gateway
one at a tine. These transm ssions and their order are indicated by
nunbered | i A@&24]n A3 hown inddGi ¢, theigecanibagpsaaldrangesiesrs that Fgmmawidateed

transm ss! o B WRlal! AR LEABBRELY B fstira I AR O RIAER b,

transcei ver nodes®acti as relays tor eac e successf ul

transm ssi ont atihe. Jalesy@ynsniivechsadndltiieir 68leOMEIndiattdBy BeMBERM linearscei ver
wi th an acknow edgenent. Thus, when a data packet is received in tinme slot
1, the gat eWd§- PegMHBCS\/W@lﬁat&ﬁquBHER@Flved'ﬁf@ﬁ?misﬁloaﬁ@ﬂthéfrﬁ%taa packet is
recei vedsi n time: , . t anscei ver
t hat tra?ls mu{a%lg%wt%kat th%%ffgfa y %?tﬁg A%R%%gc é\taeg rlétr(igeg aggﬁgg%ﬁéelgyasttgge%cﬁine, to

t he i ndi vi dotlersafiier eachauesestfudtrandnisdion, ey garewgy imahediate] Y2pdndsrtolten | i nes
in FIG 1 indigcate failure, In a densely interconnected nmesh network,

failures cafCPUBRITENSCRIYAT WiEh 28 agknavdedgrnantt Thwy, mhen adatapagkeiiaverchadi 1 ity
of the intended rfiql Mer ateaﬁaﬁel?@%po%% Witﬁ'aﬂ']@cdmcl&‘?.sg'l}&n,fif ABthaed more

nodes transmtting on the sa requency and in sufficient tinme coincidence
such that t Ipe¢ket isaspaedd mdimaslke? shegateap sandd anei CK packat o thei tesiscaivérs

i fully. at the i j ver. Thi ditiop i
1 st r 30 e ) Gapamish Biak buokabo T ok Gocikeis ot sl b CamBuay e n ¢ i e sl ot
4. [0026] Rex®@iides seBRYdbliaPirbmtwhitRiey'oe%idi®e4. happen when the intended

receiver is not able to receive signals on the transm ssion frequency
during the (0028]r d&jokenclinason FéGel inslicatgfaclkrst . InAldensaly infertconmechadymeshi se when

e 5 b 61 TASE o FRRRPEE b S 1
frequency- hgpiiengieRddd Re€lker. AcRAQoNBiorRMYeSult B tWoBt bRinolled i NS i n
FIG 1 show a successful (solid line) transm ssion to the gateway and
15  transmitting on the same frequency and in sufficient time coincidence such that their
respective packets overlap and neither transmission is received successfully at the
intended receiver. This condition is illustrated by the broken lines jointly targeting
the gateway in time slot 4.
[0026] Receiver unavailability failures may happen when the intended receiver is
20  not able to receive signals on the transmission frequency during the time required to
receive a packet. This situation may arise when the intended receiver is on a
different frequency engaged in receiving a packet from another node, for example in
a network that employs a frequency-hopping protocol. As another example, the time
slot 1 lines in FIG. 1 show a successful (solid line) transmission to the gateway and
25  afailed (broken line) transmission targeted to that same receiver, which is off
channel while it is communicating to the gateway.
[0027] These access failure conditions may be mitigated through scheduling,
which may be effective when the data traffic is deterministic. Scheduling may be
less effective when the data traffic is unpredictable, e.g., when the data traffic is
30 generated autonomously or reactively.

[0028] Also, as depicted in FIG. 1, there may be multiple successful transmissions

on time slot 2. In a frequency-agile mesh network, an embodiment of which is
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a failed (broken line) transm ssion targeted to that same receiver, which
Is off channel while it is communicating to the gateway. [0027] These
access fawvburw/se3di ti ons may be mtigated through scheaariusgoomhissh nay be
effective when the data traffic is determnistic. Scheduling may be |ess
effective when the data traffic is unpredictable, e.g., when the data
traffic is generated autononously or reactively. [0028] Also, as depicted
in FIG 1, there may be nultiple successful transm ssions on tinme slot 2.
In a frequency- agile nmesh network, an enbodi nent of which isdisclosed

her ei n, nondlfélloé h@remod@saM9erx§@e¢wnmecwamhermm@mee@emt thpeamene

tinme, natur and RerINe requen r eus apabl lity. [0029] As
shown, the Zi e?/ %tlﬁgaé |on ) ggﬂ%’tyg‘%o%‘f%gn%ye Set%aptaﬁlél %at eway nmay forma
bott| eneck {0020he AFsharahtheetMlizatiofrd€ Padke Rt $6af totBY gitgway thdyeim! i nk to
the gateway nust send its nessage(s) at a unique tinme, either schedul ed or

uncont ended 2 beBlenecksindbe REfmeshynerwork; \Fagh trapsceives havingra dirsgidinkstortbe ei ved,
| e I ey heRRO MR RSL U dRNIAG o£R bRk nd Elber ABeaul BarR P02y TRV be

| argely arc Ritec ura provi access to and egress

fromthe RchﬂfﬁsﬂideﬂetdlKH d(lccéEbfmflily redeivdd. M fier daéfpﬁﬁ:@:ﬁngs Rcg Mt \WRy gRewgLel ver
and transmtter (g& dom nate the performance of the RF nesh network. [0030]
To sol ve t hFESPRRISHEERFE nvang on fq ‘Ihﬁélﬂ‘%ﬁfhes The gatewaydpanke gy n an exerrpl ary

enbodi ment  gfchf dﬁ&lailgélﬁﬂ@@nﬁlthﬁqgﬁla fbvtu}ﬂ% c@&t{ annegltsss ﬂo Q€ RFSn&h

gateway, is con recel ve on rrutl at t esarretlrreln
an RF nesh nettwook. kThtFSadieelimltsrmypdsed bglatgatnwayrs‘lfeeeleeltanfdrtmumnmreﬁayso t hat

t hey do,not colli i n he fre ven t hough they may overl ap
in the 1 da*&rf&f%%e g%eﬁ ?etwe?r Itiplicity of nmessages are

bei ng recei Y(ﬁﬁoft Tfohs%lxgﬁthﬁ%é(bl%r P, iilﬁﬁrﬁk@{rarﬂsm&s@&?sl\htﬂ}ﬂﬁ%wkﬁl fagjrannel

devices (e.g he transceiver nodes Tx shown in are not able to
recei ve andembedisrent ofa multeclzmel nadee Inﬂhepmbodlment raamim &gi a)gaie\day,est ed to

8L Bt BRSBTS B2 b 0o 115, KESELRL ok o0 "0

Packets may be sent on different frequencies so that they do not collide in the

15  frequency domain, even though they may overlap in the time domain. As depicted
in FIG. 2, a multiplicity of messages are being received at the gateway during time
slot 1.
[0031] Non-multi-channel devices (e.g., the transceiver nodes Tx shown in FIG. 2)
are not able to recetve and transmit at the same time. Therefore, transmissions

20  directed to a simultaneously transmitting node may fail.
[0032] The receipt of incoming data packets at the same time but on different
frequencies helps to prevent frequency spectrum collisions. However, it may place
any possible ACKs (back to the sending nodes) into temporal collision situations. In
the embodiment of FIG. 1, the ACKs ideally are transmitted immediately upon the

25  receipt of the relevant data packet. However, with the multi-channel node of FIG. 2,
this may not be possible because the gateway cannot transmit while it is receiving,
and vice versa.
[0033] FIG. 3A illustrates a typical sequence for receipt of a packet and
acknowledgement at a node. A sending node transmits a data packet containing the

30  address of the receiving node to which the packet is addressed, as well as the
sending node’s address, and the data to be transmitted. The node to which the

packet is addressed, e.g., the gateway, creates an ACK packet by transposing the
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frequencies helps to prevent frequency spectrumcollisions. However, it may
pl ace any possi ble ACKs (back to the sending nodes) into tenporal collision
si tuat i ons0 20r/w3he2enbodi nent of FIG 1, the ACKs i deal lpgTarseommne4sssi tt ed

i mredi ately upon the receipt of the rel evant data packet. However, with the
mul ti-channel node of FIG 2, this may not be possible because the gateway
cannot transmt while it is receiving, and vice versa. [0033] FIG 3A
illustrates a typical sequence for recei pt of a packet and acknow edgenent
at a node. A sending node transmts a data packet containing the address of
the receivi rsgnd@o’d@ngéemecﬁ athessysacingtaddimngancacknowledgermemandicator.t Bee sendi ng

packet s adurbifefodelfnd Fafihfe AE ACC DR btk o IRE BN daple "

t ransposi ng [0083 eNdlRen Mmudtiisle Eﬁﬁ(%ts\/aﬁ?é béingdebepdas dlfeda@ht&fsiﬁuagn@snn the
acknow edgenent indicator. e receiving node then transmts the ACK packet

back to the SHPE§mes otsémyrrg)theaessﬂpleém?ewmwmgmdeﬁp@rmms are being
recei vedcat equ t t be
bosst br o o e AP kerb i BNRCE. SRkleln WIE nRAlE. 1 RagheRumis binadTRR, B 20,

packet in t m@(mmeéumﬂlﬁtedﬂﬁifﬁﬁﬂ(eﬂ hindl seittdimin Gisort AepACHEa singleaccumul at ed,
or stacked, and sent out in unison as part of . a single responsive packet

that is trafeRPRYEEPasket ‘ll?ét 1?(5@@?%“@6 bﬁdﬁ"erecﬂl"(ﬁg mges fdGis3B sBows Hept of a
stacked ACK, anple
t he sanme for Brrlg(%bféfra th at a pack %gl%é?g;ﬁli gﬂigmﬂgéan&ﬁﬁpgé?Am%@E%&fe‘%h%?

FI G 3B, hoesample, mlaeaxgatfcmvmy fcnrmydemknf asphood ih F1GesAi e thehexapgpikef s

transmtfed i nodes on nul ti hanpel s at the sane tinme, as in
the. eboll mﬁﬁ‘? . rllfw@ 5 th%aéfwwla@bgw Iged ienehrixe the Ragke!n uRpsafisd
packets ar e pyeRiiNEAodds onhBulbplcadi@ineld B hE SRRDERre, 55 1%'tﬁ9€1%b8@§10%‘8f(et i's
created. Thi§ packet contains a broadcast address th I's recogni zed by all
of the nodeﬂGtbgé‘ﬂﬁeT!B\dﬁplhtStdneaxamplmswmbhNmatapmmangrewdfed affthe packet
al so contains, an identifier f.or 1 to N fromwhich

th
a data pack&fCWAY JLIERUSF R ?‘9glFésta(g£\Pg‘dket F%cr?igtggoﬁgjé e §8B‘iaﬂ’ts »f such a

broadcast pagdedtast 8ddBssAEkEs kROkSiZEPby all Sf trféqmdbi Itsgethé} witethRaakgks opnd i f
it is found, treats the packet as an ACK pack
5  the receiving node. The packet also contains an 1dent1ﬁer for each of the sending

nodes 1 to N from which a data packet was successfully received. In response to
receipt of such a broadcast packet, each node looks for its identifier in the packet,
and if it is found, treats the packet as an ACK packet.
[0035] FIG. 3C shows an exemplary embodiment of a frame structure for a
20  stacked ACK packet. In this example, the frame includes a field to identify it as an
ACK type of packet, which follows the broadcast address and the responding node's
address. However, this frame type field may not be necessary. For instance, the
sending node may recognize that any broadcast frame received from the destination
node within a certain time period, which contains its identifier, constitutes an ACK
25  packet.
[0036] There may be several non-limiting ways to stack the ACKs in the
responsive packet, denoted hereinafter as a “meta-ACK”. Various examples are
provided below:
1. A meta-ACK may contain full 8-byte MAC addresses of the sources of all
30 received data packets inserted in the order the data packets were received.
ii. A meta-ACK may have a pre-agreed single byte or short address of the

source of each data packet inserted in the order received. Short addresses may be
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[0035] FIG 3C shows an exenplary enbodi nent of a frame structure for a
stacked ACK packet. In this exanple, the frane includes a field to identify
it as an WOKotogses2ef packet, which follows the broadcasPcCadsec@ososntl t he
respondi ng node's address. However, this frame type field may not be
necessary. For instance, the sending node may recogni ze that any broadcast
frame received fromthe destination node within a certain tinme period,
which contains its identifier, constitutes an ACK packet. [0036] There may

be several non-limti ng ways to stack the ACKs in the responsi ve packet,
denot ed her @rhallacatedaddressasdarshacrr thawhe Hhige MAGHddeessgsaispd furiwéaasbel ow.

i. A meta-Al ont f s of all
recei ved da acl%ﬁs\ék%{rénﬁ %S’rtflgab‘?rﬁ 4{8556}]{%'?9? R‘g gt%é(%poﬁﬁeef@% recei ved.
ii. A neta- AdéiresR¥r baydh of thE RAQREEMsS | Tigh ablryviation oSthentdresdsessy of the
source of each data packet inserted in the order received. Short addresses

may bepr e- aWS@Ba@e@lvmwgegnmeﬂleﬁ?@rqfébe mpgrAEKe 8 byte MAC addresses
used forcuni cast be the | ast
oore b Ehe fr) ARiE el SN el R ML B

abbr evi at i opriofitytdrdercttislrie dasd ofedy/pricritylafsociatddalith ﬁgrecexmtﬂpsdcﬁéu TTQ)rt he size
of the meta-ACK. iij.. Rather than using order_ of_ receipt, the addresses can

be enpl aced“lsﬁmﬁe rﬂqoélrti’ WY&deéﬁedt%@lelnswﬁes%whdﬁhesemdm&mw Igssociated with
t he receive r ol dv e of
what theI \s/eﬂ- I ng n 5E@sasta?§h§r?n%§ %r?ﬁﬁlh ésljutcl: tg% al&rpmegg@tggg? @{o&%‘ég?}gﬁﬁ‘%r

"l ast gas p" nbaleaslmtn anAhahameelya, zﬁmdemaylbdbasehuhsprﬂmm asdbtiatedatithvel vy,
an ordei ase priorities associated with particul ar sending
nodes. 19. ?few‘é sr@snoéiﬁﬁ be enpl aced in an order reflecting other

criteria, such ag, tme éda&@skesoe%eo@geﬁnp;ﬁacehhﬁ aﬁeme??eﬂe%g ggire; ggfé{ﬁﬁg%ﬁcgoppi ng

pattern. v. The addresses can laced in nuneric o
| i st ening n@d@le(femkd@vbdm aétheaomncenodeﬁsfﬂeeuemyaopﬂl(g\piammer t he node S
data was received i steni ng nod determ.ne t

absence of its A&K-H\;zh ﬁ:ss 8%% gl%p aced 1n nunieric order soythat a listening no e
can determine earlier in the meta-ACK whether the node's data was received. For

15  example, the listening node may determine the absence of its ACK within the meta-
ACK if, for example, it is assigned short Address 5 and it receives addresses 2, 3, 7,
etc. The node is able to determine, when it receives address 7, that the node’s data
packet was not received because the ACK to it is absent.

[0037] Insome cases, the response to an incoming request my take an appreciable

20  amount of time to fulfill, which contributes to the bottleneck at a busy AP that
receives such a request. Examples of such requests include requests for updates on
the executable code image of a node, requests for node routing table information,
security alerts ( e.g., identification of nodes whose authorization cannot be
confirmed), requests for timing information (drift rates and absolute time or

25  frequency), etc. In one embodiment, these types of requests can be referred to a
different node that has a better ability to handle them. To do so, when the multi-
channel AP that received the request prepares its response, it may include a
command in the set of stacked responses, instructing the source node to go to a
different node for fulfillment of its request. Upon receipt of this command, the

30  source node then resends the request, addressed to the other node identified in the

command.



ACK if, for exanple, it is assigned short Address 5 and it receives
addresses 2, 3, 7, etc. The node is able to determ ne, when it receives
addr ess Ayotheio3bize node' s data packet was not recei vedPboeasase/004385 ACK t o
it is absent. [0037] hi some cases, the response to an incom ng request ny
t ake an appreci able anmount of time to fulfill, which contributes to the
bottl eneck at a busy AP that receives such a request. Exanples of such
requests include requests for updates on the executable code i mage of a
node, requests for node routing table information, security alerts ( e.g.,
i denti ficatil¢38bf Thedskerwiode to whichdhé requestis redineesed paybgeppthepaipltir equest s
for timng ipformation (drjft rat and, absol ute ti oK. frequengy etc.
In one enboamnnepﬁ r,ec‘tn%?élotdfi;t)}éasf 1%?5?2?0%6%(13%\5 TR Er e cﬁléncg%glsémgicﬁ‘sér ent
node that has$emdpodittn@les2bTtis aythe thewudt efot Bedimpld Owhén Separatdi@ifrabtingctipe! t i
channel AP that received the request prepares its response, it may include
a conmmand i i YRRlaessktospprarhPrédbutvapbriemation (a4) nedgsip aubditypefvesK.-node t o

Comand, >t n0 7Bl aRer bl o RElofthab hiodsBEEhen WRBRAGEUEL Ctnor -

node i denti hiodbtot Cordshpeionysiie.th&038 hodérethat swdtchrmd&oh®oMhk ebnidatdvitgquest
is redirected may be another multi. channel receiving node that is

est abl i shed °f B POMET glifpd§us. dhe Rédniafisigiciurgicar prkeptaagiallyoseraigipoiont nodes.
This may becffagd Eies%@%ﬁé@t’%r@vid%&ri@ﬁ@ i1k B A rsgﬁﬁla” e is enplaced

to support Distribution omat’l on Inautility network. DA
nodes have bhomhmmnigatibmta thgsd DAanades.| ity t han nodes associated with neters
that nopito S ion, since th are nodes that switch and .control the
connect 101 ¢ GBI SERksd Eispanses Stnpn fian A G SBHER At e coRIRARaPEHHbe. kopt
partially ' 3eRfbad Soovelrediir® A GPfQeht (FAfRS fotht, BREHE thd¥eOrde idchfdes’ . NOT €
reliable, or nore secure conmmunication to these DA nodes. [0039] Stacked
responses otlhiethat heamten@ed forsumantiadar sosraeormdanth eapeatbbédimgntietckéded above,
require a different

e SR b o e v SRR AR (P
rT 5; 2? nses Of ehgdthSVAINPE MY elBReAtsP MENERUSE cbhnAtAicR3rkRLSIs! fRtonsPNt @i N
15  information may be encoded as a TLV element inside the protocol. Each TLV
element comprises the following fields:
Type: A numeric code that indicates the kind of field that this element of the
message represents, e.g. a command.
Length: The size of the value field (typically in bytes).
20 Value: Variable sized set of bytes that contains data for this TLV element of
the message, e.g. the command itself.
The type and length fields may be fixed in size (typically 1-4 bytes), whereas the
value field is of variable size to accommodate the data being transmitted.
[0040] An exemplary format for a stacked response frame that employs TLV
25  elements is illustrated in FIG. 3D. As with the stacked ACK frame of FIG. 3C, the
first three fields comprise the broadcast address, the address of the multi-channel
node that is sending the responses, e.g. a gateway, and the frame type, in this case
“TLV”. The payload portion of the frame contains a sequence of identifiers S1, S2,
... SN for the requesting nodes, e.g., their short addresses, with each identifier
30 immediately followed by the TLV that is intended for the corresponding node.
When parsing this type of frame, the nodes check the first identifier to determine if it

is theirs. If not, they examine the length field of the TLV following the identifier,
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Lengt h- Val ue (TLV) elenments. Wthin data comunication protocols, optional
informati on may be encoded as a TLV el enent inside the protocol. Each TLV
el enent cwopoise32bhe following fields: Type: A nuneri cpcoas22adavssshdi cat es
the kind of field that this elenment of the nessage represents, e.g. a
command. Length: The size of the value field (typically in bytes). Val ue:
Vari abl e sized set of bytes that contains data for this TLV el enent of the
message, e.g. the command itself. The type and length fields may be fixed
in size (typically 1-4 bytes), whereas the value field is of variable size
to accommmdathach previses an BEFeidor thamext identifier i eGErien B%éﬂ?ﬁﬂoﬁii%ﬂmﬂm for a

st acked res th 0 | enent s, iS,il]| t n FIG 3D.

As with thel%s‘lﬁ Eé%%%éﬁg% céfaéu!i'e\,?&%ef i?ér?aicpgstthfhrgéﬂh%lf sé conpri se

t he broadcaswhedgh®ksfindshemadhl f@Si& i@éntifite, ifoxdnhine e eatire DUV dlé¢taénti S

sendi ng the responses, a gateway, and the frane type, in this case

" TL\/‘ The é@%ma&t%pqeing%eblfoq in theyiespanse that mes senddeifdndlee Backedent i fiers
ama\ for the requesting nodes, e.g., their short addresses,

vvlth eac% gentlfi er immedi ately followed by the TLV that is intended for

the corres pwﬂzlilmg Inode embBbéimena e pgewhy sari 36pé agkt 6f BD¥s comteinigras, check

the first |dent|f|er o determine if it is theirs. If not, they exam ne the

| ength fi el &YRSrOfMERVOFK\oR g‘FrBWP’htjl ?rﬁgt‘ioﬂeﬁthisflp@“%%HlaﬁrlﬁQ/lP@"eéo%m of f set

for the next érgggttlhg W blﬁﬁ le IV c sq?@ a node
recogni zes it arti g@{e aS} enta ;}er bgr é 1881‘?1?%3&8%8 SCh &{?égashe When
a node findONS savatadiimss ubstmgjmdate‘s; mtworkt tlmngmfmmatlbn anditny ethétV el enent
foll ow iidentifier response that was sent to it in the

t hat obt
stacked?(?r anahlesgs mgﬁo 9}$ Q?Layteﬁ r‘@lﬁ’c”&way can send a set of TLVs

cont ai ni Ny peu42| Y REIse bé‘%béﬁrtl'fat%’é?é b&%@&ﬂfﬁ?edc@sf BEREA Q'Ehetér Mics pd r mati on
may i nclude, for exanple, the gateway's globally routable | Pv6 prefix, the

gat eway' s Mheacat drcst. FONSasmiedhe aﬂm@m indudddnig augdakaicdgpadvastvior k ti i ng

Ir Cn)Lt?lr ggt on gf;’lnnecriallﬁjlynl){ot(%;[nggtred\fc‘f)jl 5'58ebc'1F e no eI ?gl i 1nPorma%10n 1S a%ou{' t%%er 2/Layer 3

transmitting node and distributed to any and all receivers within range. By way of

15 example, a frame format of a beacon is given below:

PHY HEADER g;’::; Source MAC Epoch Tick TLV | Routing Info TLV Other TLVs CRC-32
(12) ) 8) 4) (N) (N) 4

[0043] The meta-ACK, similar to a beacon message, has a broadcast destination

20  address or, more efficiently, no destination address, where the broadcast type is
implicit, but the FrameType is ACK. In this example, those nodes that (1) are
listening on the frequency of the meta-ACK, and (2) have recently transmitted data
are interested in this meta-ACK. The data in the meta-ACK is thus about the data
senders, and not the transmitting nodes.

25 [0044] A multi-channel node can be implemented in a variety of ways. For
instance, it might consist of a single transmitter and a plurality of receivers that are
each tuned to a different frequency over which communications might be received.
Another approach that is less hardware intensive, and therefore less expensive, can
employ a digital signal processor (DSP) to differentiate multiple signals that are

30 received simultaneously. FIGs. 4A and 4B show an exemplary system diagram for a

multi-channel node that is based on this latter implementation.
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[0042] It is to be noted that there can be differences between a neta- ACK
and a beacon packet. For exanple, the information included in a classic

br oadcastwoopases2al |y not targeted to a specific node, PCTAIS2000l0@4855
information is about the transmtting node and distributed to any and all
receivers within range. By way of exanple, a franme format of a beacon is

gi ven below. [0043] The neta-ACK, simlar to a beacon nessage, has a
broadcast destination address or, nore efficiently, no destination address,
where the broadcast type is inplicit, but the FrameType is ACK In this
exanpl e, t hd8®45hodkaferringto ﬂﬁﬁ%ewhicbtsbw’ﬁgl exempleryfreesivesrsiionof ghe
met a- ACK, a : rece . 1 data are interes i hi s

met a- ACK. T%léé%%g}aexg%tﬁ‘éva %gﬁwgﬁFé%é%Eg%%euﬁlﬂuh%n Fae §' tgaerltr%%gtrtésd]o and not
the transm mbiesprdidfent ERMS]s, Fe./multh idiftdramiedpettec ehier equeipieseant ed in a
variety of ways. For instance, it mght consist _of a single transmtter and
a plural ity reseived @b py aptenna Y, apd andergn swigghdeiamplificationfldrandtfilterogienty over
whi ch co ' [ j hved, : |

P dviar o1 e 8 s he AR R i T Lo RO BIGRP bl sttt 834,

si gnal pr oce#sd hois&SH) orcoermbddirient) thesdntenii [10inpd yebes¢ apfigusedt tbatceaweeRF ecei ved
simul taneous]y.. FIGs. 4A ang 4B show_an exenpl ar%( system di agram for a

mul ti - channé&lgnAlgde theplicprsed bandjargynd RPQ MEz ¢ Ehe filigfed sigmalsiare fhepooas)
Referring t@ofldded4fio a"mn%?ﬁ_s AV A FXE eﬁﬁﬁ’li%ﬁ&'tﬁ’eere ﬁh%‘afgiﬁi signal

mul ti - channel gateway, ]ltlp e RF signals that 'are sinultaneously

transm t t edisbsuppbeb® 0DSHil6f drhentpwhatedDSP 16 neay, inviutié a dnikfuze ehsll pEdpect i ve

carrier _freqguencies,. ar eceived at .an antenna 10, a under go suitabl e
ol 111 80 SRt isn bt gt Sese g SinRnaonly Sdinedl et FiteGndhe
the desi r ed Jgregyeened @Seharai® tHRMARERE ir?tb%lﬁlriﬁuﬁ@grﬁi&]efhémitﬁﬁ-oﬂtﬁb DRP
enbodi nent, the antenna 10 may be configured to receive RF signals in the

unl i censed longite &rthareto9o@d bivary Tate, Whichenaytbesindexadsandrserialived foonver t ed
into a digital stilgga{? in %g D converterd.15h and the re ul tiing digital
signal is sHFPPIAECT S APTREISCIBrOCTRRr INARADIEHL RECTEY (78 Pnéiflude a

m xture of akdmpik of ARokmdREI1Y b M 121IDSP $s 4 BRARTA G ség&efislgd si mul t aneously
on the different channels. The DSP operates to separate this mxture into

i ndi vi dbal PregaammablergatesarrgyPSBmanygacysed by Xilin, Inc. of San Jose, CA.

[0046] In one embodiment, the exemplary multi-channel system shown in FIG. 4A

allows for processing a relatively large (multiple channel) spectrum to baseband in
order to be processed by the DSP engine. Using Fast Fourier Transform (FFT)
techniques, the DSP 14 creates FFT bins for each of the many channels within the
20  down-converted spectra. In one embodiment, there may be up to 240 channels. In
an embodiment using a carrier frequency around 900 MHz, there may be around 83
channels. These bins may act as, in effect, separate receivers for each channel. The
received data in each channel is separately processed to determine whether it
constitutes a successfully received packet. If so an ACK, or other suitable response,
25  1is prepared to be accumulated with the responses for other packets received at the
same time, and returned in a meta-ACK or other similar packet containing stacked
responses.
[0047] FIG. 4B shows an exemplary multi-channel transmit section of a multi-
channel gateway. Components similar to those used in the receive section of FIG.
30  4A can also be used in the transmit section. Additionally, digital processing

software used in the receive DSP may be used in the transmit DSP. For example,
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engine is the recovered binary data, which may be indexed and serialized
for presentation to a protocol processor in an adjacent processor (not
shown) . Amoexswpb®20f a comercially avail abl e DSP i s aPEPARIABLSMSSS es

fiel dprogrammabl e gate array DSP manufactured by Xilinx, Inc. of San Jose,
CA. [0046] In one enbodi ment, the exenplary nulti-channel system shown in
FIG 4A allows for processing a relatively large (nmultiple channel)
spectrumto baseband in order to be processed by the DSP engi ne. Using Fast
Fourier Transform (EFET) techni ques, the DSP 14 creates FFT bins for each of
the many chakeraveDSE may ke E%E\ppﬁ:‘wve\rml@dh@pmmwﬁ? maeuseribvePHERT
there may bﬁgﬁwm%o 240 channel s hi an enbodi nent using a carrier frequency
around 900 , there may be around 83 channels. These bins may act as, in

effect, sepa0s 'acE MRhH1Ar9tra@aalt sedtimd alultiple @ahSkiekigasls dadycbd N each
channel is separately processed to determ ne whether it constitutes a
successf ul | Predused by gonfiguiag the Fougier gaefficientson the RSP, whichapilldbelapyanise, i s
preparedst o i . g . forp ot a Lved at
Pheroamet 1 aberanat Fhite i bPalell) £ SRPRRERIERA dREpROfHEE Bpi

cont ai ni ng sbeftikiedt isasporls @s enfr@§4s putbliCon thex chans crfrequengyl df the

mul ti-channel transmi{_ section of a | ti channel _gateway.. Conponents
simlar to laﬁ’d?g‘@ldﬁscéafﬁcﬁ“tt Heset @c%?@@r;’géhﬁei? gtheprogffigients gre IV used in

the transm i 5efichur ASHd LRkl drendirhb@he PoREESS jjgag e used in the
recei ve DSP may be usre1 I'n tfﬁgl traneg%t IIfSlP‘?BIrIQOEi %fkaﬁ%l%?éLe recei ve DSP
may use FFT cedfitieatsenaghbd estdtished bassdion tiRSRemd gnergg thatveesindtédltosaf t war e.

0048 t he ex lary transmt section ltiple transmt signals may be
b odusedl by R QurdiREhERaL EBEn R Pt ke ore FRESEEen T ohowi 1] be
known to a pgkReRreharskl.!! in the art of digital signal processing. For

exanple, if the anplitude coefficient is set to O, no energy is output on
t hat channell0Q#9] f Fdguéishews aif exemplarygimingsequsmeé fliagiasm foriasmglt-chapnél. 25, and

(1ree o1 el L) BRIt n R S P, Al © ©
est abl i shed nhgsrRdraaBmitha, fdr@RampRNer D0 kips! whith @SigpietiftatdlP 10®ytes/ms.
15  Applying this correspondence, large data packets, which in this example may be 500
bytes, could take 50 ms to be transmitted; larger packets, e.g., 1500 bytes, could take
150 ms, etc.
[0050] As shown in FIG. 5, a second of time, i.e., 1000 ms, in an exemplary mesh
network may be divided, for example, into 200 ms slots, which may be further
20  divided into a 150 ms sub slot for inbound data to an access point and a 50 ms sub
slot for outbound data from an access point.
[0051] The exemplary timing sequence arrangement shown in FIG. 5 thus
provides that each second of time may include five multi-node exchange slots. For
example, nodes 1-4 may simultaneously communicate on separate frequencies to an
25  access point during a 150 ms inbound sub-slot of a 200 ms slot. The access point
may transmit a response to each communication that was successfully received from
nodes 1-4 during a 50 ms outbound sub-slot. As shown in this example, the
response from a multi-channel access point to each of nodes 1-4 may be part of a
single message sent by the access point. A similar sequence may continue during
30  the other 200 ms slots. In this example, the multi-channel node, e.g., access point,

transmits a responsive packet every 200 ms. This packet contains the stacked
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required to adequately cover a given signal path to the node targeted on
the particular channel. [0049] FIG 5 shows an exenplary timng sequence

di agr am fwo 2210m3b322- channel access point accordi ng to omeTArsR@dionasss . | n an
exenpl ary nesh network, data may be transmtted, for exanple, at 100 kbps,
which is approximtely 10 bytes/ns. Applying this correspondence, | arge
data packets, which in this exanple may be 500 bytes, could take 50 ns to
be transmitted; |arger packets, e.g., 1500 bytes, could take 150 ns, etc.
[0050] As shown in FIG 5, a second of tinme, i.e., 1000 ns, in an exenplary
mesh net wor Kespapsenee. gl (e forfalrinboundmaskets frap weoosussessfdbysecairidch may be
further divi Lt 50 S S r i nbound data to an access poi nt
and a 50 nsdgﬁgggﬁ)lﬁb oF S(l)lB’t oél?lrflt?‘ed%qbtam%?lgh an access point. [0051] The
exenpl ary ti[@032) SanemaRs afaydegRiieeingSdaavd the ndl.chanridhdeceps poingjes t hat
each second of tine ma%/ i nclude five multi-node exchange slots. For

exanpl e, nodéulerthershat arerfegal ing daialaye vrbleie tramsmiiign thefses ROk equenci es
to an acﬁ:.es%loﬂgédﬁt%rrl%rtﬁ dds %?:E’béfﬁxoh@ﬁpmg @@%Mﬁﬂé&fﬁgﬂg slot. The

access poi nt” may smt a response“to eac nic was
successf ul | ylteraaelywédiveringrdaadas tHendeckiving nate dbtalih a@ythofishioauFiGs.ot . As
shown in this exanple, the response froma nulti-channel access point to

each of nod&4 apdp “b%xaﬁ%ﬁl?s Q)ffthéseﬁaﬁb?téle}’rﬁ%%’&y%le%ent by the access point.
A simlar segisance, 'R%g?ﬁl@.é@k,cﬁgﬁh@%&etﬁof%Qﬁ%xgrggletrgri“gﬁél%ébeihg this

exanple, the nmulti-cha node, e.g., access point, nsmts a responsive
packet ever feld@bed®. thd APsbypdatik-bbldimnbaies $atiched ‘21’ akdt ady adjpenssthe ARy. , ACKs,

f Il inb d ckets th were successfully received duri. t i nbound
sub- o1 of® or Norles BBEF<RL AP o Be PumbieStmbuniag mgatiretly vetr g Abac a 1 o
the nul ti- chaBRelatRGARRPINE AoBls arkBhtt 8F 0O A. IOWREr dRs h§asiny idhedt @ are

unable to transmt to the access point. Consequently, the nodes can be
t hought of #mt damnat hdvieydafagpforwardlebelediips redeiverdata om nddes 4 duritheg odtit a and

E)Pe?hggge;;ibfﬂ rrnﬁeéﬁr%@{gc?;ké%g.?ggfjaim%n{ t%sfﬁé KB I\II:cldce;% 3 a?l'(bf 4aar}g pggo??ﬁ'g\{lpexanpl €s
B.

15 [0054] Frame 2 shows acknowledgements being sent to the nodes that just
delivered data packets. In this example, for Group A, the AP sends an ACK, or
stacked ACK, to the node or nodes 2 that sent data to the AP. For Group B, the
ACKs may be sent by the node 3 that received the data to the sending nodes 4.
[0055] Frame 3 shows an example where data from Group B nodes is delivered to

20  the AP while data from more remote Group A nodes 1 is delivered to nodes 2
adjacent to the AP.

[0056] Frame 4 shows an ACK process similar to Frame 2, but in this example, the
AP sends an ACK or stacked ACK to the Group B adjacent nodes 3 while for Group
A, the ACKs may be sent by the nodes 2 adjacent to the AP.

25 [0057] FIG. 6B is an example of the Group A and Group B packet delivery cycles
in a timing sequence similar to that shown in FIG. 5. FIG. 6B shows data from
Group A nodes being received at the AP on multiple channels during a time sub-slot
for inbound data and a subsequent ACK or stacked ACK transmission during a time
sub-slot for outbound data. After the Group A time slot, a similar process occurs for

30 the Group B nodes.

[0058] In one embodiment, beacon packets may be used to convey timing

synchronization for the timing sequences described above. A beacon packet could
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[0053] Referring to FIG 6A, Frame One shows an exanpl e of packets being
delivered to the AP by data-hol ding nodes | abeled "2" that are adjacent to
the AP. Nudesicadpaeent to the AP may be capabl e of commeoirastecago4sss ect!|y
with the AP. These data-delivering nodes are part of Goup A Oher nodes
adj acent to the AP that do not have data to forward, |abeled "3", receive
data fromnodes 4 further out in the nesh network, e.g., not adjacent to
the AP. Nodes 3 and 4 are part of Goup B. [0054] Franme 2 shows

acknow edgenents being sent to the nodes that just delivered data packets.
In this exalpisent biydhe @udtinchaynet hedeaid swlimite tha tAGK and channetskat whidkdatao t he

d d 2.t hat t. data to th P. G B A b t
by the. node PiekeH R B e B e whirn Hesaram e LR VSRR Fr ane. 3
shows an eX@EEi&oé&B&fﬁad@is@nz%’Meﬁ e Bp&t9H&btines Sed mi9hedvaiibid® o while

data fromnore renote G oup A nodes 1 is delivered to nodes 2 adjacent to
t he AP. [O00Bejlesrvithin direstionge efthaanliplochernes receivang naderegngh@nodsat in this

exanpl e, cthe AP .sends.an ACK,qr acked ACK to the Goup B adjacent nodes 3
whi |l e fo? Gr?%lﬁlﬁdi&?e%%@aﬁﬁgﬁr?gﬁn@é °§18H‘Ee‘6‘3%?%e nodes 2 adjacent to the AP.

[0057] FI G [6039] s Iftheesidalof tiaf oridifal Qatfacketaldds taedeie RAAKHK, itehi very
cycles in a timng sequence simlar to that shown in FIG 5. FIG 6B shows
data from GPEAYSH nodes being received at the AP on nultiple channels

duri [ ' - . ked ACK
L1 anom asi on- dur ihar e PEnRPHIGHE DN fo R S Y IR A BT 0

time slot, &rsiptdceasr process occurs for the Goup B nodes. [0058] In one

enbodi ment, beacq ackets may be used to convey tim ng, synchronization for
the tim%g sequeﬁgégeéé?&maﬁeat sygerealullx recervedbyhe RERINGb I taBENSENt by t he

mul ti-channgl ¢podesee Ehgi s'%ﬁ’%é}%tf%é hdIG& eﬁa{éﬁgﬁ@%ﬁ%@éﬁd @k MY Sl

packets can be recel ved and when and wher respondi ng s wll be
sent. These tibeandrmnpmoketr shanayl. BBuchewtionst mpy be s3en kd imptove theprababilityy be
avail able to.all ngdes within direct r ange of the multipl e-channel

recei vi ng n8HBICOEsSJor subseaysppdata transmissi
[0060] The failure of the sender of the request to receive the ACK may result in

15 therequest being re-sent. This additional request may be managed by the multi-
channel receiving node by sending an ACK again, but not passing along any request
in the re-sent packet to a target node. Alternatively, a target node may operate to
drop the duplicate request when forwarded by the multi-channel receiving node.
[0061] FIG. 7 shows an exemplary process flow diagram for a mesh network with

20  multi-channel access points. In step S1, a node listens to a pre-determined channel
at a pre-determined time according to a sequence conveyed to the node by a beacon
packet, for example.

'[0062] In step S2, if no data is received, the node returns to following the pre-
determined channel and timing sequence.

25 [0063] If data is received, the process proceeds to step S3. In step S3, the node
determines whether it is to forward the received data to a single channel or multi-
channel node. If the determination is not to forward the data to a multi-channel
node, the data may be sent using a standard half-duplex MAC protocol, for example.
[0064] In step S4, if the data is to be sent to a multi-channel node, once the data is

30 transmitted, the sending node may then go to a pre-determined stacked ACK channel
to wait for its particular ACK. As mentioned, the channel and timing for receiving

stacked ACKs may be conveyed by beacon packets.
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i nmedi ately adjacent to the nmulti-channel nodes. [0059] If the sender of
the original data packet does not receive an ACK, it nay be because: 1) the
mul ti - chamoebiwmsexkvi ng node did not receive the data pachats200/004365 fir st

pl ace, or 2) the ACK was not successfully received by the original data
sender. In either case, the sender of the original data packet may resend
the data, at another tine and on another channel. Such actions may be taken
to inprove the probability of success for subsequent data transm ssions.
[0060] The failure of the sender of the request to receive the ACK may
result in tH@065¢qUnstepl$si thy arigina sendinnedeadpti¢rmingsavhatheyamsA Ckayashe nanaged

by the nmulti_cha | receiving node by sendin n_ ACK. agaln, but not
passing al of gAY PetbalE Fr deln depemisting [ 8CR s repepat e rgiess may

Al ter nati velrsturmttotsedpOBlt aligsBcdBRYas ARSdridle@ aboved TP RN AITK shuitirédived! a@uest when
forwarded by the nulti-channel receiving node. [0061] FIG 7 shows an

exenpl ary pPEREEESMAY ERinmita glearf wherg thesttdempaysriendiherdatata theandfinel access
points. kn %ﬁ%ﬂeﬁhodeaanﬂqgeg} é}xjé)%%e(;%r@ sée@ G BN&iASHELTA channel at a

pre-det et m ne I Me accaor guence conveyed t'o the node by a

beacon pack¢0066f omn exésibediniddfaadmdenthetcenifivdtion tritedia dat 47 CERriscx7yed, the
node returns to follow ng the pre determ ned channel and tim ng sequence.
[0063] |f d#eAP ;maysend oly onerpackst gt a mepbydBarg anaybesnehmgation an feep S3,

th de d ! [ g . I: i ta.,a single
channel or LFt Oypablell ¥ rhocle il aficblg, i SR6RL ME BRI & he
data to a mabde mahaemied pavkeieon decithahel amayhible tiseAP mis/i regeiae, Stldoldar d

hal f - dup). ex rotocol, for exanple. [0064] In step.S4, if the data is to
be. sent 100 AIPASTRaRARIS 8&%{1&@89@%’@4@%%@ r‘n%ﬁipfi‘ft@élia_rts}ﬁ%e@endi ng

node may thefy ,Qr/&tg?néé‘,hlﬁéﬁvd?ﬁ%ﬁflﬁfg@@ﬁff&%%ﬁﬁs %CE%.‘, é‘eﬁé’d“r?@} ofh@r gil%'céssf or its

particul ar ACK nment 1 oned, t nnel and timng for rec I ng stacked
ACKs may be cemtmiagedes) yhehazoplaryaoibetdsn¢dOésskribed berein 155y lessen the irgpaval
sendi ng nOd%f Hglgt%{ig?;snoeﬁm\ghw%tsggtrem%,n e.é%emglgilability of hardware/software in the
inbound direction, to receive a packet. |
15 [0067] The AP may receive packets within radio propagation range, check them
for correctness and build a response packet - an ACK. In one embodiment, received
packets are acknowledged, unless explicitly requested not to. Another embodiment
may include ordering the acknowledgement data by some priority or other scheme
that, by its order conveys information or adds efficiency. This meta-packet may be
20  sent on a known slot, i.e., a frequency/time couplet, and may serve to complete a
multi-packet handshake of a standard packet exchange.
[0068] The above description is presented to enable a person skilled in the art to
make and use the systems and methods described herein, and it is provided in the
context of a particular application and its requirements. Various modifications to the
25 embodiments will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments and applications
without departing from the spirit and scope of the claims. Thus, there is no intention

to be limited to the embodiments shown, but rather to be accorded the widest scope

consistent with the principles and features disclosed herein.

-16 -



received for a particular data transmssion. If an ACK is received, the
process may return to step S| and proceed as descri bed above. If an ACK is
not receiwoedpiodies2pr ocess nay return to step S3 where tIREeTrUSA@®9/08485F - send
the data to the multichannel node and then proceed to step S4 to listen for
an ACK. [0066] In one enbodinent, to neet the certification criteria for 47
CFR 15. 247, the AP may send only one packet at a tinme, but there may be no
limtation on the nunber of packets it can receive sinultaneously. Thus, in
one enbodi nent, any node nay send a packet on any channel on which the AP
may receive, which in another enmbodi nfehAIMS al | the channel s capabl e of

bei ng used iv{;lhaqi glaltrrile ull ar system Thus, in a nmesh network with plentiful
endpoi nts, e.d., Sens '€ or ot her process control devices, the exenplary

enbodi nent s 1descrg bledloh@febmmycakia%sxeanéth%rk,ra@aqiﬁsﬁfg:I imtations of known
systens, e.g., the availability of hardware/software in the inbound

direction, to reéeidies en patudity of ghgmelsThy eagh ofedplpedisy olrepreckise rshi t hi n
radi o prepa i.0 AN9Sicaf .correctness and build a response
packet -9ang§%§?gf% one(ﬁﬁgﬁPlﬁégﬁgh%g%%ived packets are acknow edged,

unl ess expli citl yeceddmesit e pharalityoof ohamidis byehbdsston® nbdeyalye | ncl ude ordering

t he acknowl edgenent data by sone priority or other schene that, by its
order conve§¥NPRNEAHAR oM Gich of the Riprality @ffisst nodess net a- packet may be sent

on a known sl ot, .| I | \V npl et e
a multi-packet hgéln S él?g tﬁé&ggg?gﬁ#é?gﬁggg@? ﬁtg(zg%gﬁtgc{ag a[%g%og’% EIgﬁeea%gbove
descri pti oncommuneaton dut tvas enabisfully pecised fisk dackdf the pllwaligy of fist make and
use the systeps apd nmet hods descrihed herein, and it is provided.in the
Cont oxt 107 H00R, PRGSIoe SoRPREIo BT aHC PLLoality e OHESE PORIG! Gipngle

modi fi cati OfRsda@e SOR tYTROSHBRAhSqeM | | be readily apparent to those skilled
in the art, and the géneric principles defined herein may be applied to

ot her enbodi nents and applications w thout departing fromthe spirit and
scope of thg claiys. Thu here i.s nodintention to pe limt to the
enbodi ment s?‘s h_owpl‘,g‘é B'tflhqﬂ:ﬁfr? ar‘mt]g %‘?aer%{{}é%er %Péﬂ“‘{‘ﬂ‘éak}&*hﬁgfﬁ‘ qu%ﬁgﬂ“@onsi st ent
with the prpreilRl s fisstdod@ab Whesecthd fdbRS@nfIRES Hita PhédeMTomprising

15  identification headers of the source and the destination.

3. The method of claim 1, wherein each response from the second node to the

plurality of first nodes comprises an acknowledgement.

20 4. The method of claim 1, wherein the message sent by the second node
comprises identifiers that respectively correspond to each of the plurality of first

nodes whose communication was successfully received by the second node.

5. The method of claim 4, wherein each identifier comprises an eight-byte

25 MAUC address.

6. The method of claim 4, wherein each identifier comprises an address shorter

than an eight-byte MAC address.

30 7. The method of claim 4, wherein the identifiers are arranged in the message in
an order that is based on an order that the communications from the first nodes were

received.
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What is clainmed is: 1. A nmethod of communicating in a network, conprising:
sending on a plurality of channels, by each of a plurality of respective
first nodwe,2om/sauni cati on to a second node; receivi ngcoruskéve/opisssal ity
of channels, by the second node, the conmunication fromeach of the
plurality of first nodes; sending, by the second node, a transm ssion that
contains a response to each comruni cation that was successfully received
fromeach of the plurality of first nodes, wherein the response to each of
the plurality of first nodes is part of a single nmessage sent by the second
node. 2. The nmethod of claim1, wherein the comunication fromeach of the

plurality of, fir nodes. 1o t.ne, second node ¢ ri ses data packets .

conpri si ng %dent is@leél%ﬁq %dno celaélg}e‘}’sw qreltnﬁge @gﬂ?’@%g&ﬁedarfaﬁgeéé% CHASPH 3. The
met hod of chAbfdet thathRed o adhinegisflonse Jfcash {deatif@cond node to the
plurality of first nodes conprises an acknow edgenent. 4. The nethod of

claim1, wherein the nessage sent by the second node conprises identifiers

t hat respecti vel t 0 Of ural i f finLst es_whose
comuni cgti gh vva?h(séglgzéé@&s&;(?fﬁ?@n ?’g‘g%}%lgéh%@%{lﬁ%erg 3rceo‘linr¥c1an %8%3” mé}géj Bt hod
of clai m 4, avdoedsica withcdprictithtthdt i€base® bR IcOBRBt BBoatadiviththe MAC address. 6.
The nmethod of claim4, wherein each identifier conprises an address shorter
than an ei gRemByncalprironteast of the plyrdity,ek firstnedesc| ai m 4, wherein the
identifiers are arranged in the nessage in an order that is based on an
order that the conmmunications fromthe first nodes were received. 8. The

met hod of cll&i m Zhewrthed of dléim 4,delrdreihities kleatifeerabrecarepmged in theenesesgeage i n

an order.that is based on.a.nunerical value of each identifier. 9. The
met hod 5)9 c PERORgaRce w aePI?PrttMZ'h%tésebﬁSFql peihe ngléer&afﬁg%g%muﬁl%%n fleEsage in

accordance WdhhahPpuedlith ¥f iRfhods. based on content associated with the

11.  The method of claim 1, wherein each response from the second node to the
plurality of first nodes is ordered in the transmission based on a pre-allocated
15  address shorter than a MAC address corresponding to each of the plurality of first

nodes that sent a successfully received packet.

12. The method of claim 11, wherein the pre-allocated address is a pre-
determined byte of the MAC address corresponding to each of the plurality of first

20 nodes that sent a successfully received packet.

13.  The method of claim 11, wherein the pre-allocated address is a hash of the
MAC address corresponding to each of the plurality of first nodes that sent a
successfully received packet.

25
14. The method of claim 1, wherein each response from the second node to the
plurality of first nodes is ordered in the transmission based on a priority associated

with a received packet.

30 15, The method of claim 14, wherein each response from the second node to the
plurality of first nodes is ordered in the transmission based on a priority associated

with content of the received packet.
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comuni cation fromeach of the plurality of first nodes. 10. The nethod of
claim4, wherein the identifiers are arranged in the nessage in accordance
with a prworpntoosvdzat i s based on the sender of the commeoiraseeooofssdm each
of the plurality of first nodes. 11. The nethod of claim1, wherein each
response fromthe second node to the plurality of first nodes is ordered in
the transm ssion based on a pre-allocated address shorter than a MAC
address corresponding to each of the plurality of first nodes that sent a
successfully received packet. 12. The nethod of claim 11, wherein the
pre-allocated address is a pre determ ned byte of the MAC address

corr espondi to-each of . the plurality of first nades.that sent

successful | gr ece é%et_%%%&ei?l%lg%’ “Fﬁééﬁﬁﬁﬂbﬁs%?nssﬁe?ﬂﬁhff}” er_}oéjiego fhee
pre-al | ocat gthralitgof Figstinddes W@dsdered inf the trii¥misslon Basedon'd Msarapdbdgidéd each of
the plurality of first nodes that sent a successfully received packet. 14.

The net hod &fithethe pade fromwehieh theagesivedpaskpiswasieesivehe second node to the
plurality of first nodes is ordered in the transm ssion based on a priority
associated with a received packet. 15. The nethod of claim 14, wherein each

response fram t h@hsegahsd ofxdeint b, wheeinledtiatdshonseffrdnh ietseb@ttEgodeso dhigler ed in
the transm ssion based on a priority associated with content of the
recei ved palRedlityof firgi@odes is opdesed i the fransmissipe pased oadpiprmatipp AUt Ar om t he

d nod ral it j des is ordered in the t 1 SSi
second no eﬁteaugnt& 91%%@88?&{;(1.[13{]6\1}%%&%%&0 es is ordered in e transm ssi on

based on a prrori ate e node from which the received packet
was received. 17. The nethod of claim1l, wherein each response fromthe
of first nodes is ordered in the transm ssion

second de to t pl ural i
based of0i nibr rratbf;?lsﬁneé%{ﬁft éélfnr btRAEY thopPTRYnISAEIEFAMPHSSS ARk, 18.
The met hod @ afleatBnd of WSS fbdel Gnd WHEHIN GRULYBNSOMRAHARS adohfRUHRSt Sent
by at |east one of the first nodes and wherein'the response conprises a
command i nsinstrottingythelableast dnedsst node té fanditheyoadeest do smotbiertimaler equest to
anot her node.

19.  The method of claim 1, wherein the response is included in a data packet in a

15  Type-Length-Value (TLV) format.

20. The method of claim 18, wherein the command is included in a data packet

in a Type-Length-Value (TLV) format.

20 21.  The method of claim 18, wherein the request is for an update on the

executable code image of a node.

22.  The method of claim 18, wherein the request is for node routing table

information.

25
23.  The method of claim 18, wherein the request is for security alert information.
24, The method of claim 18, wherein the request is for timing information.

30 25.  The method of claim 1, wherein sending the communication by each of the

plurality of first nodes and sending the transmission by the second node occurs

during a pre-determined time slot.
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19. The method of claim1l, wherein the response is included in a data
packet in a Type-Length-Value (TLV) format. 20. The nethod of claim 18,
wherein twe2eovisaszd i s i ncluded in a data packet in a TypeAlSergomsyal ue
(TLV) format. 21. The nethod of claim 18, wherein the request is for an
update on the executable code inmage of a node. 22. The nethod of claim18,
wherein the request is for node routing table information. 23. The net hod
of claim 18, wherein the request is for security alert information. 24. The
met hod of claim 18, wherein the request is for timng information. 25. The
met hod of claim 1, wherein sending the communication by each of the

plurality of, fir nodes, and._.sendi t.he transm ssion .by.the seco node
bcours dur i 76 & pre aaret Bl ol Rt R SR ) SRR e
wher ei n sengluiglitylef fieqisded 6utscduriig £@shpéttioh Bﬁtmgﬁé-ﬂblehhirﬁﬁ tinhd §1bt. nodes
occurs during a first portion of the pre-determned tine slot. 27. The

met hod of claim 25, wherein there is at |east sone tenporal overlap of

conmuni cat i GBS duki ' [t of the
ol ural ity of 't r ot ihdPoBfarh 28 VhbAnihdtt R dadasPiniORHRLA UIBESE °: e
transm ssi oRolynunitatiseCduithgthe serlingl6® a Bliralitg of chatRthypeuchioftheof t he
pre-determned tine slot. 29. The nethod of claim 25, wherein information
about the pPBUEySffiryiegdes ne slot is sent to the first nodes in beacon
packets. 30. The nethod of claim 29, wherein the beacon packet conprises at
| east one of timng synchronization information, timng sequence

i nformati on28nd dhammehod off daima2é,ovherdi seridirg thettramdmadsionl tayi thee Seconkder ei n t he

first nodes are divided into at |east two groups, gnd ereinin a first
group, %jr sfodgersursdirngsniecors! portion of Hircpr -&a@r@mﬁmq@% directly with
the second node while, in a second group, first nodes adjacent to the

second node communi cate with other first nodes, and wherein once
29.  The method of claim 25, wherein information about the pre-determined time

slot is sent to the first nodes in beacon packets.

15 30. The method of claim 29, wherein the beacon packet comprises at least one of
timing synchronization information, timing sequence information and channel

information.

31. The method of claim 1, wherein the first nodes are divided into at least two
20  groups, and wherein 1n a first group, first nodes adjacent to the second node

communicate directly with the second node while, in a second group, first nodes

adjacent to the second node communicate with other first nodes, and wherein once

the first group has completed communicating with the second node, then in the

second group, first nodes adjacent to the second node communicate directly with the
25  second node while, in the first group, first nodes adjacent to the second node

communicate with other first nodes.

32. A method of communicating in a network, comprising:
monitoring, by a first node, a pre-determined channel at a pre-determined
30 time;
determining, by the first node, whether data has been received on the pre-

determined channel at the pre-determined time;
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the first group has conpl eted conmmunicating with the second node, then in
the second group, first nodes adjacent to the second node comruni cate

di rect |y wot2zhiovdzes2g2econd node while, in the first grouppPcCriusstoonosss

adj acent to the second node comrunicate with other first nodes. 32. A

met hod of communicating in a network, conprising: nmonitoring, by a first
node, a pre-determ ned channel at a pre-determ ned tinme; determ ning, by
the first node, whether data has been received on the pre determ ned
channel at the pre-determ ned time;deterninin the first node, whether
to forward recei Weteraining, by the §raﬁgpée dﬁ@ﬁtﬁél‘o tgﬂfwﬁf[ﬂ rereivehiztato 2 swalei ng
node in the ran A first node,
t he recei vegﬁ%‘glt%a I?I%hﬁln Flfr ?Qeéﬁ%% %net(}:lele\‘;?ﬁrga ﬁg%’eelweﬁéggeent of the

determ nation t haltanhhmlﬂ@,u@ thé fitsd nbée, Sigitecéived &zﬁawtﬂelmalhadmﬁhelr ecei vi ng
node; nonitoring, by the first node, a pre-determ ned response channel once
the data ha&caseang P‘P%élﬁh? gveat phthelstermimation fhah the datzisdp Be sentie dee

det er m ngng,, By hh6 o tdcsty e- Dy monitoring the pre-determ ned response
channel , whetlﬁ r ?ﬁjee ({Crstl e has received a response for the transmtted

data, t he res ponsmolﬁmi-ing, by mafmmtoelel ab;yretdmeenmiddl respomneiehannelc@iceiting node;
and re-transni t he data to the multi-channel
recei vi ng nda@ aﬁggﬂbﬁé\?%?e‘{ ﬁ? FI""E ch%’é FFSEWMEIYS it has not received a
response from t h@emuhinis nRehirst 8684, by MorliRFRg t TeeriBhdiod s¢l ai m 32,
wherein at | east one ofn %2 prelr deter m!yned chaﬁ ﬁ%pret he pre- defq'rgegrnm ned time
and t he pr ecbamel, whedtr thesfshsaledtzamereiveds rpspmsdﬁdth@trartsmmed datastbde by a
beacon pgc ket response being transmitted by the multi-channel receiving node; and
re-transmitting, by the first node, the data to the multi-channel receiving
node in the event the first node determines it has not received a response from the

multi-channel receiving node.
15 33. The method of claim 32, wherein at least one of the pre-determined channel,

the pre-determined time and the pre-determined response channel is provided to the

first node by a beacon packet.
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